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OBILIASA YACTD

OLIGHO‘-IHBIG MaTCpualibl 1O AUCHUIUIMHEC TMPCAHA3SHAYCHBI [JId OLCHKU: HOOCTHIKCHUA
JUCLHUITIIINHE,

O6y‘laIOH_[I/IMI/IC${ 3aIllJIAHUPOBAHHBIX PE3YJIbTATOB 06y‘IeHI/I5[
q)OpMI/IpOBaHI/IH 3aIlJIaHUPOBAHHBIX KOMHGTGHL{I/Iﬁ " YPOBH: OCBOCHUA NUCHUIIJIMHBI.

110

oTalia

OHGHO‘IHBIG MaT€purabl 110 JUCHUINIMHE BKIOYAIOT OLHCHOYHBLIC CPCACTBA IJIA IMPOBCACHUA

MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. I[TK-3 CniocoOeH T1aHupOBaTh U BBITTOJIHITH pa0OTHI 0 3alTUTe HHHOPMAITH

NJI-1 ®opmupyeT METO bl 3aLIUThl HH)OPMAIIMH U YMEET MIPUMEHSATh UX Ha TPAKTUKE

I/IJ_I'Q. HpCZ[CTaBJ'IHeT PE3YIBTAThI aHAJIM3a COCTOSHUA 3allMThI JaHHBIX U IPCAIaract METOAbI

0 €€ YJIy4LICHUIO

WJ1-3 BeiOupaet MeTO/Ibl aHaJIM3a Pa3BUTHSI METO/I0OB 3alIUTHI HHGOPMAUU U GOPMYITHPYET

IIyTU UX IPUMEHEHHUS

H BKJIFOYACT:
AJISI TEKYIIEro KOHTPOJIA YyCII€EBAEMOCTH

Dopma peanmn3alum: KOMHLIOTepHOG 3aJaHHC

1. 3ammTa nabopaTtopHoi paboThl 5; 3amuTa JabopaTopHoi padbotsl 6 (JlaboparopHas

pabora)

2. 3amuTa 1adopatopHoi paboThl Nel; MOAroTOBKa OTYETA O BHIMOJHEHUH JTAO0OPATOPHOM

pabotsl Ne2 (JIabopatopHas pabota)

3. 3ammra 1aboparopHoi paboTel Ne2; 3amuTa mabopatopuoii padotsr Ne3 (JlabopaTopHast

pabora)

4. 3amuta 1abopatopHoit paboTsl Ned; MOAroTOBKa OTYETA O BHITIOJIHEHUH JIA0OPATOPHOM

pabotel Ne5 (JlabopaTopHas pabora)

BPC nucuuminHbl

7 ceMecTp
Beca KOHTPOJIBHBIX MEPONIPUATHI, %o
Pazpen nucuurnimmHbl Annexe KM- | KM- | KM- | KM-

KM: 1 2 3 4
Cpox KM: 4 8 12 16

KommnekcHbli moaxo/1 k odecrnedeHno HHPOPMaLMOHHOM

0€30MacHOCTH

KomrmiekcHsIi moaxo k obecrneueHno nHGOPMAITMOHHON +

0€30I1acCHOCTH

3amuTa OT HECAaHKIIMOHUPOBAHHOT'O IOCTYIAa K MH(OpMaliU B

KOMIIBIOTEPHBIX CUCTEMAX

3amuTa OT HECAaHKIIMOHUPOBAHHOT'O IOCTYIAa K MH(OpMaluU B +

KOMIIBIOTEPHBIX CUCTEMAX

Kpunrorpaduueckre MeTobl U CpeICTBA 3AIIUTH HHPOPMAILIUN

Kpunrorpaduueckre MeTo bl ¥ CpeICTBA 3AIIUTH HHPOPMAILIUN +

3aHII/ITa OT BPCAOHOCHBIX IMPOrpaMM U HECAHKIIUOHHUPOBAHHOI'O
KOIIMPOBAHUA I/IH(I)OpMaI_[I/IOHHLIX PECYpCOB




3amuTa OT BPEJOHOCHBIX ITPOrpaMM U HECAHKIIMOHHUPOBAHHOIO
KOIMPOBAHUS MHPOPMAITMOHHBIX PECYPCOB

Bec KM: | 25 25 25 25

$O6m1as yacts/[1s1 MPOMEKYTOUHON aTTecTanuud

BPC kypcoBoii padoTbl/poeKTa

7 cemecTp
Beca KOHTpOIBHBIX MeponpusThii, %o
Nunexc KM-1 KM-2 KM-3
Pa3znen nucuuninHb
KM:
Cpox KM: 8 14 16
[IpoekTupoBanue uHTEpPEiica MporpaMMHON peanr3aluu +
Brimonnenue nporpaMMHON peain3anuu +
[ToaroroBka oTueTa O BHIIOJHEHUH KYPCOBOM pabOThI +
Bec KM: 20 50 30




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETCHITHH pe3ysbTaTel  00y4eHMsI IO
JUCITUIINHE
I1K-3 N-1nk-3 ®opmupyer | 3HaTh: 3amura maboparopHoii paboTel Nel; TOATOTOBKA OTYETA O BHIOJIHEHUH
METO/IbI 3ammThl | Mojenu u crmocoObl naboparopHoi padboTsl Ne2 (JIaboparopras padoTa)

uHpOpMAlUK U yMeeT
NPUMEHSATH UX Ha MPAKTHKE

MMOCTPOCHHSI CHMMETPHYHBIX
1 aCUMMETPHUYHBIX
KpUNITOrpaQUIECKUX CHCTEM
MeTo/1bI pa3rpaHudCHHS
MOJTHOMOYHH II0JIb30BaTeIeH
Y MOJICTTH YIIPaBJICHUS
JOCTYIIOM K 00BEKTaM
KOMITBIOTEPHBIX CUCTEM U
ceTei

CnocoObl
HECaHKIIMOHUPOBAHHOTO
JOCTYTIA K TAHHBIM U
CIOCOOBI HACHTH(UKAIINH 1
ayTeHTU(UKaUN
MOJIb30BaTeIIeH
KOMITBIOTEPHBIX CUCTEM U
ceTeH

OO011y10 TOCTAaHOBKY 3a/1a4H
obOecreyeHus
MH(POPMAIMOHHOM
0e30macHOCTH
KOMITBIOTEPHBIX CHCTEM U
ceTel U Ki1acCUpUKALUIO

3amura maboparopHoii padoTer Ne2; 3ammura 1adopaTopHoi paboTsl Ne3
(JTaboparopnas paboTa)

3amuTa J1abopaTopHOi paboThl Ne4; IOArOTOBKA OTYETA O BBITOJIHCHUN
naboparopHoi paboThl Ne5 (JIaboparopHas padoTa)




METO/IOB €€ pelIeHus
VYMeTs:

Hcnonp30BaTh METOABI U
cpeacTBa
KpUNOTOTpapuuecKont
3aIUThl HHHOPMAITUH
[IpumensATh METOABI U
MPOrpaMMHBIE CPEACTBA
3alUTHI JaHHBIX B
KOMIIBIOTEPHBIX CUCTEMAX U
CeTaxX

I1K-3

NJI-2nk-3 I[IpexncraBusier
PpE3yJIbTaThI aHaNM3a
COCTOSIHUSI 3aILUTHl JAaHHBIX
¥ TIPEJIaracT METOBI 110 €€
YIIyYIIEHUIO

3HaTh:

CrannapThl OLIEHKU U
METO/IbI aHATIU3a
3aIUIIEHHOCTH
KOMITHIOTEPHBIX CUCTEM U
WH(POPMAIMOHHBIX
TEXHOJIOTHUM

JlocToMHCTBA Y HEOCTATKU
CUMMETPUYHBIX U
ACUMMETPUIHBIX
KpUNITOrpaQUuecKux CHCTEM
JlocToMHCTBA M HEOCTATKU
METOO0B M MPOTPaMMHO-
anmapaTHBIX CPEJICTB
3aIlUTHl JAHHBIX B
KOMITHIOTEPHBIX CUCTEMAX U
ceTsx

YMeTh:

Hcnonbs3oBarh pe3yabTaThl
aHaJIM3a 3alMUIIeHHOCTH IS
YCTPaHEHHUs! YSA3BUMOCTEN B
roJicucTeMax 0e30MacHOCTH

3amuTa naboparopaoit padotsl No2; 3ammra gabopaTopHoil paboTsr Ne3
(JTaboparopnas padota)

3amura J1aboparopHoi paboThl Ne4; MOATrOTOBKA OTYETa O BHITOIHCHUN
naboparopHoii paboter Ne5 (JIabopatopHast paboTa)

3amuTa 1abopatopHoi paboThI 5; 3amuTa 1a60paTopHOr paboTHI 6
(JTaboparopnas padota)




KOMITBIOTEPHBIX CUCTEM U
cerei

Hcnosnb3oBars cpencraa
aHaJIM3a 3allUIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM U
cerei

I1K-3

N J1-3nk-3 Beioupaer meToapt
aHajJM3a Pa3sBUTH METOIOB

3am|Tel  MHPOpPMAUU U
dopmynrpyer OyTH HX
PUMEHEHHS

3HaTh:

Tennenuuu pa3BUTH
METO/IOB 3aIUThI JAHHBIX B
KOMITBIOTEPHBIX CHCTEMaX U
CeTAX

Tennenuuu pa3BUTH
CPEJICTB 3aIIUThHI
nH(popManuu B
OTIEPALIMOHHBIX CUCTEMAaX
YMers:

Pa3zpabarbiBaTh HOBBIE
MIPOrpaMMHBIE CPEJICTBA
3aIUTHl JAHHBIX U
0e30MacHbIX
MH(OPMALIMOHHBIX
TEXHOJIOTUI

Hcnonws3oBare murepaTtypy H
HUCTOYHUKHU ceTu HTepHeT
JUTS TIONTYYEHUS
nH(OpMALINY O CO3JaHUH
HOBBIX METOJIOB M CPEJICTB
3amuThl HH(QOPMALIUN
Onpenensars eI U 331a41
pa3paboTKH HOBBIX METO/IOB
Y TIPOTPaAaMMHBIX CPEICTB
3amuThl HHOPMAIIUY B
KOMITHIOTEPHBIX CHCTEMAX U

3amuTa 1abopaTopHOi paboThl Nel; MOAroTOBKA OTYETA O BBITOJIHEHUN
naboparopHoi paboTsl Ne2 (JIaboparopnas padoTa)

3amura maboparopHoii padoTer Ne2; 3ammura 1adopaTopHoi paboTsl Ne3
(JTaboparopnas paboTa)

3amuTa J1abopaTopHOi paboThl No4; OArOTOBKA OTYETA O BBIITOJIHCHUN
nabopatopHoi padboThl Ne5 (JIaboparopras padoTa)




CCTAX




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 3amura 1abopaTtopHoii padoTsl Nel; HoAroToBKa 0T4eTa 0 BHINOJHEHUH
J1abopaTopHoii padoThl Ne2

®opmbl peaju3anuu: KoMIbroTEPHOE 3a1aHKE

Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBeleHHs KOHTPOJILHOIO MeponpusaTusa: 1. BeimonHenue U 3ammura
nabopaTopHoii pabots! 1. 2. Bemmonnenue nabopaTtopHoii paboThI 2.

KpaTkoe conep:kanue 3a1aHusi:

1. 1. PaspaboTKa nporpammbl pasrpaHMYeHnn NOAHOMOUMIA NOIb30BaATE/IEN Ha OCHOBE Naponel .
2. 2. M3y4yeHune 1 ocBOEHME NPOrPamMMHbIX CPEACTB 3aLMThbl OT HECAaHKLMOHMPOBAHHOMO A0CTYNa M
pasrpaHMYeHunn Npas Nosib3oBaTesnen.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: OOuyr0  MOCTaHOBKY 1.YTto He oTHOCUTCA K crioco0aM ayTeHTU(UKALUH

3a/1auu obecrieyeHus I10JIb30BATENEH, OCHOBAHHBIX Ha 00IIEM ceKpeTe?

MH(pOpMaLlMOHHON  0€301acHOCTU 2.B ueM OCHOBHOI HEIOCTATOK AUCKPELIMOHHOTO

KOMITBIOTEPHBIX CUCTEM M CeTed U YIIpaBJIEHUS JOCTYIIOM K 0ObEKTaM KOMIIBIOTEPHBIX

KJacCU(UKAUIO  METOAOB €€ cucrem?

peLeHus 3.Yro Takoe aBTOpH3alLHsl CyOBEKTOB KOMIIBIOTEPHOM
CUCTEMBI?

3uarb:  TeHgeHUMH  pa3BUTHUSA 1.3aueM B y4eTHOM 3amKCH MOJIb30BATENS MOKET

METOJOB  3alllUThl  JAHHBIX B XPaHUTBCS CIIy4allHOE 3HaYeHHE?

KOMITBIOTEPHBIX CUCTEMAX M CETSIX 2.YTo0 o3HavaeT TepMuUH "poiib" B pojIieBOM
pasrpaHUYeHNH JOCTyna?

Onucanue MKaJbI OlleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 90
Onucanue xapaxmepucmuxu evinoineHus sHanus: JlabopatopHas pabota 1 BbIIOTHEHA B TOYHOM
COOTBETCTBUHU C 3aJjaHueM, JabopaTopHas paboTa 2 BHIMOIHEHA MOJHOCTHIO

Oyenka: 4
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu evinoineHus sHanus: JlabopatopHast pabora 1 BbIOTHEHA B
OCHOBHOM B COOTBETCTBHH C 3aJ[aHHEM, JJabopaTopHas paboTa 2 BBIIOJHEHA TTOJTHOCTHIO

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu evinoixneHus snanus: JlabopatopHast pabora 1 BbIOTHEHA B
OCHOBHOM B COOTBETCTBHH C 3aJaHUEM

KM-2. 3amuTa JadopaTopHoii padorsl Ne2; 3anura jadopaTopHoii pa6oTbl Ne3

®opmbl peasuzanuu: KomneorepHoe 3a1aHue
Tun koHTpoaABLHOr0 Meponpusitus: Jlabopatopnas padora




Bec koHTpOBbHOrO0 MeponpustTusi B BPC: 25
IIpouenypa npoBeaeHusi KOHTPOJbLHOIr0 MeponpusiTusi: 1. 3ammra mabopaTopHoi paboThI 2. 2.
Brimonnenue u 3amura JrabopaTopHoii paboTsI 3.

KpaTkoe conep:kanue 3a1aHusi:

1. 1. M3yyeHune 1 ocBOEHME NPOrPaMMHbIX CPEACTB 3aLLMTbl OT HECAHKLMOHNPOBAHHOIO AOCTYNa U
pasrpaHMYeHunn npas nosb3osaTesiein.

2. 2. Pa3paboTKa M NnporpaMmHas peannsaumsa afropuTMoB CUMMETPUYHOW KpunTorpadumn u
KpunTorpadryeckoro xewmnpoBaHus.

KoHTpoJibHbIE BONIPOCHI/3a/1aHUA:

3Hatb: Meroabl pasrpaHUYEHUs
MMOJITHOMOYHMH  MOJb30BaTelIiell |
MOJICJIA YTPaBJIEHUS JOCTYIOM K
00BbEKTaM KOMIIBIOTEPHBIX CHUCTEM
U ceTeit

1.I'me xpanutcst unpopmanust 00 orpaHUUYECHUSIX Ha
BO3MOKHOCTH pabOThI JIOKAJIbHOT'O NOJIb30BATEIS
ONEPALIMOHHON CUCTEMBI?

2.B yeMm JOCTOMHCTBA U HEIOCTATKU AUCKPELIUOHHOTO
pasrpaHHUYCHHS JJOCTYMa K 00beKTaM KOMITbIOTEPHBIX
cucrem?

3.Yro Takoe MHOTO(aKTOpHAs ayTeHTU(UKAIHS B
KOMIIBIOTEPHBIX CUCTEMaX?

3HaTh: Croco05b1
HECAHKIIMOHMPOBAHHOTO JOCTYIA K
JTaHHBIM u CIIOCOOBI
UJACHTH(DHUKALIH u

ayTeHTH()UKaUK  TOJB30BaTENICH
KOMITBIOTEPHBIX CHCTEM H CeTel

1.Ha kakom crioco6e mm@ppoBaHusi OCHOBAHBI TOTOKOBBIE
mupei?

2.Ha xakux croco6ax mm@ppoBaHus OCHOBAHBI
CHMMETPHYHBIE KPHUIITOCUCTEMBI?

3HaTh: /locToMHCTBA M HEIOCTATKH

MCTOO0B n MporpaMmMHO-
armapaTHbIX CpCaAcCTB 3allUThI
JaHHBIX B KOMITBIOTCPHBIX

CHCTEMAaxX M CETAX

1.B 1yem riaBHBIN HEAOCTATOK MIU(POB MPOCTOM
3aMEHbI?

2.B ueM pazHuIa MEXAY MHUPPOBAHUEM U
KpUNOTOTpaprUECKUM XeInpoBaHuEM?

Ywmere: IIpuMeHsaTe MeTOnbl U
MPOTPAMMHBIE CPEACTBA 3aIUTHI
JAHHBIX B KOMIIBFOTEPHBIX
CHCTEMAaX M CETIX

1.Kak ycTaHOBUTBH 3aIIUTY OT aTaK yrajbIBaHUs
(monm6opa) maposnei?

2.Kaxk B mporpaMme peaan3oBaTh I'€HEPALHIO
IICEBJIOCITYYalHOMN TIOCIE0BATENIBHOCTH IIPU
WCMOJIb30BAHUU IN(PPOBAHNUS TAMMHUPOBaHHEM ?

YMers: Mcnonb30BaTh pe3ysbTaThl

aHalii3a  3Al0MINEHHOCTH  JUIA
YCTpaHEHHUS YSA3BUMOCTEHN B
MOACUCTEMAX 6e30macHOCTH

KOMITBIOTCPHBIX CUCTEM U ceTei

1.Kaxk ckpbITh 0TOOpaxkaemMble Ha dKpaHe MapoJind U3 6a3bl
JAHHBIX IPOTrPAMMHOTO MEHEJ)Kepa MapoJiel, HO pu
3TOM COXPaHHUTh BO3MOXXHOCTh UX MIEPEHOCa B
Tpedyemyro mporpammy?

2.Kak B oneparnnonHoii cucreme Windows BKIIFOUHTH
TpeOOBaHUE K MUHUMAJILHOU CIIOKHOCTH Mapojen
I0JIB30BATEICH?

3.Kak B onepannonHoii cucreme Windows orpaHu4uTh
MpaBa MoOJIb30BaTeNIel Ha BHITIOJTHEHUE OTPEACTICHHBIX
JeicTBUil?

YwMmers: Mcnonp3oBaTe auTeparypy
U HUCTOYHUKH ceTh MHTepHeT nus
MOJTy4EeHUS nHpopmanuu 0
CO3JaHMM HOBBIX METOAOB U
CPEJICTB 3alUThl HHOPMAIUU

1.Kak co3nath HOBYIO 0a3y JaHHBIX MMApOJIEH C MOMOIIBIO
IIPOrpaMMHOT0 MEHEKEPA apoJIel U 3alUTUTh €€ OT
HECAHKIIMOHUPOBAHHOIO J10cTyma’?

2.Kak B mporpaMMe peaan30BaTh BBIIIOJIHEHUS
apu(MeTHYECKUX Onepaluii ¢ BEIYETAMH 110 MOJYIII0?

10




Onucanue MKAJbI OIICHUBAHUSA:

Ouenxa: 5
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax. 90
Onucanue xapakmepucmukuy 6bINOIHeHUs. 3Hanus: J|aHbl TIOJTHBIC U TOYHBIC OTBETHI HE MCHEE YeM
Ha 90% KOHTPOJIBHBIX BOIIPOCOB MPH 3aIIUTe Ja00paTopHOil paboThl 2, maboparopuas pabota 3
BBINOJIHEHA B TOYHOM COOTBETCTBHH C 33]aHUEM

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 10
Onucanue xapakxmepucmuku bInoAHeHUs 3Hanus: J{aHbl OJIHbIE U TOYHBIE OTBETHI HE MEHEE YEM
Ha 70% KOHTPOJIbHBIX BOIIPOCOB MpH 3alluTe JabopaTopHOil paboThl 2, naboparopHas padbota 3
BBITIOJIHEHA B OCHOBHOM B COOTBETCTBHUU C 33JIaHUEM

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 50
Onucanue xapakmepucmukuy 6bINOIHeHUs: 3Hanus: J|aHbl TIOJTHBIC U TOYHBIC OTBETHI HE MCHEE UYeM
Ha 50% KOHTPOJIBHBIX BOIIPOCOB IPH 3alIKTE JabopaTopHOil paboThl 2 win JabopaTopHas padorta 3
BBIITOJIHEHA B OCHOBHOM B COOTBETCTBHH C 33J]aHUEM

KM-3. 3amuTa 1ab6opaTopHoii padoTbl Ned4; MOArOTOBKA 0TYETAa O BHINOJTHEHHHU
JadoparopHoii padorsl NeS

®opmbl peanuzanuu: KoMnpoTepHoe 3a/1aHue

Tun KOHTPOABLHOT0 MeponpusiTus: Jlaboparopras padora

Bec kouTposabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHUsi KOHTPOJbLHOr0 MeponpusaTusa: 1. BreimomHenne wu  3ammra
nabopaTopHoii paboTel 4. 2. BelnonHeHHE J1a00paTOPHOM pabOTHI 5.

KpaTKOC CoA€cpiKaHMuE 3alaHUA:

1. 1. Ucnonb3oBaHue KpunTorpadpmyecknx cpeacts onepaLMoHHbIX CUCTEM B MPUKAAAHbIX NPOrpaMmmax.
2. 2. W3y4yeHune 1 0CBOEHME NPOrPaMMHbIX CPEACTB WNPPOBaHMA, KOMMbIOTEPHOM cTeraHorpadum m
3aLLMTbl OT BPeAOHOCHbIX MPOrpamMmm.

KoHTpoJibHbIE BONIPOCHI/3a/1aHUA:

3Hat: Mogenu U crocoObl 1.Kakue cpeactBa cucTeMbl IPOrpaMMUPOBAHUS MOTYT
MOCTPOCHHUST  CUMMETPHUYHBIX U WCTIOJIB30BATHCS IS pealTu3aliy B IPOTpaMMe
ACUMMETPUYHBIX CUMMETPUYHOTrO muppoBaHus (pacmudpoBanus)
KpUNTOrpauuecKux cucTeM ¢aiinos?
2.Kak BbIYMCIISIETCS M TPOBEPSETCS SJIEKTPOHHAS
MOAINUCH?

3.B yem npeumyIiecTBa UCTIONIb30BAHUS BHELITHUX
KpUNTOTpaQHIECKUX MOIYJICH U CTaHAaPTH3UPOBAHHBIX
KpUnTorpapuueckux nHTepgeicon?

3HaTh: JIOCTOMHCTBA M HEOCTATKU 1.Kak B mporpamMme MOXET T€HepUpOBaThCS U
CUMMETPUYHBIX U aCUMMETPHUYHBIX COXPAHSTHCS CEAHCOBBIN KIIH0Y, NCIIOJIb3YEMBIN JUIs
KpUNTOrpapuueckux cucreM mdpoBanus paiiaos?

2.B yem 3akiroyaeTcsi OCHOBHas pobieMa npu
MCII0JIb30BAaHUU CUMMETPUYHON Kpuntorpapuun?

3Hate:  TeHaeHUMM  pa3BUTHSA 1.B yem pa3Huna Mexay CUMMETPUIHON U
CPeACTB 3aluThl MHPOpPMALUU B aCUMMETPUYHOH KpunTorpaduei?
ONEPALMOHHBIX CHCTEMAaX 2.0T1 KaKux yrpo3 6e30nacHOCTH HHPOPMALIUU

3alMUIIACT SJICKTPOHHAA HOI[HI/ICB?
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VYwmeth: Ucnonn3oBaTh METOALI U
cpeiacTBa Kpunrtorpaduueckoit
3aIuTHl HHGOPMAITUU

1.Kak B nmporpamme peaan3oBaTh CHMMETPUYHOE
mmdpoBanue aityioB Mo BEIOPAHHOMY aJITOPUTMY?
2.Kaxk B mporpamme peaan3oBaTh BbIBOJ] CEAHCOBOTO
KITI04a mu(poBaHus U3 BBEICHHOH MOJIb30BaTENIEM
napoJibHOM (hpasbl?

VYmers: Omnpegenstb Uend U
3a7a9u pa3paboTKu HOBBIX
METOHOB U IIPOTPAMMHBIX CpPEICTB
3alIHUTHI uHpOpMAaIUU B

KOMITIBIOTCPHBIX CUCTCMAX U CCTAX

1.Kak 106aBUTh JIEKTPOHHYIO MOAMUCH K MAaKpOCy B
JOKyMeHTe O(pHCHOTO MPUIIOKEHUS?

2.Kaxk B mporpaMme CreHeprpoBaTh KITFOY UG POBAHUS
(pacmudpoBaHus) U3 BBEJACHHOM MOJIb30BaTElIeM
napoiabHou ¢pa3sr?

3.Kak B onepanmonHoit cucreme Windows BKIIFOUYHTH
mudpoBanue nanok u (i) ¢ainos?

YMmerb: Pa3spabaTeiBaTh  HOBBIE
MpOrpaMMHBIE CPEJICTBA 3alllUThI
JTAHHBIX u 0e30MacHbIX
MH()OPMAIMOHHBIX TEXHOJIOTUMA

1.Kak obecnieynTh BO3SMOKHOCTh BOCCTAHOBIICHHS
3am(pOBaHHBIX (ailyIOB MIPHU UCTIOIH30BAHUHT
mdpyromniei ¢aitnoBoii cuctems?

2.Kak co3nath caMOnonucanHbIid cepTH(HUKAT
OTKPBITOTO KJIF04a?

OnucaHue MKAJbI OLleHUBAHUS

Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 90
Onucanue xapaxmepucmuxu evinoinenus snanus: JlabopatopHas pabora 4 BbIIIOIHEHA B TOYHOM
COOTBETCTBUH C 3a/laHuEM, JJabopaTopHasi paboTa 5 BHIIOJIHEHA ITOJHOCTHIO

Oyenka: 4

Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax: 0
Onucanue xapakxmepucmuxu evinoinenus sHanus: JlabopatopHast pabora 4 BbIIIOTHEHA B
OCHOBHOM B COOTBETCTBUU C 3aJjaHHEM, JJa0opaTopHasi paboTa 5 BBIIOJIHEHA MOTHOCTHIO

Oyenka: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 50
Onucanue xapakmepucmuku eoinonnenus 3uanus: JJaboparopHas pabota 4 BbINOIHEHA B
OCHOBHOM B COOTBETCTBHH C 3aJaHUEM

KM-4. 3amuTa Ja6opaTopHoii padoThl S; 3amura jadoparopHoii padoTsl 6

®opmbl peaausanun: KomnbroTepHoe 3a1aHne

Tun koHTpoaABLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpoueaypa npoBeaeHHsi KOHTPOJIbHOro MeponpusaTus: 1. 3amura gabopaTopHoil paboTsl 5. 2.
Brinonnenue u 3amura 1abopatopHoil paboThI 6.

KpaTkoe cogep:kanune 3a1aHus:

1. 1. MsyyeHune 1 oCBOEHME NPOrPaMMHbIX CPeACTB WKdPOBaHMA, KOMMNbIOTEPHOM cTeraHorpadum u

3aWnTbl OT BPE€AOHOCHbIX NpOorpamm.

2. 2. Pa3pa60TKa cpeAacTs 3allUTbl NPOrpaMMHOro obecneyeHus ot HeCaHKUMOHNPOBAHHOIO

MCNON1b30BaHNA N KONUPOBaHUA.

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

3nath: CTaHAapThl OLEHKU U
METOAbl aHAIN3a 3allUIIEHHOCTH
KOMITbIOTEPHBIX CUCTEM u

1.B ueM cynrHOCTh METOI0OB KOMIIBIOTEPHOMN
creraorpagumn?
2.UT0 Takoe KOMITbIOTEPHBIN BUPYC U KaKHe
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MH(POPMALIMOHHBIX TEXHOIOTUI CYIIECTBYIOT JPyrue pa3HOBUIHOCTH BPETOHOCHBIX
nporpamMm?

3.Yro noHnMmaercs noj 3aluToi 00bEKTOB
MHTEIJUIEKTYaJIbHOW COOCTBEHHOCTH OT
HECAHKIIMOHMPOBAHHOIO KOMPOBAHUsA?

YMmers: Hcnonb3oBaThk  CpeicTBa 1.Kak obecneunTh npopuiIakTUKy 3apaKeHus

aHanu3a 3aLUIIEHHOCTH BPEIOHOCHBIMH ITpOrpamMmamMu?

KOMIIBIOTEPHBIX CUCTEM U CETEN 2.Kak BbIOpaTh 0OBEKTHI CKAHUPOBAHUS TIPU
UCIO0JIb30BAHUU AHTUBUPYCHOT'O IPOIrPaMMHOI0
obecrieueHus?

3.Kak peanu3oBarhk B IporpaMme JOMOJIHUTEIbHbIE
JeiicTBUs, HEOOXOMMBbIE [T YCTAHOBKH U 3aITyCKa
MPUIIOKEHUH, 3aILUIIEHHBIX OT HECAaHKIIMOHUPOBAHHOTO
KOIIMPOBAHUsA?

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka: 5
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 90
Onucanue xapaxmepucmuku 6blN0IHeHUs 3HaHUs: J|aHbl TIOTHBIE U TOYHBIE OTBETHI HE MEHEE YeM
Ha 90% KOHTPOJIBHBIX BOIIPOCOB MPH 3alIuTe Ja00opaTopHOil paboThl 5, maboparopHas pabota 6
BBITIOJTHEHA B TOYHOM COOTBETCTBHH C 33JJAHUEM

Oyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakmepucmukuy 6bINOIHeHUs. 3HaHus: J|aHbl TIOJTHBIC U TOYHBIC OTBETHI HE MCHEE UYeM
Ha 70% KOHTPOJIBHBIX BOIIPOCOB MPH 3alIHUTEe J1a00paToOpHOI paboThI 5, maboparopHas paboTa 6
BBIIOJIHEHA B OCHOBHOM B COOTBETCTBHH C 33J]aHUEM

Oyenka: 3
Huosienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapaxmepucmuku 6bINOIHeHUs 3HAHUA: J|aHbI TOJTHBIE U TOYHBIC OTBETH HE MEHEE YeM
Ha 50% KOHTPOJBHBIX BOIPOCOB MpH 3aIIuTe Jab0opaTOpHOI paboTsl 5 mim 1aboparopHas padoTa 6
BBITIOJIHEHA B OCHOBHOM B COOTBETCTBHH C 331aHUEM

13




COJIEP)KAHUE OLIEHOYHBIX CPEJICTB IPOMEXYTOYHOM ATTECTAIIUA

7 cemecTp

®dopma NPOMeKYTOYHOM aTTecTannu: JK3aMeH

IIpumep Onsiera

1.
2.

1. IlpoGnema 3amuThl MHPOPMALIUU U MTOIXOABI K €€ PELICHHUIO.
2. MpoTokon Anddpu-Xennmaxa.
3. 3awmndposaTb NepectaHoBKOW P=6e30rnacHocms 0aHHbIX Ha Katode K=@amuauahO (pamunus n

MHUUManNbl cTyaeHTa, 6e3 npobenos).

IIpouenypa npoBeaenust

1. HpI/I NMOATOTOBKEC CTYACHTBI IIMCBMCHHO OTBCYANOT HA BOIIPOCHI 3K3aMCHALIMOHHOI'O ouiera. 2.
CTYZICHTI)I YCTHO OTBCYAKOT HAa BOIPOCHI 3K3aMCHAITUOHHOT'O ouera u JOIOJHHUTECIIBHBIC BOIIPOCHI
nperoaaBaTeiIs.

1. Ilepeuens Komnemenyuit/uHOUKAMOpPo8 u KOHMPOAbHBIX 60NPOCOE NPOBEPKU PE3YIbH AN 06
0C80eHUA OUCUUNTUHDL

1. Komnerenuusi/Muaukarop: N/1-1nk-3 Popmupyer MeTo1bl 3aUTHl HHOOPMAIMHA U yMEET
IPUMEHSTh UX Ha IPAKTUKE

Bomnpocel, 3axanus

1.3ammudpoars u pacumppoars M=3 no anroputmy RSA (Bb160p Kitouel Ha4atTh ¢ p=3,
g=11)

2.Metoibl 0OHapY>KEHUS U yJAIEHUS BPEIOHOCHBIX MPOTrpaMMm

3.Cioco0bI ayTeHTU(DHUKAIIUY TTOJTh30BaTENECH

4.3ammdpoBats P=6e3onacnocms oannvix MHOTOAN(aBUTHON 10ICTAHOBKOM Ha KIIHOYe
K=d,d,m,m (neHp u Mecsi pokJaeHus cTyneHTa, 4 udpsl, nepByto udpy 0, eciu oHa ecTh B
Jate, 3aMEHUTH Ha 8, BTopyto 1udpy 0 —Ha 9)

MaTepna.m)l AJIA MIPOBEPKU OCTATOYHBIX 3HAHHUI

1.Y1o Takoe ynocToBepsOIUI LIEHTP?

OTBeThI:
OpraHn, co3arouil CEKpeTHbIE KIIIOUM NoJIb30BaTenell OpraH, OCyIECTBISIIOIINN PE3EPBHOE
KONMpOBaHUe Kpunrorpapuyeckux kitoueit Oprat, 3aHUMAIOIUNCS TPOBEPKOI 3JIEKTPOHHOM
HOJNKMCH o[ TokyMeHTaMu OpraH, BeIJAOIINN cepTHU(PUKATHI OTKPBITHIX KIHOUei
I10JIb30BaTENEH

Bepnbriii otBet: Opras, BblAaomuil cepTuUKaThl OTKPBITHIX KIFOUYEH Mob3oBaresneit
2.Kakoe TpeOoBaHue HE MPUMEHSETCS IPU MOCTpoeHnH uieansHoro mmdpa (no K.lllennony)?

OtBerTsI:
JnmHa Kitoya >= JUIMHBI OTKPBITOro TekcTa Kittod BeIOMpaeTcsi COBEpIIeHHO ciy4aiiHo B
KJIF0YE paBHOMEPHO pacIpe/ieieHbl HyJleBble U eIMHUYHbIe OuThl Kiltou He ucrnosb3yercs
JIBAYKJ1bI

BepHplii oTBeT: B kitoue paBHOMEpPHO pacnpeziesieHbl HyJIeBbIE U €TUHUYHbBIE OUTHI
3.Kakue MeTozibl ¥ CpeAcTBa 3alUThl HHPOPMALIUH SBISIOTCS 0053aTEIbHBIMU B JIFO00H
cUCTeME 3aITUTHI?

OtBeThI:
Kpunrorpaduueckue [Iporpammuo-anmnaparusie MHxenepHo-Texunueckue OpraHu3aluoHHbIE

BepHnblii otBeT: OpraHu3aliioHHbIE
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4.B yem pazHHIa MEXTy Kpunrorpaduei u creranorpadueii?
OtBeTsI:
3710 TOXKAECTBEHHBIE MOHATHSA Llenbio kpunrorpaduu SBIsSETCS CKPhITHE KOH(DUICHINATBHOM
MH(POPMALIMU M CaMOT'0 €€ HAJIMYMS, a LI€IbI0 CTeraHorpaduu - TOJIbKO CKpbITHE HH(OpMaIK
Llenbto kpunrorpaduu SBISIETCS CKPhITHE COAEPKaHU KOH(DUICHIIMATBHOW nHpOpMaNnH, a
LIEJIBIO CTeraHOrpauu - CKpbITHE (aKTa ee HaIUuuus
Bepusliii otBet: Llenbto kpunrorpaduu sBIseTCs CKPHITHE COACPKAHUS
KOH(UIEHIIMATbHON HH(OpMAIMH, a LIEeIbI0 cTeraHorpaduu - ckpelTue GaxkTa ee Haauuus

2. Komnerenuuss/Muaukarop: N/1-2nk-3 lpeacrasiser pe3ynbTaTsl aHAIH3a COCTOSIHUS 3aIUTHI
JAHHBIX U MIPEAJIAraeT METOBI 10 €€ YIyUIICHUIO

Bonpocel, 3aganus
1.OcHOBHBIE OHATHUSA 3aILUTHI HHPOPMALIUU
2. JIMCKpeoHHOe, MaHAATHOE U POJICBOE PAa3TPaHUUYEHHUE JIOCTYIA K 00bEKTaM
3.ITpotokon Kerberos
4.Crioco0bl HapyIIeHHS 3aUIMIIEHHOCTH HH(POPMALIUU U 3aLIUTHI OT HEr0 B KOMIIBIOTEPHBIX
cucreMax

MatrepuaJbl AJ151 IPOBEPKH OCTATOYHBIX 3HAHUMI
1.Yemy pasuo -7 {mod 5}?
OTBeThI:
7-235
Bepnblii oTBeT: 3
2.B yeM OCHOBHOI HEIOCTATOK JUCKPELHMOHHOIO YIPABICHUS JOCTYIIOM K 00beKTam?
OTtBeThI:
CHMKeHue NpOU3BOAUTEIBHOCTH CUCTEMBI HEBO3MOKHOCTD ayiuTa MOIBITOK JOCTYyIa
Bo3MoxHOCTB yTeukH KOH(PHUACHIINATFHONH HH()OPMAIHH MTPU BHITTOJIHECHHH
CaHKLIMOHMPOBAHHBIX AeicTBUN CI0XKHOCTh aAMUHUCTPUPOBAHUS
BepHnbrlii oTBeT: BO3MOXXHOCTD yTeukH KOH(PUIEHIIUAIBHON HHPOPMAIUK ITPU
BBITIOJTHEHUH CAaHKIIMOHUPOBAHHBIX AEHCTBUI
3.Yro siBisieTcs OCHOBHBIM KPUTEPHUEM IIPU BBIOOpE 3JIEMEHTA aIapaTHOro o0ecnedeHus s
ayTeHTU(UKaLKU T0Ib30BaTeNei?
OTBeThI:
Croumocts n3rorosieHus Ci10)XKHOCTh KonupoBaHHsi CKOPOCTh CUUTBHIBAHMSI KJIIFOUEBON
nHpopmarnuu O0bEM NaMsATH U HAJTMYHE MUKPOIIPOIIECCOpa
BepHnblii otBeT: ClI0)KHOCTh KOIMPOBAHUS
4.Kakue BUJbl aHTUBUPYCHBIX MPOTPaMM MPUHIUIHAIBHO MOT'YT OOHApyKMBaTh TOJIBKO YK€
M3BECTHBIE BPEJOHOCHBIE IPOIPAMMBI?
OTBeThI:
OBpucTHYecKue aHamu3aTopbl MHcnekTops! (peBu3opsl) CkaHepbl MOHUTOPHI (CTOpOXKA)
Bakuunel
Bepnbslii otBeT: CkaHepsl

3. Komnerenuus/Muaukarop: 1/1-3nk-3 BeiOupaer Metopr aHamm3a pa3BUTHS METOJIOB 3aI[UTHI
uHpopManuu 1 GOpMyIUpyeT MyTH UX MPUMEHEHUS

Bomnpocsl, 3aganus
1.KomnbroTepHas creranorpadus 1 ee IpuMeHeHHe
2.IIpuHIMIBI TOCTPOEHUS U CBOWCTBA ACHMMETPHYHBIX KPUIITOCHCTEM
3.IlpumeHenne 1 0630p COBPEMEHHBIX CUMMETPUYHBIX KPUIITOCHCTEM
4. Aynut cooprtuii 6e3onacaocta B OC Windows u Unix
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MarepuaJsl 1JI1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.B yeM 3akirogaeTcs npoBepKa ANEKTPOHHOW MOAUCH?
OTBeTHI:
B cnuuenuu ee ¢ 3TanoHHOM B ciMueHnu ee ¢ 3aKpbIThIM KIIOYOM aBTOpa JOKymMeHTa B
NPOBEPKE COBMAJCHUS PACHIM(PPOBAHHON HA OTKPHITOM KIIFOUYE aBTOPA MOATKCH U XEIl-

3Ha4YeHUs TOKyMeHTa B npoBepke coBnaseHus paciinpoBaHHON Ha 3aKPHITOM KJIIOUE aBTOpa

MOAMKCH U XEelI-3HaueHus JOKyMeHTa B mpoBepke Xel-koja JOKyMeHTa
Bepwpiii otBeT: B npoBepke coBnageHus paciu@poBaHHONW HA OTKPHITOM KJIKOYE aBTOpa
MIOJINMCH U XEII-3HAUYCHUS JOKYMEHTA
2.Kakast u3 KpUNTOCHUCTEM HE OTHOCUTCS K aCUMMETPUYHBIM?
OTBeThI:
RSA AES ElGamal DnmunTtuyeckux KpuBbIX
Bepnpiii otBeT: AES
3.Uto o3HauaeT TepMuH "ayTeHTHUKAIMA"?
OTBeTHI:
[TpoBepka peructpanuu B 6a3e nanusix [lonreepxkaenue nommuHoctu OrpaHuyeHue npas
VYder u peructpanusi CoObITHI
Bepusiii otBet: [loaTBepskaeHe MOATUHHOCTH

II. Onucanue wkKanvl oueHueanus

Oyenka: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 90
Onucanue xapakxmepucmuxu ebinoanenus sHanus: TOYHbIC 1 B OCHOBHOM ITOJIHBIC OTBETHI Ha
BOIPOCHI IK3aMCHAIIMOHHOTO OMJIETa U JIONIOJHUTEILHBIC BOITPOCHI

Oyenka: 4
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu blnoiHeHus: sHanus: ToYHbIe 1 B OCHOBHOM IOJIHBIE OTBETHI Ha
BOTIPOCHI PK3aMEHAIIMOHHOTO OMIeTa U OOJIBITUHCTBO JOMOJTHUTEIHHBIX BOITPOCOB

Oyenka: 3
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 50
Onucanue xapaxmepucmuxu blnoiHeHus: sHanus: ToYHbIe 1 B OCHOBHOM IMOJIHBIE OTBETHI Ha
OOJIBIIIMHCTBO BOMPOCOB YK3aMEHAIIMOHHOTO OMIIETa M IOTIOJTHUTEIHLHBIX BOIIPOCOB

II1. IIpaguna évicmaenenusn umo2o60i OUeHKU no Kypcy

Onenka ompenensieTcss B cOOTBETCTBUM ¢ [lonokeHnem o OalibHO-PEHTHHIOBOM CHCTEME AJIS

crtynento HUY «MOW» Ha 0cCHOBaHMH CEMECTPOBOM M 3K3aMEHAILIMOHHOM COCTABIIAIOIINX
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JL1s1 KypcoBOro nNpoeKkTa/padoTsl:

7 cemecTp

®opma nposenenus: 3amura KII/KP
L. Ilpoyeoypa 3augumuvr KIlI/KP

1. lemoHcTpanus pazpadboranHoit mporpammsl. 2. [Ipencrarienne oTuyeTa 0 BBIMOTHCHHH KYPCOBOM
paboTsl. 3. OTBETHI HA BOMPOCHI YICHOB KOMUCCUU MO IIPUEMY KYpCOBOH pabOTHI.

II. Onucanue wKanvl oueHUBAHUA

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 90
Onucanue xapaxmepucmurxu evinoanenus snanus: KoppektHas paboTa npeacTaBIeHHON
MIPOrPaMMBbI, TOYHBIC U B OCHOBHOM TIOJTHBIC OTBETHI Ha BOIIPOCHI WICHOB KOMHUCCHH

Oyenka: 4
Huoicnuii nopoe sevinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapaxmepucmurxu evinoanenus snanus: KoppektHas paboTa npeacTaBIeHHON
MPOrPaMMBbI, TOUYHBIC U B OCHOBHOM TIOJTHBIC OTBETHI Ha OOJILIITMHCTBO BOIIPOCOB WICHOB KOMHUCCHH

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax: 50
Onucanue xapaxmepucmurxu evinoanenus snanus: KoppektHas paboTa npeacTaBIeHHON
MIPOrPaMMBI JIJIsl OOJIBITUHCTBA 00SM3aTEBHBIX IS peasin3anuu (QYHKIIUN, TOYHBIE 1 B OCHOBHOM
MOJIHBIC OTBETHI Ha OOJIBITUMHCTBO BOIIPOCOB YICHOB KOMHUCCHH

1I1. Ilpasuna évicmasienus umozo80i OyeHKu no Kypcy

Onenka 3a KypcoByl paboTy ompexensercs B cooTBeTcTBUM ¢ IlojoxeHuemM o OamibHO-
peiTHHroBoM cucteme i cryaentoB HUY «MOW»
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