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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. I[TK-3 CniocoOeH T1aHupOBaTh U BBITTOJIHITH pa0OTHI 0 3alTUTe HHHOPMAITH
NJI-1 ®opmupyeT METO bl 3aLIUThl HH)OPMAIIMH U YMEET MIPUMEHSATh UX Ha TPAKTUKE
N/I-2 IlpeacraBnsieT pe3yabTaThl aHAIM3a COCTOSHUS 3aIIMThI JAHHBIX U IPEIIaracT METObI
10 €€ YIy4YIIEHUIO
WJ1-3 BeiOupaet MeTO/Ibl aHaJIM3a Pa3BUTHSI METO/I0OB 3alIUTHI HHGOPMAUU U GOPMYITHPYET
MyTH UX IPUMEHEHUS

H BKJIFOYACT:
AJISI TEKYIIEro KOHTPOJIA YyCII€EBAEMOCTH

Dopma peanuzanuu: KoMrnbroTepHOE 3a/1aHKE
1. BemonHenue u 3amuTa 1aboparopHoit padotsl 1 (JJaboparopras pabota)
2. BeinosiHeHMe U 3amuTa 1a00paTOpHOH paboThI 3; 3alllMuTa paCUEeTHOTO 3aaHUs
(JTaboparopuas padoTta)

dopma peanuzanuu: [TuceMenHas pabora
1. Tect o paszneny 1 (TectupoBanue)

®opma peanuzaru: CmenranHas Gopma
1. BrimonHeHue u 3amuTa JiabopaTopHoii paboThl 2; 3ammuTa pedepara (JlaboparopHas
paborta)

BPC aucuunjainubl

8 cemecTtp
Beca KOHTpOIbHBIX MeponpusTHil, %
WNunexe KM-1 | KM-2 | KM-3 | KM-4
Paznen mucnumianHe!
KM:
Cpox KM: 4 7 11 14
OcCHOBHBIE TIOHATHS U KJIacCU(UKAIUSA KpUNITOrpadhUIECKUX
IIPOTOKOJIOB
OcHoBHbIE OHATHA U KJIaccuPUKAUs KpUITOrpadhuyecKux +
IIPOTOKOJIOB

HpOTOKOJILI pacnpeaciiCHUA KJII04YeH u aYTCHTI/I(I)I/IKaI_II/II/I

[TpoTokoibl pacipeseneHus Kitouei u ayTeHTu QUK +

[TpoToxoibl pa3fenenus ceKpeTa, IpeacKa3aHus 1
r0JIOCOBaHUS

HpOTOKOHBI pasaciI€HuAa CEKpPETa, NpEACKazaHsa 1
T'0JIOCOBaHHUA




Kpunrorpadudeckue meTonpl B ”HQPACTPYKTYpPE OTKPBITHIX
KJIIOUen

Kpunrorpadudeckue meTonpl B UHQPACTPYKTYpPE OTKPHITHIX
KJIIOUEen

Bec KM:

20

25

25

30

$O061as yacte/J1j1s MPOMEXKYTOUHOM arTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunekc
KOMIIETEHIINHU

Nunukarop

3armIaHupOBaHHbIE
pe3yiabTaThl OOyYEHHsS IO
JUCHUTIIINHE

KOHTpOJ’IBHaﬂ TOYKa

I1K-3

N-1nk-3 dopmupyer
METO/1bI 3aLUThI
uHpOpMAlUK U yMeeT

IMPUMCHATDb UX HaA ITPAKTUKC

3HaTh:

CriocoObl mocTpoeHust
CUMMETPUYHBIX U
aCUMMETPUYHBIX
KpUNITOrpaQHUUECKUX CUCTEM
CriocoObl! ynpaBieHus
KpUnTorpapuueckuMu
KJIIOYaMU ¥ cepTu(uKaTaMu
OTKPBITBIX KJIFOYEH;

YMers:

Hcnonp30BaTh METOOBI K
CpeacTBa
KpunrTorpaguueckoi
3alUThl UH(OPMAIK TPU
o0ecrnieueHnn
MH(pOPMAaIMOHHOM
0e30macHOCTH
KOMITBIOTEPHBIX CUCTEM U
ceTen

Tecr no pasaeny 1 (TectupoBanue)

BrinonHenue u 3amnura 1aboparopHoit padotsl 1 (JlabopaTopHas pabora)
BrimonHenue u 3amuTa JrabopaTopHoi paboThl 3; 3amuTa pacieTHOTO
3amanus (JIabopaTopHas padora)

I1K-3

N-2nk-3 [Tpencrasmnsier
pe3yIbTaThI aHaIM3a
COCTOSIHUS 3aIIUTHI JaHHBIX
U TIpeJIaraeT METO/bI 10 ee
YIYUIIEHUIO

3HAaTh:

OcobenHoctu
HCII0JI30BAHHUS
KpUNTOrpaguuecKux
METOJIOB 3aIHUThI
nH(OpMaLIUY IPU PEIIEHUN

Tect no pazneny 1 (TectupoBanue)

BrimonHenue u 3anuTa 1abopatopHoit padoThl 2; 3ammuTa pedepara
(JTaBopaTopnas pabora)

Brimonaenue u 3amnmuTa 1abopaTopHOi padoTHI 3; 3aIUTa paciyeTHOTO
3aganus (JJaboparopHas pabota)




Pa3TUYHBIX TPUKIIATHBIX
3a1a4

Poccuiickue u
MEXIyHApOIHBIC CTaHIAPTHI
B 0o0jacTu
KpUNTOTpapUIECKUX
QITOPUTMOB H ITPOTOKOJIOB
JlocTonHCTBa M HEJOCTATKH
COBPEMEHHBIX
KpHUNTOTPaGUIECKUX CUCTEM
YMeTs:

[IpemaraTte MeTOBI U
CpPEJICTBA TIOBBIIICHHUS
HH(pOPMAITMOHHOM
0e30macHOCTU
KOMITHIOTEPHBIX CUCTEM U
ceTeil, OCHOBaHHBIC HA
KpunTorpaguueckoi 3ammre
nHpopmanuu

AHanusupoBarb

3¢ PeKTUBHOCTH

HCIOJIb3yEMBIX

KpUNTOTrpapUUECKUX

METOIOB U CPEJICTB 3aIUThI

nHpopManuu

I1K-3 NJI-3nk-3 Betbupaer metozas! | 3HaTh: Brimonnenue u 3amura naboparopHoit pabotsl 1 (JJabopatophast pabora)

aHaJIM3a pa3BUTHUS METOMOB | TeHASHIMU pa3BUTHUS Brinonnenue u 3amuTa iabopaTopHoi paboTsl 2; 3amuTa pedepara
3alUThl  MHGOPMALlMM U | KPUOTOTpapHUUecKuX (JTabopaTopnas pabora)
dbopmynupyer MyTH HX | METOAOB 3AIMUTHI Brimonnenue u 3anuTa 1abopatopHOi paboThl 3; 3aIUTa pacieTHOTO
IPUMEHEHHUS uH(popMaIu 3aganus (JJaboparopHas pabota)

CoBpeMEHHbIE TEXHOJIOTUH
CO3J]aHUs TPOTPaMMHBIX
CPEJICTB




KpUNOTOTpaguuecKont
3alUThl HH(pOpMALUU
YMers:

OnpenenaTs Lenu U 3a1a4u
pa3paboTKU HOBBIX METO/IOB
U IIPOTPAMMHBIX CPEJICTB
KpUNOTOTpapuuecKont
3alUThl UH(OPMALMU B
KOMIIBIOTEPHBIX CUCTEMaX U
ceTsax

Pa3pabaTpiBaTh HOBBIC
Oe3omacHble
WH(pOPMAaIOHHbIE
TEXHOJIOTUH C
WCTIOJIb30BAaHUEM
KpUHOTOrpapuuecKux
METOIOB U CPENICTB
Hcnonb30Bate IuTEpaTypy U
UCTOYHUKH ceTn VIHTepHeT
U1 TIOJTY4EHUS
nH(pOpMaLIUU O CO3aHUU
HOBBIX KpUITOTpapUUecKux
METOIOB ¥ CPEJICTB 3aIIUTHI
uHpopMalu




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. Tecr no pa3aeay 1

®opmbl peasuzanun: [TuceMennas padora
Tun KOHTPOJIBLHOT0 MeponpusaTHs: TecTupoBaHue
Bec konTpoabHoro meponpusitusi B BPC: 20

Hpoue}lypa NMPOBECACHUA KOHTPOJIbHOI0O MEPONIPUATHS: HpOBepKa OTBCTOB Ha BOIIPOCHI TCCTA

KpaTkoe conep:kanue 3a1aHusi:
HOIIFOTOBKa OTBCTOB Ha KOHTpOHbHBIe BOHpOCBI

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3uare:  CnocoObl  HOCTpOEHUs 1.Yto nonumaercs noja KpunTorpapuueckum

CUMMETPUYHBIX 1 aCUMMETPUYHBIX IIPOTOKOJIOM?

KPUNTOTpapUIECKUX CHCTEM 2.Kakwue Bupl Kpuntorpau4eckux mpoTOKOIOB
CYLLIECTBYIOT?

3Harb: JlOCTOMHCTBA U HEAOCTATKU 1.Kakue BO3MOKHBI aTaki Ha KpUNTOrpaduyecKue

COBPEMEHHBIX IIPOTOKOJIBI?

KPUNTOTpapUIECKUX CHCTEM 2.Kakwue aTaky Ha Kpunrorpaduyeckue IpOTOKOIIBI
HauboJiee onacHbl?

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe svinonnenus 3adanus 6 npoyenmax: 90

Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. I[aHBI MMpaBUJIbHBIC OTBETHI HC MCHEC UCM Ha

90% BompocoB

Oyenka: 4
Huorcnuii nopoe svinonnenus 3adanus 6 npoyernmax. 10

Onucanue xapakmepucmuKu 6blNOJIHEHUA SHAHUA. I[aHBI MMpaBUJILHBIC OTBETHI HC MCHEC UCM Ha

70% BompOCOB

Oyenka: 3
Huorcnuii nopoe evinonnenus 3a0anus 6 npoyenmax. 50

Onucanue xapakmepucmuKu 6blNOJIHEHUA SHAHRUA. I[aHBI MMpaBUJIbHBIC OTBETHI HC MCHEC UCM Ha

50% BorpocoB
KM-2. BoinosiHeHMe M 3a1IUTa JIA60paTOpHOi padoTsI 1
®opmbl peanusanun: KomnbroTepHoe 3a1aHue

Tun koHTpoABLHOrO0 Meponpusitus: Jlabopatopnas padora
Bec konTposbHOro meponpusitusi B BPC: 25

IIpouenypa mnpoBegeHHsi KOHTPOJbHOro Meponpusitusi: IIpoBepka mpaBWIBHOCTH U
CaMOCTOSITENIbHOCTH BBITIOJTHEHUS JIabopaTOpHOU paboThI 1
Kparkoe conepxxanue 3aganus:
Metoabl M cpecTBa ayTeHTU(PUKALMH 3J1eKTPOHHBIX 10KYMEHTOB
KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:
\ 3uarb:  CnocoObl  ympaBlieHUs \ 1.B yem cyniHocTh IPOTOKOJIOB Mepeaadu HHGopMaIuu
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KpUnTorpagpuueckuMu KiIo4yamu U

C HYJIEBBIM pasriamieHuem?

cepTU(HUKaTaMU OTKPBITBIX 2.J17151 uero MoKeT MPUMEHSATHCS «CIenas MNEKTPOHHAs
KJIIOYEH; HOJITUCE?

3uarb:  TeHaeHUMM  pa3BUTHUSA 1.Yewm ornuuatorces nporokoiisl delire-duata-I1llamupa u
KpUTNITOrpapuIecKux METOJIOB I'mnnoy-Kyuckyorepa?

3alUThl HHQOPMAIHH

2.Kak MOTyT OBITh MOTy4€HBI HECKOJIBKO MOIIUCEH O
OJITHUM DJIEKTPOHHBIM JTOKYMEHTOM?
3.Yto Takoe HeocropuMast 3J1€KTPOHHAs OJIUCH?

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5

Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax: 90
Onucanue xapaxmepucmuxu evinoinenus snanus: IIporpamMmma aiis mabopatopHoit padoTsl 1
paboTaeT KOPPEKTHO U MOJTHOCTHIO COOTBETCTBYET 33JaHUIO.

Ouyenka: 4

Hudienuii nopoe sévinonnenus 3adanus 6 npoyermax: 10
Onucanue xapaxmepucmuxu evinoanenus snanus: IlporpamMmma aiist nabopatopHoil paboTsl 1
paboTaeT B OCHOBHOM KOPPEKTHO U MOJHOCTHIO COOTBETCTBYET 33JaHUIO.

Oyenka: 3

Hudienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu evinonenus snanus: IlporpamMmma asis nabopatopHoil paboTsl 1
paboTaeT B OCHOBHOM KOPPEKTHO, HO HE MOJIHOCThIO COOTBETCTBYET 33aHHIO.

KM-3. BpinoJiHeHHE 1 3a1IUTA JJAa00paTOPHOl padoThl 2; 3ammTa pedepara

®opmbl peanuzanun: CmemanHas Gopma
Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopunas padora
Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHHsi KOHTPOJBHOIO Meponpusitusi: 1.

[IpeacraBnenne ortuera o

BBITTIOJTHCHHUH Ha60paTOpHOI\/'I pa6OTLI U OTBC€TAMH HA KOHTPOJIbBHBIC BOIIPOCHI. 2. BHCTYHJ'IGHI/IC C
JOKJIaa0OM U KOMHBIOTepHOfI HpGSGHTaHHGﬁ, OTBECThI HAa BOITPOCHI.

Kparkoe conep:kanue 3aiaHus:

3anpoc 1 nosryuyeHue cepTu(PUKATOB OTKPBITHIX KJIK0Yei

KoHTpoJibHBIC BONIPOCHI/3aJaHHA:

3HaTh: OcoOenHocTu
MCIIOJIb30BaHUs
KpunTorpapuueckux METO/I0B
3aIUTHI uHpOpMaLUu npu
pEIIeHNN Pa3INyYHbIX MPHUKIaJHBIX
3a1a4

1.Kakue cucreMHble XpaHUIUIIA CEPTUPUKATOB
IIPEYCMOTPEHBI B ONIEPALIMOHHOM cucTteMe?
2.YUT0 OTHOCHUTCS K paclIMpeHusiM cepTudukara’?

YMers: AHanu3upoBaTh
3G(HEeKTUBHOCT  HCIOIB3YEMBIX
KPUNTOTPaQUUECKUX METOIO0B U
CPEJICTB 3alUThl HHHOPMAITUU

1.Kakue ma6noHbl cepTUPHUKATOB TOMYCTUMBI ITPH
roJlaue 3ampoca cepTuduKaTa B KOpIopaTUBHOM
YIAOCTOBEPSAIOIIEM LIEHTPE?

YwMmers: Mcnonp3oBaTe auTeparypy
U HUCTOYHUKH ceTh MHTepHeT nus
MOJTyYEeHUS nHpopmanuu 0
CO3aHHUHU HOBBIX
KpUNTOrpauueckux MeETOJI0OB U

1.Kak mpocmoTpeTs nHPOPMAIIHIO, COAEPKALTYIOCS B
ceptuduxare?




CPEJICTB 3alUThl HHGOPMaAIUU

YMmers: Ompenensats 1emu U
3a7iaun pa3paboTku HOBBIX
METOJIOB U NPOTrPaMMHBIX CPEICTB
Kpunrorpaduyeckoi 3aLUThI
uHpOpMaLlUM B  KOMIIBIOTEPHBIX
CUCTEMax U CeTsX

1.Kak npu BbI30Be mporpamMmbl makecert 3a1atoTcst
UMEHa CyObeKTa U M3/1aTelis NoJay4aeMoro ceprugukara?

Onucanue MKAJbI OICHUBAaHUA:

Ouenxa: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 90
Onucanue xapakmepucmuxu 6blnoiHeHuss 3Hanus: T10JHbIC U TOYHBIC OTBETHI JaHBI HE MEHEE YeM
Ha 90% KOHTPOJIBHEIX BOIPOCOB; pedepar 1 JOKIA] MOJTHOCTHIO COOTBETCTBYIOT BEIOPAHHOM TeMe

Ouyenka: 4

Huoicnuii nopoe evinonnenus 3a0anus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu binoneHus snanus: [1onHble 1 TOYHBIE OTBETHI IaHBI HE MEHEe YeM
Ha 70% KOHTPOJIBHBIX BOIIPOCOB; pedepar 1 JOKIIa] COOTBETCTBYIOT BEIOpAHHOW TeMe

Oyenka: 3

Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax: 50
Onucanue XapakmepucmuKu 6blnOJIHEHUsA 3HARUA. ITonHbBIEe M TOYHBIE OTBETHI JaHbl HEC MCHEC 4YEM
Ha 50% KOHTPOJIBHBIX BOIIPOCOB; pedepar 1 JOKIIa] COOTBETCTBYIOT BEIOpAaHHOU TeMe

KM-4. BeinosiHeHHe 1 321 TA JJA0OPaTOPHOM padoThI 3; 3alIUTA PACYETHOI0 3aJaHUS

®opmbl peajusanuu: KomnsroTepHoe 3a1anue

Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTpoabHoro meponpusitusi B BPC: 30

IIpoueaypa mnpoBegeHUsi KOHTPOJIbHOro MeponpusaTusi: 1. IlpoBepka paboTOCIIOCOOHOCTH,
COOTBETCTBUSl 3aJaHHI0 M CaMOCTOSITEIbHOCTH BBIIIOJIHEHUS MIpOrpaMMbl Ui JabopaTopHOM
pabotel 3. 2. IlpoBepka pabOTOCIIOCOOHOCTH, COOTBETCTBUS 33aJaHMIO M CaMOCTOATEIbHOCTU
BBIIIOJIHEHMS IPOIPaMMBI JUIsl pACYETHOTO 3aJaHusl.

Kparkoe conep:kanue 3aganus:

MeTo/1bl U CpeACTBA CO3AAHUS M MCI0JIb30BAHNUS 3AHUIIEHHOI0 3JIEKTPOHHOI 0
AOKYMEHTO0000p0Ta C HCIOJIB30BAHNEM CEPTH(PHKATOB OTKPBITHIX KJII0Yel

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3HAaTh: Poccuiickue 51
MEXIyHApOJHbIE CTaHIApTHl B
o0nactu KpUnTorpaduyeckux

AJITOPUTMOB H IIPOTOKOJIOB

1.B ueM HEOOXOIMMOCTh MCIIOJIB30BaHUS CEPTUDUKATOB
OTKPBITBIX KJIIOUEH U YAOCTOBEPSAIOIINX IEHTPOB?
2.Kakast unpopmanus coaepx urcs B cepTuduxare
OTKPBITOTO KJIF0Ya B COOTBETCTBUH €O cTaHaapTom X.509
ITU?

3HaTh: COBpPEMEHHbBIE TEXHOJIOTUHU
CO3/IaHUsl TPOTPAMMHBIX CpE/ICTB
Kpunrorpaduaeckon 3aIUTHI
uHpopMaun

1.Kakue cymiecTByroT BapuaHThl 3aripoca cepTudukara B
YAOCTOBEPSIONIEM LIEHTpE?

2.Kakue BO3MOKHBI CTIOCOOBI OpraHU3aluu apXUTEKTYPbl
yJIOCTOBEPSIOLINX IIEHTPOB B HH(PpaCTpyKType
OTKPBITHIX KJIFOYEH?

VYMmeth: Hcmonp3oBaTh METOABI U

1.Kak ucmonp3oBaTh B nporpaMme KJI1aCChbl IJIid

cpencTsa Kpunrorpaduueckoit XpaHWJIMILA CePTUDUKATOB OTKPBITHIX KITFOUEn?
3aILUTHI uHpOpMaLUU pu 2.Kak B mporpaMme npoBEpUTH IEHCTBUTEIBHOCTD
obOecriedueHNH  MHGOPMaLMOHHON ceptuduKaTa OTKpPHITOro Kiiroua?
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0€e30I1aCHOCTH KOMIIBIOTEPHBIX
CUCTEM U CETEU

YMmers: Ilpemnaratb meToabl U 1.Kak ucrnonap30BaTh B IporpaMmMme Kiacc Jist
cpeiacTBa ITOBBIIICHUS cepTuduKaTa OTKPBHITOTO KIIF04a’?

nH(pOpPMAITMOHHOW  0E3011aCHOCTH
KOMITBIOTEPHBIX CHUCTEM U CETEH,

OCHOBaHHbIE Ha
Kpunrorpaduyeckon 3aIuTe

nHpopmanuu

YMmetrs: Pa3pabarbiBaTh  HOBBIC 1.Kak ucnonp30BaTh B NpOrpaMme Kiacc JJist
Oe3omacHbIe uH(pOpMallMOHHbBIE BBITIOJTHEHUS CTAaHIaPTHOTO JiMajora Beibopa
TEXHOJIOTUM C HCIOJIb30BaHUEM cepru(duKaTa B ONEpalliOHHON crucTeMe?
KpUNTOrpaguueckux MeETOJI0B U 2.Kak ucnonp30BatTh B Iporpamme Kiace JJis
CPEICTB MTOCTPOCHHUSI LIETIOYKH CePTHPUKAITUU?

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 90
OnucaHnue xapaxmepucmuxu evlnoinenus 3Hanus: [Iporpamma uist 1abopatopHoit paboThl 3
paboTaeT KOPPEKTHO U MOJTHOCTHIO COOTBETCTBYET 33JaHHIO; ITPOrpamMmMa JJIsi pacueTHOTO 3aaHuUs
paboTaeT KOPPEKTHO U COOTBETCTBYET 3a/IlaHUIO

Oyenka: 4
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu 6vlnoanenus 3nanus: IIporpamma st 1abopaTopHoi padoThI 3
paboTaeT KOPPEKTHO U COOTBETCTBYET 3aJaHHIO; IIPOTpamMmMa JIjIsl pACYCTHOTO 3aJaHus padoTaeT
KOPPEKTHO ¥ B OCHOBHOM COOTBETCTBYET 3aJIaHUIO

Oyenka: 3
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
OnucaHnue xapaxmepucmuxu evlnoinenus 3Hanus: [Iporpamma uist 1abopatopHoit paboThI 3
paboTaeT B OCHOBHOM KOPPEKTHO M COOTBETCTBYET 3aJ[aHUIO; TPOrpamMMa JJIsi pacueTHOI O 3aaHus
paboTaeT B OCHOBHOM KOPPEKTHO M COOTBETCTBYET 33 JaHHIO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
8 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

1. 1. MoHsAThe 1 KnaccudUKaumsa KpnTorpadryecknx NPoTOKOOB.

2. OgHOBpEMEHHOE MOANNCAaHNE KOHTPAKTA.
IIpouexypa npoBeaenust

1. HOI[FOTOBKa IMUCBbMCHHOT'O OTBETA Ha BOIIPOCHI SK3aMCHAIITMOHHOI'O ousera. 2. YCTHBIM OTBET Ha
BOIIPOCHI 9K3aMCHAllMOHHOT'O ouera u AOITOJIHHUTCIIbHBIC BOIIPOCKHI OK3aMCHATOpa.

L Ilepeuens Komnemenyuil/uHOUKaAMOpPoO8 u KOHMPOIbHBIX 60NPOCOB NPOGEPKU PE3YbHAN 08
0CBOCHUA OUCUUNTUHDL

1. Komnerenuust/Uuankarop: UJI-1nk-3 @opmupyer MeTo1bl 3alIUTH UHPOPMAIIMH U YMEET
MPUMEHSATh UX HA MPAKTUKE

Bonpocel, 3a1anus
1.YpaBieHnue A0CTYIIOM K YCTPONCTBY € JIMUHBIM (3aKPBITHIM) KIHOYOM
2.T'osiocoBanue ¢ EHTPAILHON N30UpaTETbHOM KOMUCCHEH
3.25eKTpOHHAsI OTUCH BCIICTYIO
4.Ilpotokon @uara-Illamupa

MatepuaJbl 1J151 IPOBEPKH OCTATOYHBIX 3HAHUMH
1.Kakas nHpopMaIus He COAEPKUTCS B CePTUPHUKATE OTKPHITOTO Kiroda?
OTBeTHI:
Cepuiinblii Ne ceprudukara
Nwms uzpatens cepruduxara
Hauano u okoHuaHue nepuoja AecTBus cepTuduKaTa
DNeKTpOHHas MOJNUCH BiIajieNnblia cepTuduKaTa
BepHnbiii 0TBeT: DnekTpoHHAas MOAMKCH BIaAeNblia cepTudukara
2./11s1 yero NPUMEHSIOTCS MTPOTOKOJIBI TPYIIIBI 0OMEHa 3alIM(POBaHHBIMU KIIFOUaMU
(Encrypted Key Exchange )?
OTBeTHI:
Jlns yenoskHeHus 3a/1a4u moa0opa maposist Mpu nepexnare 3amudpoBaHHBIX COOOIICHUN
Jlns reHepanuu napbl aCMMMETPUYHBIX KITIOYeH U3 mapoibHOU (Ppazbl
JI71s1 321U Tl OTKPBITOTO KJIF0Ya MOJb30BaTelis ¢ MOMOIIbIO TapoJs
J171s 3a1IUThI 3aKPBITOTO KIIIOYA TOJIB30BATENS ¢ TOMOIIBIO apois
Bepwnsiii otBet: /{151 yenoxHEeHHs 3a1a4 TOA00pa MapoJisi IpU IepexBaTe
3amu@pPOBaHHBIX COOOIICHUIA
3.B uem pa3HHIla NOHATHI AITOPUTMA U MIPOTOKOJIA?
OTtBeTHI:
ANTOpUTM SIBIISIETCSI KOHEUHOM I1OCIIE0BATEIBLHOCTHIO IEHCTBUM, a TPOTOKOJI MOKET
BBITIOJTHSITHCSI OECKOHEYHO
ANTOPUTM COCTOUT U3 OJJHO3HAYHO ONPEEIECHHBIX JEHCTBUI, a MPOTOKOJI MOXKET BKIIIOUATh
HEOTHO3HAUHBIE TEUCTBUS
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ANTOPUTM BBHITIOTHSETCS OJJTHUM HCIIOJTHUTENIEM, a B BHIMIOJTHEHUH ITPOTOKOJIA YIacTBYeT Oosee
OJHOM CTOPOHBI
DTO TOXK]IECTBEHHBIC MTOHSATHUSA
BepHblii 0TBeT: ANTOPUTM BBITIOJHSAETCS OJJHUM UCIIOJIHUTENEM, a B BHIIOJTHEHUH
MIPOTOKOJIA y4acTBYeT 00Jiee OTHOW CTOPOHBI
4.YT0 HE OTHOCHUTCSA K 3JIeMEeHTaM HHPPACTPYKTYPhI OTKPHITHIX KIHOUEH?
OTBeTHI:
Cnucok 0TO3BaHHBIX CEPTUPHUKATOB
Y 10CTOBEPSIOLIUI LEHTP
Peectp (penosutopuit) ceprudukaTron
ApxuB cepTH(PHUKATOB
Bepnsiii orBeT: CIMCOK OTO3BaHHBIX CEPTUPHUKATOB

2. Komnerenuust/Muaukarop: M/1-2nk-3 [lpeacrasiser pe3ynbTaTsl aHAIH3a COCTOSIHUS 3aIUTHI
JAHHBIX U MIPEAJIAraeT METOBI 10 €€ YIyULICHUIO

Bomnpocel, 3axanus
1. TpebGoBaHus K pacrpeieleHUI0 KI4el 1 CIocoObl €ro pean3aluu
2.CtpykTypa cepTuduKkara OTKpbITOro Kiroya
3.006mMmeH 3amnppoBaHHBIMY KJIt0OYaMH. JlenoHUpOBaHUE KITtOUeH
4.Ataka «4enoBeK NOCEPEANHE» U METO/IbI 3aIUTHI OT Hee

MarepunaJnsl 1J151 IPOBEPKH OCTATOYHbBIX 3HAHUMI
1.Kakue TpeboBaHus HE NPENBIBISIIOTCS K IPOTOKOIY JIEKTPOHHOI'O OpOCaHUSI MOHETBHI?
OTtBeTsI:
Bbpocaromiuii He MOXKET «OpOCUTh MOHETY» IPEXK/E, UEM YraIbIBAIOLIUI MPEICKAXKET, KaKOU
«CTOPOHOW» OHA yNajeT
Bbpocaromiemy npuaercs «0OpocUTh MOHETY» IIPEK/IE, UEM YIraIbIBAIOLINI MPEACKAXKET, KaKOn
«CTOPOHOW» OHA yNajeT
Bpocatomuit He CMOXKET U3MEHUTD PE3YNbTAT «OPOCAHUS» MOHETHI MOCJIE TOTO, KaK YCIBIIINT,
Ha KaKyl «CTOPOHY» MOHETHI CIENIall CBOIO CTaBKY yrablBalOIINN
VYranpIBaroufil He y3HAET, YTO BINAJIO — «OPE» WIH «PEIIKa» 0 TeX Mop, TOKa HE IPUMET
OKOHYATEJIbHOE PEelIeHHEe U HE COOOIUT 0 HEM OpocaroiiemMy
BepHnbriii otBeT: bpocaromninii He MOKET «OpOCUTh MOHETY» MPEXKAE, YEM YIa IbIBarOIIHMA
IIPENICKAIKET, KAKOM «CTOPOHOI» OHA yrasieT
2.J1ns1 94ero UCIoIb3yITCS TPOTOKOJIBI C HYJIEBOU Mepeaadeii 3SHaHUuN?
OtBeTsI:
Jl1s moATBepkKA€HUS MOJIMHHOCTH OTKPBITOTO KJIH04a M0JIb30BaTeNs
JI1s 3a1UTEl 3aKpBITOTO KIIFOYA MOJIB30BaTENs OT IIEpEXBATa IIPH €ro nepenaye
Jlns noxazarenbcTBa 00J1aAaHNS 3aKPBITHIM KIIFOUOM 0€3 ero nepeaadu
JI1 ycriosKHEeHHUs MOJIyY€HUs 3aKPhITOrO KIIF0Ua M0JIb30BaTels U3 €ro OTKPBITOrO KIltoua
Bepwnsriit otBeT: [l mokazatenbcTBa 001aaHus 3aKPhITHIM KITFOYOM 0€3 €ro mepenadn
3.Kakoe TpeGoBaHue HE MPEIBIBIAETCS K IPOTOKOIY K PAaCpeAeICHUIO KITI0Uen?
OtBerTsI:
OnepaTuBHOCTB pacupeaesIeHUs
TouHOCTE pacnpeneneHus
KoHdpuneHmaapHOCTh pacrpeenseMblx Kirouei
AHOHUMHOCTB pacIpeiesieMbIX KIden
BepHblii 0TBET: AHOHUMHOCTB PacIpeAEIAEMBbIX KIH0UYeH
4.YT0 OTHOCHUTCS K IPEUMYIIECTBAM XPaHEHHUsI 3aKPBITOr0 Kitoua B ¢aiine?
OtBeThI:
3aKpbITHIN KITFOY HE BBIXOJUT 3a TPAHULIBI YCTPOICTBA, Ha KOTOPOM XpaHUTCS (aiin
B03MOXHOCTE IPSIMOTO KOHTPOJIS ITOJIB30BATENS 32 CBOMM 3aKPBITBIM KIIFOUOM
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Bo03MOXHOCTh UCTIONB30BAHUS JIETKO 3aIIOMHHAEMOTO TIAPOJIS JUISI 3aIUTHI 3aKPBITOTO KITF0Ya
[TpuMeHeHHe 3aKPBITOTO KITFOYa ISl BBITOTHEHUS KPUIITOTpapUIeCcKX oreparuii B
OTIEPATUBHOM MaMsATH KOMITbIOTEPA (MOOMIBHOTO YCTPOKCTBA)
Bepubriit otBeT: BO3MOKHOCTB MPSMOTO KOHTPOJISI ITOJIH30BATENS 32 CBOUM 3aKPBITHIM
KITFOUOM

3. Komnerenuusi/Unaukarop: N/I-3nk-3 BeiOupaer MeTopr aHamm3a pa3BUTHS METOJIOB 3aIUThHI
uHpopManuu 1 GOpMyIUpPYeT MyTH UX MPUMEHEHUS

Bomnpocel, 3axanus
1.Pactipoctpanenue cepTu(UKaToB U CIIUCKOB OTO3BAaHHBIX CEPTU(DUKATOB
2.D5eKTpOHHbIE IEHbI'H ¢ 0OHAPYKEHUEM MOIICHHHUKA
3.BeruncneHus ¢ CeKpeTHbIMU JaHHBIMU
4.9neKTpoHHOE OPOCaHME MOHETHI

MatepuaJbl 1J151 IPOBEPKH OCTATOYHBIX 3HAHUMI
1./1511 4yero B NpOTOKOJIE 3JIEKTPOHHOI'O I'OJIOCOBAHUS MOTYT UCIIOJIB30BATHCS CIIETIBIE
AJIEKTPOHHBIE TTOANHUCH?
OTtBeTsI:
Jliist Toro, 9TOOBI KK/l M30MpaTelh TOJIOCOBAI He 00Jiee OJTHOTO paza
JlJ11 HEBO3MOXKHOCTH U3MEHEHUs BbIOOpa n30uparelis ocie ero roloCoOBaHMs
J51st coxpaHeHHs TaifHbI TOJI0COBAHUS KOHKPETHOTO JIUIA U €IMHCTBEHHOCTH €T0 OIOJIIeTEHS
Jis TOro, 4ToOBI TOJI0COBANIN TOJIBKO UMEIOIUE ITPABO T0JI0Ca
Bepnsiii orBet: 11 COXpaHEHMsI TalHBI FOJIOCOBAHUS KOHKPETHOIO JIULA U
€/IMHCTBEHHOCTHU €ro O0JIeTeHs
2.J1ns1 4ero He MOKET MIPUMEHATHCS DJICKTPOHHAS TOANKCH “BCIICMYI0”?
OTtBeTsI:
Jlis co3anus ¥ MCIIOJIb30BaHUs AJIEKTPOHHBIX HATMYHBIX
Jl1 3aBepeHuss HOTapuyCOM 3aKPBITHIX 3aBEIAHUI
Jlns moanucu AOKYMEHTOB 0€3 3HaHUS €ro MOJHOTO COAEeP KAHUS
Jlnis moanucu 10KyMEHTOB 0e3 3HaHMS 3aKpPBITOro KIH4a
Bepnpsiii otBet: /[ moanyicu JOKyMeHTOB 0€3 3HaHMSI 3aKPBITOTO KII0ua
3.Y1o noHumaeTcs noj JeNOHUPOBAHUE CEKPETHBIX KIIFOUEh?
OTBeThI:
Coznianue ux pe3epBHbBIX KONUN
Paznenenue kinroya Ha HECKOJIBKO YaCTEH, XPAHSIINUXCS Yy PA3HBIX JINIL
[Tepenava kirouelt ToCy1apcTBEHHBIM OpraHaM
JlonosmHuTENbHAS 3aIATA KIIIOYEH
BepHnbslii oTBeT: Pasaenenue kiroda Ha HECKOJIBKO YacTeM, XPAHSIIUXCS Y Pa3HbIX JIUL]
4.J1151 yero NpUMeHseTCs OTKPBITHIN KIII0Y B aCUMMETPUYHOM Kpunrorpapuu?
OtBeTsI:
Jns mmdpoBaHus JaHHBIX U BBIYUCIICHUS 3JIEKTPOHHOM MOANNCH
Jist mmdpoBaHus TaHHBIX U IPOBEPKH 3JIEKTPOHHOM MOIITUCH
Jns pacuindpoBaHust JTaHHBIX M BBIYHCIEHUS 3JIEKTPOHHOM MOANHNCH
s pacmmdpoBaHus TaHHBIX U MPOBEPKU AIIEKTPOHHOMN MOANNUCH
Bepnpiii otet: [ mndpoBanus JaHHBIX U IPOBEPKU ANEKTPOHHON MOMTUCH

II. Onucanue wikanvl oueHusanus

Ouyenka: 5
Hudicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 90
Onucanue xapakmepucmuxu 6binoiHeHus 3nanus: IIpaBUIbHbIC OTBETHI JaHbI HE MEHEE YeM Ha
90% BompocoB
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Oyenxa: 4
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 710
Onucanue xapakmepucmukuy 6blnoHeHus 3uanus: 1paBubHbIE OTBETHI JaHbI HE MEHEE YeM Ha
70% BompocoB

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmukuy 6blnoaHeHus 3uanus: 1paBuIbHbIE OTBETHI JaHBI HE MEHEE YeM Ha
50% Bompocos

II1. IIpaguna évicmasnenus umo2o80i OYeHKu no Kypcy

Onenka ompenensiercss B cooTBeTCTBUM ¢ [losnokeHuem o OayIlbHO-PEHTHMHIOBOM cHUCTEME AJIs
ctynentoB HUY «MOW» Ha oCHOBaHMM CEMECTPOBOM M 3K3aMEHAIIMOHHOM COCTABIIAIOIINX
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