MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienne noaroroBku/cnenuanbHocts: 01.03.02 [pukiagHas MaTeMaTHKa H HHGOPMATHKA

HaunmeHoBaHue 06pa30BaTeJI])H0]71 IporpaMmali: MaremMaTrudeckoe u nmporpammMHoe¢ odecneueHue
BBIYHCIUTEJIbHBIX MAIIUH 1 KOMIIBIOTEPHBIX cereii

YpoBeHb 00pa3oBaHusi: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yuenusi: OuHas

Pabouast nporpaMma QM CHUILIHHBI
KPUIITOI'PAONYECKHE METO/IbI BAIIIUTHBI UTH®OPMAILIUHU

BJaok: Baok 1 «/Iucuuniunsl (MoxyJim)»
Yacthb 00pa3oBaTebHOI N
Yacrtb, popMupyeMasi y4aCTHUKAMH 00pa30BaTeIbHBIX OTHOII €HHIT
NMPOrPaMMBblL:
Ne quCHMIUIMHBI 10 Yy4eOHOM
Ament y y B1.U.11
TJIaHy:
TpynoeMKocTh B 3a4eTHBIX
py 8 cemectp - 3;
eIMHUIAX:
Yacos (Bcero) no yueoHom
( ) noy y 108 yacos

IUIAHY:
Jlekuuu 8 cemecTp - 28 yaca;
IIpakTHyeckue 3aHATHSA 8 cemectp - 14 yacos;
JlabopaTopHbie padoThI 8 cemecTp - 14 yacos;
KoncyabTanuu 8 cemecTp - 2 yaca;
CamocTrosiTesibHasi padoTa 8 cemecTp - 49,5 yaca;

B TOM uncJje Ha KII/KP He MPeyCMOTPEeHO YUeOHbIM MJIAHOM
HNnasa koHTakTHas padora NPOBOJMTCS B PAMKAX YACOB Ay AMTOPHbIX 3aHATHI

BKJIIOYas:
TecTrupoBanue
JlabopaTopnasi pa6ora
IIpome:kyTouHast aTTeCTAIINS:

IK3aMeH 8 cemecTp - 0,5 yaca;

Mockgsa 2018



NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu Xopes I1.B.
[IpenomaBaTelib WpeHTudkaTop RdT0a0r96-KhorevPB-abab0le2 IL.b. XopeB
(OIKHOCTR) (moamuck) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
PyKOBOI[HTeHL w CeepeHuna o snagensue U3MN M3K
00pa3oBaTelbHOMI T—— Mapan MM,
MIPOTrPaMMBEI Waermvuratop R7bel41f2-MaranMM-804b01e2 M.M. Mapan
(IOJDKHOCTD, yUeHas CTeHeHb, yUeHOe (mozmuch) (pacmudpoBKka MOIIHCH)
3BaHHE)

MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»

CeepeHuna o snagensue U3MN M3K

I1.P.

3aBeyIoNIuil BhIMyCKaroen EEMER CTe— BapLaBckAR TP, 5
Ka(bellpbl e WaeHTudrKatop R9a563c96-VarshavskyPR-efb4dbbd Bap]_HaBCKI/II/I
(IOJDKHOCTD, yUeHas CTeHeHb, yUeHOe (mozmucs) (pacmudpoBKa HOIIHCH)

3BaHHE)



1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI

ear ocBoeHHs] AHCHMILIMHBI.

[IpuoOpereHrne HEOOXOAMMBIX TEOPETHYECKUX 3HAHUH U

NPAaKTUYECKUX HABBIKOB 10 MPUMEHEHHIO KPUNTOrpapHUeCKUX METOOB 3alIUTHl HH(POpMAIUU

3agaun AMCHMIIINHBI

- O3HaKOMJICHHE C TIPUHIMIIAMH IPUMEHEHHS KpUNTOrpaprUUecKuX aIrOpUTMOB B TPOTOKOJIOB
npu obecrieyeHNH HHHOPMALIMOHHOM 6€30MaCHOCTH KOMITbIOTEPHBIX CUCTEM U CETEl;

- [IpencraBnenne cnoco0OB aHAJIN3a KPUNITOTPAPUIECKUX aITOPUTMOB U TIPOTOKOJIOB;

- OGyuyeHue UCTONb30BAHUIO KPUNTOrpahUIeCKUX CPEeICTB 3alUThl HH(GOPMAIUU TIpU
pa3paboTKe U IKCITyaTalliy POTPAMMHBIX CUCTEM;

- [TonydyeHre HaBBIKOB MCIIOIB30BAHUS KPUIITOTPAUUECKIX METOIOB U CPEJICTB I PEIICHUS

PAa3IMYHBIX 3a1a4.

dopmupyembie y 00y4aronerocs KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCIUIIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

Koa n HaumMeHoBaHue
KOMIIETeHI{UH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIEeTeHINH

3amiaHNpOBaHHbIE Pe3yJbTAThI 00yUeHHus

[TK-3 Cnocoben
IUTAHUPOBATh U BBIIOJIHSTh
paboTHI IO 3aITUTe
uHpopmanuu

N1-1nk-3 @opMupyeT METObI
3alUThl HH(OPMALUU U YMEET
IIPUMEHSTh UX HA IPAKTHKE

3HATh:
- CniocoOb! ynpaBiieHuUs
KPHUIITOrpapUIECKUMH KITFOYaMH U
cepTuuKaTaMu OTKPBITHIX KIHOYEH;;

- Crioco0Obl MOCTPOECHUSI CUMMETPUYHBIX U
ACHMMETPUYHBIX KPUITOTpapuuecKux
CHCTEM.

YMETB!
- Mcnonp30BaTh METO/BI U CPEICTBA
KpUNTOTpapUueCKON 3aIIUThI
nH(popManuu npu odecreueHnn
MH(POPMALMOHHOM 6€30MacHOCTH
KOMITHIOTEPHBIX CHCTEM U CETEH.

[IK-3 Cniocoben
IUTAHUPOBATh U BBIOJIHSATD
paboTHI IO 3aITUTe
uHpOpMaLuu

N-2nk-3 [IpencraBnsier
pe3yibTaThl aHAJIN3A
COCTOSIHUS 3aIIUTHI JAHHBIX
IpeJiaraeT MeTo/Ibl Mo ee
YIY4IICHAIO

3HATh:
- OCOOEHHOCTH UCTIOJIb30BaHUS
KpUNTOrpaQUUecKUX METOOB 3aIIUTHI
WH(pOpMaIIUU TIPH PEIICHUN PA3TUIHBIX
MIPUKJIAHBIX 33]1a4;

- Poccuniickne u MexayHapoIiHbIe
CTaHAapTHl B 001acTU
KpUNTOrpauuIecKux aJropuTMOB U
MIPOTOKOJIOB;

- JIOCTOMHCTBA M HEJIOCTAaTKHU
COBPEMEHHBIX KpUNITOrpaduuecKux
CHCTEM.

YMETh:
- Ananu3upoBats 3(pPeKTUBHOCTD

MCIOJIb3YEMBIX KPUNTOrpaduyecKux
METOJIOB M CPEJICTB 3alUThI HH()OPMAIINH;
- HpennaraTb MCTOIBI 1 CPEACTBA
MOBBIIICHHUS HHPOPMAITHOHHOM
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM U
ceTeil, OCHOBaHHBIC HA
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Koa u HaumeHoBaHue Koa u HaumeHoBaHMe 3anﬂaﬂnp03aﬂﬂue PeE3yJabTaThI 06yqemm

KOMIIETCHIINH HHAUKATOpa JOCTHKCHUSA
KOMIIETCHIIUHU
KpUNTOrpapuuecKon 3amure
uHpOopMaLnu.
[IK-3 Cnocoben N /I-3nk-3 Berbupaer metoabl SHATb.
IJIAHUPOBATh U BBIIOJHATh | aHAJIM3a Pa3BUTHUS METO/IOB - COBpEMEHHbIE TEXHOJIOTHU CO3/IaHHsI
paboTHI 110 3aIIUTE 3alIMThl HH(POPMALMU U IIPOrpaMMHBIX CPEICTB
I/IH(i)OpMaLII/II/I (bopMyHpreT MyTH UX KpI/IHTOFpa(i)I/IlIeCKOI/I 3alIUThI
[IPUMEHEHUS HHpOpMALNH;

- Tenpenuuu pa3BuTHs
KpUNTOTPpaPUIECKUX METOIOB 3aIIUTHI
uHpOpMaLUH.

YMETB:

- Micnonp30Bath JIMTEpaTypy U HCTOYHUKH
CE€TU I/IHTepHeT AJI TTIOJTYYCHH A
uHGOpMAaLUU O CO3/IaHUH HOBBIX
KPUNTOTPaQUUECKIX METOIOB U CPEJICTB
3alUThl HH(OPMALIUH;

- Pa3zpabatsiBaTh HOBBIE O€30I1aCHBIE
UH(POPMALIMOHHbIE TEXHOJIOTHH C
MCTIOJIb30BAaHUEM KPUIITOTPaPUUECKUX
METO/IOB U CPEJICTB;

- OnpenensaTh eIy U 3aa4u pa3padoTKu
HOBBIX METOZIOB U IIPOI'PAaMMHBIX CPEJCTB
KPUNTOTPaQUUECKON 3aIIUTHI
MH(pOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX
" CCTiX.

2. MECTO JUCIUILIVHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOTPAMMBI BO

JucuurniauHa OTHOCHUTCA K OCHOBHOM TmpodeccroHanmbHON 00pa3oBaTelbHON MporpamMme
MaremaTHueckoe M NporpaMMHOe oOecrieueHHe BBIYMCIMTEIbHBIX MAIIMH U KOMIIBIOTEPHBIX CeTei
(manee — OIIOII), nanpasnenuss noxaroroBku 01.03.02 Ilpuxmagnas marematuka U HMH(OpMAaTHKA,
ypoBeHb 00pa30BaHus: BbICIIEE 0Opa3oBaHKe - OakasaBpHar.

Tpe60BaHI/I5[ K BXO/IHbBIM 3HAHUAM U YMCHUAM:

- 3HaTh MeTO/IbI U CPE/ICTBA 3alIUTHI JAHHBIX B KOMIIBIOTEPHBIX CUCTEMaX U CETIX

- YMCTb HpOFpaMMI/IpOBaTI) Ha A3bIKC BEICOKOT'O YPOBHA C UCIIOJIB30BAHUCM MHCTPYMCHTAJIbHBIX
CPEICTB pa3pabdOTKH

Pe3ynbrarel 00yueHUs, MOIy4SHHbIE IPU OCBOEHUH HUCHUIUIMHBI, HEOOXOAUMBI IPU BBIOJTHEHUN
BBIITYCKHON KBaTM(PUKALIMOHHOMN pabOTHI.




3. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHbI
3.1 CTpyKTypa TUCHUNIMHBI

OO01as TpyJI0eMKOCTh JUCIUIUTMHBI COCTABIISIET 3 3a4€THBIX euHMIIbI, 108 Jacos.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasnenbl/TeMbl § 5| e ™
Ne JTUCIUTUTAHBL/ (D OPMBI g 2|8 OHTaKTHas pabora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip A CeMECTDE aTTeCTalluu
o KITP 'K HKKIT | TK P /KOHTPOITS
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OCHOBHBIC TOHATHS U 6 8 2 - 2 - - - - - 2 - Ilodzomoska pedhepama: BriGop TeMBl
kiaccudukarys pedepara.
KpHUITOTrpadhuuecKux Iloozomogka pacuemuuix 3adanuii: Beioop
MPOTOKOJIOB TEMBI PacYeTHOTO 3aaHHsL.
11 OCHOBHBIC OHATHS U 6 2 - 2 - - - - - 2 - Ilo0zomogKa K npaKmu4ecKum 3aHAMUAM:
KaccupuKaIus N3yyenne MmatepuanoB Jekuuu 1 u
KpHUITOTrpadhuuecKux JIUTEPaTYPHI.
MPOTOKOJIOB H3yuenue mamepuanog 1umepamypHbix
UCIOYHUKOG:
[2], TnaBa 1
[5], Ctp. 6-11
[6], T'naBer 1, 2
[8],Pa3n. 1,3,6,9
2 IIpoTokossl 24 10 4 4 - - - - - 6 - Iloozomogka kK npaKmu4ecKum 3aHAMUAM:
pacnpeneseHus W3yuenne maTepHanoB JeKIui 2-6 u
KIIIOYEH U JINTEPATYPHI.
ayTeHTH(]uKaImu Iloozomoexa pedpepama: 11ondop NCTOUHUKOB
2.1 IIpoTokobt 24 10 4 4 - - - - - 6 - o TeMe pedepara.
pacrpezneneHus Iloozomoeka pacuemnbix 3adanuii: 1.
KITFOUel 1 [TpoekTrpoBaHue MPOrpaMMBbl IS PACUETHOTO
ayTeHTH(UKaMn 3aganust. 2. BeIOOp S3bIKOBBIX U

HHCTPYMEHTAJBHBIX CPEACTB Pa3pabOTKH.
Iloozomoeka K 1abopamophoii pabome:
Uzydenue 3ananus Ha 1abopaTopHyro padory 1.
IToozomoeka Kk mexkyuiemy KOHmpoio:
TecTupoBaHue U 0TJIaZKa IPOrPaMMBbI IS
nabopatopHoi paboThI 1.

H3yuenue mamepuanoe 1umepamypHuvix
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UCIOYHUKOB:
[1], Pa3n. 1
[2], 'maBa 5
[4], T'maBa 2
[6], Pa3x. 3.1-3.3,4.3, 6.3, 6.4. I'naBa 5
[7], Ctp. 148-153

3 IIpoTokousr 20 10 Ilo0zomoeka K npaKmu4ecKum 3aHAMUAM:
pa3lieNeHus CEKpeTa, W3yuyenue marepuanos gekuuii 7-11 u
MIPEACKa3aHNs U JIUTEPaTyPHI.
rOJIOCOBAHHUS Iloozomosxka peghepama: TloaroroBka moxiaga
3.1 [IpoTokosr 20 10 Y KOMIIBIOTEPHOHN TPE3eHTALIUU IS 3aIUThI
pasJeneHus cexpera, pedepara.
Npe/CKa3aHus 1 Ilo020mogka pacuemuyix 3a0anuil:
TOJIOCOBAHUS Pa3paboTka, TecCTHpOBaHUE U OTIIAKA
MPOrpaMMBI JUIsl pacYeTHOTO 3aaHusl.
Ilooz0mogka K nabopamopHoii padome:
N3y4enue 3aganus Ha 1abopaTopHyio padoty 2.
Ilo0z0mogKa K meKyuiemy KOHmpoio:
IToaroroBka oT4eTa O BHIIOIHECHUT
nmabopaTopHOii paboTHI 2.
H3yuenue mamepuanog 1umepamypnbix
UCIMOYHUKOG:
[1], Pa3x. 2
[2], ['naBa 6
[4], 'naBa 3
[6], Pa3n. 3.6,4.2,4.8-4.11,6.1, 6.2
4 Kpunrorpaduueckue 22 6 IlodzomogKa K meKkyuiemy KOHmMpOJo:
METOJIbI B TectupoBaHKe U OTNIAAKa TPOTPAMMBI AJIsI
HHPpaACTPYKType nmabopaTopHOi paboThI 3.
OTKPBITBIX KJIIOYEH Ilod2omoeka K 1adopamopnoit padome:
4.1 Kpunrorpaduaeckue 22 6 N3zy4enue 3aganus Ha 1abopaTopHyio padoty 3.
METOJIBI B Tloozomoexka pacuemuvix 3a0anuii:
nHppacTpyKTYype [ToaroroBka oT4eTa O BHINOIHEHUN PacdETHOTO

OTKPBITBIX KJIIOUeH

3a/1aHusl.
Iloo2omoexa kK npakmuuecKum 3aHAMUAM:
Nzydenne matepuanos nexkuuid 12-14 u
JIUTEPATYPHI.

H3yuenue mamepuanog numepamypusix
UCHOYUHUKOB:




[1], Pa3m. 3
[3], Pa3m. 2, 4
[5], Ctp. 18-21, 27-29

OKk3aMeH 36.0 - - - 0.5 - 33.5
Bcero 3a cemecTp 108.0 28 14 14 0.5 16 335
Hroro 3a cemecTp 108.0 28 14 14 2 - 0.5 49.5

Ipumeuanue: Jlex — nexuuu; JIab — naboparopusie padoTsl; [Ip — npaktudeckue 3ausatust; KIIP — aynuTopHble KOHCYIBTAUU IO KYPCOBBIM

npoektam/padoram; MKKII — nnanButyansHble KOHCYIBTAIIMH 110 KYpCOBBIM IpoekTaM/padoram; ['K- rpynmnoBsie KOHCYIbTAIMY 110 pa3aenaam
muctumuinaer, CP — camocrositenbHas pabota crynenrta; MKP — unast konraktHas padota; TK — Texynuit koHTpoiis; [TA — npoMexyrodHas

aTTcCcTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. OcHosHble noHAmuA u Kiaccugukayus Kpunmo2paguieckux npomoKoios

1.1. OcHOBHBIE TOHATHS U KJIacCU(PUKALIMSA KPUNTOrpaQUUECKUX MPOTOKOJIOB

OcHoBHBIE  TOHATUS  COBpeMeHHOW  kpumnrorpaduu. IloHstTme u  KiIaccupuKanus
KpUnTorpauueckux MpOTOKOJOB. ATakM Ha KpUOTOrpaduyecKkue MPOTOKOIbI M METOAbl HX
aHaJIN3a..

2. Ilpomoxonwl pacnpedenenus Kiroyel u aymenmuduxauuu

2.1. ITpoToKoIBI pactipeneneHus Kiroueii 1 ayTeHTu(UKaum

TpeboBaHus K paclpelesieHuI0 Kioded u crnocoObl ero peanusanuu. OOMEH KioyaMH ¢
IIOMOUIbIO LIEHTPA pacHpeesieHusl Kitouel. ATaka «4elIOBEK IOCEPENANHE» U METO/bl 3allUThl OT
Hee. [Ipsmoit oOMen kimroyamu. [Iporokosnsl Xbpro3a U 0OMEHa KIF0UYaMH € OMOILBIO IOCPEAHUKA.
OOHOBIICHUE CEaHCOBBIX KJIIOYEH M WX Iepefada BMECTe C COOOMEHUSMH. AHOHHMHOE
pacripefiesieHe Kioyell U oOMeH 3amu@poBaHHBIMM KIOYaMU. JleNOHHMpOBaHHE KIIIOYEH.
[TpoTokonbl  ogHOCTOpOHHEH ayreHTH(HKanuu. [IpOTOKONBI B3aWMMHOW  ayTEeHTU(HUKAIIWH.
Aytentudukanus coobumeHuii. AyreHtudukanus u obmen kimodamu. Ilporoxon Hupxama-
[Ipenepa. IIporokosbl ¢ HyneBbIM pasriamenueM. [Iporokon IuHoppa. I[Iporokonsr ®Puara-
[Tamupa u @eiire-Ouata-lllamupa. [Iporokon I'mmnoy-Kyuckyorepa. IlonydeHne HeCKOIbKUX
anekTpoHHbIX noanuceit (OII) mox onnum nokymentoMm. Heocriopumas u He otpunaemas OI1. DI
BCJIEILYIO..

3. Ilpomokobl DCZS’aeJZeHZUl cekpema, npeOCKa3aHu;z u 2010co6aruA

3.1. IIpoTokouibl pa3zieneHus cekpera, IpeAcKa3aHus U FOJIOCOBAHUS

IIpoTtokomnel pasneneHust cexkpera. MONIEHHUYECTBO INPU PA3LACICHUM CEKpPeTa W 3allUTa OT
Hero. Ilozmco3HaTenbHBI KaHai. OJEKTpPOHHAs IodyTa C HOATBepxkAeHHMeM. OIHOBpEMEHHOE
noxanucanue koHrtpakra. [Ipenckasanue Outa. DiekTpoHHOe OpocaHue MoHeThl. KoMIbloTepHbIT
NOKEP. BpIuncieHns ¢ CEKpeTHBIMU JTaHHBIMU. 3ajjadya «MUJUIMOHEPOBY». be3onacHble BBIYMCIECHUS
C HECKOJIbKUMH y4acTHUKaMHU. [IpocThbie MPOTOKOIIBI JIEKTPOHHOIO TOJIOCOBaHHUs. 1'010coBanue co
cJlenbIMU oanucsIMu. ["otocoBanue ¢ LeHTpaIlbHOW n30upaTebHONM KoMuccuel. I'onocoBanue 6e3
[EHTPATHHOM U30UPATETEHON KOMUCCHUH. .

4. KDMI’II’I’ZOZDG(Z)MH@CKM@ Memoobl 8 qu)pacmm/Kmype OMKpbvblmvlx Kaoyell

4.1. Kpunrorpapuyeckue METOAbl B MHPPACTPYKTYPE OTKPBITHIX KIHOUEH

OneMmeHThl HMH(QpacTpykTypel OTKpbIThIX Kitoded (Public Key Infrastructure, PKI).
Apxurekrypa PKI. Pacnpoctpanenue cepTH(UKAaTOB M CHUCKOB OTO3BAaHHBIX CEPTHU(HUKATOB
(Certificate Revocation List, CRL). YnpaBnenue >KU3HCHHBIM HUKIOM cepTH(ukatoB. CrocoOs
XPaHEHUs JIMYHBIX (3aKPBITHIX) KiItouel nonbs3oBarenei PKI..

3.3. TeMbl NIpaKTHYECKUX 3aHATHI
1. OcHOBHBIE OHATHS KPUNITOTPAPHUUECKUX MPOTOKOJIOB, UX KJIaCCU(DUKALIUS U METOIbI
aHaJIN3a;
2. IIpoTokoibl pacipeeieHns KpUnTorpapuueckux Kitodei;
3. IIpoTOKOIIBI C HYJIEBBIM pa3riamieHueM HHPOPMaLUY;
4. IIpoTOKOJIBI BBIYUCIEHUN C CEKPETHBIMU JTAHHBIMU;
5. IIpoTOKOJIBI pa3fesieHusl CEKPETA U AIEKTPOHHOIO TOJI0COBAHMS;
6. UndpacTpyKTypa OTKPBITHIX KITIOUEH: €€ JIIEMEHTHI, apXUTEKTypa yI0CTOBEPSIONINX
LIEHTPOB, CIIOCOOBI PACIPOCTPAHEHUS U OT3bIBA CEPTH(PHUKATOB,;



7. CriocoObl XpaHEHUS JTUYHBIX KITIOYEH.

3.4. TeMbl 1a00paTOPHBIX padoT
1. CpencrBa co31aHus ¥ IPOBEPKH IEKTPOHHOMN MOATHUCH;
2. 3ampoc 1 Moy4eHne CEPpTUPHUKATOB OTKPBITHIX KIFOYEH B yJOCTOBEPSIOLIEM LICHTPE;
3. . CpencTBa UCIIOJIB30BaHUS CEPTUDUKATOB OTKPBITHIX KITIOUEH.

3.5 KoncyabTanum

I pynnosgvie koncyrbmayuu no pazoeiam oucyuniunol (I'K)

KoncynsTupoBanue no Bonpocam Beidopa TeM pedepara u pacCdeTHOTrO 3aJaHusl.
KoncynsTupoBanue no Matepuaiam JeKkinuii 2-6.
KoncynpTupoBanue mo Matepuanam jJekmui 7-11.
KoncynsTupoBanue no Mmarepuanam jekmuii 12-14.
Texywuti konmpoas (TK)

P

=

KoHcynpTupOoBaHue 10 IOPSIKY 3aIIUThI Ta00paTOpHO paboTHI 1.
2. KoncynbtupoBanue 1o 3amure pedepara u 1adbopatopHoit paboTs 2.
3. KoHcynbTHpOBaHHE 110 3aIIUTE JJA0OPATOPHOU PabOTHI 3 M PACUETHOTO 3aIaHUS.

3.6 TeMaTnka KypcoBbIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ pabota He MpeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEeHIIU

Howmep paznena
JTUCIUIUTUHBEI (B

O1eHOYHOE CPEICTBO
(TN ¥ HAUMEHOBAHUE)

3aIIaHUPOBaHHbBIE PE3YIbTAThl 00YUEHUs 110 TUCIMILIIMHE Konbl
(B COOTBETCTBUH C pa3aeioMm 1) HHJIMKaTOpPOB COOT]::;CIT ;3 e
1123 ]4
3HaTh:
CriocoObl MOCTPOEHUS] CHMMETPUYHBIX U aCUMMETPUYHBIX V-1 + TectupoBanue/Tect no paszaeny 1
KPUITOrpapUIECKUX CHCTEM )
CriocoObl yrpaBieHust KpUNTorpaguyeckuMu KiIrouaMu U V-1 + JlaGopatopHas paboTa/Beinonnenue u
cepTH(HUKATAMU OTKPBITBHIX KITFOYCH; ) 3amuTa JjabopatopHoi pabotsl 1
JIOCTOMHCTBA U HEJOCTATKU COBPEMEHHBIX KPUNITOrpauyecKux VJT-2mics + TectupoBanue/Tect no paszaeny 1
CHCTEM
Poccuiickue u MeXyHapOIHbBIE CTAHIAPTHI B O0JIACTH JlaGoparopHas paboTa/BeirnonHnenue u
KPUNTOTrpapHUUECKUX aJIFTOPUTMOB U IPOTOKOJIOB N-2rx-3 + | 3amuTa abopaTtopHoil paboThl 3; 3amuTa
pacyeTHOTO 3a/1aHUs
OCo0EeHHOCTH UCIIOJIb30BaHMsI KpUNTOrpahuuecKuX METOI0B JlaGopatopHas paboTa/BeinonHenue u
3aIUThl HH(OPMALUU TIPU PELLIEHUH Pa3INYHbIX PUKIaJHbBIX N-2nx-3 + 3aiuTa JlabopaTopHOi padoThI 2; 3amuTa
3a/1a4 pedepara
Tennennuu pazBuTHs KpUNTOrpadhUIECKUX METOI0B 3aIUTHI VT-3mic3 + JlabopaTtopHas paboTta/Brinonnenue u
uHpopMauu ) 3alUTa J1abopaTopHoOi paboThl |
CoBpeMeHHbIE TEXHOJIOTUU CO3/IaHuUs TPOTPAMMHBIX CPEICTB JlabopaTtopHas paboTta/Brinonnenue u
KpUNTOrpapuuecKoi 3auThl HHPOpMALUU N-3nk-3 + | 3amuTa 1abopaTtopHoil paboThl 3; 3amuTa
pacyeTHOTO 3a/1aHUs
YMersb:
Hcnonbs30BaTh METOBI U CPEACTBA KPUTITOTPA(DUUECKON 3aIIUTHI JlabopaTtopHas paboTta/Brinonnenue u
uHpopManuu npu odecreueHun HHopMaloHHo# 0ezonacHoctu | M/1-1nk-3 + | 3amuTa 1abopaTtopHoil paboThl 3; 3amuTa
KOMITBIOTEPHBIX CHCTEM U CETeH pacyeTHOTO 3a/IaHus
[Ipemuiarate METO/BI U CPEICTBA MOBBILIEHHUS HH(OPMAIIMOHHON JlaGopartopHas paboTa/Beinonnenue u
0€30MacCHOCTH KOMITBIOTEPHBIX CUCTEM U CeTel, OCHOBAaHHBIE Ha N-2nx-3 + | 3ammra 1abopaTtopHoil paboThl 3; 3amuTa
Kpunrorpaguuecko 3amure MHGopMaIu pacyeTHOTO 3a/1aHUs
AHanu3upoBath 3pPEeKTUBHOCTD UCTIOIb3YEMBIX N-21k-3 + JlaGopartopHas paboTa/BrinonHenue u

10




KpUNTOrpaguueckux METOAO0B U CPEJCTB 3alIUThl HHPOpMATUU

3ammTa 1ab0paTopHoil paboThI 2; 3aIUTa
pedepara

OHpeI[eJ'IHTB Oeiiki U 3aJa4u p33pa6OTKI/I HOBBIX METOI0B U

JlaGopaTopHas pabota/Beimonnenue u

MPOTPaAaMMHBIX CPEACTB KPUITOTPaPUUECKON 3aIIUTHI W/1-3nk-3 3auTa J1abopaTopHON paboTHI 2; 3alUTa
MH(OPMAIMU B KOMIIBPIOTEPHBIX CHCTEMAX U CETSIX pedepara

PazpabaTsiBaTh HOBBIE O€30MacCHbBIE HH(OPMAIIMOHHBIE JlaGoparopHas paboTa/Beinonnenue u
TEXHOJIOTUH C UCIIOJIb30BaHHEM Kpunrorpadpudeckux meroqoB u | UJ-3nk-3 3amuTa 1a00paTopHOi padoTHI 3; 3amuTa
CpPEICTB pacyeTHOro 3aJlaHus

Hcnonp30BaTh TUTEPATYpy U UICTOYHHUKH ceTH MHTEepHET 1uis JIabopatopHas pabora/BeinonHenue u
MOJTy4YeHUs: HHPOPMALIUU O CO3JaHUH HOBBIX Kpunrorpadpuyecknx | M/1-3nk-3 3anuTa J1abopaTopHOi paboTHI 2; 3alIUTa

METOJIOB M CPEJICTB 3aIUThI HHGOPMAITIH

pedepata
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
8 cemecTtp

dopma peanuzaiuu: KomneotepHoe 3a1aHne
1. BemonHenue u 3amuTa naboparopHoit padotsl 1 (JJaboparopras pabota)
2. BolnosiHEHKE U 3aliuTa Jab0opaTopHOil paboTh 3; 3aIllMTa PACUETHOTO 3aaHuUs
(JIaboparopnas paboTta)

®dopma peanmzanuu: [TuceMenHas padbota
1. Tect no pazneny 1 (TectupoBanue)

®opma peanuzarun: CmemanHas popma
1. BrimonHeHue u 3amuTa JiabopatopHoit paboTsl 2; 3amuTa pedepara (Jlaboparopuas padbora)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 IIpome:xyTOYHAS aTTeCTALUSA 110 JUCHUILIMHE

Oxzamen (Cemecmp NeS)
Ouenka ompenensieTcss B cOOTBETCTBUU ¢ [lonoxkeHneM o OaIbHO-PEUTHHTOBOM CHUCTEME ISt
crynentoB HUY «MOW» Ha 0CHOBaHMU CEMECTPOBOM U 3K3aMEHALIMOHHOM COCTaBIIIOIINX

B numiom BeICTaBIsIETCS OLICHKA 32 8§ CEMECTP.

IIpumeuyanue: OLeHOYHBIE MaTEpUAIbI 110 TUCIUIIIMHE TPUBEICHBI B (DOH/IE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOANYECKOE OBECIIEYHEHUE JUCIUIIJINHbI

5.1 IleyaTHbIE H 3JIEKTPOHHbIE H3IAHNS

1. Xopes, I1. b. Kpunrorpadguueckue npoToKosl : yueOHOe mocodue o Kypey
"Kpunrorpaduueckue MeTo 1l 3amiuThl nHGopmanuu" no HanpasiaeHuto 01.03.02 "Ilpuxnagnas
mareMaTHka u uHpopmaruka" / I1. b. Xopes, Han. uccnen. yu-t "MOU" (HUY"MDHN") . — M. :
N3n-Bo MDU, 2019 . — 88 c. - ISBN 978-5-7046-2162-1 .
http://elib.mpei.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentl
d=10969;

2. YepemymikuH, A. B. Kpuntorpaguueckue nporokossl. OCHOBHbIE CBOMCTBA U YSI3BUMOCTH :
yaeOHoe mocoOue /It By30B 10 criennaibHOCTH "KomnstoTepHas 6e3omacHocTs" / A. B.
Yepemymikus . — M. : AKAJIEMUSL, 2010 . — 272 c. — (Bricuiee npodeccuonansHoe 00pa3oBaHUE)
.- ISBN 978-5-7695-5748-4 .;

3. T'op6aros, B. C. Ocnossl Texnonoruu PKI/ B. C. I'op6aros, O. FO. [TonsHckas . — M. : ['opsiuas
JIunus-Tenexom, 2004 . — 248 c. - ISBN 5-935171-54-6 .;

4. Xopes, I1. b. Ucnonbs3oBanue cpeacTB MK(POBaHUS TaHHBIX B IPUIOXKeHUAX Uit Microsoft.Net
: yaeOHOe mocoOue 1o Kypey "3amnuTa JaHHbIX " o HanpaBiaeHuto "IlpuknagHas MmaTemMaTuka u
unpopmaruka" / I1. b. Xopes, Ham. uccnen. yu-t "MOU" . — M. : U3n-Bo MOU, 2015 . -92 c. -
ISBN 978-5-7046-1665-8 .
http://elib.mpei.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentl
d=8104;
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5. Xopes, I1. b. Kpunrorpadguueckre MeToab! 3aIMTH HHPOPMALIUY : IPAKTUKYM I10 KypCY
"Kpunrorpadgudeckne metoap! 3amuThl nHGopmaruu'" o Hanpasieruto 01.03.02 "TlpuknagHas
mareMaTrka u uHpopmaruka" / I1. b. Xopes, Ham. uccnen. ya-tr "MOU" (HUY"MDHU") . — Mocksa
: U3n-Bo MDU, 2020 . — 52 c. - ISBN 978-5-7046-2321-2 .
http://elib.mpei.ru/action.php?kt_path_info=ktcore.SecViewPlugin.actions.document&fDocumentl
d=11319;

6. lInaiiep, b. Ilpuknannas kpuntorpadus: [IpoTokossl, anropuTMbl, HCXOIHBIE TEKCTHI Ha SA3BIKE
Cu : nep. c anri. / b. lnaiiep . — M. : Tpuymd, 2002 . — 816 c. - ISBN 5-89392-055-4 .;

7. Pomaner, FO. B. 3anura nadopmanmu B KOMIbIOTepHBIX cructeMax u cetsix / 10. B. Pomaner, I1.
A. Tumodees, B. ®. lllanbrun . — M. : Paano u cBsa3p, 1999 . — 328 ¢. - ISBN 5-256-01436-6 :
53.00 .;

8. bacamosa I'. B.- "OcHoBsl kpunTorpaduu", (2-¢ u3z.), Usparenscro: "MHTYUT", Mockaga,
2016 - (282 c.)

https://e.lanbook.com/book/100302.

5.2 JIunieH3M0HHOE ¥ CBOOOHO pacnpocTpaHsieMoe MPOrpaMMHOe odecreyeHHe:
1. CHO "IIpomereit";

2. Office / Poccuiickuii makeT o(hpUCHBIX IPOrpamM;

3. Windows / OnepannonHas cucreMa ceMmeiicTpa Linux;

4. Maitan Buneoxondepenuuu;

5. Windows Server / CepBepHas omnepaliuoHHas cuctemMa cemerictsa Linux;

6. Visual Studio.

5.3 UuTepHeT-pecypchl, BKIOYas NpodeccHoHaIbHbIE 0a3bl JaHHBIX U HH(POPMAIIMOHHO-
CIIPaBOYHBIE CHCTEMBI:

1. 9BC Jlaus - https://e.lanbook.com/

2. HanmonanbHast 3JIeKTPpOHHAst OudmoTeKa - https://rusneb.ru/

3. ba3za nannbix Computers & Applied Sciences Complete (CASC) -
http://search.ebscohost.com

4. JnexTponHasi 6udmmoreka MIU (36 MDIH) - http://elib.mpei.ru/login.php

5. lopTaa oTKpBITHIX AaHHBIX Poccuiickoii Mexepanuu - https://data.gov.ru

6. ba3za oTKpBITBHIX IaHHBIX NPO(eCcCHOHANIBLHBIX CTAHAAPTOB MHHHCTEPCTBA TPYAA H
couuaiabHoi 3aumthl PO - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

7. AudopmanunonHo-cipaBounas cucrema «Koaexe/Texakenept» - Http:\\proinfosoft.ru;
http://docs.cntd.ru/

8. HaumoHabHbI NOPTAJ OHJIAIH 00y4yeHns «OTKpbITOE 06pa3oBanue» - hitps://openedu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomemeHus Homep aynuropun, OcHamenne
HAaUMCHOBAHHC
VY4eOHble ayAUTOpUU IS M-805, YuebHnas rapTa co CKaMbeH, JJ0CKa MeJIOBasl,
IIPOBEIEHUS JIEKIIMOHHBIX ayauropus kag. MYJIBTUMEANNHBIN IPOEKTOP, KPaH,
3aHATUHN U TEKYILETO "TIMUIT" KOMITBIOTEP MEPCOHATBHBIN
KOHTPOJIA K-120, MammHHbIH 3a1 cepBep, KOHIULMOHED
NBI{
VYyeOHbIC ayIUTOPUU IJIS M-912, VaeOHnas Kpecio pabouee, CTOJ MPETo1aBaTes,
IIPOBEJIEHUS IIPAKTUUECKUX ayIuTopus CTOJI yueOHBIH, CTYI, J0CKa
3ansaTul, KP u KII MHTEPAKTUBHAsL, KOMIIBIOTEPHAs CETh C
BbIXOZI0M B MIHTEpHET, 10CKa MapKepHas
2K-120, MamvHHBIH 3aI1 cepBep, KOHIUIMOHED
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VBI]

VY4eOHble ayTUTOPUH IS
HPOBEICHUS
1a00paTOPHBIX 3aHATUI

M-708, ducrieinbrit
knacc kad. "TIMUIN"

CTOJI IIPEI0IaBaTENsl, CTOJ
KOMITBIOTEPHBIN, CTYJI, KOMIIBIOTEPHAS
CETb C BbIX0ZI0M B IHTEpHET,
MYJIbTUMEANIHBIN IPOEKTOP, IKPaH,
KOMIIBIOTEP NEPCOHAIbHBINA, KOHAULIMOHED

VY4eOHble ayAUTOpUU IS
MIPOBE/ICHUS
MPOMEKYTOYHOMN
aTTecTalluu

M-708, Jucrnieinbiit
kiacc kag. "TIMHUN"

CTOJI IIPENOAaBATENs], CTOJ
KOMIIBIOTEPHBIN, CTYJI, KOMIIbIOTEpHAs
CETb € BBIXOZ0M B MIHTEpHET,
MYJIbTUMEAUMHBINA IIPOEKTOP, IKPaH,
KOMIIBIOTEP NEPCOHAIBHBINA, KOHAULIIHOHED

ITomemmenust misa
CaMOCTOSITEIIbHOWU pabOThI

HTB-303,
KomnbrorepHsbrit
YUTAIBHBIN 3aJ1

CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
IMMChbMEHHBIN, BENIAIKA OIS OJICKIbI,
KOMIIBIOTEPHAsS CETh C BBIXOJIOM B
HNHTepHeT, KOMIBIOTEP MEPCOHATIbHBIM,
MIPUHTEP, KOHAUIMOHED

Ilomemenus st
KOHCYJIbTUPOBAHUS

M-704,
IIpenonaBarenbekas
kadeapsl [IMUUN

CTOJ, CTYJI, Kad, TymO6a, 10CKa MejoBasd,
KOMITBIOTEPHAS CETh C BBIXOJOM B
WHTepHeT, MyIbTUMEIUUHBIN IPOEKTOP,
JKpaH, KOMIIBIOTED NIEPCOHAIBHBIN,
XOJIOIMJIbHUK, KOHJIULIMOHED

[Tomenienus st XpaHeHUS
0o0opynoBaHus U y4eOHOTO
WHBEHTAPS

M-703a/1, Knagosas
kad. "TIMUIN"

Tymba
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

Kpunrorpaduueckue MeTo bl 3a1IUTHI HHOOPMAIIUU

(Ha3BaHME AUCIMILIMHBI)

8 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2
KM-3
KM-4

Tect no paszneny 1 (TectupoBanue)

Brimonnenue u 3amura JiabopatopHoii pabotsl 1 (JlabopaTopHas paborta)

BrimotHeHe 1 3amnuTa 1abopatopHoi paboThl 2; 3ammuTa pedepara (JlaboparopHas padota)
Brimonnenue u 3amura JiabopaTopHoi paboTsl 3; 3amuTa pacuetHoro 3aganus (JlaboparopHas
pabora)

Buja npoMexyTouHOI aTTecTANMU — DK3aMEH.

Nunekc KM- | KM- | KM- | KM-
Howep Paznen aucuumimHb KM: L 2 3 4
pasjena Henens 4 7 11 14
KM:
1 OCHOBHBIE IOHATHS U KJIacCUUKALUSL
KpUNTOrpapuuecKuX MpOTOKOJIOB
11 OCHOBHBIE IOHATHS U KJIacCUPUKALUSA +
KpUNTOTrpagpuuecKuX MPOTOKOJIOB
2 [TpoTokoubI pactipesienenus Kitoueil 1 ayTeHTupUKauum
2.1 [TpoTokoubl pactipesienenus Kiroueil 1 ayTeHTUuUKanum +
3 [TpoToxoibl pa3fenenus ceKpeTa, npeacKa3aHus 1
rOJI0COBAHUS
31 [TpoToxoibl pa3fenenus ceKpeTa, IpecKa3aHus 1 +
rOJI0COBAHUS
4 Kpunrorpaduueckue metonsl B uHPpacTpykType
OTKPBITBIX KJIIOUeH
41 Kpnnrorpa(bnqemfne METO/Ibl B UHPPACTPYKType +
OTKPBITBIX KJIIOUeH
Bec KM, %: | 20 25 25 30
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