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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OneHouHble MaTepuabl 0 JUCHMIUIMHE BKIIOYAIOT OLEHOYHBIE CPEJICTBA AJIS IPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-3 CiocoGeH BBINOIHATh aHAJIM3 U PA0O0THI IO 3aIUTEe HHPOPMALIUH
NJI-1 ®opmupyeT METOIbI 3alIUTHl UH(OPMAIIMK U YMEET IPUMEHSTh UX Ha MPAKTHKE
N/-2 [lpeacraBasieT pe3yabTaThl aHAIM3a COCTOSIHUS 3alIUThl JAHHBIX U MIPEIJIaracT METO bl
110 €€ YIIyYLICHUIO

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzanuu: KoMrnbroTepHOE 3a/1aHKE
1. BemomnHenue u 3amuTa 1aboparopHoit padotsl 1 (JJaboparopras pabota)
2. BeinosiHeHMe U 3amuTa 1a00paTOpHOH paboThI 3; 3alllMTa paCUEeTHOTO 3aaHUs
(JTaboparopuas padoTta)

dopma peanuzanuu: [TuceMenHas padota
1. Tect no paszneny 1 (TectupoBanue)

®opma peanuzarun: CmenranHas Gopma
1. BrimonHeHue u 3amuTa JiabopatopHoii paboThl 2; 3ammTa pedepara (JlaboparopHas
paborta)

BPC nucuuminHbl

8 cemectp
Beca KOHTpOIbHBIX MeponpusaTHil, %
WNnunexe KM-1 | KM-2 | KM-3 | KM-4
Paznen mucnumianHe!
KM:
Cpox KM: 4 7 11 14
OCHOBHBIE TIOHATHS U KJIacCU(UKALUSA KpUNITOrpadhuIecKuX
IIPOTOKOJIOB
OcHoBHbIE OHATHA U KJIaccuPUKaAIUs KpUNTOrpadhuyecKux +
IIPOTOKOJIOB

HpOTOKOJILI pacnpeaciIiCHUA KJII04YeH u aYTCHTI/I(I)I/IKaI_II/II/I

[TpoTokoibl pacipeeneHus Kitouei u ayTeHTu QUK +

HpOTOKOJ’II)I pasaciI€HuAa CEKpPETa, NpEACKazaHsa 1
T'0JIOCOBaHHUA

HpOTOKOJ’II)I pasaciI€HuAa CEKpPETa, NpEACKazaHsa 1
T'0JIOCOBaHHUA

Kpunrorpadudeckue meTonpl B UHQPACTPYKTYpPE OTKPBITHIX
KJIIOUEen




Kpunrorpadudeckue meTonpl B ”HQPACTPYKTYpPE OTKPBITHIX
KJIIOUen

Bec KM:

20

25

25

30

$O6m1as yacts/[1s1 MPOMEKYTOUHON aTTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETCHITHH pe3ynbTaThl  OOYYCHHS TIO
JUCIUILINHE
I1K-3 N-1nk-3 ®opmupyer | 3HaTh: Tect no pazneny 1 (TecrupoBanue)
METO/1bI 3amuThl | OcoOeHHOCTH Brinmonnenue u 3amuta nadoparopHoit padotsl 1 (JlabopaTopHas pabora)
uHpOpMAllMK W yMEET | UCIIOJIb30BAHUS BrimonHenue u 3amuTa JrabopaTopHoid paboTsl 2; 3amuTa pedepara
MPUMEHATH UX Ha MPAKTUKE | KpUNTOrpahuuecKux (JTaboparopnas paboTa)

METOJIOB 3aIUThI
nHGOpMaLUY TIPU PEIIEHUH
Pa3IMYHbIX TPUKIIAIHBIX
3aja4

Crnioco0sl ynpaBieHUst
KpUNOTOTpaprueCKUMH
KJIFOUYaMU U cepTHUPUKaTaMU
OTKPBITBIX KJIIOUEH;
CrniocoObl OCTpOEHUS
CUMMETPUYHBIX U
ACHMMETPUYHBIX
KpUNTOTpapHUUECKUX CUCTEM
CoBpeMeHHbIE TEXHOJIOTUN
CO3JIaHMsI MPOrPaMMHBIX
CPEICTB
KpUNOTOrpaguueckon
3aIuThl HH(OpMALIUU
YMers:

[Ipennarate MeTOBI U
CPEJCTBA MOBBIIICHHUS
nH(OPMaLMOHHON

BrimonHenue u 3amuTa JiabopaTopHOi paboThl 3; 3amuTa pacieTHOTO
3amanus (JIabopaTopHas padora)




0e30IMacHOCTH
KOMITHIOTEPHBIX CUCTEM U
ceTeil, OCHOBaHHBIC Ha
KpUNTOrpauIecKoi 3ammTe
uHpOopMaIU
Hcmonp30BaTh METOABI U
cpencTBa
KpUNTOorpaguIecKoi
3amUThl HHGOPMALIAN IS
CO3JaHHM 3aIUIIEHHOIO
AIIEKTPOHHOTO
JIOKYMEHT0000poTa
Hcnonns30BaTh METOOBI U
cpencTBa
Kpunrtorpaduueckoin
3aIUTHl HHOPMAITUU TIPH
oOecreyeHnu
MH(pOPMAaIMOHHOM
0e30macHOCTH
KOMITBIOTEPHBIX CHCTEM U
ceTei

I1K-3

N-2nk-3 [Tpencrasmnsier
pe3yIBTATHI aHaIM3a
COCTOSIHUS 3aIIUTHI JaHHBIX
U IIpeyIaraeT METObI 10 ee
YIYUIIEHUIO

3HaTh:

JlocToMHCTBA M HEOCTATKU
COBPEMEHHBIX
KpUNTOTPAPUIECKUX CUCTEM
TenaeHMu pa3BUTHS
KpUNTOrpapuuecKux
METOOB 3aIUThI
nHpopmanuu

Poccuiickue u
MEXIyHApOAHBIC CTAHIAPTHI
B o0NacTu
KpUNTOrpaguuecKux

Tect no pazneny 1 (TectupoBanue)

Brinonnenue u 3amnuta 1adboparopHoit padotsl 1 (JlabopaTopHas pabota)
BrinonHenue u 3amura 1abopatopHoit paboThl 2; 3amura pedepara
(JTaGoparopnas padoTta)

BrinonHenue u 3ammra 1abopaTopHON paboThI 3; 3alUTa PacYeTHOTO
3amanwus (JIlabopaTopnast pabora)




QJITOPUTMOB U TIPOTOKOJIOB
YMers:

Pa3pabaTriBaTh HOBBIC
Oe3omacHble
MH(pOPMAaLOHHbIE
TEXHOJIOTHH C
UCTOJIb30BaHUEM
KpUNTOrpaguueckux
METOIOB U CPEJICTB
Hcnonb3oBate nureparypy u
UCTOYHUKH ceT VHTepHeT
JUIS TIOJTy4eHUs
nH(OPMALIUY O CO3TaHIH
HOBBIX KPUNTOTrpadhuIecKuX
METOOB U CPEJICTB 3aIUTHI
nHpopmauu

Ornpenendars ey 1 3a1a4u
pa3pabOTKH HOBBIX METO/I0B
Y TIPOTPAMMHBIX CPEJICTB
KpUnTorpapuueckon
3aluThl HH(QOPMALIUY B
KOMIIBIOTEPHBIX CUCTEMAX U
ceTsax

AHanusupoBarb

3¢ PeKTUBHOCTH
UCIIOJIb3yEMBIX
KpUNTOrpaguuecKux
METOIOB U CPEJICTB 3aIUTHI
nHdopManuu




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. Tecr no pa3aeay 1

®opmbl peasuzanun: [TuceMennas padora

Tun KOHTPOJIBLHOT0 MeponpusaTHs: TecTupoBaHue

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa npoBeaeHnsi KOHTPOJIbLHOT0 Meponpusitus: [IpoBepka OTBETOB Ha BOIIPOCHI TECTA

KpaTkoe conep:kanue 3a1aHusi:
HOIIFOTOBKa OTBCTOB Ha KOHTpOHbHBIe BOHpOCBI

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3uare:  CnocoObl  HOCTpOEHUs 1.Yto nonumaercs noja KpunTorpapuueckum

CUMMETPUYHBIX 1 aCUMMETPUYHBIX IIPOTOKOJIOM?

KPUNTOTpapUIECKUX CHCTEM 2.Kakwue Bupl Kpuntorpau4eckux mpoTOKOIOB
CYLLIECTBYIOT?

3Harb: JlOCTOMHCTBA U HEAOCTATKU 1.Kakue BO3MOKHBI aTaki Ha KpUNTOrpaduyecKue

COBPEMEHHBIX IIPOTOKOJIBI?

KPUNTOTpapUIECKUX CHCTEM 2.Kakwue aTaky Ha Kpunrorpaduyeckue IpOTOKOIIBI
HauboJiee onacHbl?

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe svinonnenus 3adanus 6 npoyenmax: 90
Onucanue xapaxmepucmuxu 6binoIHeHus 3Hanus: JlaHbl IpaBUIIbHBIE OTBETH HE MEHEEe YeM Ha
90% BompocoB

Oyenka: 4
Huorcnuii nopoe sevinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu 6binoIHeHUs 3Hanus: JlaHbl IpaBUIbHBIE OTBETH HE MEHEEe YeM Ha
70% BompOCOB

Oyenka: 3
Huorcnuii nopoe evinonnenus 3a0anus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu 6binoIHeHus 3Hanus: JlaHpl IpaBUIbHBIE OTBETH HE MEHEE YeM Ha
50% BorpocoB

Oyenka: 2
Onucanue xapaxmepucmuxu binoineHus snanus: JlaHbl MpaBUIbHBIC OTBETH MeHee YeM Ha 50%
BOIIPOCOB

KM-2. BeinosiHeHHe 1 3a1IUTa JIa00paTopHOii padoTsI 1

®opmbl peanauzanuu: KomneiorepHoe 3a1anue

Tun koHTpoLHOrO MeponpusTus: Jlaboparopnas pabora

Bec koHTpObHOrO Meponpusitusi B BPC: 25

IIpoueanypa mnpoBeaeHMsl KOHTPOJBHOrO Meponpusitusi: IIpoBepka NpaBUIBHOCTH H
CaMOCTOSITENIbHOCTH BBITIOJHEHHUS J1a00paTopHOi paboThI |

KpaTKOQ CoA€CpKaHME 3alaHUA:




Metoabl 1 cpeacTBa ayTeHTH(PHKANMH 31eKTPOHHBIX JOKYMEHTOB

KoHTposibHbIe BONPOCHI/3aJaHUA:

3Hath: CmocoObl  ympaBieHUS 1.Kax MOryT OBITH MOJTy4€HBI HECKOJIBKO TOAIUCEH O/

KpunTorpaguueckuMu KIr4aMu U OJIHUM 3JIEKTPOHHBIM JIOKYMEHTOM?

ceptuduxaTamu OTKPBITHIX 2.Uto Takoe HeocropuMasi 3J€KTPOHHAs IOMUCH?

KJTFOUCH;

YMeTs: AHaNM3UpOBATH 1.Kak ucrnonp30BaTh KJIaCChl aCHMMETPUYHBIX

3¢ (HEeKTUBHOCTH HCII0JIb3yEMBbIX kpurnroanroputMoB DSA u RSA niisg Beruucienus u

KpUNTOrpauueckux MeETOJI0B U MIPOBEPKHU ANEKTPOHHON MOMTUCHU?

CPEJICTB 3alIUThl HPOPMAITUU 2.Kak ucnonp30BaTh 17151 BBIYUCIICHUS U TIPOBEPKHU
ANEKTPOHHOU MOJIIUCH KJ1acchl Kpunrorpaduu Ha
OCHOBE JUTMITUYECKUX KPUBBIX?

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmuxu evinoaneHus 3uanus: IlporpamMmma st mabopaTopHoi paboTsl 1
paboTaeT KOPPEKTHO U TIOJTHOCTHIO COOTBETCTBYET 33JJaHHIO.

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evinonneHus 3uanus: IlporpamMmma st mabopaTopHOi paboTsl 1
paboTaeT B OCHOBHOM KOPPEKTHO U MOJHOCTHIO COOTBETCTBYET 3a/IaHUIO.

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuku evinoaneHus 3uanus: IlporpamMmma st mabopaTopHOi paboTsl 1
paboTaeT B OCHOBHOM KOPPEKTHO, HO HE MTOJIHOCThIO COOTBETCTBYET 33/IaHHUIO.

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus snanus: IIporpamMmma ais nabopatopHoit paboTsl 1
paboTaeT HEKOPPEKTHO WIIH HE COOTBETCTBYET 3aaHHIO.

KM-3. BeinosiHeHue 1 3a1MTa JJadopaTopHoi padoTsl 2; 3amuTa pedepara

®opmbl peanusanun: CmentanHas popma

Tun koHTpoABLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHuss KOHTPOJbHOro wmeponpustus: 1. IlpencraBnenne otuera o
BBIMIOJIHEHUH J1a00paToOpHOil pabOThl M OTBETAaMH HAa KOHTPOJIbHBIE BOIPOCHL. 2. BeicTymienue c
JIOKJIaIOM U KOMIIBIOTEPHOM IIPE3EHTALUEN, OTBETHI HA BOIIPOCHL.

Kparkoe conepxanue 3a1aHus:
3anpoc 1 nosy4eHue ceprTu(PUKATOB OTKPBITHIX KII0Yei

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: OcobenHoctu 1.Kakue Buapl MOLIEHHNYECTBA IPU Pa3EIIEHUN CEKpETa
HCITOJIb30BaHUS BO3MOJKHBI M B YEM MOJKET 3aKIH0YAThCS 3aIATA OT HUX?
KpHUNTOrpaduyecKux METOI0B 2.Kak MoxeT ObITh OpraHu30BaH IM0JICO3HATENbHBIN
3aINATHI uH(popMalun pu KaHaJ 1js nepefadn KoHGuAeHIMaIbHOU nHdopMaun?
PELICHUHN Pa3iIuYHbIX MPUKIIATHBIX

3aj1a4

YMers: HMcnonp3oBarb METOABI U 1.Kak co3gate camononucanHblii cepTudukar?




CpeacTBa KpUNTorpapuieckoi 2.Kak npu BbI30Be mporpaMMbl makecert 3a1aroTcst
3alLUTHI uHpOpMaLIUU pu UMeHa CyObeKTa U M3/1aTelis oJay4aeMoro ceprudukara?
obecrieueHnn  WHGOPMAITMOHHON

0€30MacHOCTH KOMITBIOTEPHBIX

CHUCTEM U ceTeH

YMmetrs: Pa3pabareiBaTh  HOBBIC 1.Kak nmpocmoTpeTh HHPOpPMALIHIO, COACPIKALLYIOCS B
Oe3omacHbIe uH(pOpMaIMOHHBIC ceprudukare?

TEXHOJIOTUM C HCIIOJIb30BaHUEM 2.Kakue 1mrabinoHbl cepTH(PUKATOB TOMYCTUMBI TIPH
KpUNTOrpauueckux MeETOJI0B U rojiaye 3amnpoca cepTugukara B KOpIopaTuBHOM

CpeACTB yJIOCTOBEPSIONIEM IIeHTpe?

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmuxu 6binoineHus 3Hanus: 110JHbIE 1 TOYHBIE OTBETHI JaHBI HE MEHEE YeM
Ha 90% KOHTPOJILHBIX BOIPOCOB; pedepar 1 AOKIa MOTHOCTHI0 COOTBETCTBYIOT BHIOpAHHOI TeMe

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu 6blnoneHus 3Hanus: 110JHbIC 1 TOYHBIE OTBETHI JaHBI HE MEHEE YeM
Ha 70% KOHTPOJILHBIX BOIIPOCOB; pedepar 1 AOKIaJ COOTBETCTBYIOT BEIOpaHHOU TeMe

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu 6binoneHus 3Hanus: 110JHbIe 1 TOYHBIE OTBETHI JaHBI HE MEHEE YeM
Ha 50% KOHTPOJILHBIX BOIPOCOB; pedepar 1 JOKIIaJ COOTBETCTBYIOT BEIOPAHHOM TeMe

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus sHanus . I1onHbpie 1 TOYHBIE OTBETHI 1aHbI MEHEE YeM Ha
50% KOHTPOJILHBIX BOIIPOCOB WM pedepar u JOKIal He COOTBETCTBYIOT BEIOpAaHHON TeMe

KM-4. BoinosiHeHue 1 321U TA J1A00PaTOPHO padoThl 3; 3alIIUTA PACYETHOI0 3aJaHUS

®opmbl peajausanun: KomnsrorepHoe 3a1anue

Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTposbHoro meponpusitusi B BPC: 30

IIpoueaypa mnpoBegeHUsi KOHTPOJIbHOro MeponpusaTusi: 1. IlpoBepka paboTOCIOCOOHOCTH,
COOTBETCTBUSl 3aJaHHI0 M CaMOCTOSITEJIbHOCTH BBIIIOJIHEHUS MIpOrpaMMbl Ui JabopaTopHOM
pabotel 3. 2. IlpoBepka pabOTOCIOCOOHOCTH, COOTBETCTBUS 33aJaHMIO M CaMOCTOSTEIbHOCTU
BBIIIOJIHEHMS IPOIPaMMBI JUIsl pACYETHOTO 3aJaHusl.

Kpartkoe cogep:xkanue 3a1aHuA:
Mertonb! 1 cpecTBa CO3AaHUSA M HCMOJIH30BAHNS 3AIMIIEHHOT0 3JIeKTPOHHOT0
JAOKYMEHTO0000pOTAa ¢ MCIO0JIb30BAHMEM CePTU(PHKATOB OTKPBITHIX KJII0OYeil

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3Hatb: COBpPEMEHHBIE TEXHOJIOTUU 1.B yem HE0OX0AMMOCTh UCTIOIB30BaHUS CePTU(UKATOB
CO3aHMSI TPOTPAMMHBIX CPEJCTB OTKPBITHIX KJIIOUEH U YAOCTOBEPSAIOIINX IIEHTPOB?
KpUnrorpaduyeckon 3aIUTHI 2.Kakue BO3MOXHBI CIIOCOOBI OpraHU3aIMH ApXUTEKTYPHI
uH(popMalun YIOCTOBEPSIONINX IEHTPOB B HH(PpACTpyKType
OTKPBITBIX KJIIOUEn?
3HaTh: Poccniickue )51 1.Kakas unpopmarus conepxutcs B ceptudukare
MEXIYHapOAHbIE  CTaHIAPTHl B OTKPBITOTO KJIF0Ua B COOTBETCTBHHM €O cTaHgapTom X.509
obnactu KpunTorpauueckux ITU?

10




ITOPUTMOB U MPOTOKOJIOB

2.YT10 MOXET OBITh MPUIMHON OT3hIBA CEPTU(HUKATOB J10
HCTEUYEHHUS CPOKa UX JENUCTBUSA?

3HaTh: Tennennuun
KpUNTOrpaduyecKux
3aIUTH HHOPMAITUU

pa3BUTHUS
METOJI0B

1.Kakue cymecTByIOT BapuaHThI 3a1poca CepTU(HKATA B
YIOCTOBEPSIOIIEM LIEHTpe?

VYmMmers: Ucnonbp3oBaTh METOABI U

cpencTsa Kpunrorpaduueckoit
3aIIHUThI uHbOpMaIUu JUTSt
CO3JaHus 3aIIUILEHHOTO

3JICKTPOHHOT'O JIOKYMEHT0000pOTa

1.Kak B mporpamme npoBepUTh JEHCTBUTEILHOCTD
cepTU(HKaTa OTKPHITOTO Kitoya?

YMmers: Ilpemmaratb meToabl U
cpeiacTBa MOBBIIICHUS
nH(pOpMAIMOHHOW  GE301TaCHOCTH
KOMIIBIOTEPHBIX CHCTEM U CETEH,

OCHOBaHHBIC Ha
Kpunrorpaduyeckoi 3aIuTe
nHpopmanuu

1.Kak ucnonp3oBaTh B IporpaMme Kiacc s
BBITIOJTHEHUS CTAHIAPTHOTO JIMajora BeiOopa
cepruduKara B OreparmoHHON cucteme?
2.Kak ucnosp30BaTh B IporpaMme Kiace 1is
MIOCTPOCHHUS LIETIOUKH CePTHPUKAUU?

YwMmers: Mcnonb30BaTe auTeparypy
U UCTOYHUKU ceTu MHTepHer mis
HOJIyYEHUs uHpOpMaun 0
CO3/1aHUH HOBBIX
KPUNTOTpaQHUUECKMX METOAOB U
CPECTB 3aLIUThI HH(OPMAIHH

1.Kak ucmnonp30BaTh B MPOrpaMMe KJIACChl JJIs
XpaHWJIHILA CEPTUDUKATOB OTKPBITHIX KITFOUEH?

VYMmers: Omnpenenstb Uend U
3a7auu pa3paboTKu HOBBIX
METOHOB U IIPOTPAMMHBIX CpPEICTB
Kpunrorpaduyeckoi 3aIUThI
uH(pOpMallUd B KOMIBIOTEPHBIX
CUCTEMaX U CETAX

1.Kak ucnonp3oBaTh B IporpaMme Kiacc JJis
cepTuduKaTa OTKPHITOrO Kiiroua?

Onucanue MKaJbI OLleHUBAHUS:

Oyenka: 5

Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 90
Onucanue xapakmepucmuku gvinoanenus 3uanus: Ilporpamma juist rabopaTopHoit paboTs! 3
paboTaeT KOPPEKTHO U MOJTHOCTHIO COOTBETCTBYET 3a/IaHUIO; TPOrpaMMa JJisl pacyeTHOTrO 3a/laHus
paboTaeT KOPPEKTHO U COOTBETCTBYET 3a/IaHUIO

Ouenka: 4

Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
OnucaHnue xapaxmepucmuxu evlnoinenus 3Hanus: [Iporpamma uist 1abopatopHoit paboThI 3
paboTaeT KOPPEKTHO U COOTBETCTBYET 3aJJaHHIO; IpOrpaMMa Ul pacyeTHOro 3aJaHus paboTaeT
KOPPEKTHO ¥ B OCHOBHOM COOTBETCTBYET 3aJIaHUIO

Oyenxka: 3

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapakmepucmuxu evinoanenus 3uanus: Ilporpamma juist 1abopaTopHOi paboTs! 3
paboTaeT B OCHOBHOM KOPPEKTHO U COOTBETCTBYET 3a/IaHUIO; TPOrpaMMa JJIsi PACYETHOTO 3aJJaHuUs
paboTaeT B OCHOBHOM KOPPEKTHO M COOTBETCTBYET 3aJaHUIO

Oyenka: 2

Onucanue xapakmepucmuku 6blnoaHeHus 3uanus: 1IporpaMmsl Ai1s 1abopaTopHOi paboTel 3 u
pacyeTHOTo 3aaHusl paboTal0T HEKOPPEKTHO WM HE COOTBETCTBYIOT 33 JaHHIO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
8 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

1. 1. MoHsaTne 1 KnaccuduKaumsa Kpuntorpadpuyecknx NpPoTOKON0B.

2. OgHOBpEMEHHOE MOANNCAaHNE KOHTPAKTA.
IIpouexypa npoBeaenust

1. HOI[FOTOBKa IMUCBbMCHHOT'O OTBETA Ha BOIIPOCHI SK3aMCHAIITMOHHOI'O ousera. 2. YCTHBIA OTBET Ha
BOIIPOCHI 9K3aMCHAllMOHHOT'O ouera u AOITOJIHHUTCIIbHBIC BOIIPOCKHI OK3aMCHATOpa.

|. Ilepeuens komnemenyuil/unOUKamopo8 u KOHMPOILHBIX 60NPOCOB NPOBGEPKU PE3YbHAN 06
0CBOCHUA OUCUUNTUHDL

1. Komnerenunst/Uuaukarop: UJ1-1nk-3 @opmupyet MeTo bl 3aIUTH UHOOPMALIUK U yMEET
MPUMEHSATh UX HA MPAKTUKE

Bonpocel, 3a1anus
1. TpebGoBanus K pacupeeICHUIO KIIFOYEH U CIIOCOOBI €ro peain3auu
2.YmpaBieHue JOCTYIOM K YCTPOUCTBY C TUYHBIM (3aKPBITHIM) KIIFOUOM
3.PactipocTpanenue cepTu(HUKATOB U CIIMCKOB OTO3BAHHBIX CEPTU(DUKATOB
4.I'onocoBaHuE ¢ EHTPAIbHOM U30MPATEITLHON KOMUCCHEH
5.ATaka «4eJ0BEK NOCEPEANHE» U METObI 3alUTHI OT HEE

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUNA
1./Jlns1 9ero He MOXKET MPUMEHSATHCS PIEKTPOHHAS TIOJIIUCH “BCIICTTYIO”?
OtBeTsI:
s co3nanms M MCIOJIb30BAHMS JIEKTPOHHBIX HAJTMYHBIX
[ 3aBepeHnss HOTapUyCOM 3aKPBITHIX 3aBELaHUN
Jlns moanucy AOKYMEHTOB 0€3 3HaHUS €ro MOJHOTO COAEP KAHUS
Jlnis moanucu 10KyMEHTOB 0e3 3HaHMS 3aKpPBITOro KIF4a
Bepnpiii otBet: /s moanuicu JOKyMeHTOB 0€3 3HaHMsSI 3aKPBITOrO KJIoua
2./17151 4ero UCTOIb3YOTCS MPOTOKOJIBI C HYJIEBOU Nepeadel 3HaHUN ?
OTBeThI:
J1s mOATBEpKACHUSA NOAIUHHOCTH OTKPBITOTO KIIF0UYa IOJIb30BATENS
JI1s1 3auThl 3aKpBITOrO KIIF0Ya MOJIB30BaTeNs OT MEPEXBATa MPHU €ro Iepeaayde
Jlnis nokazarenbeTBa 00J1a1aHus 3aKPBITHIM KITIOUOM 0€3 ero nepeaadn
JIns1 ycnokHEeHMs OJTy4€HHUsI 3aKPhITOrO KITK0Ya MOJIb30BaTels U3 €r0 OTKPBITOTO KIIF04Ya
Bepusiit otBet: 1151 1oKa3zaTenbCTBa 00J1a1aHUS 3aKPHITHIM KIIIOUOM 0€3 ero nepeiadu
3.Kakoe TpeboBaHue HE IPEABSIBISAETCS K MPOTOKOJY K PACTIPEIEICHUIO KITFOUEH?
OtBeThI:
OrnepaTUBHOCTB pacnpeneaeHus
To4dHOCTE pacupenencHus
Kon¢unennuansHOCTh pacnpeensieMbIX Kitouei
AHOHUMHOCTB PaCIpeAEIAEMBbIX KIOYeH
BepHblil 0TBET: AHOHUMHOCTB PACTIPEAEISIEMBIX KIIFOUEH
4.YT0 HE OTHOCHUTCS K 3JIeMEHTaM UHPPACTPYKTYPHI OTKPBITBIX KIFOUEH?
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OTBeThI:
Cnucok 0TO3BaHHBIX CEPTUPHUKATOB
Y 10CTOBEPSOLIUI LEHTP
Peectp (penosutopuit) ceprudukaTron
ApxuB cepTH(PHUKATOB
Bepnsiii orBeT: CIMCOK OTO3BaHHBIX CEPTUPHUKATOB

2. Komnerenuuss/Muaukarop: N/1-2nk-3 lpeacrasiser pe3ynbTaTsl aHATH3a COCTOSHHS 3aLTUThI
JAHHBIX U MIPEAJIAraeT METOBI 10 €€ YIyUIICHUIO

Bomnpocel, 3axanus

1.2neKkTpoHHbIE IeHbI'H ¢ OOHAPYKEHUEM MOIICHHHUKA
2.BblunCiieHus C CEKPETHBIMU JIaHHBIMU

3.27eKkTpoHHAas MOANKUCH BCIICTYIO

4.IIpotokon ®uara-llamupa

5.06meH 3amudpoBaHHBIMU KIt09aMHu. JlemoHupoBaHue KIrodei

MaTepI/IaJ'[bI AJIS IPOBEPKHU OCTATOYHBIX 3HAHHUI

1.Kakas nnpopmarus He COAEPKUTCS B CePTUPHUKATE OTKPHITOTO Kiroda?
OTBeTHI:
Cepuitnbiii Ne ceptudukara
Wwmst uznatens ceprudukara
Hauano u okoHuaHue nepuoja AecTBus cepTuduKara
DNeKTpOHHAas NOJNUCH BiIajeNnblia cepTuduKaTa
BepHnblii oTBeT: DiieKTpoHHAsI MOAMKCH BIaAelblia cepTudukara
2.Yto noHMMaeTcs NoJ IeNOHUPOBAHUE CEKPETHBIX KIH0Yei?
OTBeTsI:
Coznianue ux pe3epBHbBIX KOMUN
Pa3znenenue kiro4ya Ha HECKOJIBKO YaCTEH, XPAHAILIUXCS Y Pa3HbIX JIUI
Ilepenaya Kiro4el rocy1TapCTBEHHBIM OpraHam
JlononmHuTENBHAS 3a1IUTA KITOYEH
Bepnpiit orBeT: Paznenenne kiroda Ha HECKOJBKO YacTeM, XPaHIIIMXCS Y Pa3HbIX JIUI]
3.071st yero mMpUMEHSIOTCS MTPOTOKOIIBI TPYIIBI 0OMeHa 3aiiuppOBaHHBIMH KIIFOUaMU
(Encrypted Key Exchange )?
OTBeTsI:
st ycnoskHEeHHS 3a71a4M 1o100pa mapoJist IpH MepexBare 3amu@poBaHHBIX COOOIICHHIA
Jlns reHepaiuu napbl aACMMMETPUYHBIX KITFOYEH U3 MapoiabHOi (pasbl
J11s 3a1IUTEl OTKPBITOTO KJIFOYA MOJIB30BATENSI ¢ TOMOIIBIO apOoJIs
JIs1 321U ThI 3aKPBITOTO KIIF0Ya MOJIb30BaTeNs ¢ TOMOILBIO TapoJIs
Bepwnsriit otBeT: [l ycnoxkHeHUs 3a1a4d 1oA00pa maposisi pu repexBaTe
3amu(pOBaHHBIX COOOIICHUN
4.B 4eM pa3HuUIla NOHATUN aJITOPUTMA U TPOTOKOJIA?
OTBeThI:
ANTOpUTM SIBIISIETCS KOHEUHOM MOCIIEI0BATEIbHOCTHIO IEUCTBUM, a TPOTOKOJI MOKET
BBITIOJTHATHCS OECKOHEYHO
AJNTOPUTM COCTOUT U3 OJJHO3HAUHO ONPEEICHHBIX JEHCTBHIA, a MPOTOKOI MOXKET BKIIIOUATh
HEOJHO3HAUHbIE JEHCTBUA
ANTOPUTM BBITIOJTHSAETCS] OJHUM HCIIOJIHUTENIEM, a B BBIMOJIHEHUH ITPOTOKOJIA yYacTBYeET OoJee
OJIHOU CTOPOHBI
DTO TOXKIECTBECHHBIC TTOHATHUS
BepHblit 0TBET: AITOPUTM BBINOJIHSAETCA OAHUM UCIOJHUTENEM, a B BBIIIOJHEHUN
MIPOTOKOJIa y4acTBYeT 00Jiee OAHON CTOPOHBI
5. 1514 9ero npuMeHsIeTCSl OTKPBITHIN KITF0Y B aCHMMETPUYHON Kpuntorpaduu?
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OtBeThI:
Jlnis mndpoBaHus 1aHHBIX U BBIYMCICHUS YJIEKTPOHHON MOANNCH
Jist mmdpoBaHus TaHHBIX U IPOBEPKH JICKTPOHHOM MOIITUCH
Jis pacmndpoBaHus JaHHBIX U BBIYMCICHUS JIEKTPOHHON MOANHUCH
st pacipoBaHus TaHHBIX U IPOBEPKHU dIEKTPOHHOH MOAMUCH
Bepusliit otet: s mmppoBaHUs JaHHBIX U IPOBEPKHU 3JIEKTPOHHOM MOATUCH
6.YTO OTHOCHUTCS K MPEUMYILECTBAM XPaHEHHS 3aKPBITOTO Kito4a B (aitie?
OTtBeTsI:
3aKpBITHINA KITFOY HE BBIXOAMT 32 TPAHUILIBI YCTPOHCTBA, HA KOTOPOM XPAHUTCS (aiii
B03MOXHOCTB IPAMOI0 KOHTPOJIS [TOJIB30BATENS 38 CBOUM 3aKPBITHIM KIOYOM
Bo03MOXHOCTH MCIIOJIB30BaHUS JIETKO 3aIIOMMHAEMOT'0 MapoJisl I 3alUThl 3aKPHITOrO KIIt0ua
[TpuMeHeHHe 3aKpBITOrO KJIK04Ya AJIs BBIIOJHEHUS KpUITOrpaduyeckux onepanuii B
OTIEPATUBHOM MaMsATH KOMITbIOTEPA (MOOMIBHOTO YCTPOKCTBA)
BepHnblii oTBeT: BO3MOKHOCTB IPSAAMOr0 KOHTPOJIA MOJIb30BATEINS 3d CBOUM 3aKPBITBIM
KJIFOUOM

11. Onucanue wikanvt ouenusanus

Ouyenxa: 5
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmuku 6blnoneHus 3uanus: 1paBuIbHbIE OTBETHI JaHBI HE MEHEE YeM Ha
90% BompocoB

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuku 6blnoneHus 3uanus: 1paBuIbHbIE OTBETHI JaHBI HE MEHEE YeM Ha
70% BompocoB

Oyenka: 3
Huosicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu 8binoaHeHus 3nanus: 11paBuiIbHbIE OTBETHI JaHBI HE MEHEe YeM Ha
50% Bompocos

Oyenka: 2
Onucanue xapaxmepucmuxu 8vinoxeHus sHanus: 1lpaBunbHbIe OTBETHI JaHbI MeHee 4yeM Ha 50%
BOTIPOCOB

II1. IIpaguna évicmaenenusn umo2o60i OUeHKU no Kypcy

Ouenka ompenensieTcsi B COOTBETCTBUU ¢ [lomokeHneM o OaIbHO-PEUTHHTOBOM CHUCTEME ISt
crynentoB HUY «MOW» Ha 0CHOBaHMU CEMECTPOBOM U SK3aMEHALIMOHHON COCTaBIISIOIINX
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