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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OneHouHble MaTepuabl 0 JUCHMIUIMHE BKIIOYAIOT OLEHOYHBIE CPEJICTBA AJIS IPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-3 CiocoGeH BBINOIHATh aHAJIM3 U PA0O0THI IO 3aIUTEe HHPOPMALIUH
NJI-1 ®opmupyeT METOIbI 3alIUTHl UH(OPMAIIMK U YMEET IPUMEHSTh UX Ha MPAKTHKE
N/-2 [lpeacraBasieT pe3yabTaThl aHAIM3a COCTOSIHUS 3alIUThl JAHHBIX U MIPEIJIaracT METO bl
110 €€ YIIyYLICHUIO

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzanuu: KoMrnbroTepHOE 3a/1aHKE
1. BemmonaeHue u 3anura tabopatopHoit padbotsr 1 (JlaboparopHas paboTta)
2. BeinosiHeHMe U 3amuTa 1a00paTOpHOH paboThI 3; 3alllMTa paCUEeTHOTO 3aaHUs
(JTaboparopuas padoTta)

dopma peanuzanuu: [TuceMenHas padota
1. Tect no paszneny 1 (TectupoBanue)

®opma peanuzarun: CmemanHas Gopma
1. BrimonHeHue u 3amuTa JiabopatopHoii paboThl 2; 3ammTa pedepara (JlaboparopHas
paborta)

BPC nucuuminHbl

8 cemecTp

IlepeyeHb KOHTPOJIBHBIX MeEPONPHATHI TEKYIIEro KOHTPOJAS YyCNeBaeMOCTH IO

AUCUHUIINHE:

KM-1 Tecr no paszneny 1 (TectupoBanue)

KM-2 BemonHerue u 3anmTa 1adoparopHoii padotsl 1 (JJaboparopras pabota)

KM-3 Beinonnenue u 3amura 1abopaTopHoit paboThl 2; 3ammra pedepara (JlaboparopHas pabota)

KM-4 Bemonnenue u 3amura 1adbopaTopHoit paboThl 3; 3anuTa pacueTHoro 3ananus (JlabopaTopHas
paborta)

Bujx npomexyTo4HOI aTTecTalu — JK3aMeEH.

Beca KOHTpOIbHBIX MeponpusATHil, %o
Nunexc KM-1 | KM-2 | KM-3 | KM-4
Paznen nucuumHb
KM:
Cpok KM: 4 7 11 14
OCHOBHBIE TIOHATHS U KJIacCU(UKAIUSA KpUNITOrpadhUIeCKUX
IIPOTOKOJIOB




OcHoBHbBIE OHATHA U KJIaccuPUKAIUI KpUITOrpadhuyecKux

+

MIPOTOKOJIOB
[IpoTokombl pactpeeeHus KIYeH 1 ayTeHTU(DUKAITUN
[TpoTokombl pactpeeeHus KIYeH 1 ayTeHTU(DUKAITAN +
[IpoTokombl pazneneHus cekpera, IpeacKa3anus u
TOJIOCOBaHUS
[IpoTokombl pazneneHus cekpera, IpeacKa3anus u + +
TOJIOCOBaHUS
Kpunrorpaduueckue MeTo 161 B UHOPACTPYKTYpPE OTKPHITHIX
KJIIouei
Kpunrorpaduueckne MeTo 161 B UHOPACTPYKTYPE OTKPHITHIX +
KJIIouei

Bec KM: 20 25 25 30




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3yabTaThl  OOydeHHs 10
JUCIUILINHE
I1K-3 N-1nk-3 ®opmupyer | 3HaTh: KM-1 Tect no pazgeny 1 (TectupoBanue)
METO/IBI 3amuThl | CoBpeMenHsbie TexHonorun | KM-2 Brinonnenue u 3ammura nabopatopHoit pabots 1 (JlabopaTophas
uHpOpMallMK W yMEET | CO3JaHUs MPOTPAMMHBIX pabora)
MPUMEHSTh UX Ha MIPAaKTHUKE | CPE/ICTB KM-3 Brinonnenue u 3amura 1adopaTopHoil paboThl 2; 3ammra pedepara
KpUNTOTpaPuIecKoit (JTaboparopnas padota)
3a1uThl HH(GOpMALIUN KM-4 Brinonnenue u 3amura 1adopaTopHoit paboTsl 3; 3amura
CrniocoOsbl ocTpoeHust pacuerHoro 3aaanus (JlabopaTopHas pabora)
CUMMETPUYHBIX U
ACHMMETPUYHBIX
KpUNTOTpapUUECKUX CHCTEM
OcobenHoctu
UCIOJIb30BAHUS
KpUNTOTrpapUUECKUX

METOJIOB 3aIUThI
nH(pOpMaLIUY IPU PEILICHUU
Pa3IUYHBIX MPUKIIAJTHBIX
3aja4

CriocoOb! ynpaBieHus
KpunTorpaguueckumMu
KIII0YaMU ¥ cepTuduKaTamu
OTKPBITBIX KJIFOYEH;

YMeTs:

[Ipennarate MeTOBI U
CPEJCTBA MOBBIIICHHUS
nH(OPMaLMOHHON




0e30IMacHOCTH
KOMITHIOTEPHBIX CUCTEM U
ceTeil, OCHOBaHHBIC Ha
KpUNTOrpauIecKoi 3ammTe
uHpOopMaIU
Hcmonp30BaTh METOABI U
cpencTBa
KpUNTOorpaguIecKoi
3amUThl HHGOPMALIAN IS
CO3JaHHM 3aIUIIEHHOIO
AIIEKTPOHHOTO
JIOKYMEHTO0000pOoTa
Hcnonns30BaTh METOOBI U
cpencTBa
Kpunrtorpaduueckoin
3aIUTHl HHOPMAITUHU TIPH
oOecreyeHnu
MH(pOPMAaIMOHHOM
0e30macHOCTH
KOMITBIOTEPHBIX CHCTEM U
ceTei

I1K-3

N-2nk-3 [Tpencrasmnsier
pe3yIBTATHI aHaIM3a
COCTOSIHUS 3aIIUTHI JaHHBIX
U TIpeJyIaraeT MEeTO/bI 10 ee
YIYUIIEHUIO

3HaTh:

Poccuiickue n
MEXIyHApOAHbIE CTAHIAPTHI
B o0JracTu
KpUnTorpaguueckux
ITOPUTMOB H MIPOTOKOJIOB
JlocTonHCTBa U HEAOCTATKH
COBPEMEHHBIX
KpUNTOrpaQuuecKux CHCTEM
TeHnaeHIu pa3BUTUSA
KpunTorpaguueckux
METO/IOB 3aIMUTEI

KM-1 Tecrt no pazaeny 1 (TectupoBanue)

KM-2 Brimonaenue u 3amnuta jiaboparopHoii padotsl 1 (JlabopatopHas
paborta)

KM-3 Berinonaenue u 3amnura JiabopatopHoit paboThl 2; 3ammuTa pedepara
(JTabopaTopnas pabora)

KM-4 BrimonHeHue u 3ammTa J1adbopaTopHOi paboThl 3; 3ammra
pacuetHoro 3ananus (Jlaboparopnas pabota)




uHpOopMaIU

YMers:

Pa3pabatpiBaTh HOBBIC
Oe3omacHble
nH(pOpPMAaIOHHbIE
TEXHOJIOTHH C
UCTOJIb30BaHUEM
KpUNTOrpaguueckux
METOIOB U CPEJICTB
Hcnonb3oBate nureparypy u
UCTOYHUKH ceT VHTepHeT
JUIS TIOJTy4eHUs
nH(OPMALIUY O CO3TaHIH
HOBBIX KPUNTOTrpadhuIecKuX
METOOB U CPEJICTB 3aIUTHI
nHpopmauu

Ornpenendars ey U 3a/1a4u
pa3pabOTKH HOBBIX METO/I0B
Y TIPOTPAMMHBIX CPEJICTB
KpUnTorpapuueckon
3aluThl HH(QOPMALIUY B
KOMIIBIOTEPHBIX CUCTEMAX U
ceTsax

AHanusupoBarb

3¢ PeKTUBHOCTH
UCIIOJIb3yEMBIX
KpUNTOrpaguuecKux
METOIOB U CPEJICTB 3aIUTHI
nHdopManuu




II. Cooeparcanue ouenounvix cpeocme. Lllkana u Kpumepuu oyeHUGAHUA
KM-1. Tecr no pa3aeay 1

®opmbl peasuzanun: [TuceMennas padora

Tun KOHTPOJIBLHOT0 MeponpusaTHs: TecTupoBaHue

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa npoBeaeHnsi KOHTPOJbLHOT0 Meponpusitusi: [IpoBepka 0TBETOB Ha BOIIPOCHI TECTA.

KpaTkoe conep:kanue 3a1aHusi:
HOIIFOTOBKa OTBCTOB Ha KOHTpOHbHBIe BOHpOCBI

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3arIaHMpOBaHHBIE  pe3yNbTaThl 00y4eHuss 1o | Bompocel/3amanus asis mpoBepKu
JUCLUIIIINHE

3nath: CrnocoObl MOCTPOEHUS CUMMETPUYHBIX H 1.Yto mmoHMMAaeTCcs o
ACUMMETPUYHBIX KPUNITOTPa(QUUECKUX CUCTEM KpUNTOrpauuIecKuM IpOTOKOIOM?
2.Kakue Buabl KpUnTorpadguyecKkux
MIPOTOKOJIOB CYIIECTBYIOT?

3HaTh: JlOCTOMHCTBA M HEIOCTATKHA COBPEMEHHBIX 1.Kakue BO3MOXKHBI aTaki HA
KpUNTOrpapUuecKux cucTeM KpunTorpaduueckue mpoToKoIbI?
2.Kakue araku Ha Kpuntorpaduueckue
MIPOTOKOJIBI HanboJIee ONacHbI?

OnucaHue MKAJbI OlleHUBAHUS:

Oyenxa: 5 («OTIIMYHOY)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 90
Onucanue xapaxmepucmuxu 6binoIHeHus 3Hanus: JlaHbl IpaBUIIbHBIE OTBETH HE MEHEe YeM Ha
90% BompocoB

Oyenxa: 4 («XOpOILIO»)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu 6binoIHeHus 3Hanus: JlaHpl IpaBUIbHBIE OTBETHI HE MEHEE YeM Ha
70% BoTmpOCOB

Oyenka: 3 («yIOBIETBOPUTEIIEHO)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapakxmepucmuxu 6bIn0JIHeHUs 3Hanus: JlaHbl IPaBUIIbHBIE OTBETHI HE MEHEE YEM Ha
50% BormpocoB

Oyenka: 2 («HEyJOBIETBOPUTEIHHOY)
Onucanue xapakmepucmuku 6blnoIHeHUs 3Hanus: JlaHbl IpaBUIbHBIE OTBETHI MeHee yeM Ha 50%
BOIIPOCOB

KM-2. BeinosiHeHHe ¥ 3a1IUTA JIA00paTOpPHOI padoTsI 1

®opmbl peanuszanuu: KoMmnsioTepHoe 3aqanue

Tun koHTpoLHOrO MeponpusTus: Jlaboparopnas pabora

Bec koHTpOBbHOrO Meponpusitusi B BPC: 25

IIpoueaypa mnpoBeaeHMs KOHTPOJBHOrO Meponpustusi: IIpoBepka NpPaBUIBHOCTH H
CaMOCTOSITENIbHOCTH BBIIIOJIHEHUS J1a00paTopHOi paboThI 1.




KpaTkoe conep:kanue 3a1aHus:

Metoabl M cpecTBa ayTeHTU(PUKALMH 3J1eKTPOHHBIX TOKYMEHTOB

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3arIaHupOBaHHBIE PE3YNbTaThl O0YyYEHHS 110
JMCIUIIIIMHE

Bomnpocsl/3aganust a71si IpoBEpKU

3HaTh: Crioco6b1 yIIpaBJICHUS
KpUnTorpapuIecKuMu KITI0OYaMH u
cepTU(HUKATAMU OTKPBITHIX KIIIOYEH;

1.Kak MoryT OBITH IIOJy4€HBI HECKOJIBKO
HOJIKCEN MO/ OHUM 3JIEKTPOHHBIM
JIOKYMEHTOM?

2.YTo Takoe HeocropuMasi JIEKTPOHHAs
HOJNNCH?

YMerh:  AHanmu3upoBaTth  A(PPEKTUBHOCTH
UCTIONTB3YEMBIX KpUNTOrpaQuaecKux
METOIOB ¥ CPEJICTB 3aIUThl HHPOPMALIUU

1.Kak ncnosnp30BaTh Kiaacchl aCUMMETPUYHBIX
kpunToanroputMoB DSA u RSA nns
BBIUUCIICHUS U IPOBEPKHU AIIEKTPOHHOMN
noanucu?

2.Kak ucnonb30Bath 1711 BBIYMCICHUS U
IIPOBEPKHU AJIEKTPOHHOM MOJIIMCH KJIACChI
KpUNTOrpa(guu Ha OCHOBE JUIMITHYECKUX
KPUBBIX?

Onucanne MKAJbI OIIEHUBAHUS

Oyenxa: 5 («OTIINYHOY)
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmuxu evinoanenus 3nanus: IporpamMmma st mabopaTopHOi paboTsl 1
paboTaeT KOPPEKTHO U TIOJTHOCTHEO COOTBETCTBYET 33JJaHHIO.

Oyenxa: 4 («XOpoILI0»)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evinonneHus 3uanus: IporpamMmma st mabopaTopHO# paboTsl 1
paboTaeT B OCHOBHOM KOPPEKTHO U MOJHOCTHIO COOTBETCTBYET 3a/IaHUIO.

Oyenka: 3 («yIOBJICTBOPUTEIHHOY)
Huosicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu 8blnoaHenus snanus: IIporpaMma Juis 1abopaTopHOH padboTs! 1
paboTaeT B OCHOBHOM KOPPEKTHO, HO HE MOJHOCTBIO COOTBETCTBYET 3a[aHUIO.

Oyenka: 2 («HEYJTOBJIETBOPUTEITHEHOY)
Onucanue xapakmepucmuku evinonnenus 3uanus: IlporpamMma st mabopaTopHO# paboTsl 1
paboTaeT HEKOPPEKTHO WIIM HE COOTBETCTBYET 3aJJaHHIO.

KM-3. BeinosiHeHue 1 3a1MTa JJadopaTopHoi padoTsl 2; 3amuTa pedepara

®opmbl peanusanun: Cmentannas Gopma

Tun koHTpoABLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTposbHOro meponpusitusi B BPC: 25
Ilpoueaypa mnpoBegeHUs] KOHTPOJIbLHOIO

meponpustus: 1. IlpencraBnenue otuera o

BBIMOJTHEHUH J1a00paToOpHOil paboThl M OTBETAaMH HAa KOHTPOJIbHBIE BOIPOCHL. 2. BeicTyruieHue c
JIOKJIaZIOM U KOMIIBIOTEPHOM NPE3eHTALUEN, OTBETHI HA BOIIPOCHI.

KpaTlcoe CoA€cpKaHME 3alaHUA:

3anpoc 1 nosy4eHue cepru(PUKATOB OTKPBITHIX KII0Yei

KoHTpoJibHbIe BONIpochl/3aJaHUA:




3ammaHUpOBaHHbIE pe3yNabTaThl 00ydeHusi 1o | Bormpockl/3aganus nis NpoBepKu
JTUCHUTIIINHE

3HaTh: OcobenHoctH HMCHOJIb30BaHUS 1.Kakue BHIbI MOIIIGHHUYECTBA ITPU
KpunTorpaguueckux METOIOB 3aIIUTHI pa3AeIeHUU CEKPETAa BOSMOXKHBI U B YEM
uHpopmanuu npu peleHnn pa3IUYHBIX MO>KET 3aKJIFOYAThCS 3alIuTa OT HUX?
MPUKJIAJHBIX 3a1a4 2.Kak MokeT ObITh OpraHu30BaH

MIOJICO3HATENIbHBINA KaHAIT JIJIS TIepelavn
KOH(MUICHIMATBLHOM nHopManun?

YMmers: Hcnonp3oBaTh METOJABI M CpPENCTBa 1.Kak co3mate camMomogncadHbIN

Kpunrorpaguyeckond 3ammTbl HHPOPMALUU TPU ceptudukar?

obecrieueHnn MHGOPMAITMOHHONW 0O€30MacHOCTH 2.Kak npu BbI30Be mporpaMmmMbl makecert

KOMITBIOTEPHBIX CUCTEM U CETEH 3a/1al0TCsl UMEHA CyObeKTa U U3aaTelis
oJTy4aemMoro ceprudukara?

VYmerb:  Pa3pabarbiBath  HOBbIE  O€30IMacHBIC 1.Kak nmpocmoTpeTs HHpOpMAIHIO,

WH(pOpPMaIMOHHBIE TEXHOJIOTHH C UCITOIh30BaHUEM coJieprKallyrocs B cepTudukare?

KpUNTOrpauuecKux METOAO0B U CPEICTB 2.Kakue mraGioHsl cepTH(PUKATOB

JOIIyCTUMBI IIPY I10J1a4€ 3arpoca
ceprudukaTa B KOpopaTUBHOM
YZIOCTOBEPSIIOLIEM LIEHTpe?

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 90
Onucanue xapaxmepucmuxu 6vinoineHus snanus: [1onHbIe 1 TOUHBIE OTBETHI IaHBI HE MEHEe YeM
Ha 90% KOHTPOJIBHBIX BOIPOCOB; pedepar 1 JOKJIA MOJTHOCTHIO COOTBETCTBYIOT BEIOPAHHOM TEMe

Oyenka: 4 («xX0OpoIIO»)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 0
Onucanue xapaxmepucmuxu 6vinoineHus sHanus: I1omHbIe 1 TOYHBIE OTBETHI IaHBI HE MEHEE YeM
Ha 70% KOHTPOJBHBIX BOIIPOCOB; pedepaT U JOKJIal COOTBETCTBYIOT BEIOpAaHHON TeMe

Oyenka: 3 («yI0OBIETBOPUTEIEHO)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 50
Onucanue xapakmepucmuku eolnoanenus 3uanus: 1101HbIe 1 TOYHbIE OTBETHI JaHbI HE MEHEE YeM
Ha 50% KOHTPOJBHBIX BOIIPOCOB; pedepaT U JOKJIal COOTBETCTBYIOT BEIOpAaHHON TeMe

Oyenka: 2 («HEyJOBIETBOPUTEIHHOY)
Onucanue xapakmepucmuxu 8binoaHeHus 3nanus: 11oiHbIe 1 TOYHBIE OTBETHI JaHBI MEHEE YeM Ha
50% KOHTPOJIBHBIX BOIIPOCOB WK pedepar 1 JOKIaa HE COOTBETCTBYIOT BRIOpaHHON Teme

KM-4. BeinosiHeHHe W 321IATA JJA00PATOPHOM PadoThI 3; 3aIMTA PacYeTHOIO 3aaHus

®opmbl peanuzanuu: KomneiorepHoe 3a1anue

Tun koHTpoLHOrO MeponpusTus: Jlaboparopnas pabora

Bec koHTposbHOr0 Meponpustusi B BPC: 30

IIpoueaypa mnpoBedeHUsi KOHTPOJBLHOro Mmepompusitusi: 1. IIpoBepka pabOTOCIIOCOOHOCTH,
COOTBETCTBHUS 3a/laHUI0 M CAMOCTOSITEIbHOCTH BBINOJIHEHHUSI TMPOrpaMMbl s J1abOpaTOpPHOM
paboter 3. 2. IlpoBepka pabOTOCTIOCOOHOCTH, COOTBETCTBHSI 3aJIaHUI0 W CAMOCTOSITEIHHOCTH
BBITOJIHEHUS TPOrPaMMBI JUIsl pACYETHOTO 3a/IaHHsL.

Kparkoe cogepxkanue 3agaHus:
Merozsl 1 cpeacTBa CO3AaAHUA U MCIO0Jb30BAHUSA 3aLIUIIEHHOI0 YJIEKTPOHHOI'0
AOKYMEHTO0000pOTa ¢ HCI0JIb30BAHNEM CePTH(PHUKATOB OTKPHITHIX KJIIOYEH
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KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3arIaHUpOBaHHBIE  PE3yNbTaThl  OOY4YeHHs 11O
JUCLUIUINHE

Bomnpocsl/3aganust st IpoBEpKU

3nate: COBpEMEHHBIE TEXHOJOTHMH  CO3JaHHS
IOPOTPaMMHBIX ~ CPEACTB  KPHITOrpadHyuecKoil
3alUThl HHQOPMAIHH

1.B ueM HEOOXOAUMOCTh
HCITOJIB30BaHUS CEPTU(DUKATOB
OTKPBITBIX KITFOYEH U YIOCTOBEPSIFOIINX
LIEHTPOB?

2.Kakue BO3MOKHBI CITOCOOBI
OpraHu3aIuu apXUTEKTYPBI
YIOCTOBEPSIONINX IIEHTPOB B
HH(PPACTPYKTYpE OTKPBITHIX KIHOUEH?

3uHatb: Poccuiickue M MeXIyHapOJIHbIE CTaHIAPThI
B o0ylacTM KpunTorpapuueckux ajiropuTMOB MU
IIPOTOKOJIOB

1.Kakast nHpOpMaLus COAECPIKUTCS B
cepTU(HUKaTe OTKPHITOTO KJIOYa B
COOTBETCTBUU cO cTanaapTom X.509
ITU?

2.Yto MoxkeT ObITh IPUYUHOMN OT3bIBA
cepTU(UKATOB J0 UCTEUECHUS CPOKA UX
IENCTBUA?

3uarh: TeHneHIUu pa3BUTHUSL KPUNTOrpaPUUECKUX
METOJIOB 3aIIUTH HHPOpPMAIHH

1.Kakue cyniecTByrOT BapuaHThI
3armpoca ceprudukara B
yJIOCTOBEPSIOLIEM LIEHTpe?

VYwmers: MHcnonb3oBarb METOABI M CpEICTBa
KpunTorpaguueckoil 3ammThl HHPOpPMAIUHU IS
CO3JaHus 3aIIHIIEHHOIO IEKTPOHHOI'O
JIOKYMEHT0000poTa

1.Kak B mporpamme npoBepUThH
JeMCTBUTEIIBHOCTD CepTH(UKaTa
OTKPBITOTO KJIto4a?

VYmers:  Ilpemmarate MeToAasl M CpeICTBa
HOBBILIEHUST ~ MH(POPMALMOHHON  0€3011aCHOCTH
KOMITBIOTEPHBIX CHCTEM M CETEH, OCHOBAaHHBIE Ha
KpUnrorpaduueckoi 3amure HHGOpMaIH

1.Kak ucnonp30oBaTh B Iporpamme Kjacc
JUIS BBITTOJIHEHUSI CTAaHIAPTHOTO Jiajiora
BbIOOpA cepTU(dUKaTa B ONIEPALIMOHHON
cucreme?

2.Kak ucnosnp30BaTh B Iporpamme Kjacc
JUISI TIOCTPOEHUS LIETIOYKU
ceptuduxanumn’?

YmMerp: Hcnonb3oBaTh JIUTEpaTYypy M HCTOYHUKHU
cet VHTepHeT nans mosyuyeHuss HHGOpPMALUU O
CO3/IaHMM HOBBIX KPUNTOTpauuecKuX METOJO0B U
CPEJICTB 3alUThl HHOPMAIUU

1.Kaxk ucnonb30BaTh B Iporpamme
KJIaCChI JJIs1 XpaHUJIHILA CEpTU(UKATOB
OTKPBITBIX KIIOUei?

VYmers: Onpenensats LeAd U 3a7add pa3pabOTKU
HOBBIX METOJIOB U  MPOTPAaMMHBIX  CpEICTB
KpUnrorpaguuecko 3amuTsl  HMHGOpMAIMU B
KOMIIBIOTEPHBIX CUCTEMAX M CETAX

1.Kak ucnonb30BaTh B IporpaMme KJacc
JUTs cepTH(UKaTa OTKPBITOTO Kito4a?

Onucanue MKaJbl OLICHUBAHUA:

Oyenxa: 5 («OTIIMYHOY)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 90
Onucanue xapakmepucmuku einoanenus 3uanus: Ilporpamma juist rabopaTopHoit paboTs! 3
paboTaeT KOPPEKTHO U TIOJTHOCTBIO COOTBETCTBYET 3aJJaHHIO; TPOrpamMMa JJIsl pacueTHOTO 3adaHuUs
paboTaeT KOPPEKTHO U COOTBETCTBYET 3aaHHIO

Oyenka: 4 («xX0OpoII0»)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 0
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Onucanue xapakmepucmuxu evbinoaneHus 3uanus: Ilporpamma it 1abopaTopHOi paboTs! 3
paboTaeT KOPPEKTHO U COOTBETCTBYET 3a/1aHUI0; IPOTrpaMMa Ul pacueTHOTrO 3a/1aHus paboTaer
KOPPEKTHO ¥ B OCHOBHOM COOTBETCTBYET 3aJJaHHIO

Oyenka: 3 («yIOBICTBOPUTEIHHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakxmepucmuku 6binoneHus 3uanus: Tporpamma Juist 1abopaTopHO# paboThI 3
paboTaeT B OCHOBHOM KOPPEKTHO M COOTBETCTBYET 3aJJaHUIO; TPOrpaMMa JJIsi pacueTHOTO 3aaHus
paboTaeT B OCHOBHOM KOPPEKTHO M COOTBETCTBYET 3aaHUIO

Oyenxa: 2 («HEyIOBIETBOPUTEIILHO)
Onucanue xapaxmepucmuku 8binoaHeHus sHanus: IIporpaMMel ais mabopatopHoit paboTel 3
pacyeTHOro 3aJaHus paboTalT HEKOPPEKTHO UM HE COOTBETCTBYIOT 33/1aHUIO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
8 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

1. 1. MoHsAThe 1 KnaccudUKaumsa KpnTorpadryecknx NPoTOKOOB.

2. OgHOBpEMEHHOE MOANNCAaHNE KOHTPAKTA.
IIpouexypa npoBeaenust

1. HOI[FOTOBKa IMUCBbMCHHOI'O OTBE€TA Ha BOIIPOCHI 3K3aMCHAITUOHHOI'O ourera.
2. YCTHBIM OTBET Ha BOIIPOCHI OK3aMCHAIITMOHHOI'O ounera u JOIOJIHUTCIIbHBIC BOIIPOCHI
OK3aMCHATOpA.

L. Ilepeuenv Komnemenyuit/uHOUKAMOPoO8 u KOHMPOALHBIX 60NPOCOB NPOGEPKU PE3YTbIANO8
0C80eHUA OUCUUNTUHDL

1. Komnerenuusi/Muaukarop: N/I-1nk-3 Popmupyer MeTobl 3aIUTH HHOOPMAIMHA U yMEET
IPUMEHSTh UX Ha IPAKTUKE

Bomnpocel, 3axanus
1. TpebGoBaHus K pacnpeieeHUI0 KI4el 1 CIocoObl €ro pean3alun
2.YupaBieHue JOCTYIOM K YCTPOUCTBY C JIMYHBIM (3aKPBITHIM) KIIIOUOM
3.PacnipocTpanenue cepTu(UKaTOB U CIIUCKOB OTO3BAaHHBIX CEPTU(PHUKATOB
4.T'onocoBaHue C LIEHTPAJIIbHON U30MpaTeNbHON KOMUCCUEN
5.ATaka «4enoBeK NOCEPEMHE» U METO/IbI 3alllUTHI OT Hee

Matepuaibl 1/151 IPOBEPKH OCTATOYHBIX 3HAHUM
1./l yero He MOXKET IPUMEHSTHCS AIEKTPOHHAS MOAMKCH “BCIEMY0”?
OTBeTHI:
Jlig co3nanyst U NCIIOJIb30BaHUs DJIEKTPOHHBIX HATMYHBIX
Jl1s 3aBepeHuss HOTapUyCOM 3aKPBITHIX 3aBEIIaHUI
Jis moanucu 10KyMeHTOB 0€3 3HaHHUs €ro MOJIHOTO COJepKAHUs
Jns moanucy AOKYMEHTOB 0€3 3HaHUS 3aKPbITOrO KIloua
Bepusliit otBet: 1 moAnucu J0KyMEHTOB 0€3 3HaHHUS 3aKPBITOTO KIIH0Ya
2.J1J1s 9eT0 HCIIONB3YIOTCSI IPOTOKOJIBI C HYJICBOW Tiepeadyell 3SHaHuH ?
OTBeTsI:
Jls moATBepKA€HUS MOJTMHHOCTH OTKPBITOTO KJIH04a M0JIb30BaTeNs
JI1s 3a1UTEl 3aKpBITOTO KIIIOUYA TOJIB30BATENS OT IIepeXBaTa IpH €ro nepenade
Jlns nokazaTtenbcTBa 00J1aAaHNS 3aKPBITHIM KIIFOUOM 0€3 ero nepeaadu
Jl1 ycrnoskHEeHHs MOJIy4€HUs 3aKPhITOrO KIF0Ua M0JIb30BaTels U3 €ro OTKPBITOrO KIlroua
Bepwnsriit oteT: [l mokazatenbcTBa 001a1aHus 3aKPBITHIM KITFOYOM 0€3 €ro mepenadn
3.Kakoe TpeGoBaHue HE PEIbIBIAETCS K IPOTOKOIY K paclpeeIeHUIO KII0Yen?
OTtBeTHI:
OnepaTuBHOCTB pacupeaesIeHUs
TouHOCTE pacnpeneneHus
KoHdpuneHmaapHOCTh pacrpeenseMblX Kirouei
AHOHUMHOCTB pacIpeiesieMbIX KIden
BepHblii 0TBET: AHOHUMHOCTB PaclpeAeIsieMbIX KI0YeH
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4.YTo HE OTHOCHUTCS K 3JIeMEHTaM HHPPACTPYKTYPBl OTKPBITHIX KIIIOUYeH?
OtBeTsI:

Crucok 0TO3BaHHBIX CepPTU(UKATOB

VY nocroBepsArOUni LIEHTP

Peectp (peno3uTtopmii) cepTrudukaToB

ApxuB cepTH(PUKATOB
Bepusiit otBeT: CriCOK OTO3BaHHBIX CEPTU(UKATOB

2. Komnerenuusi/Uugukarop: NI-2nk-3 [Ipencrapiser pe3ynbTaThl aHANM3a COCTOSHUS 3aIUTHI
JIAHHBIX U MPeJIaraeT METO/IbI IO €€ YIYUIICHHUIO

Bomnpocel, 3axanus

1.OneKTpOoHHbIE IEHBIH ¢ OOHAPYKEHHEM MOIICHHUKA
2.BblunciieHus ¢ CeKPETHBIMH JIaHHBIMU

3.25eKTpOHHAs TOJIUCH BCICTYIO

4.Ilpotokon @uara-Illamupa

5.00meH 3ammdpoBaHHBIMU KTI09aMH. JlemoHnpoBaHne KIirtouei

Matepuanbl /151 IPOBEPKH OCTATOYHBIX 3HAHUM

1.Kakas napopmanus He CONEPKUTCS B CEPTUPHUKATE OTKPHITOTO Kirtoya?
OTtBeTsI:
Cepuiinbiii Ne ceprudukara
Wms uznatens ceprudukara
Havano u okoHuaHue nepruoja AeicTBus cepTUdUKaTa
DJeKTpOHHAas MOANUCH BiIajielblia cepTuduKarTa
BepHslii oTBeT: DIeKTpOHHAs TIOMKCH BiIaaelbla cepTudukara
2.Y10 noHnMaeTcs noJ ACNOHUPOBAHUE CEKPETHBIX KIH0YeH?
OTtBeThI:
Coznianue ux pe3epBHbBIX KONNN
Pa3znenenue kiroua Ha HECKOJIBKO YaCTEH, XPAHAIIUXCS Y PA3HBIX JIHI
[Tepenava kirouelt ToCyJapCcTBEHHBIM OpraHaM
JlononHuTenbpHas 3aIMUTa KI04Yen
BepHnbslii otBeT: Pasaenenue kiro4a Ha HECKOJIBKO YacTeM, XPAHSIIUXCS Y Pa3HbIX JIUL]
3. 1514 4ero NpuMEHSI0TCS POTOKOJIBI TPYIIbl 00MEHa 3alIU(pPOBaHHBIMH KIIFOUaMU
(Encrypted Key Exchange )?
OTBeThI:
Jis ycnosKHeHus 3a1a4M o100pa napoJis Ipu nepexBaTe 3alnppoBaHHbIX COOOIIEHNIH
Jlns reHepanuy napbl aCHMMETPUYHBIX KIHOUYEH U3 MapojbHON (pasbl
JI1 3a1U Tl OTKPBITOTO KJIFOYA MOJIB30BATENS ¢ IOMOIIBIO IapOJIs
JI71s 3a1IMThI 3aKPBITOTO KII0Ya MOJIB30BATEINS ¢ IOMOIIBIO TapoJIs
Bepuslit otBet: s ycnoKHEHUS 3a/1a4M 110100pa NapoJis IpH IepexBate
3amu(pPOBaHHBIX COOOIICHUIA
4.B ueM pa3HuILa IOHATUHN aJrOPUTMa U IPOTOKOJIA?
OtBerTsI:
ANTOpUTM SIBIISIETCSI KOHEUHOM ITOCIIE0BATEIBLHOCTHIO IEHCTBUM, a TPOTOKOJI MOKET
BBITMOJIHATHCS OECKOHEYHO
ANTOPUTM COCTOUT U3 OJHO3HAYHO ONPEJEIECHHBIX JEHCTBUI, a IPOTOKOI MOXKET BKJIFOYATh
HEOJHO3HAUHBIE TIEUCTBUS
AJNTOPUTM BBITOJHAETCS OAHUM HCIIOJIHUTEINEM, a B BHIIOJIHEHUHU MPOTOKOJIA yUacTBYyeT Oojiee
OJHOM CTOPOHBI
OTO TOXKIECTBEHHBIE TOHATHS
BepHblii 0TBeT: ANTOPUTM BBIIOJIHSAETCS OJJHUM HCIIOJHUTEIEM, a B BBITIOJTHEHUH

MIPOTOKOJIAa y4acTBYyeT OoJiee OAHONH CTOPOHBI
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5. /1751 yero NpUMEHsETCs] OTKPBITHIN KIII0Y B ACHMMETPUYHOM KpUnTorpadgun?
OTtBeTsI:
Jiist mmpoBaHUs NaHHBIX U BBIYUCICHUS SJIEKTPOHHOHN MOANNCH
Jns mmdpoBaHus JaHHBIX U TPOBEPKHU AJIEKTPOHHOM MOITUCH
Jist pacimpoBaHus TaHHBIX U BBIYMCICHUS AJIEKTPOHHOM ITOATINCH
s pacuindpoBaHust JTaHHBIX U IPOBEPKH FIEKTPOHHON MOMUCU
Bepusriit otBet: s mmppoBaHus JaHHBIX U IPOBEPKH 3JIEKTPOHHOM MOIIHCH
6.UTO OTHOCHUTCS K IPEUMYIIIECTBAM XPaHEHHUS 3aKPBITOTO KIIfo4a B (aiine?
OTBeThI:
3aKpbITHIN KITFOY HE BBIXOIUT 3a TPAHULIBI YCTPOICTBA, HA KOTOPOM XpaHUTCS (aiin
B03M0KHOCTB NIPSIMOIO KOHTPOJIS I10JIB30BATENS 3a CBOUM 3aKPBITHIM KIIFOUOM
B03MOXHOCTB UCITOJIB30BAaHUS JIETKO 3aII0MUHAEMOT0 NTAPOJIsl UIsl 31 ThI 3aKPBITOrO KIIF0Ya
[TpuMeHeHne 3aKpBITOTO KIIF0Ya ISl BBITOJHEHUS KPUITOTpahUUecKuX ornepanuii B
OTepaTUBHOM MaMsATH KOMIIbIOTEPa (MOOMIBHOTO YCTPOKCTBA)
Bepsbpiit orBeT: BO3MOXKHOCTH IPSAMOI0 KOHTPOJIA MOJIb30BATENIA 38 CBOUM 3aKPBITHIM
KJIFOUOM

II. Onucanue wkanvl oueHueanus

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax. 90
Onucanue xapaxmepucmuixu 6vinoneHus snanus: [IpaBuiibHbIE OTBETHI JaHBl HE MEHEE YeM Ha
90% BompocoB

Oyenka: 4 («X0OpoIIO»)
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax: 0
Onucanue xapaxmepucmuixu 6vinoneHus snanus: [IpaBuiibHbIE OTBETHI JaHbl HE MEHEE YeM Ha
70% BompocoB

Oyenka: 3 («yI0OBIETBOPUTEIIEHO)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapakxmepucmuxu 6binoHeHus snanus: IIpaBUIIbHbIE OTBETHI JaHbl HE MEHEE YEM Ha
50% BormpocoB

Oyenka: 2 («HEyJOBIETBOPUTEIHHOY)
Onucanue xapaxmepucmuku 8blnoaHeHus 3nanus: I1paBuabHbIE OTBETHI JaHbI MeHee ueM Ha 50%
BOIIPOCOB

1I1. Ilpasuna évicmasienus umozo80i OyeHKu no Kypcy

Ouenka ompezensercs B cooTBeTcTBUHM ¢ [lonoxennem o OalIbHO-PEUTHHTOBOM CcHCTEME IS
cryneatoB HUY «MOW» Ha ocHOBaHWHU CEMECTPOBOM M 9K3aMEHAIIMOHHON COCTABJISIFOIITUX.
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