MuHHCTEpPCTBO HAYKH U BbIcLIero oopa3osanusi PO
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagiaenne noaroropku/cnenuaibHoctsb: 01.03.02 IIpuknagHas MaTeMaTHKa U HHpopMaTHKa

HaunmeHoBaHue 06p330BaTeJI])H0]71 nporpamMmmabl: MaremMaTudeckoe u nporpammHoe odecnevyeHue
BBIYHCIUTEJIbHBIX MAIIUH 1 KOMIIBIOTEPHBIX cereii

YpoBeHnb 00pa3oBaHusi: BbiciIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yuenusi: Ounas

Pabouast nporpaMma QM CHUILIHHBI
KPUIITOI'PAONYECKHE METO/IbI BAIIIUTHBI UTH®OPMAILIUHU

BJaok: Baok 1 «/Iucuuniunsl (MoxyJim)»
Yactb 00pa3oBaTebHOI N
Yacrtb, popMupyeMasi y4aCTHUKAMH 00pa30BaTeIbHBIX OTHOII €HHIT
NMPOrPaMMBblL:
Ne quCHMIUIMHBI 10 Yy4eOHOM
Ament y y B1.U.11
TJIaHy:
TpynoeMKocTh B 3a4eTHBIX
py 8 cemectp - 3;
eIMHUIAX:
Yacos (Bcero) no yueoHom
( ) noy y 108 yacos

IUIAHY:
Jlekuuu 8 cemecTp - 28 yaca;
IIpakTHyeckue 3aHATHSA 8 cemectp - 14 yacos;
JlabopaTopHbie padoThI 8 cemecTp - 14 yacos;
KoncyabTanuu 8 cemecTp - 2 yaca;
CamocTrosiTesibHasi padoTa 8 cemecTp - 49,5 yaca;

B TOM uncJje Ha KII/KP He MPeyCMOTPEeHO YUeOHbIM MJIAHOM
HNnasa koHTakTHas padora NPOBOJMTCS B PAMKAX YACOB Ay AMTOPHbIX 3aHATHI

BKJIIOYas:
TecTrupoBanue
JlabopaTopnasi pa6ora
IIpome:kyTouHast aTTeCTAIINS:

IK3aMeH 8 cemecTp - 0,5 yaca;

MockBa 2025



NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K
Szons ’ Bnageneyu Xopes I1.B.
HpeHOI[aBaTeJ]B * Mol ¢ WaenTudmKaTop Rdf0a0f96-KhorevPB-ab4b0le2 H.B. XopeB

COI'TACOBAHO:
PyKOBOI[I/ITe.]—H) MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
o CeepeHuna o snagensue U3MN M3K
O6pa3OBaTeJ'ILHOI/I wmaas, Bnageney, WNoHoBa T.B.
HpOFpaMMBI * Mol + WaeHTudHKaTop R5ac51726-lonovaTV-b9dd3591 T.B. I/IOHOBa

MoanucaHo aNeKTPOHHO| noagnucbio $TEOY BO «HUY «M3U»

o o CeegeHua o snagensbue L3N M3 H P
3aBeﬂyIOHH/H/I BBIITYCKaromen Brageney BapLliasckum M.P. o

xadeapoit > MaM Viaerrvomarop__R9a563c06-VarshavsKy PR-efb4bb Bapmasckuit




1. HEJIM U BAZJIAYHU OCBOEHU A JUCHUIIIINHBI
Leap ocBoenuss aucHUIIMHBL. [IpuoOpereHre HEOOXOOUMBIX TEOPETHYECKHX 3HAHUM U
NPAaKTUYECKUX HABBIKOB IO MPUMEHEHHIO KPUITOrpaQUECKUX METOAO0B 3alIUTHI HH(POPMAIIUH.
3agaum QM CHMILTHHBI
- O3HaKOMJICHHE C TIPUHIMIIAMH IPUMEHEHHS KpUNTOrpaprUUecKuX aIrOpUTMOB B TPOTOKOJIOB
npu obecriedeHNH HHHOPMALIMOHHON OE30MaCHOCTH KOMITBIOTEPHBIX CHCTEM U CETEH;
- [IpencraBnenne cnoco0OB aHAJIN3a KPUNITOTPAPUIECKUX aITOPUTMOB U TIPOTOKOJIOB;
- O0GyueHue UCTONb30BAaHUIO KPUNTOrpaUUECKUX CPEACTB 3aIUThl HHOOpPMALIUK TTPU
pa3paboTKe U IKCITyaTalliy POTPAMMHBIX CUCTEM;
- [TonydyeHre HaBBIKOB MCTIOIB30BAHUS KPUIITOTpaPUUECKUX METOJIOB U CPEJICTB AJIs PEeLICHUs
pa3IMyYHbIX 33]1a4.

dopmupyembie y 00yJaronerocs KOMNeTeHIUH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yUYeHHs TI0
JUCIUIIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

Kox v HaumeHoBaHue Koa u HaumeHoBaHue 3amiaHNpOBaHHbIE Pe3yJbTAThI 00yUeHHus
KOMIeTeHIIHH HHIUKATOPA I0CTHKEHUS
KOMIeTeHIIHH

[IK-3 Cnoco6en Bemonuath | M/1-1nk-3 @opmupyer meroasr | 3HATh.

aHaju3 U paboTHI 1O 3aluUThl UHQOPMALIUU U yMeeT | ~ CoBpeMeHHBIC TEXHOJIOTHH CO3JaHMs

3ammTe HHPOpPMaLUu IIPUMEHSATH UX Ha IPAKTHKE 1IPOTPaMMHBIX CPEACTB
KPUNTOTPaQUUECKON 3aIIUTHI
nHpopManuu;

- C1ocoObl NOCTPOEHUSI CAMMETPUYHBIX U
ACHMMETPUYHBIX KPUNTOTPadHUUECKIX
CHCTEM;

- OcoOeHHOCTH UCIIOIB30BAHUS
KPUNTOTpaQUUECKIX METO/I0B 3AIIUTHI
UH(OPMAIINU TIPH PELICHUH PAa3IHYHBIX
MPUKJIAIHBIX 337134,

- Crioco6b! ynpaBieHus
KPHUNTOrpaQUIECKUMH KITFOUaMH U
cepTH(UKaTaMU OTKPBITBIX KITFOUEH;.

YMETB!

- [Ipemuiarate METOBI U CPEICTBA
MOBBIIIEHUS] MH()OPMAITMOHHON
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM U
ceTeit, OCHOBaHHKIC HA
KpunTorpaduueckoi 3ammre
uHpOpMaInH;

- Mcnonp30BaTh METOMBI U CPEICTBA
KPUNTOTpapUUECKON 3aIIUTHI
WHOPMAIIHAH JITIS CO3/IaHUS 3aIIUIIICHHOTO
AJIEKTPOHHOT'0 JIOKYMEHTO000pOTa;

- Mcnonp30BaTh METOMBI U CPEICTBA
KPUNTOTpapUUeCKON 3aIIUThI
uH(popManuu npu odecreueHnn
MH(POPMALIMOHHOM 6€30MacHOCTH
KOMITBIOTEPHBIX CHCTEM U CETEH.

[TK-3 Cnoco6en BemomHATh | MJI-2mk-3 [Ipencrasiser 3HATh:

aHanu3 ¥ paboTHI 110 pe3yJIbTaThl aHAIN3a - Poccuiickue u MexIyHapoIHbIE
CTaHJApTHI B 00JIACTH




Koa u HaumeHoBaHue Koa u HaumeHoBaHMe 3anﬂaﬂnp03aﬂﬂue PeE3yJabTaThI 06yqemm

KOMITeTeHIINH HH/IHKATOPA T0CTHKEeHHS
KOMIeTeHIIHH
3amurTe HH(popMauu COCTOSIHUSA 3aIUTHI JAHHBIX U | KPUOTOIpapUUECKUX alrOpUTMOB U
IIpeIaracT METObI 110 € IIPOTOKOJIOB;
YIIy4IIEHUIO - JlocToMHCTBa U HEAOCTATKU
COBPEMEHHBIX KPUNTOTpahuIeCKUX
CHUCTEM;

- Tenpenuuu pa3BuTHs
KpUNTOTpapUIECKUX METOIOB 3aIIUTHI
uHpOpMaLUH.

YMETB:

- Pa3zpabarsiBaTh HOBBIE Oe30macHbIC
MH(POPMALIMOHHBIE TEXHOJIOTHH C
UCIIOJIb30BaHUEM KpHIITOrpaduaeckux
METO/IOB U CPEJICTB;

- Mcrionp30BatTh TUTEPATYPy U HICTOYHUKH
cetn IHTEpHET 11 OTY4YEeHUS
UH(OPMAIIMU O CO3TaHUH HOBBIX
KPUNTOTpapUIECKUX METOIOB U CPEJICTB
3aIuTHl HH)OPMALIUH;

- OnpenensaTh eIy U 331a4u pa3padoTKu
HOBBIX METOOB M IPOTPAMMHBIX CPE/CTB
KPUNTOTPaQUUECKON 3aIIUTHI
UH(OpPMAINU B KOMITBIOTEPHBIX CHCTEMaX
U CETHX;

- Ananu3upoBats 3(pPeKTHBHOCTD
UCTIOJIB3YEMBIX KPUIITOTpapUIECKuX
METOJOB U CPEJICTB 3alUThl HHPOPMAIIUH.

2. MECTO JUCIHUILIMHBI B CTPYKTYPE OBPA3OBATEJBHOM TPOT'PAMMBI BO

JlucuumirHa OTHOCHTCS K OCHOBHOM IpodeccCHOHATbHOW —00pa3oBaTelbHON Iporpamme
MaremaTnueckoe W NPOrpaMMHOE O0ECI€YeHHE BBIUYMCIUTEIbHBIX MAIIUH U KOMIIBIOTEPHBIX CETeH
(manee — OIIOII), nanpaBnenus noarotoBku 01.03.02 Ilpuknannas Marematuka U HH(OpMaTHKa,
YpOBEHb 00pa30oBaHus: BhIcIiee 00pa3oBaHue - OaKalaBpuar.

TpeGoBaHMsI K BXOAHBIM 3HAHUSM U YMEHUSIM:

- 3HATh MeTOI[BI " CPEACTBA 3allIUThI JAHHBIX B KOMIIBIOTCPHBIX CUCTEMAX U CCTAX

- ymeTh [IporpaMmupoBaTh Ha S3bIKE BBICOKOTO YPOBHS C UCIIOJIh30BAHUEM HHCTPYMEHTAIBHBIX
CPENCTB pa3padoTKu

Pe3ynbraThl 00y4eHus1, MONTy4YeHHbIE P OCBOCHUH TUCIMILIMHBI, HEOOXOAUMBI IPU BBITOJTHEHUN
BBIMTYCKHOM KBaTU(UKALMOHHON PabOTHI.




3. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHbI
3.1 CTpyKTypa THCHUNIHHBI

OO01as TpyJI0eMKOCTh JUCIUIUTMHBI COCTABIISIET 3 3a4€THBIX euHMIIbI, 108 Jacos.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasnenbl/TeMbl § 5| e ™
Ne JTUCIUTUTAHBL/ (D OPMBI g 2|8 OHTaKTHas pabora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip A CeMECTDE aTTeCTalluu
o KITP 'K HKKIT | TK P /KOHTPOITS
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OCHOBHBIC TOHATHS U 6 8 2 - 2 - - - - - 2 - Ilodzomoska pedhepama: BriGop TeMBl
kiaccudukarys pedepara.
KpHUITOTrpadhuuecKux Iloozomogka pacuemuuix 3adanuii: Beioop
MPOTOKOJIOB TEMBI PacYeTHOTO 3aaHHsL.
11 OCHOBHBIC OHATHS U 6 2 - 2 - - - - - 2 - Ilo0zomogKa K npaKmu4ecKum 3aHAMUAM:
KaccupuKaIus N3yyenne MmatepuanoB Jekuuu 1 u
KpHUITOTrpadhuuecKux JIUTEPaTYPHI.
MPOTOKOJIOB H3yuenue mamepuanog 1umepamypHbix
UCIOYHUKOG:
[2], TnaBa 1
[5], Ctp. 6-11
[6], T'naBer 1, 2
[8],Pa3n. 1,3,6,9
2 IIpoTokossl 24 10 4 4 - - - - - 6 - Iloozomogka kK npaKmu4ecKum 3aHAMUAM:
pacnpeneseHus W3yuenne maTepHanoB JeKIui 2-6 u
KIIIOYEH U JINTEPATYPHI.
ayTeHTH(]uKaImu Iloozomoexa pedpepama: 11ondop NCTOUHUKOB
2.1 IIpoTokobt 24 10 4 4 - - - - - 6 - o TeMe pedepara.
pacrpezneneHus Iloozomoeka pacuemnbix 3adanuii: 1.
KITFOUel 1 [TpoekTrpoBaHue MPOrpaMMBbl IS PACUETHOTO
ayTeHTH(UKaMn 3aganust. 2. BeIOOp S3bIKOBBIX U

HHCTPYMEHTAJBHBIX CPEACTB Pa3pabOTKH.
Iloozomoeka K 1abopamophoii pabome:
Uzydenue 3ananus Ha 1abopaTopHyro padory 1.
IToozomoeka Kk mexkyuiemy KOHmpoio:
TecTupoBaHue U 0TJIAJKa IPOrPaMMBbI IS
nabopatopHoi paboThI 1.

H3yuenue mamepuanoe 1umepamypHuvix
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UCIOYHUKOB:
[1], Pa3n. 1
[2], 'maBa 5
[4], T'maBa 2
[6], Pa3x. 3.1-3.3,4.3, 6.3, 6.4. I'naBa 5
[7], Ctp. 148-153

3 IIpoTokousr 20 10 Ilo0zomoeka K npaKmu4ecKum 3aHAMUAM:
pa3lieNeHus CEKpeTa, W3yuyenue marepuanos gekuuii 7-11 u
MIPEACKa3aHNs U JIUTEPaTyPHI.
rOJIOCOBAHHUS Iloozomosxka peghepama: TloaroroBka moxiaga
3.1 [IpoTokosr 20 10 Y KOMIIBIOTEPHOHN TPE3eHTALIUU IS 3aIUThI
pasJeneHus cexpera, pedepara.
Npe/CKa3aHus 1 Ilo020mogka pacuemuyix 3a0anuil:
TOJIOCOBAHUSI Pa3paboTka, TecCTHpOBaHUE U OTIIAKA
MPOrpaMMBI JUIsl pacYeTHOTO 3aaHusl.
Ilooz0mogka K nabopamopHoii padome:
N3y4enue 3aganus Ha 1abopaTopHyio padoty 2.
Ilo0z0mogKa K mekyuiemy KOHmpoio:
IToaroroBka oT4eTa O BHIIOIHECHUT
nmabopaTopHOil paboThI 2.
H3yuenue mamepuanog 1umepamypnbix
UCIMOYHUKOG:
[1], Pa3x. 2
[2], ['naBa 6
[4], 'naBa 3
[6], Pa3n. 3.6,4.2,4.8-4.11,6.1, 6.2
4 Kpunrorpaduueckue 22 6 IlodzomogKa K meKkyuiemy KOHmMpOJo:
METOJIbI B TectupoBaHKe U OTNIAAKa TPOTPAMMBI AJIsI
HHPpaACTPYKType nmabopaTopHOi paboThI 3.
OTKPBITBIX KJIIOYEH Ilod2omoeka K 1adopamopnoit padome:
4.1 Kpunrorpaduaeckue 22 6 N3zy4enue 3aganus Ha 1abopaTopHyio padoty 3.
METOJIBI B Tloozomoexka pacuemuvix 3a0anuii:
nHppacTpyKTYype [ToaroroBka oT4eTa O BHINOIHEHUN PacdETHOTO

OTKPBITBIX KJIIOUeH

3a/1aHusl.
Iloo2omoexa kK npakmuuecKum 3aHAMUAM:
Nzydenne matepuanos nexkuuid 12-14 u
JIUTEPATYPHI.

H3yuenue mamepuanog numepamypusix
UCHOYUHUKOB:




[1], Pa3n. 3
[3], Pa3m. 2, 4
[5], Ctp. 18-21, 27-29

OKk3aMeH 36.0 - - - 0.5 - 33.5
Bcero 3a cemecTp 108.0 28 14 14 0.5 16 335
Hroro 3a cemecTp 108.0 28 14 14 2 - 0.5 49.5

Ipumeuanue: Jlex — nexuuu; JIab — naboparopusie padoTsl; [Ip — npaktudeckue 3ausatust; KIIP — aynuTopHble KOHCYIBTAUU IO KYPCOBBIM

npoektam/padboram; MKKII — unauBuayansHbie KOHCYIbTAIIMU 0 KYpPCOBBIM IpoekTam/padoram; ['K- rpymnoBsie KOHCYIbTAIUU 110 pa3aesaam
muctuiuinaer, CP — camocrositennbHas pabota crynenrta; MKP — unast konraktHas padota; TK — Texynuit koHTpoiis; [TA — npoMexyrodHas

aTTcCcTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. OcHosHble noHAmuA u Kiaccugukayus Kpunmo2paguieckux npomoKoios

1.1. OcHOBHBIE OHATHS U KJIacCU(PUKALIMS KpUNTOrpahUIECKUX MPOTOKOJIOB

OcHoBHBIE  TOHATUS  COBpeMeHHOW  kpumnrorpaduu. IloHstTme u  KiIaccupuKanus
KpUnTorpauueckux MpOTOKOJOB. ATakM Ha KpUOTOrpaduyecKkue MPOTOKOIbI M METOAbl HX
aHaJIN3a..

2. Ilpomoxonwl pacnpedenenus Kurovel u aymenmuduxauuu

2.1. ITpoToKoIBI pactipeneneHus Krouei 1 ayTeHTu(pUKanuu

TpeboBaHus K paclpelesieHuI0 Kioded u crnocoObl ero peanusanuu. OOMEH KioyaMH ¢
IIOMOUIbIO LIEHTPA pacHpeesieHusl Kitouel. ATaka «4elIOBEK IOCEPENANHE» U METO/bl 3allUThl OT
Hee. [Ipsmoit oOMeH kimrogamu. [IpoTokossl Xbpro3a 1 0OMEHa KIIF0oYaMH C IIOMOLIbIO TOCPEAHUKA.
OOHOBIICHUE CEaHCOBBIX KJIIOYEH M WX Iepefada BMECTe C COOOMEHUSMH. AHOHHMHOE
pacripefiesieHe Kioyell U oOMeH 3amu@poBaHHBIMM KIOYaMU. JleNOHHMpOBaHHE KIIIOYEH.
[IpoTokomnbl  omHOCTOpOHHEH —ayTeHTH(UKauu. [IpOTOKONBI B3aMMHON  ayTEHTH(HUKAIHH.
Aytentudukanus coobueHuii. AyreHtudukanus u oOmeH kmoyamu. IIpotokon Huaxama-
[Ipenepa. IIporokosbl ¢ HyneBbIM pasriamenueM. [Iporokon IuHoppa. I[Iporokonsr ®Puara-
[Tamupa u @eiire-Ouata-lllamupa. [Iporokon I'mmnoy-Kyuckyorepa. IlonydeHne HeCKOIbKUX
anekTpoHHbIX noanuceit (OII) mox onnum nokymentoMm. Heocnopumast u He orpunaemas OI1. OI1
BCJIEILYIO..

3. Ilpomokobl DCZS’aeJZeHZUl cekpema, npeOCKa3aHu;z u 2010co6aruA

3.1. IIpoTokouibl pa3zieneHus cekpera, IpeAcKa3aHus U FOJIOCOBAHUS

IIpotokomnel pasneneHuss cexpera. MOLIEHHUYECTBO IPU PA3LACICHUM CEKpeTa W 3amuTa OT
Hero. Ilozmco3HaTenbHBI KaHai. OJNEKTpPOHHAs IoyTa C IHOATBepxkaeHueM. OOHOBpEMEHHOE
noxanucanue koHrtpakra. [Ipenckasanue Outa. DiekTpoHHOe OpocaHue MoHeThl. KoMIbloTepHbIT
NOKEP. BhIUnCIeHNs ¢ CEKPETHBIMHU JaHHBIMU. 3ajjadya «MUJUIMOHEPOBY». be3onacHble BEIUNCICHUS
C HECKOJIBKUMH y4acTHUKaMH. [IpocTeie MPOTOKOJIBI AIEKTPOHHOIO TOJI0COBaHM. ['00coBanue Co
cJlenbIMU oanucsIMu. ["otocoBanue ¢ LeHTpaIlbHOW n30upaTebHONM KoMuccuel. I'onocoBanue 6e3
[EHTPATHHOM U30UPATETEHON KOMUCCHUH. .

4. KDMI’II’I’ZOZDG(Z)MH@CKM@ Memoobl 8 uHépClCI’I’ZDVKWlVDG OmKpbvinivlx Kaoyell

4.1. Kpunrorpagpuyeckue METOAbl B MHPPACTPYKTYPE OTKPBITHIX KIHOUEH

OneMmeHThl HMH(QpacTpykTypel OTKpbIThIX Kitoded (Public Key Infrastructure, PKI).
Apxurekrypa PKI. Pacnpoctpanenue cepTH(UKAaTOB M CHUCKOB OTO3BAaHHBIX CEPTHU(HUKATOB
(Certificate Revocation List, CRL). YnpaBnenue *Ku3HEHHbIM IUKIOM cepTudukaroB. CriocoObl
XPaHEHUs JIMYHBIX (3aKPBITHIX) KiItouel nonbs3oBarenei PKI..

3.3. TeMbl NIpaKTHYECKUX 3aHATHI
1. OcHOBHBIE OHATHS KPUNITOTPAPHUUECKUX MPOTOKOJIOB, UX KJIaCCU(DUKALIUS U METOIbI
aHaJIN3a;
2. IIpoTokoibl pacipeeieHns KpUnTorpapuueckux Kitodei;
3. IIpoTOKOIIBI C HYJIEBBIM pa3riamieHueM HHPOPMaLUY;
4. IIpoTOKOJIBI BBIYUCIEHUN C CEKPETHBIMU JTAHHBIMU;
5. IIpoTOKOJIBI pa3fesieHusl CEKPETA U AIEKTPOHHOIO TOJI0COBAHMS;
6. UndpacTpyKTypa OTKPBITHIX KITIOUEH: €€ JIIEMEHTHI, apXUTEKTypa yI0CTOBEPSIONINX
LIEHTPOB, CIIOCOOBI PACIPOCTPAHEHUS U OT3bIBA CEPTH(PHUKATOB,;



7. CriocoObl XpaHEHUS JTUYHBIX KITIOYEH.

3.4. TeMbl 1a00paTOPHBIX padoT
1. CpencrBa co31aHus ¥ IPOBEPKH IEKTPOHHOMN MOATHUCH;
2. 3ampoc 1 Moy4eHne CEPpTUPHUKATOB OTKPBITHIX KIFOYEH B yJOCTOBEPSIOLIEM LICHTPE;
3. . CpencTBa UCIIOJIB30BaHUS CEPTUDUKATOB OTKPBITHIX KITIOUEH.

3.5 KoncyabTanum

I pynnosgvie koncyrbmayuu no pazoeiam oucyuniunol (I'K)

KoncynsTupoBanue no Bonpocam Beidopa TeM pedepara u pacCdeTHOTrO 3aJaHusl.
KoncynsTupoBanue no Matepuaiam JeKkinuii 2-6.
KoncynpTupoBanue mo Matepuanam jJekmui 7-11.
KoncynsTupoBanue no Mmarepuanam jekmuii 12-14.
Texywuti konmpoas (TK)

P

=

KoHcynpTupOoBaHue 10 IOPSIKY 3aIIUThI Ta00paTOpHO paboTHI 1.
2. KoncynbtupoBanue 1o 3amure pedepara u 1adbopatopHoit paboTs 2.
3. KoHcynbTHpOBaHHE 110 3aIIUTE JJA0OPATOPHOU PabOTHI 3 M PACUETHOTO 3aIaHUS.

3.6 TeMaTnka KypcoBbIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ pabota He MpeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEeHIIU

Howmep paznena
JTUCIUIUTUHBEI (B

O1eHOYHOE CPEICTBO
(TN ¥ HAUMEHOBAHUE)

3aIIaHUPOBaHHbBIE PE3YIbTAThl 00YUEHUs 110 TUCIMILIIMHE Konbl
(B COOTBETCTBUH C pa3aeioMm 1) HWHJIUKAaTOPOB COOT]::;CIT ;3 e
1123 ]4
3HaTh:
CriocoObl yrpaBieHus: KpUnTorpaguyeckuMu KiIro4aMu U V-1 + JlaGoparopHas paboTa/BeinonHenue u
cepTH(HUKATAMU OTKPBITHIX KITIOYCH; ) 3anuTa JlabopatopHoi padotsl 1
OCo0EeHHOCTH UCIIOJIb30BaHMsI KpUNTOrpahuuecKuX METOI0B JlaGopatopHas paboTa/BeinonHenue u
3amUThl THGYOPMAILIUY TIPU PEIICHUU PA3TUNIHBIX TPUKIAIHBIX N-1nk-3 + 3aIuTa 1a00paToOpHOM PabOTHI 2; 3aluTa
3a/1a4 pedepata
CriocoObI MOCTPOSHUS] CHMMETPHYHBIX M aCHMMETPUYHBIX V-1 + TecrupoBanue/Tect no pazzgeny 1
KPUNTOTPaPUIECKUX CUCTEM '
CoBpeMeHHbIE TEXHOJIOTUH CO3/JaHUsl IPOTPAMMHBIX CPEJICTB JlaGopatopHas paboTa/Beinonnenue u
KPUNTOTpaQruECKON 3alIUTHI HHPOPMALIUN NA-1nk-3 + | 3ammra 1abopaTtopHOil paboThl 3; 3amKTa
pPAacYEeTHOTrO 3aJaHMsI
TenaeHunn pa3BUTHS KpUNITOrpadhuIeCKUX METOIOB 3aIIUThI JlaboparopHasi pabota/Brinonnenue u
uHpopMauu N-2nx-3 + | 3amuTa 1abopaTtopHoil paboThl 3; 3amuTa
pacyeTHOTO 3a/1aHUs
JIOCTOMHCTBA U HEJOCTATKU COBPEMEHHBIX KPUNTOrpapuyecKux VT-201c3 + TectupoBanue/Tect no pazzaeny 1
CHCTEM
Poccuiickue u MexyHapoAHbIe CTAaHIAPTHI B 00JIACTH JlaGopatopHas paboTa/BeinonHnenue u
KpUNITOrpaQUUECKUX aIfOPUTMOB U ITPOTOKOJIOB N-2nk-3 + | 3ammra 1abopaTtopHOil paboThI 3; 3amMTa
pPAacyYeTHOTO 3aJJaHMsI
Ymersb:
Mcnonb30BaTh METO/IBI U CPEACTBA KPUNITOTPpahUIECKOM 3aIUThI JlaGopatopHas paboTa/Beinonnenue u
uH(popmanuu npu odecreueHnn nHpopmanoHHon o6e3onacuoctu | M-1nk-3 + 3aIuTa JJabopaTopHOU padoThI 2; 3amuTa
KOMIIBIOTEPHBIX CUCTEM M CeTel pedepata
Hcnonbs30BaTh METOIBI U CPEACTBA KPUTITOTPADUUECKOM 3aIUTHI JlabopaTopHas paboTta/BeimonHnenue u
uHOpMAaLUKU 7S CO3JJaHUs 3AIUIIEHHOTO YIEKTPOHHOTO N-1nk-3 + | 3amuTa 1abopaTtopHoil paboThl 3; 3aIuTa
JOKYMEHT0000poTa pacyeTHOTO 3a/IaHus
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Hpeﬂﬂar&ﬂ)MeTOHHI{CpeﬂCTBaHOBBHHeHHHIHﬂbOpMaHHOHHOﬁ

JlaGopaTopHas pabota/BrinosHenue u

0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM H CETei, OCHOBAHHBIC Ha N-1nx-3 3auTa J1abopaTopHOi paboTh 3; 3amUTa
KpunTorpaguyeckoi 3amure nHPopMaIu pacyeTHOro 3a/laHus

Amnanu3upoats 3(pPEeKTUBHOCTD UCTIONB3YEMBIX L2 JlaGopartopHas paboTa/Beinonnenue u
KPUNTOrpaMYeCKUX METOJIOB U CPEJICTB 3aIUTHl HH)OPMALIUH A-2mes 3amuTa J1a00paTopHOi padboTHI 1
OmnpenensaTs LeNy U 33/1a41 pa3padOTKU HOBBIX METOJIOB U JlaGoparopHas paboTa/Beinonnenue u
IPOTPaMMHBIX CPEJCTB KPUIITOrpapUIECKOM 3aIUThI NJ-21nk-3 3amuTa 1a00paTopHOi padoTHI 3; 3amuTa
UH(QOpPMAIMU B KOMITBIOTEPHBIX CHCTEMAX U CETSIX pacyeTHOro 3aJlaHus

Hcnonp30BaTh TUTEPATYpy U UICTOYHHUKH ceTH MHTEepHET 1uis JIabopatopHas pabora/BeinonHenue u
MOJTy4YeHUsT HH(POPMALIMU O CO3JaHUH HOBBIX Kpunrorpadpuyecknx | M/1-2nk-3 3amuTa JlabopaTopHoi padoThl 3; 3amuTa
METOJIOB U CPEJCTB 3alIUTHl HH)OPMALIUH PacUeTHOTO 33aJaHus

Pa3zpabarpiBaTh HOBBIE O€30TaCHBIC HH(POPMAIIMOHHBIE JlaGopaTopHas pabora/BrimonHnenue u
TEXHOJIOTUH C UCIIOJIb30BaHUEeM KpunTorpaduueckux meronoB u | MJI-2nk-3 3aIuTa 1a60paToOpHOM pabOTHI 2; 3aIluTa

CpCaACTB

pedepata
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
8 cemecTtp

dopma peanusaimu: KomnboTepHoe 3amanne
1. BemonHenue u 3amuTa naboparopHoit padotsl 1 (JJaboparopras pabota)
2. BolnosiHEHKE U 3aliuTa Jab0opaTopHOil paboTh 3; 3aIllMTa PACUETHOTO 3aaHuUs
(JIaboparopnas paboTta)

®dopma peanmzanuu: [TuceMenHas padbota
1. Tect no pazneny 1 (TectupoBanue)

®opma peanuzaruu: Cmemiannas popma
1. BrimonHeHue u 3amuTa JiabopatopHoit paboTsl 2; 3amuTa pedepara (Jlaboparopuas padbora)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 Ilpome:KyTOYHAS aTTeCTALMS 110 JUCHUIIMHE

Orzamen (Cemecmp Ne§)
Ouenka ompenensieTcss B cOOoTBeTCTBUU ¢ [lonokeHuem o OaTbHO-PEUTHHTOBOM CHUCTEME ISt
crynentoB HUY «MOW» Ha 0CHOBaHMU CEMECTPOBOM U 3K3aMEHALIMOHHOM COCTaBIIIOIINX

B numiom BeICTaBIsIETCS OLICHKA 32 8§ CEMECTP.

IIpumeuyanue: OLeHOYHBIE MaTEpUAIbI 110 TUCIMITIIMHE IPUBECHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

5.1 MleyaTHbIe U 3JIeKTPOHHbIE H3IAHUSA

1. Xopes, I1. b. Kpunrorpadguueckue npoToKosl : yueOHOe mocodue o Kypey
"Kpunrorpaduueckue MeTo 1l 3amiuThl nHGopmanuu" no HanpasiaeHuto 01.03.02 "[puknannas
mareMaTHka 1 uHpopmaruka" / I1. b. Xopes, Han. uccnen. yu-tr "MOU" (HUY"MBU"). — M. :
N3n-Bo MDU, 2019. — 88 c. — ISBN 978-5-7046-2162-1.
http://elib.mpei.ru/elib/view.php?id=10969;

2. YepemyuikuH, A. B. Kpunrorpaguueckue nporokosibl. OCHOBHBIE CBOMCTBA U YSI3BUMOCTH :
yueOHoe rmocobue [Tt By30B Mo criennaibHocTu "KoMmmbrotepHas 6e3onacHocTs" / A. B.
Yepemymkun. — M. : AKAJIEMUS, 2010. — 272 c. — (Bricmiee npodeccruonansHoe 00pa3oBaHue).
— ISBN 978-5-7695-5748-4.;

3. I'opGatos, B. C. Ocnossl Texnonoruu PKI/ B. C. I'opbaros, O. 0. [Tonsuckas. — M. : T'opsiuas
JInnug-Tenexom, 2004. — 248 c¢. — ISBN 5-935171-54-6.;

4. Xopes, I1. b. Vicnonbs3zoBanue cpeacTs mndpoBaHus JaHHBIX B MpUiIokeHHsX 1 Microsoft.Net
: yuebHOe mocobue 1o Kypcey "3amuTa naHHbeIX" Mo HanpaieHuro "[IpukianHas MaTeMaTuka u
unpopmaruka" / I1. b. Xopes, Ham. uccnen. yu-t "MOU". — M. : U3n-Bo MOU, 2015. - 92 c. —
ISBN 978-5-7046-1665-8.

http://elib.mpei.ru/elib/view.php?id=8104;

5. Xopes, I1. b. Kpunrorpadguueckre MeTo b 3a1IUTHl HHPOPMALIUY : IPAKTUKYM I10 KypCy
"Kpunrorpaduueckue MeTo bl 3amiuThl nHGopManuu" no HanpasiaeHuto 01.03.02 "[IpuknagHas
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maremaTrka u uHpopmaruka" / I1. b. Xopes, Ham. uccnen. ya-t "MOU" (HUY"MDHN"). — Mocksa
: U3n-Bo MDU, 2020. — 52 c. — ISBN 978-5-7046-2321-2.
http://elib.mpei.ru/elib/view.php?id=11319;

6. llInaitep, b. [Ipuknagnas kpunrorpadus: [IpoTOKOIIBI, aITOPUTMBI, HCXOIHBIE TEKCTHI Ha SI3BIKE
Cu : miep. ¢ anrn. / b. [lInaiiep. — M. : Tpuymd, 2002. — 816 c. — ISBN 5-89392-055-4.;

7. Pomanern, 1O. B. 3anuTta nndopmaiuu B KOMIbIOTEPHBIX cucTeMax u cetsax / FO. B. Pomanen, I1.
A. Tumodees, B. @. Illanbrun. — M. : Paguo u cBsizp, 1999. — 328 c. — ISBN 5-256-01436-6 :
53.00.;

8. bacaosa I'. B.- "OcHoBsl kpuntorpaduu", (2-e¢ usn.), Usnarenscreo: "MHTYUT", Mockaa,
2016 - (282 c.)

https://e.lanbook.com/book/100302.

5.2 JIuueH3MoHHOE U CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoe odecneyeHue:
1. CO "TIpomereit";

2. Office / Poccuiickuii makeT o(pUCHBIX MPOTpaMM;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Buneoxondepenuuu (Maiinn, Coepmxas, BK u np);

5. Windows Server / CepBepHas omniepalilioHHas cuctemMa cemerictsa Linux;

6. Visual Studio.

5.3 UnTepHeT-pecypchl, BKIKYas NpodeccuoHaJIbHble 0a3bl JAHHBIX H HH(POPMALTMOHHO-
CIIPaBOYHbIE CHCTEMBI:

1. 3BC Jlans - https://e.lanbook.com/

2. HanmoHanbHas 3J1eKTPpOHHas 0udmoreka - https://rusneb.ru/

3. ba3a nannbix Computers & Applied Sciences Complete (CASC) -
http://search.ebscohost.com

4. JnexTponHasi 6udmmoreka MIU (36 MDIM) - http://elib.mpei.ru/login.php

5. IopTan oTKpBITHIX AaHHbIX Poccuiickoii ®exepanuu - https://data.gov.ru

6. ba3za OTKPBITHIX JaHHBIX MPO(ecCHOHATBHBIX CTAHAAPTOB MHUHHCTEPCTBA TPyAa U
conuaabHoi 3aumthl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

7. Undopmanmonno-cnpaBounasi cucrema «Komexc/Texakenept» - Http:\\proinfosoft.ru;
http://docs.cntd.ru/

8. HaumoHabHbI MopTaj onJiaiin 00yuenus «OTKpbITOEe 00pa3zoBanue» - https://openedu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHHUE JUCHUITJIMHBI

Tun nomenmeHus Homep aynutopumn, Ocnamenne
HaAaNMMCEHOBaHHeE
Y4eOHble ayAUTOpUU IS M-805, YueOHas rapra co CKaMbei, I0CKa MENoBasd,
MIPOBEACHUS JIEKIINOHHBIX aynuTtopus Kag. KOMITBIOTEPHAs CETh C BBIXOJOM B
3aHATUHN U TEKYILETO "TIMHA" HHTtepHeT, MyIbTUMEIUUHBINA IIPOEKTOP,
KOHTPOJIA 9KpaH, KOMIIBIOTEP NEPCOHATBHBIN
K-120, MamuHHBIH 31 cepBep, KOHIUIIMOHED
NBI
VY4eOHble ayAUTOpUU IS M-912, Yuebnas Kpeciio pabouee, CTOJI mpernoaaBaress,
IIPOBEJIEHUS IIPAKTUUECKUX ayIuTopus CTOJI yueOHBIH, CTYI, J0CKa
3ansaTul, KP u KII MHTEPAKTUBHAsL, KOMIIBIOTEPHAs CETh C
BbIXOZ0M B MIHTEpHET, 10CKa MapKepHas
K-120, MammHHbI1 3211 cepBep, KOHAULIMOHED
MBI
Y4eOHble ayiuTOpUn JIs M-708, JIncruieHbIi CTOJI TPENOIABATEIIS, CTOJI
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HPOBECHUS
71a00paTOPHBIX 3aHATHI

kiace kad. "TIMUIN"

KOMITBIOTEPHBIN, CTYII, KOMIIBIOTEPHAs
CeTh C BbIXoJ0oM B MHTEpHET,
MYJIbTUMEAUNHBINA TPOEKTOP, IKPaH,
KOMITBIOTEP MEePCOHATbHBIN, KOHIUIIMOHED

VY4eOHble ayAUTOpUU IS
MIPOBE/ICHUS
MPOMEKYTOUHOMN
aTTecTalluu

M-708, Jucrnieinbiit
kiacc kag. "TIMUN"

CTOJI IIPENOIaBaTeNsl, CTOJ
KOMIIBIOTEPHBIH, CTYJI, KOMIIbIOTEpHAs
CETb C BBIXOZOM B MIHTEpHET,
MYJIbTUMEAUMHBINA IIPOEKTOP, IKPaH,
KOMIIBIOTEP NEPCOHAIBHBINA, KOHAULIILOHED

Ilomemmenust misa

HTB-303, JlekunonHas

CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ

CaMOCTOSITEIIbHOWU pabOThI ayIUTOPUS MMHUChbMCHHBIN, BEIIAIKA JUIS OJCHKIBL,
KOMITBIOTEPHAS CETh C BBIXOJIOM B
HHTepHeT, KOMIIBIOTED NMEPCOHATBHBIN,
MIPUHTEP, KOHTUITHOHEP
ITomemenus mis M-704, CTOJ, CTYI, mKad, Tym0a, J0CKa MeIoBas,
KOHCYJIbTUPOBAHUS [TpenogaBaTenbckas KOMIIBIOTEPHASI CETh C BBIXOJIOM B
kadeapsl [IMUUN HHuTtepHeT, MyIbTUMEIUUHBIA TPOEKTOP,

JKpaH, KOMIIBIOTED NEPCOHAIBHBIN,
XOJIOIMJIBHUK, KOHJIUIIMOHED

[Tomenienus st XpaHEHUs
o0opynoBaHus U y4eOHOTO
WHBEHTAPS

M-703a/1, Knagosas
kad. "TIMUIN"

CTEIUIaX IS XpaHEHUsI KHUT, TymOa,
9KpaH, HOYTOYK, KHUTU, Y4eOHUKH,
mocoous
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

Kpunrorpaduueckue MeTo bl 3a1IUTHI HHOOPMAIIUU

(Ha3BaHME AUCIMILIMHBI)

8 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2
KM-3
KM-4

Tect no paszneny 1 (TectupoBanue)

Brimonnenue u 3amura JiabopatopHoii pabotsl 1 (JlabopaTopHas paborta)

BrimotHeHe 1 3amnuTa 1abopatopHoi paboThl 2; 3ammuTa pedepara (JlaboparopHas padota)
Brimonnenue u 3amura JiabopaTopHoi paboTsl 3; 3amuTa pacuetHoro 3aganus (JlaboparopHas
pabora)

Buja npoMexyToUHOI aTTecTANMU — DK3aMEH.

Nunekc KM- | KM- | KM- | KM-
Howep Paznen aucuumimHb KM: L 2 3 4
pasjena Henens 4 7 11 14
KM:
1 OCHOBHBIE IOHATHS U KJIacCUUKALUSL
KpUNTOrpapuuecKuX MpOTOKOJIOB
11 OCHOBHBIE IOHATHS U KJIacCUPUKALUSA +
KpUNTOTrpagpuuecKuX MPOTOKOJIOB
2 [TpoTokoubI pactipesienenus Kitoueil 1 ayTeHTupUKauum
2.1 [TpoTokoubl pactipesienenus Kiroueil 1 ayTeHTUuUKanum +
3 [TpoToxoibl pa3fenenus ceKpeTa, npeacKa3aHus 1
rOJI0COBAHUS
31 [TpoToxoibl pa3fenenus ceKpeTa, IpecKa3aHus 1 + +
rOJI0COBAHUS
4 Kpunrorpaduueckue metonsl B uHPpacTpykType
OTKPBITBIX KJIIOUeH
41 Kpnnrorpa(bnqemfne METO/Ibl B UHPPACTPYKType +
OTKPBITBIX KJIIOUeH
Bec KM, %: | 20 25 25 30
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