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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-1 CnocoGen pa3pabaTbiBaTh U UCCIAEAOBATH MAaTEMAaTHIECKHUE MOJICIIH €CTECTBO3ZHAHUS U
TEXHOJIOTH, a TAK)KE OCYIIECTBIISITH UX KOMIBIOTEPHYIO peain3aiiio
N]I-2 BriOupaeT cOBpeMEeHHbIC HHCTPYMEHTAIbHBIC CPEJICTBA M TEXHOJIOTHH JIJIS PeaTn3allin
WH(OPMAIIMOHHBIX U MATEMATHYECKUX MOJIeNIeH

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

dopma peanuzanuu: 3anura 3a1aHus
1. Hactpoiika ceteBbix ciyx0 u cepBucoB OC Linux (JITabopaTopHas pabora)
2. Pa3paboTka nonutuku HHGOPMAIIMOHHOM Oe30macHoCcTH npeanpusaTus (JlaboparopHas
pabora)
3. Coznanue BeiuncnutenbHoro kinacrepa MPI na 6aze OC Linux (JJaGopaTopHas pabota)
4. Coznanne npoekra CKC mst momemennii kadeapsr (JlaboparopHas padota)
5. YcranoBka u HacTpoiika ceteBbix cny:k0 OC Windows Server (JJabopatopnas pabota)
6. YcranoBka OC Linux u 6a3zoBast HacTpoiika cuctemsl (JJaboparopHas padoTta)

Dopma peanuzanmu: [Tucemennas padora
1. OcHOBHBIE OHATHS U IPUHIUIIBI TOCTPOSHUS BBHIYMCIUTENBHBIX ceTeil (TecTupoBaHue)
2. CoBpeMeHHbIE TEXHOJIOTUH ITOCTPOEHUS BBIYUCIUTENbHBIX ceTell (TectupoBanue)
3. Cnoco6sl1 pacnipoctpanenus u aunensupoBanus [10 (TectupoBanue)

BPC aucuunjavHbl

I cemectp
Beca KOHTpOIBHBIX MepOTIpUATHH, %o
Nunekc KM-1 | KM-2 | KM-3 | KM-4
Pa3nen mUCIMIIINHBI
KM:
Cpok KM: 4 8 12 15
OCHOBHBIC TIOHATHS ¥ TIPUHIUIIBI TOCTPOCHHUS
BBIUMCIUTEIBHEIX CETEN
OcHOBHBIE TOHATHUS U TPUHIHUIIBI TOCTPOCHHUS +

BBIYHCIIMTEIIbLHBIX CETEH

COBpeMeHHLIC TCXHOJIOTHU MMOCTPOCHUSA BBIYUCIINTCIIbHBIX

ceTen

CoBpeMeHHbIE TEXHOJIOTUH ITOCTPOCHUS BEIYUCITUTEIBHBIX + N N
ceTen

Pa3BeprriBanue u skcruTyaTanus cereil Ha 6aze OC Windows

PasBepThiBanme u skcmutyaTanus cereid Ha 6aze OC Windows + +




BeckKM:| 5 | 5 | 20 | 70 |

2 cemecTp
Beca koHTpOIBHBIX MeponpUsITHiL, Y0
WNunekc KM-5 | KM-6 | KM-7 | KM-8 | KM-9
Pa3nen nucuumninHb KM-

Cpox KM: 4 8 12 14 15
Pa3zBepThiBaHue 1 3KCIUTyaTanus cereid Ha 6aze OC
Linux
PazBepThiBaHue 1 3KCIUTyaTanus cereid Ha 6aze OC + + +
Linux

HOCTpOCHI/IC BBIYUCIIMTEIIBHOT'O KJIaCTEpa

HOCTpOCHI/IC BBIYUCIIMTEIIBHOI'O KJIaCTEpa +

OoOecrieyenne 0€30IMaCHOCTH B BEIYHUCIUTEIBHBIX
ceTax

Oobecrieyenne 0€30IMaCHOCTH B BEIYHUCIUTEIBHBIX
ceTax

Bec KM: 10 20 50 10 10

$O61mast yacte/J{j1st IPOMEKYTOUHOMN arTecTanund



COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3ysbTaTel  00y4eHMsI IO
JUCIUILINHE
[1K-1 N-2nk-1 Bri6upaer | 3Hath: OcCHOBHbIE TOHATUS U IPUHLHUIIBI IOCTPOCHUSI BBIYUCIUTENBHBIX CETEH
COBpPEMEHHBIE ocHOBHBbIE TUIbl U GyHKIMK | (TectupoBanue)
UHCTPYMEHTAJIbHBIE COBPEMEHHOI'0 CETEBOT0 CoBpeMeHHbIE TEXHOJIOTUU TOCTPOEHUS BBIUNCIUTEIbHBIX CETEN
CpeICTBA M TEXHOJIOTUHU AJis | mporpaMMmHoro odecrneuenus | (TectupoBanue)
peanuzanuu OCHOBHBIE OCOOCHHOCTHU Cosnanne npoekra CKC mis nomemienunit kadeapsl (Jlabopatopuas
UH(GOPMaIMOHHBIX U | COBPEMEHHBIX CETEBBIX pabota)
MaTEeMaTUYECKUX MOJIENIEH TEXHOJIOTU YcraHoBka u HacTpoiika ceTeBbix ciry’)x6 OC Windows Server
COBPEMEHHOE COCTOSTHUE U (JTaboparopnas paboTa)

3aJ1a4¥ MPOCKTHUPOBAHUS H
OpraHu3aIu
KOPITOPAaTHBHBIX
BBIYHCIIMTENBHBIX CETEM
VYMmeTs:

HACTpaWBaTh CETEBbIC
CIIy>KObI U CEpPBUCHI
aJIMUHUCTPUPOBATH CETEBBIC
OTIepPAITMOHHBIC CHCTEMBI
MPOEKTHUPOBATh CTPYKTYPY U
pa3BepTHIBATH MTPOrPAMMHOE
obecrneucHUe
KOPITOPAaTHBHBIX
BBIYHCIIMTENBHBIX CETEHN
o0OecreynBaTh 0€30I1aCHOCTD
uHpopmManuu B
KOPIIOPaTHBHBIX CETIX

Crnioco6s1 pactipoctpanenus u guneHzupoBanus [10 (TectupoBanue)
VYcranoBka OC Linux u 6a3oBas HacTpoiika cuctems! (JlabopaTopHas
pabora)

Hacrpoiika cereBbix cityx06 u cepsucoB OC Linux (JIaboparopHas pabota)

Coznanne BeruucauTenbHoro kinactepa MPI na 6aze OC Linux
(JTabopaTopnas pabora)

PazpaboTka momutuku nHGOpMaAIIMOHHOM 0€30MaCHOCTH MIPEATPUITHS
(JTabopaTopnas pabora)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
1 cemecTp

KM-1. OcHOBHBI€ IOHATHS U NPUHIUIBI MOCTPOCHHUS BHIMUC/IUTEIBHBIX cerei

®opmbl peanauzanuu: [luceMennas padora

Tun KOHTPOJBLHOr0 MeponpusaTusi: TectupoBaHue

Bec konTposbHOro meponpusitusi B BPC: 5

IIpouenypa mnpoBeaeHHsl KOHTPOJIBbHOrO MeponpusaTHsa: TecTupoBaHue MPOBOIAUTCS
BapuaHTaM. Pabora conepkut 6 BOnpocoB Ha 5 MUHYT

KpaTkoe conep:kanue 3a1aHusi:
TectupoBaHre OPUSHTHPOBAHO Ha MPOBEPKY 3HAHUS COBPEMEHHOT'O COCTOSHUS M 3a/1a4
MPOSKTUPOBAHMS U OPTaHU3AI[MH KOPIOPATUBHBIX BBIYUCIIUTEIBHBIX CeTEH

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

110

3HaTh: COBPEMEHHOE COCTOSIHHE W 1.OcHOBHBIE MOHATHUSA NTEpEIavn JAHHBIX

3a1a4u MIPOCKTUPOBAHUS u 2.IIpuHIUIIBI OpTaHU3AINH JIOKATBHBIX U TI00aThHBIX
OpraHu3aIu KOPIOPATHBHBIX CETEBLIX CUCTEM

BBIYHCIIUTEIBLHBIX CETEH 3.0OcHoBHbBIE KOMIIOHEHTHI MoAean OS]

4.IlonsTus aapeca, IpoToOKojIa, HHTepdeiica
5.Buanl ceTeBBIX TOIOJIOTHH

6.OCHOBHBIC HCTOYHHKHU CTAaHIAPTOB B 00JIACTH
BEIUHMCIIMTEIbHBIX CeTEH

Onucanue MIKAJbI OLEeHUBAHUS

Ouenxa: 5
Huoicnuii nopoe evinonnenus 3adanus 6 npoyenmax: 95

Onucanue xapakmepucmuxu evlnoinerus 3Hanus: OleHKa "OTINYHO" BBICTABIISIETCS €CJIA JTAaHbI

MMpaBUJIbHBIC OTBETHI Ha BCC BOIIPOCHI TECTA.

Ouyenka: 4
Huoichuti nopoe evinonnenus 3adanus 6 npoyenmax: 15

Onucanue xapaxmepucmuxu evlnoanenus 3Hanus: OleHKa "Xopomio" BEICTaBISETCS €CIU TaHbl

IMMPpaBUJIbHBIC OTBCTHI HA 5 BOIIPOCOB TECTa 0e3 CYHICCTBCHHBIX HOI‘pCHIHOCTCﬁ.

Oyenka: 3
Huoicnuii nopoe evinonnenust 3aoanus 6 npoyenmax. 60

Onucanue xapakmepucmuKku 6blNOJIHEHUS SHAHUA. Ornenka "y,ZIOBJ'IeTBOpI/ITeJ'IBHO" BBICTABJIACTCA

CCJIM JaHbI IPaBUJIbHBIC OTBCTHI HA 4 BOIIpOCa TCCTa oe3 CYHICCTBCHHBIX HOl"pCIJ.IHOCTCfI.

KM-2. CoBpeMeHHBIE TEXHOJIOTMHU NMOCTPOCHHS BHIYMCIUTEIbHBIX CeTel

®opmbl peaausanun: [lucpmennas padbora
Tun KOHTPOILHOr0 MeponpuaTHa: TecTupoBaHue
Bec kouTposabHoro meponpusitusi B BPC: 5

Hpouenypa NNpoBeICHUA KOHTPOJIBHOI0O MEPONPUATHA: TGCTI/IpOBaHI/IC MMPpOBOAUTCA IO

BapuaHTaMm. PaboTa cogepuT 6 BOIpOCcOB Ha 5 MUHYT

KpaTKOQ CoA€CpKaHME 3alaHUA:




TecTupoBaHe OPUEHTUPOBAHO HA MMPOBEPKY 3HAHUS OCHOBHBIX OCOOCHHOCTEH COBPEMEHHBIX
CETEBBIX TEXHOJIOTUI

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3HaTh: OCHOBHBIE OCOOCHHOCTHU 1.OcHOBHBIE ITPOTOKOJIBI TIPOBOJHBIX CETEN
COBPEMEHHBIX CEeTEBbIX 2.0OCHOBHBIE ITPOTOKOJIBI OECIIPOBOAHBIX CETEH
TEXHOJIOTHIl 3.ITpunnuns! padots cereit Ethernet

4 Ilpunaiuns! padotsl ceteit [Pv4

5. Ilpunnumns! paboTsl 1 ocodenHoctu cereit [IPvo
6.0OcHOBHBIE (DYHKIIUU U CEPBUCHI CETEBBIX
OIIEpPAIIMOHHBIX CUCTEM

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 95
Onucanue xapakmepucmuxu evblnoineHus 3Hanus: O1eHKa "OTINYHO" BBICTABIISICTCS €CJIA JTaHbI
IIPaBHJIbHBIC OTBETHI HA BCE BOIIPOCHI TECTA.

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3a0anus 6 npoyenmax. 15
Onucanue xapaxmepucmuxu evlnoanerus 3Hanus: OleHKa "X0opouio" BEICTaBISETCS €CIU TaHbl
NPaBUJIbHBIC OTBETHI HA 5 BOMPOCOB TECTa 0€3 CYIIECTBECHHBIX OIPEIIHOCTEH.

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CIIM JIaHbl IPABUIIBHBIC OTBETHI HA 4 BOIIPOCA TECTa 03 CYIIECTBEHHBIX MOIPEITHOCTEH.

KM-3. Cozpanne npoexkra CKC nast nomemenuii kageapsl

®opMbl peanu3anmu: 3alinTa 3a1aHus

Tun koHTpoBLHOr0 Meponpusitus: Jlaboparopras padora

Bec koHTpObHOrO Meponpusitusi B BPC: 20

IIpoueaypa mnpoBedeHHs] KOHTPOJIbHOIO MepONPHUATHS: 3amuTa J1a0OpPaTOPHOW PabOTHI
HOPOBOJUTCS MYTEM PACCMOTPEHHUS IMOJATOTOBJICHHBIX IPOEKTHBIX JOKYMEHTOB M OTBETOB Ha
BOTIPOCHI MTPETIO/IaBaTels

Kpartkoe cogep:xkanue 3aaHuA:
JlaboparopHas paboTa OpMEHTHPOBAHA HA IIPOBEPKY YMEHMSI IPOEKTUPOBATH CTPYKTYPY U

Pa3BCPTHIBATH ITPOTPAMMHOC obecnieucHue KOpHIOpPAaTUBHBIX BBIMUCIIUTCIBHBIX ceTen

KoHTpoJibHbIE BONIpOCHI/3aJaHUA:

YMeTh: NpOEKTUPOBATh CTPYKTYPY 1.Pa3paboTarh CTpyKTYypy TEXHHUYECKOTO 3aJ]aHUs Ha
U pa3BepThiBaTh MPOTrpaMMHOE npoektupoBanue CKC st 3ananHoro Habopa
oOecrieueHue KOPIOPaTUBHBIX ITOMEILEHU I

BBIYMCIIUTEIIbHBIX CETEU 2.Pa3zpaborarh cienuduKaino 000pyI0BaHUS IS

npoekta CKC st 3aanHoro Habopa moMeneHH
3.Pa3paboTrarh cxeMy pa3MelIeHHs] TEXHUUYECKUX CPEACTB
npoekta CKC st 3aanHoro Habopa moMeeHHA
4.Pazpabotathb kabenbHbIN KypHan npoekta CKC ans
3aJIaHHOT0 Ha0Opa MOMEIICHHIA

Onucanue MKaJbl OLICHUBAHUA:




Oyenxa: 5
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmuxu ebinoneHus 3uanus: IlpeacraBiensl opopMICHHBIE B COOTBETCTBUU C
I'OCT 34 texnuyeckoe 3aJjaHre U MOSICHUTEIbHAS 3alMUCKa K TEXHUYECKOMY MTPOCKTY (C
MPIIOKECHUSIMHU: CXeMa Pa3MEIICHHS TEXHUYECKUX CPECTB, KaOeIbHBIN KypHAI U crienupuKaIms
obopynoBanus). Coaeprkanue nosicHuteapHoM 3anucku coorBercTByeT 'OCT P 53246-2008.
CTyZIeHT MOKET BHSTHO MOSICHUTH BCE IPUHSTHIE MPOCKTHBIC PEIICHUSI.

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. (5
Onucanue xapaxmepucmuxu evinoinenus sHanus: IlpenctaBiensl 0hopMIIEHHBIE B COOTBETCTBUU C
I'OCT 34 texnuyeckoe 3aJlaHue U MOSICHUTEIbHAS 3aMMCKa K TEXHUYECKOMY MPOEKTY (C
MPUIOKEHUSMHU: CXEMa Pa3MEIICHUs TEXHUUECKUX CPECTB, KaOeabHbIN KypHal U crienu(uKaims
obopynoBanus). Coaepkanue noscHUTeNbHOU 3anmucku cootBeTcTByeT I'OCT P 53246-2008 ¢
HECYIIECTBEHHBIMU OIMOKaMU. CTYJIEHT MOXKET BHSITHO OOBSICHUTh OCHOBHBIE IIPOEKTHBIE

pelICHHUS.

Oyenka: 3
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoninenus snanus: IlpenctaBnensl 0ohopMIeHHBIE B COOTBETCTBUU C
I'OCT 34 ¢ necylecTBEeHHBIMH OIIMOKAMH TEXHUYECKOE 3aJJaHNE U TTOSICHUTEIIbHAS 3aliCKa K
TEXHHUYECKOMY MPOEKTY (C KaK MUHUMYM ABYMsI IPUIIOKESHHUSIMH U3: CXEMa pa3MeIeHUs
TEXHUYECKHUX CPEJICTB, KaOeIbHBIN KypHAT U cienudukamus ooopynoanus). CoaepxaHue
nosicauTenbHoM 3anucku cootBeTcTBYeT ['OCT P 53246-2008 ¢ cyiiecTBeHHBIMU OIIMOKaMHU.
CTyneHT MOXKET BHATHO OOBSICHUTB KaK CIIEAYET UCIPABUTh OMIMOKU B MPOEKTHBIX PEIICHUSIX
MocCJie yKa3aHUsl Ha HUX MPEMNo/iaBaTeIeM.

KM-4. YcranoBka u HacTpoiika cereBbIX ci1y:x0 OC Windows Server

®opmbl peanu3anmu: 3alinTa 3a1aHUSL

Tun koHTpoABLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTposbHoro meponpusitusi B BPC: 70

IIpoueaypa mnpoBedeHHs] KOHTPOJIBHOIO MepoONpHMATHs: 3amuTa J1abopaTopHOM pPabOTHI
MPOBOAMTCS IMYTEM JEMOHCTpAllMM YCTAHOBJEHHBIX M HACTPOEHHBIX CETeBbIX ciayxk0 Windows
Server Ha KOMIIBIOTEPE CTyIEHTA

Kparkoe cogep:xanue 3aiaHus:
JlaGopatopHasi paboTa OpUEHTHPOBAHA Ha IPOBEPKY YMEHHsSI IPOEKTUPOBATh CTPYKTYPY U

pa3BepThIBATh IPOrPAMMHOE 00ECTIeueHNE KOPIIOPATUBHBIX BHIYUCIUTENBHBIX CETEH

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

YMeTh: MPOEKTUPOBATH CTPYKTYPY 1.YcranoBute OC Windows Server v KIIHEHTCKYIO
U pa3BepThiBaTh MPOrpPaMMHOE Bepcuto OC Windows Ha BUPTYaJIbHYIO MallluHy
obecrnieuyeHue KOpPIIOPATUBHBIX 2.Pa3BepHuTe KOHTpOIep foMeHa Active Directory,
BBIYUCIIUTENBHBIX CEeTeH co3JlaiiTe mojp30BaTesel u moapaseneHus

3.IloakirounTe KIMEHTCKUN KOMITBIOTED K JIOMEHY
4.Pa3BepHUTE pacnpeaesieHHyIo GailloByto cucTeMy
DFS u nactpoiite ynaneHHbIl AOCTYI K (aiinam
5.Pa3BepHHUTE cepBep yaalIeHHBIX pabounX CTOJIOB U
onyONIMKYHTE ylaIeHHOE IPUIIOKEHHE
6.Passepuure cepsep IIS n npogemoHcTpupyiite
yaajneHHbId goctyn K web u ftp cepBucam

Onucanune MKAJbI OIlCHUBaAHUSA:




Oyenxa: 5
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 90
Onucanue xapaxmepucmuxu evinonnenus snanus: OC Windows Server ycraHOBIeHa U HACTpOEHA
1 BCE CETEBBIE CIYXKObI pab0OTaOT KOPPEKTHO. J[0CTyIT KO BceM CITy:kOaM ¢ KIIMEHTa
MIPOJIEMOHCTPUPOBAH.

Ouenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. (5
Onucanue xapakmepucmuxu evinonanenus 3nanus: OC Windows Server ycTaHOBJICHa M HACTPOCHa,
6omee 80% ceTeBbIX cIyk)0 pabOTAIOT, BO3MOXKHO C HEKOTOPBIMHU HEJJOCTaTKaMU(HE BO BCEX
pexxumax). JlocTyn ko BceM paboTaromuM ciryk0aM ¢ KIHEeHTa MPOJEMOHCTPUPOBAH.

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoanenus snanus: OC Windows Server ycTraHOBIeHa U HACTPOCHA,
6omee 50% ceTeBBIX cIyX)0 pabOTaIOT, BOBMOKHO C HEKOTOPHIMHU HEJJOCTaTKaMH(HE BO BCEX
pexumax). Joctym 6omee yem k 50% ciryx0a ¢ KIMEHTa MPOJAEMOHCTPUPOBAH.

2 cemecTp

KM-5. Cnioco6s1 pacnipocTpanenus u Junensuposanus [1O

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHOro Meponpusitus: Tectupoanue

Bec konTposbHoro meponpustusi B BPC: 10

IIpouenypa mnpoBeaeHHsl KOHTPOJIBHOrO0 MeponpuaTHsa: TecTupoBaHHE MPOBOIUTCS IIO
BapuaHTaM. Pabora conepkuT 6 BOnpocoB Ha 5 MUHYT

Kparkoe cogepxanue 3agaHus:
TecTupoBaHie OPUEHTHPOBAHO HA MPOBEPKY 3HAHUSI OCHOBHBIX THUIOB U (QYHKIUI
COBPEMEHHOT'0 CETEBOT0 MPOTrPAMMHOTO 00ECTIEYeHHU S

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3HaTh: OCHOBHBIE TUIIBI U (YHKIIUU 1. laiiTe onpeneneHne cBOOOTHON JIMIIEH3UH Ha
COBPEMEHHOI0 CETEBOIO IIPOrpaMMHO€E 00eCIIeueHUEe
IPOTrpaMMHOT0 oOecrieueHust 2.Ilepeuncnaute pa3HOBUHAHOCTH KOMMEPYECKUX

JIUIIEH3UI Ha POrpaMMHOE 00eCTIeueHHE
3.Ilepeuncanre pa3HOBUIHOCTU CBOOOHBIX JTHIIEH3UN
Ha IporpaMMHOE 0OecIieyeHe

4.Ilepeuricante OCHOBHBIE “‘CBOOOIBI” yKa3aHHbBIC B
tekcre muuen3un GNU GPL

5.Ilepeuncnure Tumnsl auneH3uit Creative Commons
6.YUto Takoe SaaS u yeM 310 oTM4aercs ot apenasl 110,
laaS u PaaS

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 95
Onucanue xapaxmepucmuxu evinoineHus snanus: OueHka "oTIMYHO" BBICTABISETCS €CITU TaHbI
MIPABHJIBHBIC OTBETHI HA BCE BOIIPOCHI TECTA.

Oyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 15




Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHkKa "Xopolo" BbICTAaBIISAETCS €CIIN JaHbl
MPaBUJIbHBIE OTBETHI HA 5 BOMPOCOB TecTa 0€3 CYIIECTBEHHBIX MOTPEIIHOCTEH.

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evinonnenus 3uanus: OueHka "y10BIeTBOPUTENHHO" BHICTABIISAETCS
€CITM JIaHbI IPAaBUIIBHBIC OTBETHI HA 4 BOIIPOCA TeCTa 03 CYIIECTBEHHBIX MOTPEITHOCTEH.

KM-6. YcranoBka OC Linux u 6a3oBasi HACTpOiiKa CMCTeMbI

®opmbl peaau3anum: 3aluTa 3aJaHUA

Tun koHTpoaBHOr0 Meponpusitus: Jlabopatopnas padora

Bec koHTpobHOr0 Meponpustusi B BPC: 20

IIpoueaypa mnpoBedeHHs] KOHTPOJIBHOIO MepONpHMATHs: 3amuTa J1a0opaTopHOM pPabOTHI
NPOBOJIUTCS IyTE€M JAEMOHCTPALMU PAa0OThl YCTAHOBICHHOTO M HACTPOCHHOTO IPOrPAaMMHOIO
o0ecreyeHusl.

Kpatkoe cogepxxanue 3agaHus:
JlaboparopHas paboTa OpUEHTHPOBAHA HA POBEPKY YMEHUS aIMUHUCTPUPOBATH CETEBBIC

ONCparnOHHBIC CUCTCMbI

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

YMers: aAMUHUCTPUPOBATH 1.Ycranosure BoiOpanHblii quctpudytus OC Linux B
CeTeBbIE ONEepallMOHHbIE CUCTEMbI BUPTYaJIbHYIO MaIlIUHY
2.Hactpoiite napameTpsl ceTeBoro coeaurerus: B OC
Linux

3.IIpoTtecTupyiiTe BO3MOXKHOCTh NIEpeIauu JaHHBIX 1O
cet B OC Linux

OnucaHue MKaJbI OlleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 95
Onucanue xapaxmepucmuxu 8vlnoiHeHus sHanus: Bee mporpaMmmHoe obecriedyeHre YyCTaHOBIECHO U
HACTPOCHO MPaBMILHO. JlocTym 1Mo ceTn obecredeH.

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 15
Onucanue xapakxmepucmuxu 8vlnoiHeHus sHanus: Bee mporpammHoe oOecriedeHre YCTaHOBICHO U
HacTpoeHo. Bo3M0okHBI OTAeNbHbIE TPOOIEMBI B IOCTYIIE TIO CETH

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapakxmepucmuku blnoIHeHUs 3Hanus: Bee mporpaMMHoOe oOecrieueHe yCTaHOBICHO U
HacTpoeHo. Bo3MoXkHBI peryssipHble MPoOIeMbl C JOCTYIIOM 10 CETH

KM-7. Hactpoiika ceTeBbIx ciay:x0 u cepBucoB OC Linux

®opmbl peaju3anmu: 3alnTa 3a1aHus

Tun koHTpoABLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTposbHoro meponpustusi B BPC: 50

IIpoueaypa mnpoBedeHHs] KOHTPOJIBHOIO MepONPHATHSA: 3amuTa J1abopaTopHOW pabOTHI
MPOBOAMTCA IYTEM JIEMOHCTpAlMu pPaOOThl YCTAHOBJIEHHOIO U HACTPOEHHOI'O IMPOrPaMMHOIO
o0ecreyeHusl.
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KpaTkoe conep:kanue 3a1aHus:
JlaGopatopHasi paboTa OpHUEHTHPOBAaHA Ha MTPOBEPKY YMEHUS aIMHHHCTPUPOBAThH CETEBBIC
ONnepanOHHBIC CUCTCMbI

KoHTposbHbIe BONPOCHI/3a1aHUA:

VYMern: AJIMUHUCTPUPOBATDb
CCTCBLIC ONICPALMOHHBIC CUCTCMBI

1.YcranoBure u Hactpoiite ciy:x061 DHCP 1 DNS B OC
Linux

2.YCTaHOBUTE M HACTPOUTE CETeBBIC (PAilIIOBBIC CUCTEMBI
NFS u Samba B OC Linux

3.YCTaHOBHUTE M HACTPOMTE CIY>KOBI TEPMHUHAIBHOTO
nocryna ssh u VNC B OC Linux

4.YcTaHOBHUTE M HACTPOUTE CIIy kOB wWeb u ftp cepBepoB
B OC Linux

5.YcTaHOBUTE U HACTPOMTE CITY>KOBI MapIIPyTHU3AIUH,
¢unpTpanuu makeros u nat B OC Linux

6.Ycranosure u HacTpoiite ciayx0s1 VPN (OpenVPN,
Wireguard nim IPSEC no Bei6opy) B OC Linux

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka: 5

Hudienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 90
Onucanue xapaxmepucmuxu evinonnenus snanus: OC Linux ycTaHOBJI€Ha U HACTPOEHA U BCE
ceTeBble CIIYKObI paboTatoT KOppeKkTHO. [JocTym ko BceM cityx0aM ¢ KITUeHTa

MPOJIEMOHCTPUPOBAH.

Oyenka: 4

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. (5
Onucanue xapaxmepucmuxu evinoanenus sHanusa: OC Linux ycTaHoBieHa U HacTpoeHa, 0olee
80% ceTeBbIX CITyKO paboTal0T, BO3MOKHO C HEKOTOPBIMH HEJOCTaTKaMU(HE BO BCEX peXUMaXx).
JlocTyn Ko BceM paboTaromuM ciayx0aM ¢ KIMEHTa IPOIEMOHCTPUPOBAH.

Oyenka: 3

Huodienuii nopoe evinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu gvtnoanerus 3nanus: OC Linux ycTaHOBJIEHA U HACTpOeHa, Oojee
50% ceTeBBIX cTyk0 pabOTaOT, BO3MOYKHO C HEKOTOPBIMH HEJOCTaTKaMU(HE BO BCEX PEXHUMAX).
Hoctyn 6onee ueM k 50% ciyx0a ¢ KJIMeHTa MPOIEMOHCTPUPOBAH.

KM-8. Coznanue BpruucaurebHoro kiaacrepa MPI na 6aze OC Linux

®opmbl peanu3anuu: 3ainTa 3a1aHus

Tun koHTpoABLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTposbHoro meponpusitusi B BPC: 10

IIpoueaypa mnpoBeleHHs] KOHTPOJIBHOIO MepONPHATHSA: 3amuTa J1abopaTopHOW pabOTHI
MPOBOAMUTCS IIYTEM JIEMOHCTpaluu padOThl YCTAaHOBJIEHHOIO W HACTPOEHHOrO IMPOrPaMMHOTO

obecrieueHus.

Kpartkoe cogep:xkanue 3aiaHusA:
JlaGopatopHasi paboTa OpUEHTHPOBAaHA Ha TPOBEPKY YMEHHsI HACTPAUBATh CETEBbBIE CIYXKObI U

CEPBHUCHI

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

YMerb:  HacTpauBaTh
CIIY’KOBI M CEPBHCHI

CETCBbBIC

1.Cnpoektupyiite CTpyKTypy NpOTrpaMMHOIO
obecnieyeHus kiaacrepa MPI
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2.Pa3BepHuTe MporpaMMHOe obecrieuenue kinacrepa MPI
Ha BUPTYAJIbHBIX MalIMHAX

3.IIporecTupyiite padbocrnocodbHocTs kiacrepa MPI ¢
MOMOIIIbIO TECTOBBIX MapaJJICIbHBIX TPOTrpaMM

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmuxu evinoanenus 3uanua: CTpyKTypa KiacTepa CIpOeKTHPOBaHA BEPHO.
[IporpammHOe oOecrieueHre pa3BEPHYTO U HACTPOEHO. TecTOBBIE MPOrPaMMBbI BBITTOIHSIOTCS
MPABIJIBHO BO BCEX PEKUMAX.

Ouenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. (5
Onucanue xapakmepucmuxu evinonneHus 3uanus: CTpyKTypa Kilactepa CpoeKTHpoBaHa 0e3
CYIIECTBEHHBIX MOTrpenrHocTeil. [I[porpaMMHoOe oOecrieueHue pa3BepHyTO U HACTPOCHO B OCHOBHOM
BepHO. TecTOBbIC IPOrPaMMBbI BBIIIOJIHSIOTCS TIPABUIIBHO BO OOJIBIITMHCTBE PEKUMOB.

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evinonnenus 3uanus: CTpyKTypa Kiactepa CpoeKTHPOBaHA CO
3HAYHUTEIBHBIMU OTPEHIHOCTAMU. [IporpamMmmMHOe oOecriedeHne pa3BepHyTO, HO HACTPOCHO C
CYIIECTBEHHBIMU OMNOKaMU. TeCcTOBBIC TPOrPaMMEI BBITTOJIHSIOTCS IPABUIIBHO B HEKOTOPBIX
peKUMaXx.

KM-9. Pa3padoTka moJuTuk HHGOPMAMOHHOMH 0€30MACHOCTH NPeANPUSTHS

®opmbl peanu3anmu: 3alinTa 3a1aHus

Tun KoHTpoBLHOr0 Meponpusitus: Jlabopatopuas padora

Bec koHTpOBbHOrO Meponpusitusi B BPC: 10

IMpoueaypa mnpoBedeHHs] KOHTPOJIBHOIO MepPONPUATHS: 3amuTa J1adOpPaTOPHOW pPabOTHI
OPOBOJIUTCS IyT€M pAacCMOTPEHMs IOATOTOBIEHHOIO JOKYMEHTa M OTBETOB Ha BOIPOCHI
HpernoaaBaTess

Kpatkoe cogepkanue 3a1aHus:
JlaGopaTopHasi paboTa OpHEHTHUPOBAaHA HA MMPOBEPKY YMEHHUsI 0OeCTIedrBaTh 0€30MaCHOCTh

UH(pOPMAaLIUU B KOPIIOPATUBHBIX CETAX

KoHTpoJibHbIe BONIpOChI/3aJaHUA:

VYMerTs: o0ecrieunBaTh 1.Onpenenure 3amunaeMble 0ObEKThI

Oe3omacHOCTb  MH(pOpMaLUU B MH(}OPMALIMOHHOTO 00ecTIeYeH s TPEATIPUATUS

KOPITOPATUBHBIX CETAX 2.0mpenenute yrpo3bl HHHOPMAIIMOHHON 0€30MacHOCTH
MPEIPUSTHS
3.0npeaenute Mepbl U MEPOTIPUATHS [Tt 0OecTIeUeHUs
MH(POPMAIIMOHHON 0€30MaCHOCTH MPEIIPUSTHS

Onucanue MKAJbI OIICHUBAHUA:

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 90
Onucanue xapakmepucmuxu evinoanenus 3nanus: Jloxkyment "[lonutnka nHGpOpMamoHHON
Oe3omacHocTH npeanpusaTus” pazpadoran. CTpyKTypa U cojiep:kaHne JOKYMEHTa COOTBETCTBYIOT
I'OCT UCO/MDBK 27002. O6beM 3aMMCTBOBAaHUYN HE3HAUYUTEIILHBIH.
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Oyenxa: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 15
Onucanue xapaxmepucmuxu evinoinenus snanus: JlokymenT "[lonutrnka naGOpMannoHHON
Oe3omacHocTH npeanpusaTs’” pazpadoran. CTpyKTypa U cojiep)KaHie JOKYMEHTa HE3HAUUTEIILHO
orkionsitorcs or FOCT MCO/M3IK 27002. O6bem 3auMcTBOBaHUH 10 25%.

Ouenxa: 3
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinonanerus 3nanus: Jlokyment "[lonutnka nHGpopMamoHHON
Oe3omacHocTH npeanpusaTus” pazpadoran. CTpyKTypa U coliepKaHue JOKYMEHTa 3HAYUTEIHHO
otkiaonsierca ot 'OCT NCO/MDBK 27002. O6neM 3auMmcTBoBauuii 10 50%.
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
1 cemectp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpouenypa npoBenenust

3aueT BBICTABIISCTCS IIO COBOKYITHOCTH PE3YJIbTATOB TCKYLICTO KOHTPOJA YCIICBACMOCTH B

cooTBeTcTBUU C [lomoskeHneM o 0amuIbHO-pEHTHHTOBOM cucTteMe Jutst ctyaeHToB HUY «MOBNy»

L Ilepeuens komnemenyuii/uHOUKAMOPO8 U KOHMPOILHBIX 60NPOCOE NPOGEPKU PE3YTbM AN 08

0C60€HUA 0ucuunﬂunbt

1. Komnerenuusi/Muaukarop: UJ-2nk-1 Beibupaer coBpeMeHHbIE HHCTPYMEHTAJIBHBIE CPEICTBA U

TCXHOJIOTUU JIA pC€ain3allun I/IH(i)OpMaI_II/IOHHHX 1 MaTeMaTUYSCKUX MoJeei

Bonpocsl, 3aganus
1.OcHOBHBIE IPOBOHBIE CETEBBIE TEXHOJIOIMH U UX XapaKTEPUCTUKU
2.0OcHOBHBIE OECIIPOBOJIHBIE CETEBbIE TEXHOJIOTUU U UX XaPaKTEPUCTUKU
3.Crek npotokonioB IPv4, ceTeBoil ypoBeHb
4.Crex npotokosioB IPv4, TpaHCcOpTHBIN ypOBEHB
5.Crek npotokosioB [Pv6
6.Crangaptsl Ha npoektupoBanue CKC
7.0cHoBHbIe QpyHKIMHU ceTeBbIX OC
8.0C Windows Server, pa3HOBUAHOCTH, OCOOCHHOCTH JIMIICH3UPOBAHUS

9.0C Windows Server, pa3BepTblBaHHE€ CEPBUCOB, 00ECIEUNBAIOIINX PaOOTy KOPIOPATUBHBIX

ceTen
10.0C Windows Server, pa3BepTbIBaHHE TPUKJIAIHBIX CETEBBIX CEPBUCOB

Matepuaibl 1/151 IPOBEPKH 0CTATOYHBIX 3HAHUM

1.ITpotokon Ethernet siBnsercs npoTokoaoM:
OTBeThI:

1 ®u3nueckoro ypoBHs

2 KananbHOTO YpOBHS

3 CereBoro ypoBHs

4 TpaHCHIOPTHOT'O YPOBHS
BepHnbslii otBeT: 2 KaHanbHOro ypoBHS

2.[1ns cereit Gigabit Ethernet MosxeT ucnonbp30BaThCs Kabenp TUNA:
OtBeTsI:

1 KoakcuanpHbiit RG-58

2 Buras napa kateropuu Se

3 BBrar-Is 3x2.5

4 Burtas napa kateropuu 3
Bepnsiit otBeT: 2 Butas napa kareropuu Se

3.Kakoii craniapT onucheIBaeT NpaBuiia MPOEKTUPOBAHUS CTPYKTYPUPOBAHHBIX KaOEIbHBIX

CUCTEM
OtBeThI:

1 I'OCT 27001

2TOCT 53246

3T'OCT 34.201
Bepnpsiii otet: 2 'OCT 53246

4 MakcumanbHbIN pazmep nakera [Pv4
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OTBeThI:
1 576 Gaiit
2 1500 Gaut
3 65535 Oaiit
4 65536 Oaiirt
Bepnsriii otBeT: 3 65535 Oaiit
5.IIporokosn DHCP npeanasHaueH ais
OTtBeTsI:
1 Pa3pemenust cuMmBosIbHBIX UMEH B [P anpeca
2 ABTOMaTH3MpPOBaHHOIO Ha3HaueHus [P agpecoB y3nam cetu
3 3arpy3ku 06€31MCKOBBIX KIIMEHTOB 110 CETH
Bepnpsiit orBeT: 2 ABTOMaTH3MpOBaHHOTO Ha3HaueHus [P agpecoB y3nam cetu
6.Cnyx0a Active Directory 3To
OTtBeTsI:
1 CereBas (aiinoBas cucrema
2 Cucrema obecriedeHusi 0€30MacHOCTH B CETH
3 Ciyx0a KaTajaoron
Bepusliii otBet: 3 Ciyx6a Katanoro
7.MapupyTtusanus 310
OTtBeTsI:
1 Onpenenenue aapeca moryvyaTens
2 Omnpenenenue [P aapeca mo cMMBOIILHOMY UMEHU
3 Omnpenenenue ceTv, B KOTOPYo oTiipaBuTh [P maker
Bepnsiii otBet: 3 Onpenenenue ceT, B KOTOPYIO OTIpaBuTh [P maker
8.Kakoii ceteBoii ceppuc oTcyTcTBYeT B coctabe OC Windows Server
OTtBeTsI:
1 Cepsep DNS
2 Cepsep HTTP
3 Cepgep snexkTpoHHOM mouThl (SMTP)
4 Cepsep 6a3 TaHHBIX
5 Cepgep pacmpeiesieHHON (hailsIoBOI CUCTEMBI
Bepuwsiii otBet: 3 Cepep anektponHoi moutsl (SMTP) 4 Cepep 6a3 naHHBIX
9.K cepepy Windows Server 2019 MoryT moaKJIF04aThCsl KJIUEHTHI
OTBeThI:
1 Windows 7
2 Windows 8
3 Windows 10
4 Windows 11
Bepnpriii otBet: 1 Windows 7 2 Windows 8 3 Windows 10 4 Windows 11
10.lomen Active Directory 3To
OTBeTHI:
1 OcHOBHas aIMUHUCTPATUBHASI(CTPYKTYpHAsl) €AMHUIIA B CETEBOM MHMPACTPYKTYpe
TIPE TP THS
2 Cnoco® HauMEHOBaHUS CaliTOB
3 VM1 OCHOBHOTO cepBepa OpraHu3auu
Bepusiii otBeT: 1 OCHOBHAsI aIMUHUCTPATUBHAS(CTPYKTYpHAsi) €MHUIIA B CETEBOI

UHQpaCTPyKType NPeaIpUsTUs
II. Onucanue wikanvl oueHusanus

Ouyenka: 5
Huosicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 90

15



Onucanue xapakmepucmuxu ebinonnenus 3uanus: OLEHKa OIPENeNsIeTCs 10 COBOKYITHOCTU
pE3yIbTATOB TEKYILEro KOHTPOJIS YCIIEBAEMOCTH B COOTBETCTBUU ¢ [losokeHneM o 6aibHO-
peiftuHrosoii cucteme it cryaentoB HUUY «MOW»

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. (5
Onucanue xapaxmepucmuxu evinoineHus snanus: OUueHKa onpeAenseTcs 10 COBOKYITHOCTH
pPe3yJIbTAaTOB TEKYIIETO KOHTPOJISl YCIIEBAEMOCTH B COOTBETCTBUU C [lo0KeHNEM 0 OaTTbHO-
perdTuHroBoi cucteMe s cryaeHntoB HUY «MOW»

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evinonnenus 3nanus: OIEHKa ONPENeNsIeTCs 0 COBOKYITHOCTH
pe3yJbTaTOB TEKYIIEr0 KOHTPOJISl yCIIEBAEMOCTH B COOTBETCTBUU C [los0keHnem o 6amibHO-
peiituHroBoii cucteme it cryaentoB HUUY «MOW»

1I1. IIpasuna évicmaesnenusn umo2o60i OYeHKU no Kypcy

OueHka ompenemnsieTcss MO COBOKYIMHOCTH PEe3YJbTAaTOB TEKYIIETO KOHTPOJS YCIEBAEMOCTH
cootBeTcTBUU C [lonoxenrnem o OambHO-peUTHHTOBOM cucTeme s cryaeHTtoB HUY « MOy

2 cemecTp
®DopMa NPOMEKYTOUHOM aTTecTAlMM: 3a4ET C OLEHKOU
IIpoueaypa nposenenust

3ayeT BBICTABIACTCA 110 COBOKYIHOCTH PE3YJbTaTOB TEKYHIETO KOHTPOJISI YCIIEBAEMOCTH
cootBeTcTBUU C [lonoxeHnem o 0auIbHO-peUTUHTOBOM cucteMe ais ctyaeHToB HUY «MOW»

L. Ilepeuens Kkomnemenyuii/uHOUKAmMOpPo8 u KOHMPOILHBIX 60NPOCOE NPOGEPKU PE3YbM AN 08
0C60EeHUA OUCYUNIUHDL

B

B

1. Komnerenuusi/Mnaukarop: NJ-2nk-1 Beibupaer coBpeMeHHbIe HHCTPYMEHTATIbHBIE CPE/ICTBA U

TEXHOJIOTHUHU JJIA pCain3allnun HHq)OpMaHI/IOHHI)IX U MaTEMAaTUYCCKUX MOI[GHGI;'I

Bonpocel, 3aganus
1.Pa3HOBHUTHOCTH KOMMEPUYECKUX JINIICH3UN HA IPOrPaMMHOE 00ECTICUeHHE
2.Pa3HOBUIHOCTH CBOOOAHBIX JIMLIEH3UI Ha IPOrpaMMHOe o0ecrieueHne
3.Ycranoska u HacTpoiika OC Linux
4.IIporpammHoe obecrieueHue Juist moctpoeHus kinacrepa MPI
5.AnMuHUCTpUpPOBaHKE UHPOPMALTMOHHON 0€3011aCHOCTH MPEAIPUSITUS
6.ITporpammMHBIe cpeacTBa A1 oOecredeHns HHPOPMALMOHHOM 6€30MacHOCTH MPeIIpUsTUS
7.Pa3zBeprriBanue u agmuHuctpupoBanue ciny:xk0 DHCP u DNS B OC Linux
8.Pa3BepThIBaHME U a]IMUHUCTPUPOBAaHHE CIIYXO0 ceTeBbIX (aiftnoBbix cucreM B OC Linux
9.Pa3BepThiBanme u agmMuHUCTpUpoBanue ciyx0 cetu Mutepuer B OC Linux
10.Pa3BepThIBaHuE U AMUHUCTPUPOBAHME CIIYKO ynaieHHoro noctyna B OC Linux

MartepuaJbl 1Jisi IPOBEPKU OCTATOYHBIX 3HAHUM
1.Kakas auieH3us He sBJIsIeTCs CBOOOIHOMN
OTBeTHI:
1 JInnen3us GNU LGPL
2 Apache License 2.0
3 Microsoft EULA
4 JInuensus BSD
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Bepnwsiii otBet: 3 Microsoft EULA
2.SaaS st0
OTBeTHI:
1 I'opon B lIBeliniapun
2 JIuueH3us Ha MPOrpaMMHOE oOecrieueHre ¢ OrpaHUYeHHBIM CPOKOM JIEHCTBHS
3 Ilpenocrasnenue [1O B apeH1y BMECTE C BBIYMCIUTEIbHBIMU CPEICTBAMHU
Bepnpiii otBet: 3 Ilpenocrasnenue 110 B apeH1y BMECTE € BBIUNCIUTEIBHBIMU
CpeacTBaMu
3.5 npo OC Linux pacnpocTpaHseTcs 1o JTUICH3UU
OTtBeTsI:
1 BSD
2 GPL
3 CC-BY-SA
Bepnwiii orBet: 2 GPL
4.Kakwue ceteBble cnyx0bl peanuzyrores B sape OC Linux
OTtBeTsI:
1 DHCP u DNS
2 Mapupytuzanus
3 YaaneHHOro TepMUHAJIBHOTO 10CTyIa
4 ®OunpTpanus naketon [P
Bepnpriii otBeT: 2 Mapupytuszanus 4 @unbrpanus naketos [P
5.B cocraB nuctpubyrua OC Linux MOTYT BXOJIUTH CIEIYIOIINE CITYKObI
OTBeTHI:
1 Cny:x6s1 DHCP
2 Cnyx0b1 DNS
3 Cyx0bl1 y1aJIeHHOTO JOCTYTa
4 Ciyx0bl KaTaJaoroB
5 CereBble (ailloBbI€ CUCTEMBI
6 Bce u3 mepeuncieHHoro
7 Huyero u3 nepeyuciaeHHoro
Bepnpiii otBeT: 6 Bee 13 nepeunciieHHoro
6.Kakoii u3 cepBUCOB HEe MOKET OBITh HCIIONIB30BAH ISl OPraHU3aluU 3alUIIEHHOTO
BUpTyanbHOro kanana(VPN)
OTBeThI:
1 Wireguard
2 SSH
3 IPSEC
4 VNC
Bepnpiii otBet: 4 VNC
7. 1151 obecriedeHus 3aIUIIEHHOT0 yJaIeHHOTO IOCTYIa K KOMaH/IHOM CTPOKe cepBepa MOXKHO
HCITOJTB30BaTh CITYXKOY
OTBeThI:
1 NFS
2 DNS
3 SSH
4 Telnet
SFTP
Bepnsiii otBet: 3 SSH
8.Jly1st opranm3anuu ynaaeHHoro gocryna K daitnam B OC Linux MOKHO HUCITOJIB30BaTh
OTBeTsI:
1SSH
2 NFS
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3 Samba
4 FTP
Bepnwsrii otBet: 1 SSH 2 NFS 3 Samba 4 FTP
9.IlpaBuna aAMUHUCTPUPOBAHUS MHPOPMALIMOHHON O€3011aCHOCTH Ha MPEANPUSITUN OIUCAHBI
B
OTtBeTsI:
1 T'OCT P 54315
2T'OCT P UCO/M3K 27002
3TOCT P 1CO 9001
Bepwnsriii orBet: 2 'OCT P UCO/M3K 27002
10.ITonutuka nHGOPMAITMOHHO OE30MTACHOCTH MPEAIPHUSATHS ITO
OTtBeTsI:
1 MHCTpyKUIMs A1 aIMUHUCTPATOPOB 110 HACTPOMKE MPOrPaMMHOI0 00eCTIeUeHUs AT
opraHu3anuy nH(pOpMalMOHHON 0€3011acHOCTH
2 COBOKYITHOCTb PErilaMEeHTOB, CTaHIApTOB, PEKOMEHAIIHI, COTJIACHO KOTOPBIM BEAETCS
npodeccuoHagbHas AesITeIbHOCTh KOHKPETHONW OpraHu3aliy, 4To0bl 00€CIeUnTh 3alUTy
UMEIOIIUXCS y Hee HH()OPMAIIMOHHBIX PECYPCOB
3 Ilepedenp TpeOOBaHMI K MOJIB30BATEISIM KOPIOPATUBHON HH(MOPMALIMOHHON CHCTEMBI 11O
obecrieyeHn0 HH(POPMAITMOHHOHN 0€30IMaCHOCTH MPEATIPHITHS
Bepusliit otBeT: 2 COBOKYITHOCTh PEriiaMeHTOB, CTaHIapTOB, PEKOMEHalUil, COTIacHO
KOTOPBIM BeJleTcs PO eCCHOHATbHAS eI TeTbHOCTh KOHKPETHOW OpraHu3aIlii, YTOObI
o0ecneynTh 3alUTy UMEIOIIUXCS Y Hee MH(OPMAIMOHHBIX PECYPCOB

II. Onucanue wkKanvl oueHueanus

Oyenka: 5
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax.: 90
Onucanue xapaxmepucmuxu ebinoneHus 3nanus: OLEHKa ONpPeAesaeTcs 0 COBOKYITHOCTH
Pe3yJIbTaTOB TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH B COOTBETCTBUH ¢ IlonokeHnem o 6aibHO-
peiiTuHroBoi cucteme it cryneatos HUUY «MOW»

Ouyenka: 4
Huodicnuii nopoe sévinonnenus 3adanus 6 npoyenmax: 15
Onucanue xapakmepucmuxu ebinoanenus 3nanus: OIeHKa ONpeieNnseTcs 0 COBOKYITHOCTH
pe3yIbTaTOB TEKYILEro KOHTPOJIS YCIIEBaEMOCTH B COOTBETCTBUU ¢ [TonokeHneM o 6aibHO-
peiTuHroBoi cucreme i cryaentoB HUY «MOWN»

Oyenka: 3
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu ebinoneHus snanus: OLUeHKa ONpeaesaeTcs 0 COBOKYITHOCTH
Pe3yJIbTaTOB TEKYIIEro KOHTPOJI YCIIEBAEMOCTH B COOTBETCTBUH ¢ lonokeHnem o 6aiibHO-
peiiTuHroBoi cucteme it cryneatos HUUY «MOW»

1I1. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy

OueHka ompenensieTcs MO COBOKYIMHOCTH pEe3YyJbTAaTOB TEKYHIErO KOHTPOJS YCHEBAEMOCTH B
cootBeTcTBUU C [lonoxkeHneM o OamuTbHO-PERTHHTOBOM cucTteMe i cTyaenToB HUY « MOy
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