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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-1 CnocoGeH BBINOIHATHh padOThl HA BCEM KU3HEHHOM IUKJIE HHPOPMAITMOHHBIX CUCTEM B
BBIOpaHHOM cpefie pa3padoTku KommbioTepHoro [10
NJI-2 JleMoHCTpUpPYET 3HAHUE COBPEMEHHBIX MPOIrPAMMHO-TEXHUYECKUX CPEJICTB,
WH(OPMAIIMOHHBIX TEXHOJIOTHI U TEHACHIINU UX Pa3BUTHUS

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzanuu: KoMrnbroTepHOE 3a/1aHKE
1. Komnbrorepnas kpumunanuctuka (Jlaboparopnast pabora)
2. Kpunrorpaduyeckue cpeacTBa 3anuThl UHGOOPMAIMH U aHATIH3 3aIUThI TaHHBIX
(JTaboparopuas padoTta)
3. Onenka 6e3omnacHoctu nHGopManoHHOU cucteMsl (Jlaboparopnas padota)
4. Creranorpadus. [Iporpammusie cpeactsa u metosl (JlaboparopHas padota)

BbPC mucunninHel

1 cemecTp

IlepeyeHb KOHTPOJIBHBIX MePONPHUATHI TEKYIIEro KOHTPOJS YyCHeBaeMOCTH IO

AUCUHHUILINHE:

KM-1 Oruenka 6e3omacHoctu nHGopMarimoHHon cucreMsl (JlabopaTopHast padora)

KM-2 Kpunrorpaduueckue cpecTBa 3alUThl MH(GOpMAIMK 1 aHaIU3 3allUThl J1aHHbIX (JIabopaTtopHas
pabora)

KM-3 Creranorpadus. IIporpammusie cpenctBa 1 MeTosl (JlabopaTopHas pabora)

KM-4 KomnerotepHas kpumuHanuctuka (JlaboparopHas padota)

Bujx npome:xyTouHOI aTTecTanuu — 3a4eT ¢ OLIEHKOM.

Beca KOHTPOIBHBIX MEPOTIPUATHH, %o
Nunexc KM-1 | KM-2 | KM-3 | KM-4
KM:
Cpox KM: 4 8 16

Pa3gen nuciuIninHbl

OcHOBHBIE METO/IbI PEATU3ALINHN 3aUUTHI UHPOPMAIUHU B
KOMIIBIOTEPHBIX CUCTEMAX.

OcHOBHBIE METO/IbI PEATU3ALINHN 3aUUTHl UHOPMAIUHU B
KOMIIBIOTEPHBIX CUCTEMAX.

Kpunrorpaduueckre MeTo 1l 3a1IUTHl HH(OPMALIUH.




Kpunrorpaduueckne MeToapl 3auThl HHGOPMAIIHH. +
Mertoabl cKpbITUST HH)OPMAIHH B TU(PPOBBIX HOCUTEISIX H UX
aHaIIN3.
MeTtonbl ckpbiTHs HHQOpPMAIMK B TU(POBBIX HOCUTEISAX H UX N
aHaIN3
MerTobl pacciieJoOBaHHsI HHIIUIECHTOB WH()OPMAIIMOHHON
0€301acHOCTH.
MeTtoibl pacciieJOBaHHsI HHIIUIECHTOB WH()OPMAIIMOHHON N
0€301acHOCTH.
Bec KM: | 30 20 30




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETCHITHH pe3yiabTaThl OOyYEHHsS IO
JUCIUILINHE
IK-1 N-2nk1 JemoHcTpupyet | 3HaTh: KM-1 Ouenka 6e3onmacHocTH HHPOPMAITMOHHON cucTteMbl (JlabopaTopHast
3HaHUE COBpeMEeHHBIX | MeTo bl 0OHApYKEHUS pabota)

MIPOrpaMMHO-TEXHUUECKHUX
CPeICTB, MH(POPMAIIMOHHBIX
TEXHOJIOTH Y TEHACHIIUHU
WX Pa3BUTUA

yrpo3 uH(popMarmoHHOM
CUCTEMBI

Mertonbl U cpeacTaa
crera”orpadpuu

MeTobl U CpEACTBA 3AIIUTHI
MH(OPMALIMOHHBIX
IIPOLIECCOB B
KOMITBIOTEPHBIX CUCTEMAX
bazoBbie CTpYKTYpBI JaHHBIX
Y MEXaHU3MBbI [TIOUCKA
nHpopmanuu

YMeTs:

[IpoBoauTh UCCAEAOBAHUS
KOMITBIOTEPHBIX CUCTEM
[IpumeHnATH cpencTaa
3a1uThl HH(QOpMALIUN
Kom6unmnposats 1
aJanTUPOBaTh COBPEMEHHbIE
nH(}OPMAaLIMOHHO-
KOMMYHHUKAIIMOHHBIE
TEXHOJIOTHH [Tl pEIICHHUs
3a/1a4 B 00J1acTH
npodeCcCuOHATBHON

KM-2 Kpunrorpaduyeckue cpeacTBa 3alMThl HHHOPMAIIMH U aHAIIN3
3amuThl JaHHBIX (JTabopaTtopHas padoTa)

KM-3 Creranorpadus. [Iporpammasie cpenctBa u MeTozs! (JlabopaTopras
pabora)

KM-4 KommnbrorepHas kpuMuHanuctuka (Jlaboparopnas padota)




JESTeTbHOCTH C Y4€TOM
TpeOOBaHMI
MH(POPMAITMOHHOH
0€e30MacHOCTH
Hcnonws30Bath pe3yabTaThl
JKYpPHAJIOB COOBITHI
ONEPalMOHHON CHUCTEMBI B
paMKax OIEHKHU
MH(POPMAIIMOHHOM
0€30MacHOCTH
KOMITBIOTEPHBIX CHCTEM




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
KM-. Creranorpagus. IIporpamMHbIe cpeacTBa 1 MeTOAbI

®opmbl peanuzannu: KoMnpoTepHoe 3a1aHue

Tun KOHTPOILHOTO MeponpusiTus: JlaboparopHas padora

Bec konTposibHOro meponpusitusi B bPC:

IIpouenypa mpoBeieHUs] KOHTPOJBLHOr0 MeponpusTHs: BEINOTHEHWE W 3alIuTa pe3yIbTaToB
nabopaTopHoOi paboThI 3.

KpaTlcoe CoA€cpiKaHuE 3alaHUA:

1. W3y4yeHue 1 ocBOEHME NPOrpaMMHbIX CPEACTB KOMMbIOTEPHON cTeraHOrpadumn U aAropuUTMOB CKPbITUA
nHpopmaymu.

KoHTpoJibHbIe BONIPOCHI/3aJaHUA:

3arraHupoBaHHBIE  pe3yibTaThl | Bompockl/3aganus Asist IpOBEPKU
00y4eHUs 10 JUCIUIIHHE

3Hate: Meronsl UM cpencrsa 1.Yrto Takoe cTeraHoaHalIU3 U KaKue MeTOIbl
cTeraHorpapuu UCTIONB3YIOTCS Ut OOHAPY>KEHUS CKPBITBIX COOOIICHUA?
2.Kakue npeumyiiecTBa 1aeT METOJ] BCTpaUBaHUs B
4acTOTHOW 001acTH 1o cpaBHeHuto ¢ LSB-BcTtpanBanuem?

VYmets: Ilpumensars cpenctsa 1.Kakyro undopmariuo Heo0X0aUMO y4ecTh MpU BbIOOpe
3amuThl H)OpPMATHH METOJIa CKPBITUS MHPOPMAIUH JIJIsi KOHKPETHOM 3a1a4u?
2.Kakue ¢akTopbl MOTYT HOBIIUATH HA YCHEIIHOCTh
CKpBITHSI HH(MOPMAIUU U €€ OOHAPYKEHUS?

3.Kakue orpanndenus 1 mpoOJieMbl CYIIECTBYIOT TIPU
WCIIOJIb30BAaHUM METAJIAHHBIX JIJISl CKPBITHS HHGOPMAIIIH?

Onucanue MIKAJbI OLEeHUBAHUS

Oyenxa: 5 («OTIINYHOY)
Huoicnuii nopoe evinonnenus 3a0anus 6 npoyenmax: 90
Onucanue xapakmepucmuxu 8bInoJHeHUs 3HaHus: BBIIOTHEHO B CPOK MPAKTHUECKH BCE 3ajaHUE.

Oyenxa: 4 («XOpOILIO»)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 80
Onucanue xapakxmepucmuxu bIN0IHeHUs: 3HaHus: BBITIOJHEHa B CPOK OCHOBHASI YaCTh 3aIaHHUS.

Oyenka: 3 («yIOBJIETBOPUTEILHOY)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapaxmepucmuku 6bINOJIHeHUs 3HaHus: BBITIOTHEHa B CPOK MUHUMAJIbHAS YaCTh
3aJIaHMsl.

Oyenka: 2 («HEYJTOBIETBOPUTEITHEHOY)
Onucanue xapakmepucmuku goinonnenus 3uanusa: OleHKa "He 3a4TeHO" BBICTABIISETCS €ClIn
3aJlaHue HE BBITIOJIHEHO B OTBE/ICHHBIN CPOK HIIM Pe3yJIbTaT HE COOTBETCTBYET 3aJaHUIO.

KM-1. Ouenka 6e30nmacHOCTH HHGOPMALMOHHOM CUCTEMbI

®opmbl peasuzanuu: KomneorepHoe 3a1aHue
Tun koHTpoABLHOr0 Meponpusitus: Jlabopatopnas padora




Bec koHTpobHOr0 Meponpustusi B BPC: 30
IIpouenypa npoBeleHUs] KOHTPOJbLHOIO MepONpUsiTHsi: BrimomHeHne u 3ammra pe3yiabTaToB

nabopaTopHoi paboThI 1.

KpaTkoe conep:kanue 3a1aHusi:

[IpoBecT aHayiu3 ¥ MOJATOTOBUTH 3aKJIFOUEHUE O COCTOSTHUU 3aIUILEHHOCTH
MH(OPMaLIMOHHON CUCTEMBbI Ha OCHOBE MPEIOCTABICHHBIX JaHHbIX. [IpoBecTH o1eHKY
0e30macHOCTH HH(POPMAIIMOHHOM CUCTEMBI HA OCHOBE MPEAOCTABICHHBIX JTAaHHBIX H
pa3palboTaTh peKOMEH/IAlUHU 110 YCTPAHEHHIO BBISBIEHHBIX PUCKOB.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3anyaHupOBaHHbIE pe3yJIbTaThl
00y4eHHs 10 JUCIUIIIINHE

Bomnpocel/3aganust it IpOBEPKU

3nate:  Metoapl  OOHaApy>KEHHs
yrpo3 HH(POPMATMOHHOHN CUCTEMBI

1.Ha3nauenue u copepxanue xypHajia COObITHH.
2.Kak MOKHO MCIIOJIB30BaTh HH(OPMAITHIO U3 JKypHAJIa
COOBITUH TSI COCTABIICHUS XPOHOJIOTUU COOBITUI?
3.Kakue HacTpOMKH rpyIIOBOM MOJIUTUKH MOTYT
TIOBJIUSITH HAa YPOBEHD 3AIIMIIIEHHOCTH CUCTEMBI?

Ywmetb: [IpoBoauTh HcCClIenOBaHUS
KOMIBIOTEPHBIX CUCTEM

1.Kak BpI MOK€ETE IPOBEPUTH, COOTBETCTBYIOT JI
HAaCTPOMKH I'PYNIIOBOM MOJUTUKH CTaHIApTaM U
TpeOOBaHUAM OpraHu3anun’?

2 ITpuBenure npumMep HanOoJiee BEPOATHBIX YIPpo3 IS
JTAHHOM CHUCTEMBbI OIMCAaHHOMU B JIaOOpaTopHOU padoTe.
3.IlpuBeaute npumep, Kak Bbl MOXKETE HalTH B )KypHaJIe
COOBITHH HeyJJauHble ONBITKHU BXOJd B CUCTEMY.

OnucaHue MKAJbI OLleHUBAHUS:

Oyenxa: 5 («OTIUYHOY)

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 90
Onucanue xapaxmepucmuxu 6bInoIHeHUs 3HaHUs: BBITIOTHEHO B CPOK MPAKTUYECKH BCE 3a/laHUE.

Oyenxa: 4 («X0poILI0»)

Huoicnuii nopoz evinonnenus sadanus 6 npoyernmax.: 80
Onucanue xapakmepucmukuy 6bINOJIHEHUs 3HaHUs: BbIIOIHEHAa B CPOK OCHOBHAS 4aCTh 3a/1aHUS.

Oyenka: 3 («yI0OBIETBOPUTEIIEHO)
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapaxmepucmuku 6bINOJIHeHUs 3HaHUs: BhINIOJHEHA B CPOK MMHMMAJIbHAS 4acTh

3aaHusd.

Oyenka: 2 («HEyJOBIETBOPUTEIHHOY)
Onucanue xapaxmepucmuxu evlnoaneHus 3nanus: OleHKa "He 3a4TeHO" BBICTABIIAECTCS €CIIU
3aJlaHue HE BBITIOJHEHO B OTBEICHHBIN CPOK HIIM Pe3yJIbTaT HE COOTBETCTBYET 3aJaHUIO.

KM-2. Kpunrorpaguyeckue cpeicTBa 3alliiThl HHPOPMALMH M AHAJH3 3ALIUTHI

JAHHBbIX

®opmbl peanusanuu: KoMmnsioTepHoe 3aqanue

Tun koHTpoABLHOr0 Meponpusitusi: JlJabopatopnas padora

Bec konTposbHoro meponpusitusi B BPC: 20

IIpoueaypa npoBeeHNsi KOHTPOJIbHOr0 MeponpusTusa: [IpoBepka NpaBUIBHOCTH BBITOTHEHHUS

nabopaTopHON pabOTHI.

KpaTkoe coaep:kanue 3a1aHus:




1. Ucnionb30BaHue M3Y4EHHBIX KPUNTOTpApHUUECKUX CPEICTB, a TAKXKE MTOJXO0I0B IMOITYIUTh

JOCTYM K TaHHBIM KPUIITOKOHTEWHEpa.

2. Ucnionb3yst 0COOEHHOCTH CTPYKTYpPHI (popMaTa JaHHBIX MOJYYUTh MOJHBIN TOCTYII K

uHpopmanuu.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3arIaHMpOBaHHBIE  PE3yNbTaThl OOy4YeHHS IO
JMCIUIIIIMHE

Bomnpocel/3aganust s IpOBEPKU

3Hatb: ba3zoBble CTPYKTYpbl JaHHBIX U MEXAHU3MBI
HOKCKa UHPOpMALUU

1.Yro Takoe muQpoBaHHbIi KOHTEHHEDP?
2.Kakue metosl mudpoBaHus
UCTOJB3YIOTCS B IU(PPOBAHHOM (aiine
Word?

3HaTh: Meroasl M CcpencTBa  3alUTHI
MH(POPMALIMOHHBIX INPOLECCOB B KOMIIBIOTEPHBIX
CUCTEMaxX

1.B ueM pa3HuUIIa MEXKTY CUMMETPUUHOMN
Y aCUMMETPUYHOU KpunTorpaduei?
2.Uto Takoe oTpuiiaeMoe muppoBaHus?

Onucanne MKAJbI OIICHUBAHUS

Oyenxa: 5 («OTIINYHOY)
Huoicnuii nopoe evinonnenus 3a0anus 6 npoyenmax: 90
Onucanue xapakmepucmuku 8bInOJHeHUs 3HaHUs: BBIIOTHEHO B CPOK MPAKTHUECKH BCE 3aJaHUE.

Oyenka: 4 («X0OpOIIO»)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 80
Onucanue xapakmepucmukiy 6bINOJIHeHUs 3HaHus: BBIOIHEHA B CPOK OCHOBHAS YaCTh 3a/IaHUsl.

Oyenka: 3 («yIOBJICTBOPUTEIHHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapaxmepucmuku 6blnoIHeHUs 3HaHus: BHIIOTHEHa B CPOK MUHUMAIIbHAS YacTh
3a/laHusl.

Oyenka: 2 («HEYJTOBIETBOPUTEITHEHOY)
Onucanue xapaxmepucmuxu evinoaneHus snanusa: OLeHKa "He 3a4TeHO" BBICTABIISIETCS €CIH
3aJlaHueE HE BBIIIOJHEHO B OTBE/IECHHBIN CPOK WIIM PE3ybTaT HE COOTBETCTBYET 3aJJaHUIO.

KM-4. KomnbloTepHass KpUMHHAJTUCTHKA

®opmbl peanusanuu: KoMneoTepHoe 3a1aHue

Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTpoabHoro meponpustusi B BPC: 30

Hpoueuypa NMPOBECACHUA KOHTPOJBHOI0 MEPOINPUATHSA: BrinmonHenue u 3ammura PpPE3yJIbTaTOB

nabopaTopHOi paboThI 4.

KpaTkoe cogep:xkanune 3a1aHus:

[IpoBecTn aHanM3 MpeIOCTAaBIECHHOTO Aamna (aiIoBOM CHCTEMBI.
NnertudunupoBaTh HCTOUHUK U XapaKTep UHIUACHTa HH()OPMAIIMOHHOW O€30TacCHOCTH.

CobpaTth 10Ka3aTeNbCTBA U MOATOTOBUTH OTYET.

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

3artaHuPOBaHHBIC PE3yIbTAThl 00YUCHUS TT0 TUCIUIUIHHE | Bompockl/3aianus 11 TPOBEPKU
YMmets: Hcnons3oBaTh pe3yibTaThl KYPHAJIOB COOBITHI 1.Kakue nporpammsel ObLITH
OTIepaIMOHHOM CHCTEMBI B pamKax OLIEHKH 3aITyIIeHBl Ha KOMITBIOTEpE
WH(OPMAIIMOHHON 0€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM [10JIL30BATEISI B MOMEHT
MHIUIEeHTA?
2.Ha3zoBute nmonnoe nms




3amaHUpOBaHHBIE Pe3yabTaThl 00yUEHUs 0 JUCIUIUINHE

Bonpocel/3aganust 1y1st IpoBepKH

BJIaJleIblIa CUCTEMA B
TPEIOCTABICHHOM JIAMIIA.

Ymers: KoMOMHHMpOBaTE M aganTUpOBaTh COBPEMEHHBIC
MH(POPMALMOHHO-KOMMYHUKALMOHHBIE TEXHOJIOTUM /ISt
pemieHus  3a7gad4 B oOjacth  mpodeCCHOHATBHON
JEeSITEIbHOCTH C Y4eToM TpeOoBaHMH HMH(OPMALMOHHON
0e30I1aCHOCTH

1.Kakoe Bpems ObL10
YCTaHOBJICHO Ha KOMIThIOTEPE
II0JIF30BAaTEIIS B MOMCHT
co3nanus (aiina secret.txt?

Onucanne MKAJbI OIleHUBaAHUS:

Oyenka: 5 («OTIAUYHO)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmuxu 8blNOJIHeHUs 3HAHUA: BBITIOIIHEHO B CPOK MPAKTHYECKU BCE 3aJaHHE.

Oyenka: 4 («X0OpOIIOY)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 80
Onucanue xapakmepucmukiy 6bINOJIHeHUs 3HaHUs: BBIOIHEHA B CPOK OCHOBHAS YaCTh 3a/IaHUsI.

Oyenka: 3 («yIOBJICTBOPUTEIHLHOY)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmukuy 6bln0IHeHUs 3HaHus: BHIIOTHEHa B CPOK MUHUMAIIbHAS YacTh

3aJaHusd.

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapaxmepucmuxu 8blnoanenus 3uanus: OUeHKa "He 3a4TeHO" BBICTABIIAETCS €CIIU
3aJlaHuE HE BBIIIOJHEHO B OTBE/ICHHBII CPOK WM PE3YIbTaT HE COOTBETCTBYET 3aJJaHUIO.
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
1 cemectp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

1. Yrposbl 1 HapywuTenm 6e3onacHoCcT! MHPOPMaLUK

IlousTue KpHHTOCTOﬁKOCTH. yCJ'IOBI/IH, IpEABABIACMBIC K KpHHTOCTOﬁKOCTH.

IIpouenypa npoBeaenust

3a4yerT BBICTABISCTCS CTYACHTAM, KOTOPbIE HE HMEKT 3aJ0JDKCHHOCTEH M0 MEpOIPHITUIM
TEKYIIEro KOHTPOJIS B CEMECTPE, Ha OCHOBE CPEIHEro 0ajuia, MoJy4eHHOro 10 COBOKYITHOCTH BCEX

KOHTPOJIbHBIX MEPOIIPHUATHI B OaNIbHO-PEHTHUHIOBOM cucteme it cryaentoB HUY «MOW»

L. Ilepeuens Komnemenyuit/uHOUKaAMOpPoO8 u KOHMPOALHBIX 60NPOCOB NPOGEPKU PE3YTbIANIO8

0C60€HUA 0ucuunﬂunbt

1. Komnerenuust/Muankarop: UJ1-2nx-1 JleMoHCTpUpYeT 3HAHUE COBPEMEHHBIX IMPOTPAMMHO-

TCXHUYCCKUX CPCACTB, I/IH(I)OpMaLII/IOHHBIX TEXHOJIOTHH U TCHACHIUU UX PA3BUTHUSA

Bonpocsl, 3aganus
1.

1. OpraHW3aLMOHHblE Mepbl 3aLWLNUTbl MHPOPMaLLUK

2.3aauu ¥ METO/BI CTeTaHOTPA(QHH B KOMITBIOTEPHBIX CHCTEMAaX

3.Ponp aynut nHdopmMannoHHo# 0€30MacHOCTH KaK HHCTPYMEHTA 00eCTICUeHHS
UH(POPMALIMOHHOM 6€30MacCHOCTH

4.KaxoBBI 11€IM KOHTPOJISI M TPOBEPKH MPOIECCOB M CUCTEM

5.CucteMsl ynpaBieHus: KpUNTOrpahuuecKuMu KIF0YaMH.

6.Metozbl cOOpa JaHHBIX KaK UCTOYHUKH JOKA3aTEIbCTB

7.HpeI/IMyH_ICCTBa " HEAOCTATKU y HeHTpaHHSOBaHHOﬁ CHUCTCMBI YIIPABJIICHUS aHTUBUPYCHBIM

MIPOTrpaMMHBIM O0ecriedeHuEM

8.IIpenmytiiecTBa MpeIOCTABISIET UCIIOIB30BAHNE TPYIIIIOBOM MOMUTUKH O€30MaCHOCTH B
OpTaHU3aIuU

9.0cHoBHBIE (QYHKITUS IPOTPAMMHOTO 00ecTieYeH s PU 00CIeTOBAaHIH COCTOSHUS
0€30MacHOCTH KOMITbIOTEPHBIX CUCTEM

10.MITRE ATT&CK uens u 3afauu B odecrieueHny nHGOPMaIMOHHON 6€30MaCHOCTH
11.Ayaut cobwrtrii 6e3omacaoctd B OC Windows u Unix

12.ITpuBuauTe IpUMEpHl YTrpo3, KOTOPBIE SBISIOTCS HAPYIICHHEM [[ETOCTHOCTH U
JOCTYITHOCTH

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.Yto Ttakoe creranorpadus?
OtBeThI:
a) Merton mu@poBaHus JaHHBIX C TOMOIIBIO AJITOPUTMOB, KOTOPbIE HE MOT'YT OBITh
B3JIOMaHBI.
b) Meton ckpeiTrs HHGOPMAIMK B APYTUX JAHHBIX, Jeiias €€ He3aMETHOM NSt
HECaHKIMOHUPOBAHHOI'O AOCTYTIA.
¢) Meron co3nanust uu(poBbIX MOIMUCEH ISl TPOBEPKU MOITUHHOCTH JIaHHBIX.
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d) MeToJ CKpBITHSI MECTOIIONIOKEHUS CEPBEPa, YTOOHI ClIeNaTh €ro HEAOCTYITHBIM JIJISl XaKEepPOB.
BepHnsiit otBeT: b
2.Kaxoit u3 cnenyronux BapuantoB HE sisiercs npuniumnom Kepkroddcea?
OTtBeTsI:
a) be3onacHOCTh cUCTEMBI JOJKHA OCHOBBIBATHCS HA CEKPETHOCTHU KJII0Ya, a HE Ha
CEKPETHOCTH aJITOPUTMA.
b) Anroput™m muppoBaHUs JOKEH OBITh OTKPBITBHIM M IOCTYITHBIM IS aHAIH3a, YTOOBI €r0
0€30MacHOCTh MOXKHO OBLIO IPOBEPUTb.
¢) OTKpBITOCTH peain3alliy CUCTEMBI HE JI0JKHA CHHXKATh €€ 0€301aCHOCTb.
d) be3omnacHOCTb CUCTEMBI 3aBUCHUT OT CEKPETHOCTHU KIIIOUEH U adropurMa mudpoBaHus.
Bepusrii otet: d
3.BeiGepute myTh XpaHeHus KypHaia coObTri Windows 110 yMOJTYaHHUIO
OTBeThI:
a) C:\Windows\System32\EventLog
b) C:\Windows\System32\System\CurrentControlSet\Services\EventLog
¢) C:\Windows\System32\winevt\Logs
d) C:\Windows\System32\LogFiles\
BepHbsiii oTBeT: ¢
4.KakoBa poJib ayuT HHPOPMAITMOHHON 0€30MMacCHOCTH KaK HHCTPYMEHTA O0eCTICUeHUs
nH(pOpMaIMOHHOM 0e301acHOCTH?
OTBeTHI:
a) ObecnieueHne KOHPUACHIIMATBHOCTH JIAHHBIX.
b) [IpenoTBpamnieare HeCAaHKIIMOHUPOBAHHOTO JIOCTYTA K HH(OPMAIIMOHHBIM pecypcam.
¢) O1ieHKa COOTBETCTBUS CUCTEMBI HH(OPMALIMOHHON O€30MaCHOCTH YCTAHOBJICHHBIM
CTaHJApTaM U MOJUTHUKAM.
d) Pa3zpaboTka 1 BHEAPEHHUE MOTUTHUKHA HHPOPMAITMOHHON 0€30MMacHOCTH.
BepHs1ii 0TBET: C
5.Kak Ha3zpiBaeTcs mpoliecc mMpoBEPKH COOTBETCTBHS CUCTEMbI 0€30MaCHOCTH YCTaHOBIEHHBIM
cTaHgapTam?
OTBeTsI:
a) Aynut nHGopMannoHHOM 0€30MacHOCTH.
b) TecTupoBaHue HA TPOHUKHOBEHUE.
¢) AHanu3 ysI3BUMOCTEN.
d) MoaenupoBanue yrpos.
BepHslii oTBeT: a
6.Kax MOXHO 3alIUTUTH HHPOPMAIIHIO OT HECAHKIITMOHUPOBAHHOTO OCTYyTa?
OTBeTHI:
a) YcTaHOBKOM nmaposieit Ha (haibl.
b) Ucnonb3oBaHnneM OpanamayspoB.
¢) llluppoBanrem JaHHBIX.
d) Bce BblenepeuncienHoe.
Bepusrit otet: d
7.Yto Takoe ko3 HUIUEHT UCTIONIb30BaHUS KOHTEHHEpa
OTBeThI:
a) Mepa TOro, HACKOJIbKO KOHTEHHEp 3allUIIEeH OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
b) 310 K03 uIMEeHT MK POBAHUS TaHHBIX BHYTPH KOHTEHHEpa.
C) MEXaHU3M JIJISl ONPEeIeNICHIs KOJMUYECTBA JOYCTUMBIX TOJIb30BaTENIe KOHTEHHEpA.
d) mepa HackoIbKO () PEKTUBHO UCTIONB3YETCS MPOCTPAHCTBO KOHTEHHEpA st CKPBITHS
uH(pOpMaLIUH.
Bepusrit otet: d
8.Kaxoit 3 MeTo0B 3anuThl MHPOPMAIIUK HE TTOAXOAMT JIJIS 3alUTHI OT aTak ¢
UCIIOJIb30BaHUEM COILMATHHON UHKEHEPUU?
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OtBeThI:
a) O0yuenue npaBuiam HHGOPMAITMOHHONW O€30MaCHOCTH.
b) YcranoBka 6panamayspa.
¢) Mcnonp3oBaHne CUIIBHBIX MTApOJIEH.
d) IIpoBenenue peryasipHOro ayauTa HHPOPMAIMOHHO.
BepHnsiii otBeT: b
9.9t1o takoe PGP?
OTtBeTsI:
a) [Iporpammuoe obecnieuenue i peaakTUpoBanus (HoTorpaduii, HOMyIApPHOE CPEIH
npo¢eCCHOHATIBLHBIX JU3alHEPOB.
b) Cucrema yrpaBiieHUs IPOEKTAMH, UCIIOIb3yeMast IJIsl OpraHu3aluid KOMaHJHON paOboThl U
OTCJIeKUBaHUA 3ajau.
¢) [Iporpammuoe obecnieuenue it MU(POBAHUS U HNEKTPOHHON TOMHUCH, UCIIOIB3YyEeMOe IS
3alUThl JAHHBIX U 3JIEKTPOHHBIX KOMMYHUKAIUI.
d) BupryanbsHast cpeqa ¢ BO3MOKHOCTBIO 3arpyXaTh, XPaHUTh U JETUTHCS (hailiaMu ¢ JpyruMu
HOJIb30BATEISIMH.
BepHs1ii 0TBET: C
10.Kakoii HCTOYHUK TOMOKET OIPEJEIUTh, CKOMIIPOMETHPOBAHBI JIM YUETHBIE 3al1CH
[10JIb30BATENEN B pe3yJbTaTe UHIUIEHTA?
OTtBeTsI:
a) AHalM3 aKTUBHOCTH TIOJIb30BATENCH B XKypHaiIe COOBITHH.
b) [IpoBepka BpeMeHU MOCIEAHETO BX0O/Ia B CUCTEMY.
¢) Ucropus 3ampocos Opaysepa.
d) ITpoBepka HacTpoek 6€30MaCHOCTH YYETHBIX 3aIIUCEH.
BepHslii oTBeT: a
11.Kaxoii u3 ciieayommx MET0I0B MOXKET ObITh UCIIOJIb30BaH /sl aHAIN3a HU(PPOBBIX CIIE/IOB,
OCTaBJICHHBIX 3JI0YMBIIUICHHUKOM?
OtBeTsI:
a) AHanM3 BpeMEHHBIX OTMETOK (HaiiyIoB U TAIOK.
b) Ananu3 comepkUMOro (GaiioB U Marok.
¢) AHanu3 MeTalaHHbIX (haiiiIoB.
d) Bce BolenepeunciaeHHoe.
Bepnsiii otBet: d
12.Kakue 13 nepeyrciaeHHbIX MeTO10B 3auThl HHPopmanuu HE MoryT ObITh IpUMEHEHBI JUIs
MIPEOTBPAIIEHUS aTaKH ‘‘UeJIOBEK IO cepenune’?
OtBeTsI:
a) Mcnonp3oBaTh mmudpoBanue naHHbIX ¢ momornibio SSL/TLS.
b) PerynsipHoe 06HOBIIEHNE TPOTrPaMMHOI0 0OECTIEUEHUSI.
¢) Ucnonp3oBanne aHTUBUPYCHOM 3aIIUTHI.
d) Ucnonb3oBanue 1ByX(aKkTOPHON ayTeHTU(DUKALIH.
BepHsl1ii 0TBET: C
13.Kak mosxxHo oTimuuth ataky DoS (Denial of Service) u DDoS (Distributed Denial of
Service) mpu aHanm3e ceTeBOro Tpaduka?
OtBeThI:
a) [IpoBepka HaIMYMS UCTOYHUKA aTaKH, PACIIOJIOKEHHOTO B OJTHON CETH.
b) Ananu3 Tpaduka Ha mpeaMeT OOIBIIOro KOJIMYECTBa 3apocoB ¢ oaHoro [P-anpeca.
¢) [IpoBepka HaMU4HsI MHOKECTBA HCTOYHUKOB aTaKH, PACMIOJIOKEHHBIX B PA3HBIX CETSX.
d) Ananu3 Tpaduka Ha IpeaAMET HCIIOJIb30BaHU cleIM(PUUECKIX MeTO10B ataku DoS.
BepHsl1ii oTBeET: C
14.Kaxoii u3 creayromux MeTo10B Haubonee 3ppeKTuBeH A 3auThl KOH()UIESHIIMATBHON
uH(popMalnu, XpaHsiencs B ¢ailax ¢ OTKPBITHIM UCXOIHBIM KOJOM?
OtBeThI:
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a) Mcnonp3oBanne o0Qyckanuu Koja.
b) [IpumeHeHNE TUIIEH3NOHHBIX COTJIAIICHHI.
¢) PazpaboTka cnenuaibHbIX CUCTEM 3allHUTHI.
d) Ucnons3oBanue creranorpadum.
BepHslii oTBeT: a
15.Kak Mo>xHO ompenenuTs, ObL1 Jin (aitn ZIP moaudunupoBas mocie co3aanus?
OTBeTHI:
a) Ananu3 BpeMeHu MoauduKauu daia.
b) AHanu3 CTpYKTYypHI 3aroyioBka (aiina ZIP.
¢) [IpoBepka nudpoBoii moanucu daia.
d) IIpoBepka KOHTPOIBHOM CyMMBI (paiia.
Bepnsriii oteT: d
16.Kakyto 0CHOBHYIO (DYHKITHIO BBITIOJHSIET aHTUBUPYCHOE MPOrpaMMHOE obecrieueHue?
OTtBeTsI:
a) Yiyumienue rpaguueckoi mpou3BOIUTEIFHOCTH KOMIIBIOTEPA.
b) UccnenoBanue onepanroHHON CUCTEMBI HA MCIIOIb30BAaHUE MPOTPAMM aKTYaJIbHBIX BEpCHIL.
¢) OGHapyXeHHE U yAICHHE BPEIOHOCHOTO IIPOrPAMMHOT0 00ECIICYSHHS ¢ KOMITHIOTEpa.
d) Cxxatue u pepakTupoBaHue (PailyioB 175 3aMyTHIBAHUS BPEIOHOCHBIX CPEJICTB.
BepHs1ii 0TBET: C
17.Kakoii u3 nepeynciieHHbIX aITOPUTMOB SIBJISETCS ACUMMETPUYHBIM KPUIITOATITOPUTMOM?
OTBeTHI:
a) AES
b) RSA
c) SHA-256
d) DES
BepHsiii oTBeT: b
18.Kaxoii u3 clieayIomumx moaxo/10B sBisieTcss Hanbomee 3 (HEeKTUBHBIM /IS IPEIOTBPAIICHUS
NOJOOHBIX MHIMIEHTOB B Oy1yIlIEM MOCIIe 3aBEPLICHUs PACCIIE0OBAHUS?
OTBeTHI:
a) YcTpaHeHue ya3BUMOCTEN, KOTOpPbIE TO3BOJIMIIH 3JI0YMBIIIIEHHUKY OCYIIECTBUTD aTaKy.
b) Orpannyenue qoctyna K KpUTHYECKUM CUCTEMaM U JaHHBIM.
¢) O0yueHue coTpyIHUKOB MpaBuiiaM UH()OPMAITMOHHON 6€30MaCHOCTH.
d) BHenpenune cucteM MOHUTOPUHTA U IETEKTHPOBAHUS HHIIUICHTOB WH(OPMAITMOHHOMH
0€30I1acCHOCTH.
Bepnsiii otBet: d

II. Onucanue wikanvt oueHusanus

Oyenxka: 5 («OTIINYHOY)
Huodienuii nopoe svinonnenus 3aoanus 6 npoyermax: 90
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: OleHKa "OTINYHO" MPOCTABISAETCS CTYACHTaM
MOJTYYMBIITUM TIOJIOKUTENbHEIE OIleHKH (5,4,3) 32 Bce MEpPONPUATHS TEKYIIETO KOHTPOJIS B
CEMECTpE M UMEIOITUM OaJIJT IO CEMECTPOBBIN COCTABIISIIONIEH HE HIKE 4.5

Oyenxa: 4 («XOpOIIIOY»)
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 10
Onucanue xapaxmepucmuxu evinoineHus shanus: OneHKa "XopoIo" mpoCTaBIsieTCs CTyIeHTaM
MOJTYYHBIITUM TTOJIOKUTEIbHBIC OIeHKH (5,4,3) 32 Bce MEPOIIPHUATHS TEKYIIIETO KOHTPOJIS B
ceMecTpe ¥ UMEIOIINUM Oalll 0 CEMECTPOBBIN COCTABISIONIECH HEe HUXKE 3.5

Oyenka: 3 (KyIOBICTBOPUTEIHHOY)
Huoicnuii nopoz evinonnenus sadanus 6 npoyenmax.: 50
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Onucanue xapakmepucmuxu evinonnenus 3uanus: OLeHKa "yI0BIeTBapUTENBHO" IPOCTABIACTCS
CTYZAEHTaM IOJIyYUBIINM MOJOKHUTEIbHBIE OLIEHKH (5,4,3) 3a BCe MEPONPUATHUS TEKYILEro
KOHTPOJISl B CEMECTPE U UMEIOIUM Ol 0 CEMECTPOBBIN COCTABISIONICH HE HUXKE 2.5

Oyenka: 2 («HEyTOBIECTBOPUTEIHHOY)
Onucanue xapaxmepucmuxu gvlnonnenus 3Hanus: OleHKa "HeYJOBIETBOPUTEIHHO"
NPOCTABIISETCS CTYACHTAM HMEIOLINM HEYJOBICTBOPHUTEIbHBIE OlIeHKH (2,0) 10 pe3yibTaTam
TEKYILETO KOHTPOJIS B CEMECTPe

111. Ilpasuna évicmasnenus umozo80i OyeHKu no Kypcy

OrnpenensieTcst 0 COBOKYITHOCTH PE3YJIbTAaTOB TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH B COOTBETCTBUU
¢ [Tonoxenuem o OaLTBHO-PEUTHUHTOBOM cucTeme s cTyaeHToB HUY «MOW».
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