MuHHCTEPCTBO HAYKH U BbICIIEro oopazosanusi P@
DenepabHOE TOCYyIAPCTBEHHOE 0K0IKeTHOE 00pa3oBaTe/IbHOE YUPeKACHUe
BbICIIETr0 00pa30BaHUSA
«HaumoHaibHBIM HCCJIE0BATENbCKUN YHUBepcUuTeT «MIU»

Hanpagsienne noaroroBku/cnenuanbHocts: 02.03.02 @ynnameHTalbHas HHPOPMATHKA H HH(POPMAIIHOHHBIE
TeXHOJOT MU

HaumenoBanue o0pa3zoBare/ibHOMH nporpamMmbl . UH(OpManmOHHbIE TEXHOJIOTHU M CUCTEMbI HCKYCCTBEHHOI0
HHTEJIEKTA

YpoBeHnb 00pa3oBaHus: Bbiciiee 00pa3oBaHne - 0aKaJaBpHaT

®opma o0yuenusi: Ounas

OueHovHbIe MaTepHAJIbI
10 JMCUUILTHHE
Kpunrorpagpuuyeckue MeToabl 3a1IMTHI HH(POPMALMHU

MockBa
2023



OHNEHOYHBIE MATEPHAJIBI PA3PABOTAUJI:

MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»
Ceefenua o Bragensue L3N M3aKn

i : Bnageney Xopes I.B.

Pa3paboTuuk * Mol ¢ Vaermvbmiarop Rdf0a0796-KhorevPB-ab4b0le2 I1.b. Xopes

COI'JTACOBAHO:
s MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»
PyKOBOI[HTeHB w f CseneHva o snagensuye L3N M3K
o0pasoBaresbHOM i) Brageney HepHeLos A.M.
pOorpaMMel * MOl ¢ Naermbmwarop  RE5948261-ChernetsovAM-0080e0d A.M. YepHenon
o1 MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»
3aBeHyIOHIHH o f CeeneHua o Bnagensue L3N M3U H P
BBIIIyCKaloIcn Brageneu BapLuaBcKkum M1.P, o .
Kadeapoi * Mall Naentudneaop _R9a563C96-VarshavskyPR-efb4bbd BapiaBckuit




OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OneHouHble MaTepuabl 0 JUCHMIUIMHE BKIIOYAIOT OLEHOYHBIE CPEJICTBA AJIS IPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. I[TIK-1 Cnioco6eH npoeKTHpoBaTh U peain30BbIBaTh MPOrpaMMHOE o0ecrieueHre, 6a3bl JaHHBIX
Y BBIIOJHATH PaOOTHI 0 3aLIUTe HHPOPMALUU
N]I-1 Onpenensier HEOOXOIMMBIN YPOBEHB IPaB JOCTYIA K JAHHBIM U BBITIOJHSAET PaObOTHI 1O
3anmTe HHPOpMaLuu
UJ1-5 Onpenenser METOIbI TECTUPOBAHUS U YMEET MPOBOIUTH BCE BUABI KOHTPOJIS IPOrpaMM
C IPUMEHEHUEM MHTEJUIEKTYaJIbHBIX TEXHOIOT Uil

H BKJIFOYACT:
AJIS TEKYHIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzanuu: KoMrnbroTepHOE 3a/1aHKE
1. BemonHenue u 3amuTa 1aboparopHoit padotsl 1 (JJaboparopras pabota)
2. BeinosiHeHMe U 3amiuTa J1abopaTOpHOH paboThI 3; 3allMTa pacueTHOTO 3aaHuUs
(JTaboparopuas padoTta)

dopma peanuzanuu: [TuceMenHas padbota
1. Tect o paszneny 1 (TectupoBanue)

®opma peanuzaru: CmenranHas Gopma
1. BrimonHeHue u 3amuTa JiabopaTopHoii paboThl 2; 3ammuTa pedepara (JlaboparopHas
paborta)

BPC aucuunjainubl

8 cemecTtp
Beca KOHTpOIbHBIX MeponpusTHil, %
WNunexe KM-1 | KM-2 | KM-3 | KM-4
Paznen mucnumianHe!
KM:
Cpox KM: 4 7 11 14
OcCHOBHBIE TIOHATHS U KJIacCU(UKAIUSA KpUNITOrpadhUIECKUX
IIPOTOKOJIOB
OcHoBHbIE OHATHA U KJIaccuPUKAUs KpUITOrpadhuyecKux +
IIPOTOKOJIOB

HpOTOKOJILI pacnpeaciiCHUA KJII04YeH u aYTCHTI/I(I)I/IKaI_II/II/I

[TpoTokoibl pacipeseneHus Kitouei u ayTeHTu QUK +

[TpoToxoibl pa3fenenus ceKpeTa, IpeacKa3aHus 1
r0JIOCOBaHUS

HpOTOKOHBI pasaciI€HuAa CEKpPETa, NpEACKazaHsa 1
T'0JIOCOBaHHUA




Kpunrorpadudeckue meTonpl B ”HQPACTPYKTYpPE OTKPBITHIX
KJIIOUen

Kpunrorpadudeckue meTonpl B UHQPACTPYKTYpPE OTKPHITHIX
KJIIOUEen

Bec KM:

20

25

25

30

$O061as yacte/J1j1s MPOMEXKYTOUHOM arTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETCHITHH pe3ynbTaThl  OOYYCHHS TIO
JUCIUILINHE
IK-1 N-1nk1 Ornpenenser | 3HaTh: BrimonHenue u 3amuTa 1aboparopHoit padotsl 1 (JlabopaTopHas padora)
HEOOXOUMBIN ypoBeHb | TeHneHuuu pa3BuTHs Brinonnenue u 3amura iabopaTopHoii paboTsl 2; 3amuTa pedepaTa
IpaB JOCTyNa K JAHHBIM U | KpUNTOTrpapuueCcKUX (JIabopatopnast paboTta)
BBIMIOJHSAET  paboThl MO | METOJOB 3aLIUTHI Brinonnenue u 3amuTa 1adopaTopHoi paboThl 3; 3a1uTa pacieTHOTO
3ammuTe HHPOpPMAIIH nHpopMaun 3ananus (JIlaboparopnas pabora)
OcoGenHoctu
WCTIOJIH30BAHUS
KpUnTorpaguueckux

METOOB 3aIIUTHI
nHGOpMaLUU TIPU PeIIeHUH
Pa3IMYHBIX MTPUKIIATHBIX
3aja4

Poccuiickue n
MEXTyHapOAHbIE CTaH/IaPThI
B 00JaCTH
KpUOTOTpapuuecKux
ITOPUTMOB U TIPOTOKOJIOB
CriocoOb! ynpaBieHus
KpunTorpaguueckumMu
KIII0YaMU ¥ cepTuduKaTamu
OTKPBITBIX KJIFOYEH;

YMers:

Hcnonws3oBars murepatypy u
UCTOYHUKHU ceTu MHTepHeT
JUTSL TIOJTY9IEHUS




nH(OPMAILIUY O CO3JJAaHIH
HOBBIX KpUNTOTrpadhuyecKux
METOOB ¥ CPEJICTB 3aIUTHI
nHpopmauu
Hcnonb30BaTs METOABI U
CpeacTBa
KpUNOTOTpapuuecKont
3aIuThl HHGOPMaLUU AJIs
CO3JIaHMSI 3AIUIIIEHHOTO
ANEKTPOHHOTO
JIOKYMEHT0000pOoTa
OnpenensTh LeIu U 3a1a4u
pa3paboTKH HOBBIX METO/IOB
Y IPOrPaMMHBIX CPEJCTB
Kpunrtorpaduueckoin
3a1uThl HH(QOPMALIUY B
KOMITBIOTEPHBIX CHCTEMaX M
CeTsIX

Hcnonp30BaTh METOOBI K
cpeacTsa
KpunTorpaguueckoi
3a1uThl HHGOPMAIIUU TIPU
o0ecrnieueHnn
MH(pOPMAaIMOHHOM
0€30MacHOCTH
KOMITBIOTEPHBIX CHCTEM U
ceTen

I1K-1

WJ1-5mk-1 Omnpenenser
MCETOAbI TCCTHUPOBAHUA 158
YMEET MPOBOJUTH BCE BHIbI
KOHTPOJISI ~ TPOTpaMM €
IpUMEHEHUEM
HHTCJJICKTYAJIBHBIX

3HaTh:

CrniocoObI OCTpOEeHUS
CUMMETPUYHBIX U
ACUMMETPUIHBIX
KpUNTOrpaQUuecKux CHCTEM
JlocTonHCTBA M HEAOCTATKU

Tect no pazneny 1 (TectupoBanue)

Brimonnenue u 3amnura 1adboparopHoii padotsl 1 (JlabopaTopHas pabora)
Brimonnenue u 3amura 1abopaTopHoii paboTsl 2; 3ammuTa pedepara
(JTaboparopnas padota)

BrinonHenue u 3ammra 1abopaTopHON paboThI 3; 3alIUTa PaCYeTHOTO
3amanwns (JIlabopaTopnast pabora)




TEXHOJIOTUH

COBPEMEHHBIX
KpUNITOrpaQUuecKux CUCTEM
CoBpeMeHHbIE TEXHOJIOTUU
CO3/IaHUS MTPOTPAMMHBIX
CpeacTB
Kpunrorpaduueckoi
3alIUThl HH(pOPMAIHN
YMers:

AHanu3upoBarth

3¢ peKTUBHOCTD
HCTIOJIB3yEeMBIX
KpUnTorpaguueckux
METOOB U CPEJICTB 3aIIUTHI
nHpopmauu

[Ipennarate MeTOBI U
CpEICTBA MOBBIIICHUS
MH(POPMAIIMOHHOM
0e30macHOCTH
KOMITBIOTEPHBIX CUCTEM U
ceTeil, OCHOBaHHBIC Ha
KpUInTorpaguueckoi 3amure
uHpopMaIu
Pa3zpabartbiBaTh HOBBIE
6e3omacHble
nH(}OpMaLIMOHHBIE
TEXHOJIOTUH C
WCTIOJIh30BaHUEM
KpunTorpaguueckux
METOJIOB U CPEJICTB




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. Tecr no pa3aeay 1

®opmbl peasuzanun: [TuceMennas padora

Tun KOHTPOJIBLHOT0 MeponpusaTHs: TecTupoBaHue

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa npoBeaeHnsi KOHTPOJLHOTO Meponpusitusi: [IpoBepka 0TBETOB Ha BOIIPOCHI TECTA

KpaTkoe conep:kanue 3a1aHusi:
HOIIFOTOBKa OTBCTOB Ha KOHTpOHbHBIe BOHpOCBI

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3Harb: JlOCTOMHCTBA U HEAOCTATKU 1.Kakue BO3MOKHBI aTaki Ha KpUNTOrpaduyecKkue

COBPEMEHHBIX IIPOTOKOJIBI?

KPUNTOTpapUIECKUX CHCTEM 2.Kakwue aTaky Ha Kpunrorpadhudeckue MpoTOKOIIBI
HauboJiee onacHbl?

3uarb:  CnocoObl  HOCTpOEHUs 1.Yto noHnmMaercs nojJ Kpunrorpadpuyeckum

CUMMETPUYHBIX ¥ aCUMMETPUYHBIX IIPOTOKOJIOM?

KPUNTOTpapUIECKUX CHCTEM 2.Kakwue Bupl Kpuntorpau4eckux mpoTOKOIOB
CYLLIECTBYIOT?

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe svinonnenus 3adanus 6 npoyenmax. 90
Onucanue xapaxmepucmuxu 6binoIHeHus 3Hanus: JlaHbl IpaBUIIbHBIE OTBETH HE MEHEEe YeM Ha
90% BompocoB

Oyenka: 4
Huorcnuii nopoe sevinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu 6binoIHeHUs 3Hanus: JlaHbl IpaBUIbHBIE OTBETH HE MEHEEe YeM Ha
70% BompOCOB

Oyenka: 3
Huorcnuii nopoe evinonnenus 3a0anus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu 6binoIHeHus 3Hanus: JlaHbl IpaBUIbHBIC OTBETH HE MEHEEe YeM Ha
50% BorpocoB

Oyenka: 2
Onucanue xapaxmepucmuxu 6blnoHeHus 3Hanus. Jlanbsl mpaBUIbHBIE OTBETHI MeHee ueM Ha 50%
BOIIPOCOB

KM-2. BeinosiHeHHe 1 3a1IUTa JIa00paTopHOii padoTsI 1

®opmbl peanauzanuu: KomneiorepHoe 3a1anue

Tun koHTpoLHOrO MeponpusTus: Jlaboparopnas pabora

Bec koHTpObHOrO Meponpusitusi B BPC: 25

IIpoueanypa mnpoBeaeHMsl KOHTPOJBHOrO Meponpusitusi: IIpoBepka NpaBUIBHOCTH H
CaMOCTOSITENIbHOCTH BBITIOJHEHHUS J1a00paTopHOi paboThI |

KpaTKOQ CoA€CpKaHME 3alaHUA:




Metoabl 1 cpeacTBa ayTeHTH(PUKANMH 3J1eKTPOHHBIX J0OKYMEHTOB

KoHTposibHbIe BONPOCHI/3aJaHUA:

3Hath: CmocoObl  ympaBieHUs 1.Kax MOryT OBITH MOJTy4€HBI HECKOJIBKO TOAIUCEH O/

KpunTorpaguueckuMu KIr4aMu U OJIHUM 3JIEKTPOHHBIM JIOKYMEHTOM?

ceptuduxaTamu OTKPBITHIX 2.Uto Takoe HeocropuMasi 3JeKTPOHHAs TIOIUCH?

KJTFOUCH;

YMeTs: AHaNM3UpOBATH 1.Kak ucrnonp30BaTh KJIaCChl aCHMMETPUYHBIX

3¢ (HEeKTUBHOCTH HCII0JIb3yEMBbIX kpurnroanroputMoB DSA u RSA niisg Beruucienus u

KpUNTOrpauueckux MeTOIO0B U MIPOBEPKHU ANEKTPOHHON MOMTUCHU?

CPEJICTB 3alIUThl HPOPMAITUU 2.Kak ucnosib30BaTh /Jisl BHIYUCICHUS U IPOBEPKU
ANEKTPOHHOU MOJIIUCH KJ1acchl Kpunrorpaduu Ha
OCHOBE JUTMITUYECKUX KPUBBIX?

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmuxu evinoaneHus 3uanus: IlporpamMma st mabopaTopHOi paboTsl 1
paboTaeT KOPPEKTHO U TIOJTHOCTHIO COOTBETCTBYET 33JJaHHIO.

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evinonneHus 3uanus: IlporpamMmma st mabopaTopHOi paboTsl 1
paboTaeT B OCHOBHOM KOPPEKTHO U MOJHOCTHIO COOTBETCTBYET 3a/IaHUIO.

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinoanenus 3uanus: IlporpamMmma st mabopaTopHOi paboTsl 1
paboTaeT B OCHOBHOM KOPPEKTHO, HO HE MTOJIHOCThIO COOTBETCTBYET 33/IaHHUIO.

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus snanus: IIporpamMmma ais nabopatopHoit paboTsl 1
paboTaeT HEKOPPEKTHO WIIH HE COOTBETCTBYET 3aJaHUIO.

KM-3. BeinosiHeHue 1 3a1MTa JJadopaTopHoi padoTsl 2; 3amuTa pedepara

®opmbl peanusanun: CmentanHas popma

Tun koHTpoABLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHuss KOHTPOJbHOro wmeponpustus: 1. IlpencraBnenne otuera o
BBIMIOJIHEHUH J1a00paToOpHOil pabOThl M OTBETAaMH HAa KOHTPOJIbHBIE BOIPOCHL. 2. BeicTymienue c
JIOKJIaIOM U KOMIIBIOTEPHON IIPE3EHTALUEN, OTBETHI Ha BOIPOCHI.

Kparkoe conepxanue 3a1aHus:
3anpoc 1 nosy4eHue ceprTu(PUKATOB OTKPBITHIX KII0Yei

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: OcobenHoctu 1.Kakue Buapl MOLIEHHNYECTBA IIPU Pa3e/IEHUN CEKpETa
HCITOJIb30BaHUS BO3MOJKHBI M B YEM MOJKET 3aKIH0YAThCS 3alATA OT HUX?
KpHUNTOrpaduyecKux METOI0B 2.Kak MoxeT ObITh OpraHu30BaH IM0JICO3HATENbHBIN
3aINATHI uH(popMalun pu KaHaJ 1js nepefadn KoHGuAeHIMaIbHOU nHdopMaun?
PELICHUHN Pa3iIuYHbIX MPUKIIATHBIX

3aj1a4

YMers: HMcnonp3oBarb METOABI U 1.Kak co3gate camononucanHblii cepTudukar?




CpeacTBa KpUNTorpapuieckoi 2.Kak npu BbI30Be mporpaMMbl makecert 3a1aroTcst
3alLUTHI uHpOpMaLIUU pu UMeHa CyObeKTa U M3/1aTelis oJay4aeMoro ceprudukara?
obecrieueHnn  WHGOPMAITMOHHON

0€30MacHOCTH KOMIIBIOTEPHBIX

CHUCTEM U ceTeH

YMmetrs: Pa3pabareiBaTh  HOBBIC 1.Kak nmpocmoTpeTh HHPOpPMALIHIO, COACPIKALLYIOCS B
Oe3omacHbIe uH(pOpMaIMOHHBIC ceprudukare?

TEXHOJIOTUM C HCIIOJIb30BaHUEM 2.Kakue 1mrabinoHbl cepTH(PUKATOB TOMYCTUMBI TIPH
KpUNTOrpauueckux MeETOIOB U rojiaye 3amnpoca cepTugukara B KOpIopaTuBHOM

CpeACTB yJIOCTOBEPSIONIEM IIeHTpe?

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmuxu 6binoineHus 3Hanus: 110JHbIE 1 TOYHBIE OTBETHI JaHBI HE MEHEE YeM
Ha 90% KOHTPOJILHBIX BOIPOCOB; pedepar u AOKIA] MOTHOCTHIO COOTBETCTBYIOT BHIOPAHHOM TeMe

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax: 70
Onucanue xapakmepucmuxu 6blnoneHus 3Hanus: 110JHbIC 1 TOYHBIE OTBETHI JaHBI HE MEHEE YeM
Ha 70% KOHTPOJILHBIX BOIIPOCOB; pedepar 1 AOKIaJ COOTBETCTBYIOT BEIOpaHHOU TeMe

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu 8blnoineHus 3Hanus: 110JHbIE 1 TOYHBIE OTBETHI JaHBI HE MEHEE YeM
Ha 50% KOHTPOJILHBIX BOIPOCOB; pedepar 1 JOKIIaJ COOTBETCTBYIOT BEIOPAHHOM TeMe

Oyenka: 2
Onucanue xapaxmepucmuxu 6vinoineHus sHanus: [1omHbIe 1 TOYHBIE OTBETHI 1aHbI MEHEE YeM Ha
50% KOHTPOJILHBIX BOIIPOCOB WM pedepar 1 JOKIal He COOTBETCTBYIOT BEHIOpAaHHON TEMeE

KM-4. BoinosiHeHue 1 321U TA J1A00PaTOPHO padoThl 3; 3alIIUTA PACYETHOI0 3aJaHUS

®opmbl peajausanun: KomnsrorepHoe 3a1anue

Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTposbHoro meponpusitusi B BPC: 30

IIpoueaypa mnpoBegeHUsi KOHTPOJIbHOro MeponpusaTusi: 1. IlpoBepka paboTOCIOCOOHOCTH,
COOTBETCTBUSl 3aJaHHI0 M CaMOCTOSITEJIbHOCTH BBIIIOJIHEHUS MIpOrpaMMbl Ui JabopaTopHOM
pabotel 3. 2. IlpoBepka pabOTOCIIOCOOHOCTH, COOTBETCTBUS 33aJaHMIO M CaMOCTOATEIbHOCTU
BBIIIOJIHEHMS IPOTPAMMBI JUIsl pACYETHOTO 3aJaHUSI.

Kpartkoe cogep:xkanue 3a1aHuA:
Mertonb! 1 cpecTBa CO3AaHUSA M HCMOJIH30BAHNS 3AIMIIEHHOT0 3JIeKTPOHHOT0
JAOKYMEHTO0000pOTAa ¢ HCIOJb30BAHHEM CePTU(PHKATOB OTKPBITHIX KJII0Yei

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: Poccuiickue " 1.Kakas unpopmanus cogepxurcs B ceptTuduxare

MEXIYHAPOJHBIE  CTAaHIApPTHl B OTKPBITOTO KJIF0Ya B COOTBETCTBUH €O cTaHaapTom X.509

o0nactu KpUnTorpaduyeckux ITU?

aJTOPUTMOB U IIPOTOKOJIOB 2.Yt0 MOXeT ObITh MPUYMHON OT3bIBA CEPTU(DUKATOB JI0
HCTEYEHHUS CPOKA UX JEUCTBUSA?

3uare:  TenaeHUMH  Pa3BUTHUSA 1.Kakue cymiecTByroT BapuaHThl 3aripoca cepTuukara B

KpUITOrpadguyecKux METOJI0B YIIOCTOBEPSIOLIEM LIEHTPE?

3a1UThl HHGOPMaluu

10




3HaTh: COBpPEMEHHbBIE TEXHOJIOTHUH 1.B 1em HEOOX0IUMOCTh HUCIIOB30BaHUS CEPTU(DUKATOB

CO3JaHMsI IPOTPAMMHBIX CPEICTB OTKPBITBIX KJIIOUEH U YAOCTOBEPSAIOIIUX LIEHTPOB?

Kpunrorpaduyeckoi 3aLUThI 2.Kakue BO3MOKHBI ClIOCOOBI OPraHU3aLMK APXUTEKTYPBI

uH(popMaIuu yIIOCTOBEPSIONIUX [IEHTPOB B HHPPACTPYKTYPE
OTKPBITHIX KJIIOUECH?

YMers: Mcnonb30BaTh UTepaTypy 1.Kak ucnonp30BaTh B IporpaMMe KJ1acchl U1

U UCTOYHUKU ceTH MHTepHer mis XPaHWIUIIA CEPTUPHUKATOB OTKPBITBIX KIIFOUYEH?

HOJIyYEHUs uHpopMauu 0

CO3J1aHUH HOBBIX

KPUNTOTpaUUecCKuX METOAO0B U
CPEJICTB 3alUThl HHOPMAIUU

YMmers: HMcnonp3oBarb METOABI U 1.Kak B mporpamme npoBepUTh JEHCTBUTEIBHOCTD
CpencTBa Kpunrorpapuueckon cepTU(HKaTa OTKPHITOrO Kiroya?

3aIUTHI UHPOpPMALIUU JUTSL
CO3/1aHHUs 3aIUIICHHOTO
JIEKTPOHHOI0 IOKYMEHT0000pOTa

VYmers: Onpenensats 1emu u 1.Kak ucnonp3oBaTh B IporpaMMe KJacc s
3a7a4u pa3paboTku HOBBIX cepTU(HKATa OTKPHITOTO Kito4ya?

METO/IOB U NPOrPAaMMHBIX CPE/ICTB
Kpunrorpaduyeckoi 3alUTHI
UHpOpMALlUM B  KOMIIBIOTEPHBIX
CUCTEMAX U CETAX

VYmers: [lpennarate MeTonasl u 1.Kaxk ucnosp30BaTh B IIporpamMme Kjacce AJs
cpeacTBa MOBBIIICHUS BBITIOJIHEHUS CTAaHAaPTHOTO JUaiora BEIOOpa
UHPOPMALIMOHHOM  Oe30macHOCTH cepTH(HKaTa B ONIEPALIUOHHON cucteme?
KOMITBIOTEPHBIX CHCTEM M CeTei, 2.Kak ucnonp3oBarh B IporpaMMe Kiace Juis
OCHOBaHHbIE Ha MOCTPOEHMSI LIEIOYKHU cepTUdUKanun?
KpunTorpaduueckoit 3alnTe

uHpopMaLuu

OnucaHue MKaJbI OlleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyernmax. 90
Onucanue xapaxmepucmuxu evinoineHus snanus: IIporpamma ans nadopaTopHoit paboTsl 3
paboTaeT KOPPEKTHO U TIOJTHOCTHIO COOTBETCTBYET 33JIaHUIO; TPOTpaMMa JJIsi PACUETHOTO 3aIaHus
paboTaeT KOPPEKTHO U COOTBETCTBYET 3aJaHHIO

Ouyenka: 4
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
OnucaHnue xapaxmepucmuxu evlnoinenus 3Hanus: [Iporpamma yist 1abopatopHoit paboThI 3
paboTaeT KOPPEKTHO U COOTBETCTBYET 3aJJaHHIO; IpOrpaMMa Ul pacyeTHOro 3aJaHus paboTaeT
KOPPEKTHO ¥ B OCHOBHOM COOTBETCTBYET 3aJIaHUIO

Oyenxa: 3
Huorcnuii nopoe eévinonnenus 3adanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu evinoineHus snanus: Ilporpamma ams sadopaTopHO# paboTs 3
paboTaeT B OCHOBHOM KOPPEKTHO M COOTBETCTBYET 3aJIaHUIO; TPOrpaMMa JIJIsi PACYETHOTO 3aIaHUs
paboTaeT B OCHOBHOM KOPPEKTHO M COOTBETCTBYET 3a/IaHUIO

Oyenka: 2
Onucanue xapakxmepucmuxu 8vinoixeHus sHanus: Iporpammsl i 1a60patopHOi paboThI 3 U
pacueTHOro 3a/IaHus PabOTAIOT HEKOPPEKTHO WIIH HE COOTBETCTBYIOT 33JITaHHUIO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
8 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

1. 1. MoHsAThe 1 KnaccudUKaumsa KpnTorpadryecknx NPoTOKOOB.

2. OgHOBpEMEHHOE MOANNCAaHNE KOHTPAKTA.
IIpouexypa npoBeaenust

1. HOI[FOTOBKa IMUCBbMCHHOT'O OTBETA Ha BOIIPOCHI SK3aMCHAIITMOHHOI'O ousera. 2. YCTHBIA OTBET HA
BOIIPOCHI 9K3aMCHAllMOHHOT'O ouera u AOITOJIHHUTCIIbHBIC BOIIPOCKHI OK3aMCHATOpa.

L Ilepeuens Komnemenyuil/uHOUKaAMOpPoO8 u KOHMPOIbHBIX 60NPOCOB NPOGEPKU PE3YbHAN 08
0CBOCHUA OUCUUNTUHDL

1. Komnerenuust/Uuaukarop: NJI-1nk-1 Onpenensier HeoOX0IUMBIH ypOBEHB IPaB JOCTYyIA K
JTAHHBIM 1 BBITIOJHSET PaOOTHI O 3a1UTe HHPOPMALUU

Bonpocel, 3a1anus
1. TpeboBanus Kk pactpeiesICHUIO KII0UeH U CIIOCOOBI €ro peaan3aiuu
2.YmpaBieHue JOCTYIOM K YCTPOUCTBY C TUYHBIM (3aKPBITHIM) KIIFOUOM
3.CtpykTypa ceprudukara OTKPHITOrO KJIr04a
4.BBIYUCIICHUS C CEKPETHBIMH JIaHHBIMU
5.25eKTpoHHOE OpOcCaHNEe MOHETHI
6.251eKTPOHHAsI MOJIUCH BCIEIYIO
7.1Ipotokon ®@uara-Illamupa

MarepuaJsl 1JI1 NIPOBEPKHU OCTATOYHBIX 3HAHUN

1.Kakue TpeboBaHUs HE TPEABIBISIIOTCS K IPOTOKOIY JIEKTPOHHOI'O OpOCaHUSI MOHETBHI?
OtBeTsI:

Bpocaromiuii He MOXKET «OpOCUTH MOHETY» MPEXK/E, UEM YraAbIBAIOLINI MPEICKAKET, KaKon

«CTOPOHOW» OHA yNajeT

Bpocaromiemy npuaercs «0OpocUTh MOHETY» MIPEK/IE, YUEM YTraIbIBAIOLINI MPEACKAXKET, KaKon

«CTOPOHOW» OHA yNajeT

Bpocaromniuii He CMOXKET U3MEHHUTD PE3YJbTAT «OpOCaHUS» MOHETHI IOCJIE TOT0, KaK yCIIBIIIUT,

Ha KaKyl «CTOPOHY» MOHETHI CIENIajl CBOIO CTaBKY yraJblBalOIINN

VYraaplBaronuil He Y3HAET, YTO BBINAIO — «OPEJ» WU «PEMIKa» JI0 TeX MOP, MOKa HE IPUMET

OKOHYATEJIbHOE PEeIIeHHE U HE COOOIIUT 0 HEM OpocaroiiemMy
BepHnriii otBeT: bpocaroninii He MOKeT «OpOCUTh MOHETY» MPEXKAE, YEM YIaIbIBArOIINMA
IIPENICKAYKET, KAKOM «CTOPOHOI» OHA ymajieT

2.J1J1s 4ero uCroab3yrTCs MPOTOKOJIBI C HYJIEBOM Nepeaadyeil 3HaHU?
OtBeThI:

Jls moATBepKA€HUS MOJTMHHOCTH OTKPBITOTO KJIH04a M0JIb30BaTeNs

JI1s 3a1UTEI 3aKPBITOTO KIIIOUYA MOJIB30BATEIN OT IIepeEXBaTa IIpH €ro nepegade

Jlns nokazaTtenbcTBa 00J1aAaHNS 3aKPBITHIM KIIFOUOM 0€3 ero nepeaadu

Jl1 ycrosKHEeHHs MOJIy4€HUs 3aKPhITOrO KIIF0Ua M0JIb30BaTeNs U3 €ro OTKPBITOrO KIlroua
Bepwnsriit otBeT: [l mokazaTtenbcTBa 001a1aHus 3aKPBITHIM KITIOYOM 0€3 ero mepeaadn

3.Kakoe TpeGoBaHue HE PEIbIBIAETCS K IPOTOKOIY K pacIpeeiIeHUI0 KItoyen?
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OtBeThI:
OnepaTuBHOCTH pacipeeeHUs
To4HOCTB pacnpenencHus
KondunennuansHoCTh pacnpeensieMbIX Kitouei
AHOHUMHOCTb PACIpENEIEMBbIX KI0UYeH
Bepnpiit oTBEeT: AHOHUMHOCTD paclpeieNseMbIX KIt0uen
4.B yem pa3HuUlla MOHSATUHN AIrOpUTMa U MPOTOKOJIA?
OTtBeTsI:
ANTopUTM SIBIISIETCS KOHEUHOM 110CIIE0BATEIBbHOCTBIO IEHCTBUM, a TPOTOKOJI MOKET
BBITNOJIHATHCS OECKOHEYHO
ANTOPUTM COCTOUT U3 OJJHO3HAUHO OIPEJEIECHHBIX JEHCTBUI, a MPOTOKOJI MOXKET BKIIIOUATh
HEOJIHO3HAYHBIE IeHCTBUS
ANTOpUTM BBIIIOJIHSAETCS OJHUM UCIIOJIHUTENEM, a B BBIIIOJIHEHUH IPOTOKOJIA Y4acTBYeT Ooiiee
OJHOM CTOPOHBI
OTO TOXK/IECTBEHHBIE TOHITHS
BepHblii 0TBeT: ANTOPUTM BBITIOIHSAETCS OJJHUM HCIIOJTHHUTEINEM, a B BHITIOJTHEHUH
IIPOTOKOJIa y4acTBYET 00Jiee OAHON CTOPOHBI
5.YTo HE OTHOCHUTCS K dJIeMEHTaM UHPPACTPYKTYPbI OTKPBITHIX KITtOUEii?
OTBeThI:
Criucok 0TO3BaHHBIX cepTU(UKATOB
Y 10CTOBEPSONIUI LEHTP
Peectp (penosuropwuii) ceprudukraTton
ApxuB cepTH(PHUKATOB
Bepwnsiii otBeT: CIMCOK OTO3BAaHHBIX CEPTU(HUKATOB
6.YTo OTHOCHTCS K IPEMMYILECTBAM XpaHEHHsI 3aKPHITOTO Kitoya B (haiine?
OTtBeTsI:
3aKpBITHINA KITFOY HE BBIXOAMT 32 TPAHUIIBI YCTPOHCTBA, HA KOTOPOM XPAHHUTCS (aiii
B03MO0XHOCTB IPSAMOT0 KOHTPOJIS [TOJIB30BATENS 32 CBOUM 3aKPBITHIM KIOYOM
Bo03MOXHOCTH NCIIOJIB30BaHUS JIETKO 3aIIOMMHAEMOTI'0 TIApOJIs JUIsl 3aIIUThI 3aKPBITOTO KII0Ya
[TprMeHeHHe 3aKpBITOrO KIIH0Ya JJIS BBITOJHEHUS KPUNTOrpauyecKux orneparuii B
OIepaTUBHOM MaMsATH KOMIIbIOTEPA (MOOMIBHOIO YCTPOKCTBA)
BepHnblii oTBeT: BO3MOXHOCTH IPSAAMOT0 KOHTPOJIS OJIB30BATENS 32 CBOMM 3aKPBITHIM
KJIFOUOM

2. Komnerenuust/Maaukarop: UJI-5nk-1 Onpenensier MeToAbl TECTUPOBAHUS M YMEET IPOBOAUTH
BCE BUbI KOHTPOJISI IPOTPAMM C IPUMEHEHUEM UHTEJUIEKTYalbHbIX TEXHOJIOT U

Bonpocel, 3aganus
1.PactipocTpanenue cepTu(UKaTOB U CIIUCKOB OTO3BAaHHBIX CEPTH(HUKATOB
2.I'onocoBanue ¢ LIeHTpalbHON N30MpaTETbHON KOMUCCHEN
3.OneKTpOHHbIE IEHbI'H ¢ OOHAPY)KEHUEM MOILIEHHUKA
4.06MeH 3amu@poBaHHBIMU KJIH04aMu. /lenoHnpoBaHue Kirouei
5.ATaka «4enoBeK MOCEPEINHE» U METO/IbI 3aLIUTHI OT HEe

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM

1.Kakas unpopmarus He coAepKUTCS B cepTUPHUKATE OTKPHITOrO Kiroya?
OtBeThI:

Cepuitnbiii Ne ceptudukara

Wms uznatens cepTudukara

Hauano u okoHuaHue nepuoja AecTBus cepTuduKara

DJeKTpOHHAas MOANKCH BIajieblia cepTuduKaTa
BepHsiit oTBET: DneKTpOHHAs OANKCH BIIaIeblla cepTH(UKAaTa
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2./11s1 yero B MPOTOKOJIE 3JIEKTPOHHOI'O I'OJIOCOBAHUS MOTYT UCIIOJIb30BATHCSA CIIETIBIE
3JIEKTPOHHBIEC MOMKUCHU?
OTBeTHI:
Jl1s Toro, yTOoOBI KaXKIplii M30MpaTesh ToIocoBall He 0oJiee OJTHOTO pa3a
JJ1s HEeBO3MOXKHOCTH U3MEHEHUs BBIOOpa N30MpaTelisi OCiIe €ro rojIoCOBaHMS
s coxpaHeHus TallHbI TOJIOCOBAaHUSI KOHKPETHOT'O JIMIIA U €IMHCTBEHHOCTHU €ro OIOJUIEeTeHS
J1s Toro, yToOBI rOJI0COBAIM TOJIBKO UMEIOIIUE MPABO IoJjioca
BepHnsiii otetT: 1 coXxpaHeHHsI TalHBI TOJIOCOBAHUS KOHKPETHOTI'O JIUIA U
€IMHCTBEHHOCTH €T0 OI0JIIeTeHS
3.J171 yero He MOXKET MPUMEHSATHCS JIEKTPOHHAS MOIUCH “BCIIECIYI0”?
OTBeTHI:
s co3aanms M UCIOJIb30BaHUS JIEKTPOHHBIX HATMYHBIX
[ 3aBepeHns HOTapUyCOM 3aKPBITHIX 3aBELAHUMN
Jlns moanucy AOKYMEHTOB 0€3 3HaHHUS €ro MOJHOTO COAEeP KAHUS
Jis moanucu J0KyMEHTOB 0e3 3HaHMS 3aKpPBITOTO KITF04a
Bepupiii otBet: [ moanucu 1oKyMeHTOB 0e3 3HaHMsI 3aKPBITOTO KIII0Ya
4.YT0 noHMMaeTcs 01 AETIOHUPOBAHNE CEKPETHBIX KITIOUEH?
OTtBeTsI:
Coznianue ux pe3epBHbBIX KOMUN
Pa3pnenenue kiro4ya Ha HECKOJIBKO YaCTEM, XPAHALIUXCS Y Pa3HbIX JIULL
Ilepenaya Kiro4el rocy1apCTBEHHBIM OpraHaM
JlononHuTenpHAs 3a1UTa KIOYEH
Bepnbpiil otBeT: Pa3nenenne kiroua Ha HECKOJBKO YaCTeM, XPaHIIIMXCS Y Pa3HbIX JIMI]
5. 1514 94ero mMpuMEHSIOTCS TPOTOKOIIBI TPYIIBI 0OMeHa 3ai(ppOBaHHBIMH KIIFOUaMU
(Encrypted Key Exchange )?
OTtBeTsI:
Jlist yeImosKHEeHUS 3a/1a4u 11o100pa maposist PH ImepexBare 3amu(pPoBaHHBIX COOOIICHUN
Jlis reHepauy napbl aCMHMMETPUYUHBIX KIIIOUEH U3 MaposibHOH (passl
J11s 3a1IUTEl OTKPBITOTO KJIOYA MOJIB30BATENS ¢ TOMOIIBIO HapoJis
JI1s 3a1UTEI 3aKPBITOTO KJIFOYA TOJIB30BATEINS ¢ IOMOIIBIO IapOoJIs
Bepnsriit otBeT: [l ycinoKHEHUs 3a7a4u MOAO0pa maposis Ipu repexBare
3amu(pOBaHHBIX COOOIICHUN
6.J1511 yero npuMeHseTCs] OTKPBITHIN K04 B aCUMMETPUYHON Kpuntorpaguu?
OTBeThI:
Jns mmdpoBaHys JaHHBIX U BBIYUCICHUS 3JIEKTPOHHOM MOANNCH
Jnis mmdpoBaHus TaHHBIX U IPOBEPKHU 3JIEKTPOHHOM MOIIUCH
Jns pacuindpoBaHust JTaHHBIX M BBIYMCIEHUS 3JIEKTPOHHOM MOANHNCH
Jnis pacmnpoBaHus TaHHBIX U POBEPKHU SJIEKTPOHHOH MOAMUCH
Bepnpiii otet: /s mmdpoBaHus JaHHBIX U IPOBEPKU ANEKTPOHHON MOJIUCU

II. Onucanue wikanvl oueHuganus

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 90
Onucanue xapakmepucmuxu 6binoaHeHus 3nanus: IIpaBUIbHbIC OTBETHI JaHbI HE MEHEE YeM Ha
90% BompocoB

Ouyenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu 6binoaHeHus 3nanus: IIpaBUIbHbIC OTBETHI JaHbI HE MEHEE YeM Ha
70% BompocoB

Oyenka: 3
Huoicnuii nopoe svinonnenus sadanus 6 npoyernmax. 50
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Onucanue xapaxmepucmuxu 6binoneHus snanus: IIpaBUIbHbIE OTBETHI JaHbl HE MEHEE YEM Ha
50% Bompocos

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. IlpaBuiibHbIe OTBETHI 1aHbl MeHee yeM Ha 50%
BOITPOCOB

111. Ilpasuna évicmasnenus umozo8oi OyeHKu no Kypcy

Ornenka ompezensercss B cOOTBETCTBUHM ¢ [lonoxennem 0 OalIbHO-PEUTHHTOBON CHCTEME IS
cryaentoB H1Y «M3OW» Ha OCHOBaHUM CEMECTPOBOM M AK3aMEHAIIMOHHOM COCTABJISIONINX
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