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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-3 CrnocoOeH pemiath cTaHIapTHBIC 3a1a91 MPOPECCUOHAITBHON JEATEIFHOCTH Ha OCHOBE
UHPOPMALMOHHON 1 Oubmorpaduyeckoit KyabTyphl ¢ IPUMEHEHHEM HH(POPMAaIlMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHI U C Y4E€TOM OCHOBHBIX TpeOoBaHM HH()OPMALIMOHHON
0€30MacHOCTH
N]I-2 IIpumenser 3HaHUS TPUEMOB 0€30TaCHOM paOdOTHI B ceTH MIHTEpHET MpH MOUCKE
uH(OpPMaLINH, CBI3aHHOM ¢ MPO(ECCHOHATBHOM e TETbHOCTHIO

2. I[IK-1 Cnocoben 060CHOBBIBATH TPUHUMAEMBbIE POSKTHBIE PELICHUS, OCYIIECTBIATh

MIOCTAaHOBKY M BBITIOJIHATH KCIIEPUMEHTHI IO IPOBEPKE UX KOPPEKTHOCTH U 3(PpPeKTHBHOCTH
NJI-3 [Ipon3BOANT OIICHKY BIUSHUS IPUMEHSAEMbIX TEXHUYECKUX PEIICHU Ha o0Iee
(YHKIIMOHUPOBAHUE CUCTEMBI

3. IIK-2 Cnoco0eH periaTh BOIPOCH! YIPaBIeHUs O€3011aCHOCTbIO CETEBBIX YCTPOUCTB U
IPOTPAMMHOTO 00eCTIeUeHHsI TP UX MTPOSKTUPOBAHUN
NJI-1 leMmoHCTpHUpYET 3HAaHHE HOPMATUBHOW 0a3bl, METOJJOB ONMCAHUS, aHAJIN3A U
IPOEKTHPOBAHUS B 00s1acTH obecrieueHust 6€30MacHOCTH HH()OPMAITMOHHBIX CUCTEM U
KOMITbIOTEPHOH KpunTorpapuu
NJ1-2 JleMOHCTpUpPYET 3HAHUE METO/I0B U CPEICTB 00ECTIEUEHUS 3alUThl HOCUTENEH
uHpopmanuu, 9BM 1 KOMIBIOTEPHBIX CeTel OT HECAHKLIMOHUPOBAHHOI'O 10CTYIIA
NJ1-4 OcymiecTBisieT pa3pabOTKy annapaTHhIX U MPOTPaMMHBIX CPEACTB, HEOOXOIUMBIX IS
oOecrieyeHns 6€30MACHOCTH KOMIIBIOTEPHBIX CUCTEM

M BKIIFOYACT.
JJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

DPopma peannzannu: KomnerorepHoe 3a1anue
1. KoHTpO:1b BHIMOIHEHUS KOMIUIEKca 1abopaTopHbIX padoT Nel-4 o kypey 31 Monyns 1
(20%) (JIaGoparopnas paboTta)
2. KOHTpOJIb BBIMOIHEHUS] KOMIUIEKCa 1abopaTopHBIX padboT Ne5, 6, 7 mo kypcy 3U Moayns 2
(20%) (JTaGoparopnas paboTta)
3. KoHTpOI1b BBINOIHEHUs KOMILIEKca 1abopaTopHbIX padboT Ne8-11 no xkypcy 3 Moayns 3
(20%) (JTaGopatopnas paboTta)
4. KontponsHo-3aueTHoe 3ansaTue (K331) mo kypcy 31 Moayns 1 (65%) (TectupoBanue)
5. KontponbHo-3auetHoe 3ansaTue (K332) no kypey 3U Moayns 2 (65%) (TectupoBanue)
6. KontponbHo-3auetnoe 3ansatue (K333) mo kypey 3 Moayns 3 (65%) (TectupoBanue)

®opma peanuzaruu: CmemanHas Gopma
1. KonTponb nocemenus nekiuit Ne 6-9 no xypcy 3 Moayns 2 (15%) (UaTepBbio)
2. KonTpons nocemenus aexiuit Nel-5 o kypey 31 Monyns 1 (15%) (MutepBbio)
3. Kontpounb nocemenus nekmuii Ne10-15 mo xypey 3U Moayns 3 (15%) (MuatepBsio)
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8 cemectp

Beca KOHTpOJIBHBIX MEPONIPUATHI, %o

Pa3nen HNunexc
JTUCIUIIINHBI KM:

KM-
1

KM-
2

KM-
3

KM-
4

KM-
5

KM-
6

KM-
7

Cpok KM:

5

5

5

9

9

9

14

Tpa,Z[I/IHI/IOHHI)IC CUMMCETPHUYHEBIC
KPHUIITOCHUCTCMBI

Tpa,Z[I/IHI/IOHHI)IC CUMMCETPHUYHBIC
KPHUIITOCHUCTCMBI

[IpoexkTupoBanue u aHaMu3
MNOTOKOBBIX MH(POB

[IpoexkTupoBanue u aHaMU3
NOTOKOBBIX MH(POB

COBpeMeHHHe CUMMCTPHUYHLIC
KPHUIITOCHUCTCMBI

COBpeMeHHHe CUMMCTPHUYHLIC
KPHUIITOCUCTCMBI

AcuMMeTpUYHBbIE
KPUITOCUCTEMBbI

AcuMMeTpUYHbIE
KPUITOCUCTEMBI

VYnpasnenue
KpunTorpapuueckumMu
KJIFOUaMU

Ynpasienue
KPUNTOTpapUIECKUMH
KIIIOYaMU

Anroputmsl mudpoBaHUs Ha
ocHoBe SP-cetn

Anroputmsl mudpoBaHUs Ha
ocHoBe SP-cetn

Bec KM:

5

7

21

21

22

$06m1as yacts/Jy1s1 MPOMEKYTOUHOMN aTrTecTaund




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIIUH pe3ysbTaTel  00y4eHMsI IO
JUCIUILINHE
OIlK-3 NJI-20mk-3 [Ipumensietr | 3HaTh: Kontpons nocemenus aexuuii Nel0-15 no xypcy 31U Moayins 3 (15%)
3HAHUA PUEMOB | YTpO3bl OE30MACHOCTH MPU (MuTtepBbi0)
Oe3omacHoil paboThl B cetu | padote B cetu MHTEpHET KoHnTpo:b BbiNosIHEHUS KOMILIEKca JabopaTtopHbix padoT Ne§-11 mo kypey
NHTepHer mnpu  mouCKe | YMETh: 31 Monayns 3 (20%) (JTaGopaTopHas pabota)
uH(pOpMaIlMK, CBS3aHHOW C | YCTaHABIMBAThH U MpuUMEHATh | KoHTponbpHO-3aueTHOE 3aHsaTHE (K333) mo kypcy 31 Moayins 3 (65%)
npodeccuoHanbHOM CpEICTBA 3aIIUThHI (TectupoBanue)
JeSITEIIbHOCTBIO nHbOpMaHK 1py e
XpaHEHUH U mepeaaye mno
CeTH
IK-1 N J-3nk-1 [IpouzBoguT | 3HaTh: KonTpons nocemenus aexiuiit Ne 6-9 no xypcy 31 Moayns 2 (15%)
OLICHKY BIIMSIHMS | TAlbl POBEIACHUS (MuTepBbiO)
NPUMEHSIEMbIX TeXHUYECKHMX | 3KCIIEpUMEHTa 110 npoBepke | KoHTposb BHINOIHEHUS KOMILIEKca 1abopaTopHbIX paboT NeS, 6, 7 o
peteHui Ha o011ee | KOPPEKTHOCTH kypcy 31 Moayns 2 (20%) (JlabopaTopHas paboTa)
(GYHKLMOHUPOBaHUE npuHUMaeMoro npoektHoro | KontponbHo-3auetHoe 3ansatue (K332) no kypey 31 Monyns 2 (65%)
CHUCTEMBI pemenus (TectupoBanue)
YMeTs:
OCYIIIECTBISATh IOCTAHOBKY U
BBITIOJTHSATH DKCTIEPUMEHTHI
10 MPOBEPKE KOPPEKTHOCTH
MIPUHUMAEMOT'O TIPOEKTHOTO
pELIeHUs U ero
3¢ (HEeKTHBHOCTH
IK-2 N-1nk2  HemoHcTpupyeTt | 3HaTh: Kontpons nmocemenus nexnuit Nel-5 mo kypey 31 Moayns 1 (15%)
3HaHUE HOPMATHBHOM 0a3bl, | IPUHIUIIBI TOCTPOCHUS (MHTepBBIO)
METOJO0B ONMCAHWS, AaHAIN3a | COBPEMEHHBIX KoHTposb BeIOTHEHUST KOMITIIEKCA TabopaTOpHBIX paboT Nel-4 mo kypcy

5




U IIPOEKTHPOBAHHUS B | kpunrorpaduueckux cucreM | 3 Moayns 1 (20%) (JJaboparopHas pabota)
obnactu obecrieueHus | YMeETh: KonTponbno-3auetnoe 3ausitue (K331) mo kypcy 31 Moayins 1 (65%)
0€30MacHOCTH ncnoJib30Bath coBpeMeHHble | (TectupoBanue)
MH(OPMALIMOHHBIX CUCTEM U | HH(OPMALIMOHHbBIE
KOMITBIOTEPHOM TEXHOJIOTHH MPHU PEIICHUN
Kpuntorpaduu 3aJ1a4 3alluThl HHQOpMauu
[1K-2 U-2nk>  JlemoHcTpupyer | 3HaTh: Kontpons nocemienus aexuuii Nel0-15 no xypcy 31U Moayins 3 (15%)
3HaHHWE METOJOB M CPEJICTB | OCHOBHBIE AJITOPUTMBI U (MuTtepBbi0)
obecrnieueHus 3aILUTHl | CTAHJAPTHI KoHTpo:b BbiNosIHEHUST KOMILIEKca JabopaTtopHbix padoT Ne§-11 mo kypey
HOocHUTeNel  WHQOpMAaIHH, | KpUnTorpapuieckon 31 Monynsb 3 (20%) (JTaGopaTopHas pabota)
OBM u KOMIBIOTEPHBIX | 3aIIUTHI HH()OPMALIAN KontponbHo-3auernoe 3ansarue (K333) no kypcy 3U Monyins 3 (65%)
cerei oT | YMeTh: (TectupoBanue)
HECAaHKIIMOHUPOBAHHOTO WHCTaJUIUPOBATh,
JocTyna TECTHUPOBATh, UCIIBITHIBATH U
WCTIOJIB30BATH POTPAMMHO-
anmnapaTHbIe CPECTBA
BBIYHCIUTEIILHBIX U
MH(OPMALIMOHHBIX CUCTEM H
MOJICUCTEM X 3aIIHUTHI
I1K-2 N-4nk-2 OcymiecTBiusieT | 3HaTh: Kontpons nocemenus aekuuid Nel0-15 no xypcy 31U Monyns 3 (15%)
pa3paboTKy amnmapaTHbIX W | CIIOCOOBI U TEXHOJIOTUU (UuTepBBIO)
MPOrPaMMHBIX CpenCTB, | mpuMeHeHus kpuntorpaduu | KoHTpoIb BBIMOTHEHHS KOMITIEKca JabopaTopHbIX padoT Ne8-11 mo kypey
HEO0OXOMUMBIX JUISL | B pEIICHUU 3a71a4 3U Monyns 3 (20%) (JTabopaTtopHnas pabora)

obOecrnieueHuss OE€30IIACHOCTH
KOMHI)I-OTepHI)IX CUCTEM

UICHTH(PUKAIUT 1
ayTeHTHU(UKAITIT

YMeTs:

WCIIOh30BaTh COBPEMEHHBIE
WHCTPYMEHTAJIbHbBIE
CpelICTBa U TEXHOJIOTHH
MIPOrpaMMHUPOBAHUS

KonTponbHo-3auetnoe 3austue (K333) mo kypcy 31 Moayns 3 (65%)
(TectupoBanue)




11. Cooeporcanue oyenounvix cpeocme. lllkana u kpumepuu oyenueanus
KM-1. KoutpoJsb nocemenns jJekuunid Nel-5 no kypey 3U Moayas 1 (15%)

®opmbl peamuzanun: CMmemanHas Gopma

Tun KOHTPOJIBHOT0 MeponpusaTus: uTepssio

Bec konTpoabHoro meponpusitusi B bPC: 5

IIpouenypa mnpoBeneHUsi KOHTPOJLHOro Meponpusitus: Ilpu ouHoii ¢opme oOydeHus -
3aIl0JIHEHHE BEIOMOCTHU MPUCYTCTBUA B T€UeHHE JieKIHH. [Ipu nuctaniponHoi hopme oOydeHus -
perucTpanus y4acCTHUKOB Meporpustus B Webex.

Kpatkoe cogepxanue 3ajaHusi:
[TpocTaBUTH B BEIOMOCTH CBOIO (DaMUJIHIO U TTOITHCH.
3apeructpupoBathcsi B Webex U mprCcyTCTBOBATH Ha JICKIIHH.

[Tpumep BbIMOTHEHUS (HE BBIIIOJIHEHNUS) 3aJaHUS:

A-04-17 Nekuum 15 5
Nel |Ne2 [Ne3 [Ned |Ne5
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Cypbes [leHuc ANeKcaHapoBuy 1 1]

KoHTpoJibHbIC BONIPOCHI/3aJaHHA:

3HaTh: TOPUHLUIIBI  TOCTPOEHUs 1.mpuHIMIBI KpUOTOrpaUUECKOM 3aIUThl HHPOPMALIUU
COBPEMEHHBIX 2.0CHOBHBIE 3Talbl B pa3BUTHH KpUOTOrpapuu
KpUNTOrpauuecKux cucTeM 3.0CHOBHBIE 331a4u Kpunrorpaduu

4.onpenenenue mudpa nepecTaHoBKU
5.onpenenenue mugpa NpocToii 3aMeHbI
6.ompenenenue mudpa cloKHOW 3aMeHbI
7.onpenenenre mu@pa raMMUPOBaHUS

YMers: HCII0JIb30BATh l.onpenennuTe KIo4eBoe MPOCTPAHCTBO MPOCTEUILIETO
COBpEMEHHbIE HH(}OPMALMOHHBIE mudpa
TEXHOJIOTHMM IpPU PEIICHUU 3a7ad 2.paccUMTaTh SHTPOIHIO OTKPHITOTO U HIM(PPOBAHHOTO
3aluThl HH(OpMalUu TEKCTa

Onucanune MKAJbI OIICHUBAHUA:

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 90
Onucanue xapaxmepucmuxu 8binoIHeHus sHanus: MakcuManbHOe YUCI0 HaOpaHHBIX OalIIOB MPH
IpY TOCEIIEeHUH Beex S nekiuit monyns 1 paBro 15. Ouenka 5 HaxonuTcs B Auana3zone 14 -15
0aJuIoB.

Oyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 10
Onucanue xapaxmepucmuxu 6binoIHeHUs 3Hanus: MakcuManbHOE YUCI0 HAOpaHHBIX OAIIIOB MPH
IIPH MTOCEIIEHUH BeeX S nekuuid Mmoayiist 1 paBuo 15. Ornenka 4 HaxoauTcs B quana3one 11 -13
0aJioB.




Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 40
Onucanue xapaxmepucmuxu 8binoIHeHUs 3Hanus: MakCuManbHOE YUCI0 HAOpaHHBIX OAJIIOB MPH
P TIOCEIICHUH BceX S yiekiuid moayist 1 paBro 15. Orenka 3 HaxoauTcs B quamnaszone 6 -12
0aJIos.

KM-2. KoHTpo.1b BBINOJHEHHSI KOMILIeKca JjabopaTopHbIX padot Nel-4 mo kypey 3U
Moayas 1 (20%)

®opmbl peajn3anuu: KoMIbIOTEPHOE 3a1aHKE

Tun koHTpOIBLHOT0 Meponpusitusi: JlabopaTopnas padora

Bec konTposabHOro Mmeponpusitusi B BPC: 7

IIpoueaypa mnpoBeneHHsi KOHTPOJBLHOr0 Mepomnpusitusi: [Ilpu ounoit dopme o0OydeHuUs
nabopaTopHble pabOThl BBHIIOJIHIIOTCS B KOMIIBIOTEPHOM KJlacce, B KOTOPOM JOCTYIIHa CeTeBas
Bepcuss Wolfram Mathematica 9. Onxna naGopaTopHas paboTa JUIMTCS 2 aKaJeMHUYECKHX dYaca.
Otuer ¢Qopmupyercas B OymaxHoM BapuaHTe. Ilpu gucraHuvoHHoi Qopme o0O0yueHUs
naboparopubie pabotel BeimonHSIOTCS B Wolfram Cloud | Open Access system. Kontpons u
KOHCYJIbTAIlMM B TEYEeHHE JabopartopHoil paboTrel B cucreme Webex. Pabouee 3amanme u
HEOoOXOIUMbIE METOAMYECKHME MaTepuainbl pasmemaiorcs B cucreMe Moodle. Otuer mo
BBHITIOJTHEHHON J1abopaTtopHOi paborte 3arpyxkaercs B cuctemy Moodle, rae mpousBoguTCs
KOHTPOJIb BBIMIOJHEHUS W BBICTABJISICTCS CYMMApHOE YUCIIO OAJIOB IO MPABWJIBHO BBHITIOJHEHHBIM
MyHKTaM pabodero 3aaaHusl.

Kparkoe conep:kanue 3aaHus:
[Tpumep pabouero 3aganus 1adbopatopHoit padboTsl Nel

JlabopaTtopHnas pabota Nel
HccnenoBanue 4aCTOTHBIX CBOMCTB HIM(pa MPOCTOM 3aMEHbI

B pa6ote ucnonsiyercs nporpamma “ALFAVIT”, no3posistoniasi mpoBeCTH YaCTOTHBIN aHATHN3
OTKPBITOTO U 3alTM(POBAHHOTO TEKCTA B paMKaX pycckoro andasuta. TeKcT HEOOXOAMMO
Habupath B *“ biokHOTE”, TMOO BBECTH U3 3apaHee MOATOTOBICHHOTO (aiiia.

Omnmus «IlocunTaTh)» MPOU3BOIUT aHAIIU3 TEKCTA, OMPENEIsIeT KOJTMIYEeCTBO OYKB U
CTPOUT JUarpaMMmy pacripeeseHus yucia OyKB 1o andaBury.

Omnmus «3amudpoBaThy TPOU3BOIUT MPEOOPA30BAHUE UCXOJHOTO TEKCTA IO AITOPUTMY
onHoandaBuTHOrO mudpa mpocroit 3amensl (cuctema mudposanus Llezaps) ¢ kimouom K =
3,15 (omus «CaBury).

Omuus «H» npeanasHadena i mojicyera HHGOPMAITMOHHONW SHTPOIUU KaK OTKPBITOTO,
TaK U 32U POBAHHOTO TEKCTA.

Pa0ouee 3aganue.

1. HaGpats texct (nnm BBecT B“ALFAVIT” u3 ¢aiina) B “ braoknore” (mopsaka 100 6yxB),
UCKJIIOYUTH NPOOebl, 3HAKU MPETMHAHUS U 3aMEHUTD 3arjaBHble OYKBbI HA CTPOYHBIE.

2. Ilposectu ananu3 texcta (onuuu «llocuntaTe» u «H»), BEIIEIUTH U 3aQUKCHPOBATH
Haubosee nHopmaTUBHbIE TPU3HAKY (3-4 HAHOONIBIINX 3HAUEHUS U UX TOJIOKEHUE
OTHOCHUTEJIBHO JIPYT JIpyra) MOJIy4€HHOTO paclpeleIeHHMsL.

3. Jna 3nadenns KE = (N+3)mod11+2, rme N — HOMep 1o CIIECKY B TpyIITE, 3a0IpoBaTh
TEKCT U BHOBB NPOBECTH aHaIN3. CpaBHUTH [TOJIYUEHHBIE PE3YIIbTATHI.

4. IlocTpouTh BapuallMOHHBIN s (YIOPSAOUUTH OYKBBI 110 YOBIBAHUIO BEPOSITHOCTH),
CPAaBHUTH C PACIPENEIEHUEM YACTOT PYCCKOTO SI3bIKA :



YacToTel GYKB p; B PYCCKOM SI3bIKE

IMpoGea 0,175 p 0,040 s 0,018 x 0,009
0 0,090 8 0,038 w 0,016 x 0,007
e, e 0,072 a 0,035 s 0,016 w 0,006
a 0,062 k 0,028 b, » 0,014 w 0,006
I 0,062 M 0,026 6 0,014 u 0,003
T 0,053 A 0,025 r 0,013 u, 0,003
H 0,053 n 0,023 u 0,012 3 0,003
c 0,045 y 0,021 it 0,000 ¢ 0,002

5. Pacumdposars npemiaraemsiii Tekct CN (N- HOMEp 10 CHUCKY TPYIIIBI), UCIIOIB3YS
HauboJsee BEPOSITHOE pacIpeie]IieHHe YacTOT MOsBJIECHUSI OYKB B TEKCTE HA PYCCKOM S3bIKE
(mpo6en B mporpamme ALFAVIT uckitoueH u3 aHammsa).

6. Hcnonb3ys pe3ynbTaThl I1.5, ONpeAeIuTh K04 pacimdpoanus KD.

7. OtkpsiTh naket "Matematuka" u npountath (ReadList) mepssie 10 OykB u3 daiina m.1.
8.  C momomursto pynkiuu FromCharacterCode nepeBectu koapt ASCII B CHMBOIBL.

9.  Co3maTh CTPOKY, COJEPKAMIYIO MIEPBBIC MSATH CUMBOJIOB PYCCKOTO an()aBUTa U C
nomoibio ¢pynkiuu ToCharacterCode onpenenuTs KOAbI MPEICTaBICHUS PYCCKOTO andaBuTa.
10. ITepeBectu cumBobl BekTopa 1.7 u3 koj10B ASCII B UNICOD 1 BHOBB BBIBECTH C
nomotibio FromCharacterCode (cm. Character Codes B cucteme nokymentanuu Wolfram
Mathematica).

11. Mcionb3ys npumep (11a60H) 1715 TaTUHCKOTO andaButa choOpMUPOBATH IIPOTrPAMMY,
peammsyronryro mudp Llesaps s pycckoro andaButa ¢ BBOJOM JaHHBIX U3 (aiina. C
nomonibio ¢pynkiuu ToCharacterCode u FromCharacterCode makera "MaremaTtuka",
npeoopasyronux cuMBoibl B ASCII kosetr 1 06patHO ( Ko OYKBHI a-97, Ko OyKBEI b-98 1
T.J1.), MOXHO 3a1aTh mudp Llezaps ¢ momomnisio cienyromen GyHKIUU:
CaesarCipher[plaintext_, key ]:=

FromCharacterCode[ Mod[ ToCharacterCode[plaintext] - 97 +key, 26] + 97]

HpHMep HUCITIOJIB30BaHUA:

CaesarCipher[plaintext_, key ]:= FromCharacterCode[ Mod[ ToCharacterCode[plaintext] - 97
+key, 26] + 97]

plaintext="typehereyourplaintextinsmallletters";

key=24;

CaesarCipher[plaintext,key]

rwncfcpcwmspnjyglrcvrglgkyjjjerrepq

12. Peanu3oBatb pacmmdpoBKy 3agaHHOrO B 1.5 ¢aitna CN MeTo10M CHIIOBOW  aTaku
(I/ICHOJ'IL3OB8.TL IIEPBLIC 40 cUMBOJIOB TeKCTa).

[Mpumep  ans natuHckoro ajidasuta : ciphertext="yhaklwpnw";
Table[CaesarCipher[ciphertext,-key],{key,1,26}].

13. Pa3zpaboTaTh MporpaMMHBII MOTYJTh UG POBAHUS TEKCTA CUCTEMOM apUHHBIX
IIOACTAaHOBOK.

14. Pa3paboTaTh mporpaMMHBIA MOAYJb MG POBaHUS TEKCTa cucTeMon Lle3aps ¢ KiroueBbIM
CJIOBOM.

15. ITocTpouTh TpH COBMEIICHHBIE IO BEPTUKAIN IUArpaMMbl paclipeielieHHs] CUMBOJIOB
TekcTa u3 nl:

HUCXOIHBIA OTKPBITBIN TEKCT;

TEKCT, 3auGpOBaHHBIN ¢ TOMOIIIBI0 OCHOBHOTO anroputMa Lle3aps va kimroue KE =
(N+3)mod11+2;

TEKCT, 3amuGpOBaHHBIN HAa MPOU3BOJILHOM KITFOUE C TTOMOIIBIO CUCTEMOM aMHHBIX
MO/ICTAHOBOK;

TEKCT, 3alIM(POBAaHHBIN Ha TPOU3BOIHLHOM KIIOUE C TOMOLIBI0 cUcTeMbI Lle3apst ¢
KJIFOUEBBIM CJIOBOM..



Beca (6amtbl 3a mpaBUIIbHOE BBIMOJHEHNE) TYHKTOB pad0vero 3aaHus MIPUBEICHBI B
clenyronien Tabmure:

|

JlaboparopHas padota Nel I1ludpsl mpocToii 3aMeHbI
[TynkT pabodero 3aaHust Bec
1 2

2 1

3 1

4 1

5 5

6 2

7 2

8 1

9 1
10 1
11 3
12 2
13 3
14 3
15 2

30

ITo kaxx0# 1abopaTopHOil paboTe BBICTABIIACTCS COOTBETCTRYIOIIEE paboueMy 3aJaHHIO
YHCII0 0AJUIOB.

MakcuManbHOE YHCIIO 0aTOB 32 BBIMOJTHCHHE ITUKJIIA JIA0OPATOPHBIX paboT Moyt | paBHO
124.

HenensJlabopatopuas pa6ota baysr

1Lab 1 HIudpsr npoctoit 3amens 30

2Lab 2 Kpunrocucrema Xusia 35

3Lab 3 HIudps nepecraHoBku 30

4Lab 4 Cucrema mmdponanus Buxunepa 29

KoHTpoJibHBIC BONIPOCHI/3aJaHHA:

3HaTh: NPHUHLUIIBI  TOCTPOEHUS 1.Onpenenenue mudpa npocToit 3aMeHbI
COBPEMEHHBIX 2.0Onpenenenue mudpa caoKHON 3aMEHbI
KPUNTOrpauuecKux cucTeM 3.Cucrema mudponanus Llesaps

4.AduvHHas cucTeMa MoJACTaHOBOK

5.ITpuHIUIIBI TOCTPOCHUS KPUIITOCUCTEMbI XUJlIa
6.Cucrema mudpoanus Buxunepa

7. ITpuHIUI TOCTPOEHUS CUCTEMBI ITU(PPOBAHUS

Beprama
VYMern: HCITIOJIb30BaTh 1.Pa3paborare Moaynb pacuiudpoBaHust sl aNTOPUTMA
COBpeMeHHbIE  HH(GOPMAIIMOHHBIC MPOCTOMN MEPECTAaHOBKU
TEXHOJIOTMM TpPU PEIICHUH 3a]ad 2.Pa3paboTath MOoaynb pacmudpoBaHus IS alrOpUTMa
3aImuThl THGOPMAITIHI CTOJIOITOBOM TIEPECTAHOBKHU

3.Pazpabotars MOaynb pacundpoBaHus Mo 6a30B0Oi
tabnuue mudpa Brxunepa
4.Pa3paboTaTh MOJYyJb MOJATOTOBKH JAHHBIX JJIS
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\ muppoBanus Beprnama

Onucanue MKAJbI OICHUBAHUSA:

Ouenxa: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax: 90
Onucanue xapakmepucmukuy 6bln0OIHeHUs 3HanuA: MaKkcuManbHOE YMCII0 HaOpaHHbIX 0AJUIOB MPH
IIPU yCIIEIIHOM BBIMIOJIHEHUH BCeX 4-X 1abopaTopHbIX paboT Moayns 1 paBuo 124. Omnenka 5
HaxoauTcyd B quarasone 112 -124 6asuia.

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuku 6bIN0OIHeHUs 3HaHuA: MaKkcUManbHOE YICII0 HaOpaHHbBIX 0AJUIOB MPH
P YCIICIITHOM BBITIOJIHEHUH BCEX 4-X JTaOOpaTOpHBIX paboT moayis 1 paBHo 124. Onenka 5
HaxoauTcs B quanaszo”e 87 -112 Gamna.

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 40
Onucanue xapakmepucmukuy 6bIn0IHeHUs 3HanuA: MaKkcuManbHOE YUCII0 HaOpaHHbIX 0AJUIOB MPH
IIPH yCIIEITHOM BBITIOJIHEHUH BCeX 4-X 1abopaTopHBIX paboT moxyis 1 paBrno 124. Onenka 3
Haxoaurcd B auaraszone 50 - 87 0ayuIoB.

KM-3. KonurpoabHo-3auyerHoe 3ansitue (K331) no kypey 3U Moayas 1 (65%)

®opmbl peanusanuu: KomnbsrorepHoe 3a1anue

Tun koHTpoBLHOr0 Meponpusitusi: TecTupoBanue

Bec kouTposabHoro meponpusitusi B bPC: 21

IIpoueaypa mnpoBeleHHsi KOHTPOJBLHOro Meponpusitusi: Ilpu ounoit ¢dopme oOydeHus
KOHTPOJIbHO-3a4E€THOE 3aHATHE INPOBOAMUTCS B KOMIIBIOTEPHOM KJIacce, OCHAILEHHOM CEeTEeBOM
Bepcueil Mathematica. J[nmuTenbHOCTh KOHTPOJIBHOM 2 akajgemMuueckux uvaca. K 3aHsATHIO
JIOIYCKAIOTCS CTYJCHTHI, BBHIOIHUBIINE LMKJ JJAOOPaTOPHBIX paboT MoAyns 1 U mpeacTaBUBLIME
oTyeThl Mo JabopaTopHbIM paboTtam. Ilpum aucraHuMOHHOM (opMe O00ydeHHs KOHTPOJIb 3a
yyacTHUKaMu Bezercsi B Webex, TectupoBanue nposoautcs B cucteme Moodle. K tectupoBanuio
JIOTTYCKAIOTCS CTYAEHTHI, 3arpy3uBiive B Moodle aiekTpoHHBIE OTYETHI U TMOJYYHMBIIHE MO HUM
MOJIOKHUTETBHYIO OLIEHKY. 3arpy3ka OTYEeTOB JIOJDKHAa ObITh 3aBeplleHa 3a 24 yaca J0 Hayana
KOHTPOJIBHOM.

Kpatkoe conepxxanue 3agaHus:
[Tpumep Tecta K331 kpunrocucrema Xuiia. :

25 16 17 1 10
12 28 11 31 11
7 5 26 23 24

[u 13 7 29 30
29 15 23 12 30

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

3HaTh: TOPUHLUIIBI  OCTPOEHUs 1.K331 adunnas cucrema nojactaHoBok. Yucno 6aioB
COBPEMEHHBIX 3a IpaBWJIBHO BBINOJIHEHHOE 3a/1aHue = 5. Yucio
KpUnTOorpapuueckux cucreM BapuaHTOB 3a1anus 450.

2.K331 kiaroueBoe c10Bo. Ynciio 6a110B 3a
NPaBUJIBHO BBINOJHEHHOE 3a1aHue = S. Yuciio
BapuaHToB 3ajanus 104.

3.K331 kpunrocucrema Xusuia. Yucsio 6a/17108B 3a
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NMPaBUJILHO BHINOJHEHHOE 3a1aHue = 5. YncJio
BapuaHTOB 3axanus S0.

YMeTs: HCTOJIb30BaTh 1.K331 npocras nepecranoBka. Yucio 6a/1/10B 3a
COBPEMEHHBbIE  HH()OPMALIMOHHBIC NPaBUWIBHO BBINOJHEHHOe 3agaHue = 3. Yncio
TEXHOJIOTMM IIPU PEIICHUU 3anad BapuaHToB 3a1anus 70.

3alUThl HHQOPMAIHH 2.K331 cucrema nmdpposanus Buskunepa. Uucsio

0aJ1J10B 32 NPAaBWJIbHO BBINOJIHEHHOE 3aJlaHue = 7.
Yuciao BapuanTos 3aaanus S0.

3.K331 cTosnduoBasi nepecranoBka. Uucsio 6a/110B 3a
NPAaBUJILHO BHINOJHEHHOE 3a1aHue = 7. YucJio
BapuaHTOB 3ananus S0.

Onucanue MKAJbI OICHUBaAHUSA:

Ouenxa: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 90
Onucanue xapakmepucmukuy 6blnoIHeHUs 3HanuA: MaKkcuManbHOE YUCII0 HaOpaHHbBIX 0aJUIOB MPU
IIPaBWJIBHOM pelleHuy 7 3aianuii paBHo 37. OueHka 5 HaxoauTcs B AuanaszoHe 34 - 37 6aios.

Oyenka: 4
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmukuy 6blnoIHeHUs 3Hanua: MakcuManbHOe YiCiI0 HaOpaHHbIX 0AJUIOB MPH
IIPaBWJIBHOM pelieHuy 7 3aianuii paBHo 37. OueHka 4 HaxoAuTCs B AuanaszoHe 26 - 33 6ayos.

Oyenka: 3
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax: 40
Onucanue xapakmepucmukuy 6bln0OIHeHUs 3HanuA: MaKkcuManbHOe YUCI0 HaOpaHHbIX 6AJUIOB MPH
IIPaBWJIBHOM pelleHuy 7 3aianuii paBHo 37. OueHka 3 HaxoauTcs B Auanasone 15 - 26 6aios.

KM-4. KontpoJs nocemenus jJekuuid Ne 6-9 no kypcy 31 Moay.as 2 (15%)

®opmbl peaausanun: CmemnianHas popma

Tun KOHTPOILHOr0 MeponpusaTHs: IHTEPBEIO

Bec kouTposabHoro meponpusitusi B BPC: 5

IIpoueaypa mnpoBeaeHusi KOHTPOJbHOro Mepomnpusitusi: Ilpu ounoit dopme oOyueHus -
3aroJIHEHUE BEJOMOCTH MPUCYTCTBUS B TeueHue jekuuu. [Ipu nucranuumonHoi gpopme oOyueHus -
perucTpanus yyacTHUKOB Meporpusitus B Webex.

KpaTKOC CoA€CpKaHUuE 3alaHUA:
HpOCTaBI/ITb B B€JOMOCTH CBOIO q)aMI/IJ'II/II-O " IOAIIHNCH.

3apeructpupoBarbcst B Webex u mpucyTCTBOBATh Ha JIEKIIUH.

[Tpumep BbINOIHEHUS (HE BBIIIOJIHEHNUS) 3aJaHUSL:
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A-12-17 Nekuun 15 4

Nefi |Na7 |NzB |NeB

1| Bockanbadwy, HUHa Hupuanoeda

2 Mwab MBaH BukTOpOBHY

15
15
15
15

3 Engepiokos Pomad AHgpeesny

e e e
= e e e
e e e
= e e e

4|3WHOBKHH Anercanap HOpbeesuy

5 KnoukoBs Anekceil Cepreesud (B)

5 Nazapes Bagum Mropesuy

7 |Makapoe Eereduii Cepressuy

15
15
15
15
15

75
15
15
15

3.3
15
15

8 MyraHosa Anekcangpa PeHaToeHa

g Heranosa BanenTuha Cepreesxa

= e e (e e
e e [ e

10 Nanaruna CodbA AnekceeBHa

11 Nogxonw3wna Mapua AHopeesHa

12 CamcoHos Muxaun EereHbesuy

13 Cugoposa AHactacun BauecnasosHa

14 Cyxopykoe MaTeel JmuTpHesuy

[ e e e [ o [T o

15 Topukos Muxawn Bacunsesuy

16 Ycnenckana EkaTepuna Onerosha

17 @paHuyscs Mnba Cepreesuy
T T

b [ (e [ [ e e (s (s [ | (b (S [ [ s s

P e e (el (r e e e e e -

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HAaTh: JTaIbl IIPOBEJCHUS 1.MeTo1bI IPOrpaMMHOM peaan3aluy TeHepaTopoB
DKCIIEPUMEHTa [0  IPOBEPKE IICEBJOCIYyYalHBIX MOCIEI0BATEIIBHOCTEN
KOPPEKTHOCTH IIPUHAMAEMOT0 2.mpouenypa IpoBeICHHs OLIEHOYHOIO TecTa
IIPOEKTHOT'O PELICHUS 3. OTEYeCTBEHHBIE U 3apyOEIKHBIE CTAHAAPTHI

JITOPUTMOB OJIOYHOTO LIM(-POBAHUS;
4. pexXMMBI HCIIOJIb30BAHMS OJIOUHBIX MIU(POB;

VYMeTh: OCYLIECTBIIATH MOCTAHOBKY 1.BBIOpaTh CHCTEMHBIE ITAPAMETPHI IMHEHHOTO

U BBIIOJHATH JKCIEPUMEHTHI IO KOHTPY?HTHOT'O T'eHepaTopa

IPOBEPKE KOPPEKTHOCTH 2.aHaM3UPOBATh CTPYKTYPY OJ04HOTO mWHUdpA;
NPUHUMAEMOTO MIPOEKTHOTO 3.1IOCTPOUTH CTPYKTYPHBIE AIIEMEHTHI 33/1aHHOTO
peueHus U ero 3¢ HeKTUBHOCTH 6s0yHOrO MmMHUppa

OnucaHue MKaJbI OlleHUBAHUS

Oyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 90
Onucanue xapakmepucmukuy 6bln0IHeHUs 3HanuA: MaKkcuManbHOe YMCI0 HaOpaHHbIX 0AJUIOB MPH
IpU NocelieHnu Beex 4 nexkuuii Mmonyins 1 paBHo 15. Onenka 5 HaxoauTces B 1uanasone 14 -15
0aos.

Ouyenka: 4
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 10
OnucaHnue xapaxmepucmuxu 6blnoHeHus 3Hanus: MakcuMaabHOE YUCiIo HaOpaHHBIX 0ayuIoB MpU
npu nocerieHuu Beex 4 nexkuuid monyns 1 paBuo 15. Onenka 4 HaxoauTcs B quanasone 11 -13
0aJoB.

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 40
Onucanue xapaxmepucmuxu 8binoIHeHUs 3Hanus: MakcuManbHOE YUCI0 HAOpaHHBIX OAIIIOB MPH
TIPH MTOCEIIeHNH BeeX 4 Jieknmii Moayiis 1 paBro 15. Ornenka 3 HaxoauTcs B quamna3oHe 6 -12
0aJios.

KM-5. KoHTpoJI1b BBINOJIHEHUS] KOMILTIEKCA JJadopaTopHbIX padoT NeS, 6, 7 nmo kypcy
31 Monyas 2 (20%)

®opmbl peasuzanuu: KomneorepHoe 3a1aHue
Tun koHTpoABLHOrO0 Meponpusitus: Jlabopatopnas padora
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Bec konTposabHOro Mmeponpusitust B BPC: 7

IIpouenypa mnpoBeaeHHsi KOHTPOJAbHOro Meponpusitusi: I[Ipu ounoli Qopme o00yueHUs
nabopaTopHble pabOThl BBHIIOJIHIIOTCS B KOMIIBIOTEPHOM KJlacce, B KOTOPOM JOCTYIIHa CeTeBas
Bepcuss Wolfram Mathematica 9. Onna naGopaTopHas paboTa UIMTCS 2 aKaJeMHUYECKHX dYaca.
Otuer Qopmupyercss B OymaxHoM BapuaHte. Ilpu gucranimoHHON ¢opme o00ydeHus
nabopatopHbie padoTel BemonHsOTCA B Wolfram Cloud | Open Access system. KonTponb u
KOHCYJIbTAllMM B Te4YeHHe JaboparopHoil pabotbl B cucreme Webex. Pabouee 3amanue u
HEOOXO/JMMBIE METOAMYECKHE MaTepuaibl pasMeniarorcss B cucteme Moodle. Otuer mo
BBHITIOJTHEHHON JtabopatopHoil pabore 3arpyxkaercs B cucremy Moodle, rae mpousBoauTCs
KOHTPOJIb BBIMTOJHEHUSI U BBICTABJIIETCS CYMMApHOE YKMCIIO 0AJIOB IO MPABHIBHO BBIMOJHEHHBIM
MyHKTaM pabodero 3aaaHusl.

Kpartkoe cogep:xkanue 3aiaHuA:
[Tpumep pabouero 3aganust 1a0opaTOpHOI padboThI NoS:
JlaGopaTtopnast pabota Ne 5
Cucrema mmdposanusi Bepnama
0 Kypcy «3amunTa UHopMarum»
Pabouyee 3ananue.
1. CdopmupoBars Tabnuily KOIUPOBaHUS OYKB pyCCKOT0 anaBUTa ABOUYHBIM
NSATHPA3PSIHBIM KOJIOM. BeIpaBHIBaHHME OCYIIECTBISATH ¢ MOMOIIBI0 KoMaH s PadLeft[].
2. IIpeoOpazoBaThb CTPOKY OTKPBITOTO TEKCTA
plainText="npuneratroaBanuarsTpeTberomapra” B JBOMUHBIN criucok. OnpenenuTs AIUHY
HOJYYEHHOT'O CIIUCKA.
3. YcTaHOBHTH HaYaJIbHOE COCTOSIHUE TeHepaToOpa CIIydailHbIX YMCE paBHBIM HOMEPY 110
CHMCKY B IpYIIIE U MOJIY4YUTh KJIHOY B BU/IE€ ABOMYHOTO CIIHUCKA, C TOMOILBIO KOMaH bl
RandomlInteger[]. [{iHa KITr049eBOI MTOCIICIOBATEILHOCTH JOKHA OBITH PaBHA JJIMHE
JIBOUYHOI'O CIIUCKA OTKPBITOIO TEKCTA.
4. 3ammdporars plainText (myrem ciaoxenus 1o mod2 TBOMYHBIX MTOCIEI0BATEIBLHOCTEN), a
3areM pacimupoBaTh Ha KiIroue, cHOpMUPOBAHHOM B II. 3.
5. Paspaborate Moaynb mudpoBaHus no Metoy BepHama — BXo/iHbIE TapaMeTphl: CTpOKa
TEKCTa U CTPOKa KIJIFOUEBOM MOCIIE0BATEIbHOCTH; BBIXO: CTPOKa MH(pPTEKCTA.
6. Paszpaborars Momyns nemmdpoBaHus Mo MeToy BepHama — BXOTHBIE TTapaMeTpPhI: CTPOKa
mudpTeKcTa U CTPOKa KIFOUEBOM MOCIe10BaTEIbHOCTH; BBIXOJI: CTPOKA PacIM(POBAHHOTO
TEKCTA.
7. IloarotoBUTH MpOrpaMMHBIA MOIYJb, peanu3yrouuii reaeparop BBS ¢ napamerpamu,
npuBeneHabiMUA B WOrK task \ tableBBS_W.xls, N — Homep 1o criucky B rpymme. [Toxy4uTs
KJIIOYEBYIO I1OCJIE0BATEILHOCTh AJITMHOM m.
8. 3ammdposars, a 3aTem pacmudposath Plaintext \Text-N.txt Ha kiroue 1. 7.
9. IlomyuuTh KJIIOUEBYIO MOCIEIOBATEIBHOCTD OT reHeparopa BBS anunoit 50m (cMm. 1.7).
10. TlpoBecTu aHaNM3 KauecTBa KIOYEBOH IMOCIEAOBATEIEHOCTH C TOMOIIBIO YaCTOTHOTO
Tecta B nojanocienosaresnbHocTsX (Frequency Test Within a Block): articles\ MeTtoss! onieHku
kagecta [ICIT\ctp. 165.

MakcumanbHOE YUCII0 0asIOB 3a BBIMOJTHEHUE ITUKJIIA JJa00paTOPHBIX pabOT MOAYJsS 2 paBHO
91.

Henens JlabopaTopnas pabora bamst

6 Lab 5 Cucrema mmppoBanus Bepnama 27
7 Lab 6 PCJIOC 32
8 Lab 7 INoTokoBsrii mmwdp 32
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KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3HaTh: 3Tarbl IIPOBEJCHUS
9KCIIEPUMEHTa O  IPOBEpKE
KOPPEKTHOCTH MPUHUMAEMOTO

IMPOCKTHOTI'O PCIICHUA

1.4ncno nonycrumsix coctossuuii PCJIOC

2.17peboBaHuUs K HCXOJHOMY MHOTOUWICHY IS
noctpoenust PCJIOC ¢ MakcuMaabHBIM EPUOJIOM
3.anroput™ hopmupoBaHus S-0J10Ka MOTOKOBOTO IH(pa
- aHasjora RC4

YMeTh: OCyIIECTBISATh MOCTAHOBKY
U BBIMOJHATh JKCIEPUMEHTHI TIO
pOBEpKE KOPPEKTHOCTH
MIPUHUMAEMOTO MIPOEKTHOTO
penieHus u ero 3 PeKTUBHOCTH

l.mpoBeCTH YaCTOTHBIN aHAIU3 ABOMYHOMN
nociiegoBareabHocT Ha Beixone PCJIOC
2.pa3paboTaTh IPOrpaMMHBIN MOJTYJIb T€HEpATOpa

Tedde

3.pa3paboTarh U NPOTECTUPOBATH MOYJb LIM(PPOBAHUS
RC4

4.pa3paboTaTh U NPOTECTUPOBATH MOIYJIb
pacumudposanust RC4

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka: 5

Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmukuy 6bIn0IHeHUs 3Hanus: MaKkCUManbHOE YICII0 HAaOpaHHBIX 0AJUIOB MPH
[IPU YCTICITHOM BBITIOJIHEHUH BCeX 3-X 1a00paTOpHBIX paboT Moayins 2 paBHo 91. Ouenka 5
HaxoJuTcs B quana3one 82 - 91 Oam.

Oyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 0
Onucanue xapaxmepucmuxu 8binoIHeHUs 3Hanus: MakcuManbHOE YUCI0 HAOpaHHBIX OAIOB MPH
P YCIIEITHOM BBITIOJTHEHUH BCeX 3-X JabopaTopHbIX padoT Moayis 2 paBHo 91. Onenka 4
HaxOJUTCA B quama3one 64 -81 oam.

Oyenka: 3

Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 40
Onucanue xapakmepucmukuy 6bln0IHeHUs 3Hanua: MaKkCUManbHOE YMCII0 HAOpaHHBIX 0AJUIOB MPH
IPY YCHEIIHOM BBIMOJIHEHUH BCeX 3-X J1abopaTopHBIX paboT Moyis 2 paBHo 91. Ouenka 3
HaxOIWUTCs B nuamnasone 37 - 63 Oam.

KM-6. KoutpoabHno-3auernoe 3ausitue (K332) no kypcy 31U Moay.n 2 (65%)

®opmbl peanusannu: KoMneorepHoe 3a1aHue
Tun kouTpobHOrO Meponpusitus: TectupoBanue
Bec konTposbHOro meponpusitusi B bPC: 21

IIpouenypa mnpoBeaeHHsi KOHTPOJIBHOIO MEpPONPHUSITHS:

IIpu ounHolt Qopme oOyyeHUS

KOHTPOJIbHO-3a4E€THOE 3aHATHE INPOBOAMUTCA B KOMIIBIOTEPHOM KJIACCE, OCHAIEHHOM CEeTEBOM
Bepcueil Mathematica. J{nuTenbHOCTh KOHTPOJIBHOM 2 akageMudeckux daca. K 3aHATHIO
JIOTTYCKAIOTCS CTY/IEHTHI, BBIITOJIHUBIINE IIUKJ JIaOOpaTOPHBIX paboT Moayis | U mpeacTaBUBIIME
oT4YeThl Mo JabopaTtopHbIM padotaMm. Ilpu aucraHuMoHHOM Qopme oO0ydeHHS KOHTPOIb 3a
yuacTHUKaMu BeneTcst B Webex, TectupoBanue npoBoautcs B cucteme Moodle. K rectupoBanuio
JIOIYCKAIOTCS CTYACHTHI, 3arpy3uBiiue B Moodle 3mekTpoHHBIE OTYETHl W MOJYYMBIIHE [0 HUM
MOJIOKUTEBHYIO OIIEHKY. 3arpy3ka OTYETOB JOJDKHA ObITh 3aBepileHa 3a 24 dyaca A0 Hadaja

KOHTPOJIBHOM.

KpaTKOE Cod€EpKaHME 3aJaHuA:
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ITpumep oxHoro u3 3aganuit K332:

Bonpoc 1 Mo 3aaaHHOV ABOMUHOM NocnegosaTensHocTk 0000000010011101100001110
Qreer coxparen onpesenvTs KoadouumeHTsl 06patHor ceasv PCIOC. BBoauTb KO3GdUUmMEHTL),
Bann: 1,00 HauvHas CO CTaplMx paspsaios.

Otser:| 1111101

KoHTposibHbIe BONPOCHI/3aJaHUA:

3HaTh: STaIlbl MIPOBEICHHUS 1.K332 PCJIOC nociieqoBarebHOCTh. Unesio 6a/10B
SKCHEpUMEHTa MO  IPOBEPKE 3a NpaBHJIbHO BbINOJHEHHOe 3aaHue = 3. YUncio
KOPPEKTHOCTH IIPUHUMAEMOT'O BapuaHTOB 3ajaHus 500.

MPOEKTHOTO PEHICHUS

YMeTh: OCYIIECTBIATh IOCTAHOBKY 1.K332 PCJIOC cocrosinmne. Yucso 6a1/10B 3a

U BBIIOJHATh 3KCIEPUMEHTHI 110 NPaBUIbHO BbINOJHEHHOE 3aJaHue = 7. Uncio
IIPOBEpKE KOPPEKTHOCTH BapuaHTOB 3ajaHus 500.

MIPUHUMAEMOTO MIPOEKTHOTO

pemenus u ero 3hHeKTHBHOCTH

OnucaHue MKAJbI OlleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 90
Onucanue xapakmepucmukuy 6bln0IHeHUs 3HanuA: MakcuManbHOE YUCI0 HaOpaHHbIX OAJUIOB MPH
NpaBWIBHOM pemieHnn 6 3amanuii paao 36. Ouenka 5 HaxoauTcs B quanazoHe 33- 36 0ayios.

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapaxmepucmuxu 8binoaHeHUs 3Hanus: MakCUMaTbHOE YHCII0 HAOpaHHBIX OAJIIIOB MIPH
MpaBUJILHOM pelieHuu 6 3ananuii paBHo 36. OrneHka 4 HaxoAUTCS B Auana3oHe 25 - 33 6ayos.

Oyenka: 3
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 40
Onucanue xapakmepucmuku 6bln0JIHeHUs 3Hanua: MaKkCUManbHOE YMCII0 HAaOpaHHBIX 0AJUIOB MPH
NpaBUIBHOM peleHuu 6 3a1anuii paBHo 36. Ouenka 3 HaxoauTcs B quanazoHe 14 - 24 6amios.

KM-7. Koutpoab nocemenus jJexkuuii Nel1l0-15 no kypey 3U Moayas 3 (15%)

®opmbl peaausanun: CmemnianHas popma

Tun KOHTPOILHOr0 MeponpusaTHs: IHTEPBEIO

Bec kouTposabHoro meponpusitusi B BPC: 5

IIpoueaypa mnpoBeaeHusi KOHTPOJbHOro Mepomnpusitusi: Ilpu ounoit dopme oOyueHus -
3aroJIHEHNE BEJOMOCTH MPUCYTCTBUS B TeueHue jekiuuu. [Ipu nucranuumonHoit gpopme oOyueHus -
perucTpanus yyacTHUKOB Meporpustus B Webex.

Kpatkoe cogepxanue 3agaHusi:
[TpocTaBUTH B BEAOMOCTH CBOIO (DaMUJIHIO U TTOIHCH.
3apeructpupoBarbcsi B Webex u mprcyTCTBOBATh Ha JIEKIIUH.
[Ipumep BoINOTHEHUS (HE BBIMOIHEHUS ) 3a/1aHUSL:
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KoHTposibHbIe BONPOCHI/3aJaHUA:

3HaTh: yrpo3sl 0€30MacHOCTH HpU 1.IIpuHiuns! nocTpoeHus: kpunrocuctemsl RSA
pabore B cetu UHTEpHET 2. IIpyuHIMIBI HOCTPOCHUS KPUMITOCUCTEMBI DJib-I"amars
3.Xosm pyHKIUN

4.9nextpoHHO-IM(poBas moamuchk RSA
5.KomOuHMpOBaHHKIH MeTOA NIH(POBAHUS

3HaTh: OCHOBHBIC QJITOPUTMBI U 1.IIpoToKo0JIbI ¢ HYJ1€eBbIM pa3rjalieHnemM
CTaHJapPThl  KpUNITOTpaPUIeCKON
3aIUTHl HHOPMAITUU

3HaTh: CIOCOOBI M TEXHOJIOTUU 1.000011eHHas cxeMa aCUMMETPUYHON KPUIITOCUCTEMBI
OpUMEHEeHHUs  Kpuntorpagpuu B
pelIeHnn 3a1a9 UACHTH(PHUKAINN 1

ayTeHTU(UKAINH

YMeTs: yCTaHaBIIUBAaTh u | .MpUMEHHUTH BCTPOCHHBIE XAIII - PYHKIIMHU CUCTEMBI
NPUMCHSATh ~ CPEJICTBA  3AIUTHI Mathematica

uHpopmanuu npu e€ XpaHCHHH W 2.nposeputhb JokymeHT ¢ DLIT RSA

nepeaadc 1no CECTu

Onucanue MIKAJbI OLlEHUBAHUS

Ouyenka: 5
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 90
OnucaHnue xapaxmepucmuxu 6blnoIHeHus 3Hanus: MakcuMaabHOE YMCI0 HAOpaHHBIX 0alioB MPU
IIPH MOCeIeHnH BeexX 6 nekuuii Moayns 3 paBHo 15. Onenka 5 HaxoquTcs B nuamnaszone 14 -15
0aJoB.

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmukuy 6blnoIHeHUs 3Hanua: MaKkcuManbHOe YICI0 HaOpaHHbIX 0AJUIOB MPH
IIPY TIOCEIIEHUH BeeX 6 Jekiuii moayist 3 paBHo 15. Ouenka 4 Haxonutces B quanaszone 11 -13
0aos.

Oyenka: 3
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyenmax: 40
Onucanue xapaxmepucmuxu 8bInoIHeHUs 3Hanus: MakcuManbHOe YUCI0 HaOpaHHBIX OalJIoB MPH
IIpU MOCeIIeHu  Beex 6 nekiuii Moayis 3 paBHo 15. Ouenka 3 HaxonuTcs B quanaszoHe 6 -12
0aJuIoB.

KM-8. KouTpoJib BbINOJIHEHUSI KOMILTEKCca JjadopaTopHbIx padot Ne§-11 nmo kypey 3U
Moayas 3 (20%)

®opmbl peanauzanuu: KomneiorepHoe 3a1anue
Tun koHTpoLHOrO MeponpusiTus: Jlaboparopnas padora
Bec konTpoabHOr0 Meponpustusi B BPC: 7
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IIpoueaypa mnpoBeleHHsT KOHTPOJBLHOro Meponpusitusi: Ilpm ounoit ¢dopme oOyueHus
7TabopaTopHble paOOTHI BBHIMOIHSAIOTCS B KOMIBIOTEPHOM KJIacce, B KOTOPOM JIOCTYIIHA CETeBas
Bepcusi Wolfram Mathematica 9. Onna nmaGopatopHas paborta qmTcs 2 aKaJeMHYECKHX daca.
Otuer ¢opmupyercss B OymakHOM BapuaHTe. llpu aucranumonHHOi Qopme o00ydeHus
nabopatopubie pabotbl BbimonHsAOTCS B Wolfram Cloud | Open Access system. Kontpomnp u
KOHCYJbTAallMM B TedeHue JaboparopHoil paborel B cucreme Webex. PabGouee 3amanme u
HEOOXOJMMBIC METOJMYECKHE Marepuaibl pasMemarorcs B cucteme Moodle. Ortder 1o
BBINIOJTHEHHOHM J1abopaTtopHOll paboTe 3arpyxkaercss B cucteMy Moodle, rae mpou3BoauTCs
KOHTPOJIb BBIITOJHCHHUA W BBICTABJIAACTCA CyMMApHOC YUCIIO GaJIJIOB 10 MPaBHUJILHO BBINNOJIHCHHBIM
IYHKTaM pabouero 3aaaHusl.

KpaTtkoe conepkanue 3a1aHusi:
[Tpumep pabouero 3agaHus 1adbopaTopHOit paboThl Ne§:
JlabopaTtopHas padota Ne 8
OcHOBBI pa0bOTHI ¢ cucTeMoit «Kpunton»

Pabouee 3amanue.

1. VYcranoBuTh nmaket nporpamm u3 nanku ArcMail B crienyromiel mocnea0BaTeIbHOCTH:
Api , E-Crypton, ArcMailW , Crypto, Key.

2. Orkpeith "PykoBoacto nons3oBatess"(CrEncrypt\userguid.doc — PykoBoactso
[10JIb30BATENs ) U 03HAKOMUTHCS ¢ Ha3HaueHueM (1.1 Haznauenue u ycnoBus npumeHenus, 1.2
OcHoBHbIE TepMUHBI), TpuHLKIaMu mUdposanus (1.3.1 ApxuBHoe mudposanue Hhaiios.),
yrnpasieHreM KitoueBoi nndopmanueit (2.3.1 I'enepanus Y3na 3amenst, 2.3.2 ['eneparus
I'maBHoro Kiroua ,2.3.3 I'enepanus Kiroua [Tons3oBarens) u 06paboTkoit ¢aitinos B
MHTEPAKTUBHOM pexume (2.4).

3. Co3znarbk TEKCTOBBIN (aiin pazmMepoM 2-4 KuioOaiTa B CBOCH Mmarnke u co37aTh OTACIbHYIO
ManKy JUIs XpaHeHHs 3ain(poBaHHBIX TEKCTOB.

4. TlpoBectu omnepanuu mudpoBaHus Ha naposie, Ha "['naBHoM" kimoue, Ha "I maBHOM"
KIIIOYE+T1apoJib, UCIOJIB3YS CIIEAYIOIINE ONIIMU: HE YHUUYTOKATh UCXOAHbIE (aillibl,
KOIMPOBATH ATy U aTpHOYThI, HE HCIIOJIB30BaTh CI0KHbIE UMEHA, pa3MellaTh
3amndpoBaHHbIe (ailyibl B COOTBETCTBYIOLIEM KaTayiore ( JIIsl OTpa)KeHUs JaHHbBIX OMIMH
Ha)kaTh KHONIKY "bombie").

5. C nomomsto mporpamMmbel WinHex omnpeaenuTs 4ncio COBMAIAI0NUX CHMBOJIOB B
3amu(ppoOBaHHBIX (anax.

6. Hcnoms3ys nporpammy "Mactep kiroueit mudposanus’(KeyMaster.exe) co3nats "Kiou
[Tonw3oBarens"; ¢ momorbio mporpammbsl WinHex mocTpouTs rHCTOrpaMMy pacripeieneHust
CHUMBOJIOB B KJIIOY€, a 3aTeM 3alI(ppoBaTh UCXOAHBIN (ail.

7. IIpoectu pacmm@ppoBaHre NOTYyYEHHBIX paHee yeThipex (aiinoB muprexcra.

8. OmpenenuTh HAYATBHYIO TIO3HIIMIO Pa3MEIICHUS HCXOIHOTO (aiiia —
WinHex\MucTpyMeHTB\OTKpHITH 1ucK. [IpoBecTH yHUUTOXEHUE NCXOIHOTO (aiina,
ucnonbiys onuuto Kpunron-llludpposanue-Yuuuroxuts. [IpoBeputs Hannune nHGopmanuu
Ha MMO3ULMH (CMEIIEHNHN) UCXOAHOTO (aiina.

9. Coznath “KIHOYEBYIO JUCKETY Ha UMEIOIIEMCS CMEHHOM HOCHUTEIE, COACPKAIIY0 HOBBIH
y3€J1 3aMEHBI, TJIABHBIN KITF0Y, KJTF0Y MTOJIH30BaTE.
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10. ITpoBectu omneparuy muppoBaHus U pacmuGpoBaHUs MPOU3BOILHOTO TEKCTOBOTO (haiina
JUTS KITFOYEH, pacIioioKeHHBIX HA CMEHHOM HOCHUTEIE.

11. Yaanutbe CMEHHBII HOCUTENb U TONpoOoBaTh pacimmdpoBats 3ammppoBaHHbIN (aiii.

MaxkcumanbHOe 4nciio 0ayIoB 3a BHINOJIHEHHE LUK 1a00paTOPHBIX pabOT MOyl 3 paBHO
82.

HenensJlaboparopnas pabora bamis

10 Lab 8 OcHoBsl paboTsl ¢ cuctemoit «Kpunron» 16
11 Lab 9 Kpunrocucrema RSA 17

12 Lab 10 OIIT RSA 33

13 Lab 11 Cxewmsl paznenenus cekpera 16

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: yrpo3bl 0€30MaCHOCTU NpU 1.AKTUBHBIN IIEpexXBaT
paborte B cetu HTEepHET 2.Ilogmena
3.1ToBTOD
3HaTh: OCHOBHBIE QITOPUTMbI U 1.Cuctembl ¢ HECKOJIBKUMH OTKPBITHIMH KJIFOUaMHU

CTaHJapPThl  KpUNITOTpaPUIeCKON
3aIUTHl HHOPMAITUU

3HaTh: CMOCOOBI M TEXHOJOTUU 1.Ataka “genoBek nmocepeaune” (Man in the middle)
NpUMEHEHHST  KpunTorpadpuu B
pelIeHnn 3a1a9 UACHTH(PHUKAINN 1
ayTeHTU(UKALUU

OnucaHue MKaJbI OlleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 90
Onucanue xapaxmepucmuxu 8binoIHeHUs 3Hanus: MakcuManbHOE YUCI0 HAaOpaHHBIX OAIOB MPH
MIPHU YCIIENTHOM BBITIOJTHEHUH BCeX 4-X mabopaTopHbIX padoT Moayis 3 paBHo 82. OneHka 5
HAXOIUTCS B nuama3zone 74 - 82 Gaia.

Ouyenka: 4
Hudicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku 6blnoOIHeHUs 3Hanu: MaKkCUManbHOE YMCII0 HAaOpaHHBIX 0AJUIOB MPH
IPY YCHEIIHOM BBITOJIHEHUH BeeX 4-X 1abopaTopHbIX paboT Moayist 3 paBHO 82. OneHka 4
HaxOIWUTCs B nHamna3oHe 58 - 73 Oamia.

Oyenxa: 3
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 40
Onucanue xapaxmepucmuxu 6binoIHeHUs 3Hanus: MakcuManbHOE YUCI0 HAOpaHHBIX OAIIIOB MPH
P YCIIENITHOM BBITIOTHEHUH BCeX 4-X JabopaTopHbIX padoT Moayis 3 paBHo 82. Orenka 3
HaxoJuTCs B Tuamna3zoHe 33 - 57 6amna.

KM-9. KoutpoabHo-3aueTrHoe 3ausitue (K333) no kypcy 31U Moayas 3 (65%)

®opmbl peaausanun: KomnsroTepHoe 3a1aH1e
Tun KOHTPOILHOTO MeponpuaTHs: TecTupoBaHue
Bec koHTpO/IbHOrO Meponpusitusi B BPC: 22
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IIpouenypa mnpoBeaeHHsi KOHTPOJIBHOIO MEpPONPHUSITHS:

IIpn ouHoOU

dbopme oOydeHUs

KOHTPOJIBHO-3a4€THOE 3aHATHE IPOBOJUTCS B KOMIIBIOTEPHOM KJACCE, OCHAILEHHOM CETEBOU
Bepcueil Mathematica. J{nuTenbHOCTh KOHTPOJIBHOW 2 akageMuyeckux daca. K 3aHATHIO
JIOITYCKAIOTCS CTYJECHTHI, BBIIOJIHUBIINE LUK JJAOOPATOPHBIX pabOT MOy 1 M mpeacTaBUBIINE
oT4eThl 1o JabopaTtopHbIM padoTam. Ilpu aucranumMoHHON Qopme OO0y4YeHHS KOHTPOIb 3a
yuacTHUKaMu Bezercst B Webex, TectupoBanue nposoaurcs B cucteme Moodle. K tectupoBanuto
JIOITYCKAIOTCS CTYACHTHI, 3arpy3uBimue B Moodle 3mekTpoHHBIE OTYETHI W MOJYYMBIIHE [0 HUM
HOJIOKHUTEIBHYIO OLEHKY. 3arpy3ka OT4ETOB JIOJDKHA ObITh 3aBepllieHa 3a 24 dyaca 10 Hayana

KOHTPOJIBHOM.

KpaTkoe conep:kanue 3a1aHusi:

ITpumep oxHoro u3 3aganuit K333:

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: yrpo3bl 0€30MacHOCTU HpU
paborte B cetu HTEpHET

1.K333 D11 RSA.Yncjo 6a1/10B 32 NpaBUJIbHO
BbINOJIHEHHOE 3aaHue = 7. Uncji0 BapuaHToOB
sapanusa 500.

3HaTh: OCHOBHBIE QJITOPUTMBI U
CTaHAApPThl  KPHUIITOrpapuyYecKOi
3alUThl HHOPMAIHH

1.K333 OpenKey. UncJio 62/1510B 32 NpaBUJILHO
BBINIOJTHEHHOE 3a/1aHue = 5. Yncyi0 BApuaHToOB
3aganus 500.

2.K333 Cxembl pa3jenenus cekpera. Uncsio 6anios
3a NPaBWJIbHO BbINOJHEHHOE 3agaHue = 7. Yuciao
BapuaHToB 3axanus S00.

YMers: yCTaHaBJIMBAaTh u
IPUMEHATh  CPENCTBA  3AIUTHI
uH(popMaluu NMpU €€ XpaHEeHUU U
nepejaye 1o ceTu

1.K333 RSA+Ile3apsb. Yuciao 6a1/10B 32 NPaBUJILHO
BbINOJIHEHHOE 3a1aHue = 3. Yucj10 BApDHAHTOB
3aganus 48.

YMmeTs: MHCTAJIMPOBATh, 1.K333 KO/l 16 -- Kpunton. Uucio 6anios 3a
TECTHUPOBATH, HUCOBITBIBATE  H NPaBWJIBLHO BBINOJIHEHHOE 3a1aHue = 5. Uncsio
HCIOJIL30BATh pOrpamMMHO- BapUAHTOB 3a/7aHud 48.

anmapaTrHble cpencTBa

BBIYUCIUTEIBHBIX 51

WH(OPMALIMOHHBIX ~ CHCTEM U

MOJICUCTEM HX 3aI[UTHI

YMeTn: HUCIIOIb30BaTh 1.K333 YMmHo:xenue 6aiitoB AES. Uuncio 60a1;10B 32
COBpPEMEHHBIE WHCTPYMEHTAJIbHBIC NPaBWJILHO BbINOJHEHHOE 3a1aHue = 7. Yucsio
cpeiacTBa u TEXHOJIOTHH BapuaHToOB 3a1anus 250.

IPOTrpaMMHUPOBAHUS

Onucanue MKAJbI OLEHUBAHUS :

Ouyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyernmax.: 90
Onucanue xapaxmepucmuxu 8binoIHeHus sHanus: MakcuManbHOe YUCI0 HaOpaHHBIX OalIOB MPH

NpaBUIBHOM peleHun 6 3a1anuii paBHo 34. Ouenka 5 HaxoauTcs B quanaszoHe 31- 34 Gayios.

Ouenka: 4
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Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku 6bInoIHeHUs 3HaHus: MaKkCUManbHOE YICII0 HAaOpaHHBIX 0AJUIOB MPH
NpaBUIBHOM perieHun 6 3ananuii paBao 34. Ouenka 4 HaxoauTcs B quanazoHe 24- 31 Gayios.

Ouenxa: 3
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 40
Onucanue xapakmepucmuku 6bINOIHeHUs 3HaHus: MaKCUMaIbHOE YICII0 HAOpaHHBIX 0AJUIOB MPH
NpaBWIBHOM perieHnn 6 3ananuii paBao 34. Ouenka 3 HaxoauTcs B quanaszone 14- 31 Gayios.
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COJIEPKAHME OIIEHOYHBIX CPEJICTB TPOMEXKYTOUYHOM ATTECTAIIUA
8 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

. YT1BEepx a0
OK3AMEHAIIMOHHBIN BUJIET Ne6 3aB.kadenpoit BMCC
MO 3ammrta nHOOPMAITIH

NBTU

TeopeTnyeckue BONpockl K 3k3amMeHy no kypey 31
1. Anroput™m OTKpbITOTO pactpenenenus kmoueit Auddu-Xemnmmana.

2. Cucrema oM0o(OHOB.

3ananmne No2 3apanus ypoBHs 3
TekcT aHmBAMIIBY3bIMHIIZBMHK3B] 3aIU(POBaH ¢ moMomsio cuctemsl Lleszaps. [Iposectu
pacurdpoBaHue U BBECTH OTBET B BHJIE TPEX3HAUYHOTO ICCATHYHOTO YKCIIa B M0JI€ BBOJA.

3apnanmne Ne3 3aganus ypoBHs S

Peructp cnBura ¢ TMHEHHBIME 0OPATHBIMHU CBA3SIMU UMEET XapaKTEPUCTUUECKUI MHOTOWICH
1+x17+x20. HauansHoe coctrosiane PCJIOC cocrasnsier CBCDB h. Ha 20-om TakTe paboThI
cocrosiaue PCJIOC B fgecaTnuHON opMe COOTBETCTBYET AP0, HA KOTOPOM B CHCTEME
'KPUIITOH' 3ammdposan kirtou momnp3oBartens. Kittod moms3oBaTens u cooOIIeHne HaXoaaTcs B
nokansHo# cetn : KZI\Test\Crypt-Test-1\Test 1- 6. Pacumdpyiite u BBEUTE TEKCT COOOIICHHS B
ToJIe BBOJA.

3aganune Ne4 3ananus ypoBHs 7

Pacmmudpoats Tekct ¢ Homepom 6 u3 nanku CrypttextPRM, 3ammpoBaHHbIi Ha KITIO4e U3
TaOJNMIIbI, TPUBEICHHON Ha pucyHKe. B mose BBojia BBecTH CTpOKY 13 10 CHMBOJIOB,KOTOpHIE
pacrosnioxenbl HaunHas ¢ 20 Mo3uLuH B paciin(poOBaHHOM TEKCTE.

TpaguUMoHHble
oueHkn B PO

OueHim
& 100-GannbHon
wkane

OueHkn
B PacLUMpeHHoN

OueHrmn
ECTS

5

90 -100

5-GannbHom LWkane
5

4

81-89

4+

70-80

3

3

66 -69

3

60 -65

3

2

31-59

2+

n(2{m|o|o|w|x

0-30

2

3aveT

60 - 100

3aver

Passed

Mpumeyanne. ECTS - European Credit Transfer and Accumulation System

IIpoueaypa npoBenenust

[Tpu ounoil popme 0OyueHHUs IK3aMEH MPOBOAUTCS B KOMOMHUPOBaHHOM (hopme mo Ouneram. JIBa
TEOPETUYECKUX BOIPOCA BBIMOJIHAIOTCS MUCHMEHHO M OIeHMBatoTcs B auanazoHe 0 - 10 Oamos
npenogaBareneM. Tpu NpaKTHUECKUX 3a/laHusl BBIMOJHAIOTCS B paMkax cucreMbl Moodle

MaKcUMajbHast oleHKa 15 6amnoB. Pe3ynpTHpyromas olleHKa 3a 3K3aMeH ONpeaessieTcs Kak cyMMa
0ayioB, HAaOpaHHBIX IO TEOPUM M TMPAKTUKE M TEPEeCUUTHIBACTCS K MNATUOAIIBHOW cucTeMe
(Tpamuumonusie ouenku P®) mo npeacraBieHHoN Bo BKiIagke "Ouier" mkane. B nuctaHumoHHoM
pexxuMe sk3ameH npoBoauTcs B cucteme Moodle u Webex (unentudukanus 1 KOHTPOJb, B TOM
YuCcJIe BU3YAlbHBIM) U COCTOMT M3 JBYX TECTOB (BOIPOCHI WIIM 3aJaHHs BBIIOJIHSIOTCS CTPOTO
nocnenoBarenbHo):  [lepBeiif TecT coaepxkutr 20 BOMPOCOB MO TEOPETHYECKOW 4YacTH Kypca.
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OO0mast mpoOAOIKUTENBLHOCTh TecTa 15 MuUHYT. MakcUMalbHOE YUCIIO OajIoB 1O TEOPETUYECKOU
yactu - 40. Btopoii TecT comepkuT 6 MpaKTUYECKUX 3afaHuil (2 3amaHusi ypoBHS 3, 2 3alaHusd
ypoBHS 5, 2 3amanus ypoBHs 7), aHamoruyHbix 3ananusMm K33. Cpeanee BpeMs Ha BBIIIOJIHEHHE
3amanust 10 munyt. OOmIas MPOIOJDKUTEILHOCTh TecTa 60 MuHYT. MakcuMaabHOE YUCIo 0aioB
BTOporo tecra - 60. Pe3ynbpTupyromias oOleHKa 3a 3K3aMEH ONpeleNsieTcs Kak cymma 0asuioB,
HAaOpaHHBIX B MEPBOM M BTOPOM TecTax u MepecCUnThIBACTCA K MATHOAUIBHON cucTeMe
(Tpapuumonusie onenku PD) o mpencTaBiIeHHON BO BKIaIKe "OueT" mKae.

L Ilepeuenv Komnemenyuil/uHOUKaAMOpPoO8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbHAN 08
0CBOCHUA OUCUUNTUHDL

1. Komnerenmusi/ Unaukarop: MJI-2onk-3 [Ipumenser 3Hanus npruemMoB 6e30macHol paboThI B
cetu VIHTEepHET MpH moucke nHPOPMAIIUH, CBI3aHHOH ¢ TPO(HECCHOHATLHOM e TEIIEHOCTHIO

Bomnpocel, 3axanus
1 ITpuniuns! Kpuntorpaduaeckoil 3amuTsl HHPOpMaIIH.
2.OCHOBHBIE TUIIBI KPUTITOAHATTUTHYECKUX aTaK.
3.Tecr-3amanne: DIIIT RSA
4.9nextpoHHo-1bpoBas noamnuck DSA .
5.2nexTpoHHas QPOBast MOIMUCH
Ha OCHOBE cXeMbl Db - ['amans

MatrepuaJbl AJ151 IPOBEPKH OCTATOYHBIX 3HAHUMI
1.ITpoBepka monMCH B aCUMMETPUYHBIX KPUIITOCUCTEMAX MPEAIOJIAraeT UCI0Ib30BaHHUE
OTBeThI:
OTKPBITOTO KJIF0YA MOJyYaTesst JMYHOTO KIIF04a MOJIydaTesst OTKPBITOTO KJItoYa OTIPaBUTENS]
JIMYHOT'O KJIF04a OTIPABUTENS
BepHblil 0TBET: OTKPBITOro KJltoya OTIPaBUTENSA
2.Kakoe paBeHCTBO MPUMEHSETCS IPU MPOBEPKE IJIEKTPOHHO-IIUPPOBOI MOANUCH IO CXEME
Onp-I"amans
OTBeThI:
(y*a 'x”*b )mod p =(g"M)mod p (a"y -ab )mod p =(g"M)mod p (y*a ‘a”b )mod p =(g"M)mod
p (y*a -a*b )mod p =(M"g)mod p
Bepusriit otBet: (y*a "a”b )mod p =(g"M)mod p
3.Kakas u3 atak MoxeT ObITh 3()(peKTHBHA MPOTUB KJIACCUYECKON peaan3alii alroputMa
Huddu-Xennmana
OTBeThI:
aTtaka "rpy0oi cuibl" aTaka "yeoBeKk rmocepenuHe" Mackapaj peHerarcTBO MOBTOP
BepHplii oTBeT: araka "dyenoBek nocepenuHe"

2. Komnerenmust/Muaukarop: M/1-3nk-1 [Ipon3BoauT oieHKY BIUSHUS IPUMEHIEMBIX
TEXHUUYECKUX pelIeHn Ha obniee QyHKINOHUPOBAHUE CHCTEMBI

Bonpocsl, 3aganus
1.Tect-3amanue: PCJIOC cocrosaue
2. Tecr-3amanue: PCJIOC mocinenoBaTenbHOCTh
3.MeTobl reHepaluy MCEBIOCTYUYaHBIX MOCIEI0BATEIIbHOCTEN YUCE.
4.Peructpsl ciBUTa C TMHEHHOM 00paTHOM CBA3BIO.
5.MeTo/bl OLIEHKH Ka4eCTBA MCEBAOCTYYalHBIX MOCIEA0BATEIbHOCTEM.
6.011eHKa pe3yJIbTATOB TECTUPOBAHUS CTATUCTUUYECKUX CBOMCTB reHeparopa [ICII.
7.AHanu3 NpoX0XKACHUS CTATUCTUYECKUX TECTOB.
8.AHaM3 CTaTUCTUYECKON OE€30MaCHOCTH KPUIITOAITOPUTMOB.
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MarepuaJsl 1JI1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.Kakast mornueckast GpyHKIHs MpUMEHsieTcs B 1ienu oopaTtHoit cBsizu PCJIOC
OTBeTHI:
"U" "UJIN" "HE" "Uckmouatoree NJIN" "xtime"
Bepusiit otet: "Uckmtouaromee UIJIA"

2.JInmHa TBOMYHOM TOCIIE0BATEIIBHOCTH, JJOCTATOYHAS JJI ONpeaesieHus K03 hUIueHTOB

00paTHOM CBA3M N-
paspsianoro PCJIOC.
OTBETHI:
n 2n n"2 10n n"3
BepHblii oTBET: 2n
3. Kakum noipkeH 0biTh MHOTOWIEH UIsI PCJIOC ¢ BBIXOIHOM ITOCIEN0BATEILHOCTRIO
MaKCHUMAaJIbHOM JTHHBI
OTBeTHI:

COCTAaBHBIM Pa3peKEHHBIM IIPUMUTUBHBIM C YETHOM CTapILEeH CTENIEHbIO C HEYETHON CTapIleu

CTEIEHbIO
BepHblil 0TBET: IPUMUTUBHBIM

4.YeMy paBeH MaKCUMAaJIbHBIN NIEPUOJT ITOCIIEI0BATEIBLHOCTH N - pazpsaHoro PCJIOC
OTBeTHI:

n2n2n-12"n2"n-12"(n-1)
Bepwnsriii otBeT: 2”°n - 1

3. Komnerenuusi/Muaukarop: U/I-1nk-2 JlemoncTpupyet 3HaHHEe HOPMAaTUBHOI 0a3bl, METO/I0B

OTIMCaHMsI, aHAJTN3a U IPOSKTUPOBAHUS B 00JIaCTH oOecrieueH s 0€301macHOCTH HH()OPMAITHOHHBIX

CUCTEM U KOMITBIOTEPHOU KpunTorpauu

Bonpocsl, 3aganus
1.AcuMMeTpUYHBIE KPUIITOCUCTEMBI.
2.0cHoBHbie mapametpsl anroput™Ma ['OCT P 34.12-2015 «Ky3Heunk».
3.ITonHopaynnoBslit anroputm 3amudpoBanus [OCT P 34.12-2015 «Ky3neunk».
4. O60011eHHas cxeMa CHMMETPUYHOM, aCHMMETPUYHON KPUIITOCUCTEMBI.
5. HludpoBanue METOL0M raMMHUPOBAHUS.
6.CoBpeMEHHbIE CUMMETPUYHBIE KPUITOCUCTEMBI.
7.Pexum "DnexTpoHHas KOAoBas KHUra'".
8. Pexxum "Cuerierne 0J10koB mmdpa’.
9. Pexxum "OOpatHas cBsi3b 1o mmgpy".
10.Pexxum "OOpaTHast CBSI3b 110 BBIXOY".
11.Tect-3ananue: ludpposanune RC4
12.Tect-3ananue: Pacmudporanue RC4

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN
l.Anroput™ mHUQppPOBaHUs ... HE UMEET CIIa0bIX KIH0Uel
OtBeThI:
DES AES TOCT 28147-89
Bepnslii otBeT: AES
2.Kpunrorpadpuueckasi cucreMa CUuTaeTcsl MPaKTUYECKU CTOMKOMN, €CIIi OHAa UMEET
JIOCTaTOYHO JUIMHHBIN K04 U JJIs HEE HE CYILECTBYET METO/1a BCKPBITHSL, CYLLIECT-BEHHO
6osee 3 (HEKTUBHOTO, YEM METO/T
OtBeThI:
«BCTpeUa mocepenue» oOymepanra rpy0oi CHIb
Bepublit oTBeT: rpy0oii CHITBI
3.ITonyuenue payHIOBBIX KJIFOYEH M3 OCHOBHOTO KJTFOYa MU(PPOBAHMS HA3BIBACTCS
OtBeThI:
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pacnucaHreM MCIOIb30BaHUS KITK0Ya MPOLEAYPOil pacliupeHus KJII04a KIIFOUEBbIM
MIPOCTPAHCTBOM
BepHblil 0TBET: IpoLEypOH pacIIupEeHus KIII04a
4.2nekTpomMexaHnyeckue mudpoBaibHble MalIMHbI HAN0001e « DHUTMbD) OCHOBAHBI Ha
UCTIONIb30BaHUU I dpa
OTtBeTsI:
KOJIOHHOM 3aMeHbl BukeHnepa raMMHUpOBaHUs
Bepnpriii orBeT: Buxkenepa
5.1udpom 3ameHBI SABISETCS:
OTtBeTsI:
«ckutana» «kBaapat [Tomubus» «pemerka Kapaano»
Bepnsiii otBeT: «xBagpat [lomuous»

4. Komnerenuust/Muaukarop: N/1-2nk-2 JleMoHCTpUpYET 3HaAHNE METOJIOB U CPEICTB
obecrieueHus 3aUThl HocUTeNne napopmannu, IBM 1 KOMITBIOTEPHBIX CETEH OT
HECaHKIIMOHUPOBAHHOI'O JOCTYIIA

Bonpocel, 3a1anusa
1.Ctpykrypa mudpa AES.
2.Anroputm I'OCT P 34.12-2015 «Ky3Heunx».
3.Anroputm mmdpoBanus nanasix IDEA
4. Crannapt mmmdposanus nanubix [OCT 28147-89.
5. OnHopa3zoBas cuctema mudpoBaHus.
6. llIndpoanue metomom BepHama.
7. Crarnapt mmppoBanust qanaeix DES.
8.Tect-3ananue: Cucrema Bepnama 3ammudposats
9.Tect-3ananue: KO/ 16 -- Kpunrton
10.Tect-3amanue: YMmuoxenue 0aiitoB AES

Matepuaibl 1/151 IPOBEPKH OCTATOYHBIX 3HAHUM

1.B1IOYHBIMU SBIISIOTCS KJIACCHUECKUE IIU(PHI

OTBeThI:
IIPOCTON 3aMEHBI CJI0’KHOM 3aMEHBI IEPECTAHOBKU

BepHbli1 0OTBET: IEPECTAHOBKHU
2.Yucno paynnos anroputMma AES onpenensercs

OTBeThI:
pa3MepoM BXOJHOIo OJ0Ka AJITMHOM KIII0Ua COAEPKUMBIM BXOJHOTO OJI0Ka

BepHblii 0TBET: pa3MepoM BXOJHOTO OJI0Ka ITMHON KITF0Ya COAEPKUMBIM BXOJIHOTO OJ0Ka
3. CTOMKOCTh COBPEMEHHBIX CUMMETPUYHBIX KOMIO3UIIMOHHBIX MU(POB, Takux kak DES,
Oasupyercs:

OtBeTsI:
Ha peajn3aliy MPUHIUIIOB PACCEUBAHMS U NTEPEMEIIUBAHNUS; HA CEKPETHOCTH aJrOpUTMa
mudpoBaHus; HA GECKOHEUHOCTH KJIIOUEBOW MOCIIEI0BATEIIEHOCTH.

BepHblii 0TBeT: Ha peanu3alnuy IPUHIIUIIOB PACCENBAHUS U TIEpEMEIINBAHMUS;
4. S-6110KOM CUMMETPHYHOTO OJIOYHOTO AJITOPUTMA IU(PPOBAHUS HA3bIBAETCS:

OtBerTsI:
UKIMYECKHH cABUT OJ10Ka OMTOB; TabJIMIa TepecTaHOBKH OMTOB B OJ10Ke; Ta0IMIIa 3aMEHbI
rpynmbl OUTOB.

Bepublit oTBeT: TabaM11a 3aMEHBI TPYIIBI OUTOB.
S.Anroput™mel DES u I'OCT 28147 89 uMeroT cTpykTypy

OtBeThI:
«KBaJpaT»; MOJACTAaHOBOUYHO-IIEPECTAHOBOYHAs CeTh; ceTh DelicTens.

BepHsiii otBeT: ceTh Dencrens
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5. Komnerennmst/Muaukarop: U/ -4nk-2 OcymecTBiseT pa3paboTKy anmapaTHbIX U
IPOTPaMMHBIX CPE/ICTB, HEOOXOUMBIX JJIsl 0OecredeHus: 0€301aCHOCTH KOMITBIOTEPHBIX CHCTEM

Bomnpocel, 3axaHus
1.YnpaBnenue kpuntorpapu4ecKUMU KIH0UaMH.
2.PacmipesienieHne KIIIOYEH € ydacTHEM IIEHTpA pacIlpelesieHus] Uil CAMMETPHYHBIX
KPHUIITOCUCTEM.

3.ITpoToKOI A7t ACHMMETPUYHBIX KPUIITOCUCTEM C HCIIOJIBb30BAaHUEM CEPTH(PHUKATOB OTKPBITHIX

KJIFOUEH.

4 Kpunrorpadus ¢ HECKOIbKHUMH OTKPBITBIMU KITFOYaMH.
5.Cxema MHTEPIOISAIMOHHBIX TOJIMHOMOB Jlarpanixka.
6.IIporokxon @uara—IIlamupa.

7.Cuctema ayrentudukamnuu [IHoppa.

8.MonetHas cucrema Yayma ( David Chaum).
9.Tect-3ananue: OpenKey

10.Tecr-3ananue: Cxembl pa3/ielIeHUs CEKpeTa

Marepunansl 1J151 IPOBEPKH OCTATOYHBIX 3HAHUMI
1.Ecimu guciio N siBisieTcst mpocThIM, TO 3HaYeHUe GyHKIMHN Diiepa ot N paBHO
OTtBeTsI:
N!I'N N/2 N-1
Bepnsriii orBeT: N-1
2 Kpunrocucrema [luddu — Xennmana sSBISeTCs MPOTOKOIOM
OTtBeTsI:
mmdpoBaHus pacipeeTIeHNs KI04el JIEKTPOHHOM MOAMUCH B3aMMHOW ayTeHTH(UKAUN
BepHblii 0TBET: pacnpeneseHus KItouei
3.Moaudukanus u moaMeHa cooOIIeHHH, epeaaBaeMbIX 110 KaHay MH(POBaHHOMN CBS3H, a
TaKXKe HaBsA3bIBAaHHE JIOXKHBIX COOOIIEHUI Ha3bIBAeTCS
OTBeThI:
IIOMEXaMHU aTaKoM Ha OCHOBE COOEB UMMTAIUEH
BepHbslil oTBET: HMUTaLKEH
4.be3zonacHocTh KpUnTocucTeMbl RSA OCHOBaHA Ha BBIUMCIUTEIBHON CIOKHOC-TH 33JauH ...
0OJBIINX YHCET
OtBeTsI:
JUCKPETHOTO JIorapu(pMUpoBaHus (paKTOPU3aLUHU BBIYMCIEHUS CTETIEHU 110 MOAYIIIO
Bepuslii oTBeT: (hakTopuzanuu

II. Onucanue wkKanvl ouenueanus

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 90

Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. MakcuMalbHOE YHCIIO 6aJ'IJ'IOB, Ha6paHHBIX B

nByX Tectax paBHO 100 (wim ¢ yMHOXeHHEM Ha 4 ripu o4HOH dopme). OLeHka 5 HaxXoIUTCs B
unTepBane ot 90 1o 100 Gayios.

Ouenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10

Onucanue xapakmepucmuKku 6blNOJIHEHUA SHARUA. MakcuMalTbHOE YHCIIO 6am1013, Ha6paHHBIX B

nByX Tectax paBHO 100 (wim ¢ ymMHOXeHHEM Ha 4 ipu oyHO# Gopme). OrieHka 4 HaxoIUTCs B
unTepBaiue ot 70 1o 89 6anos.

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
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Onucanue xapakmepucmuxku 6bINOIHeHUs 3HaHus: MaKkcUMaIbHOE YUCIIO 0ayIoB, HAOpAaHHBIX B
nByx Tectax paBHO 100 (wiam ¢ ymMHOKEeHHEM Ha 4 1ipu ouHO# dopme). OrieHka 3 HaXOIUTCS B
uHTepBaie ot 60 10 69 6anoB.

111. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy

HToroBas olieHKa 0 KypCcy MOKET OBbITh pacCUMTaHA KaK CPEAHEE OT TEKYIIEW yClIeBaeMOCTH U
HUTOTOB NPOMEXYyTOouHOH arrectanmu 1o 100 OGamnbHOM mikame. Tekymias ycreBaeMOCTh TakKKe
paccuMThIBaeTCs Kak cpenHee mno tpem monayisMm mo 100 OampHoM mikane. Tosibko mocie 3Toro
MO>KHO MEPEXOIUTh K 5-u OaybHOU mKkase. [IpomexxyTouHoe OKpyTiieHHe OLEHOK B 5-u OalIibHOU
CUCTEME M HeJIMHEHHas IKana oueHok B BAPC mnpuBoasT K CyLIECTBEHHOMY 3aBBILICHHUIO
PE3YIbTUPYIOLINX OIICHOK.
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