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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuabl 0 JUCHMIIIMHE BKJIIOYAIOT OLEHOYHbIE CPEACTBA Ui NPOBEIACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-2 CniocoGeH pemiath BOIPOCH! yIpaBlIeHUsI 0€30IMaCHOCThIO CETEBBIX YCTPOIMCTB U
MPOrPaMMHOTO 00ECTICUeHUS TIPU UX TPOCKTHPOBAHHUH
N]I-3 OcymiecTBisieT KOHGUTYpUPOBAHUE U aAMUHUCTpUpOBaHre DBM 1 KOMITbIOTEPHBIX
ceTeil ¢ yueToM obecriedeHuss HHPOPMAITMOHHOW 0€30ITaCHOCTH

2. PIIK-1 Crioco6eH npuHUMATh Y9acTHE B KOHIIENTYaAIbHOM, (DYHKIIHOHAJILHOM U JIOTHYECKOM
MPOCKTUPOBAHUHN KOMIBIOTEPHBIX CUCTEM
NJI-2 JleMoHCTpUpPYET 3HAHUE OCHOB YCTPOICTBa U (PYHKIIMOHUPOBAHUS COBPEMEHHBIX
OTIEPALIMOHHBIX CUCTEM

N BKJIFOYACT:
AJIS TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzaiuu: 3aniuTa 3a1aHus
1. 3ammTa naboparopHoi padbotsl "MHCTpyMEHTHI aIMUHUCTPUPOBAHUS 3ALUIIIEHHBIX
onepanroHHbIX cucteM" (KoHnTponbHas pabora)
2. 3ammTa aboparopHoii padotsl "HacTpoiika U JuarHocTUKa CETeBOM MOJACUCTEMBI"
(KonTpoabpHas pabora)
3. 3ammra nabopatopHoi paboTsl "Hactpoiika cepBrca aBTOpU3alNK, TUAaTHOCTUKA U
yCTpaHEHHUe HeucnpaBHOCTeH QyHKIIMOHUpOBaHMA onepalnoHHOH cucteMbl" (KoHTponbHas
pabora)
4. 3auura 1abopatopHoi paboThl "YcTaHOBKA U HACTPOIKa CTaHAAPTHOIO Habopa CepBUCOB"
(KontponpHas pabota)

BPC aucuuniavHbl

5 cemectp
Beca KOHTpOIBHBIX MeponpusITHii, %o
Hnunekc KM- | KM- | KM- | KM-
Pa3nen nucnuIninHbl KM: 1 5 3 4

Cpok KM: 4 8 12 16

OCHOBBI KOMIIBIOTEPHON 0€30MaCHOCTU U 0a30BbIe HHCTPYMEHTHI
aJMUHHCTPUPOBAHUS ONEPAIIMOHHON CHCTEMBI

ApXHUTEKTypa U KOMIIOHEHTHI OTNIEpPallMOHHBIX CUCTEM Ha 0a3e siapa

Linux i
OCHOBBI KOMIIBIOTEPHON 0€30M1aCHOCTH +
[IpuHIUIIBI CETEBOTO B3aMMOJICUCTBHS U CTPYKTYpa CETEBOM

MOJICUCTEMBI 3alIUIIEHHON OMEePAlMOHHON CHCTEMBI

OcHoBHbIe ipoToKobI cTeka TCP/IP. +




MexceTeBol SKpaH

YcTaHOBKa U HACTpOIKa CTaHIapTHOI'O HabOpa CepBUCOB

AJIMUHHCTpUpPOBaHUE BEO-CANTOB M 3JIEKTPOHHOM IMOYTHI.

AI[MI/IHI/ICTpI/IPOBaHI/Ie 0a30BBIX CETEBBIX CCPBUCOB OpraHu3aln

Wnentudukanms, ayreHTU(HUKALUS 1 aBTOPU3ALHS
10JIb30BaTeNeH

JInarHocTrka HEUCIPaBHOCTEN B 3aIUIIEHHOMN ONlepalMOHHOU
CUCTEMBI

Bec KM:

25

25

25

25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIIUH pe3ysbTaTel  00y4eHMsI IO
JUCITUIINHE

I1K-2 N-3nk-2 OcymiectBisieT | 3HATh: 3amuTa JlabopaTopHO paboThl "Y cTaHOBKA M HACTPOWKA CTAaHAAPTHOTO
KOH(UTYpHUpPOBaHUE 1 | MPOTOKOJIBI OA30BbIX Habopa cepBucoB" (KontponpHas padota)
aaMuHMCcTpupoBaHue OBM | ceTeBbIX cEpBHCOB 3amura maboparopHoii pabotsl "HacTpoiika cepBrca aBTOpH3AIHH,
U KOMIIBIOTEPHBIX CETeW ¢ | OpraHu3aluu JIMarHOCTHKA M YCTPaHEHUE HeUCIpaBHOCTEH (QyHKIIMOHUPOBAHUS
y4EeTOM oOecrieyeHns | MPUHLIUIBI HACHTH(PHUKANWK, | onepanuonHoi cucteMbl”" (KoHTponasHas pabora)
uH(MOPMaLOHHON ayTeHTU(UKALNU U
0€30MacCHOCTH aBTOpHU3ALIMY N0JIb30BaTENEH

PIIK-1 U-2pnk-1 [lemoHcTpupyeT | 3HaTh: 3amuTa naboparopHoit paboTsl "MHCTpyMEHTH aAIMUHUCTPUPOBAHUS
3HAaHUE OCHOB YCTPOWCTBA W | IPUHIMIIBI CETEBOTO 3alUIIEHHBIX onepannoHHbIx cucteM" (KonTponsHas pabota)
(YHKLIIMOHUPOBAHUS B3aMMOJEICTBUSA 3amura 1aboparopHoi paboTsl "HacTpoiika 1 AMarHOCTHKA CETEBOM
COBPEMEHHBIX COCTaB U CTPYKTYPY noacucremsl" (KonTposabHas padora)
OIIEpaLlMOHHBIX CUCTEM 3alUIEHHBIX

OINCPalITMOHHBIX CUCTEM




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 3amura nadopatopHoii padotsl "MHCTPYMeHTHI aIMUHUCTPUPOBAHUS
3alIMIIEHHBIX ONlePAIlMOHHBIX cucTeM"

®opmbl peau3anum: 3anuTa 3aJaHUs

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpOBbHOrO MeponpusTusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIBbHOrO0 Meponpustus: IIpeaBapurenbHas NDOATOTOBKA K
BBINOJIHEHUIO J1a00paTopHOil paboThl. Beimonnenue nabopaTopHoil pabOThl B COOTBETCTBUHU C
3aganueM. IloaroroBka Kk 3aliuTe 10 MIPONJCHHBIM MaTepUaJIaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BOIIPOCOB TECTa, UCIIOJIb3Ys MPONHIEHHbIN MaTepuas. OOpaTuTe BHUMaHHE, YTO
B HCKOTOPLBIX BOITPOCAaX MOXKCET OBITh HECKOJIBKO IMPpaBUJIbHBIX BApWMAaHTOB OTBETA, a4 TAKIKEC
MOTYT BCTPETUTBCS BOIIPOCHI, I7Ie HY’KHO BBECTH ITPABUIIbHBIN OTBET CaMOCTOATENbHO. s
YCIICHIHOT'O BBITOJHCHUA 3aJaH BHUMATCIIbHO O3HAKOMBTCCh C KaKJAbIM BOIIPOCOM U
BbIOEpUTE BCE IPABUIIbHbBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJYYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: COCTaB M  CTPYKTYpYy 1.Bonpoc: CucteMHbIE BBI30BbI ONEPAIMOHHON CUCTEMBI
3alUIICHHBIX ONepalOHHBIX (OC) - ato0:
CUCTEM e MexaHW3Mbl 3aLUTbI UHGOPMaL UK OT

HeCaHKLMOHUPOBAHHOIO A0CTyNa.

e [lporpammHbie NHTepdencol 414 B3aMMO4EeNCTBUA
npuaoxeHui ¢ agpom OC.

e Habop apaliBepos gns paboTbl ¢ annapaTHbIM
obecneuyeHnem.

e ANroputmbl NJAaHNMPOBAHMA 33434 NpoLeccopa.

e CpeAacTtBa ANs co3gaHus rpaduyeckoro HTepderica
nosib3oBaTens.

e Cnocobbl 06paboTKM NpepbiBaHUA OT annapaTHOro
obecneyeHus.

e KomaHpgpbl, BbINo/IHAEMbIE B KOMAHAHOW CTPOKe.

e [lpOTOKO/bI CETEBOr0 B3aMMOAENCTBUA MEXKAY
KOMMblOTEPAMU.

IIpaBuabHblii oTBeT: [IporpamMmMubie nHTEpGEHCH 1
B3auMoJeCcTBUSA npuioxeHuil ¢ sapom OC.

2.Bomnpoc: Yto Takoe MHBEHTapHBIH (aiin (inventory) B
Ansible?

Crnucok noJsip30BaTeNel, KOTOpble MOTYT YIIPABIATh
Ansible

Criucok 3amad 1St BBITOTHEHHS

Crucok ynpasiisieMbIX XOCTOB

Crnucok Moyinel, Ucronb3yeMbIX B Ansible

Criucok nepeMeHHbIX, UCIoib3yeMbIX B playbook




®aiin koHpurypanuu Ansible

Jlor BBIIIOJTHEHUS 3a1a4

[[Ta6n0H KOHDUTYpaITUN

IIpaBnibHbIi oTBeT: CIHCOK yNPaBISIEMBIX XOCTOB

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuxu evlnoineHus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WJIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu eblnoinenus 3Hanus: OLeHKa "X0opouio" BEICTaBISETCS €CIu
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHKa "yI0BIETBOPUTEIHLHO" BHICTABIISCTCS
€CITU 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu gblnoanenus 3Hanus: OLeHKa "HeyJOBIETBOPUTEIBHO" BBICTABIISACTCA
€CJIM 3aJ]JaHue BBITIOJHEHO HEBEPHO WJIM MTPEUMYIIIECTBEHHO HE BHITIOJIHEHO

KM-2. 3amura adoparopHoii padorsl '""HacTpoiika u ANarHocTuKa cereBoi
MoJACUCTEMBI"

®opMmbl peanu3anmu: 3alinTa 3a1aHus

Tun kourpoasHoro meponpusitusi: KonrponsHas pabora

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpoueaypa npoBedeHHs] KOHTPOJIbHOro Mmeponpusitusi: IlpenBapurensHas MOIrOTOBKA K
BBITOJIHEHUIO J1a0opaTopHOi paboThl. BeimonHeHue nabopaTopHOil pabOThl B COOTBETCTBUHU C
3amanreM. [loAroToBKa K 3alIuTe MO MPOHIEHHBIM MaTepHaIaM.

Kpatkoe conepxxanue 3agaHus:
OtBetpTe Ha 40 BOIPOCOB TeCTa, UCIIONIb3Yys MPONHIeHHBIN MaTepuan. O0paTuTe BHUMaHHE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO MPABUIBHBIX BAPHAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY>KHO BBECTH NPABUIIbHBINA OTBET CaMOCTOSTENbHO. 15
YCIIELLTHOTO BBIMIOJIHEHUS 33JaHUs] BHUMATEIbHO 03HAKOMBTECH C Ka)KJIbIM BOIIPOCOM H
BbIOEpUTE BCE MTPaBUIIbHBIE OTBEThI, OCHOBBIBASICh HA 3HAHUSX, OJyYEHHBIX Ha JIEKLIHAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: MIPUHIUIIBI CETEBOr0 1.Bonpoc: KakoBa nmpaBuibHas MOCIeI0BaTEILHOCTD
B3aUMOJICVCTBHUS coctosinuii TCP coennnenust cepepa?
1. SYN_SENT -> SYN_RECEIVED - ESTABLISHED - FIN_WAIT_1

- FIN_WAIT_2 - TIME_WAIT

2. LISTEN - SYN_RECEIVED -> ESTABLISHED -> FIN_WAIT_1 >
FIN_WAIT_2 - CLOSE_WAIT > LAST_ACK > CLOSED

3. SYN_RECEIVED -> ESTABLISHED > CLOSE_WAIT >
FIN_WAIT_1 - FIN_WAIT_2 - TIME_WAIT

4. SYN_SENT -> SYN_RECEIVED -> ESTABLISHED -> CLOSE_WAIT
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- FIN_WAIT_1 - LAST_ACK -> CLOSED

5. LISTEN = SYN_SENT -> SYN_RECEIVED -> ESTABLISHED >
FIN_WAIT_1 = FIN_WAIT_2 - CLOSED

6. ESTABLISHED -> SYN_SENT -> SYN_RECEIVED -> FIN_WAIT_1
= FIN_WAIT_2 = TIME_WAIT - CLOSED

7. SYN_RECEIVED -> ESTABLISHED - FIN_WAIT_1 >
FIN_WAIT_2 > LAST_ACK - CLOSED

8. LISTEN = SYN_RECEIVED -> ESTABLISHED - CLOSE_WAIT =
LAST_ACK -> CLOSED

Ipasuiabuelii orBer: LISTEN — SYN RECEIVED —
ESTABLISHED — FIN_ WAIT 1 — FIN WAIT 2 —
CLOSE_WAIT — LAST ACK — CLOSED
2.Bonpoc: Kakoii CHCTEMHBIN BBI30B HCTIOIB3YETCS TS
coznanust UDP cokera B Linux?

open()

bind()

connect()

socket()

listen()

accept()

sendto()

recvfrom()

IpaBuibnblii oTBet: socket()

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evinoanenus 3Hanus: OleHKa "0TINYHO" BBICTABISIETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BHEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHkKa "Xopoo" BbICTABIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu evinoaneHus snanus: OueHkKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYILIECTBEHHO BHIIIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: OTNeHKa "HeyTOBICTBOPUTEIIEHO" BEICTABIIICTCS
€CJIN 3aJIaHUE BBIITOJIHEHO HEBEPHO UJTU MPEUMYIIIECTBEHHO HE BBHIMOJTHEHO

KM-3. 3amura jadopaTopHoii padoTsl "YCTaHOBKA M HACTPOIiKAa CTAHAAPTHOIO
Ha0opa cepBucoB'

®opMbl peau3anum: 3anuTa 3aJaHUs
Tun koHTpoabHOro MeponpustTus: KourponsHas pabota
Bec koHTpObHOrO Meponpusitusi B BPC: 25




IIpouenypa mnpoBedeHHs] KOHTPOJIbHOro Meponpusitusi: I[IlpeaBapurenpHas MOATOTOBKA K
BBITIOJIHCHHIO JIa0opaTopHOU paboThl. BeimonHeHune mabopatopHOl pabOTHI B COOTBETCTBUHU C
3amanueM. [loAroToBKa K 3alIMTe MO MPOWICHHBIM MaTepraIaMm.

KpaTkoe conep:kanue 3a1aHusi:

OtBetbTe Ha 40 BOIIPOCOB TECTa, UCIIOJIB3Ys MPOUICHHBIN MaTepuan. OOpaTuTe BHUMaHHE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO ITPABUJIBHBIX BAPMAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY’KHO BBECTH IIPaBUIIbHBINA OTBET CaMOCTOSITENBHO. 1
YCIIEIIHOTO BBIIIOJIHEHHUS 3a]aHNsl BHUMATEIbHO 03HAKOMbBTECH C KaXKAbIM BOIIPOCOM U
BbIOEpPUTE BCE MTPABUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, IIOJyUYEHHBIX Ha JIEKLIUAX U B

yueOHBIX MaTepuaiax.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3HaTh: MIPOTOKOJIBI 0a30BBIX
CETEBBIX CEPBUCOB OPraHU3AlUU

1.Bonpoc: Kakue u3 cienyomux yTBepxIeHu
OTHCBIBAIOT MPUHIUIIEI paboTel DHCP?

1. DHCP-cepBep nHa3nauaer IP-anpeca ycrpoiictBam B
CETH aBTOMATHYECKH.

2. Knuent ornpasisier 3anpoc Ha [P-anpec ¢ momorisio
coobmenuss DHCPREQUEST.

3. DHCP-cepgep ucnonbiyer npotokon ICMP mist
IpoBEPKHU goctynHocTH [P-anpecos.

4. DHCP-knueHT HauMHaeT mporecc apeHasl [P-agpeca ¢
ornpasku coobimenuss DHCPDISCOVER.

5. DHCP-xineHT u cepBep B3aUMOJICHCTBYIOT 10
nporokosty TCP.

6. DHCP-cepBep MOeT Ha3HaYaTh YCTPOHCTBA
craruueckue IP-anpeca Ha ocHoBe ux MAC-anpecos.

7. KimueHT 10JKeH BPYYHYIO IOJITBEPKIaTh Ha3HAUCHUE
IP-anpeca mepen ero UCOIb30BaHUEM.

8. DHCP-cepep xpanut undopmanuto o6 apernax IP-
aJ[peCcoB B CIICIIHAIIBHON 0a3e JaHHBIX.

IIpaBuabHblii oTBeT: 1,2, 4,6, 8

2.Bompoc: Kak nporokos DNS npeoOpasyeT 1oMeHHOe
ums B IP-anpec? BeiGepuTe npaBuiibHbIE YTBEPKACHUSA:
1. DNS ucnons3yer npotokosn HTTP mist nepenaun
3alpOCOB U OTBETOB MEXy KJIMEHTOM U CEPBEPOM.

2. Knuent ornpasnsier DNS-3anpoc Ha noinyuyenue [P-
azipeca a5 JoMeHHoro umeHu Ha DNS-cepsep,
ucnoib3ys nporokosn UDP mo mopry 53.

3. Ecau DNS-cepBep He 3Haet [P-aapec, oH peKypCUBHO
oTrpasisier 3anpoc Kk apyrum DNS-cepBepam, HauMHas ¢
KOPHEBBIX CEpBEPOB.

4. DNS-3ampocs! Bcerna npoxoasaT uepe3 SSL/TLS mst
obecrieyeHus: 6€30MacHOCTH.

5. DNS moxert ucnonb3oBats npotokoa TCP, ecaun
pa3Mep oTBeTa mpeBbImaer 512 GaiT.

6. DNS-3anpocer MOTyT K3IIMPOBATHCS Ha
MIPOMEKYTOUHBIX CepBepax /Ul yMEHBIICHUS BPEMEHH
OTKJTUKA.

7. Knuent otnpasisier DNS-3anpocel HenocpeacTBEHHO
Ha kKopHeBbie DNS-cepBepsI.

8. DNS-cepBep Bo3Bpaiaet IP-afpec JOMEHHOT0 MIMEHU
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WU cooO01eHne 00 OmnoKe, eClI UM HE MOXKET OBITh
pa3pelieHo.

Bri0epuTe npaBUIbHBIC YTBEPKICHHUS

2,3,5,6,8

NFPNMWER NP
WNWArWAN
APhOOCTOIOTW
oON~NOo O N
00 00 0O 0O O GO ~

IIpaBuibHblii oTBeT: 2, 3,5, 6,8

Onucanne MKAJbI OIlCHUBAHUS

Ouyenxa: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: OeHKa "Xopoio" BEICTABISAETCS €CITU
OOJIBIITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CITM 3aJIaHUE MPEUMYIIECTBECHHO BBITIOJHEHO

Oyenka: 2
Onucanue xapaxmepucmuku 6vinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIN 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYILECTBEHHO HE BBIMOJIHEHO

KM-4. 3amuTa ga6opatopHoii padots! ""HacTrpoiika cepBuca apTopu3anmu,
JAUATHOCTHKA M YCTPaHEeHUe HeHCIPaBHOCTeH (PyHKIMOHUPOBAHUS ONEPAIMOHHOI cucTeMbl"

®opMbl peanu3anuu: 3alinTa 3a1aHUs

Tun kourpoasHoro meponpusitusi: KonrponsHas pabora

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpoueaypa npoBedeHHs] KOHTPOJIbHOro Mepomnpusitusi: IlpenBapurensHas MOITOTOBKA K
BBITOJIHEHHUIO J1a0opaTopHOi paboThl. BeimonneHue nabopaTopHOil pabOThl B COOTBETCTBUHU C
3amanreM. [loAroToBKa K 3alIUTe MO MPOHIEHHBIM MaTepHaIaM.

Kparkoe conepxxanue 3aganus:
OtBetpTe Ha 40 BOPOCOB TecTa, UCIONIb3Yys MPOHIeHHBIN MaTepuan. O0paTuTe BHUMaHHE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO MPABUIBHBIX BAPHAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCS BOIIPOCHI, TJI€ HY’)KHO BBECTH MPABWIBHBINA OTBET CAMOCTOSTENBHO. JJ1s
YCIEIIHOTO BBIOIHEHUS 3a1aHKs] BHUMATEIbHO O3HAKOMBTECH C KaK/IbIM BOIIPOCOM U
BbIOEpPHUTE BCE MPABUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, OJyYEHHBIX Ha JIEKLIHAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: ITPUHIIMIIBI 1.Bonpoc: KakoBa ocHOBHast pojib CECCHOHHOTO KJII04a B
uAeHTU(PUKAIMY, ayTeHTU(UKALUN nporokoiie Kerberos?
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H aBTOpHU3aluHU ITOJIb30BaTEIICH

OH ncnonbsyeTcs gns WndpPoBaHUSA BCEX AAHHbIX MeEXKAY
Knnentom n KDC.

OH obecneynBaeT BpeMeHHY0 ayTEHTUPUKALUIO KIMEHTA Ha
cepBepe B paMKax 04HOMN ceccuu.

OH ucnonbsyetca ana obMeHa Kto4aMmn MexKay KINEeHTOM U
cepsepom.

OH CNYKUT ANs XPaHEHMA YYETHBIX AaHHbIX NO/b30BaTeNs.
OH ucnosb3yeTca AnA reHepaummn BCex Apyrnx Katoden s
Kerberos.

OH XpaHuTCA Ha cepBepe A4N1A Aa/bHEeNLWero MCnonb30BaHus.
OH HyXXeH 19 CUHXPOHU3ALMN BPEMEHU MENKAY KNEHTOM U
cepBepom.

OH ncnonb3syeTca AN co3gaHusa buneta cayx6bl (TGS).

IIpaBuibHbli oTBeT: OH 00ecneunBaeT BpEMEHHYIO
ayTeHTU(UKALMIO KIINEHTAa Ha CEPBEPE B paMKaxX OJHOMU
ceccuu.

2.Bomnpoc: PaccmoTpum cienyromnryro ctpykrypy LDAP-
3aIuCH:

dn: uid=jdoe,ou=IT,dc=example,dc=com
objectClass: inetOrgPerson

objectClass: organizationalPerson
objectClass: person

objectClass: top

cn: John Doe

sn: Doe

uid: jdoe

mail: john.doe@example.com

ou: IT

Kakwne u3 crieayrommx yTBepKIeH!H MPaBHILHO
OIUCBIBAIOT 3JIEMEHTHI HH(POPMALIMOHHOM MOien
LDAP, npucytcTBytouye B 3Toi 3anucu?

1. dn (Distinguished Name) onpenenser yHUKaJIbHbINA
nyTh K 3anucu B LDAP-nepese.

2. objectClass onpenensier Habop aTpuOyTOB, KOTOpBIE
MOTYT OBITh BKIIFOYCHBI B 3aITUCh.

3. Atpubyt cn (Common Name) ucronb3yercs Ams
XpaHEeHUs TIOJTHOTO MMEHH TI0JIb30BaTEIIsI.

4. Atpubyt sn (Surname) UCTIONB3yeTCA I XpaHEHUS
UMEHH TTOJTb30BATEIS.

5. uid (User ID) siBisiercst 00s13aTeIbHBIM aTpHOYTOM JUIS
Bcex 3anuceit LDAP.

6. mail onpenenser >MEKTPOHHYIO MOYTY MOJIB30BATENS U
JIOJDKEH OBITh YHUKATBHBIM JUIS KaXI0H 3aIicH.

7. Atpubyt ou (Organizational Unit) yka3siBaeT Ha
MOJIpa3/ieIeHUE TTOJIb30BaTENs B OpTraHU3aIIHH.

8. dc (Domain Component) ucnosab3yercs JUIsl yKa3aHUs
JIOMeHa, K KOTOPOMY TIPUHA/IJICKUT 3aTHCh.

Bribepute npaBuiIbHbIE YTBEPIKICHUS:

1,2,3,7
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IpaBuabHnblii oTBeT: 1,2, 3,7, 8

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 710
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1ueHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WIIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "Xopoio" BEICTABISAETCS €CIU
OOJIBIITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu gblnoaneHus 3nanus: OLeHKa "HeyJ0BIETBOPUTEIBHO" BHICTABIISACTCA
€CJIM 3aJJaHue BBHITIOJHEHO HEBEPHO WJIM MIPEUMYIIIECTBEHHO HE BBITIOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXXYTOUYHOM ATTECTAIIUA
5 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

VYr1Bepxaao:
3aB. kadenpoit BMCC
Bummsikos Cepreit Bukroposny

Buaer Nel
HUY MBU
Kadeapa BMCC
JucunninHa A MUHICTPHPOBAHHE 3alTUIIIEHHBIX OTIEPAIlHOHHBIX
CUCTEM
Bomnpocsl

1. Kakue kimo4eBble CHCTEMHBIE BBI30BEI CYNIECTBYIOT B LinuX, M KAKOBBI UX OCHOBHBIC ()YHKIIUH?

2. Kak opranmzoBana (aiinosas cucrema B Linux? Kakne oCHOBHBIE KaTallOTH CYIIIECTBYIOT M KAKOBO
WX Ha3HayeHue?

IIpoueaypa nposenenust

Onenka onpeenseTcs MO COBOKYIMHOCTH PE3yJIbTaTOB TEKYLIEr0 KOHTPOJI YCIIEBAEMOCTH B
cooTBeTcTBUM ¢ [lonoxeHneM o 6auIbHO-peUTHHTOBOM crcteme uid cTyaeHToB HIMY «MOW».

L. Ilepeuens Komnemenyuit/uHOUKAMOpPoO8 u KOHMPOAbHBIX 60NPOCOE NPOBEPKU PE3YIbMAM 08
0CGOCHUA OUCUUNIUHDI

1. Komnerenuust/Muauxarop: M/1-3nk-2 OcymecTsisier KOHGUTYPHPOBAHUE U
aaMUHUCTpUpoBaHre DBM 1 KOMIIBIOTEPHBIX ceTel ¢ yueToMm obecnieueHust UH(HOpMaIIMOHHON
0e30I1acHOCTH

Bonpocel, 3aganus
1.Kakue cymiecTByIOoT BU/IbI aTaK Ha ONE€pallMOHHbIE CUCTEMBI, M KaK OHH pealin3yroTcs?
2.Kaxkwue cymiecTByroT MoienH HocTyna K 3amuiiennoi uadopmammu (DAC, MAC, RBAC)?
3.Kak npouncxoaut HacTpoiika cereBoro uHTepgeiica u ynpasieHue ero coctostuueM B Linux?
4.Kakue cymecTByIOT MEXaHU3MBI yIIpaBieHus U pacnpenenenus [P-anpecos B cetn?
5.Kaxk paboraer mpotokon ARP u 17151 4ero oH UCTIOIB3YETCS B CETAX?
6.Kak paboraet npotokon ICMP u kakue Turbsl cooOmieHuit oH o0padaTsiBaeT?
7.Kak paboTaroT cokeThl B Linux 1 Kak OHM HCTIOIB3YIOTCS JIJIsi CETEBOTO B3aUMOICHCTBHUS?
8.Kak paboraer SSH u kak oH obecrieunBaeT Oe3onacHoe ynanénHoe ynpasinenue? Kakue
MeTO/Ibl ayTeHTU(DUKAIMK NToAiepkuBatoTcst B SSH 1 kak oHM HacTpauBaroTcs?
9.Kaxoii myTh NPOXOJIUT CETEBOM MAKET B ONEPALIMOHHON CUCTEME OT MpUéMa J10 epeaaun’?
Kak ocymecTBisiercst pumbTparysi 1 MapmpyTu3amus makeros B Linux?
10.Kakue HHCTpYMEHTBI UCTIONB3YIOTCS JUIsl HACTPOMKH MEXCETeBOro 3KpaHa B Linux?
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11.Kakue ponu BeinonHA0T 1poTokosisl ESMTP u IMAP B niporiecce oTiipaBKy U IOJTyYEHUS
OYTHI?

12.Kax pabdotaet nporokon DHCP u kak on o0ecrieunBaeT aBToMaTuyeckoe Ha3Hauenue [P-
agpecoB?

13.Kak pabotaet nporokoa DNS u kak nIpouCcXOauT pa3pelieHnue JOMeHHbIX UMEH B [P-
anpeca?

14.Kakue KOMIOHEHTHI BKJIIOUAIOT B €051 CUCTEMBI YIPABJICHUS UACHTH(PHUKAIINECH?

15.Kaxk pabotaet nmporokon LDAP u kak OH UCIIONB3yeTCs I YIPaBICHUS UACHTUDUKAITUEH
U JO0CTYnIOM?

16.Kak pa6otaet nmpoTtokois Kerberos, u kak oH o0ecriednBaeT ayTeHTU(HUKAINIO B CETAX ?

MaTepI/IaJ'[bI AJIA MIPOBEPKU OCTATOYHBIX 3HAHHUI

1.Kak paboTtaroT Moienu goctyna K 3amuméanoi nadopmanuu 8 OC?
OTtBeThI:

IIepeunciieHbl MOZEIN KOHTPOJIS JOCTYyIa
Bepnsriii otBet: CymecTByIOT MOJENN KOHTPOJISI JOCTYTIA, Takue Kak Discretionary Access
Control (DAC), Mandatory Access Control (MAC) u Role-Based Access Control (RBAC).
OHu ompenenstoT, KTO U KaK MOKET MOJIyUYUTh JOCTYII K pecypcaM CUCTEMbI Ha OCHOBE
IIPEIONPEAECIIEHHBIX IPABUI U ITOJIUTHK.

2.Kak paboraer SSH u xak oH oOecrieunBaeT 6€30MaCHOE MOAKIIOYCHHE K yIaTEHHBIM

cucreMam?
OTBeThI:

JlaHO KOPPEKTHOE OIpEEICHHUE.
Bepnsrii orBet: SSH (Secure Shell) obecnieunBaet mmdpoBaHue TaHHBIX MPU YIATEHHOM
yIpaBiieHUH cucteMamu. [loakiroueHne NpoucXoauT yepe3 ayTeHTU (UKo (11aposib
WM KJIFOY) C UCII0JIb30BAHUEM IMIM(PPOBAHUS JAHHBIX ceccUM. i1 HacTpoiKu
ucnonb3ytorcs ¢aiin /etc/ssh/sshd _config.

3.IlpuHuMnbl GYHKIIMOHUPOBAHUS CUCTEMBI JJIEKTPOHHOM MOYTHI
OtBeTsI:

[TepeunciieHbl OCHOBHBIE IPUHIIUIIBL.
BepHnbplii orBeT: CuCTEMa IEKTPOHHON MTOYTHI ITO3BOJISIET MTOJIB30BATENSAM OTIIPABIIATH U
noJtydath coobuieHus uepe3 Murepuer. OCHOBHBIMU KOMITOHEHTAMH SIBJISIFOTCSI IOUYTOBBIE
KJIMEHTBI, TIOYTOBBIE CEPBEPHI U POTOKOJIBL, Takue kak SMTP, POP3 u IMAP. Koraa
I10JIb30BATENb OTIPABIISET JIEKTPOHHOE MUCbMO, IOYTOBBII KIMEHT MepelaéT cooOLieHe
Ha MCXOAIui cepBep ¢ nomolbio npotokona SMTP. Cepsep nocraisier coobOiieHre Ha
cepBep MojyyaTelis, TJIe OHO XPaHUTCS 10 T€X MOp, MOKa MOoJIydaTesb He 3alpOCUT €ro
yepe3 cBoi nouToBbii KiueHT. [IpoTokonsl POP3 u IMAP ucnones3yrorcs A1 nojrydyeHus
coobmenuit: POP3 3arpyskaer mucbMa Ha YCTPOHUCTBO MOJIH30BATENS M OOBIYHO yIaJIseT
ux ¢ cepBepa, Toraa kak IMAP coxpanser cooOlieHus Ha cepBepe, CHHXPOHU3UPYS UX
MeX/1y HECKOJIBKMMHU ycTpoiicTBamu. CrcTeMa 3JIEKTPOHHOM MOYTHI TaKkKe BKIHOYAET
¢byHKIMK GUIBTpALUK criama, MKU(POoBaHUs COOOIIEHNH U yIIpaBIeHUE KOHTAKTaMH.

4.CpaBHeHHE cUCTeMbI ynpaBieHus uaeHTudukamnuet Ha ocaoBe LDAP u Kerberos
OtBeThI:

[Tepeuncnens! ocHoBHBIE (QyHKIMHU NpoTokoI0B LDAP u Kerberos.
Bepusriit otBet: Haznauenue u o6nacts npumenenusi: LDAP: LDAP ucnonb3yercs s
XpaHEHUs U YIpaBJIeHUs JaHHBIMU O MOJIb30BATENSIX, TPYIINAX, YCTPOMCTBAX U APYTrUX
00BEKTax B HEepapXUUecKoil cTpykType. OH oOecreunBaeT IeHTPAIN30BAHHYIO 0a3y
JaHHBIX JUISl XpaHeHUs WH(OpPMaLIMU, KOTOPasi MOXKET OBbITh UCIIOJIb30BaHa Pa3InYHBIMU
ciry>k6aMu 11 ayTeHTU(UKAMU U aBTOPHU3AIMK Nojib3oBarene. [Ipumep
ncnonb3oBanus: LDAP gacto npumensiercs Juisi OpraHu3alniy HEHTPATU30BaHHOT O
Karajora, KOTOpPbIil HCTIONIb3YeTCs AJIs yIIPaBJICHMs 10JIb30BATENSIMU B KOPIIOPATUBHON
CeTH, a TaKXkKe JUIsl IPEOCTaBICHUs CEPBUCOB, TAKUX KaK aJpecHasi KHUTa, CEPBHUCHI
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3JIEKTPOHHOMN MOYTHI U Apyrue ciyx0bl. Kerberos: Kerberos — 3to mporoxon
ayTeHTH(UKAIIMKI, KOTOPBIA MPEJOCTABIISIET 0€30MMACHYIO0 U HAJICKHYIO ayTCHTU(UKAITUIO
10JIb30BAaTENEN U cepBUCOB B ceTH. OH pabOTaeT Ha OCHOBE CUCTEMbI TUKETOB, UTO
MIO3BOJISIET MOJIB30BATENSIM ayTeHTU(PUIIMPOBATHCS OMH pa3 U MOIy4yaTh JOCTYI K
MHOECTBY CEPBHCOB 0€3 He00XOAMMOCTH TOBTOpHOH ayTeHTUuKaruu. [Tpumep
ucnoinbs3oBanus: Kerberos mumpoko ucnomns3yercs B cuctemMax, e Tpedyercs BbICOKast
0e30macHOCTb, TakuX Kak Active Directory, s obecrieueHus: HeHTPATN30BAHHOTO
yIpaBJIeHUS JOCTYNIOM M ayTeHTU(uKanuen B cetu. Mexanusmbl padbotel: LDAP: LDAP
paboTaet 1o mpuHIMITY 3ampoca u orBera. Kiment ornpasmnsiet 3anpoc k LDAP-cepsepy
JUTs TIOUCKA, T00aBJICHUS, N3MEHECHUS WIIH YAAJICHHsI TaHHBIX B Katajore. LDAP
ucnonb3yeT nporokona TCP/IP ans mepenaun JaHHBIX U MOKET paboTaTh 1O
3amuieHHoMy coenunenunto yepes LDAPS (LDAP over SSL). LDAP He 3anumaetcst
ayTeHTH(UKaLKel Moyib30BaTesel, HO IPEAOCTaBIISET JaHHbIE, HEOOXOAUMBIE TS
ayTeHTHUKaIMKU (HanmpuMep, XpaneHue napoJiei, xemei). Kerberos: Kerberos
UCTOJIb3yeT CHMMETPUYHOE MIH(PPOBAHNE M CUCTEMY TUKETOB JUIA ayTeHTH(UKALINY.
Korna nons3oBarens npoxoaut ayreHTudukanuio, Kerberos Bergaer tuker-goctyn (Ticket
Granting Ticket, TGT), KOTOpbIi HCHIONB3YETCS IS MOTYYSHHS APYTUX TUKETOB IS
JIOCTYTa K pa3IU4HbIM CepBHCaM B ceTH 0e3 MoBTOpHOro BBoja napoiia. Kerberos
pabotaet o nmpotokoay UDP u moxet ucronb3oare TCP mis mepegaun 60IbIIHX
JAHHBIX WJIU B CIIy4ae BICOKOM Ha/le:)KHOCTH coenuHenus. bezonacnocts: LDAP: LDAP
HE MPEIOCTaBIsIET BCTPOCHHBIX MEXaHU3MOB ISl ayTeHTU(UKAIIMU 1 I (ppOBaHUs,
MO3TOMY OH YacCTO UCHOJB3YETCs B CBSI3KE C APYTUMHU MTPOTOKOJIAMH, TAKMMH KaK
Kerberos, mmsa noselttenus 0e3omacaoctr. LDAP Moxert ucnoins3oBats SSL/TLS mis
3aIUThl JaHHBIX B mpoiiecce nepeaaun. Kerberos: Kerberos o6ecnieunBaer BbICOKHIA
YPOBEHB 0€30MaCHOCTH, UCTIONB3Ysl MEXaHU3M B3aUMHOMN ayTeHTHU(HUKAIMN U IUPPOBAHHS
Ha OCHOBE CHMMETPHUYHBIX Kiltoueil. Bce nanHble, mepeaBacMbie MEX1y KIHEHTOM H
cepBepoM, MIH(PYIOTCs, YTO MPEJOTBPAIIACT EPEXBAT WU TOJIEIKY JaHHBIX.
Wurerpanus u ucnonb3osanue: LDAP: LDAP MoxeT HHTErpupoBaThCsl ¢ pa3IMuHbIMU
CepBHCAaMHU U IPUIIOKEHUSIMHU, TAKUMH KaK IIOYTOBBIE CEPBEPHI, BEO-TIPUIIOKEHMUS,
CUCTEMBI yIpaBieHus 1ocTynoM u T.1. LDAP wacTo ucnonssyercs B kauecTBe 0a3bl
JAHHBIX JUISl XpaHEHUs HH(OpPMaLIMHU O MOJIb30BATENSX, KOTOpas 3aTEM MCIIONIb3yeTCs AJIs
ayTeHTU(UKanuu B Ipyrux cucremax. Kerberos: Kerberos ucnons3yercst B cuctemax, rae
HeoOxouMma Oe3oracHas ayTeHTH(UKaLKs M0JIb30BaTeNel U CEpPBUCOB, YaCTO B Cpe/Iax,
rne Tpedyercs nogaepxkka SSO (Single Sign-On). Ox MoxxeT uHTerpupoBarbes ¢ LDAP
JUIS TIOJTyY€HUS JJaHHBIX O MOJIb30BaTeNsX, HO caM Kerberos 3aHnMaeTcs TONbKO
MPOLIECCOM ayTeHTU(DUKAIIHH.

2. Komnerenuust/Muauxarop: N/1-2pnk-1 JleMoHCTpHUpYET 3HaHKWE OCHOB yCTPOICTBA U
(YHKLIMOHUPOBAHUS COBPEMEHHBIX ONEPALMOHHBIX CHCTEM

Bonpocsl, 3aganus
1.KakoBa cTpykTypa 1 OCHOBHbIE KOMIIOHEHTBI apXUTEKTYpbI ONlepallMOHHON CHCTEMBbI Ha Oa3e
anpa Linux?
2.Kak aapo Linux B3aMMOAEHCTBYET € MOJIb30BATEIbCKUMU IPOrpaMMaMu 1 000py10BaHuEM?
3.Yto Takoe CUCTEMHbIE BBI30BBI M KaK OHH 00€CTIeYNBAIOT B3aUMOECHCTBHE MPHIIOKEHUHN C
saapom Linux?
4.Kak opranu3oBana (aiinoBas cucrema B Linux? Kakue ocHOBHBIE KaTajloru CyIIECTBYIOT U
KaKOBO UX Ha3HayeHue?
5.Kaxk ocymecTBisieTcs yrpaBieHUE T0JIb30BaTeSIMU U TpymmamMu B Linux? Kakue koMaHbI 1
(aiinel HCMONB3YIOTCS IS 3TOT0?
6.Kak HacTpamBaroTcs ipaBa JI0CTyTa JUIs IOJIh30BaTeNNel U rpymil B (aillloBol crcTemMe
Linux?
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7.Kakue MeTopl yIpaBiIeHHs MPOLIeCCaMU CYIIECTBYIOT B Linux, U Kak OHU peann30BaHbI?
8.Kak MOXHO KOHTPOJIMPOBATh U YIPABIATH MPOLIECCAMU C TIOMOIIbIO KOMaH] M CHCTEMHBIX
BBI30BOB B LinuX?

9.Kak cucrema Linux o6pabaTbiBaeT MpUOPUTETHI MIPOLIECCOB U YTO TAKOE IIIAHUPOBIIUK
3a1ay?

10.KaxoBbI OCHOBHBIE METOJIb YCTAHOBKHU M OOHOBJICHUS ITporpamm B Linux?

11.Kak aBromaru3upoBats 3agaydl B Linux ¢ momomisio shell-ckpunros u ansible?
12.Kakue TeXHOJOTHH BUPTYATU3alUH MOIepKUBarOTCs B Linux?

13.Kak HacTpouTh 3a7a4u 110 PaCUCAHUIO?

14.KakoBbI OCHOBHBIE 11€JI KOMIIBIOTEPHON 0€30MaCHOCTH U KaK OHU JIOCTUTalOTCs B
ONEpPALMOHHBIX cucTeMax?

MartepuaJbl 1Jisi IPOBEPKH OCTATOYHBIX 3HAHUI

1.Kakne ocHOBHBIE KOMIIOHEHTHI COCTABIISIOT APXUTEKTYPY ONEPALMOHHOM CUCTEMBI Ha 0aze

snapa Linux? Ilepeuncnurte ux QyHKIIUN 1 Ha3HAYEHUE.
OTBeTHI:

[TepeunciieHbl OCHOBHBIE KOMIIOHEHTHI.
Bepnpiii otet: Anpo (Kernel) Snpo siBisiercs eHTpalibHBIM KOMIIOHEHTOM
orepaioHHoi cucreMsl Linux. OHO ympaBiisieT OCHOBHBIMU CUCTEMHBIMH PECypcamu,
TaKMMHM KakK IaMsTh, IPOLIECCOPBI, U YCTPOHCTBA BBOAA-BBIBOAA. S IpO TaKxke
Mpe1ocTaBIsAeT UHTep(deNchl 1S B3aMMOICHCTBUS C anmapaTHbIM 00ECIIEYEHUEM.
[Tpumep: Korna nporpamma 3anpamuBaet (aiin Ha TUCKe, Sapo 00padaTeIBaeT 3anpoc,
B3aMMOJICICTBYA ¢ (alIoBOI cHCTEMOM U JipaiiBepaMu AUCKa, YTOOBI U3BJICYD
HeoOxoaumele nanubie. O6omouka (Shell) O6omouka — 310 HHTEpPECc MEKITY
noJib3oBareseM u aapoM. OHa UHTEPHPETUPYET KOMaH b, BBOAUMBIE TIOJIb30BaTEIEM, U
nepeAaeT ux Aapy st BeinmodHeHus. O00JI09Ka MOKET ObITh KOMaHIHOM CTPOKOM
(manpumep, Bash) ninu rpaduaeckum untepdericom. [Ipumep: I[Tonp3oBarens BBOIUT
koMaHAy s B o6osouke Bash, u 06omouka nepegaet 3Ty KOMaHay sSapy, KOTOpoe
BBINOJIHSAET COOTBETCTBYIOIIYIO CUCTEMHYIO (DYHKIIMIO /Uil OTOOpaXKeHUs crucka (haitios.
@ainosas cucrema PaisioBast cUcTeMa YIpaBiseT XPAHEHUEM U JIOCTYIIOM K JIaHHBIM Ha
KECTKUX JUCKAX U JPYTUX YCTPOMCTBaX XpaHeHus. OHa OpraHu3yeT JaHHbIE B BUJE
(aiiIoB 1 KaTajoroB U NpeaocTapiseT HHTepdeic Al ux yTeHus u 3anucu. [pumep:
daiinoBas cucrema ext4 obecrieurBaeT HaJle)KHOE XpaHEHHE JaHHBIX C MOAJEPKKON
KYPHAJIMPOBAHHUSL, YTO TIOMOT'A€T 3aLIUTUTh JJaHHBIE OT MOBPEXKIACHUS IPU COOSIX CUCTEMBI.
HpaiiBepsl yCTpOUCTB JIpaiiBepsl yCTPONCTB — OTO CIELUAIbHBIE MOLYIIU, KOTOPHIE
MO3BOJISIIOT SI/IPY B3aMMOJEMCTBOBATH C anmapaTHbIM 00eCclie4eHUEeM, TAKUM KaK CETEBbIE
KapThl, )KECTKHE AUCKH, IPUHTEPHI U T. 1. OHM abcTparupyroT AeTand padboThl yCTPOUCTB,
MIpeloCTaBIIsAsd YHUPUIIMPOBAaHHBIN nuHTepdeiic s saapa. [lpumep: paiiBep cereBoii
KapThbl 0OecrieunBaeT nepeavy JaHHbIX MEXIy SApoM Linux U ceTeBbIM alanTepoM,
MO3BOJISISL cCUCTEME MOJKI0YaThes K ceTu. CrucrteMHble 0nbanoreku CUcTeMHbIE
OUOIMOTEKH MPEOCTABIISIOT MHOXKECTBO (DYHKIIHI, KOTOpbIE MOTYT MCIIOJIb30BATHCS
npuiokeHusMu. OHM BKIIO4atoT B cedst Oubmuoteky C (glibc), koTopast coaepx Ut
¢byHkuuu a7 paboTsl ¢ (haitnaMu, CTpoKaMu, MpoIeccaMi U MHOTUMHU JPYTrUMH 0a30BBIMH
onepanusimu. [Ipumep: Korna npunoxkenue ucnonb3yet GyHkIuio printf 111 BEIBo1a
TEKCTa Ha 3KpaH, 9Ta (QyHKIUS NpeoCcTaBisIeTcs: CHCTeMHON Onbimorekoii glibe.

2.Kakwue CymiecTByIOT CHCTEMHBIE BBI30BHI B Linux, M KakoBa UX POJIb?
OTBeThI:

[ano onpenenenue. [IpuBeneHs! npuMepsl.
Bepusiit otBet: Onucanue: CUCTEMHBIE BBI30BBI — 3TO HHTEp(ENc MeKIY
I10JIb30BATEIHCKUM IIPOCTPAHCTBOM U SIPOM OTEPAIIMOHHOM cucTeMbl. OHU TO3BOJISIOT
IIPWJIOKEHUSM 3allpalluBaTh YCIyTH, IPEJOCTaBIsEMBIE IIPOM, TAKUE KaK yIIPaBICHHE
npoueccamu, (paisioBBIMU CUCTEMAMH, CETEBBIMU B3aMMOJICHCTBUSMU U allapaTHbIMU
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pecypcamu. [Ipumep: CrucTeMHBIN BBI30B open() UCIOIb3YeTCs Ut OTKPBITUS (haiina.
Korna npunosxenne BeI3bIBacT open(), SAApo OTKPBIBACT YKa3aHHBIN (aliil 1 BO3BpaIacT
(aiIoBEIi TECKPUTITOP, KOTOPBII MPUIIOKEHHUE 3aT€M MOKET UCTIOIb30BaTh ISl YTCHUS
WJIM 3alUCH JTaHHBIX. OCHOBHBIE KATETOPUH CUCTEMHBIX BBI30BOB

3.Kaxk paboraer nmpotokon ARP, u kakyto poJib OH UTPAET B CETEBBIX B3aUMOJICHCTBUSIX?
OTtBeTsI:

JlaHo mpaBHIIbHOE OTIpeIeNIeHUE MMPOTOKOJIA U €T0 OCHOBHOM (DYHKIIMH.
Bepmnsriii orBeT: ARP (Address Resolution Protocol) ncmomns3yercst aiist mpeodpa3oBaHus
IP-anpecoB B MAC-aapeca. Korjga ycTpoiCTBO XOUET OTIIPABUTH JJaHHBIE B JIOKAJIBHOU
cetu, oHo 3anpamuBaeT MAC-anpec no uzBectHomy [P-aapecy ¢ nomompro ARP-
3arpoca.

4.3rarbl 00pabOTKH CETEBOTO MakeTa B ONeparimoHHoM cucteMe Linux
OTBeThI:

[Tepeuncnensl 3Tansl 00paboTku ceTeBoro nakera B OC
Bepnwsiii otet: 1. [Tonydenue cereBoro makera Ha uaTepdeiice Korna maker nocrymaer
Ha ceTeBoit uHTep(eiic (Hanpumep, Ethernet), cereBoii agantep NpuHUMAET €T0 U
nepenaét B cereBoii ctTek siupa Linux. [pumep: Ipu nonyyennn ICMP-3anpoca (ping) Ha
cereBoii uuTepdeiic eth0, npaiiBep ceTeBoil KapThl nepeaaét naket B sApo. 2. O6padoTka
Ha YPOBHE CETEBOT0 AparBepa [paiiBep ceTeBOro ajantepa KOMUPYeT MaKeT U3
anmapatHoro Oydepa B ornepaTUBHYIO MaMATh. 3aTeM MaKeT NepeacTcsl B CETEBON CTEK
saapa s nanpHeien oopadotku. [Ipumep: [Taker ICMP (ping) nepenaéres apaiiBepom
cereBoit kapThl B cTek TCP/IP ans ganeheiineit Mapmpytuzanuu. 3. QuibTpamus u
obpaboTtka makera B Netfilter Netfilter — 3To mogcucrema Linux, oTBeTcTBeHHAs 32
¢bunbTpanuio nakero. [Taket npoxonut uepes3 nenouku PREROUTING, INPUT,
FORWARD, OUTPUT, u POSTROUTING B 3aBUCHMOCTH OT Ha3HAYEHUS U
npoucxoxaenus. [Ipumep: Ecnu HacTpoeno npasuiio B iptables, koTopoe 010kupyeT
ICMP-3ampocsr, maket OyzaeT oTuIBTpOBaH U OTKJIOHEH Ha dTare INPUT. 4.
Mapmpytu3zanus nakera Ecim nakeT He oT(UIBTPOBaH, A1p0 MpoBepsieT TabauIly
MapLIpyTU3aLKU, YTOOBI ONIPENEINTh, HYKHO JIU IIepeaaTh MaKkeT JOKAJIbHOMY IIPOLECCy
WJIY MapLIpyTU3UPOBATh €r0 Ha Apyrou ysen B ceTu. [Ipumep: Eciu IP-anpec HasHaueHus
COOTBETCTBYET JIOKAJIbHOMY a/Ipecy, TaKeT HampasisieTcsl Ha 00paboTKY JIOKaIbHOMY
Ipolieccy; nHaue — MepeaipecoBbIBACTCS Yepe3 COOTBETCTBYONINI nHTepdeiic. 5.
[IpoToKoJibl YpOBHS TPaHCIIOPTHOTO YpOoBHA Eciu naker nmpenHa3HayeH sl JIOKaIbHOIO
XOCTa, AP0 00padaTHIBACT €ro Ha ypOBHE TPAHCIOPTHOTO NpoTokoia (Hanpumep, TCP,
UDP, ICMP). Crauana npoBepsieTcss OpT Ha3HAYEHUs, YTOOBI IEpeIaTh MAKET
COOTBETCTBYIOLIEMY npuioxxenuto. [Ipumep: Eciu ato TCP-naker, on Oynet
aCCOLIMMPOBAH C COOTBETCTBYIOLIMM COKETOM IpUJIOKeHUs uepes3 nopt. 6. [lepenaua
nakera npuiokeHuto Ilaker nepenaeTcst B COOTBETCTBYIOLIUI COKET WM NIPHIIOKEHUE,
Hanpumep, B ciryyae web-cepsepa naker HTTP nepenaercst Be6-cepBepy, TakoMy Kak
Apache wnu Nginx. [Ipumep: Ecau 1o naker TCP, npennaznaueHHsbIi a5 BeO-cepBepa
Ha nopty 80, o Oynet nepenan BeO-cepepy Apache mist o6paborkun HTTP-3ampoca. 7.
OTBer Ha 3anpoc Wi nocieaytomas nepeaada Ecinu naket TpeGyeT oTBera (Hanpumep,
s 3anpoca ICMP), cooTBeTcTBYIOIIEE IPUITOKEHHE UITH SIIPO TEHEPUPYIOT OTBETHBII
MaKeT, KOTOPBIN 3aTeM MPOXOIUT aHAIOTUYHbIE 3Tarbl 00paboTKH, HO B 00paTHOM
nopsiike: otnpasisiercs uepes crek TCP/IP, dunbrpyercs B Netfilter u nepenaéres
obpatHo uepe3 cereBoii uHTEepdeiic. [Ipumep: B ciiyuae ICMP-3anpoca npusioxxeHue win
sanpo renepupytoT ICMP-oTBeT, KOTOPBIN OTIIpaBiIsieTcss 00paTHO OTIPABUTEINIO Yepe3
unTepodeiic eth0.

I1. Onucanue wikanvl oueHusanus
Ouyenka: 5
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Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 0
Onucanue xapaxmepucmuxu 6blnoaineHus 3Hanus: PaboTa BeIMoHEHA B paMKax "MPOABUHYTOT0"
ypoBHs. OTBETHI TaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIC OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu 8blnoiHeHus 3nanus: PadboTa BeImojgHeHa B paMKax "0a30Boro"
ypoBHs. BOJBIIMHCTBO OTBETOB J1aHbl BepHO. B uacTu marepuana ecTb HE3HAYUTEIbHBIC
HEJ0CTaTKU

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu vinoineHus snanus: Pabora BeIOIHEHA B paMKax "moporoBoro”
ypoBHs. OCHOBHAs 4acThb 3a/laHUs BBIMOJIHEHA BEPHO.

Oyenka: 2
Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa He BHIMOJHEHA WK BBITOJIHEHA
MPEUMYIIIECTBCHHO HETPABUIHHO

1I1. IIpasuna évicmaenenusn umo2o60i OYeHKU no Kypcy

OueHka OmNpenemnsieTcss MO COBOKYIMHOCTH PE3YJbTAaTOB TEKYIIETO KOHTPOJS YCIEBAEMOCTH B
cootBeTcTBUH C [lonoxennem o OamIbHO-peUTHHTOBOM cucTeme s cryaeHToB HUY «MOW».
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