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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuabl 0 JUCHMIUIMHE BKIIIOYAIOT OLEHOYHbIE CPEACTBA Ui NPOBEICHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-2 CniocoGeH pemiath BOIPOCH! yIpaBlIeHUsI 0€30IMaCHOCThIO CETEBBIX YCTPOIMCTB U
MPOrPaMMHOTO 00ECTICUEHUS TIPU UX TPOCKTHPOBAHHUH
N]I-3 OcymiecTBisieT KOHGUTYpUPOBAHUE U aAMUHUCTpUpOBaHre DBM 1 KOMITbIOTEPHBIX
ceTeil ¢ yueToM obecriedeHuss HHPOPMAITMOHHOW 0€30ITaCHOCTH

2. PIIK-1 Crioco6eH npuHUMATh Y9acTHE B KOHIIENTYaAIbHOM, (DYHKIIHOHAJILHOM U JIOTHYECKOM
MPOCKTUPOBAHUHN KOMIIBIOTEPHBIX CUCTEM
NJI-2 JleMoHCTpUpPYET 3HAHUE OCHOB YCTPOICTBa U (PYHKIIMOHUPOBAHUS COBPEMEHHBIX
OTIEPALIMOHHBIX CUCTEM

N BKJIFOYACT:
AJIS TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzaiuu: 3aniuTa 3a1aHus
1. 3ammTa naboparopuoi padbotsl "MHCTpyMEHTHI aIMUHUCTPUPOBAHUS 3AIUIIIEHHBIX
onepanroHHbIX cucteM" (KoHnTponbHas pabora)
2. 3ammTa aboparopHoii padotsl "HacTpoiika U JuarHocTUKa CETeBOM MOJACUCTEMBI"
(KonTpoabpHas pabora)
3. 3ammra nabopatopHoi paboTsl "Hactpoiika cepBrca aBTOpH3aluu, TUAarHOCTUKA U
yCcTpaHEeHHUe HeucnpaBHOCTeH QyHKIIMOHUpOBaHUs onepaliioHHOM cuctembl” (KoHTponbHas
pabora)
4. 3amura 1abopatopHoil paboThl "YcTaHOBKA U HACTPOIKa CTaHAAPTHOTO Habopa cepBUCOB"
(KontponpHas pabota)

BPC aucuuniavHbl

S cemecTp

IlepeyeHb KOHTPOJIBHBIX MeEPONPHUATHII TEKYIIEro KOHTPOJS  yCNeBaeMOCTH IO

AUCUHHUILIHHE:

KM-1 3ammra nabopatopHoit padotsl "MHCTpyMEHTH aAIMUHUCTPUPOBAHUS 3AIUIIEHHBIX
oneparuonHbix cuctem" (KortponsHas padorta)

KM-2 3ammra maboparopHoii paboTsl "HacTpoiika u AHarHOCTHKA CETEBOM MOACUCTEMBI"
(KonTponbHas padota)

KM-3 3amura mabopatopHo# padoThl "YCTaHOBKA W HACTPOIKa CTaHIapTHOTO Habopa cepBUCOB"
(KonTponbHas padota)

KM-4  3amura maboparopHoit pabotsl "Hactpoiika cepBruca aBTOpU3aliy, TUarHOCTUKA U yCTpaHEHHE

HEUCTIPaBHOCTEeH PYHKIIMOHUPOBaHUS ornepaionHoi cuctemsl”" (KoHTponsHas paboTa)

Bujx npomexyTo4HOI aTTecTanMu — 3a4eT C OLIEHKOM.



Beca KOHTpOJIBHBIX MEPONIPUATHIL, %o
Pa3zpen qucuunianHel Munexc KM- | KM- | KM- | KM-

KM: 1 2 3 4

Cpox KM: 4 8 12 16
OcHOBBI KOMIIBIOTEPHOM 06€30MaCHOCTH U 6a30BbIE HHCTPYMEHTHI
aJMUHHCTPUPOBAHUS ONEPALIMIOHHON CHCTEMBI
ApXHUTEKTypa U KOMIIOHEHTHI OTIEPAllMOHHBIX CUCTEM Ha 0a3e siapa +
Linux
OCHOBBI KOMIIBIOTEPHOH 0€30IaCHOCTH +
[IpuHIUIIBI CETEBOrO B3aMMOJIEHCTBHS U CTPYKTYpa CETEBOM
IIOICUCTEMBI 3AILHUILEHHON ONEPALIMOHHON CUCTEMBI
OcHoBHbIe ipoToKobI cTeka TCP/IP. +
MexceTeBol 3KpaH +
YcTaHoBKa M HACTpOKKa CTaHAAPTHOTO Habopa CEpBUCOB
AIMUHUCTPUPOBAaHUE BEO-CaTOB U SJICKTPOHHOM MOYTHI. +
AIMUHUCTpUpPOBaHUE 0A30BBIX CETEBBIX CEPBUCOB OpraHU3AIUU +
Wnentudukanus, ayrTeHTH()HUKAINS 1 aBTOPHU3AIIHS +
110JIb30BaTEIEH
JInarsocTrka HEMCIPaBHOCTEM B 3aIUIIEHHOMN ONlepaliOHHOU +
CHCTEMBI

Bec KM: | 25 25 25 25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

L OL(EHOQHble cpedcmea onsa OUEHKU 3an/IAHUPOBAHHBIX pe3ylibmamoes oﬁyueﬂuﬂ no Oucuunﬂune, COOMHECECHHbIX C unduxamopamu

00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETCHITHH pe3ynbTaThl  OOYYCHHS TIO
JUCITUIINHE
I1K-2 N-3nk-2 OcymiectBisieT | 3HATh: KM-2 3ammra naboparopHoit padotsr "HacTpoiika u TUarHOCTHKA CETEBON
KOH(UTYpHUpPOBaHUE U | IPUHIIMIIBI CETEBOTO noacuctemsl" (KonTposnbsHas padora)
aagMuHucTpupoBanue OBM | B3aumoneicTBus KM-3 3ammra nabopaTtopHoit paboTsl "YcTaHOBKA U HACTPOMKa

H KOMIIBIOTCPHBIX ceTer ¢

IIPOTOKOJIbI 0a30BBIX

cTangapTHoro Habopa cepBucoB" (KonTpoibsHas padbora)

y4eToM 00ecCIIeYeHHs | CETEBBIX CEPBUCOB
UH(POPMALIMOHHOM OpraHu3aluu
0e3011aCHOCTH YMmeTs:

HacTpauBaTh MEXCETEBOU

JKpaH

aIMMHHUCTPUPOBATh

CTaHJIapTHBIN HaOOp

CEpBHUCOB

PIIK-1 N-2pnk1  [emoHCTpHpyeT | 3HATH: KM-1 3amura naboparopHoil paboTsl "MHCTpyMEHTHI aIMUHUCTPUPOBAHUS

3HaHUE OCHOB YCTPOICTBA M | NPUHIMIBI UACHTU(UKAIIUY, | 3aLIUIIEHHBIX onepannoHHbIX cucteM" (KoHTponbHas paboTa)
(GYHKIIMOHUPOBAHUS ayTeHTU(UKALUU U KM-4 3amura naGopatopHoii padboTs! "Hactpoiika cepBuca aBTopu3anuu,
COBPEMEHHBIX aBTOPM3AllMU NOJIb30BATENIEH | TMATHOCTHKA U yCTPaHEHHE HEeUCIpaBHOCTEH (QyHKIIMOHUPOBAHUS

OINCpaOHHBIX CUCTEM

COCTaB U CTPYKTYPY
3aILMIIEHHBIX

OTIEpAI[MOHHBIX CUCTEM
YMeTs:

WCII0JIb30BaTh CTaH/IapTHHIE
nHctpymeHTsl OC n
HACTpauBaTh JOCTYI K
¢aitnam

WCKATh U YCTPAHSTH

onepaioHHoil cucreMsl" (KonTponpHas pabota)




HEHCIIPaBHOCTH B
(G YHKIIMOHUPOBAHUH
ONEPallMOHHON CHCTEMBI




1. Cooeprrcanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 3amura nadopatopHoii padotsl "MHCTPYMeHTHI aIMUHUCTPUPOBAHUS
3alIMIIEHHBIX ONlePAIlMOHHBIX cucTeM"

®opmbl peau3anum: 3anuTa 3aJaHUs

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIBbHOrO0 Meponpustus: IIpeaBapurenbHas NDOATOTOBKA K
BBINOJIHEHUIO J1a00paTopHOil paboThl. Beimonnenue nabopaTopHoil pabOThl B COOTBETCTBUHU C
3aganueM. IloaroroBka Kk 3aliuTe 10 MIPONJCHHBIM MaTepUaJIaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BOIIPOCOB TECTa, UCIIOJIb3Ys MPONHIEHHbIN MaTepuas. OOpaTuTe BHUMaHHE, YTO
B HCKOTOPLBIX BOITPOCAaX MOXKCET OBITh HECKOJIBKO IMPpaBUJIbHBIX BApWMAaHTOB OTBETA, a4 TAKIKEC
MOTYT BCTPETUTBCS BOIIPOCHI, I7Ie HY’KHO BBECTH ITPABUIIbHBIN OTBET CaMOCTOATENbHO. s
YCIICHIHOT'O BBITOJHCHUA 3aJaH BHUMATCIIbHO O3HAKOMBTCCh C KaKJAbIM BOIIPOCOM U
BbIOEpUTE BCE IPABUIIbHbBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJYYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3anygaHupOBaHHbIE pe3ynbTatel | Bompocsl/3aganus 11t IpoBepKU

00y4eHus Mo TUCIUILINHE

3HaTh: COCTaB u CTPYKTYpPY 1.Bonpoc: CucteMHbIE BBI30BBI OIEPAIMOHHOM
3aIUIICHHBIX OMEPAIMOHHBIX CUCTEM cuctemsl (OC) - 3t0:

e MexaHM3Mmbl 3aWmTbl MHOOPMALMUM OT
HeCaHKLMOHUPOBAHHOIO A0CTyNa.

e [lporpammHbie NHTepdencol 414 B3aMMo4eNCTBUA
npunoxeHui c agpom OC.

e Habop apaliBepos gns paboTbl ¢ annapaTHbIM
obecneyeHnem.

e ANroputmbl NJaHNMPOBAHMA 3a4a4 NpoLeccopa.

e CpeacTBa a1a co3gaHua rpadumyeckoro nHTepdeiica
nosib3oBaTens.

e Cnocobbl 06paboTKM NpepbiBaHU OT annapaTHOro
obecneyeHus.

e KomaHpgpbl, BbINOJHAEMbIE B KOMAHAHOW CTPOKE.

e [lpOTOKO/bI CETEBOrO B3aMMOAENCTBUA MEXKAY
KOMMblOTEPAMMU.

IIpaBuibHbli oTBeT: [Iporpammubie HHTEphEHCH
JUISL B3aUMOJIEUCTBUS npuiioxkeHui ¢ ssapom OC.
2.Bonpoc: Yto Takoe MHBEHTapHBIN (aiin
(inventory) B Ansible?

Crnincok nosp30BaTeNel, KOTOPbIE MOTYT YIIPABIATh
Ansible

Cnucok 3a7a4 JU1sl BEIIOJHEHUS

CnucoK ynpaBisieMbIX XOCTOB




3annaHupOBaHHbIE pe3ynbTaThl | Bonpocsl/3aganus ams npoBepKu
00ydYeHUs 10 TUCITUTLINHE

Cnmcok MoyJIei, UCIob3yeMbIX B Ansible
Crrcok mepeMeHHBIX, HCIIO0Ib3yeMbIX B playbook
®aiin koHpurypanuu Ansible

Jlor BeInoOJIHEHUS 3aa4

[[Ta6n0H KOHDUTYpaITUH

IIpaBuiabHbIi oTBeT: CIHCOK yNPaBISIEMbIX

XOCTOB
YMeTh: HCHONBb30BaTh CTAaHIAPTHBIC 1.Bonpoc: Kakast komaHaa UCHONIb3yeTCs JIs
uHctpyMentsl OC W HaAcTpauBaTh noucka (aitnos pazmepom 6ombiie S0 MB B manke
JOCTYTI K aitnam /home/userl?

find /home/userl -size +50M
grep /home/userl -size 50M
search /home/user1 -size >50M
locate /home/userl -size 50M
find /home/userl -size >50M
find /home/userl -name +50M
search /home/userl -name 50M
locate /home/userl -name +50M

O NU A WN R

IMpaBuabuseiii orBet: find /home/userl -size +50M
2.Bomnpoc: Kakoii cumBon ucnosis3yercs B Bash s
repeaadn BbIBOJIA OJTHOM KOMaH/Ibl B KAYECTBE
BBOJIA JUISI IPYTOil KOMaHbI?

>

<

|
&

&&
I

*

IIpaBU/IbLHBIH OTBET:

Onucanue MIKAJbI OLlEHUBAHUS

Oyenxa: 5 («OTIINYHOY)
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTIUYHO" BBICTABIISETCS €CIIH 3aJaHNe
BBITIOJTHEHO B MOJIHOM 00'beMe WIJIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («XOpoIIO»)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku svtnonanenus 3uanus.; OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOMPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3 (KyIOBICTBOPUTEIHHOY)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu evinonnenuss 3nanus: OTeHKa "yI0BIETBOPUTEIHLHO" BHICTABIISETCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenka: 2 («HEYJTOBIETBOPUTEITHEHOY)




Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! OI_IGHKa "HCYI[OB.HCTBOpI/ITCJIBHOH BBICTABJIACTCSA
€CJIK 3aJaH1EC BBIITOJIHECHO HEBCPHO UJIU IMPEUMYIICCTBEHHO HE BBIIIOJTHEHO

KM-2. 3ammuTa 1adoparopHoii padorsl '""HacTpoiika u IHATHOCTHKA CeTEeBOil
MoJACUCTEMBI"

®opMbl peaau3anuu: 3aiuTa 3a1aHus

Tun KoHTpPOoIBHOr0 MeponpusaTus: KontponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHHss KOHTPOJbLHOrO Meponpustusi: IIpenBapurenbHas MOArOTOBKA K
BBITIOJIHCHHIO JIa0OpaTOpHOW paboThl. BeimonHeHue mabopatopHOl pabOTHI B COOTBETCTBUHU C
3ajanreM. [loaroroBka K 3amuTe Mo MPONACHHBIM MaTepuaiaMm.

Kpartkoe cogep:kanue 3aiaHuA:
OtBetbTe Ha 40 BOIPOCOB TeCTa, UCIIONb3Ys IPOHAEHHBIN MaTepuan. OOpaTuTe BHUMaHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO ITPABUJIbHBIX BAPMAHTOB OTBETA, & TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY’KHO BBECTH IPaBUIIbHBINA OTBET CaMOCTOSITENbHO. 15
YCIIEIIHOTO BBINIOJIHEHUS 331aHUs1 BHUMATEIbHO 03HAKOMBTECh C KaXKIAbIM BOIIPOCOM U
BbIOEPUTE BCE MTPaBUIIbHBIE OTBEThI, OCHOBBIBASICh HA 3HAHUSX, IOJyYEHHBIX Ha JIEKLIUAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3aruIaHupPOBAHHbIE Bompocsi/3aganust 17151 pOBEpKH
pe3yapTaThl 00y4YeHUs
10 TUCIUIUINHE

3HaTh: MIPUHLIUIIBI 1.Bonpoc: KakoBa npaBuiibHast MOCIEA0BATEIBHOCTh COCTOSHHUI
CETEeBOro TCP coenunenus ceppepa?
B3aMMOICUCTBUS 1. SYN_SENT - SYN_RECEIVED - ESTABLISHED - FIN_WAIT_1 >

FIN_WAIT_2 - TIME_WAIT

2. LISTEN -> SYN_RECEIVED -> ESTABLISHED -> FIN_WAIT_1 -> FIN_WAIT_2
- CLOSE_WAIT = LAST_ACK -> CLOSED

3. SYN_RECEIVED -> ESTABLISHED -> CLOSE_WAIT = FIN_WAIT_1 >
FIN_WAIT_2 - TIME_WAIT

4. SYN_SENT -> SYN_RECEIVED -> ESTABLISHED -> CLOSE_WAIT >
FIN_WAIT_1 -> LAST_ACK -> CLOSED

5. LISTEN -> SYN_SENT -> SYN_RECEIVED -> ESTABLISHED -> FIN_WAIT_1 >
FIN_WAIT_2 - CLOSED

6. ESTABLISHED -> SYN_SENT = SYN_RECEIVED > FIN_WAIT_1 >
FIN_WAIT_2 > TIME_WAIT -> CLOSED

7. SYN_RECEIVED -> ESTABLISHED -> FIN_WAIT_1 -> FIN_WAIT 2 >
LAST_ACK - CLOSED

8. LISTEN -> SYN_RECEIVED -> ESTABLISHED -> CLOSE_WAIT -> LAST_ACK >
CLOSED

IIpaBuabheli otBer: LISTEN — SYN RECEIVED —
ESTABLISHED — FIN WAIT 1 — FIN WAIT 2 —

CLOSE _WAIT — LAST ACK — CLOSED

2.Bompoc: Kakoif cuCTeMHBII BBI30B UCTIOIB3YETCS IS CO3/IaHuUs
UDP cokera B Linux?

open()

bind()

connect()




3anjgaHUupOBAHHBIE
pe3ynbTaThl O0yUYeHUSs
10 JMCIUTUINHE

Bonpocei/3aganus 1iist mpoBepKu

socket()

listen()

accept()

sendto()

recvirom()

IIpaBuabnbiii oTBet: socket()

YMeTb:  HacTpauBaTh
MEXCETeBOM 3KpaH

1.Bonpoc: Kakue napameTpsl 1 ¢Gailsl HCTIONB3YIOTCS IS HACTPOUKH
ARP B onepanilioHHON CUCTEME, U YTO OHH O3HAYAIOT?

gc_stale_time (Bpema xpaHeHUA ycTapeBLINX 3anucen),
base_reachable_time_ms (6a3oBoe Bpems A40OCTYNHOCTM coceaen),
gc_threshl (noporoBoe 3HaueHWe Ana 3anycka cbopa mycopa) -
/proc/sys/net/ipv4/neigh/default

base_reachable_time_ms (Bpema AOCTYNHOCTK 3anNUCK B MUNNNCEKYHAAX),
retrans_time_ms (MHTepBan NOBTOPHbIX 3aNPOCOB),
delay_first_probe_time (3agep»Ka nepea nepsBbiM 3aNpocom) -
/etc/network/interfaces

base_reachable_time_ms (6a3oBoe Bpems A0CTYyNHOCTM coceaen),
retrans_time_ms (Bpemsa mexay NOBTOPHbIMM 3aNpocamm),
delay_first_probe_time (3ageprkKka nepes nepBoii NpoOBEPKON) -
/proc/sys/net/ipv4/neigh/default

proxy_arp (BKktoueHue/BbikAoYeHMe proxy ARP), ucast_solicit
(MaKcMmanbHOe Ko/IM4ecTBO 3anpocoB A/19 04HOa4PEeCcHOro OTBeTa) -
/proc/sys/net/ipv4/arp_config

proxy_arp (BKkitoueHue/BbiKAOYEHME NPOKCcUpoBaHua ARP), gc_stale_time
(Bpems xpaHeHuMA ycTapeBLWMxX 3anucen), ucast_solicit (MakcnmanbHoe
KOIMYecTBO 0AHOaApecHbIX 3anpocos) - /proc/sys/net/ipv4/neigh/default
gc_thresh3 (MmakcMmanbHoOe KomMuecTBo 3anuceit B Kawwe), app_solicit
(MaKcMmanbHoe Ko/IMYecTBo 3anpocoBs npuaoxKeHus) - /etc/arp.conf

IIpaBuabHbIH oTBeT: gc_stale time (Bpemsi XpaHEHHs yCTapeBIIUX
3amnuceif), base reachable time ms (6a30Boe BpeMsi JOCTYIHOCTH
coceneif), gc_threshl (moporosoe 3naueHue A 3amycka coopa
mycopa) - /proc/sys/net/ipv4/neigh/default

2.Bomnpoc: Kakue u3 mepeyrcieHHbIX MIaroB SBISTFOTCS
paBUIBHBIMU JUIs HacTpoiiku SSH noctyma ¢ ncnoib30BaHUEM
nyOIMYHOTrO Kiro4a?

1. I'eneparust napsl Kinroueil (IpUBaTHOTO U MyOJIMYHOT0) HA
KIIUEHTE.

2. KonnpoBaHue NpUBaTHOTO KJIFOYa HA YAAJIEHHBIH XOCT.

3. KommpoBanue myOIuyHOTO KiTtoua Ha yIaIEHHBIA XOCT C
ucnoss3oBanueM ‘ssh-copy-id-.

4. 1oGaBnenue nyoauyHoro kitoya B Qaiin "authorized keys' Ha
YAAIEHHOM XOCTE.

5. YcraHoBKa MpaBWIIBHBIX TIPaB JocTyna Ha (aiin "authorized keys'
U KaTajor ".ssh’ Ha yaanéHHOM XocTe.

6. Y nanenue myOIMYHOTO KIIFOYA ¢ KIMEHTCKOW MAaIlluHBI.

7. HpOBepKa ITOAKJIFOYCHHA K y,HaHéHHOMy XOCTY C UCITIOJIb30BAHUCM
SSH.

10




3anjgaHUupOBAHHBIE Bomnpocsl/3aganust 11t mpoBepKU
pe3ynbTaThl O0yUYeHUSs
10 TUCIUIUINHE

8. MI3MeHeHue napoJis oot noab30BaTelIs Ha KJIMEHTCKON MaIIUHE.
Bri6epute npaBuibHbIE IIArH:
1,3,4,5 7

PP NP WEREN
WNWAOIN A
O NI WO
N NND O
00~ ~ 0 00 o~

IIpaBuabHblii otBet: 1, 3,4,5,7

Onucanne MKAJbI OIIEHUBAHUS

Oyenxa: 5 («OTIINYHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHUe
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoILO0Y»)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus. OeHKa "Xopoio" BEICTABISAETCS €CITU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEILHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CIIM 3aJJaHie MPEUMYIIECTBEHHO BBITIOTHEHO

Oyenka: 2 («HEYJTOBJIETBOPUTEITHEHOY)
Onucanue xapaxmepucmuku 6vinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBINOJIHEHO

KM-3. 3amuTa jJa6opaTopHoii padoThl "'YCcTaHOBKA U HACTPOHKA CTAHAAPTHOIO
Ha0opa cepBHCOB"

®opMbl peanu3anmu: 3alinTa 3a1aHUs

Tun kourpoasHoro meponpusitusi: KonrponsHas pabora

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpoueaypa npoBedeHHs] KOHTPOJIbHOro Mmeponpusitusi: IlpenBapurensHas MOATOTOBKA K
BBITIOJIHEHUIO J1a0opaTopHOil paboThl. BeimonneHue nabopaTopHoil pabOThl B COOTBETCTBUHU C
3aganneM. [TonroToBka K 3amiuTe Mo MPOMIEHHBIM MaTepraiaM.

Kparkoe conepxxanue 3agaHus:
OtBetpTe Ha 40 BOPOCOB TeCTa, UCIIONb3Yys MPOUIeHHBIH MaTepuan. O0paTuTe BHUMaHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO MPABUIBHBIX BAPHAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCS BOIIPOCHI, TJI€ HY’)KHO BBECTH IPABWIBHBIA OTBET CaMOCTOATENBHO. J{is
YCIEIIHOTO BBIOIHEHUS 3alaHKs] BHUMATEIbHO O3HAKOMBTECH C KaK/IbIM BOIIPOCOM U
BbIOEpPUTE BCE MTPaBUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, OJYYEHHBIX Ha JIEKLUAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIe BONIpoChl/3aJaHUA:
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3anuaHupOBaHHBIE PE3YJILTATHI
00y4YeHUs 10 TUCITUTINHE

Bonpocsi/3aganus 11t npoBepKu

3HaTh: IIPOTOKOJIbI 0a30BBIX
CCTCBbIX CCPBUCOB
OpraHu3annuunu

1.Bonpoc: Kakue U3 ciieyronumx yTBepKJICHHH OMUCHIBAIOT
npuHunsl padotst DHCP?

1. DHCP-cepBep Haznauaet [P-ampeca ycrpoiicTBaM B ceTu
aBTOMATHYECKH.

2. KimueHT otnpasiset 3anpoc Ha [P-aapec ¢ momolipro
coo6menuss DHCPREQUEST.

3. DHCP-cepBep ucnomnbizyet npotokos ICMP s mpoBepku
noctynHoctu [P-agpecos.

4. DHCP-knueHT HaunHaeT mporecc apeH sl [P-ampeca ¢
ornpasku coobmennss DHCPDISCOVER.

5. DHCP-ximeHT u cepBep B3aMMOJICHCTBYIOT 11O TPOTOKOJTY
TCP.

6. DHCP-cepBep MOKeT Ha3HaYaTh YCTPOIMCTBA CTATUYECKUE
IP-anpeca Ha ocHoBe ux MAC-anpecos.

7. KInMeHT 10JKeH BpYYHYIO MOATBEPK1aTh Ha3HaueHue [P-
azipeca mepes ero MCIroJib30BaHUEM.

8. DHCP-cepBep xpanut nndopmaruto 06 apengax IP-
aJIpeCcoB B CIICIIMAIIBHON 0a3€ JTaHHBIX.

IIpaBuabHbIi oTBeT: 1, 2,4, 6, 8

2.Bomnpoc: Kak nporokos DNS nipeoOpasyeT ToMeHHOE UM
B [P-anpec? BriGepute npaBUibHbIE YTBEPKACHUS:

1. DNS ucnons3yer npotokosn HTTP mist nepenauun
3aMpoCcoOB U OTBETOB MEX]y KIIMEHTOM U CEPBEPOM.

2. Kinent ornpasnsier DNS-3anpoc Ha nonyuyenue [P-
aapeca s nomeHHoro umeHnu Ha DNS-cepsep, ucnonbssys
npotokos UDP o nmopry 53.

3. Ecau DNS-cepBep He 3Haet [P-aapec, oH peKypCUBHO
oTIpaBJsieT 3anpoc K apyrum DNS-cepBepam, HaunHast ¢
KOPHEBBIX CEpBEPOB.

4. DNS-3anpocsr Beerna npoxoasat uepe3 SSL/TLS mnst
obecrieyeHus: 6e30MacHOCTH.

5. DNS moxert ucnonb3oBats npotokon TCP, ecnu pazmep
OTBeTa npeBblIaeT 512 OaiT.

6. DNS-3anpocel MOTyT K3IIMPOBATHCS HA MPOMEXYTOUHBIX
cepBepax JUIsl YMEHBIICHUS BPEMEHHU OTKJIHKA.

7. Knuent otnpasinser DNS-3anmpockl HelmocpeACTBEHHO Ha
kopHeBble DNS-cepBepsl.

8. DNS-cepsep Bo3Bpaiaet IP-anpec JOMEHHOro MMEHU MU
cooOmienne 00 omMnOKe, eCIIH UM HE MOKET OBITh
pasperieHo.

Bri0epuTe npaBUIbHBIC YTBEPKICHUS

2,3,56,8

NP NWE NP
WNWAWAN
ArhrO OO W
goONNoO O N
00 00 0O 0O O GO ~

IlpaBuabHblii oTBeT: 2,3, 5,6, 8
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3anuaHupOBaHHBIE PE3YJILTATHI
00y4YeHUs 10 TUCITUTINHE

Bonpocsi/3aganus 11t npoBepKu

YMeTb: aJIMUHUCTPHPOBATH
CTaHJApTHBIA HAOOP CEPBHCOB

1.Bonpoc: Kakue maru He00X0 MO BBITOIHUTD IS
HacTpoliku 30HBI exp.local Ha Begymem DNS-cepsepe ¢
nomoiiso BIND9?

1. NoGaBuTtsk 30HY exp.local B (haiin korduryparmuu DNS-
cepBepa, HarpuMmep, /etc/bind/named.conf.local.

2. Co3zpnarts ¢aiin 30861 U1 exp.local B karasore
Ivar/cache/bind.

3. Yka3aTh THN 30HHI Kak slave u 3agate [P-agpec Benymero
cepaepa.

4. Nob6aBuTh 30HY exp.local B aiin /etc/resolv.conf.

5. Yka3aTh THUII 30HbI KaK master 1 co3/1aTh (aiis1 30HbI B
karanore /etc/bind/.

6. J106aBuTH 3aIIUCH PECYPCHBIX 3amucell (Hampumep, A,
MX, NS) B ¢aiin 30n5I exp.local.

7. Ilepe3anyctuth ciy:x0y BIND9 nns npumenenus
M3MEHEHMH C MOMOIIbIO KoMaH 1kl systemctl restart bind9.
8. Ykazarp B KOH(UTYypaluu TUM 30HbI Kak forward s
repeHanpasieHus 3anpocoB Ha npyroit DNS-cepsep.
IIpaBuabHbBI oTBeT:1, 5, 6, 7

2.Bonpoc: Kakue nraru HeoOX0IMMO BBIITOTHUTH JUIS
HacTpoiiku isc-dhcp-server Ha Bamewm Linux-cepBepe?
BriGepute npaBuiIbHbIC MIATH:

1. YcranoBka nakera isc-dhcp-server uepes makeTHbIi
MEHEIKep.

2. Kondurypanus unrepdeiica cetu B ¢aiine
letc/network/interfaces.

3. PenaktupoBanue ¢aiina /etc/dhcp/dhepd.conf mst
ykazaHus quanasoHa [P-anpecoB, koTopsle OyneT pa3aaBarhb
cepaep.

4. BHecenue u3meHeHul B (aiin /etc/hosts Ui ykazaHus
DHCP-niynos.

5. YcranoBka napamerpoB DNS-cepBepoB B
KOH(UryparoHHOM daiine /etc/resolv.conf.

6. Yka3zanue nntepdeiicoB, Ha KOTOPbIX OyaeT paboTaTh
DHCP-cepsep, B (aiine /etc/default/isc-dhcp-server.

7. Ilepesarpy3ka cinyx061 DHCP ¢ momorsto koMaHabl
systemctl restart isc-dhcp-server.

8. lob6aBnenue 3amuceit 00 [P-agpecax u mmeHax XoCToB B
¢aiin /etc/dhepd.hosts.

Bribepure npaBUIIBHBIC TIaTH:

1,3,6,7

WP NP WRN
OrWWANAN
oo 0UIo O
0N~~~

IIpaBuibHblii oTBeT: 1, 3, 6, 7
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Onucanue MKAJbI OIICHUBAHUSA:

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MTOJIHOM 00'bEME WITH BBITIOJIHEHO MMPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («X0OpOIIOY)
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a/1a9

Oyenka: 3 («yIOBICTBOPUTEIHHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku btnoanenus 3nanus.; OueHka "yJ10BIETBOPUTEIBHO" BbICTABIACTCS
€CJIM 3aJJaHUE TPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapakmepucmuku evinonenus 3uanus: O1eHKa "HeyI0BIETBOPUTEIHHO" BBICTABIISIETCS
€CIM 3a/IaHUE BBITIOJTHEHO HEBEPHO MJIM MPEUMYIIECTBEHHO HE BBIITOIHEHO

KM-4. 3amuTa 1a6oparopHoii padors! ""Hacrpoiika cepBuca apTopU3annu,
AUATHOCTHKA M YCTPAHEHHE HEHCIIPABHOCTEeH PyHKIMOHUPOBAHUS ONePALMOHHON cucTeMbl'

®opmbl peau3anum: 3anIuTa 3a1aHus

Tun KOHTPOABLHOT0 MeponpusiTus: KorrponsHas padora

Bec kouTposabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBedeHHs] KOHTPOJIBLHOr0 Meponpusitusi: I[IlpeaBapurenpHas MOATOTOBKA K
BBINOJIHEHUIO J1A00paToOpHOi paboThl. BeimosHeHHe 1abopaTopHOW pabOThl B COOTBETCTBUU C
3amanueM. [loAroToBKa K 3alIMTe IO MPOUICHHBIM MaTepraIaM.

Kpatkoe conepxxanue 3agaHus:
OtBetpTe Ha 40 BOPOCOB TECTa, UCTIONb3Ys POWAeHHBIA MaTepran. OOpaTuTe BHUMaHHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO MPABUIBHBIX BAPHAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY>KHO BBECTH NPABUIIbHBINA OTBET CaMOCTOSTENbHO. 15
YCIIELTHOTO BBINIOJIHEHUS 3aJaHUs] BHUMATEIIbHO 03HAKOMBTECH C KaXIBIM BOIIPOCOM U
BbIOEpPUTE BCE MTPaBUIIbHBIE OTBEThI, OCHOBBIBASICh HA 3HAHUSX, OJyYEHHBIX Ha JIEKLIUAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3aHJIaHI/IpOBaHHBIe PE3YyJIbTATHL Bonpocm/:«:az[aHmI AJIA TIPOBEPKU
06y‘I€HI/I$I MO JUCHUIIJIINHE

3HaTh: TPUHIHITBL 1.Bonpoc: KakoBa ocHOBHast pojib CECCHOHHOI'O KJII04a B
UACHTU(PUKAIIH, npotokoiie Kerberos?

ayTeHTU(UKaIUKU U aBTopu3auu | 1. OH ucnonbsyetca ana WMdpoBaHMA BCEX AaHHbIX MeXay
MIOJIB30BaTENEN knneHTom n KDC.

2. OH obecneunBaeT BpeMeHHYI ayTEHTUOUKALMIO KANMEHTa Ha
cepBepe B paMKax 04HOWN ceccum.

3. OH ucnonbayeTca assa obMeHa KAYaMmn MeXay KNMEHTOM U
cepBepom.

4. OH CNYKUT 18 XpaHEeHMA YYeTHbIX AaHHbIX N0/ib30BaTeNA.

5. OH ucnonb3yeTca a/s reHepauum BCexX ApYrux Kntoyen B
Kerberos.

6. OH XPaHUTCA Ha cepBepe anAa ,u,aaneﬁu.lero MCcnoa1b30BaHUA.
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3anjgaHUupOBAHHBIE

pe3yNbTaTh

06yquH;1 10 AUCLHUIIIINHE

Bonpocei/3aganus 1iist mpoBepKu

7. OH Hy}KeH A1A CUHXPOHU3aL UM BPEMEHN MEXKIY KMEHTOM U
cepBepom.
8. OH ucnonb3ayeTca Ans cosaaHuna buneta cnyxbbl (TGS).

IIpaBuabHblii oTBeT: OH 00CcIeUnBaET BPEMEHHYIO
ayTeHTU(UKAINIO KIIMEHTa Ha CepBEpe B paMKax OJHOU
CECCHU.

2.Bompoc: PaccmoTpum cnenyromryto ctpykrypy LDAP-
3aIUCH:

dn: uid=jdoe,ou=IT,dc=example,dc=com
objectClass: inetOrgPerson

objectClass: organizationalPerson
objectClass: person

objectClass: top

cn: John Doe

sn: Doe

uid: jdoe

mail: john.doe@example.com

ou: IT

Kakue u3 cneayromux yrBep:KJIeHUH MPaBUIbHO
OTIHCHIBAIOT AJIEMEHTHI HH(popManmoHHOH Moaenn LDAP,
IPUCYTCTBYIOLIME B 3TOM 3amKcu?

1. dn (Distinguished Name) ornpenensieT yHUKaJIbHBIA TyTh
K 3anucu B LDAP-nepese.

2. objectClass onpenenser HabOp aTpHOYTOB, KOTOpBIE
MOTYT OBbITh BKJIFOUEHBI B 3aIUCh.

3. Atpubyt cn (Common Name) ucnosib3yercs s
XpaHEeHHUs IOJHOTO UMEHH T10JIb30BaTEes.

4. ATpubyT sn (Surname) UCTIONB3YeTCS ISl XPAHEHUS
MMEHH TOJTb30BaTEII.

5. uid (User ID) siBasieTcst 00s13aTeNIbHBIM aTPUOYTOM JUIS
Bcex 3anuceit LDAP.

6. mail onpenenseT 3JAEKTPOHHYIO ITOYTY MOJIb30BaTENs U
JIOJKEH OBITh YHUKATBHBIM JUTS KaXIOH 3aIicH.

7. Atpulyt ou (Organizational Unit) yka3siBaeT Ha
MIOJIpa3/IeIeHUE TT0JIb30BATENS B OpraHU3aIHH.

8. dc (Domain Component) ucnosab3yercs I yKa3aHus
JIOMEeHa, K KOTOPOMY TIPUHAJIC)KUT 3aTIHCh.

BriOepute npaBuiIbHBIE YTBEPKICHUS:

1,2,3,7

WP NP RPN

ADWNNWW

(S W IR NS, BN

~N~N o~ oo
o)

IIpaBuabnblii oTBet: 1,2, 3,7, 8
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3annaHUpOBaHHBIE  PE3YJIbTATHI
00y4YeHUs 10 TUCITUTINHE

Bonpocei/3aganus 1iist mpoBepKu

YMeTb: uCKaTb U yCTPAHATH
HEHUCIIPaBHOCTH B
(GyHKIIMOHUPOBAHUH
ONEpallMOHHOW CHCTEMBI

© N U kW

1.Bonpoc: KakoBa ocHOBHAas 11e7Ib YTHIIUTHI traceroute?
OnpeaeneHne MapLLpyTa, No KOTOPOMY AaHHbIE NPOXOAAT OT
MCTOYHMKA 0 Ha3HaYeHus.

OnpefeneHne BPEMEHM 33ePHKKU MEXAY ABYMA CETEBbIMU
y3namm.

OnpefeneHne CKOPOCTU Nepesayn AaHHbIX B CETU.
N3mepeHune NponycKHoM cnocobHOCTH ceTu.

MpoBepKa AOCTYNHOCTU yAANEHHOrO y3/a.

O6Hapy»KeHWe BCeX OTKPbITbIX MOPTOB Ha YAaNeHHOM cepBepe.
LLindposaHue AaHHbIX NpW Nepesaye no ceTu.

YnpaBaeHne mapLipyTM3aTopamm B CeTy.

I[IpaBuabHbIi oTBeT: Onpeseenre MapuIpyra, mo
KOTOPOMY JIaHHBIE IIPOXOJIAT OT UCTOYHUKA J10 HA3HAUYEHUS
2.Bomnpoc: Kakue maru He00X0IMMO BBIITOJIHUTH JUIS
HACTPOWKHU IpaB AOCTYyIa M0JIb30BaTeNeH ¢
ucnonp3oBanueM sudo B Linux? Beibepure npaBuibHbIe
IIaru:

1. YcranoBka nakera sudo, eciu OH HE YCTaHOBJICH.

2. loGaBnenue moyib3oBarens B rpymnmny wheel.

3. PenaktupoBanue (aiina /etc/sudoers 11t ykazaHus mpaB
JIOCTyTA.

4. IIpoBepka JOCTYIMHBIX KOMaH/I ISl TIOJB30BATEIS C
HoMOIIbI0 KomaH ibl sudo -1.

5. Hactpoiika ¢aiina /etc/passwd aiist Ha3HAYCHUS
M0JIb30BaTENsl AIMUHUCTPATOPOM.

6. Mcnonp3oBanue KkomMaH bl visudo AJis pelakTUPOBaHUS
daiina /etc/sudoers.

7. Ilepezamyck ciyx0b1 sudo ¢ TOMOIIIbIO KOMaH/IbI
systemctl restart sudo.

8. JlobaByieHne KOMaH bl B CKPUIIT JJI1 aBTOMAaTUYECKOM
aKkTUBaIMK sudo MpH BXOJIE B CUCTEMY.

BriOepuTe nmpaBUIIbHBIC IATH:

1,3,4,7

WP NP NEN
U WNWwWU
oOUh IO
O~NoO O O®

IIpaBuabHblii oTBeT: 1, 3, 6, 4

Onucanue MKaJbl OLICHUBAHUA:

Oyenxa: 5 («OTIIMYHOY)

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakxmepucmuxu evinoneHus snanua: OueHKa "oTINYHO" BBICTABISAETCS €CIH 3aaHHe
BBITIOJTHEHO B MOJTHOM 00BEME HJIH BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpOIIIOY»)
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Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuku evtnonanenus 3uanus. OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHUE JJIS PEIICHUS 3a/1a4

Oyenka: 3 («yIOBICTBOPUTEIHHOY)
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 50
Onucanue xapakmepucmuku btnonanenus 3nanus. OueHka "yJI0BIETBOPUTEIBHO" BBICTABIACTCS
€CJIM 3aJ]aHuE PEUMYIIECTBEHHO BBITIOJIHEHO

Oyenxa: 2 («HEYIOBIECTBOPUTEIBHOY)
Onucanue xapakxmepucmuku evinoanenus snanus: OUeHKa "Hey10BIETBOPUTENIbHO" BBICTABIISAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBINOJIHEHO
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COJIEPKAHUE OLIEHOYHBIX CPEJICTB TIPOMEXXYTOUYHOM ATTECTAIIUA
5 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

VYr1Bepxaao:
3aB. kadenpoit BMCC
Bummsikos Cepreit Bukroposny

Buaer Nel
HUY MBU
Kadeapa BMCC
JucunninHa A MUHICTPHPOBAHHE 3alTUIIIEHHBIX OTIEPAIlHOHHBIX
CUCTEM
Bomnpocsl

1. Kakue kimo4eBble CHCTEMHBIE BBI30BEI CYNIECTBYIOT B LinuX, M KAKOBBI UX OCHOBHBIC ()YHKIIUH?

2. Kak opranmzoBana (aiinosas cucrema B Linux? Kakne oCHOBHBIE KaTallOTH CYIIIECTBYIOT M KAKOBO
WX Ha3HayeHue?

IIpoueaypa nposenenust

Onenka onpeenseTcs MO COBOKYIMHOCTH PE3yJIbTaTOB TEKYLIEr0 KOHTPOJI YCIIEBAEMOCTH B
cooTBeTcTBUM ¢ [lonoxeHneM o 6auIbHO-peUTHHTOBOM crcteme uid cTyaeHToB HIMY «MOW».

L. Ilepeuens Komnemenyuit/uHOUKAMOpPoO8 u KOHMPOAbHBIX 60NPOCOE NPOBEPKU PE3YIbMAM 08
0CGOCHUA OUCUUNIUHDI

1. Komnerenuust/Muauxarop: M/1-3nk-2 OcymecTsisier KOHGUTYPHPOBAHUE U
aaMUHUCTpUpoBaHre DBM 1 KOMIIBIOTEPHBIX ceTel ¢ yueToMm obecnieueHust UH(HOpMaIIMOHHON
0e30I1acHOCTH

Bomnpocel, 3axanus
1.KakoBbI OCHOBHBIE LIEJIM KOMITBIOTEPHON O€30MaCHOCTH U KaK OHU JIOCTHTAIOTCS B
OIIEpALlMOHHBIX CUCTEMAX?
2.Kakue cyniecTByrOT BH/IbI aTaK HA ONEPALIMOHHBIE CUCTEMBI, U KAK OHH PEaTnu3yroTcs?
3.Kakue cymecTByl0T MoJienu Aoctyna K 3amumeHHoi nadopmaruu (DAC, MAC, RBAC)?
4.Kak mpoucXouT HacTpOHKa ceTeBOro HHTepdeiica u yrnpasieHHe ero cocrossuueM B Linux?
5.Kakue cymecTByroT MEXaHU3MBI yIIpaBJIeHUs U pacnipeaeneHus IP-anpecos B cetn?
6.Kak paboraer npotokon ARP u 1715 yero o ucnosb3yercs B ceTsx?
7.Kak paboraet npotokon ICMP u kakue THIbI cooO1eHunit on oopadaTsiBaeT?
8.Kaxk paborarot cokeTsl B Linux u Kak OHH UCTIOIB3YIOTCS JIJISl CETEBOTO B3aUMOICHUCTBUS?
9.Kak paboraer SSH u xak oH o0ecrieunBaeT 6e3onacHoe ynanéHHoe ynpasinenue? Kakue
METO/Ibl ayTeHTU(DUKAIMK NToAiepkuBatoTcsl B SSH 1 kak OHM HacTpauBaroTCs?
10.Kakoli myTh IpOXOJUT CETEBOI MAKET B ONEPALIMOHHON CUCTEME OT NpUEMa J10 Nepeadn?
Kak ocymecTsisiercs punpTpanus 1 MapupyTusanus nakero B Linux?
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11.Kakue HHCTPYMEHTBI UCTIONB3YIOTCS ISl HACTPOWKH MEKCETEBOro dKpaHa B Linux?
12.Kakue posiu BeIMOJHSIOT TpoToKoiasl ESMTP u IMAP B nponiecce oTnpaBKu U MOTYyYEHUS
MOYTHI?

13.Kak pab6otaet nporokon DHCP u kak on oOecrieunBaeT aBToMaTnueckoe Ha3HaueHue [P-
aapecoB?

14 Kaxk pabotaet nmpotokona DNS u kak mpoucxoauT pa3perieHrue J0MeHHbIX UMEH B |P-
aapeca?

15.Kakre KOMITOHEHTHI BKJIIOYAIOT B CEOsI CHCTEMBI YIIPABJICHUS UACHTU(DUKAIINCH?

16.Kax paboraer npotokosn LDAP u kak oH HCTIONB3yeTcs Al YIpaBIeHUS WACHTU(DUKAIEH
1 IOCTyTHoM?

17.Kak pabotaer npotokoin Kerberos, n kak oH o0ecriedynBaeT ayTeHTU()UKALIUIO B CETAX?

MartepuaJbl 1Jisi IPOBEPKH OCTATOYHBIX 3HAHUI

1.Kak paboraer SSH u xak oH o0ecrieunBaeT 6€301MacHOE MOAKIIOYCHUE K YAAIEHHBIM

cucreMam?
OTBeTHI:

JlaHO KOppEeKTHOE OIpeeeHUE.
Bepnsrii orBet: SSH (Secure Shell) obecieunBaet mmdpoBaHue TaHHBIX MPU YIATEHHOM
ympaBieHUH cucteMamu. [lokiroueHre mpoucxXoquT yepes3 ayTeHTHPUKaIuio (apoib
WM KJIFOY) C UCII0JIb30BAHUEM IMIM(PPOBAHUS JAHHBIX ceccuM. i1 HacTpoiKu
ucnonb3ytorcs ¢aiin /etc/ssh/sshd _config.

2.2rtanbl 00pabOTKH CETEBOTO MaKeTa B ONepalioHHON cucteme Linux
OTtBeTsI:

[Tepeuncnenst sTambl 00padoTku cereBoro nakera B OC
Bepuwiii otBet: 1. [lonydyenue cereBoro makera Ha untepdeiice Korna naker nocrymnaer
Ha ceteBoil mHTepdeiic (Hanmpumep, Ethernet), cereBoii agantep MpUHUMAET €T0 U
nepenaét B cereBoi crek sapa Linux. [Ipumep: [Ipu nonyuenun ICMP-3ampoca (ping) Ha
cereBoii mHTepdeiic ethO, npaiiBep ceTeBoil KapThI mepeaaéT naket B sapo. 2. O6pabdboTka
Ha YPOBHE CETEBOIO JpaiiBepa JlpaliBep ceTeBOro ajanrepa KOupyeT MakeT U3
anmapaTtHoro Oydepa B onepaTUBHYIO aMATh. 3aTeM MAKET IepeaeTcs B CETEBOM CTEK
sanpa Uit nanpHeimei oopadorku. [Ipumep: [Maker ICMP (ping) nepena€rces npaiiBepom
cereBoit kapThl B ctek TCP/IP ans ganpHeimeit Mapmpytuzauuu. 3. @uibTpanus u
obpaboTtka nmaketa B Netfilter Netfilter — 3To moacucrema Linux, oTBeTcTBEHHAas 32
¢unbTpanuio nakeros. [Taker npoxonut yepe3 nenouku PREROUTING, INPUT,
FORWARD, OUTPUT, u POSTROUTING B 3aBUCHMOCTH OT Ha3HAYCHUS U
npoucxoxaeHus. [Ipumep: Eciau HacTpoeno npasmiio B iptables, koTopoe 6J10kupyeT
ICMP-3amnpocsl, maket OyaeT oT¢UIbTPOBaH U OTKJIOHEH Ha dTane INPUT. 4.
Mapupyruzanus nakera Ecnu naker He OTQMIBTPOBaH, AP0 NPOBEPSIET TAOIUILY
MapuIpyTU3aLUH, YTOObI ONPEIETUTh, HYXKHO JIM IIepe/iaTh MAKeT JIOKATbHOMY IPOLECCY
WJIM MapLIPpYTU3UPOBATh €ro Ha Apyroi y3en B cetu. [Ipumep: Ecnu [P-agpec Ha3HaueHus
COOTBETCTBYET JIOKAJILHOMY aJIpecy, MaKeT HampasisieTcss Ha 00paboTKy JIOKAIbHOMY
MPOLIECCY; NHaYe — IepeaipecOBBIBAETCS Yepe3 COOTBETCTBYIOIMNN HHTepdeiic. 5.
IIpoToK0JIBI YpOBHS TPAaHCIIOPTHOTO YpOBHA Eciy naker nmpenHa3HaueH 1 JIOKaIbHOIO
X0CTa, SIIPO 00pabaThIBAaCT €ro Ha ypOBHE TPAHCIIOPTHOTO MTPOTOKoJa (Hanpumep, TCP,
UDP, ICMP). Craavana npoBepsieTcsi HOPT Ha3HAUYEHUSs!, YTOOBI epeiaTh MaKkeT
COOTBETCTBYMOIIEMY npuioxkenuto. [Ipumep: Ecou ato TCP-naker, on Oyaet
aCCOLIMMPOBAH C COOTBETCTBYIOLIMM COKETOM IPUIIOKEHUS yepes3 nopT. 6. [lepenaua
nakera npuiokeHuto [laker nepenaercst B COOTBETCTBYIOLIUI COKET MM MPHIIOKEHUE,
Hanpumep, B ciaydae web-cepBepa naker HTTP nepenaercst Be6-cepBepy, TakoMy Kak
Apache nnu Nginx. [Ipumep: Ecnu sto naker TCP, npennaznaueHHbIN a5 BeO-cepBepa
Ha niopTy 80, oH Oyzaer nepenan BeO-cepBepy Apache nns o6padorku HTTP-3ampoca. 7.
OTBeT Ha 3ampoc WK nocieayromas nepeaavya Ecinu maker Tpedyer oTBeTa (Hampumep,
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14 3anpoca ICMP), cooTBeTcTBYIOLIEE TPUITOKEHUE UIIH SIIPO TEHEPUPYIOT OTBETHBII
MaKeT, KOTOPBIA 3aTeM MPOXOIUT aHAJIOTHYHBIC ATAIbl 00pabOTKH, HO B 00paTHOM
nopsiake: otnpasisercs yepes ctek TCP/IP, punbtpyercs B Netfilter u nepemaéres
obOpatHo uepe3 cereBoii uHTepdeiic. [Ipumep: B cinyuae ICMP-3anpoca npusioxeHue uiu
a1po renepupytoT ICMP-oTBeT, KOTOPBIN OTIIpaBIIsIETCS 0OPATHO OTIPABUTEINIO YEPE3
unrepdeiic eth0.

3. IpuHiuns! GyHKIMOHUPOBAHUS CUCTEMBI 3JIEKTPOHHOM MOYTHI
OTtBeTsI:

ITepeunciieHbl OCHOBHBIE IIPUHLIUIIBL.
Bepnsiii orBeT: Crctema 3J€KTpOHHOM MOYTHI TO3BOJISET MOJIb30BATENSAM OTIPABIISITH U
noiy4yarb coobuienus yepe3 Marepaer. OCHOBHBIMH KOMIIOHEHTAMU SIBJISIOTCS TIOYTOBBIC
KJIMEHTBI, IOYTOBBIE CEPBEPHI U MPOTOKOJIbI, Takue kak SMTP, POP3 u IMAP. Korna
MIOJIb30BATENb OTIPABIIAET SJICKTPOHHOE MUCHMO, IIOYTOBBINA KIMEHT nepenaét cooduienmne
Ha UCXOJSIINN cepBep ¢ moMolsio mpotokosa SMTP. Ceppep noctaBisieT cooOIIeHne Ha
cepBep MoJayyaTelis, IJI€ OHO XPAaHUTCS 10 T€X 10p, O0Ka M0Iy4aTesb HE 3alpOCUT €ro
yepe3 cBoil mouToBbIi KiaueHT. [Iporokonst POP3 u IMAP ucnons3ytores ais nonydeHus
coobmenuii: POP3 3arpyskaeT nucbMa Ha yCTPOHCTBO MOIB30BATENS U OOBIYHO YAAISCT
uXx ¢ cepBepa, Torna kak IMAP coxpansier cooOI1ieHus Ha cepBepe, CHHXPOHU3UPYS UX
MEX/1y HECKOJIBKMMHU ycTpoiicTBamMu. CrcTeMa 3JIEKTPOHHOM MOYTHI TAKKE BKIFOYAET
GbyHKIUU QUIBTpaIMK cliaMa, mu(POBaHUs COOOIICHUI U yIIpaBIeHUe KOHTAaKTaMU.

4.CpaBHeHHE CHUCTEMBI yripaBieHus uaeHtudukanueit Ha ocnose LDAP u Kerberos
OTtBeTsI:

[lepeuncnensl ocHoBHBIE pyHKIMHU TpoTokoioB LDAP u Kerberos.
Bepnpriii otBet: Hasznauenue u obmnacts npumenenusi: LDAP: LDAP ucnons3yercs s
XpaHEHUs U YIPABJIEHUS JaHHBIMU O M0JIb30BATENSIX, TPYIINAX, YCTPOMCTBAX U APYrUX
00BEKTaX B Hepapxuueckoi cTpykType. OH obecreyrBaeT HEeHTPATU30BaHHYIO 0azy
JAHHBIX JUIsl XpaHEHUs WH(OpMaLUU, KOTOPasi MOXKET OBbITh UCII0JIb30BaHa Pa3InYHBIMU
ciy>k6aMu A1 ayTeHTU(UKALMU U aBTOpHU3alMy Tojb3oBareneit. [Ipumep
ncnonb3oBanus: LDAP gacto npumensiercs Juis OpraHu3alniy HEeHTPaTU30BaHHOT O
Karajora, KOTOpPbIi UCIIOJIb3YeTCs AJIs yIIPaBJICHMs I10JIb30BATENAMU B KOPIIOPATUBHON
CETH, a TaKXKe JUIsl IPEOCTaBICHNs CEPBUCOB, TAKUX KaK aJpecHas KHUTra, CEPBUCHI
3JIEKTPOHHOMN MOYTHI U Apyrue ciyx0bl. Kerberos: Kerberos — 3to mpotokon
ayTeHTU(UKALUY, KOTOPBIN IpeJocTaBiseT 0€30MacHYI0 U HAJe)KHYIO ayTeHTU(DUKALIUIO
MoJIb30BaTesel u cepBUCOB B ceTH. OH paboTaeT Ha OCHOBE CUCTEMBI TUKETOB, YTO
MIO3BOJISIET MTOJIB30BATENSAM ayTEHTU(PUIIMPOBATHCS OJMH pa3 U MOoJaydaTh JOCTYH K
MHOECTBY CEPBHCOB 06€3 He00X0AMMOCTH OBTOpHOH ayTeHTUuKaruu. [Tpumep
ucnosnb3oBanus: Kerberos mmpoko ucnomns3yercs B cucteMax, e Tpedyercs BhICOKast
6e30macHOCTb, TakuX Kak Active Directory, s obecriedeHus 1eHTPaTu30BaHHOTO
yIpaBJiIeHUs JOCTYNOM U ayTeHTUu(uKanuen B cetu. Mexanusmsl pabotel: LDAP: LDAP
paboTaeT 1o npuHLHMITY 3arpoca 1 orBera. KnueHnr ornpasiser 3anpoc kK LDAP-cepsepy
JUTS TIOUCKA, T00aBJICHUS, M3MEHEHUS WIIH YAAJICHHsI TaHHBIX B Katajore. LDAP
ucnonb3yet nporokosa TCP/IP nns nepenaun JaHHBIX U MOKET paboTaTh MO
3amuieHHoMy coenunennto uepe3 LDAPS (LDAP over SSL). LDAP ne 3anumaetcst
ayTeHTU(UKaLuel moyib3oBaTesel, HO IPeAoCTaBIIsAeT JaHHbIE, HEOOXOAUMBIE TS
ayTenTH(uKauu (HampuMmep, XpaHeHue napoJei, xemeii). Kerberos: Kerberos
UCMOJIb3yeT CHMMETPUYHOE MIH(PPOBAHNE U CUCTEMY TUKETOB Ul ayTeHTH(UKALIUH.
Korna nonbs3oBarens npoxoaut ayreHTudukanuio, Kerberos Bergaer tuker-gocryn (Ticket
Granting Ticket, TGT), KoTOpbIil HCHIOTB3YETCS ISl MOTYYSHUS PYTUX TUKETOB IS
JIOCTYTa K pa3JIM4HbIM CepBHUCaM B ceTH 0e3 MoBTOpHOTro BBoJa napoiis. Kerberos
pabotaet no nporokony UDP u moxet ucnomns3oBats TCP nis nepenaun 601bux
JAHHBIX WU B CITy4ae BHICOKOW HaJle)KHOCTH coenuuenus. bezomacnocts: LDAP: LDAP
HE MPeI0CTaBIsIeT BCTPOSHHBIX MEXaHU3MOB Ul ayTeHTU(UKaU 1 mH1(poBaHus,
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[I03TOMY OH YacTO UCIOJIB3YETCS B CBSI3KE C APYTUMHU IIPOTOKOJIAMHU, TAKUMH KaK
Kerberos, m1s noseienus oe3omacaocti. LDAP MoxkeT ucnonb3oBate SSL/TLS ms
3alUThI JAaHHBIX B mpoiiecce nepeaaun. Kerberos: Kerberos o6ecnieunBaer BEICOKHIA
YpOBEHb 0€30MaCHOCTH, UCIIOJIB3YSI MEXaHNU3M B3aUMHON ayTeHTU(UKAIMU U IH(PPOBaAHUSL
Ha OCHOBE CUMMETPHUYHBIX Kitoueil. Bce naHHble, epejaBacMble MEXy KIMEHTOM U
cepBepoM, MHUGPYIOTCS, YTO MPEAOTBpAIaeT NepexBaT WK NOCNIKY JaHHbIX.
Wurerpanus u ucnonb3oanue: LDAP: LDAP mMoxeT HHTErpupoBaThCsl ¢ pa3iMuHbIMU
CepBHCaMU U MPUIIOKEHUSIMHU, TAKUMH KaK TIOYTOBBIE CEpBEPHI, BEO-TIPUITOKECHHUS,
CHCTEMBI yIpaBieHHs J0CTyoM U T.1. LDAP yacto ucnonbs3yercs: B KauecTBe 0a3bl
JTAHHBIX JUISl XpaHeHUs HH(OPMALIUU O MOJIb30BaTeNsIX, KOTOpas 3aT€M HCIOIb3YETCsl IS
ayreHTU(UKaIuu B Ipyrux cucremax. Kerberos: Kerberos ucnons3yercst B cuctemax, rjie
HeoOxouMma Oe3oracHas ayTeHTH(UKALKs 0JIb30BaTeNIel U CEpPBUCOB, YaCTO B CpeIax,
rae Tpedyercs moanaep:xkka SSO (Single Sign-On). O MoxeT uHTErprpoBaThcs ¢ LDAP
JUIS TIOJIy4€HHUS JaHHBIX O MOJIb30BaTelNAX, HO caM Kerberos 3aHuMaeTcs TOIbKO
MIPOIIECCOM ayTEHTH(HUKAIIHH.

2. Komnerennusi/Unaukarop: U/1-2pnk-1 JleMoHCTpUpYET 3HAaHHE OCHOB YCTPOMCTBA U
(YHKIMOHUPOBAHUS COBPEMEHHBIX ONIEPAIIMOHHBIX CHCTEM

Bonpocel, 3a1anns
1.KakoBa cTpyKTypa 1 OCHOBHBIC KOMIIOHEHTHI apXUTEKTYPhI OTIEPAIIMOHHON CHUCTEMBI Ha Oa3e
spa Linux?
2.Kak siapo Linux B3aMMOAEHCTBYET C MOJIb30BATEIILCKUMU IIPOrpaMMaMu M 000pyI0BaHHEM?
3.YTo Takoe CUCTEMHbIE BbI30BbI U KaK OHU 00ECIEYMBAIOT B3aUMO/ICHCTBHE IPUIIOKEHUH C
sapoM Linux?
4.Kak opranu3oBana (aiinoBas cucrema B Linux? Kakue ocHOBHBIE KaTajoru CyIIeCTBYIOT U
KaKOBO UX Ha3HaueHue?
5.Kak ocyecTBiisieTcst ynpanjeHue MoIb30BaTessiMu U rpynnamu B Linux? Kakue komaH b1 1
(aiibl UCTIONB3YIOTCS JIJIsl 3TOT0?
6.Kak HacTpanBaroTcs mpaBa J0CcTyna Juis ojab30BarTenel u rpynin B (aitinoBoii cucreme
Linux?
7.Kakue MeTonibl ynpaBieHus MpoleccaMy CyIiecTBYIOT B Linux, 1 Kak OHU peau30BaHbI?
8.Kak MOHO KOHTPOJIMPOBATh U YIPABIATH MPOLIECCAMU C TIOMOILBbIO KOMaH/ M CHCTEMHBIX
BbI30BOB B Linux?
9.Kaxk cucrema Linux o6pabaThiBa€T MPHOPUTETHI MPOIECCOB U YTO TaKOE TUTAHUPOBIIUK
3a1ay?
10.KakoBbI OCHOBHBIE METO/Ibl YCTAHOBKH U OOHOBJIEHHUS ITporpaMm B Linux?
11.Kak aBromatu3upoBats 3agauu B Linux ¢ momouisto shell-ckpunros u ansible?
12.Kakue TeXHOJIOTuH BUPTYyaIu3aluu nojaaepxusatorcs B Linux?
13.Kak HacTpouTh 3a7ja4u 110 PaCIUCAHUIO?

Matepuanbl AJ151 IPOBEPKH OCTATOYHBIX 3HAHUM

1.Kakne ocHOBHBIE KOMIOHEHTHI COCTABIISAIOT APXUTEKTYPY ONEPAIMOHHON CUCTEMBI Ha 0a3e

anpa Linux? Ilepeunicnute ux GyHKIIMN U Ha3HAYECHHE.
OtBeThI:

[TepeunciieHbl OCHOBHbIE KOMIIOHEHTHI.
Bepusriit otet: SAnpo (Kernel) Snpo siBisieTcst ieHTpaIbHBIM KOMIOHEHTOM
orepaioHHoi cucreMsl Linux. OHO ynpaBiisieT OCHOBHBIMH CUCTEMHBIMH PECYPCaMH,
TaKMMH KakK IaMsTh, IPOLIECCOPBI, U YCTPOHCTBA BBOAA-BBIBOAA. S IpO Takke
MpelocTaBIsgeT UHTep(dENchl 115 B3aMMOIEUCTBUS C anapaTHbIM 00eCIIeYeHUEM.
ITpumep: Korna nporpamma 3anpamuBaet (aiin Ha TUCKe, 11po 00pabaTeIBaeT 3anpoc,
B3aMMOJICICTBYS ¢ (ailioBOi cucTeMOil U apaliBepaMu IHUCKa, YTOOBI U3BIICYb
HeoOxoauMmeble nanHble. O6omouka (Shell) O6onouka — 310 HHTEpPEc MEKTY
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10JIb30BaTeIeM U AapoM. OHa HHTEPIPETUPYET KOMAH/Ibl, BBOAUMBIE II0Jb30BaTENEM, U
nepeaaeT ux sAapy uist BeimoigHeHuss. O00JI09Ka MOKET ObITh KOMaHHOW CTPOKOM
(marmpumep, Bash) nnu rpapuueckum unrepdericom. Ilpumep: Ilonp3oBarens BBOAUT
koMaHny s B o6omouke Bash, u 060ouka nepegaet 3Ty KOMaHy siAPY, KOTOPOE
BBITIOJTHSIET COOTBETCTBYIOIIYIO CUCTEMHYIO (DYHKIIHIO JIJIsi OTOOpakeHUs CriucKa (aiios.
Qaitnosas cucrema QailsioBasi cucTeMa yrpapisieT XpaHEHHEM U JOCTYIIOM K JaHHBIM Ha
KECTKUX JUCKAX U JPYTUX YCTPONCTBaX XpaHeHus. OHa OpraHu3yeT JaHHbIE B BUJIE
(aiioB 1 KaTajaoroB U MpeaocTapiseT HHTepdeic ans ux yTeHus u 3anucu. [pumep:
daiinoBas cucrema ext4 odecrieynBaeT HaJIe)KHOE XpaHEHHE JAHHBIX C MOIEPIKKOM
KYPHAJIMPOBAHUS, YTO TIOMOTAa€T 3alIUTUTh JAHHBIE OT MOBPEXKIACHUSI IPU COOSX CUCTEMBI.
JpaiiBepsl yCTpOUCTB IpaiBepsl yCTPOMUCTB — 3TO CIELUAIbHBIE MOLYJIH, KOTOPHIE
MO3BOJISIIOT SIIPY B3aMMOJIEMCTBOBATH C anmapaTHbIM 00ecreueHneM, TAaKUM Kak CeTeBbIe
KapThl, )KECTKHE AUCKH, TPUHTEPHI U T. 1. OHM abCTparupyroT AeTanu paboThl yCTPOUCTB,
npeaocTaBisist yHUpUIIMpoBaHHBINA nHTEpdetic st sapa. [Ipumep: [paiiBep ceTeBoit
KapThl 00ecrieunBaeT nepeaady JaHHbIX MEXIy SApoM Linux U ceTeBbIM afanTepoM,
MO3BOJISISI CUCTEME MOJKII0YaThes K ceTu. Cuctemubie 6ubanoreku CucTeMHble
OMOIMOTEKH PEOCTABIISIOT MHOKECTBO (DYHKIIHIA, KOTOPBIE MOTYT MCIIOJIb30BATHCS
npuiokeHusMu. OHU BKIIOYAOT B cedst Oubmuoteky C (glibc), koTopas coaepKut
¢byHkuuu s paboTsl ¢ (ailmaMu, CTpoKaMu, MPOIecCcaMi © MHOTUMH JPYTrUMH 0a30BBIMH
oneparusamu. [Ipumep: Koraa npunoxkenue ucnomnb3yet GpyHkuuto printf ams BeiBoa
TEKCTa Ha 3KpaH, 3Ta QYHKIHUS MPEIOCTABIISIETCS CHCTEMHON OnbimoTexoit glibe.

2.Kakue cymiecTByloT CHCTEMHbBIE BBI30BBI B Linux, U KakoBa UX poiib?
OTBeTHI:

JHano onpexnenenue. [IpuBeaeHs npuMephl.
Bepusriii otBet: Onmcanue: CUCTEMHBIE BBI30BBI — 3TO HHTEpdENc Mex Iy
TI0JIb30BATEIBCKUM IIPOCTPAHCTBOM U SIPOM OIEPAIIMOHHOM cucTeMbl. OHU TIO3BOJISIOT
MIPWJIOXKEHUSM 3allpalluBaTh yCIyTd, IPEJOCTaBIsEMBbIE POM, TAKUE KaK yIIpaBICHHUE
nporeccamu, (paitioBBIMU CUCTEMAMH, CETEBBIMU B3aUMOJICHCTBUSIMU U amlapaTHBIMU
pecypcamu. [Ipumep: CucteMHBIH BbI30B open() UCHOIb3yeTcs JUIsl OTKPBITUS (aiina.
Korna npunosxenue BbI3bIBaeT open(), p0 OTKPbIBAeT yKa3zaHHbIN (aiiia 1 Bo3Bpalaer
(aitoBbIil 1eCKpUNTOP, KOTOPHII NPUIOKEHHUE 3aTEM MOKET UCIIOJIB30BaTh AJIsl YTEHUS
WM 3aIUcH JaHHbIX. OCHOBHBIE KATETOPUU CHCTEMHBIX BHI30BOB

3.Kaxk paboraroT Mojienu noctymna K 3amuiiéanoi nadopmanuu 8 OC?
OTBeThI:

[lepeuncienbl MOJEN KOHTPOJISL JOCTyNa
Bepusiit otBet: CylecTBYIOT MOJENIM KOHTPOJISL JOCTyIa, Takue kak Discretionary Access
Control (DAC), Mandatory Access Control (MAC) u Role-Based Access Control (RBAC).
OHu onpenenstoT, KTO U KaK MOXKET MOJIYUYUTh JOCTYII K pECypcaM CUCTEMBI Ha OCHOBE
MIpeIoNpeaeIEHHBIX TPABUII U MOJIUTHK.

4.Kaxk pabotaet mporokon ARP, 1 kakyio pojb OH UTPAET B CETEBBIX B3aUMOJICHCTBUSIX?
OTBeTHI:

JlaHo npaBHIIbHOE OTIpeJiesIeHUe MPOTOKOJIAa U €r0 OCHOBHOM (DYHKILIMH.
Bepnpriii otBeT: ARP (Address Resolution Protocol) ucnomns3yercs mist mpeoOpa3zoBaHust
IP-anpecoB B MAC-aapeca. Korna ycTpoiicTBO X0UeT OTIIPaBUTh JaHHBIE B JIOKATBHOM
ceTH, oHo 3anpamuBaeT MAC-anpec o uszsectHoMy IP-anpecy ¢ momomsro ARP-
3arpoca.

II. Onucanue wikanvl oueHuBanUA
Oyenxa: 5 («OTIUYHO)

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
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Onucanue xapakxmepucmuxu 8blnoHeHus 3Hanus: PaboTa BIOJIHEHA B paMKaX "TPOJABHHYTOTO"
ypoBHs. OTBETHI JaHbI BEPHO, YETKO CPOPMYITUPOBAHHBIE OCOOEHHOCTH MPAKTUUECKUX PEIICHUI

Oyenxa: 4 («XOpoILO»)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuku 6blnoaHeHus 3uanus: Pabota BeIoiHeHa B paMkax "0a30Boro"
ypOBHsI. BOJIBIIMHCTBO OTBETOB JTaHBI BEpHO. B yacTh MaTepuana ecTb He3HAUNTEIILHBIC
HE/I0CTAaTKU

Oyenka: 3 («yIOBICTBOPUTEIHHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu 6vlnoineHus 3Hanus: PaboTa BeINOMHEHA B paMKax "Moporosoro"
ypoBHsi. OCHOBHas 4acTh 3aJaHus BBIIIOJIHEHA BEPHO.

Oyenka: 2 («<HEYJTOBICTBOPUTEIHLHOY)
Onucanue xapakmepucmuku 6blnonneHus 3Hanus: PaboTa He BHIIOTHEHA WM BBIITOTHEHA
PEUMYIIECTBEHHO HETPABHILHO

1I1. IIpasuna évicmasnenus umozoeoi OyeHKu no Kypcy

Onenka omnpenensercs IO COBOKYIHOCTH pE3YJIbTaTOB TEKYILErOo KOHTPOJS YCIIEBAEMOCTH B
cooTtBeTcTBUU C [lonoxeHnem o OamibHO-peUTUHIOBOM cucteme s cryaeHToB HUY «MOW».
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