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1. HEJIM U BAZJIAYHU OCBOEHU A JUCHUIIIINHBI
Leab ocBoeHMs] TMCUMIJIMHBI. W3YY€HHE OCHOBHBIX MPUHIHUIOB HCIOJIb30BAHUS COBPEMEHHBIX
UH(GOPMAIIMOHHO-TIPOTPAMMHBIX TEXHOJIOTUN W BBIYUCIHTEIBHBIX CPEJCTB B 00JaCTH aBTOMATH3AINH H
yIpaBiIeHUS
3agaum QU CHUIITTHHBI
- popmupoBanue 3Hanui 0 cTpykrype ACYTII u Ha3HAYCHUU OTJEIBHBIX MOJACUCTEM H CHCTEMBbI

B IICJIOM;

- n3yudenue npuHnumna pabotet SCADA cuctem;
- n3y4eHust Metos10B u cpeacts cBsizu SCADA cucrtem ¢ ypoaeM ITJIK B ACYTII;
- MpUOOpETeHNE HaBBIKOB KOHUTyprupoBaHus pazaudabix SCADA cucrtem npu paboTe ¢

pasnuunbivu [TJIK.

dopmupyembie y 00yJaronerocs KOMNeTeHIUH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yUYeHHs TI0
JUCIUIIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

Koa n HaumMeHoBaHue
KOMIIETeHI{UH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIEeTeHINH

3amiaHNpOBaHHbIE Pe3yJbTAThI 00yUeHHus

OIIK-6 CnnocobeH
OCYILECTBIISATH COOp U
MIPOBOJIMTH aHAITHM3 HAYIHO-
TEXHUYECKOH MH(POPMAIIHIH,
0000111aTh OTEUYECTBECHHBIN
1 3apyOe)KHBIH OTBIT B
o0yacTu cpesncTB
aBTOMAaTHU3aIUH U

NI-20nk-6 MoXeT TpOBOANTH
cOop, aHam3 U 0000IIICHHE
OTEYECTBEHHOH U 3apyOeIKHON
HAYYHO-TEXHHUYECKOU
uH(popmManuu B o0nacTu
CpE/ICTB aBTOMATH3AIMH U
yIIpaBJICHUS

3HATK:
- oommactu npumenennst ACYTII u mecto
SCADA cucreM B HUX.

YMETB:
- BBISIBJIISITH MECTA IMOJIHOM U YaCTUYHOU
aBToMaru3zamuu npoimecco B ACYTIL

yIIpaBICHUS
OIIK-7 Cnocoben U I-1lonk-7 demonctpupyet 3HaTh:
OCYIIECTBIISATh 3HAHHE CXEMOTEX HUYIECKIUX, - METOJIbl U TEXHHUYECKHE CPEICTBA

000CHOBaHHBII BBIOOD,
pa3pabaTeiBaTh U
peann30BbIBaTh Ha
MIPAKTUKE
CXEMOTEXHUYECKHE,
CUCTEMOTEXHHUYECKUE U
anmnapaTHO-MPOTrPAMMHBIE
PENICHUS TS CUCTEM
ABTOMATHU3AINH U

CHCTEMOTEXHUYECKUX U
MPOrPAMMHO-AIIAPATHBIX
PELIEHU ISl CUCTEM
aBTOMAaTHU3allMU U YIPABICHUS

CHTHAJIU3aIlMH O COCTOSHUU 00BEKTa
yIpaBlIeHUS U PUHSATHIC HOPMBI TS
0TOOpaX€HUs TPEBOT U COOBITHUH B
SCADA cucremax;

- METOJIbI IOCTPOCHHS COBPEMEHHOU
ACYVYTII na 6aze SCADA cucreMsl.

YMETh:

- pa3zpabaTbIBaTh CTPYKTYPY COBPEMEHHOM

ACVYTII nyist KOHKpETHOU 3a/1a4;

yIIPaBICHUS
- pazpabateiBath APM oneparopos B
SCADA cucremax.

OIIK-10 Crocoben 3HATh:

PYKOBOAWTH pa3pabOTKOH
METOAUYECKUX U
HOPMATHBHBIX JOKYMEHTOB,
TEXHUYECKOM
JIOKYMEHTAIIUU B 00J1aCTH
aBTOMAaTH3aIlNU
TEXHOJIOTHYECKHX
MPOLIECCOB U MPOU3BO/ICTB,
B TOM YUCJIE IO
KU3HEHHOMY ITUKITY

N-1lonk-10 leMoHCTpHpYeT
3HaHUE TpeOOBaHM K
MH(POPMALHOHHOMY
HAITOJIHCHUIO MECTOANYCCKUX 1
HOPMATHBHBIX JJOKYMEHTOB, K
TEXHUYECKOH JIOKYMCHTAIIHH
paspabaThIBAEMbIX CHCTEM
yIIpaBJICHUSI

- cTpyKTypy coBpemenHo ACYTIL

YMETB!
- aHAJTM3UPOBATh 3a/1a4y TTOCTPOCHUS
ACYTII, 000CHOBBIBaTh MPUMEHEHUS
ACYTII pa3auvaHON CI0KHOCTH IS
peleHnst KOHKPETHOM 3aauu.




Koa u HaumeHoBaHue
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHUsI

MMPOAYKIIMH U €€ KAaUCCTBY

2. MECTO JUCIUILINHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JucuurumHa OTHOCHTCS K OCHOBHOM Mpo(ecCHOHANBbHOW 00pa3oBaTelbHON Iporpamme
WHTenneKkTyaabHble TEXHOJIOTHH YIPaBICHHS B TEXHHUYECKHX CHCTEMax, 0OpaboTKa M aHAIM3 JaHHBIX
(manee — OIIOII), nanpaBnenust noarotoBku 27.04.04 YnopapineHue B TEXHUYECKUX CHCTEMAaX, YPOBEHb
00pa3oBaHus: BhICIIEEe 00pa30BaHUE - MATUCTPATypa.

basupyetcs Ha ypoBHE BBICIIEro 00pazoBaHus (0akamaBpuaT, CICIIHAIUTET).

Pe3ynbpTaThl 00y4eHus, MoJIy4eHHbIE P OCBOEHUM JUCLUIUIMHBI, HEOOXOAUMBI IIPU BBIITOJHEHUN
BBIIYCKHOM KBaJU(UKALMOHHON PabOTBHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

Pasnensr/TeMsl

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

m
33| E KonrakTHas pabora CP o
Ne JTUCIUTUTAHBL/ (D OPMBI g 2|8 CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAIH 8 g | © |Jlex | Jlab | Ip — - VKK | TK A cemectpe | ATTECTALMH
m P /KOHTPOJTB
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 ITonsatue ACYTII n 6 3 2 - - - - - - - 4 - Ilo020mo6Ka K KOHMPOILHOU padome:
SCADA, opranusarus N3yuyenue Marepuainos 1o pasaeny Ilonsatue
coBpemenHoit ACYTII, ACYTII u SCADA, opranu3zaliiisi COBpeMeHHOI1
noctpoerne ACYTII - ACYTII, noctpoerne ACYTII - HopmaTHBHEIE
HOPMaTHBHbBIE JIOKYMEHTBHI U TOJITOTOBKA K KOHTPOJIbHOM
JIOKYMEHTBI pabore
11 ITonsatue ACYTII u 5 1 - - - - - - - 4 - H3yuenue mamepuanoe 1umepamypHslx
SCADA UCHOYHUKOG:
1.2 HopmaTuBHbie 1 1 - - - - - - - - - [3], 5-9
JOKYMEHTBI
2 BsanmoneticTBre 48 4 12 - - - - - - 32 - Ilo020mo6Ka K KOHMPOILHOU padome:
SCADA c gpyrumu W3yuenue MmatepuaioB o pa3aeny
MIPWIOKEHUSIMU Bzaumoneiicteue SCADA ¢ npyrumu
Windows, mpoTOKOJIEI npmwioxkeHussMu Windows, pOTOKOJIEI 0OMeHa
oOMeHa JaHHBIMU B mauaeiMu B SCADA cucremax u OAr0OTOBKA K
SCADA cuctemax KOHTpPOJBHON paboTe
2.1 BzanmogeicTsue ¢ 18 2 - - - - - - - 16 - H3yuenue mamepuanioe 1umepamyphulx
JIpYrUMH UCIMOYHUKOG:
MPUITIOKEHUSMH [4], 970-1003
Windows
2.2 IIpoTokomns! mepenaun 30 2 12 - - - - - - 16 -
naaHeix B SCADA
cucrema
3 O0nacTv npUMeHeHUst 8 4 - - - - - - - 4 - Ilod20mo6Ka K KOHMPOILHOU padome:

SCADA cucrem, ux
OCHOBHBIE
BO3MOYXHOCTH, HCTOPUS
Y TCHACHIINH Pa3BUTHS

Uzyuenune maTepuaios 1o pazaerny O0mactu
npumenenus SCADA cucreM, MX OCHOBHBIE
BO3MOXHOCTH, UCTOPHUS U TEHIEHUUHU Pa3BUTHS
Y TIOAATOTOBKA K KOHTPOJILHOU paboTe
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3.1 HcTopus u TeHaeHIUN 2 - 1 H3yuenue mamepuanog 1umepamypHsix
pa3BUTHS UCIOYHUKOB:
3.2 [Mpumenenne SCADA 2 - 1 [1], 3-7
cucTeM
3.3 | Bosmoxnoctu SCADA 4 - 2
CHCTEM
4 OmnepanroHHEIE 19 - 15 Ilo020mo6Ka K KOHMPOILHOU padome:
cuctemsl st SCADA, Wzydenne maTepraoB Mo pa3uery
IIOHATHE CUCTEM Omneparronnsie cucteMsl st SCADA,
peanbHOTO BPEMEHH MOHSTHE CUCTEM PEATbHOTO BPEMEHH U
4.1 OmnepanroHHEIC 9 - 7 MOJITOTOBKA K KOHTPOJIBHOH paboTte
cucteMsbl st SCADA H3yuenue mamepuanios iumepamypHnulx
4.2 OmnepanroHHEIC 10 - 8 UCMOYUHUKOG:
CHCTEMBI PEATBHOTO [3], 24-27, 59-63
BPEMEHHU
5 CucteMsl 21 4 15 Ilo020mo6Ka K KOHMPOILHOU padome:
CUTHAJIM3aLUH B W3y4yenue marepuaiioB no paszzaeny Cucremsl
coBpemeHHBIX ACY TII curHanuzanuu B coppeMeHHbIX ACY TII u
5.1 CucteMsl 21 4 15 MOJIrOTOBKa K KOHTPOJIbHOW paboTe
CUTHAJIM3aIUH B Iloozomogka pedhepama: B pamkax
copemeHHbIX ACY TII pedepaTHBHOI YaCTH CTYJICHTY HEOOXO UM
MIPOBECTH 0030p JINTEPATyPHBIX HCTOYHUKOB I10
BBIOpAaHHOW TeMe, KOMIUIEKCHO OCBETHTH
BOIIPOC B COOTBETCTBHH C TEMOH pedepara,
MOATOTOBUTH NPE3CHTALNIO JUIS BBICTYIIICHUS
IO pe3ybTaTaM paboThl HA CEMHHAPCKOM
3aHATHH. B KauecTBe TeM pedepara CTyIeHTY
NPe/IIaraloTCsl CIEAYIONe BAPHAHTHI:
6 Hacrpoiika APM B 42 16 26 Ilodzomogka K nabopamopnoii pabome: J1is
SCADA cucreme BBIMOJIHEH U 33 JaHUI 110 JTA00PaTOpHO paboTe
6.1 HacTtpoiika APM B 42 16 26 HEO0XOIUMO NPEABAPUTEIHHO U3YIUTh TEMY H
SCADA cucreme 3aJa4H BBITIOJHEHNUS 1Tab0paTOPHOH paboTshl, a

TaK K€ U3y4UTh BOTIPOCHI BAPHAHTOB
00pabOTKU pe3yNIbTATOB 110 H3YYCHHOMY B
paznene "Hactpoiika APM B SCADA cucreme"
Marepuainy.

H3yuenue mamepuanog 1umepamypHsix
UCHMOYHUKOB:

[2], 14-19




OKk3aMeH 36.0 - - - - 2 - - 0.5 - 335
Bcero 3a cemecTp 180.0 16 32 - - 2 - - 0.5 96 335
Hroro 3a cemecTp 180.0 16 32 - 2 - 0.5 1295

Ipumeuyanue: Jlex — nexuuu; JIab — naboparopusie padoTsl; [Ip — npaktudeckue 3ausatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoektam/padboram; MKKII — nnauBuiyansHble KOHCYIBTAIIMH 110 KYpCOBBIM IpoekTaM/padoram; 'K- rpynmnoBsie KOHCYIbTAIIUH 110 pa3aenam
muctumunaer, CP — camocrositenbHas pabota crynenrta; MKP — unast konraktHas padota; TK — Texynuit koHTpoiis; [TA — npoMexyrodHas

aTTcCTanuAa



3.2 KpaTkoe coaep:kaHue pa3iejioB
1. llonamue ACYTII u SCADA, opeanusayus cospemennou ACYTII, nocmpoenue ACYTII -
HOPMAMUBHbLE OOKYMEHMbL

1.1. ITousatue ACYTII u SCADA

[Tonsitue Texnonornueckoro mnporuecca, nouarue ACYTII, nouarue SCADA cucrteMm, nmoHaTue
ERP cucrem. Mecro SCADA cucremsl B ynpaBleHUU NpefnpustueM. Jleranuzanus BEpXHEro
ypoBH# U HIKHETo ypoBHer ACYTIL.

1.2. HopMaTuBHBIE TOKYMEHTHI
I'OCT, MOK 1 n0oKyMeHTBHl APYTrMX OpraHU3alllid, HUCIOJIb3yeMbI€ MPU MOCTPOCHUE CUCTEM
ACVYTIL.

2. Bzaumooeiicmeue SCADA ¢ opy2umu npunodcernuimu Windows, npomokoavt 0bmeHa
oannvimu 6 SCADA cucmemax

2.1. B3aumoneiicTBue ¢ npyrumu npusioxeHusmu Windows

Dynamic Data Exchange (DDE). Component Object Model (COM). Object Linking and
Embedding (OLE)/ActiveX. OLE for Process Control (OPC). Ucnonb3oBanue OPC cepBepoB ams
obmena nannbiMu ¢ [TJIK.

2.2. IIporokonsl nepegauun ganubix B SCADA cucrema
Modbus. PROFINET. EtherCAT. SERCOS. ETHERNET Powerlink. MOK 60870-5-104.

3. Obracmu npumenenus SCADA cucmem, ux OCHOBHbBIE 803MOICHOCINU, UCHODUS U MEeHOCHYUU
pazeumus

3.1. UcTtopus 1 TeHAEeHIUN pa3BUTHS
[Tpuuunbl Bo3HukHOBeHU SCADA cucreM. O0uue tenaenun pazsutus SCADA cucrem.

3.2. ITpumenenne SCADA cuctem
O6nactu npumenennss SCADA cucrem.

3.3. Boamoxnoctu SCADA cucrem
OcHosuble ¢pyHkuu SCADA cucrem. Pexxumsl ynpasienus B SCADA cucremax. OCHOBHBIE
Bo3MOkHOCTH SCADA cucrem.

4. Onepayuonnwvie cucmemsvl 0as1 SCADA, nonsamue cucmem peaibio2o epemeruy

4.1. Onepauuonnsie cucrembl 1t SCADA
UcnonszoBanne OC cemeiictBa Windows st SCADA cuctem. [IpuumHBI 1MIHPOKOTO
ucnonszoBanus OC Windows st SCADA cuctem.

4.2. OnepaninoOHHbIE CUCTEMBI PEAIBHOIO BPEMEHHU
AxtyanpHOCTh Hcnionb3oBanusi OCPB Ha ceromusmauii nens. Haubonee pacrnpoctpaHéHHbBIE
OCPB. Ilpunuunst padotst OCPB. OCPB ecTkoro 1 He ®KecTKOro peajlbHOr0 BPEMEHHU.

5. Cucmemvi cuenanusauuu 6 coepemernoix ACY TII

5.1. Cucremsl curHanusanuu B coBpeMeHHbx ACY TII



[Toncucremsl curnanuzauuu. IIporpammuo-rexuuueckue pemenus. Curnanuzanus B SCADA-
cucreMax.

6. Hacmpoiika APM ¢ SCADA cucmeme

6.1. Hactpoiika APM B SCADA cucreme
Hactpoiika APM omnepatopa B pasnuuabsix SCADA cucreme TraceMode. Hactpoiika APM

oneparopa B paznuuHbix SCADA cucreme Genesis32. Hactpoiika APM omnepaTopa B pa3IMUHBIX
SCADA cucteme MasterSCADA.

3.3. Tembl NpaKTHYECKUX 3AHATHI
HE MPEeyCMOTPEHO

3.4. Tembl 1a060paTOPHBIX padoT
1. Hactpoiika APM oniepaTopos, TpeBor u onosemennit B MasterSCADA;
2. 3nakomctBO co SCADA cucremoit MasterSCADA ¢upmbt UHCAT;
3. Hacrpoiika cs3u ¢ [1JIK B Trace Mode;
4. 3nakomctBo co SCADA cucremoii Trace Mode pupmbr Adastra;
5. Hactpoiika OPC cepsepoB B Genesis32;
6. 3nakomcTBO co SCADA cuctemoii Genesis32 ¢pupmer ICONICS.

3.5 KoncyabTanuu

I pynnoewie koncyromauuu no pazoeiam oucyuniunsl (I'K)

1. OGcyxnenne wmarepuanoB 1o keiicam pazgena "llonatue ACYTII u SCADA,
opranusanus coppemeHHoil ACYTII, noctpoenne ACYTII - HopmMaTUBHBIE JOKYMEHTHI"

2. OO6cyxneHue marepuaioB o keiicam pasnena "BsaumopelictBue SCADA ¢ npyrumu
npuioxxkeHussMu Windows, mporokosibl oomeHa naHHeiMU B SCADA cucremax"

3. OO6cyxaeHne MaTepualioB 1o Keiicam paszzena "Oobnactu npumenenuss SCADA cuctem, ux
OCHOBHBIE BO3MOXHOCTH, UCTOPHUS U TEHIECHLIUU Pa3BUTH"

4. OOcyxaeHre MaTepualloB Mo Keicam pazzaena "OmnepanuonHble cuctemsl s SCADA,
MOHATHE CUCTEM pEabHOr0 BpeMeHH"

5. OO6cyxaeHne MaTepuasloB Mo Kelicam paszzena "CHcTeMbl CUTHAINW3ALUN B COBPEMEHHBIX
ACY TII"

Texywuii koumpons (TK)

1. KoHcynpranuu HampasieHbl Ha MOJIyY€HUE WHAMBUAYAIBHOTO 33aJaHUS JJI BBIIOJHEHUS
KOHTpObHBIX Meponpusathil no pasneny "[lonstue ACYTII u SCADA, opranuzanus
coBpemenHo ACYTIIL, noctpoenne ACYTII - HopMaTuBHbIE TOKYMEHTHI"

2. KoHcynbranuu HampapieHbl Ha MOJyYeHHE WHAWBUIYAIbHOTO 3a/aHUs ISl BHIIIOJHEHUS
KOHTPOJIBHBIX Meponpusstuid 1o pasgeny "BsaumoneiictBue SCADA ¢  apyrumu
npunoxenusMu Windows, npotokosibl oomeHa nanasiMu B SCADA cucremax”

3. Koncynpranuu HarpaBieHbl Ha MMOJyYeHHE WHIWBHIYaTHHOTO 3aaHUS ISl BHITOIHEHHUS
KOHTPOJIBHBIX MeponpusTHii mo pazgeny "O6mactu npumenenuss SCADA cuctem, ux
OCHOBHBIE BO3MOXHOCTH, UCTOPHUS U TEHICHLIUHU Pa3BUTH"

4. KoHCynbTaluy HarpaplieHbl Ha MOJy4Y€HHE WHIUBHIYyaIbHOTO 33JaHUs JJIS BBITOJTHEHHS
KOHTPOJIBHBIX MEPOTIPUATHH 110 pazaeny "Onepannonnbie cucteMbl st SCADA, monsitue
CUCTEM PEAIbHOTO BpeMEHH"

5. Koncynbranuu HampaBiieHbl Ha MOJIyY€HHUE WHAUBUAYAIBHOIO 3aJlaHUS JJIS BBHIOJHEHUS
KOHTPOJIbHBIX MEpONpPUATUH 1O pas3neny "CUcTeMbl CUTHAIM3aluu B coBpeMeHHbIX ACY
TII"



6. KOHCyJIBTaI_[I/II/I HaIpaBJICHBI Ha MOJYYCHHUC MHAUBUAYAJIBHOI'O 3adaHUsA JJIS1 BBIITOJIHCHUSA
KOHTPOJIbHBIX Meponpusatuii o pazaeny "Hacrpoiika APM B SCADA cucreme"

3.6 TemaTuka KypcoBbIX NPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJiOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3arIaHupOBaHHbBIC PE3YIbTAThI 00YUEHUS 110

Howmep paznena

OneHouHOE CpE€ACTBO

e —. Konapt JTVCIUIUTUHBI (B (T ¥ HAUMEHOBAHUE)
WHJIUKAaTOPOB cooTBeTcTBUU C 11.3.1)
(B cOOTBETCTBUU C pa3aeioM 1) 1[2]3]4]5]6

3HaTh:

obmactu npumenenust ACYTII u mecto SCADA V20116 + + TectupoBanue/Opranu3anys COBpEeMEHHOM

CHCTEM B HUX ] ACVYTII

MeToab! moctpoenust coppemenHort ACYTII Ha Gaze Tectuposanue/IIpumenenne SCADA cucrewm,

SCADA cucrteMsl WJI-1omk-7 + | + OIepallMOHHbIC CUCTEMBI JIJISI HUX, CUCTEMBbI
curHanuzauuu B ACYTII

METO/Ibl U TEXHUUYECKUE CPEICTBA CUTHAJIN3ALMH O TectupoBanue/IIpumenenne SCADA cucrem,

COCTOSIHMM OOBEKTA YIPaBJIEHUS U NPUHATHIE HOPMBI W1 + OINEpPALMOHHBIE CUCTEMBI JUIsl HUX, CUCTEMBI

TUTsl OTOOpaXkeHus TpeBor u coobiTuii B SCADA A-lome curHamuzanuu B ACYTII

CUCTEMAaxX

cTpyKTypy coBpemenHoi ACYTII Tectuposanue/IIpumenenne SCADA cucrem,

N-1omnk-10 + + OIEPALMOHHBIE CUCTEMBI ISl HUX, CHCTEMBI

curHammzauuu B ACYTII

YMersn:

BBISIBJISITH MECTA MIOJTHOW U YaCTUYHOMN W20 + + Jlaboparopnas padota/3nakomcTBO co SCADA

aBToMaru3anuu npoueccos B ACYTII cucreMoii Trace Mode ¢pupmer Adastra

pazpabateiBath APM oneparopos B SCADA Jlaboparopuas padota/Hactpoiika APM

cucTemMax N-lomnk-7 + | + | omepaTopoB, TPEBOT U ONOBEILEHUN B
MasterSCADA

paspabatbiBaTh CTPYKTYpY coBpemeHHoi ACYTII WJT-Lomk.s + + JlaGopatopHnas pabora/Hactpoiika OPC ceprepoB

JUTsl KOHKPETHOM 3a71a4 i B Genesis32

aHaJIM3UPOBaTh 3aaauy nocrpoenus ACYTII, JlaGopatopHnas pabora/3nakomctBo co SCADA

o0ocHoBbIBaTh NpuMeHeHust ACYTII paznuynoit cuctemoit Genesis32 ¢pupmsl [CONICS

CIOZKHOCTH 1T peLICHIA KOHKPCTHOH 3a/1a41 NJI-1omxk-10 + + | JIJaboparopnast pabota/3nakomctBo co SCADA
cuctemoit MasterSCADA ¢upmbt UHCAT
JlaGopatopHnas pabora/Hactpoiika cBs3u ¢ [1JIK B
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| Trace Mode
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHUS 11O JUCIMUILINHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
3 cemecTp

Dopma peanmzanuu: KoMrboTepHOE 3a/1aHHE
1. 3aakomctBO co SCADA cucremoii Genesis32 pupmber ICONICS (JIaboparopHas paboTta)
2. 3nakomctBO c0 SCADA cuctemoit MasterSCADA ¢upmbr UHCAT (JlabopaTopnast pabota)
3. 3nakomctBO co SCADA cucremoii Trace Mode ¢pupmer Adastra (JlabopaTopuas padora)
4. Hactpoiika APM omneparopoB, TpeBor u onosenieHui B MasterSCADA (JlaGopaTopHas
pabora)
5. Hacrpoiika cBs3u ¢ I1JIK B Trace Mode (JIaboparopHas pabota)
6. Hacrpoiika OPC cepBepoB B Genesis32 (JlabopaTtopnas pabota)

®dopma peanuzanuu: [lucekmennas padora
1. Opranuzauus coBpemennoit ACYTII (TectupoBanue)
2. ITpumenenue SCADA cucrtem, onepaimoHHbIE CUCTEMBbI JIJIsl HUX, CUCTEMbl CUTHAIM3AI[UU B
ACYTII (Tectuposanue)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 IIlpome:KyTOYHAS aTTeCTALMS 110 JUCHUIIMHE

Orzamen (Cemecmp Ne3)
Ouenka ompenensieTcsi B cOOTBETCTBUU ¢ [lomoxkeHneM o OaIbHO-PEUTHHTOBOM CHUCTEME ISt
crynentoB HUY «MOW» Ha oCHOBaHMHU CEMECTPOBOM U aTTECTALIMOHHON COCTABIISFOIIUX.

B numiom BeICTaBIsIETCS OIICHKA 32 3 CEMECTP.

IIpumeuyanue: OLeHOYHBIE MAaTEpUAIIBI 10 TUCIMITIIMHE IPUBEACHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

5.1 IleyaTHbIE H 3JIEKTPOHHbIE H3IAHNS

1. Mesun, C. B. Pa3paborka ACY Ha 6a3ze cpenbl nporpammuposanuss CODESYS u SCADA-
cucrteMbl TRACE MODE c opranuzanueii nepegaun nansasix mocpeactsom OPC-cepsepa.
JlaGopaTopHbIif MPaKTUKYM : yueOHoe rnocobue no kypcam "lIIpoekTupoBanue
aBTOMATU3UPOBAHHBIX cucTeM", "CrCcTeMbl aBTOMATH3AIMH U YIIpaBJICHUA" U JIp. TI0 HAMPaBJIECHUIO
"TennosHepreruka u terorexuuka" / C. B. Mesun, Hau. uccnen. yn-r "MOH" . — M. : U31-Bo
MDU, 2015 . —32 c. - ISBN 978-5-7046-1673-3 .

http://elib.mpei.ru/elib/view.php?id=7714;

2. Mapkapss JI. B.- "KomnsrotepHble TexHONOrUM yrpasiaeHus ¢ npumeHeHneM SCADA -cuctemsl
TRACE MODE 6", U3znarensctBo: "MUCHC", Mockaa, 2018 - (104 ¢.)
https://e.lanbook.com/book/115258;

3. Poaunonos, B. /1. Texunueckue cpeactsa ACY TII : yueGHOe mocoGue i By30B IO
CIeNUaIbHOCTH "ABTOMATHKA U yIpaBlieHHe B TexHuueckux cucremax' / B. JI. Pognonos, B. A.
Tepexos, B. b. SIkoBnes . — M. : Boicmas mikomna, 1989 . —263 c.;
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4. Tanen6aym, O. CoBpeMeHHBIE OTIepallMOHHbIE cucTeMbl = Modern operating systems : miep. ¢
anri. / O. Tanen6aym, X. boc . — 4-e u3n . — Cankr-IlerepOypr : I[Tutep, 2021 . — 1120 ¢. —
(Knaccuka computer science) . - Tut. 1. napamiensH. anri. - ISBN 978-5-4461-1155-8 ..

5.2 JIuueH3MoHHOEe U CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoe odecneyeHue:
1. Office / Poccuiickuii maket o(hUCHBIX IPOrpam;

2. Windows / OniepariionHas cucteMa cemeiicTsa Linux;

3. SCADA TRACE MODE;

4. MasterSCADA,;

5. Koyo Ethernet OPC Server;

6. ModBus-Slave.

5.3 UnTepHeT-pecypchl, BKJIOYasA NPogeccuoHaTbHbIe 0a3bl JAHHBIX 1 HH(OPMAIUOHHO-
CIIpaBOYHbIE CHCTEMBI:

1. 3BC Jlans - https://e.lanbook.com/

2. Hayunas sjekTpoHHasi 6udiamorexa - https://elibrary.ru/

3. ba3za nannbix Web of Science - http://webofscience.com/

4. ba3za nanabIx Scopus - http://www.scopus.com

5. DaexTponnasi 6udmoreka MIU (3B MIH) - http://elib.mpei.ru/login.php

6. ITopTan oTKpBITHIX AaHHBIX Poccuiickoii ®exepanuu - https://data.gov.ru

7. Ba3za OTKPBITHIX JaHHBIX MUHHCTEPCTBA TPYAA U COUMAILHOI 3a1uThl PD -
https://rosmintrud.ru/opendata

8. ba3za OTKpBITHIX JaHHBIX NMPO(ecCHOHATBHBIX CTAHAAPTOB MHUHHCTEPCTBA TPyAa U
conuaabHoi 3anmThl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

9. ba3a oTKpBITHIX JaHHBIX MHHHCTEPCTBA IKOHOMUYECKOT0 pa3BuTus P@ -
http://www.economy.gov.ru

10. Ba3a oTKpbITHIX 1aHHBIX PocduamonuTopunra - http://www.fedsfm.ru/opendata

11. OpunnanbHbii caiiT Pe1epaabHOI0 AreHTCTBA 110 TEXHUYECKOMY PeryJIMpoBaHHIO
MeTpoJioruu - http://protect.gost.ru/

12. OrkpbITas yauBepcuterckas nHpopmannonnas cucrema «POCCHS» -
https://uisrussia.msu.ru

13. OpunnanbHbli caiit MUHHCTEPCTBA HAYKH M BbIcLero odpasosanusi Pocceniickoii
®denepanuu - https://minobrnauki.gov.ru

14. Opunmnanbubli caiit @enepanbHOIl cJy:KO0bI 10 HAA30pY B cepe 00pa30BaHUs M HAYKH -

https://obrnadzor
15. ®enepaabublii moptas "Poccuiickoe odpasoBanume" - http://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomeneHus Homep aynuropun, OcHamenue
HAaUMCHOBAHHC
VYyeOubie aynuropuu i | M-307, YuebHas aynuropus | CTOJ NpenojaBaTelis, CTON y4eOHbIH,
[IPOBEACHUS JICKLIMOHHBIX CTYJI, JOCKa MEJIOBAasl, KOMIIBIOTEPHAs
3aHATUHN U TEKYILETO CeTh C BBIXOJOM B lHTEpHET,
KOHTPOJIA MYJIbTUMEAUMHBIN IPOEKTOP, IKPaH
K-120, MamvHHBIH 3aI1 cepBep, KOHAUIMOHEP
MBI
VYuebnble aynutopun uis | M-307, YyeOHast ayaiuTOpHust | CTOJI IpenoaBaTess, CTON y4eOHbIH,
IIPOBE/ICHUS CTYJI, JOCKa MEJOBAasl, KOMIIBIOTEPHAs
MIPaKTUYECKUX 3aHATHUH, CeThb ¢ BbIXOAOM B lHTEpHET,
KP u KII MYJIbTUMEANIHBIN POEKTOP, IKPaH

14




K-120, MammHHEBIH 3411

cepBep, KOHIUITUOHED

NBI]
VYyeOHbIC ayIUTOPUU IJIS M-200/2, JTabopaTopust CTOJI TIPENO/IaBaTelIs, CTOJ
[IPOBECHUS MHUKPOIPOLIECCOPHOM KOMIIBIOTEPHBIH, CTYJ, HIKaQ IS
1ab0paTOPHBIX 3aHITHIA aBTOMATUKHU JIOKYMEHTOB, TOCKa MeJloBas,

KOMITbIOTEPHAs CETh C BBIXOJOM B
NHTepHeT, KOMIbIOTEP MEPCOHATIbHBIN,
CTCH]T y4eOHBIN

K-120, MamuHHBIHN 3a71
MBI

cepBep, KOHIUIIUOHEP

VY4eOHble ayAUTOpUU IS
MIPOBE/ICHUS
MIPOMEKYTOUHOM
aTTecTaluu

M-307, YueOHas ayauTopus

CTOJI IIperoiaBaTelisi, CTOJ y4eOHbIH,
CTYJ, OCKa MEJIOBasi, KOMIIbIOTEPHAas
CETb C BBIXOZ0M B MIHTEpHET,
MYJIbTUMEAUMHBIN IPOEKTOP, IKPaH

K-120, MamuHHBIHN 3a71
MBI

cepBep, KOHIUIIUOHEP

Ilomenienus st
CaMOCTOSITENIbHOIN pabOThI

HTB-303, KomnbroTepHbIit
YUTATBHBIN 3aJ1

CTOJI KOMIIBIOTEPHBIH, CTYJI, CTOJI
IIMCbMEHHBIN, BEIIAJIKA U1 OEXKIbI,
KOMIIBIOTEPHAsI CETh C BBIXOJIOM B
HHTepHeT, KOMIIBIOTEDP IEPCOHAIBHBIN,
IIPUHTEP, KOHJUIMOHED

Ilomemenust misa
KOHCYJIbTUPOBAHUS

M-310, Hayunast rpymma
MHTEJUICKTYaJIbHBIX CHCTEM
YIIPaBJICHUS U JUATHOCTHKH

Kpecio paboyee, CTOI, CTYII, Kad s
JIOKYMEHTOB, KOMIIBIOTEPHAs CETh C
BBIXOJOM B HTEpHET, 10CKa
MapKepHasi, KOMIIbIOTEP

MEPCOHAJIbHBIN
[Tomemenus ans M-309, KnanoBas CTOJI, CTYJI, IIKad 175 XpaHEHUS
XpaHeHHUs 000pyJOBaHUS UHBEHTapsI
1 yueOHOTO MHBEHTapPs M-301/1, Knanosas CTyJ
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

KOMHI)I'OTCPHI)IE? TCXHOJIOTHUH YIIPABJICHUA B TCXHUYCCKHUX CUCTCMAX

(Ha3BaHME AUCIMILIMHBI)

3 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2
KM-3
KM-4
KM-5
KM-6
KM-7
KM-8

Opranmszanus coBpemennoir ACYTII (TectupoBanue)

3rakomctBO co SCADA cucremoii Genesis32 gpupmber ICONICS (JIlaboparopras paboTa)
Hacrpoiika OPC ceppepoB B Genesis32 (JlabopaTopHas pabota)

3rakomctBO co SCADA cucremoii Trace Mode ¢hupmer Adastra (Jlaboparopras paboTta)
Hacrpoiika cs3u ¢ I1JIK B Trace Mode (JIaboparopnas padota)

3rakomctBO co SCADA cucremoit MasterSCADA ¢upmer UHCAT (Jlaboparopras padoTa)
Hactpoiika APM omneparopoB, TpeBor u onosemeHuii B MasterSCADA (JIabopatopnast pabota)
[Tpumenenue SCADA cucrem, onepamoHHbIE CUCTEMBI IJIs1 HUX, CUCTEMbI CUTHAIN3AllUH B
ACVYTII (TectupoBanue)

Bujx npome:xyTo4HOI aTTecTalMu — JK3aMeH.

Nunexc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-
Howmep D — KM: 1 2 3 4 5 6 7 8
pasjena Henens 4 5 7 8 10 12 14 15
KM:
[Toastne ACYTII u SCADA,
1 OpraHu3anus COBPEMEHHOU
ACVYTII, nocrpoenue ACYTII -
HOPMATUBHBIC JOKYMEHTBI
11 [Moastne ACYTII u SCADA + + + +
1.2 HopMaTuBHBIE TOKYMEHTBI +
Bzaumoneiicteue SCADA ¢
2 JIPYTHMH TTPHIIOKCHHSIMH
Windows, npoTokosb oOMeHa
nanasiMa B SCADA cucremax
21 BzaumopeiicTBue ¢ 1pyrumMu + +
' npuioxeHussMu Windows
29 [TpoToKOITBI TTepe1aun TaHHBIX B +
' SCADA cucrema
O6nactu npumenerust SCADA
3 CHCTEM, X OCHOBHBIC
BO3MOXXHOCTH, HCTOPHS U
TEHACHIIUY Pa3BUTHUS
3.1 Hcropust 1 TEHIEHIIMH Pa3BUTHUS +
3.2 [Tpumenenne SCADA cucrem +
3.3 Bosmoxxnoctu SCADA cuctem + +
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OrnepalinOHHBIE CUCTEMBI IS

4 SCADA, NOHATHE CUCTEM
pealbHOTO BPEMEHHU
41 OrnepaiinOHHBIE CUCTEMBI JIS +
' SCADA
492 OrnepalinOHHBIE CUCTEMBI +
pealbHOTO BPEMEHHU
5 CucTtembl CUTHAIU3ALIUH B
coBpeMeHHbIX ACY TII
51 CucTembl CUTHAIU3ALIUH B N N
' coBpeMeHHbIX ACY TII
6 Hacrtpoiika APM B SCADA
CUCTEME
6.1 Hacrtpoiika APM B SCADA + + + +
CUCTEME
Bec KM, %: 15 15 20 25 10
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