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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-2 CnocobeH pa3pabaTbiBaTh U MPUMEHATh HHPOPMAIIMOHHBIE CHCTEMBI 00pa0OTKH 1
aHaJM3a JaHHBIX JUI1 aBTOMATH3aIMU POIIECCOB YIIPABJICHUS B CIOXKHBIX TEXHUYECKUX H
OpraHU3alMOHHO-TEXHUYECKUX CUCTEMaX
NJI-1 JleMOHCTpUpPYET YMEHUE OPTaHNU30BbIBAaTh 3KCIIEPUMEHTAJIbHBIE UCCIIE0BAaHUS U cOOp
9KCHEPTHON MH(OPMALIUK, IPOBOIUTH aHAJIN3 U MPEIBAPUTEIbHYI0 00paOOTKY JaHHBIX C
NPUMEHEHHEM aBTOMAaTU3HPOBAHHBIX HH(POPMAITMOHHBIX CUCTEM, BBIOMPATh 0OOCHOBAaHHBIE
crocoObl 00ecreyeH s 3alUThl JaHHbBIX
NJI-2 Moxet pa3pabarsiBaTh HHGOPMALIMOHHbBIE U HH(POPMAITHOHHO-aHATUTHIECKUE
CHCTEMBbl aBTOMATH3alMH IPOLIECCOB YIPABJICHUS B CIOKHBIX TEXHUYECKUX U
OpraHU3aIMOHHO-TEXHUYECKUX CUCTEMaX

K BKJIFOYACT:
AJIS TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH

®dopma peanuzanuu: buneTsl (MMCEMEHHBIN OTIPOC)
1. Tect Ne 1 (TectupoBanue)
2. Tect Ne 2 (TectupoBanue)
3. Tect Ne 3 (TectupoBanue)
4. Tect Ne 4 (TectupoBanue)

DPopma peanuzanmu: KomnerorepHoe 3a1anue
1. JTaboparopHas pabota Ne 1 (JJaboparopHas paboTta)
2. JJabopartopnas pa6ota Ne 2 (JlabopaTopHast pabota)
3. JJaboparopHast pabota Ne 3 (JJaboparopHas paboTta)
4. JIaboparopnas padota Ne 4 (JlaGoparopHas padoTa)

BPC aucuunavHbl

2 cemecTp

Beca KOHTpOIBHBIX MeponpHsITHil, Y0

Wnnekc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-

Pa3nen nucnuIninHbl KM: 1 9 3 4 5 5 7 3

Cpok KM: 3 4 7 8 11 12 14 15

OcHoBbI HH(GOPMALITMOHHON
0€30I1acCHOCTH

Brenenue B uHbOpMaIimoHHy0

+ + + +
6e3omacHocTh (UB).
[TpaBOBBIC aCMEKThI U MPECTYIUICHUS B 4 4 + +
cthepe Ub.
I(/ZIEaH;[ame U pEKOMEHAINU B cepe + + + + +




YnpasieHue J0CTynoM.

OcHoBbl kpunTorpaduu u
CUMMETPUYHBIE KPUIITOCHUCTEMBI

. BBenenue B kpunrorpaduro.

brounsle mudps! u ceth DericTens.

SP-cern.

OpnnocropoHHME QYHKIUU.

AcCUMMETpUYHBIE KPUIITOCUCTEMBI,
3JICKTPOHHAs IOAIKCH U
UHPPACTPYKTYPA OTKPBITHIX KITIOUEH

CBoiicTBa CUMMETPUYHOU
KpUnTorpaduu.

[TpoTokou pactpeneneHus KIoJe
Jnddu-Xemmmana.

HHuppacTpyKkTypa OTKPBITHIX KIIFOUEH
(PK).

3amuTa HHPOPMAIIH ITPH CETEBOM
B3aMMOJICHCTBUHU

YPOBHI/I 3alMThI JaHHBIX IIPH UX
nepeaadc 1o CCTu.

IIporokon IPsec.

CpencTBa 3amuTsl HHPOPMAITMOHHBIX U
KOMMYHHKAIIMOHHBIX CUCTEM

OO0BbeKTHI 3aUTHl UHPOPMAIIMOHHBIX U
KOMMYHHKAIIMOHHBIX CUCTEM.

TexHOJIOTUH 3JI0YMBILIJICHHUKOB U
YSI3BUMOCTH.

HoBsie TexHOMOrMH HHGDOPMAIIMOHHON
0€30I1aCHOCTH

O6uneruennas kpunrtorpadus.

+

Bec KM:

10

15

15

15

10

10

15

10

$06m1as yacts/Jy1s1 MPOMEKYTOUHOMN aTrTecTaund




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3yabTaThl  OOydeHHs 10
JUCITUIINHE
[1K-2 UA-1nk-2  JemoHcTpupyer | 3HaTh: Tect Ne 1 (TectupoBanue)
yMEHHE OpPraHM30BBIBAThH | HA3HAYEHUE U 00IIHE JlaboparopHas padota Ne 1 (JIJaboparopnast pabota)
DKCIIEPUMEHTAIIbHBIE npuUHUMIBI Ucniob3oBaHus | Tect Ne 2 (TectupoBanue)
uccienoBanusit U cOop | KpunrorpapuIecKux Tect Ne 3 (TectupoBanue)
OKCIIEPTHOH  HWH(OPMAIINH, | A ITTOPUTMOB. Jlaboparophast pabora Ne 3 (JIlaGoparoprast pabota)
MIPOBOUTH aHanm3 U | OCHOBHBIE MOAXOMBI K Tect Ne 4 (TectupoBanue)
MPEIBAPUTEIILHYIO pEIICHHUIO 3a/1a4 Jlaboparophast pabota Ne 4 (JIlaGoparoprast pabota)
00paboTKy  JaHHBIX ¢ | nHpOpMaITMOHHOM
IPUMEHEHUEM 0€30MacHOCTH;
aBTOMAaTH3UPOBAHHBIX YMmers:
MH(OPMALIMOHHBIX CHUCTEM, | BBIOMPATh KOMIUIEKC MEp
BbIOMpaTh  OOOCHOBaHHBIE | /IS 3aIUTHI HHGOPMALIUHN U
CIoCo0bI oOecnieyeHus | ”HPOPMAIIMOHHBIX CUCTEM.
3aIUTHI JAHHBIX
ITK-2 NJ-2mix-2 Mosxer | 3HaTh: Tect Ne 2 (TectupoBanue)
pa3pabaTbIBaTh BO3MOXHOCTH U JIaGopatophas pabota Ne 2 (JlaGopaTopHas pabora)
MH(pOpMallMOHHbIE U | OTPAaHUYEHHUSI CPEJCTB Tect Ne 3 (TectupoBanue)
UH(POPMAaIMOHHO- 3alIUThl UH(OPMALU U JIaGopatophas pabota Ne 3 (JlaGopaTopHas pabora)
AHATUTUYECKHE cucteMbl | nHGopMmarnmoHHbIx cucteM. | Tect Ne 4 (TectupoBaHue)
aBTOMAaTH3allMM IPOLECCOB | YMETh! JIaGopatopHas pabota Ne 4 (JlaGopaTopHas pabora)
yIpaBJIEHUS] B  CIOXXHBIX | HACTPAWBATh U
TEXHUYECKUX U | HCIIOJIb30BaTh CPECTBA
OpraHu3aIOHHO- 3anIUThl HHOPMAIHU U
TEXHUYECKUX CHUCTEMAax MH(POPMAIIMOHHBIX CHCTEM.




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. Teer Ne 1

@opmbl peasu3anun: bunets (MMCbBMEHHBINA OITPOC)

Tun KOHTPOJIBLHOT0 MeponpusaTHs: TecTupoBaHue

Bec konTpoabHoro meponpusitusi B bPC: 10

IIpouenypa mpoBeaeHUs] KOHTPOJILHOIO MEPONPHUSTHA: MPOXOXKJICHHUE TECTUPOBAHUSA MyTEM
BbIJIaya CTyJeHTaM OJIAaHKOB C BOIIPOCAMU JIJIsl TECTUPOBAHMUS, JINOO MPOXOXKIEHUE TECTUPOBAHUS C
MOMOIIIBIO CPEJICTB TUCTAHIIMOHHOTO 00yueHus. [IpoBepka pe3ynbTaToB BHITOJIHEHHUS.

Kpartkoe cogep:kanue 3aiaHusA:
TecT BKIto4aeT 18 Bonpocos 1o Teme «OCHOBHBIE MOHATHUS U MOJI0XKEHUS UH(POPMaLlMOHHON
6e3onmacHocTi». Kaxaplil Bonpoc TpeGyeT BbIOOpa 0JTHOTO U3 NPaBUIIbHBIX OTBETOB,
YCTaHOBJIEHUSI COOTBETCTBHUS IIOHATHH, YIIOPS0UEHUSI 1OCIIEI0BATENILHOCTH JEHCTBUI MU
peleHus npuMepa ¢ BBoJoM oTBeTa. Ha oTBeTHI BhIJensieTcs orpaHndeHHoe Bpems — 60
MUHYT.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3HaTh: Ha3HAu€HHE U  o0Imume 1.YcraHoBUTE COOTBETCTBUE MEXY TEPMUHAMU

MPUHLHUIIBI HCIIOJIb30BaHUs nH(OPMALIMOHHON OE30MaCHOCTH U UX OMPEICICHUSIMU.

KpUNITOrpahUeCKUX allrOPUTMOB. 2.Kakue Bu/bl TailHBI 3aKOHO/1aTEIBHO OINPE/IEICHBI B
Poccun?

YMeTb: BBIOMpaTh KOMIUIEKC MeEp 1.Kak moctpouts cuctemy JAByX(paKTOpHOI

JUISL  3aluThl  MHpOpMAIMM U ayreHTUUKanuu?

WH()OPMAIITMOHHBIX CUCTEM. 2.Kak oprann3oBarh paseieHue J0cTyna K ¢aiiiam B
oreparmonHoii cucreme Linux?

OnucaHue MKaJbI OlleHUBAHUS

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax.: 80
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BhEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHkKa "XopoIo" BbICTABIIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpPABJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 30
Onucanue xapaxmepucmuxu evinoneHus shanus: OneHka "yI0BIEeTBOPUTENIBHO" BHICTABIIAETCS
€CITM 3aJJaHue MPEUMYIIIECTBEHHO BBITIOTHEHO

KM-2. JlabopaTopHasi padora Ne 1

®opmbl peanusanuu: KomnerorepHoe 3a1aHue
Tun koHTpoABLHOr0 Meponpusitus: Jlabopatopnas padora
Bec kouTposabHoro meponpusitust B bPC: 15




IIpouenypa nmpoBegeHMs] KOHTPOJIbHOI0 MEpPONPHUATHS: Bblaua CTYyACHTAM WHIAUBUIYATbHBIX
KOHTPOJBHBIX 3amaHui. KoHCynpTammum 1o coiepkaHuio 3aJaHus. BeinmosHeHue 3agaHui
cryneHramu. [IpoBepka pe3ynbTaToB BBIIIOJIHEHUS.

Kpatkoe cogepxanue 3a1aHusi:
nabopaTopHas paboTa 1o Teme «YpapiieHHUE JOKAIbHBIM U YAAJICHHBIM JocTyrom». Llens —
MOJIYYUTh TEOPETUUECKUE U TTPAKTUUECKHE HaBBIKHU yrpaBiieHus n1octyrnoM B OC Linux u OC
Windows. TeopeTnueckast 4acTb COAEPKHUT ONPEIEICHUSI OCHOBHBIX TEPMUHOB YIIPABICHUS
JIOCTYTIOM, ONKMCaHUe AUCKPELMOHHON U MaHJaTHOU Mojienu foctyna. [Ipaktuyeckas yacth
BKJTIIOYaeT B ce0st mpumep ycranoBok goctymna B OC Linux u OC Windows.

KoHTposibHbIe BONPOCHI/3aJaHUA:

YMeTh: BBIOMpATh KOMILIEKC Mep 1.YcranoBure atpulyThl ¢aiina i 3aMUcy U YTEHUs
JUIs  3aI0UThl  MHOpMAMH | BJIJICNIBLIEM M 3aIpeT JIF000To JOCTyIa sl BCeX
MH(OPMALIMOHHBIX CUCTEM. OCTaJIbHBIX

2.Kak y3HaTh, IMEET JIM TIOJIb30BATENh JIOCTYII K (aiiy,
KaK 4JIeH TPYIIIBI

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe svinonnenus 3adanus 6 npoyenmax.: 80
Onucanue xapakmepucmuku vlnoiHenus 3Hanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu eblnonenus 3Hanus: OLeHKa "Xopouo" BbICTaBISAETCS €CIu
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUISI PEIICHUS 3a]1a9

Oyenka: 3
Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 30
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYIIECTBEHHO BHITIOJHEHO

KM-3. Tecer Ne 2

®opmbl peajau3anum: buiersl (MMCbMEHHBIN OIPOC)

Tun kouTpobHOrO Meponpusitus: TectupoBanue

Bec kouTposbHoro meponpusitust B bPC: 15

IIpouenypa npoBeaeHHss KOHTPOJIBLHOIO MEpPONPHATHS: BblJadya CTYyJE€HTAaM HHAMBHIYaJIbHBIX
KOHTPOJIBHBIX 3afaHui. KoOHCynpTaMu 10 COAEpXKAHUIO 3aJaHus. BelnoigHeHne 3amaHui
ctyneHTamu. IIpoBepka pe3yabTaToB BBIIIOJHEHUS.

Kparkoe conepxanue 3a1aHus:
TeCT BKJIto4YaeT 24 Bonpoca o teme «CUMMETpUYHbIE KPUNITOTpahuIeCcKUe allrOPUTMBD».
Kaxxapiit Bonpoc TpedyeT BbIOOpa 0JJHOTO U3 MPaBUIIbHBIX OTBETOB, YCTAHOBJICHUS
COOTBETCTBUS ITOHATUH, YIIOPSAAOYEHUS I10CIEN0BATEILHOCTH ACUCTBUN WU PELIECHUS
IpuMepa ¢ BBOJIOM oTBeTa. Ha oTBeTHI BBIAEIISIETCS OTpaHUYeHHOE BpeMs — 60 MUHYT.

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

3HaTh: Ha3HAu€HWE U  o0mue 1.YkaxuTe yciaoBUsl, PU KOTOPHIX WICATBbHBIN MUGD
IIPUHLIMIIBI MCIIOJIb30BaHUs Bepnama (ogHOpa30BbIii OJIOKHOT) 001a1aeT
KpUNTOrpaUuecKUx alrOPUTMOB. abCOIOTHONW KPUNTOCTOMKOCTBIO.




2.Xo1-(hyHKIHIO ¢ KITF0YOM MOKHO MCIOJIB30BaTh B
KauecTBE IEKTPOHHON moamucu coodmienus. Kakum
OCHOBHBIM HEJIOCTATKOM 00JIa1aeT TaKoH croco6?

YMeTs: HAcTpanBaTh u 1.3ammdpyiite muppom BepHama ykazaHHBINH OTKPBITHINA
UCTIONIB30BATh CPE/ICTBA  3aIUTHI TEKCT IPUBEICHHBIM HIDKE KIIFOUOM.

uHpopMauu U WHPOPMALMOHHBIX 2.3amudpyiite mudpom NepecTaHOBKU YKa3aHHBIN
CHCTEM. OTKPBITHIA TEKCT IPUBEJICHHBIM HHXKE KIFOUOM.

Onucanue MKAJbI OICHUBaAHUSA:

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 80
Onucanue xapakmepucmuku blnoanenus 3nanus.; OueHkKa "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MOJIHOM 00'bEME WJIH BBITIOJTHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evinonenus 3Hanus: OueHKa "Xopouo" BEICTaBIsAETCS €U
OOJIBIIMHCTBO BOIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABICHHUE JUISI PEIICHUS 32,124

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 30
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OueHKa "yJoBIeTBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

KM-4. JIabopaTtopnasi padota Ne 2

®opmbl peaausannu: KoMnbsroTepHOE 3a1aHNE

Tun KoHTpoJIBHOTO MeponpusiTusi: JlaboparopHas padora

Bec kouTposabHoro meponpusitust B bPC: 15

IIpoueaypa npoBegeHMs] KOHTPOJIbHOI0 MEpPONPUATHSA: Bblaua CTYACHTAM WHAUBUIYAJIbHBIX
KOHTPOJIbHBIX 3alaHui. KOHCynbTaluMum mno colepkaHuw 3afaHus. BeimonHeHue 3anaHuid
crynentamu. [IpoBepka pe3ynbTaTOB BBINOJIHEHUS.

Kparkoe cogep:xanue 3aiaHus:
nabopaTopHas paboTa 1o TeMe «3aluTa CeTeBOro coequHeHus». Llenp - monyuuTs
MPAKTUYECKHE HAaBbIKM HACTPOMKHU MEKCETEBOr0 dKpaHa ((paepBoiia), a Tak:ke HaCTPONKU
nepeasipecalliy CeTeBbIX COeIMHEHUH U TpaHCcsuu aapecoB (NAT).

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

YMmers: HAcTpauBaTh " 1.Kak ycTaHOBUTB 3ampeT Ha JII00bIH BXOJSIIUE CETEBbIE
UCIOJB30BaTh CPEJCTBA 3aIUTHI COCMHEHUS

uHpopMalUu U WH(POPMALMOHHBIX 2.IlpuBenute mpuMep MpaBuia, peaTu3ykomnero

CHCTEM. CTaTUYECKYI0 TPAHCILMIO aJjpeca U IopTa

Onucanune MKAJbI OIICHUBAHUA:

Ouyenka: 5
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 80
Onucanue xapakmepucmuku evtnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNE
BBHITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50




OnucaHnue xapakmepucmuxu evlnoinenus 3Hanus: OLeHKa "Xopouio" BICTaBISETCs €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a9

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 30
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "ya0BIeTBOPUTENILHO" BBICTABIIACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

KM-5. Tecer Ne 3

®opmbl peajau3anum: bunersl (MMCbMEHHBINM OIPOC)

Tun KOHTPOJBLHOr0 MeponpusaTusi: TecTupoBaHue

Bec koHTpobHOr0 Meponpustusi B BPC: 10

IIpouenypa mpoBeaeHHUs] KOHTPOJIbHOIO MEPONPHATHA: IPOXOXKICHUE TECTHPOBAHMS IIyTEM
BbIJIa4a CTYJCHTaM OJIAaHKOB C BOIIPOCAMH JJIsl TECTUPOBAHMUS, THOO MPOXOXKIACHNUE TECTUPOBAHUS C
HOMOILBIO CPEACTB AUCTAaHIIMOHHOTO 00y4eHus. [IpoBepka pe3ysbTaToB BBIITOJHEHHMS.

Kparkoe cogepxkanue 3ajaHus:
TECT BKJIFOYAeT 23 BoIpoca Mo TeMe «ACHUMMETPUYHbIE KPUITOTpapuyecKre alropuTMbl U
PKI». Kaxxaplit Boripoc Tpedyet BbIOOpa OAHOTO U3 MPABUIIBHBIX OTBETOB, YCTAHOBIICHUS
COOTBETCTBUS IIOHATUMN, YIIOPAJIOYEHUS IIOCIEN0BATENBHOCTH IEHCTBUN WIN PELLICHUS
npumMepa ¢ BBoJoM oTBeTa. Ha oTBeTHI BhIIeNsIeTCsS OrpaHUuYeHHOE BpeMs — 90 MUHYT.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: OCHOBHBIE TOJAXOABl K 1.1aét 11 BO3MOXKHOCTb MTyOIMKALUK OTKPBITOTO KITF0Ya
PELICHHIO 337124 UHPOPMALIMOHHOM OTIPABIISITh CEKPETHBIC COOOIICHHUS BIIaICIIbILY
0e301acHOCTH; COOTBETCTBYIOIIETO 3aKPHITOTO KJIt04ya?

2.ITocTpoiiTe B MpaBUILHOM MOPSIKE
TOCJIeI0BATEILHOCTH IIAr0B P MPOBEPKE IIECKTPOHHOM
MIOJINUCH C YKa3aHHBIM CEpTU(UKATOM.

YmeTs: HACTPanBaTh 51 1.Beruncnute oOIuid CEKPETHBIN KITF0U IO MPOTOKOITY
UCIIOJIb30BaTh CPEACTBA 3aLUTHI Huddu-Xenmana.

uH(popMaluu U UHPOPMAIIMOHHBIX 2.3ammdpyiite coobmmenue muppom RSA ykazaHHbIM
CHUCTEM. OTKPBITBIM KIIIOUOM U IIPOBEPHTE KOPPEKTHOCTH

paciii(ppoBKH TPUBATHBIM KIIIOUOM.

Onucanue MIKAJbI OLlEHUBAHUS

Ouyenxa: 5
Huosienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 80
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIM 3aJaHue
BBITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku svtnoanenus 3uanus.; OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOMPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 30
Onucanue xapakmepucmuku évinonnenus snanus: OneHka "ya0BICTBOPUTEIHLHO" BBICTABIISCTCS
€CITH 3aJIaHUE MMPEUMYILIECTBEHHO BBITIOJHEHO




KM-6. JlabopaTopHasi padora Ne 3

®opmbl pean3anuu: KoMIblOTEPHOE 3a1aHKE

Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTpobHOr0 Meponpustusi B BPC: 10

IIpouenypa npoBeaeHHss KOHTPOJIBLHOIO MEPONPHATHSA: BblIa4ya CTYyJECHTAaM WHAWBHAYaJIbHBIX
KOHTPOJIbHBIX 3a7aHui. KoHCynpTamuu 1o conepKaHuio 3aJaHus. BeinojsHeHue 3agaHui
cryneHTamu. IIpoBepka pe3ynbTaToB BBIIIOJHEHUS.

Kpartkoe cogep:xkanue 3a1aHuA:
nabopaTopHas pabota 1mo TeMe «AHanu3 6e3onacHoctu Web-npuioskeHui». L{enb — moiyuuTsb
NpaKTUYeCKHe HaBBIKK aHaimu3a Web-TpruiioKeHni Ha MpeMeT HaJIMYUs OCHOBHBIX
ysi3BUMOCTeH. TeopeTndeckas 4acTh COJACPIKUT OMUCAHNE OCHOBHBIX YS3BHMOCTEH M aTak Ha
Web-npunosxenus, Takux kak SQL injection, mexxcaiiToBblii ckpuntuHr (XSS), moadop
napoJieii, 0OpaTHBIA MyTh B TUPEKTOPHUSX, IPSIMOM JJOCTYI K 00bEKTaM, HEKOPPEKTHAS
HACTPOHKa MEXaHM3MOB OE30MTaCHOCTH U MCIIOJIb30BaHHE KOMIIOHEHTOB C N3BECTHBIMHU
ysi3BUMOCTSIMH. [IpakTHdeckas 4acTh BKIFOYAET HACTPOIMKY MPOrPAMMHOTO HHCTPYMEHTA
tectupoBanusi Web-npunoxxenuit Burp Suite u mpoBeneH#e ¢ ero moMOIIbIO aTaK Ha
CHelHaTbHbBIC CAalThI, UCIIOJIb3yeMbIe sl u3ydenus Ub.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HAaTh: BO3MO>KHOCTH " 1.Yto Takoe ataka SQL injection?

OTPAaHUYEHUS CPEACTB  3aIIUTHI 2.0nuiuTe TEXHOJIOruIo aTaku XSS.

uHpopmanuu 1 UHYOPMAITMOHHBIX

CHCTEM.

YMeTb: BBIOMpaTh KOMILJIEKC Mep 1.ITpoBenuTe araky moxoopa napois.

JUIs  3aIl0UTBl  MHQOpMAIMH | 2.IlpoBeaute aTaky 0OpaTHOTO MYTH B JTUPEKTOPHIO.
UH(POPMALIMOHHBIX CUCTEM.

OnucaHue MKaJbI OLleHUBAHUS

Oyenka: 5
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 80
Onucanue xapakmepucmuxu evlnoanenus 3Hanus: OleHKa "0TINYHO" BBICTABISIETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BHEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu evinoaneHus snanus: OueHkKa "XopoIo" BbICTABIIAETCS €CIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 30
Onucanue xapaxmepucmuxu evinoineHus shanus: OneHka "yI0BIEeTBOPUTEIBHO" BHICTABIIAETCS
€CITM 3aJJaHue MPEUMYIIECTBEHHO BBITIOTHEHO

KM-7. Tect Ne 4

®opmbl peaju3anum: buiers (MMCbMEHHBIH OMPOC)

Tun koHTpoILHOrO Meponpusitus: TectupoBanue

Bec kouTposabHoro meponpusitust B BPC: 15

IIpouenypa mpoBeneHHsi KOHTPOJIBbHOIO0 MEPONPHATHA: IPOXOXKIECHUE TECTHUPOBAHUS IIyTEM
BbIJIaya CTyJ€HTaM OJIaHKOB C BOIIPOCAMU ISl TECTUPOBAHMUS, JINOO MPOXOKIEHUE TECTUPOBAHUS C
MOMOIIBIO CPEACTB AUCTAHIIMOHHOTO 00y4eHus. [IpoBepka pe3ynbTaToB BBITOJTHEHHS.
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KpaTkoe cogep:kanue 3a1aHusi:

TeCT BKJIIOYaeT 24 Bompoca 1o teme «TexHomornn nHPOopMaIMoHHON 6€30MacHOCTHY.
Kaxnp1ii Bompoc TpeOyeT BEIOOpa OJJHOTO U3 MPABMIIBHBIX OTBETOB, YCTAHOBIICHUS
COOTBETCTBUS MOHATHH, YIOPSA04YEHUS 1OCIIEA0BATEIbHOCTH IEHCTBUN WK PELIeHUs
npuMepa ¢ BBoJoM oTBeTa. Ha oTBeTHI BhlIENsIETCS OrpaHU4YeHHOE BpeMs — 120 MUHYT.

KoHTposibHbIe BONPOCHI/3a1aHUA:

3HaTh: BO3MOXHOCTH u
OTPaHHWYEHUS CPEJACTB  3alIUTHI
uHpopmanuu 1 UHGOPMAITMOHHBIX
CHCTEM.

1.YcranoBurte npaBuibHOE COOTBETCTBUE MTPUKIATHOMN
3a/1a4d ¥ UCIOJIb3yeMOro MPOTOKOJIA.

2.Kakue TeHaeHIIMN U TEXHOIOTHH CHMYKAIOT

3¢ (HEKTHBHOCTH IEPUMETPOBOTO TOIXOA K 3AIIUTE
KOPITOPATUBHBIX WH()OPMAITMOHHBIX CUCTEM?

YMeTh: BBIOMPATH KOMIUIEKC MEp
JUld  3allUThl  MHGOpMALMU U
UH(POPMALIMOHHBIX CHCTEM.

1.IlpensioxxuTe KOMIUIEKC 3alIUTHBIX TEXHOJIOTHI HA
uutro3e naaycrpuaibaon cetu ACYTILL
2.Br1bepuTe NOaXOAAINA KPUITOTpapHUECKHUit
MIPOTOKOJI JJIsl ONMCAHHON NPUKJIaJHON 3a/1a4u.

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax.: 80
Onucanue xapakmepucmuku blnonenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBIIIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4

Huoicnuii nopoe evinonnenus 3adanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu eblnonenus 3Hanus: OLUeHKa "Xopouio" BbICTaBIsAETCS €CIu
OOJIBIIMHCTBO BOIPOCOB PACKPHITO. BRIOPAHO BEPHOE HANIPABIICHUE /ISl PEIICHUS 3a/1a4

Ouyenxa: 3

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 30
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CIIU 3a/l1aHU€E IPEUMYILLECTBEHHO BBITIOJIHEHO

KM-8. JlabopaTtopnasi pa6ora Ne 4

®opmbl peaausannu: KoMnbsoTepHOE 3a1aHNE

Tun koHTpoALHOrO MeponpusiTus: Jlaboparopnas pabora

Bec konTpoabHoro meponpusitusi B BPC: 10

IIpoueaypa nposeaeHHsi KOHTPOJIBbHOIO0 MEPONPUATHSA: Bbllaya CTYAECHTAM WHIMBUIAYAJIBHBIX
KOHTPOJbHBIX 3alaHui. KoOHCynbTammum 1o coAepKaHui0 3aJaHus. BeinmojsHeHWE 3agaHui
cryaeHTaMmu. [IpoBepka pe3ysbTaToOB BBIITOJIHEHHUS.

KpaTlcoe CoA€CpKaHME 3alaHUA:

nabopaTopHasi pabota 1o teme «ConnanabHas HHXeHepus». Llenb — momy4YuTh TeopeTnyecKre u
MIPAaKTUYECKHE HABBIKM COLIMAIIBHON MHKEHEPUHU U METOJ0B IPOTUBOAEHCTBHS. TeopeTnueckas
4acTb COJAEPKUT OIPEAECIICHHUS] OCHOBHBIX TEPMUHOB COLMAIbHOM UHIKEHEPUH, IIEPEUEHD
TEXHHUK U Mep NpoTUBoIeHCcTBUS. [IpakTHyeckas 4acTh BKIIIOUAET B ce0sl mpuUMep
UCIIOJIb30BAaHUS TEXHUK COLIMATIBHOIN MHKEHEPHUU: TIOMCKA MH(DOPMAITUH, TOJTOTOBKU U

IMMPOBECACHU aTaKH.

KoHTpoJibHbIE BOIPOCHI/3a1aHUSA:

3HaTh: OCHOBHBIE IIOOXOOBI K
pelieHunto 3aaa4 nHHOPMaIMOHHON

1.Yrto Takoe pumumHr?
2.0nM1unTe TEXHUKHU, UCTIOJIb3YEMBIE JUIsl BHEIPEHUS
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0€30MacHOCTH;

MIPOrpaMM B 3aIIUIICHHBIN IEPUMETP.

YMers: HacTpauBaTh u
UCIOJIb30BaTh CPEJCTBA 3aIlUTHI
uHpopMauu U WHPOPMALMOHHBIX
CHCTEM.

1.IIpoBennTe NOUCK HOMEPOB KPEAUTHBIX KapT Ha CalTe.
2.WccnenyiiTe JOKaIbHYIO CETh HA HAJIMYKME TTPUHTEPOB.

Onucanue MKAJbI OICHUBaAHUA:

Ouenxa: 5

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 80
Onucanue xapakmepucmuku binoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUE

BBIIIOJIHEHO B IOJIHOM 00bEME HMJIH BBIIOJIHEHO NpEeUMylICCTBCHHO BEPHO

Ouenka: 4

Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 50

Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIH
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHUE JISI PEIICHUS 3a]1a9

Oyenka: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 30
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHka "yJOBIEeTBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHu€e NPEUMYILIECTBEHHO BHIIIOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
2 cemecTp

@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

1)  TIpaBoBBIC OCHOBBI 3aIUTHI HHPOPMAIMU. BHbl TallHBI K 3aKOHOIATEIBHBIC aKTHI MO €&
oxpane. Perynsropsl nHpopmanoHHo# O0e3onacHocTy B Poccun u ux crnenuanuzanus.
2)  Henocratku cetu @eticrens. [udp tunma SP-cets.

IIpouenypa npoBenenust

[Tponenypa mpoBeAeHUs SK3aMEHA OINPEIENIAETCS TEKYLUM MOJIOKEHHEM 00 dK3aMEHaxX U 3aueTax
HUY «M3W». Crynent nonydaer OwieT ¢ 2 BOIpOcaMM IO JIEKLIMOHHOMY Kypcy. Bpems Ha
noArotoBky orsera — 60 muH. [lanee oH oTBeuaeT Ha IOCTaBICHHBIE BOIPOCHL, a TAaKXKE Ha
JIOTIOJIHUTEIIbHBIE BONPOCH! Ipenojasarens, NpuHuMaromero 3ader. [lo pesynbratam oTBETOB
BBICTaBJIIETCS OLIEHKA 3a 9K3aMEH, KOTOpasi COOOILAeTCs CTYCHTY.

L Ilepeuens Komnemenyuil/uHOUKaAMOpPoO8 U KOHMPOIbHBIX 60NPOCOB NPOGEPKU PE3YbHIAN 08
0CBOCHUA OUCUUNTUHDI

1. Komnerenunst/Uuaukarop: UJ-1nk-2 JleMoHCTpUpyeT yMeHHEe OpraHu30BbIBATH
AKCIIEPUMEHTAJIbHBIE UCCIICIOBAHUS U COOp IKCIIEPTHON MH(OPMAIH, TPOBOAUTH aHAIU3 U
peBapUTENbHYI0 00pa0OTKY JaHHBIX C IPUMEHEHUEM aBTOMATU3UPOBAHHBIX HHPOPMAIIHOHHBIX
CUCTEM, BEIOMpATh 00OCHOBAHHBIC CITIOCOOBI 00SCTICUCHHUSI 3AIUTHI JTAHHBIX

Bonpocel, 3a1anns
1.MonynbHas apudpmetnka. I'pynnsl BerueroB. Oynkuus Oiinepa. Teopema Ditnepa.
2 Ilpaktuyeckue aciekTsl RSA: Ha3HaueHUe, BBIYUCIUTENbHAS CII0KHOCTh, CTOMKOCTb.
3.Ctpykrypa ceprudukara X.509.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM

1.Yto ynoctosepsier Y noctosepstouuii Llentp PKI?
OtBeTsI:

1.  KoppekTHOCTh pabOThl aCHMMETPUYHBIX KPUIITOTpapUUECKUX AITOPUTMOB M0OJIb30BATENS

2.  Hanuuue mapbl 3aKpbITOrO M OTKPBITOTO KIIFOYA Y MOJIb30BATENSA

3.  Hnentudukanuio noiap30BaTeNs, BIAJICIOMIEr0 3aKPBITHIM KITFOUOM

4.  Pasperienue coBepuIaTh ONepalny MOANKUCH B paMKax JaHHOTO JJOMEHa JJOBEPHS
BepHplii oTBeT: 3

2.Ykaxure, Kakue CBOICTBA OTIMYAIOT KPUNTOrpaprUECcKyo X31I-(PYHKIHIO OT OOBIYHOMN
OtBerTsI:

1. TIIpeoOpa3yeT HEOrpaHUYEHHYIO MTOCIEI0BATENFHOCTS OAHTOB B 3HAUCHHE B

OTpaHUYEHHOM JIMana3oHe

2.  He no3Bonser BOCCTAaHOBUTH BXOJIHYIO IIOCJIEI0BATEIBHOCTD MO 3HAYCHUIO XAI-(DYHKITIH

3. Jlng mocnemoBaTenbHOCTH OAWT TOJDKHO OBITH BEIYUCIUTENFHO TPYIHO MOI00paTh

JPYTYIO MOCIEI0BaTEIbHOCTD, JAIOIIYIO TO XK€ 3HaYeHHUE XOMI-(DyHKIHH

4.  Ilo 3HaueHuUIo X3UI-PYHKIUH JOJIKHO OBITH BEIYUCIUTEIBHO TPYAHO BOCCTAHOBUTH

BO3MOXHBIE MTOCIIE0BATELHOCTH U3 KOTOPBIX OHA MOTJIa ObITh MOJTy4YeHa

5. ANropuTM BBIYUCIIEHHUS JOJKEH OBITh CTAaHAAPTHU30BaH

6.  JlomkHO OBITH BBIYMCIUTEIBHO TPYIHO HAWTH JIBE OCIEI0BATEIBHOCTH, JAIOLIHIE

OJIMHAKOBEIN XDIII
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Bepuniii otBet: 3.,4,6
3.YkaxuTe BO3MOKHBIC BApUAHTHI ayTeHTU(PUKauu npu ycranosienuu TLS ceccun
OTtBeThI:
be3 ayrenTudukanuu
[TaponpHas ayTeHTUDUKAIHS
AyTreHTH(UKALKS KIMEHTOM CepBepa IO €ro cepTudUKary
AyTeHTH(HKAIHS CEPBEPOM KIIMEHTA IO €r0 CepTH(HKATY
JIByXCTOpOHHSS ayTeHTU(UKALUs KJIMEHTa U CepBepa 0 UX cepTUdUKaTam
BepHslii otBeT: 3,5
4.JlokanbHast ceTh IPOMBILIUIEHHOI'O 00BEKTA COCTOUT U3 YIPABIISIIOIIEr0 KOMIIBIOTEPA
SCADA cuctemsl 1 MHOXkecTBa PLC, ynpaBisomux TeXHOJIOTHYECKUMH IIpolieccaMu. OTa
CeThb Yepe3 IUII03 NoAKIoueHa K IHTepHeT, AJi TOro, YToObl MOKHO OBLJIO OCYLLECTBIISATh
MOHHUTOPHHT H YIIPaBJIEHUE U3 TOJOBHOTO oduca npeanpusTus. Kakue 3amuTHbIe TEXHOIOTUN
11eJ1ec000pa3HO yCTaHOBUTH Ha IITH03€e?
OtBeThI:
MesxceTeBor 3KpaH
Kpunronuios
Ceresoii IDS
Ceresoii IPS
NGFW
WAF
SOC
AHTHBUpYC
Bepnwsiii otBer: 1,2,4
5.YacToTHbIN aHaIU3 O3BOJISET AeIN(POBAThH
OTtBeTsI:
1.  umdp noacraHoBKU
2.  mudp nepecTaHOBKH
Bepnsiit otBeT: 1
6.BbiOepuTe BapruaHThl 0AHODAKTOPHON ayTeHTHU(PHKALIMN
OTBeThI:
ANEKTPOHHBIN K0 J1st 3amKa ('TabmeTka')
kapra Tpolika
0aHKOBCKas KapTa (IIpH1 CHATHU JCHEr B OaHKOMaTe)
KPUNTOTOKEH JIJIsl JOCTyna Ha caiT ['ocyciyru
OTIIEYaTOK Iajabla
MMs1 TI0JIb30BATENs U NapOilb
MMs II0JIB30BAaTENs], Mapoib U Ko u3 SMS
Bepwnsriit otBeT: 1,2,5,6
7.I1o kakolt mpruuMHE KBAaHTOBOE paclpeeseHne Kirouell o0ecreunBaeT 3alluTy OT aTak Ha
KpUNTOrpaduio ¢ moMoIbp0 KBAHTOBOTO KOMITbIOTepa?
OtBeThI:
1.  KBaHTOBBIN KOMIBIOTEP HE UMEET MPEUMYIIECTB Mepe KBAaHTOBBIMU IIPOTOKOJIAMH, a
TOJIBKO NEpE]] KJIaCCUUECKUMU
2. Yacras cMeHa Kitodel mu@poBaHUs 3alIMIIAET OT CHIKEHHS CTOWKOCTH KIIACCHIECKHUX
CUMMETPUYHBIX IIH(POB
3. 3amper KIOHHPOBAHUS KBAHTOBBIX YAaCTHII HE IMO3BOJISIET CKOMTUPOBATh CEKPETHBIN KITFOY,
Nepe1aBaeMblii 110 KBAHTOBOMY IPOTOKOIY
Bepnsiit otBeT: 2

s E

N~ wNE

NoabkowhE
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2. Komnerenmus/Muaukarop: N/1-2nx-2 Moxer pazpabatsiBaTh HH()OPMAITMOHHBIE U
MH()OPMAIIMOHHO-aHAJTUTHYECKIE CHCTEMbI aBTOMATH3AI[MH POLIECCOB YIIPABICHUS B CIOKHBIX
TEXHUYECKUX U OPTaHU3AIMOHHO-TEXHUYECKUX CUCTEMaX

Bomnpocel, 3axanus
1.ugp F'OCT P 34.12-2018 «Marma» u ero napameTpsbl.
2.Crpykrypa naketoB AH u ESP. TyHHeNbHBIN U TPAaHCTIOPTHBIN PEKUMBI.

Marepuanbl A1 NPOBEPKH OCTATOYHBIX 3HAHUH
1.B xakom u3 noseit ceptudukara HaxoguTCa HHPOpPMaLUs O criocode, Kak y3HaTh, 4TO 3TOT
ceprudukar He 0TO3BaH?
OTtBeTsI:
Issuer
Valid from
AuthorityInfoAccess
CRLDistributionPoints
ExtendedKeyUsages
KeyUsage
Bepnpiii otBeT: 4
2.BbruucnnTe KpUunToCTORKOCTh (YHUCIIO epeOopoB) UACANbHOM X31I-(PYHKIIUY, AArOIei
3HaueHue AIUHOU 16 our
Bepnsiii otBet: 256
3.Ha uem ocHOBaH NOJXO/[ K JIETAJIbHOM MHCIEKIMH 3aIUIIEHHOI0 TpaduKa - Tak
Ha3bIBaCMbIii JieranbHbiii Man-in-the-Middle?
OTtBeThI:
1. Ha noanGope kpuntorpapuueckoro Kiro4a, UCIOIb3yeMOro Al U(ppOoBaHUs
2.  Ha 3naHum mapoJieii Bcex MoJIb30BaTeIei KOPIIOPATHBHON CETH
3. Ha ycraHoBke B XpaHHJIUIIA KOPHEBBIX CEPTU(UKATOB KOPIOPATUBHBIX KOMIILIOTEPOB
KOPHEBOIo cepTudukaTa kopnopaTuHoro Y1[
4.  Ha opranu3zanuu MpoKCUPOBaHMsI BCEr0 UCXOAIIEro TpapuKka KOPIOPAaTUBHON CETH Ha
ITI03€
Bepwusliii otBeT: 3
4.Bri6epuTe MpaBUILHOE ONPEEIICHUE KIOYEBOTO PacICaHus
OtBeTsI:
1.  Bpems cMeHbI MacTep-KJItoua C 1eJIbI0 KOHTPOJIS Harpy3KH Ha KIIo4
2.  Tlopsgok cMmeHbl BekTopa nHHIManu3anuu (IV) B mporecce mmdpoBanus 60IbIIOTO
KOJIMYecTBa OJIOKOB
3. Tlopsaok cMeHbl payHJOBBIX KIIIOYel B MHOTOpayH0BOM OJ0YHOM HIudpe
BepHplii oTBeT: 3
5.ITonGepute noaxoasue NpUMephl MOHITUIO "ySI3BUMOCTB":
OTBeThI:
1.  Huskas kBanuduxanus B ”HGOPMALIMOHHON 6€30MMacCHOCTH COTPYIHHUKOB,
00CTyXKUBAIOUINX WH(YOPMALMOHHYIO CUCTEMY MIPENNPUATHS
2.  Hanmuume MHOTOYHMCICHHBIX XaKEPCKUX HHCTPYMEHTOB JUIsl IPOHUKHOBEHUS B
WH(POPMAIIMOHHBIE CUCTEMBI TTPEIPUSTHIA
3. IIpocroii mapons aIMUHHCTPATOPA TIIABHOTO CEpBEpa MPEANPUATHS
4.  bymyomas B Mupe 3nuaeMus Bupyca-mudponanbiuka WannaCry
5. Crapas Bepcus Windows, noaBepskennas arake Ping-of-the-Death, ycranoBnennas na
KOMIIbIOTEpE OyXranTepa, He MOJKII0YEHHOM K JIOKaJIbHOU CeTH
Bepnsiii otBer: 1,3
6.0t1rOCcuTCs u ACY TII xormuTepckoii (abpuKu K 00beKTaM KPUTHIECKOH
UH(POPMALIMOHHON HHPPACTPYKTYPHI?
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OTBeThI:
1. Jla
2. Her
Bepnsiit oteT: 2
7.Kyna B 00s13aTeIbHOM TOPSKE TiepeaaeTess UHQOpMAaIUs O KOMITBIOTEPHBIX aTakaxX Ha
00BEKTHI KPUTHUECKOM MHPOPMAITMOHHON HHGPACTPYKTYphI B paMkax cuctembl ['ocCOITKA?
OTBeTHI:
1. CutyanmonHnbii ientp Anmunuctpaunu [Ipesunenta Poccun
2.  HamumonanbHbIA KOOPIWHAIIMOHHBIN LIEHTP O KOMIbIOTEPHBIM HHIMIeHTaM ipu ©Ch
Poccun
3.  Lentpanbublii 6ank Poccun
4.  Cwuryanuonssii nentp npu ®CTIK Poccun
Bepwusliit otBeT: 2
8.CooterctByeT it 'OCT P MCO/M3BK 15408-2002 (Common Criteria) mpoayKT, B
OMHMCAHUU KOTOPOTO CKAa3aHO, YTO KPUNTOrpadhUIeCKUe KIFOYH XPAHATCS Ha IUCKE B OTKPBHITOM

Buae?
OTBeTHI:

1. Jla

2. Her

Bepnsiit otBeT: 1
II. Onucanue wkKanvl oueHueanus

Oyenka: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax.: 80
Onucanue xapaxmepucmuxu 6vlnoanerus 3nanus: OLEHKa 5 «OTIWYHOY BBICTABIISCTCS, €CITH
3aJlaHue BBIITOJIHCHO B TIOJTHOM 00BEME HITH UMEET HECYIECTBEHHBIC TIOTPEITHOCTH.

Oyenka: 4
Huorcnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 50
Onucanue xapaxmepucmuxu 8vinoineHus sHanus: O1eHKa 4 «XOpOIl0» BHICTABIAETCS, €CIIN
3aJIaHKE BBIIOJHEHO B IIOJIHOM 00beMe, HO UMeeTcs He OoJjiee 2 ommOOoK.

Oyenka: 3
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 30
Onucanue xapakxmepucmuxu evinoanenus sHanus: ONeHKa 3 «yIOBIETBOPUTEITHHO)» BBHICTABISIETCS,
€CJIM 3aJjaHH€e BBIINOJIHEHO He MeHee, yeM Ha 60% uan umeetcs He Oomee 4 omnooK.

II1. IIpaguna évicmaesnenusn umo2o60i OUeHKU no Kypcy

Ouenka ompenensieTcsi B COOTBETCTBUU ¢ [lomokeHneM o OaJTbHO-PEUTHHTOBOM CHUCTEME ISt
crynentoB HUY «MOW» Ha oCHOBaHMU CEMECTPOBOM M 3K3aMEHAIIMOHHOM COCTABIISIFOLIUX.
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