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1. HEJIU U 3AJIAYU OCBOEHUA JUCHHUTIIJINHbI

Leanb ocBoOeHMs] MUCHUIIMHBI. M3yY€HHUE OCHOBHBIX ITOJXOJ0B M METOJOB, 00€CIEUNBAIOIINX
UH(OPMAIMOHHYIO 0€30MacHOCTh KOMITBIOTEPHBIX CHUCTEM, BKIIOYAas CUCTEMBl KPUITOTpaduuecKon
3aIIUTHl JITAHHBIX, CPEJCTBA pa3TpaHUUYCHUsS JOCTYIA, 3allUThl KOMITBIOTEPOB M HH()OPMAIMOHHBIX

CHUCTCM.

3agauu AMCHMIIINHBI

- OMpe/IeJIEHUE OCHOBHBIX PUCKOB, U3YYEHHUE MOJIXO0/I0B 10 UX MOJCIUPOBAHUIO U YCTPAHEHUIO,
nesei u 3aaa4 “HPOPMAaIMOHHON 0€301aCHOCTH;;
- OCBOCHHE 0a30BBIX MOHATUH U Ki1accuukanmu 3a1a4 HHPOPMAIIMOHHOW 0€301TaCHOCTH

KOMITBIOTCPHBIX CUCTEM;;

- U3y4eHHE CUMMETPHYHBIX U ACCUMETPUYHBIX AITOPUTMOB IU(POBAHUS U ayTeHTU(DUKALUU

JIAaHHBIX;;

- IpUOOpETeHNE HABBIKOB UCIIOIB30BAHUS KPUNITOTPAQUIECKUX U JPYTUX CUCTEM JIJISl 3aIUTHI
JAHHBIX 1 UH()OPMAIIIOHHBIX CUCTEM..

CDOpMI/IpyeMLIe y 06yqafomeroc>1 KOMIICTCHIUHU U 3allJTAaHUPOBAHHLBIC PE3yJibTaTbl Oﬁy‘IEHHﬂ 10
JUCHUIITIMHE, COOTHCCCHHBIC C HHANKATOPaAMHU JOCTUKCHU A KOMIIeTEeHIIMIi:

KOI[ U HAMMCHOBAHHEC
KOMIICTCHIIMH

Koa 1 HamMeHOBaHHUeE
HHIMKATOPA T0CTHXKEHUS
KOMIIETEeHI{UH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHH s

[TK-2 Cnocoben
pa3pabaThiBaTh U
PUMEHSTh
UH(OPMAITMOHHBIEC CHCTEMBI
00paboTKHU U aHAIHM3a
TAHHBIX JUIS
aBTOMATH3AIlMH TIPOIIECCOB
YIIPaBIICHUS B CIIOKHBIX
TEXHUUYECKUX U
OpTaHU3aIMOHHO-
TEXHUUYECKUX CHCTEMax

N -1nk-2 JemoHcTpupyet
YMEHHE OpPraHNU30BbIBATH
IKCIICPUMCHTAIIbHBIC
MCCIIeI0BaHMS U cOOp
IKCIEPTHON HH(DOpMAIH,
MIPOBOJIMTDH aHAH3 H
MpeIBApUTENbHYIO 00pabOTKY
JAHHBIX C MPUMEHEHHEM
ABTOMATHU3UPOBAHHBIX
WH(OPMAIIMOHHBIX CHCTEM,
BBIOMpATh 0OOCHOBAaHHBIE
crocoObI o0ecreueHus
3alUTHI JAHHBIX

3HATh:
- HA3HAYCHUE U OOIIME PUHITUITHI
MCIIOJIb30BaHUST KPUNITOTPaQUIECKUX
AJITOPUTMOB.

- OCHOBHBIE TTOJXObI K PEIICHUIO 33129
nH(pOpMaIMOHHOM 0€301MaCHOCTH;.

YMETh:

- BEIOMPATh KOMITJIEKC MEp JUIS 3alHThI
uHpOpMaLKU 1 HHPOPMALIMOHHBIX
CHCTEM..

[IK-2 Cniocoben
pa3pabaThIBaTh U
PUMEHSTH
UH(POPMALIMOHHBIE CUCTEMBI
00paboTKH U aHAIM3a
JTAHHBIX JIJIS
aBTOMATH3AIMH TIPOIIECCOB
yIIpaBJIEHUS B CIOXKHBIX
TEXHUYECKHUX H
OpraHu3aIMOHHO-
TEXHUYECKUX CHCTEMAax

I/II[-ZHK-z Moxer
pas3pabarbIBaTh
MH(OpPMaLMOHHBIE U
UH(POPMAIMOHHO-
AHATUTHYECKUE CUCTEMBI
aBTOMaTH3alMM IIPOIIECCOB
YIIPaBJICHUS B CIIOKHBIX
TEXHUYECKHUX U
OpraHU3aIMOHHO-TEXHUIECKUX
cucreMax

3HATH:
- BO3MOXHOCTHU M OTPaHUYEHHUS CPEJICTB
3alUThl UH(OPMAIMU U
MH(OPMALIMOHHBIX CUCTEM..

YMETB:
- HACTPauBaTh U UCIOJIb30BATh CPEIACTBA

3aluThl HH(GOPMaLUU U
MH(POPMALIMOHHBIX CHCTEM..

2. MECTO JUCIUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

I[I/ICI_II/IH.III/IH& OTHOCUTCSI K OCHOBHOM HpO(l)eCCHOHaHBHOIZ O6p330BaTeHLHOﬁ nporpamme

VYnpasnenne n uHpopmatuka B TexHuueckux cucremax (nanee — OIIOII), nampaBiieHus MOATOTOBKH
27.04.04 VYmpaBrneHue B TEXHHYECKHX CHCTEMax, YypOBEHb 00pa3oBaHuUs: BbICIIeEe 0Opa3oBaHUE -
Marucrparypa.



Bazupyertcst Ha ypoBHE cpeqHero oo1iero oopazoBaHusl.

Pe3ynbraTel 00yueHus, OTydeHHBIE IPH OCBOCHUH JUCLUILIMHBL, HEOOXOAUMBI IIPH BHIITOJTHEHUH
BBIITYCKHON KBaTM(PHUKAIMOHHOHN pabOoTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

Pacnipenenenue Tpy10eMKOCTH pa3zena (B 4acax) Mo BUJIaM y4eOHOI paboTh

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i POMEKYTOUHOM o &| 3 Koncynbranus UKP PaGora B Hozroroska k METOMYECKHE YKAa3aHUs
aTTeCTAINH 8| © | Jlex JIab | Ip — - VKK | TK A CeMECTDE aTTeCTalluu
/M P /KOHTPOJTB
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OcHOBBHI 24.0 2 2.0 4 |20 - - - - - 16 - IlodzomogKa K neKyuiemy KOHmpoio:
nHpopMaMOHHOH IToBTOpenne maTepuana 1o paszaeny "OCHOBBI
0€30MacHOCTH nHpopmannoHHoit 6e3onacHocTn"

1.1 Bsenenue B 6.0 0.5 1 0.5 - - - - - 4 - Iloozomoseka Kk nadbopamopnoi pabome: Jlns
HHPOPMAITUOHHYIO BBIMOJTHEH U 33JaHUI 110 JTaAO0OpaTOpHOU padboTe
6e3omacHocts (M1B). HEOOXOAUMO TPEBAPUTEIEHO U3YUHTh TEMY U

1.2 [IpaBoBBIC aCIEKTHI U 6.0 0.5 1 0.5 - - - - - 4 - 3a[jau BBHITIOJTHEHHUS Ta00paTOpHOH paboTHI, a

npecrtyrieHus B cdepe TaK kK€ U3y4UTh BOIPOCHI BApHAHTOB
UB. 00paboTKN pe3yIbTaTOB 10 U3YICHHOMY B
1.3 Cranpaptel 1 6.0 0.5 1 |05 - - - - - 4 - pazzene "OcHOBBI MHOPMALMOHHOH
pexoMeHaanuu B chepe 6e3omacHocTn" Marepuay.
UBb. Camocmoamenvnoe uzyuenue
1.4 | YupaBieHue JOCTYIIOM. 6.0 0.5 1 0.5 - - - - - 4 - meopemuueckozo mamepuana: Vsyienue
JIOTIOJTHUTEJIBHOTO MaTepHaa o pasjieny
"OcHOBBI HH(OPMAIMOHHOHK Oe30macHocTH"
H3yuenue mamepuanog 1umepamypHbix
UCMOYHUKOG:
[1], cTp. 8-34, 195-202
[4], cTp. 39-52
[5], ctp. 106-133
[6], cTp. 5-27
2 OcHoBbI KpunTorpaduu 26 4 - 4 - - - - - 18 - Ilod2omogxa K mexkyuiemy KOHmMpOio:
U CUMMETPUYHBIE IToBTOopenue maTepuana no pasaeny "OCHOBBI
KPHUIITOCHCTEMBI KpunTorpaduu 1 cCHMMETpUYHbIE
2.1 . Beenenue B 6 1 - 1 - - - - - 4 - KPUTITOCUCTEMBI"
Kkpunrorpaduro. Camocmoamenvroe usyuenue
2.2 brounsie nmdpsl u 7 1 - 1 - - - - - 5 - meopemuueckozo mamepuana: VIsyaenue

ceTh DelicTens.

JIOTIONTHUTEIHHOTO MaTepraa 1o pasaery
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2.3 SP-cetn. 7 5 "OCHOBBI KpHIITOTpaui U CHMMETPUYHBIE
2.4 OnHOCTOpPOHHUE 6 4 KPUNTOCUCTEMBI"
¢$yHKIHH. H3yuenue mamepuanoe 1umepamypHbix
UCIOYHUKOG:
[1], cTp. 35-66, 79-84
[2], cTp. 241-249
3 ACUMMETpHUIHEIC 28 16 Iloozomoeka K meKyuiemy KOHmMPOJI0:
KPHIITOCHCTEMBI, IToBTOpEHNE MaTepuana Mo pasaety
3JIEKTPOHHAs MOTNCH " ACHMMETPUYHBIC KPUIITOCHCTEMBI,
U HHPpaACTPyKTypa NIEKTPOHHAS TIOAIINCE U HH(pacTpyKTypa
OTKPBITBIX KJIIOUEH OTKPBITHIX KJItoueH"

3.1 CaoiicTBa 10 6 Iloozomogka K 1adopamoproii pavome: Jns
CUMMETPUYIHOM BBITIOJTHEHUS 33/1aHUH 110 JJaOOpaTopHOi padoTte
Kpurrorpaguu. HEOOXOAUMO TPEBAPUTEIEHO U3YUHUTh TEMY U

3.2 IIpoTokon 10 6 3aJ1a4M BBITIOJHEHHMS JTAOOpaTOpHOIl paboThl, a
pacnpeneneHus TaK K€ U3y4YUTh BOIPOCHI BApUAHTOB

kiroueit Andpdu- 00paboTKN pe3yIbTaTOB 10 U3YICHHOMY B
XemiMana. pazzene "AcCUMMETPUYHBIE KPUIITOCUCTEMBI,
3.3 Wudpacrpykrypa 8 4 JIEKTPOHHAS TIOAIINCE U HH(pacTpyKTypa
OTKPBITBIX KIHOYEH OTKPBITBIX KIIOUEH" MaTepHany.
(PKD). Camocmoamenvroe usyyenue
meopemuyuecko20 mamepuana: Vzyuenue
JIOTIONTHUTEIHHOTO MaTepraa o pasaery
" ACHIMMETPHUYHbIE KPUIITOCUCTEMBI,
AJIEKTPOHHAS TIOANUCH U HH(pacTpyKTypa
OTKPBITHIX KJItoUeH"
H3yuenue mamepuanog 1umepamypHbix
UCIOYHUKOB:
[1], cTp. 67-78, 85-92
4 3ammra nHGOpMAIIH 24 18 Ilo0zomoeka K meKyuiemy KOHmMPOJIio:
IIPU CETEBOM [ToBTOpEHNe Matepuaa no pasaeny "3amura
B3aMMOJIEIICTBUU nH(popManuy 1pu ceTeBOM B3auMoAeHcTBUH"

4.1 YpoBHHU 3a1UTHI 12 9 Ilodzomoeka k n1adopamopnoit padome: Jlns

JIAaHHBIX TIPH UX BBITIOJTHEHUS 33/1aHUH 110 JTabopaTopHOi padore
riepesiayue 1o CeTu. HEOOXOAMMO TPEIBAPUTEIIEHO U3YUHTh TEMY U
4.2 IIporokoun [Psec. 12 9 3aJ1a49¥ BBITIOJHEHUS JIabopaTopHOM paboThl, a

TakK K€ U3Y4YUTh BOIIPOCHI BAPHAHTOB
00paboTKH Pe3yabTATOB M0 H3yYEHHOMY B
paznene "3amuTa HHOOPMAIIMH TTPH CETEBOM
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B3aUMOJICHCTBUH" MaTepUaty.
CamocmoamensHoe usyuenue
meopemuueckoz2o manepuana: Nzydenue
JIOTIONTHUTEIHHOTO MaTepraa o pasaery
"3amura HHGOPMAIIH TIPH CETEBOM
B3aUMOJEHCTBUN"

H3yuenue mamepuanog numepamypHsix
UCHOYHUKOB:

[1], cTp. 96-116

5 CpencTBa 3alIuThI 22 16 Iloozomoeka K meKyuiemy KOHmMPOJiio:
UH(POPMAIUMOHHBIX U [ToBTOpenune marepuaina no pasaeny "Cpeacrea
KOMMYHHUKaIMOHHBIX 3aIIUThl HTHPOPMAIIMOHHBIX U

CUCTEM KOMMYHHUKAIIMOHHBIX cHcTeM"

5.1 OOBEKTHI 3alTUTHI 11 8 Ilodzomoeka K nabopamopnoit padome: Jns
nH(pOPMALMOHHBIX U BBITIOJTHEHUS 33/1aHUH 110 JTa0OpaTopHOi padoTte
KOMMYHHUKaIMOHHBIX HEOOXOAUMO TPEBAPUTEIEHO U3YUHUTh TEMY U

CHCTEM. 3a71a4¥ BBITIOJHEHMS JTaOOpaToOpHOI paboTh, a
5.2 Texnonoruu 11 8 TaK )K€ U3y4UTh BOIIPOCHI BAPMAHTOB
37I0yMBIIIJICHHUKOB U 00paboTKN pe3yIbTaTOB 10 U3YICHHOMY B
YSI3BUMOCTH. paszerne "CpezncTBa 3amuThl HHPOPMAIIMOHHBIX
1 KOMMYHHKAI[HOHHBIX CHCTEM" MaTepHaiy.
Camocmoamenvroe usyuenue
meopemuyuecko20 mamepuana: Mzyuenue
JIOTIONTHUTEIHHOTO MaTepraa o pasaery
"CpencrtBa 3amuThl HHOOPMALMOHHBIX U
KOMMYHHUKAITUOHHBIX CUCTEM"
H3yuenue mamepuanog 1umepamypHbix
UCIOYHUKOB:
[1], cTp. 117-120, 243-277, 309-318
6 HoBeie TexHONMOTNHN 20 12 Ilo0z0mogKa K meKyuiemy KOHmpoJio:
HHPOPMAMOHHOM [ToBTOpenue marepuaina no pasaeny "Hoseie
0e301acHOCTH TeXHOJIOruH NH(popMannoHHoit 6e3onacHocTH"
6.1 Oo0neryeHHas 20 12 Camocmoamenvroe usyuenue
KpHunTorpagus. meopemuueckozo manepuana: Nzydenve

JIOTIOJTHUTEIFHOTO MaTepuana 1o pa3aeny
"HoBbie TexHonmornu nHGOPMAIMOHHON
6e3omacuocTH”

H3yuenue mamepuanog numepamypusix
UCHOYUHUKOB:




[2], cTp. 235-240

[3], cp. 173-226
OKk3aMeH 36.00 - - - 0.5 - 33.50
Bcero 3a cemecTp 180.00 16.0 16 16. 0.5 96 33.50
0
Hroro 3a cemecTp 180.00 16.0 16 16. 2 0.5 129.50

0

IIpumeuanue: Jlex — nexnuu; Jlab — mabopartopusie padotsl; [1p — npaktuueckue 3anatusi; KITP — aynuropHbie KOHCYIBTAIIMN 110 KYPCOBBIM
npoektam/padoram; MKKII — nnauButyanbpHble KOHCYIBTAIIMH 110 KypCOBBIM IIpoekTam/pabotam; ['K- rpymnmnoBsie KOHCYIbTallMK 1O pa3ienaM
muctumuael, CP — camocrositenbHas pabota crynenta; MKP — unast konraktHas padota; TK — Texymuit konTpois; [TA — npoMexyrounas

arrecranusa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Ocnoewl uncopmayuounou bezonactocmu

1.1. BBenenue B nHpopMannmonnyto 6ezonacHocTs (MB).
OcHoBHas 3amaya WHGPOPMALMOHHOM Oe3omacHOCTH. TepMHUHBI. DKOHOMHYECKAsh MOJIENb
UH(POPMAIIMOHHOHN 0€30MaCHOCTH. YTPO3bl M HAIPaBJICHUS 3aIIUTHI UHPOPMAIIUH. .

1.2. IIpaBoBbIe acniekThl U pecTyruieHus B chepe Ub.
3akonsl, perynupytomue chepy b B Poccun. Perynstopsl 1 vX HOpMaTUBHBIEC aKTHhI..

1.3. Crannaptsl u pekomennanuu B cpepe Ub.
Knaccudukanust cucrem xpunrorpaduueckoir 3ammtel uHGopmanuu (CK3U) B Poccun.
Cranmapt CK3U CLIA FIPS 140-2. O6umwme kputepun ISO/IEC-15408..

1.4. YrpasneHue JOCTYIOM.

Wnentudukanus. Meroabl ayTeHTHGUKAMH. 3alidTa OT HECAHKIMOHMPOBAHHOTO IOCTYIA.
Mogenu aBropuzauuu. Moxenu 0€30MacHOCTH M MPUMEPbl MX peajlu3allid B COBPEMEHHBIX
ONEPALMOHHBIX CUCTEMAX..

2. Ocnosvi Kpunmoepadmu U cumMmempudrble Kpunnocucniembnvl

2.1. . BBenenue B kpunrorpaduro.

OcnoBuble mnoHATus. Mcropuueckue mmdpel. udpsr 3amensl u ux cpoiictBa. IIudpsr
nepecTaHoBku. bnouynpie u morounsle mudpel. udp Bepnama. Copemennsie CK3U u
TpeOoBaHus, NpeabsBiasieMble K HuM. OOImMe NPUHLUMIB CUMMETPUYHOW M aCUMMETPHUYHOU
KPUNTOTpapuIECKON CHCTEMBL. .

2.2. bnounsle mmdpsl u cetb DelicTens.
[udpst DES u 3DES. Pexumbl padotsl 65104Horo mudpa. [udp «Marmay..

2.3. SP-cetn.
Benenue B nons [Nanya. [lugpsr AES n «Ky3neunk». [IoHsTHE 0 KpUNITOAaHATN3€ U aTaKu HA
KPUNTOTPapHUUECKYIO CUCTEMY..

2.4. OnHOCTOPOHHUE (PYHKIINH.
Kpunrorpadpuueckue xsm-¢pyHkiuu. KOHTposib LETOCTHOCTM M HMHTO3aIIMTa. PexXHuMBI
mmdposanus ¢ umurosamutoit (AEAD) na npumepe GCM..

3. Acummempuunvie KpURMOCUCHEMbL, INEKMPOHHAS NOONUCL U UHDPACMPYKMYPA OMKDLIINbIX
Karoyen

3.1. CBoiicTBa CUMMETPUYHOMN KpUIITOrpaduu.

[Ipuntunn  oOecrieuyeHUsT CEKPETHOCTH  AaCMMMETPUYHON  kpunrorpadguu. MogynpHas
apu(dMeTHKa M OCHOBHBIE TEOPETHUYECKHE pe3yJbTaThl, JIe)KALIMEe B OCHOBE ACUMMETPHUYHBIX
KpUNTOrpaUuecKux aJropuTMOB..

3.2. Ilpotokon pacupeneneuus kimoden Auddu-Xemmmana.
[Ipumep cormacoBanmsi kmroder mo mportokony Juddu-Xemnmana. Artaka «YemoBek
nocepenune». Kpunrocucrema RSA wu mnpakrtuueckume acmnekTsl €€ peanusauuu. [pyrue
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aCUMMETpPUYHbIE KpHUNTOorpaduyeckue cucTembl: Oib-l'amans, Ha 3JUIMITHYECKUX KPUBBIX.
KsanToBsiit anroput™m lllopa. [loctkBanTOBas kpunrorpadus. DIeKTpOHHAS TMOAMKUCH U €€ BUIBI C
TOYKH 3pEHHUS 3aKOHOAaTeNnbCcTBa B Poccuu..

3.3. Undpactpykrypa oTKpbITHIX Kitouei (PKI).

Hasnauenne wu apxurekrypa. CyObeKTbl, OOBEKTHI M OCHOBHbIE KOMIOHEHTHl PKI.
Ceprudukarsl, UX )KU3HEHHBIN UK U LIeNoYKa JoBepus. [IporpaMmHbIe U anmapatHble CpeicTBa
noguepxkkn PKI. Cranmapt X.509. ®@opmarel panabix o0bexToB PKI. IlpumMeps! nmpumeHeHus
cepTU(UKATOB..

4. 3aumma quyopMauuu npu cemeeom 63aUMO0etCmeull

4.1. YpoBHHM 3allMThI JAHHBIX [IPU UX TIepeaade Mo CeTH.

Kpunrorpaduueckast 3ammura U mpoTokosbl, e€ peanusyromue. [Iporokon TLS/SSL, ero
Ha3HAYCHHE WM MPUHIUIBI MPUMEHEHHs. Y CTAHOBJICHHE 3alllMIIEHHOro coenuHeHus. IIpoToxon
HTTPS, ocobennoctu ero npumenenus. Jleranpubiit MitM. Certificate Pinning u ero mpumMeHeHHe. .

4.2. Ilporokon IPsec.
®opmar nakera [Psec. Ilporokonsr AH, ESP. TyHHenbHBIM M TPaHCIOPTHBIM PEKUMBI.
[Tporoxon IKE, acconmarus 3aumThl ¥ Ga3bl ycTaHOBIeHHs coeannenus [Psec..

J. Cpedcmea 3auumaal qu)ODMdquHHblx U KOMMYHUKAUUOHHbLIX cucmem

5.1. OOBeKTHI 3a1UTHl HHHOPMALIMOHHBIX 1 KOMMYHUKAIMOHHBIX CUCTEM.

3amaua 3anIuThl KOMITBIOTEPHON MHPpAcTpyKTypbl. Monens yrpo3 u HapymuTens. Haznauenue
U OCHOBHBIE BO3MOKHOCTH CPEJICTB 3aIUThl MH(MOPMALMOHHBIX U KOMMYHHUKAIIHOHHBIX CHUCTEM.
TexHonoruu 3amMTbl HAa YPOBHE OTIENBHOIO KOMIbioTepa. AHTUBUpPYC. IlepcoHanbHbIi
MexceTeBOM dKpaH. CII0KHOCTH C 3alIUTOM OTIENBHOIO KOMIIbIOTEpa. TeXHOJOrmu 3amuThl Ha
YpOBHE KOpHOpaTMBHOW ceTH. 3ammra Ha ypoBHe TrocyaapctBa. Cucrema ['ocCOIIKA.
[TepumeTpoBbIil MOAXOX K OpraHU3allid 3allMThl, €ro c¢epa MNPUMEHEHHs M W3BECTHBIE
OTpaHUYCHHUS. .

5.2. Texunonoruu 3JIOYMBIIIJICHHUKOB U YA3BUMOCTH.

be3omacHoCTh KOMITBIOTCPHBIX CHCTCM. HGJ'H/I U MCTOABI KOMIBIOTCPHBIX 3JIOYMBIIIJICHHUKOB.
KJ'IaCCI/I(l)I/IKaI_[I/IH y5{3BI/IMOCTCI7L PCCCTpBI y5[3BPIMOCTCI>i U KOMIIBIOTCPHBIX aTakK. PaCHpOCTpaHeHHLIe
BHUJIbI KOMITIBIOTCPHBIX aTak..

6. Hosvie mexuonocuu MHd)ODMClLlMOHHOZZ bezonacrocmu

6.1. O6neryenHas kpunrorpadus.

KBanToBoe pacrpenenenue xioueir. IIporokon BB84. Kputepuu cexkpeTHOCTH KBAaHTOBOTO
pacnpeneneHus Kmodei. Kpunrorpaguaeckne METOIbI B TEXHOIOTHSX PACHPEAEIEHHOTO peecTpa.
WHTemueKkTyaabHble METO/IbI BBISIBIEHUS! KOMITBIOTEPHBIX HHIIUJCHTOB. .

3.3. TeMbl NIPaAKTHYECKUX 3aHATHI
1. OcHOBBI HHPOPMALIMOHHOM 6€3011aCHOCTH;
2. OCHOBBI KpUNITOTPAQHH U CHMMETPUIHBIE KPUTITOCHCTEMBI;
3. AcuMMeTpUYHbIE KPUIITOCUCTEMBI, 3JIEKTPOHHAS MOAMHUCH U UH(PACTPYKTYpa OTKPHITHIX
KIJTIOYEi;
4. 3aumTa nHGOpPMALIUU IPU CETEBOM B3aUMOJICHCTBUH;
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5. HoBble TexHONIOTHH HH(POPMALIMOHHOM 0€3011acHOCTH.

3.4. TeMbl 1a00paTOPHBIX padoT
1. YnpasieHue J0KaIbHBIM U yIAJIEHHBIM JOCTYIIOM;
2. 3amura CeTeBOTr0 COCAUHCHUS;
3. Ananu3 3amuiieHHoctdy Web-caiiTa;
4. CounanbHasi MH)KEHEpHsI U KOHKYPEHTHas pa3BeaKa.

3.5 Koncyabranumn

Ipynnoewle koncyremavuuu no pazoeaam oucyuniunsl (I°'K)

1. OOGcyxneHne MaTepuasoB 1o keicam pasnena "OcHoBbl HHGOPMAITMOHHON Oe30macHoCcTH"

2. OOcyxaeHue MaTepualioB 1o kericam paszzena "OCHOBBI Kpunrorpaduu 1 CHMMETPUYHBIC
KpUIITOCUCTEMBI"

3. OOcyxneHue MarepuaioB IO Keiicam pasnena "ACUMMETpUYHBbIE KPUITOCHUCTEMBI,
AJIEKTPOHHAS IMOANKUCH U UHPPACTPYKTYPA OTKPHITHIX KITFOUCH"

4. OOcyxaeHue MaTepuajoB MO Keiicam pazaena "3ammura HHPOPMAIMM TPHU CETEBOM
B3auMoaencreun"

5. OOcyxaeHnue mMarepuaioB 1o keiicam paszzaena "Cpezacta 3amuThl HHOOPMALUOHHBIX U
KOMMYHHKAI[MOHHBIX cUCTEM"

6. OOcyxneHue MatepuanoB Mo keiicam pazaena "HoBwie TexHonornu uHGOPMAIMOHHON
6e3onacuocTu"”

3.6 TeMmaTnka KypcoBbIX IPOEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ pabota He MpeayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEeHIIU

Howmep paznena qucrumiuas (B

O1eHOYHOE CPEACTBO

3anIaHupOBaHHBIC PE3yAbTaThl 00YUYEHUS 110 TUCIUILTIHE Konpr
COOTBETCTBUHM C 11.3.1) (TUII ¥ HAUMEHOBAHUE)
(B COOTBETCTBUH C pa3aeioM 1) MHIUKATOPOB
1] 23] 4516
3HaTh:
OCHOBHBI€ MTO/IXO/IbI K PEHICHUIO 337a4 MHPOPMAIIMOHHOMN Jlaboparopnas
0e30MacHOCTH; U112 + + pabota/JlabopaTopHas padora Ne 4
TectupoBanue/Tect Ne 3
Ha3HaYeHHUE U 001I1e NPUHIUIIBI UCTIOIb30BAHUS L TectupoBanue/Tect Ne 1
I/I[[- MK-2 + + + +
KpUNTOrpaQuecKux alroOpuTMOB. Tectuposanme/Tect Ne 2
BO3MOYKHOCTH W OTPAaHUYEHUS CPENICTB 3AIUTHI JlaGopatopHas
nHpopManuu 1 HHOOPMAITMOHHBIX CUCTEM. UJ1-2mkc2 + + + + pabota/JlabopaTopHas padora Ne 3
TectupoBanue/Tect Ne 4
Ymersb:
BBIOMpATH KOMILIEKC Mep ISl 3aIIUThI MHQOpPMAIUK U Jlaboparopnas
MH(POPMAITMOHHBIX CHCTEM. pabora/JlaGoparopnas padota Ne 1
JlaGopatopHas
WJT-Tnk-2 + + + + pabora/Jlaboparopnas padota Ne 3
TectupoBanue/Tect Ne 1
TectupoBanue/Tect Ne 4
HACTPaMBaTh U UCTIOIH30BaTh CPEACTBA 3AIIUTHI Jlaboparopnas
nHpopManuu ¥ HHOOPMAITMOHHBIX CUCTEM. pabora/Jlaboparopnas padota No 2
JlaGopatopHas
WJT-2nk-2 + pabora/Jlaboparopnas padota Ne 4

TectupoBanue/Tect Ne 2

TectupoBanue/Tect Ne 3
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIEBAEMOCTH
2 cemecTp

®dopma peanuzanuu: buneTsl (MUCEMEHHBIN OTIPOC)
1. Tect Ne 1 (TectupoBanue)
2. Tect Ne 2 (TectupoBanue)
3. Tect Ne 3 (TectupoBanue)
4. Tect Ne 4 (TectupoBanue)

®Popma peanuzamu: KommerorepHoe 3aganue
1. JJabopaTopHas padota Ne 1 (JlabopaTopHas pabora)
2. JJaboparopnas pa6ota Ne 2 (JlabopaTopHast pabota)
3. JlabopaTopHas padota Ne 3 (JlabopaTtopHas pabora)
4. JIaboparopnas padota Ne 4 (Jlaboparopnas padota)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIIINHBI ABJISICTCS IIPUIIOKCHUEM A.

4.2 Ilpome:KyTOYHAS aTTECTALMS 110 JUCHUIIMHE

Oxzamen (Cemecmp Ne2)
Ouenka ompenensieTcss B cOOTBETCTBUU ¢ [lonoxkeHneM o OaIbHO-PEUTHHTOBOM CHUCTEME ISt
crynentoB HUY «MOW» Ha ocCHOBaHMU CEMECTPOBOM M 3K3aMEHALIMOHHOM COCTABIISIFOLIUX.

B numiom BeICTaBIsIETCS OLICHKA 32 2 CEMECTP.

IIpumeuyanue: OLeHOYHBIE MAaTEPUAIIbI 110 TUCIUITIIMHE PUBECHBI B (DOH/IE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOANYECKOE OBECIIEYHEHUE JUCIUIIJINHbI

5.1 MleyaTHbIe U 3JIeKTPOHHbIE H3IAHUSA

1. Hecrepos, C. A. MndopmarmonHas 6€30MacHOCTb : Y4eOHUK M MIPAKTUKYM JUIs aKaJeMHUYECKOTO
6akanaBpuata / C. A. Hectepos, C-Iletep0. nmonurexuuy. yH-T [letpa Benmukoro. [IOJIMTEX . —
M. : FOpaiit, 2017 . — 321 c. — (Yausepcurets! Poccun) . - ISBN 978-5-534-00258-4 .;

2. ApnomnH, C. M. luckperHas matematuka. MoaynsipHas anredpa, kpunrorpadus, KoAUpoBaHUe
/ C. M. ABnomuH, A. A. Habe6un . — M. : JIMK Ilpecc, 2017 . — 352 c. - ISBN 978-5-97060-408-3

3. Ans60B, A. C. KBantoBas kpunrorpagus / A. C. Ans60B . — CII0. : Ctpara, 2018 . —248 c. —
(ITpocto) . - ABTOp Mewn u Hay4d. pen. cepun Cepreit JJemenok . - ISBN 978-5-906150-35-6 .;

4. bonnapes, B. B. Beenenue B nunpopmMannoHHyto 6€30MacHOCTh aBTOMAaTHU3MPOBAHHBIX CUCTEM :
yueOHoe ocooue / B. B. bongapes . — 3-e u3n . — Mocksa : U3a-Bo MI'TY um. H.D. Baymana,
2021 . 250 c. - ISBN 978-5-7038-5541-6 .,

5. BoiitoB, H. M. OcHoBsl pabotsl ¢ Linux : yueOHnsbIit kypc / H. M. Boiito . — M. : IMK, 2016 . —
216 c. - ISBN 978-5-94074-380-2 .,

6. A. B. Apremos- "MHdopmalnonHas 6e30macHOCTb: Kypc Jekuuit", 3garenscTBo:
"MexxpermnoHaibHas akajeMus 0ezonacHocTu U BbokuBanus'", Open, 2014 - (257 ¢.)
https://biblioclub.ru/index.php?page=book&id=428605.
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5.2 JIunieH3MOHHOE ¥ CBOOOHO pacnpocTpaHsaeMoe MPOrpaMMHOe ofecrnedeHue:
1. OpenVPN;
2. OC Linux.

5.3 UuTepHeT-pecypcsl, BKJAOYas NpodeccHOHATbHBIE 0a3blI JIaHHBIX U HH(POPMAIIHOHHO-
CIIPAaBOYHbIE CHCTEMbI:

1. 3BC Jlans - https://e.lanbook.com/

2. 3BC "YHuBepcuTeTcKasi 0u0JMOTEKAa OHJIAlNH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunas s;1ekTpoHHas oudamoreka - https://elibrary.ru/

4. ba3a nannbix Web of Science - http://webofscience.com/

5. ba3za maunbix Scopus - http://www.scopus.com

6. HainonasibHasi 3JieKTPpOHHAsi oubmoTeKa - https://rusneb.ru/

7. ba3a nannbix IEL u3nateabcTBa IEEE (Institute of Electrical and Electronics Engineers,
Inc.) - https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true

8. DnexTponnas oudmorexka MOU (36 MIOMU) - http://elib.mpei.ru/login.php

9. ITopTan oTKPHITHIX AaHHBIX Poccuiickoii ®exepamuu - https://data.gov.ru

10. ba3a oTKpbBITHIX JaHHBIX MUHUCTEPCTBA TPYAa U COUUANbHON 3alUTHI PD -
https://rosmintrud.ru/opendata

11. ba3a oTKPBITHIX JaHHBIX NPO(ecCHOHAIBHBIX CTAHAapTOB MUHNCTEPCTBA TPYAA U
conuaabHoi 3ammThl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

12. Ba3a OTKPBITHIX JaHHBIX MHHUCTEPCTBA IKOHOMHYECKOro pa3putus P® -
http://www.economy.gov.ru

13. Ba3a oTKpbITHIX 1aHHBIX PocuamonuTopunra - http://www.fedsfm.ru/opendata

14. DnexTpoHHas oTKpbITas 6a3a naHHbIX ""Polpred.com O630p CMHU" -
https://www.polpred.com

15. UudopmannonHo-cnipaBouHas cucrema «Kongexc/Texakenepr» - Http:\\proinfosoft.ru;
http://docs.cntd.ru/

16. HaumoHabHbIIi NOPTAJ OHJIAIH 00yueHnst «OTKpbITOE 06pa3oBanue» - https://openedu.ru
17. OTkpbITas ynuBepcuterckas nHgpopmannonHas cucrema «POCCHUSD» -
https://uisrussia.msu.ru

18. Opunmanbubiii caiit MUHMCTEPCTBA HAYKH U BbIclero odopasosanusi Poccuiickoii
®enepanuu - https://minobrnauki.gov.ru

19. ®enepanbHblii moptaa "Poccuiickoe o6pazoBanue' - hitp://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHHUE JUCHUITJIMHBI

Tun nomeneHust Homep aynuropumn, OcHamenune
HAHMEHOBAaHHe
Y4eOHble ayAUTOpUU IS M-307, YueOHas CTOJI TIPeTo/iaBaTess, CTON yueOHbIH,
MPOBEICHUS JIEKIITMOHHBIX ayAUTOpHUs CTYJI, TOCKa MEJI0Bas, MyJIbTUMETUMHBIN

3aHATHH U TCKYLICTO

IIPOEKTOP, IKpaH

KOHTPOJIA K-120, MammHHBIN 321 cepBep, KOHAULUOHED
UBI],
Y4eOHble ayAUTOpUH IS M-307, YueOHas CTOJI TIPET0/IaBaTes, CTOJ yU4eOHBIH,
MPOBEICHUS ayAUTOpHUs CTYJI, IOCKa MEJIOBasi, MyJbTUMEIUAHBIN
MPaKTUYECKHUX 3aHITHH, MIPOEKTOP, IKpaH
KP u KII K-120, MammHHBIN 321 cepBep, KOHIAUIMOHEP
HBI],
VYueOHbBIC ayIUTOPUU IJIS M-304a/1, Yuebnas CTOJI TIPENOIaBaTelIs, CTOJ
MIPOBEJICHUS naboparopus KOMIIBIOTEPHBIM, CTYJI, KOMIIbIOTEpHAs
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1a00paTOPHBIX 3aHATUN

MOACIIMPOBAHUSA CUCTEM
KU a”HaJIn3a JaHHBIX

CeTh ¢ BBIXOJOM B MIHTEpHeET, Tocka
MapKepHasi, KOMIIBIOTEP NEPCOHAIBHBIN

K-120, MammHHBIN 3a71

cepBep, KOHIUIIUOHEP

MBI
VYyeOHbIC ayIUTOPUU IJIS M-307, YuebHnas CTOJI TIPENO/IaBaTelIs, CTOJI YYCOHBIH,
IPOBEACHUS ayIUTOpUs CTYJI, I0CKa MEJIOBasl, MYJbTUMEIUAHBIN
IPOMEKYTOUHOM POEKTOP, IKPaH
aTTecTauuu K-120, MamuHHbIH 3a1 cepBep, KOHIUIMOHEP
NBI
ITomemenus nis HTB-303, CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITENIbHOM pabOThI KommbrotepHsiit NUCHbMEHHBIN, BEIIaIKa JJIs O IbI,

YUTaIbHBIN 3aJ1

KOMITBIOTEPHAs CETh C BBIXOJOM B
HNHTepHeT, KOMIbIOTEP MEPCOHATIbHBIN,
MIPUHTEDP, KOHJIUIIMOHED

Ilomemenus st
KOHCYJIbTUPOBAHUS

M-304a/2, YueOnas
naboparopus
MOJICJTUPOBAHUS CUCTEM
Y aHaJIM3a JaHHBIX

Kpeciio pabodee, CTOJ MPernoaaBaTes,
CTOJ Y4eOHBIH, CTYI, mKad st
JTOKYMEHTOB, IIKad VIS OIEKIbL,
KOMITBIOTEPHAsSI CETh C BBIXOJIOM B
HHTepHEeT, KOMIIBIOTEP MEPCOHATBHBIN

[Tomerienust st XpaHeHUs
00opynoBaHus U y4eOHOTO
WHBEHTAPS

M-309, Knamosas

CTOJI, CTYJI, KA 175 XpaHEHUS
UHBEHTapsI

M-301/1, KnagoBas

CTYI
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

I/IH(I)OpMaHI/IOHHaH 0e30macHOCTh B KOMITIBIOTCPHBIX CUCTCMax

(Ha3BaHME AUCIMILIMHBI)
2 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUILTHHE:
KM-1 Tect Ne 1 (TectupoBanue)

KM-2 JlaGopatopHas padora Ne 1 (JlaboparopHas paboTa)

KM-3 Tect Ne 2 (TectupoBanue)

KM-4 JlaGopatopHas pabora Ne 2 (JlaboparopHas paboTa)

KM-5 Tect Ne 3 (TectupoBanue)

KM-6 JlaGopartopHas padora Ne 3 (JlaboparopHas paboTa)

KM-7 Tect Ne 4 (TectupoBanue)

KM-8 JlaGopatopHas padora Ne 4 (JlaboparopHas paboTa)

Bujx npome:xyTo4HOI aTTecTalmu — JK3aMeH.

Wunekc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-
Howmep Pasnen KM: 1 2 3 4 5 6 7 8
paszena IUCIHAILINHEBI Henens 3 4 7 8 11 12 14 15
KM:
1 OcHOBBI HH(POPMAIMOHHO
0e30MacHOCTH
Benenne B nH(MGOpPMAMOHHYIO
+ + + +
11 6e3omacHocTh (UB).
12 IIpaBoBBIE aCIEKTHI U + + + +
npectymieHus B chepe Ub.
13 CranmapTbl 1 peKOMEH/IAINH B + N + N N
ctepe Ub.
14 YnpasneHue J0CTynoM. + + + + + + + +
2 OcHoBbl kKpunTorpaduu u
CUMMETPHYHBIE KPUTITOCUCTEMBI
2.1 . BBenenue B xpunrorpaduro. + + + + +
29 Bn(quHe mMdpsl ¥ ceTh + + + + +
Dericrens.
2.3 SP-cern. + + + +
2.4 OnHOCTOpOHHKE (PYHKIIUH. + + + +
AcuMMeTpHUYHBIE
3 KPHUITOCUCTEMBI, 3JIEKTPOHHAs
MOJMUCH U UHPPACTPYKTypa
OTKPBITBIX KJITIOUEH
31 CBolicTBa CUMMETPUYHON + + + N
KpUITOrpaduu.
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[IpoTokon pacnpeneneHus

3.2 - + + + +
kmouedt nppu-Xemmana.
HudpactpykTypa OTKPBITHIX
3.3 " + +
xioueit (PKI).
4 3amuTa HHGOpMAIUH PU
CETEBOM B3aUMOJECHCTBUU
YPOBHU 3alUTHI JAHHBIX TIPU UX
4.1 p Hl A p + + + +
nepeaaye mo CeTH.
4.2 ITporokon IPsec. + + + + + +
CpencTBa 3aiuThl
S) UH(POPMALIMOHHBIX U
KOMMYHHKAI[MOHHBIX CUCTEM
OOBEKTHI 3aLTUTHI
5.1 UH(POPMALMOHHBIX U + + + +
KOMMYHHKAIIHOHHBIX CHCTEM.
59 TexHOIOTHH 37I0YMBIIIJICHHUKOB + +
' U YA3BUMOCTH.
6 HoBsie TexHosI0rNN
nH(pOpMaIMOHHOM 0€30MMacHOCTH
6.1 OO6uterdyennas kpunrtorpadus. + +
Bec KM, %: | 10 15 15 15 10 10 15 10
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