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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OneHouHble MaTepuabl 0 JUCHMIUIMHE BKIIOYAIOT OLEHOYHBIE CPEJICTBA AJIS IPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. PTIK-2 CriocobeH pa3pabaTsiBaTh M MPUMEHITh HHGOPMAIIMOHHBIC CUCTEMBI 00PabOTKH U
aHaJM3a JaHHBIX U1 aBTOMATH3alMU IPOLIECCOB YIPABJICHUS B CJIOKHBIX TEXHUYECKUX U
OpraHU3alMOHHO-TEXHUYECKUX CUCTEMaX
NJI-1 leMoHCTpHpYET YMEHHE OPraHU30BBIBATH SKCIIEPHUMEHTAILHBIC UCCIEIOBaHUS U COOp
9KCHEPTHON MH(OPMALIUK, IPOBOIUTH aHAJIN3 U MPEIBAPUTEIbHYI0 00paOOTKY JaHHBIX C
IPUMEHEHHEM aBTOMAaTU3HPOBAHHBIX HH()OPMAIIMOHHBIX CUCTEM, BBHIOMpPATh 0OOCHOBAaHHBIE
crocoObl 00ecreyeH s 3alUThl JaHHbBIX
NJI-2 Moxet pa3pabarsiBaTh HHGOPMALIMOHHbBIE U HH(POPMAITHOHHO-aHATUTHIECKNE
CHCTEMBbl aBTOMATH3alMH IPOLIECCOB YIPABJICHUS B CIOKHBIX TEXHUYECKUX U
OpraHU3aIMOHHO-TEXHUYECKUX CUCTEMaX

K BKJIFOYACT:
AJIS TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH

®dopma peanuzanuu: buneTsl (MMCEMEHHBIN OTIPOC)
1. Tect Ne 1 (TectupoBanue)
2. Tect Ne 2 (TectupoBanue)
3. Tect Ne 3 (TectupoBanue)
4. Tect Ne 4 (TectupoBanue)

DPopma peanuzanmu: KomnerorepHoe 3a1anue
1. JTaboparopHas pabota Ne 1 (JJaboparopHas paboTta)
2. JJabopartopnas pa6ota Ne 2 (JlabopaTopHast pabota)
3. JJaboparopHast pabota Ne 3 (JJaboparopHas paboTta)
4. JIaboparopnas padota Ne 4 (JlaGoparopHas paboTa)

BPC aucuunavHbl

2 cemecTp

Beca KOHTpOIBHBIX MeponpHsITHil, Y0

Wnnekc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-

Pa3nen nucnuIninHbl KM: 1 9 3 4 5 5 7 3

Cpok KM: 3 4 7 8 11 12 14 15

OcHoBbI HH(GOPMALITMOHHON
0€30I1acCHOCTH

Brenenue B uHbOpMaIimoHHy0

+ + + +
6e3omacHocTh (UB).
[TpaBOBBIC aCMEKThI U MPECTYIUICHUS B 4 4 + +
cthepe Ub.
I(/ZIEaH;[ame U pEKOMEHAINU B cepe 4 + 4 4 + +




YnpasieHue J0CTynoM.

OcHoBbl kpunTorpaduu u
CUMMETPUYHBIE KPUIITOCHUCTEMBI

. BBenenue B kpunrorpaduro.

brounsle mudps! u ceth DericTens.

SP-cern.

OpnnocropoHHME QYHKIUU.

AcCUMMETpUYHBIE KPUIITOCUCTEMBI,
3JICKTPOHHAs IOAIKCH U
UHPPACTPYKTYPA OTKPBITHIX KITIOUEH

CBoiicTBa CUMMETPUYHOU
KpUnTorpaduu.

[TpoTokou pactpeneneHus KIoJe
Jnddu-Xemmmana.

HHuppacTpyKkTypa OTKPBITHIX KIIFOUEH
(PK).

3amuTa HHPOPMAIIH ITPH CETEBOM
B3aMMOJICHCTBUHU

YPOBHI/I 3alMThI JaHHBIX IIPH UX
nepeaadc 1o CCTu.

IIporokon IPsec.

CpencTBa 3amuTsl HHPOPMAITMOHHBIX U
KOMMYHHKAIIMOHHBIX CUCTEM

OO0BbeKTHI 3aUTHl UHPOPMAIIMOHHBIX U
KOMMYHHKAIIMOHHBIX CUCTEM.

TexHOJIOTUH 3JI0YMBILIJICHHUKOB U
YSI3BUMOCTH.

HoBsie TexHOMOrMH HHGDOPMAIIMOHHON
0€30I1aCHOCTH

O6uneruennas kpunrtorpadus.

+

+

Bec KM:

10

15

15

15

10

10

15

10

$06m1as yacts/Jy1s1 MPOMEKYTOUHOMN aTrTecTaund




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIIH pe3yabTaThl  OOydeHHs 10
JUCIUILINHE
PIIK-2 U-1pnk-2 JemoHcTpupyer | 3HaTh: Tect Ne 1 (TectupoBanue)
yMEHHE OpPraHM30BBIBAThH | HA3HAYEHUE U 00IIHE JlaboparopHas padota Ne 1 (JIJaboparopnast pabota)
DKCIIEPUMEHTAIIbHBIE npuUHUMIBI Ucniob3oBaHus | Tect Ne 2 (TectupoBanue)
uccienoBanusit U cOop | KpunrorpapuIecKux JlaboparopHas padota Ne 2 (JIaboparopnast pabota)
OKCIIEPTHOH  HWH(OPMAIINH, | A ITTOPUTMOB. Tect Ne 3 (TectupoBanue)
MIPOBOJIUTH aHaIu3 U | OCHOBHBIE TIOJIXO/bI K JlaboparopHas padota Ne 3 (JIaboparopnast pabota)
IIPEABAPUTEIIBHYIO peuIeHuIO 3a1a4 Tect Ne 4 (TectupoBanue)
00paboTKy  JaHHBIX ¢ | uHbOpMaIMOHHOMN JlaboparopHas padota Ne 4 (JIaboparopnast pabota)
IPUMEHEHUEM 0€30MacHOCTH;
aBTOMAaTH3UPOBAHHBIX YMmers:
MH(OPMALIMOHHBIX CHUCTEM, | BBIOMPATh KOMIUIEKC MEp
BbIOMpaTh  OOOCHOBaHHBIE | /IS 3aIUTHI HHGOPMALIUHN U
CIoCo0bI oOecnieyeHus | ”HPOPMAIIMOHHBIX CUCTEM.
3aIUTHI JAHHBIX
PIIK-2 NJ-2prik-2 Moxert | 3HaTh: Tect Ne 2 (TectupoBanue)
pa3pabaTbIBaTh BO3MOXHOCTH U JIaGopatophas pabota Ne 2 (JlaGopaTopHas pabora)
MH(pOpMallMOHHbIE U | OTPAaHUYEHHUSI CPEJCTB Tect Ne 3 (TectupoBanue)
UH(POPMAaIMOHHO- 3alIUThl UH(OPMALU U JIaGopatophas pabota Ne 3 (JlaGopaTopHas pabora)
AHATUTUYECKHE cucteMbl | nHpopMmarnmoHHbix cucteM. | Tect Ne 4 (TectupoBanue)
aBTOMATHU3allMM TIPOLIECCOB | Y METH! JIaGopartopHas pabota Ne 4 (JlaGopaTopHas pabora)
yIpaBJIEHUS] B  CIOXXHBIX | HACTPAWBATh U
TEXHUYECKUX U | HCIIOJIb30BaTh CPECTBA
OpraHu3aIOHHO- 3anIUThl HHOPMAIHU U
TEXHUYECKUX CHUCTEMAax MH(POPMAIIMOHHBIX CHCTEM.




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. Teer Ne 1

@opmbl peasu3anun: bunets (MMCbBMEHHBINA OITPOC)

Tun KOHTPOJIBLHOT0 MeponpusaTHs: TecTupoBaHue

Bec konTpoabHoro meponpusitusi B bPC: 10

IIpouenypa mpoBeaeHUs] KOHTPOJILHOIO MEPONPHUSTHA: MPOXOXKJICHHUE TECTUPOBAHUSA MyTEM
BbIJIaya CTyJeHTaM OJIAaHKOB C BOIIPOCAMU JIJIsl TECTUPOBAHMUS, JINOO MPOXOXKIEHUE TECTUPOBAHUS C
MOMOIIIBIO CPEJICTB TUCTAHIIMOHHOTO 00yueHus. [IpoBepka pe3ynbTaToB BHITOJIHEHHUS.

Kpartkoe cogep:kanue 3aiaHusA:
TecT BKIto4aeT 18 Bonpocos 1o Teme «OCHOBHBIE MOHATHUS U MOJI0XKEHUS UH(POPMaLlMOHHON
6e3onmacHocTi». Kaxaplil Bonpoc TpeGyeT BbIOOpa 0JTHOTO U3 NPaBUIIbHBIX OTBETOB,
YCTaHOBJIEHUSI COOTBETCTBHUS IIOHATHH, YIIOPS0UEHUSI 1OCIIEI0BATENILHOCTH JEHCTBUI MU
peleHus npuMepa ¢ BBoJoM oTBeTa. Ha oTBeTHI BhIJensieTcs orpaHndeHHoe Bpems — 60
MUHYT.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3HaTh: Ha3HAu€HHE U  o0Imume 1.YcraHoBUTE COOTBETCTBUE MEXY TEPMUHAMU

MPUHLHUIIBI HCIIOJIb30BaHUs nH(OPMALIMOHHON OE30MaCHOCTH U UX OMPEICICHUSIMU.

KpUNITOrpahUeCKUX allrOPUTMOB. 2.Kakue Bu/bl TailHBI 3aKOHO/1aTEIBHO OINPE/IEICHBI B
Poccun?

YMeTb: BBIOMpaTh KOMIUIEKC MeEp 1.Kak moctpouts cuctemy JAByX(paKTOpHOI

JUISL  3aluThl  MHpOpMAIMM U ayreHTUUKanuu?

WH()OPMAIITMOHHBIX CUCTEM. 2.Kak oprann3oBarh paseieHue J0cTyna K ¢aiiiam B
oreparmonHoii cucreme Linux?

OnucaHue MKaJbI OlleHUBAHUS

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax.: 80
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BhEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHkKa "XopoIo" BbICTABIIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpPABJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 30
Onucanue xapaxmepucmuxu evinoneHus shanus: OneHka "yI0BIEeTBOPUTENIBHO" BHICTABIIAETCS
€CITM 3aJJaHue MPEUMYIIIECTBEHHO BBITIOTHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: OTNeHKa "HeyTOBICTBOPUTEIIHHO" BEICTABIICTCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO UJTU MPEUMYIIECTBEHHO HE BBHIMOJTHEHO

KM-2. JIabopaTopnasi pad6ora Ne 1

q)OprI peaan3anmu: KOMHBIOTCpHOC 3aJaHuc




Tun KoHTpPoILHOTr0 MeponpusiTus: Jlaboparopnas pabora

Bec konTpoabHoro meponpusitusi B BPC: 15

IIpouenypa nmpoBeaeHHss KOHTPOJIBLHOT0O MEPONPUSTHS: BbIaya CTYICHTAM WHIHBHIYATbHBIX
KOHTPOJbHBIX 3amaHuil. KoHCymbTalmu TI0 COAEpIKaHUIO 3alaHus. BeImonHeHWe 3agaHui
cryneHTamu. [IpoBepka pe3yabTaTOB BBITIOTHEHUS.

Kpatkoe cogep:xanue 3a1aHusi:
nabopaTopHas paboTa 1o Teme «YpaBiieHHUE JOKATbHBIM U YAAJICHHBIM JocTyrom». Llenp —
MOJIYYUTh TEOPETUUYECKUE U TTPAKTUUECKHE HaBBIKU yrpaBiieHus n1octyrnoM B OC Linux u OC
Windows. TeopeTnueckast 4acTb COAEPKHUT ONPEIEICHUSI OCHOBHBIX TEPMHUHOB YIIPABICHUS
JIOCTYTIOM, OINKMCaHUe JUCKPELMOHHON U MaHJaTHOU Mojienu foctyna. [Ipaktuyeckas yacth
BKJTIOYaeT B ce0st npumep ycranoBok goctymna B OC Linux u OC Windows.

KoHTposibHbIe BONPOCHI/3aJaHUA:

3HaTh: Ha3HAu€HHE U  O0Iue 1.Yem paznuuaroTcs MaHAATHAS U pOJIeBasi MOACIU
TIPUHITUTIBI HCIIOJIb30BaHUS Jocryna
KpUNTOrparUuecKux alropuTMOB. 2.Kakue aTpuOyThl yIpaBlieHUs JOCTYIOM K (ailiny
nmetrores B OC Linux
YMeTh: BBIOMpPATh KOMILIEKC Mep 1.YcranoBure atpulyThl (aiinia A 3aMUcy U YTEHUs
JUISL  3alUTBl  MHPOpPMAIUH U BIIQJICTIBIIEM | 3aIpeT JIFOOOTO JIOCTYIIA IS BCEX
MH(OPMAILIMOHHBIX CUCTEM. OCTaJbHBIX
2.Kak y3HaTh, UIMEET JIX TIOJIb30BATENh IOCTYII K (aiiy,
KaK 4JICH TPYIIIBI

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe sevinonnenus 3adanus 6 npoyenmax.: 80
Onucanue xapakmepucmuxu 6blnoneHus 3Hanus: OLeHKa "0TIMYHO" BBICTABIISIETCS €CIIU 3a1aH1e
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHkKa "XopoIo" BBICTABIIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 30
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYILIECTBEHHO BHIIIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: OTNeHKa "HeyIOBICTBOPUTEIILHO" BEICTABIISICTCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO UJTU MPEUMYIIECTBEHHO HE BBHIMOJTHEHO

KM-3. Tect Ne 2

®opmbl peanu3anuu: buners! (MIcbMeHHBIH 0npoc)

Tun KOHTPOILHOrO MeponpusaTHs: TecTupoBaHue

Bec koHTpObHOrO Meponpusitusi B BPC: 15

IIpoueaypa nmpoBeneHMsi KOHTPOJBHOIO MEPONPUATHA: BbIaYa CTYJEHTAM WHAWBUIYAJIbHBIX
KOHTPOJIbHBIX 3a1aHuil. KoHcynpTamum 1o cojepkaHuio 3afaHus. BeinmonHeHuwe 3anaHuil
cryneHtami. [IpoBepka pe3ynbTaTOB BBIIOJIHEHUS.

KpaTkoe coaep:kanue 3a1aHus:




TECT BKIItO4YaeT 24 Bonpoca o teMe «CUMMETpUYHbIE KPUNITOTpahuIeCKUe allrOPUTMBD».
Kaxnp1ii Bonpoc TpeOyeT BEIOOpa OJJHOTO U3 MPaBUIBHBIX OTBETOB, YCTAHOBJICHUS
COOTBETCTBUS IOHATUMN, YIOPAIOUEHUS TIOCIEA0BATENBHOCTH AEUCTBUN WM PEILICHUS
nprMepa ¢ BBOJOM oTBeTa. Ha oTBeThI BblAEsIeTCA OrpaHnYeHHOE BpeMs — 60 MUHYT.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3HaTh: Ha3HAu€HHE U  o0umue 1.Ykaxwure ycinoBusi, Ipu KOTOPBIX UCATBHBIN MU(P
NPUHINIIBI UCTIONIb30BAHUS Bepnama (ogHOpa3oBbIii 0J0KHOT) 001agaeT
KPUNTOTpapUUECKUX alrOpUTMOB. a0COIOTHON KPUIITOCTOMKOCTBIO.

2.X51I-QYHKIHIO C KJIIFOUOM MOKHO UCIOJIb30BaTh B
KauecTBE JIEKTPOHHON momucu coodmenus. Kakum
OCHOBHBIM HEJIOCTATKOM 00J1a/1aeT TaKoi crnocoo6?

YMeTs: HAcTpauBaTh u 1.3ammdpyiite muppom BepHama ykazaHHBIA OTKPBITHINA
UCTIONIB30BATh CPE/ICTBA  3aIUTHI TEKCT IPUBEICHHBIM HIDKE KITFOUOM.

uHpopMauu U WHPOPMALIMOHHBIX 2.3amudpyiite mudpomM NepecTaHOBKU YKa3aHHBINA
CHCTEM. OTKPBITBIA TEKCT IPUBEJICHHBIM HHXKE KIIFOUOM.

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax.: 80
Onucanue xapakmepucmuku blnonenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CJIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBIIIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evinonenus 3Hanus: OueHKa "Xopouo" BEICTaBISAETCS €CIU
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUISI PEIICHUS 3a]1a9

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 30
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHle MPEUMYIIECTBEHHO BHIIIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: OTNeHKa "HeyIOBICTBOPUTEIILHO" BEICTABIISICTCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO UITU MPEUMYIIECTBEHHO HE BHITIOTHEHO

KM-4. JIadopaTopHasi padora Ne 2

®opmbl peaauzannu: KomnelorepHoe 3a1anue

Tun koHTpoBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec koHTpOIbHOrO Meponpusitusi B BPC: 15

l'[pouellypa MpPOBCACHUA KOHTPOJBHOI0O MEPONPUATHUSA: BbIJada CTYACHTAM HWHIWBUAYAJIBHBIX
KOHTPOJBHBIX 33haHuil. KoHcympTammu 1O coAep)kaHUIO 3alaHus. BelmonHeHue 3agaHuit
cryaeHtamu. [IpoBepka pe3ysbTaTOB BBIITOJIHEHHUS.

Kpartkoe cogep:xxanue 3aganus:
nabopaTopHas paboTa 1Mo Teme «3aIluTa CETeBOro CoeMnHeHus». L{enp - momyunThb
MPAKTUYECKHE HAaBBIKM HACTPOMKHU MEKCETEBOTO dKpaHa ((aepBoiia), a Tak:ke HACTPONKH
nepeajpecalny CeTeBBIX COCTMHEHHM 1 TpaHcsiuu aapecoB (NAT).

KoHTpoJibHbIC BONIPOCHI/3aJaHHA:

3HaTh: Ha3HAu€HHE U  o0mue 1.M0>XHO 111 ¢ TOMOIIIBbIO MEKCETeBOro dKpaHa B Linux
IIPUHIUIIB UCIIOJIb30BaHUs 3anpeTuTh paboty ¢ Anaexc./luck, coxpanus




KpUNTOrpaUUECKUX alrOPUTMOB.

BO3MOKHOCTB paboThl ¢ Anaexc.Iloura
2.J1ns1 yero npenHazHadeH pexum NAT

YMeTs: HACTPauBaTh u
UCIIONIb30BaTh CPEACTBA 3alUTHI
uHpopmanuu 1 UHHOPMAITMOHHBIX
CHCTEM.

1.Kak ycTaHOBUTH 3ampeT Ha JI00bI BXOISIINE CETEBbIC
COCIMHECHUS

2.IlpuBeauTe npuMep MpaBuiia, peaTu3yroIero
CTaTMUYECKYIO TPAHCIISILMIO aJipeca U nopra

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5

Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 80
Onucanue xapakmepucmuxu evlnoineHus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WIIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinoinerus 3Hanus: O1eHKa "Xopoio" BEICTABISAETCS €CIU
OOJIBITMHCTBO BOIIPOCOB PACKPBITO. BEIOPAHO BEPHOE HAIIPABIICHHUE ISl PEUICHUS 3a/1a4

Oyenka: 3

Hudienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 30
Onucanue xapaxmepucmuxu evinoaneHus snanus: OueHka "y10BIeTBOPUTENILHO" BHICTABIISAETCS
€CJIM 3aJjaHUE IPEUMYILIECTBEHHO BBIIIOJIHEHO

Oyenka: 2

Onucanue xapaxmepucmuxu 6blnoaneHus 3Hanus: OLeHKa "HeyJ0BIETBOPUTEIBHO" BHICTABIISACTCA
€CJIM 3aJJaHue BBHITIOJHEHO HEBEPHO WJIM MTPEUMYIIIECTBEHHO HE BHITIOJIHEHO

KM-5. Teer Ne 3

®opmbl peaju3anum: buiersl (MMCbMEHHBIN OIPOC)

Tun kouTpobHOrO Meponpusitus: TectupoBanue

Bec konTpoabHoro meponpusitusi B BPC: 10

IIpouenypa mpoBeneHusi KOHTPOJIBbHOIO MEPONPHATHA: IPOXOXKIECHUE TECTHUPOBAHMS IIyTEM
BbIJIaya CTyJeHTaM OJIaHKOB C BOIIPOCAaMU JUIsl TECTUPOBAHMUS, JINOO MPOXO0KIEHUE TECTUPOBAHUS C
MOMOIIBIO CPEACTB AUCTAHIIMOHHOTO 00y4eHus. [IpoBepka pe3ysbTaTOB BHIMOJIHEHUS.

KpaTKOC CoA€cpiKaHMuE 3alaHUA:

TECT BKJIFOYaeT 23 Bompoca Mo TeMe «ACHUMMETPUYHbIE KPUITOTpapuyecKre alropuT™Mbl U
PKI». Kaxaslii Bonpoc TpedyeT BbIOOpa 0JJHOTO U3 MPAaBUIbHBIX OTBETOB, YCTAHOBJICHUS
COOTBETCTBUS ITOHATUH, YIIOPSAAOYEHUS IT0CIEN0BATEILHOCTH ACHCTBUN NN PELIECHUS
npumMepa ¢ BBoJoM oTBeTa. Ha oTBeTHI BhIIesieTCsl orpaHU4YeHHOE BpeMsi — 90 MUHYT.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HATh: OCHOBHBIE MOAXONBI K
pelieHuto 3a1a4 nHHOPMAIMOHHON
0€30I1aCHOCTH;

1.J1aét 111 BO3MOKHOCTD ITYOJIUKAIIMH OTKPBITOTO KITFOUa
OTIIPABIIATH CEKPETHBIE COOOIICHUS BIaICIIbILY
COOTBETCTBYIOIIETO 3aKPBITOTO KiIro4ya?

2.IlocTpoiiTe B IpaBUIBHOM HOPSAIKE
MIOCJIEZI0BATEIBLHOCTD IIAr0B MPU MPOBEPKE JIEKTPOHHOMN
MOJIMTMCH C YKa3aHHBIM CEePTH(PHUKATOM.

YMers: HacTpauBaTh u
UCIIOJIb30BaTh CPEACTBA 3aILUTHI
uH(popMaluu U UHPOPMAIIMOHHBIX
CHCTEM.

1.Beraucnute oOUUiA CEKPETHBIN KITI0Y IO MPOTOKOITY
Huddu-Xenmana.

2.3ammdpyiite coobmenue muppom RSA ykazaHHbIM
OTKPBITBIM KIIFOUOM U IIPOBEPHTE KOPPEKTHOCTH
paciiipoBKH TPUBATHBIM KITIOUOM.




Onucanue MKAJbI OIICHUBAHUSA:

Ouenxa: 5

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 80
Onucanue xapakmepucmuku blnoiHenus 3Hanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJTHEHO B MOJIHOM 00'beME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouenka: 4

Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a/1a9

Ouenxa: 3

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 30
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISETCS
€CJIM 3aJaHue TIPEUMYIIECTBEHHO BBITIOJIHEHO

Oyenka: 2

Onucanue xapakmepucmuxu evinoanenus sHanusa: OneHKa "Hey10BIETBOPUTENIbHO" BBICTABIISAETCS
€CJIM 3aJIaHUE BBIIIOJIHEHO HEBEPHO WUJIU MPEUMYIIIECTBEHHO HE BBINOJIHEHO

KM-6. JlabopaTopHnasi padora Ne 3

®opmbl peaau3anun. KoMIbBIOTEPHOE 3a/1aHKE

Tun koHTpoBLHOrO0 Meponpusitus: Jlabopatopnas padora

Bec konTposbHoro meponpustusi B BPC: 10

IIpounenypa npoBeaeHHss KOHTPOJIBLHOIO MEpPONPHUATHS: BblJa4ya CTYyJEHTAaM WHAMBHIYaJIbHBIX
KOHTPOJIBHBIX 3afaHui. KoHCynpTamu 10 COXEpKaHUIO 3aJaHus. DBelnmoigHeHue 3agaHui
cryneHTamu. IIpoBepka pe3yapTaToB BBIIIOJHEHUS.

KpaTKOC CoA€cpiKaHuE 3alaHUA:

naboparopHas paboTa o Teme «AHanu3 6ezonacHoct Web-npunoxenuit». Llens — momyautsb
MPAKTUYECKHE HABBIKK aHan3a Web-TIpritoskeHni Ha MpeIMET HATHIHs OCHOBHBIX
ysI3BUMOCTeH. TeopeTrudeckast 4aCcTh COJEPIKUT OMMCAHUE OCHOBHBIX YS3BUMOCTEH M aTak Ha
Web-npunosxenus, Takux kak SQL injection, MexcaitToBslii ckpuntuar (XSS), mogbop
naposieii, oOpaTHbBIN MyTh B AUPEKTOPHUAX, IPSIMOM TOCTYN K 00BbEKTaM, HEKOPPEKTHAS
HACTPOMKa MEXaHU3MOB 0€30MMaCHOCTH U UCIOJIb30BAaHNE KOMIIOHEHTOB C U3BECTHBIMHU
ys13BUMOCTSIMU. [IpakTuyeckas 4acTh BKIIIOUAET HACTPOUKY MPOrPaMMHOTO HHCTPYMEHTA
tectupoBanus Web-npunoxxenuii Burp Suite 1 nmpoBeneHue ¢ ero moMoIpio aTak Ha
CHeIMallbHbIe CalThl, UCTIONb3YyeMble s uzydenus Ub.

KoHTpoJibHbIE BONIpOChl/3aJaHUA:

3HaTh: BO3MOXHOCTH U
OTPaHWYEHHUSI CPEICTB  3aIIUTHI
uHpOpMalUu U WH(POPMALMOHHBIX
CHCTEM.

1.Yto Takoe ataka SQL injection?
2.0nummTe TEXHOIOTUIO aTaku XSS.

YMeTb: BBIOMpaTh KOMILIEKC MeEp
JUISL  3alUThl  MHpOpMAIUMK U
UH(POPMALIMOHHBIX CHCTEM.

1.IIpoBenute aTaky noadoopa napoJis.
2.IIpoBenute aTaKky 0OpaTHOTO IYTH B TUPEKTOPHIO.

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 80
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Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. OI_[CHKa "OTINYHO" BBICTABISACTCS €CIIN 3aJaHuc
BBIIIOJIHEHO B ITOJTHOM 00BbEME MJIHM BEITIOJHEHO NpEUMYIICCTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 50
OnucaHnue xapakmepucmuxu evlnoineHus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIU
OOJIBITMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAIIPABIICHHE ISl PEIICHUS 3a71a4

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 30
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTENIHLHO" BHICTABISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEIBLHO'" BBICTABIIACTCS
€CJIM 3aJ]JaHue BBIMIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBITTOJIHEHO

KM-7. Teer Ne 4

®opmbl peanu3anuu: buiers! (MMCEMEHHBIH OIPOC)

Tun KOHTPOILHOTO MeponpusitTusi: TectupoBanue

Bec kouTposabHoro meponpusitusi B BPC: 15

IIpouenypa mpoBeleHUs] KOHTPOJIHHOT0 MEPONPHUATHA: TPOXOXKICHUE TCCTHPOBAHHS ITyTEM
BbIJIa4a CTYJICHTaM OJIAHKOB C BOIIPOCAMH JIJISl TECTUPOBAHMUS, JIUOO POXOKIACHUE TECTUPOBAHUS C
MIOMOIIBIO CPEJCTB IUCTAHITMOHHOTO 00yueHus. [[poBepka pe3ynbTaToB BHIIOJTHCHHUS.

Kpatkoe cogep:kanue 3aaHus:
TeCT BKJIOYaeT 24 Bomnpoca 1o Teme «TexHomornu nHGOPMaIMOHHON 0€301TaCHOCTI.
Kaxxapiii Bompoc TpedyeT BpIOOpa 0JJHOTO U3 MPaBUIIbHBIX OTBETOB, YCTAHOBJICHUS
COOTBETCTBUS MTOHATUHN, YIIOPSI0UEHHUS ITOCIET0BATEILHOCTH ACHCTBUN WM PeLIeHUs
npuMepa ¢ BBoJIoM oTBeTa. Ha oTBeTHI BbIENsIETCS OrpaHUYeHHOE BpeMs — 120 MUHYT.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3HAaTh: BO3MO>KHOCTH " 1.YcTanoBuTE IPaBUIIBHOE COOTBETCTBUE IIPUKIIATHOU

OTpaHUYEHUSI CPEACTB  3alIUThHI 3aJa4u ¥ UCIOJIb3yEeMOr0 IPOTOKOIA.

uHpopMaLuu U WHPOPMALMOHHBIX 2.Kakue TeH/IeHIIUM ¥ TEXHOJIOTUU CHUXKAIOT

CUCTEM. 3¢ (HEeKTUBHOCTH IEPUMETPOBOTO MOIX0a K 3aIIUTE
KOPIIOPAaTHUBHBIX HH(POPMALIMOHHBIX CHCTEM?

YMeTh: BBIOUPATH KOMIUIEKC MeEp 1.IIpeanoxxure KOMIUIEKC 3alllUTHBIX TEXHOJIOTUN Ha

JUIs  3aIlUThl  MHGOpMALMM | nuno3e naaycrpuansaoin cetn ACYTIL

MH(OPMALIMOHHBIX CHCTEM. 2.BpiGepute NoaXOAUINN KpUIITOTpaduIecKHii
ITPOTOKOJI JJIs1 ONIMCAHHOM NPUKJIAAHON 33a4u.

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 80
Onucanue xapaxmepucmuxu vinoineHus snanus: OueHka "oTIMYHO" BBICTABIISETCS €ClU 3aJaHHe
BBITIOJTHEHO B TTOJTHOM 00bEME WIIH BBITIOJTHEHO MPEHMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu evinoineHus snanus: OneHkKa "XopoIo" BEICTABISIETCS CIH
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABICHHUE [Tl PEIICHUS 3a,1a4

Oyenxka: 3
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Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 30
Onucanue xapakmepucmuku evtnonanenus 3nanus. OueHka "yJ10BIETBOPUTENBHO" BBICTABISETCS
€CJIM 3aJjaHuE PEUMYIIECTBEHHO BBITIOJIHEHO

Ouenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: ONeHKa "HeyIOBICTBOPUTEIILHO" BEICTABIISICTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO MJIU MPEUMYIIECTBEHHO HE BBIMTOJTHEHO

KM-8. JlabopaTopHasi padora Ne 4

®opmbl pean3anuu: KoMIbIOTEPHOE 3a1aHKE

Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec koHTpobHOr0 Meponpustusi B BPC: 10

IIpouenypa npoBeaeHHss KOHTPOJBLHOIO MEPONPHATHA: BbIJa4ya CTyIECHTAM HHIAMBHUIYaJIbHBIX
KOHTPOJIbHBIX 3alaHui. KoOHCynpTammu 1o conep:KaHuio 3aJaHus. BeinojsHeHue 3agaHui
cryneHTamu. IIpoBepka pe3yapTaToB BBIIIOJHEHUS.

Kparkoe conepxanue 3ajaHus:
nabopaTopHas pabota 1o reme «CounanabHas HHXeHepus». Llenp — moayyuTs TeopeTnyeckue u
IIPAaKTUYECKHUE HABBIKM COLIMAIIBHON MHKEHEPUHU U METOJ0B IIPOTUBOJACHCTBHUS. TeopeTnueckas
4acTb COJAEPIKUT OIPEACIICHNUS] OCHOBHBIX TEPMUHOB COLMAIbHON UHIKCHEPUH, IIEPEYCHD
TEXHUK U Mep NMPOTUBOeiicTBUsA. [IpakTHueckas 4acTh BKJIIOYAET B ceOst IpuMep
UCIOJIb30BaHUS TEXHUK COLIMATIbHOM MHKEHEPHUHU: TIONCKa MH(POPMALIUH, TOATOTOBKH U
IIPOBE/ICHMS aTaKU.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3HaTh: OCHOBHBIE TOJXOABl K 1.Yrto Takoe puimHr?

PELICHHIO 33124 MHPOPMALIMOHHOM 2.0nuimuTe TEXHUKH, UCII0JIb3YeMbIe [l BHEAPEHHUS
0e30I1aCHOCTH; MPOTrpaMM B 3alMIICHHBII TEPUMETP.

YMmers: HACTpPauBaTh u 1.ITpoBenTe MOMCK HOMEPOB KPEAUTHBIX KapT Ha caiiTe.
UCIONB30BaTh CPEJCTBA 3aIlUTHI 2.UccnenyiiTe TOKaIbHYIO CETh HA HAJTMYUE IPHHTEPOB.
uHpOpMaLUu U WH(POPMALIMOHHBIX

CHCTEM.

Onucanue MIKAJIbI OLlEeHUBAHUS

Ouenxa: 5
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 80
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTIUYHO" BBICTABIISETCS €CIIH 3aJaHue
BBHITIOJTHEHO B MOJIHOM 00bEME WIIH BBITIOJIHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku evtnonanenus 3uanus. OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 30
Onucanue xapakmepucmuku évinonnenus snanus: OneHka "ya0BICTBOPUTEIHLHO" BBICTABIISCTCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus sHanus: OTNeHKa "HeyI0BISTBOPUTENLHO" BEICTABIISETCS
€CJIN 33JITaHUE BBITOJIHEHO HEBEPHO HJIU MIPEUMYIIECTBEHHO HE BBITOJTHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
2 cemecTp

@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

1)  TIpaBoBBIE OCHOBBI 3aIUTHI HHPOPMAIMU. BU/IbI TaliHBI M 3aKOHOJATEIBHBIC aKTHI MO €€
oxpane. Perynsropsl nHpopmanoHHo# O0e3onacHocTy B Poccun u ux crnenuanuzanus.
2)  Henocratku cetu @eticrens. [udp tunma SP-cets.

IIpouenypa npoBenenust

[Tponenypa mpoBeAeHUs SK3aMEHA OINPEIENIAETCS TEKYLUM MOJIOKEHHEM 00 dK3aMEHaxX U 3aueTax
HUY «M3W». CryneHt noaydaer OwieT ¢ 2 BOIpOCaMM IO JIEKLIMOHHOMY Kypcy. Bpems Ha
noArotoBky orsera — 60 muH. [lanee oH oTBeuaeT Ha IOCTaBICHHBIE BOIPOCHL, a TAaKXKE Ha
JIOTIOJIHUTEIIBHBIE BOINPOCH! IpenojaBares, NpuHUMaromero 3ader. [lo pesynbratam OTBETOB
BBICTaBJIIETCS OLIEHKA 3a 9K3aMEH, KOTOpasi COOOIAETCsl CTYIEHTY.

L Ilepeuens Komnemenyuil/uHOUKaAMOpPoO8 U KOHMPOIbHBIX 60NPOCOB NPOGEPKU PE3YbHIAN 08
0CBOCHUA OUCUUNTUHDI

1. Komnerenuunst/Uuaukarop: UJ1-1prk-2 JleMoHCTpUpyeT yMeHHE OPraHU30BBIBATH
IKCIIEPUMEHTAIBLHBIC UCCIICIOBAHMSI U COOP IKCIIEPTHOW MH(DOpMAIHH, IPOBOIUTH aHAIHU3 U
peBapUTENbHYI0 00pa0OTKY JaHHBIX C IPUMEHEHUEM aBTOMATU3UPOBAHHBIX HHPOPMAIIHOHHBIX
CUCTEM, BEIOMpATh 00OCHOBAHHBIC CITIOCOOBI 00SCTICUCHHUS 3AIIUTHI JAHHBIX

Bonpocel, 3a1anns
1.MonynbHas apudmetnka. I'pynmns! BeruetoB. dynkius Diinepa. Teopema Ditnepa.
2 Ilpaktuyeckue aciekTsl RSA: Ha3HaueHUe, BBIYUCIUTENbHAS CII0KHOCTh, CTOMKOCTb.
3.Ctpykrypa ceprudukara X.509.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM

1.Yrto ynocrosepsier Y nocrosepsromuii Leatp PKI?
OtBeTsI:

1.  KoppekTHOCTh pabOThl aCHMMETPUYHBIX KPUIITOTpapUUECKUX AITOPUTMOB M0OJIb30BATENS

2.  Hanuuue mapbl 3aKpbITOrO M OTKPBITOTO KIIFOYA Y MOJIb30BATENSA

3.  Hnentudukanuio moiap30BaTes, BIaCIOMIEro 3aKPHITHIM KIFOUYOM

4.  PasperieHue coBepuiaTh olepanyu MOAMNKUCH B paMKaxX JaHHOTO JOMEHa JI0OBepHs
BepHplii oTBeT: 3

2.Ykaxure, Kakue CBOICTBA OTIMYAIOT KPUNTOrpaprUECcKyo X31I-(PYHKIHIO OT OOBIYHOMN
OtBerTsI:

1.  TIpeoOpa3yeT HEOrpaHUYEHHYIO MTOCIEI0BATENLHOCTh OAHTOB B 3HAUCHHE B

OTpaHUYEHHOM JIMana3oHe

2.  He no3Bonser BOCCTaHOBUTH BXOJIHYIO MOCJEIOBATEIBHOCTD M0 3HAYCHUIO XAUI-(DYHKITIH

3. Jlng mocnemoBaTenbHOCTH OAWT TOJDKHO OBITH BEIYUCIUTENFHO TPYIHO MOI00paTh

JPYTYIO MOCIEI0BaTEIbHOCTD, JAIOIIYIO TO XK€ 3HaYeHHUE XOMI-(DyHKIHH

4.  Tlo 3HaueHuUIo X31I-PYHKIUH TOJKHO OBITh BEIYMCIUTEIBHO TPYJHO BOCCTAHOBUTH

BO3MOXHBIE MTOCIIE0BATELHOCTH U3 KOTOPBIX OHA MOTJIa ObITh MOJTy4YeHa

5. ANropuTM BBIYUCIIEHHUS JOJKEH OBITh CTAaHAAPTHU30BaH

6.  JlomkHO OBITh BBIYMCIMTEIBHO TPYIHO HAWTH JIBE TIOCIIEOBATEIbHOCTH, JIAIOIINE

OJIMHAKOBEIN XDIII
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Bepuniii otBet: 3.,4,6
3.YkaxuTe BO3MOXHBIC BApUAHTHI ayTCHTH(UKAIIMY MpU ycTaHoBIeHnH TLS ceccun
OTtBeThI:
be3 ayrenTudukanuu
[TaponpHas ayTeHTUDUKAIHS
AyTreHTH(UKALKS KIMEHTOM CepBepa IO €ro cepTudUKary
AyTeHTH(HKAIHS CEPBEPOM KIIMEHTA IO €r0 CepTH(HKATY
JIByXCTOpOHHSS ayTeHTU(UKALUs KJIMEHTa U CepBepa 0 UX cepTUdUKaTam
BepHslii otBeT: 3,5
4.JlokanbHast ceTh IPOMBILIUIEHHOI'O 00BEKTA COCTOUT U3 YIPABIISIIOIIEr0 KOMIIBIOTEPA
SCADA cucremsl 1 MHOXkecTBa PLC, ynpaBisoux TEXHOJIOTMYECKMMH IIpoLieccaMu. JTa
CeThb Yepe3 IUII03 NOoAKIoueHa K IHTepHeT, AJ1s TOro, YToObl MOKHO OBLJIO OCYILLECTBIIATh
MOHHUTOPHHT H YIIPaBJIEHUE U3 TOJOBHOTO oduca npeanpusTus. Kakue 3amuTHbIe TEXHOIOTUN
11eJ1ec000pa3HO yCTaHOBUTH Ha IITH03€e?
OtBeThI:
MesxceTeBor 3KpaH
Kpunronuios
Ceresoii IDS
Ceresoii IPS
NGFW
WAF
SOC
AHTHBUpYC
Bepnwsiii otBer: 1,2,4
5.YacToTHbIN aHaIU3 O3BOJISET AeIN(POBAThH
OTtBeTsI:
1.  umdp noacraHoBKU
2.  mudp nepecTaHOBKH
Bepnsiit otBeT: 1
6.BriOepuTe BapnaHThl 0AHO(DAKTOPHON ayTeHTU(PUKAILIIH
OTBeThI:
ANEKTPOHHBIN K0 J1st 3amKa ('TabmeTka')
kapra Tpolika
0aHKOBCKas KapTa (IIpH1 CHATHU JCHEr B OaHKOMaTe)
KPUNTOTOKEH JIJIsl JOCTyna Ha caiT ['ocyciyru
OTIIEYaTOK Iajabla
MMs1 TI0JIb30BATENs U NapOilb
MMs II0JIB30BAaTENs], Mapoib U Ko u3 SMS
Bepwnsriit otBeT: 1,2,5,6
7.I1o kakolt mpruuMHE KBAaHTOBOE paclpeeseHne Kirouell o0ecreunBaeT 3alluTy OT aTak Ha
KpUNTOrpaduio ¢ moMoIbp0 KBAHTOBOTO KOMITbIOTepa?
OtBeThI:
1. KBaHTOBBIN KOMIBIOTEP HE UMEET MPEUMYIIECTB Mepe KBAaHTOBBIMU ITPOTOKOJIAMH, a
TOJIBKO NEpE]] KJIaCCUUECKUMU
2. Yacras cMeHa Kitodel mu@poBaHUs 3alIMIIAET OT CHIKEHHS CTOWKOCTH KIIACCHIECKHUX
CUMMETPUYHBIX IIH(POB
3. 3amper KIOHHPOBAHUS KBAHTOBBIX YACTHII HE ITO3BOJISIET CKOMTUPOBATH CEKPETHBIN KITFOY,
Nepe1aBaeMblil 10 KBAHTOBOMY IMPOTOKOIY
Bepnsiit otBeT: 2

s E

N~ wNE

NoabkowhE
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2. Komnerenuust/Muaukarop: M/1-2prk-2 Moxer pa3pabarsiBaTh HHPOPMAITUOHHBIE U
MH()OPMAIIMOHHO-aHAJTUTHYECKIE CHCTEMbI aBTOMATH3AI[MH POLIECCOB YIIPABICHUS B CIOKHBIX
TEXHUYECKUX U OPTaHU3AIMOHHO-TEXHUYECKUX CUCTEMaX

Bomnpocel, 3axanus
1.ugp F'OCT P 34.12-2018 «Marma» u ero napameTpsbl.
2.Crpykrypa naketoB AH u ESP. TyHHeNbHBIN U TPAaHCTIOPTHBIN PEKUMBI.

Marepuanbl A1 NPOBEPKH OCTATOYHBIX 3HAHUH

1.BerunciauTe KpUNTOCTOUKOCTD (YUCIIO0 MepeOOpPOB) HIeaTbHOMN X1 -()YHKIINH, JAIOIIeH
3Ha4YeHHE JAIUHON 16 OuT

Bepnpsiii otBet: 256
2.Ha yem OCHOBaH MOAXO/ K JIETAJIbHON MHCIIEKIIUH 3aIUIIEHHOr0 TpaduKa - TaK
Ha3bIBACMbIii JieranbHbiii Man-in-the-Middle?

OTBeThI:
1. Hanoabope kpuntorpaduueckoro Kir4a, UCIOIb3YeMOro it UG POBAHUS
2.  Ha 3HaHuM mapoJieii BCceX MoJIb30BaTeIC KOPIIOPATUBHOM CETH
3. Ha ycraHoBke B XpaHWIHIIA KOPHEBBIX CEPTU(DUKATOB KOPIOPATUBHBIX KOMITBIOTEPOB
KOPHEBOTO cepTU(HUKaTa KOPIOpaTUBHOTO Y 1]
4.  Ha opranuzanuu MpoKCUPOBAHHS BCEr0 UCXOAIET0 Tpaduka KOPHOPATUBHON CETH Ha
JTI03€

Bepnpiii oter: 3
3.BriOepute npaBUIIbHOE OMPEACIICHUE KIIFOUEBOTO PACIIMCAHUS

OTtBeTsI:
1.  Bpems cMeHbI MacTep-KJIroua C 1IeJIbI0 KOHTPOJIS Harpy3Ku Ha KIIIoY
2.  llopsgok cMmeHbl BekTopa nHuIManu3auuu (IV) B mpornecce mmdpoBanus 607IbIIOT0
KOJINYecTBa OJIOKOB
3. Ilopsmok cMeHbI payHIOBBIX KIIOUYEH B MHOTOpPayHIOBOM OJI04HOM HIudpe

BepHplii oTBeT: 3
4.TlonGepute MOAXOASANINE TPUMEPHI TOHATHIO "YS3BUMOCTD'":

OTBeTHI:
1.  Huskas kBanuduxanus B ”HPOPMALMOHHOM O€30MaCHOCTH COTPYAHUKOB,
00CITY’KNBAIOMUX HH()OPMAITHOHHYIO CUCTEMY MTPEIIPUATHS
2.  Hanmuume MHOTOYHMCICHHBIX XaKEPCKUX HHCTPYMEHTOB JIJIsl IPOHUKHOBEHUS B
WH(POPMALIMOHHBIE CUCTEMBI TTPEIPUSTHIA
3. Ilpocroii maposs aIMUHUCTpATOpa TIABHOTO cCepBepa MPeANpHUsITUSs
4.  bymyrouias B Mupe 3nuaeMus Bupyca-mudponanbiuka WannaCry
5. Crapas Bepcuss Windows, nmonsepsxenHas atake Ping-of-the-Death, ycranoBnenHas Ha
KOMIIbIOTEpE OyXranTepa, He MOJKII0YEHHOM K JIOKaJIbHOU CeTH

Bepwsiii otBert: 1,3
5.0tHocutcs 11 ACY TII konaurepckoit padpuku Kk 00beKTaM KPUTHUECKOMN
UH(POPMALIMOHHON HHPPACTPYKTYPHI?

OTBeETHI:
1. Jla
2. Her

BepHusliii otBeT: 2
6.Kyna B o6s13aTennbHOM nOpsiKe niepeaaeTrcs HHGOpMalKs O KOMITbIOTEPHBIX aTakaxX Ha
00BEKTHI KPUTHUECKOM HH(pOpMAIMOHHON MHGPAacTpYKTYphl B pamkax cuctembl ['ocCOITKA?
OtBerTsI:
1.  Curyaunuonnslii neHtp Aamunucrpauuu [Ipesunenta Poccun
2.  HamumoHanbHBI KOOPIWHAIIMOHHBIN IEHTP 0 KOMITBIOTEPHBIM HHIHIeHTaM ipu ©@Ch
Poccun
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3. Lentpanbublii 6ank Poccun
4.  Curyauuonssii neHTp npu ®CTIK Poccun
BepHplii oTBeT: 2

II. Onucanue wkanvl oueHuBanus

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 80
Onucanue xapakmepucmuku evinonneHus 3uanus: OIEHKa 5 «OTIIMYHO» BBICTABIISIETCS, €CIH
3aJJaHHE BBIITOJIHEHO B TIOJITHOM 00bEME WIIH UMEET HECYIIECTBEHHBIE TOTPEITHOCTH.

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuku evinonenus 3uanusa: OneHka 4 «XopoIoy» BBICTABISAETCS, €CITU
3aJJaHKE BBIIIOJIHEHO B TIOJIHOM 00beMe, HO uMeeTcst He 0oJiee 2 OInOOK.

Oyenka: 3
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 30
Onucanue xapakmepucmuku evinonenus 3nanusa: OUeHKa 3 «yJI0BIETBOPUTEIHEHOY BBICTABIISAETCS,
€CIIM 3a/IaHUE BBITIOJTHEHO HE MEHee, yeM Ha 60% uiau umeetcs He OoJiee 4 OmmOOoK.

Oyenka: 2
Onucanue xapakxmepucmuxu 8vinoineHus sHanus: ONeHKa 2 «HEeYA0BIECTBOPUTEIHHO
BBICTABJISIETCSI, €CIIM 3aJaHKe BBITOJHEHO MeHee, ueM Ha 60%, nmeeTcs 6onee 4 ommOOK HIIH
MOJTHOCTBIO OTCYTCTBYET OTBET Ha OJMH U3 BOIIPOCOB.

1I1. Ilpaguna évicmasnenus umo2o8o0i OyeHKu no Kypcy

Onenka ompenensercs B cooTBeTCTBUM C [lonokeHuem o OaylbHO-PEHTHMHIOBOM cHUCTeME AJs
ctynentoB HUY «MDW» Ha ocHOBaHMM CEMECTPOBOM M 3K3aMEHAI[MOHHOMN COCTABIISIOIINX.
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