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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuabl 0 JUCHMIUIMHE BKJIIOYAIOT OLEHOYHbIE CPEACTBA Ui MPOBEICHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-5 CniocoGeH HHCTaUIMPOBATh MIPOTPaMMHOE M alllapaTHoe o0ecreueHue IS
UH(POPMALIMOHHBIX ¥ aBTOMAaTU3UPOBAHHBIX CUCTEM
N/I-1 JlemoHCTpUpyeT 3HAHME OCHOB CUCTEMHOTO aIMUHUCTPUPOBAHUS,
apmuuuctpupoBanus CYB/l, cOBpeMEeHHBIX CTaHAAPTOB HHPOPMALMOHHOTO B3aUMOICHCTBHS
cUCTEM

1 BKIIFOYACT:
JJIA TEKYIEro KOHTPOJIA YCIIEBA€MOCTH:

Popma peanusaruu: 3aniuTa 3a1aHus
1. 3amuTa naboparopHoi padoTsl "MHCTpYMEHTHI A AIMUHUCTPUPOBAHUS 3AIIUILIEHHBIX
oneparuonHbix cuctem" (KoHTposnsHas padora)
2. 3amuTa nabopaTtopHoii paboTsl "HacTpolika U AuarHoCcTUKa CeTeBOM MOJACHUCTEMBI"
(KontponpHas pabota)
3. 3amuTa naboparopHoit pabotsl "HacTpoiika cepBrica aBTOpU3aIiu, TUarHOCTHKA U
yCTpaHEHUE HEUCTPAaBHOCTEH (PyHKIIMOHUPOBaHMSA onepannoHHo# cuctembl" (KoHTponpHas
pabora)
4. 3amura 1abopaTopHOM paboThl 'Y cTaHOBKA U HACTPOMKA CTAHJAPTHOTO HAOOpa CEpBUCOB"
(KonTponbHas padota)

BPC nucuuminHbl

S cemecTp

IlepeyeHb KOHTPOJBHBIX MEPONPHUATHI TEKYIIEro KOHTPOJS YCHEBAEMOCTH IO

AUCHUILINHE:

KM-1 3ammra nabopatopHoii paboTsl "MHCTpYMEHTHI AMUHUCTPUPOBAHUS 3ALIUILIEHHBIX
onepanroHHbix cucteMm" (KonTponbsHas pabora)

KM-2 3ammra naboparopHoii paboTsl "HacTpoiika u quarHocTuka ceTeBoi moacucreMs"”
(KontponpHnas pabota)

KM-3 3ammra nabopatopHoii paboTsl "YcTaHOBKA U HACTPOIiKa CTaHAAPTHOTO Habopa cepBUCOB"
(KontponpHnas pabota)

KM-4  3ammra naboparopHoii pabotsl "HacTpoiika cepBrca aBTOpH3alMK, IMarHOCTUKA U YCTpaHEHHE

HEUCNpaBHOCTEN PyHKIIMOHUPOBaHUs onepaonHoil cucreMsl" (KonTponpHas pabota)

Buja npoMexyTouHOI aTTecTAlMU — 3a4€T C OLICHKOM.

Beca KOHTpOIBHBIX MeponpusITHii, %o
Pazgen nucnuminHbl HNunekc KM- | KM- | KM- | KM-
KM: 1 2 3 4




| Cpox KM: 3 6 9 12
OCHOBBI KOMIIBIOTEPHON 0€301acHOCTH U 0a30BbIE HHCTPYMEHTHI
aJIMUHUCTPUPOBAHUS ONIEPALMOHHON CUCTEMBI
ApPXUTEKTYpa ¥ KOMIIOHEHTHI OIIEPALMOHHBIX CUCTEM Ha 0aze sipa +
Linux
OCHOBBI KOMIIBIOTEPHOH 0€30IaCHOCTH +
[TpuHIMIBI CETEBOTO B3aUMOJICHCTBUS U CTPYKTYpa CETEBOH
IIOICHCTEMBI 3AILUILEHHON ONEPALIMOHHON CUCTEMBI
Ocnosnble ipoTokoibl cteka TCP/IP. +
MexceTeBol SKpaH +
YcraHoBKa M HACTPOHKa CTaHJapTHOrO Habopa cepBHCOB
AJMHUHHCTpUpPOBaHHE BeO-CAalTOB U 3JI€KTPOHHOM MOYTHI. +
AJMUHHCTpUpPOBaHHE 0a30BbIX CETEBBIX CEPBUCOB OPraHU3ALUU +
JlmarHocTuka
Wnentudukanus, ayrTeHTH()HUKAIIS 1 aBTOPHU3AIIHS +
110JIb30BaTEIEH
JInarsocTrka HEMCIIPaBHOCTEH B 3aIUIIEHHOMN ONepalMOHHOU +
CHUCTEMBI

Bec KM: | 25 25 25 25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3yabTaThl  OOydeHHs 10
JUCIUILINHE
OIIK-5 N-lonks JemoHcTpupyer | 3HaTh: KM-1 3ammura naboparopHoii paboTsl "MHCTpYMEHTHI aIMUHUCTPUPOBAHHUS
3HaHHWE OCHOB CHCTEMHOTO | MPUHIIUIIBI CETEBOTO 3alUIIeHHBIX onepanuoHHbiX cucteM" (KontponsHas padorta)
aIMUHUCTPUPOBAHUS, B3aUMOJICVCTBHUS KM-2 3ammra naboparopHoit padotsl "HacTpoiika u TUarHOCTHKA CETEBON
aIMUHUCTPUPOBAHUS MIPOTOKOJIBI 0A30BBIX noacucremsl" (KontponsHas pabota)
CYB/, COBPEMEHHBIX | CETEBBIX CEPBUCOB KM-3 3ammra naboparopHoii paboTsl 'Y CTaHOBKA M HACTPOMKA
CTaH/IapTOB OpraHu3aIu cTannapTHoro Habopa cepBuco" (KonrponbsHas padorta)
UH(OPMAITMOHHOTO YMeTb: KM-4 3ammra naboparopHoii padboTsl "HacTpoiika cepBrca aBTOpH3aIiHy,
B3aMMOJICHCTBHS CUCTEM HACTPauBaTh MEXCETEBOU JIMarHOCTHKA M YCTPAaHEHUE HeUCIpaBHOCTEH (QyHKIIMOHUPOBAHUS
JKpaH onepanronHoi cucteMbl" (KonTposnbHas padora)
aJIMMHHUCTPHPOBATH
CTaHJIapTHBIN HaOOp
CEPBHCOB




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 3amura nadopatopHoii padorsl "MHCTPYyMeHTHI aIMUHUCTPUPOBAHUS
3alIMIIEHHBIX ONlePAIlMOHHBIX cucTeM"

®opmbl peau3anum: 3anuTa 3aJaHUs

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIbHOrO0 Meponpustus: IIpeaBapurenbHas NDOATOTOBKA K
BBINOJIHEHUIO J1a00paTopHOil paboThl. Beimonnenue nabopaTopHoil pabOThl B COOTBETCTBUHU C
3aganueM. IloaroroBka Kk 3aliuTe 10 MIPONJCHHBIM MaTepUaJIaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BONIPOCOB TECTa, UCIIOJIB3YS NPOHEHHbIN MaTepuas. OOpaTuTe BHUMaHHUE, YTO
B HCKOTOPLBIX BOITPOCAaX MOXKCET OBITh HECKOJIBKO IMPpaBUJIbHBIX BApWMAaHTOB OTBETA, a4 TAKIKEC
MOTYT BCTPETUTBHCS BOIIPOCHI, Il HY>KHO BBECTH IPABUJIbHBINA OTBET CaMOCTOATENbHO. s
YCIICHIHOT'O BBIITOJHCHUA 3aJaHrd BHUMATCIIBHO O3HAKOMBTCCH C KaKJIbIM BOIIPOCOM U
BbIOEpUTE BCE IPABUIIbHbBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJYYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3arIaHupoBaHHBIE  pe3yJbTaThl | Bompocsl/3aganus 1uis IpoBepKu
00y4eHUs 10 JUCIUIIHHE

YMers: aIMHUHUCTPUPOBATH 1.Bonpoc: Kakas komaHia UCHOIb3YyeTCs IS IOUCKA
CTaHJapTHBIA HA0Op CEPBUCOB (haiinoB pazmepom 6osbiire 50 MB B manke /home/userl?
find /home/userl -size +50M

grep /home/userl -size 50M

search /home/user1 -size >50M

locate /home/userl -size 50M

find /home/userl -size >50M

find /home/userl -name +50M

search /home/userl -name 50M

locate /home/userl -name +50M

O N AWM PR

Ipasuabueiii otBer: find /home/userl -size +50M
2.Bomnpoc: Kakoii cumBon ucnioib3yercs B Bash s
nepeayy BHIBO/IA OJTHOM KOMaH/IbI B Ka4eCTBE BBOJA TS
JIPYTOil KOMaH IbI?
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IIpaBU/ILHBIH OTBET:

Onucanue MKaJbl OLICHUBAHUA:




Oyenka: 5 («OTIAUYHO)
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 710
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CIIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WJIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoILO0»)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapaxmepucmuxu evlnoneHus 3Hanus: OLeHKa "X0opouio" BEICTaBISETCS €CIU
OOJIBITMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJIETBOPUTEILHOY)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonneHus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABISACTCS
€CITH 3aJIaHUE TPEUMYIIECTBEHHO BBITIOJHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapaxmepucmuxu gblnoanenus 3Hanus: OLeHKa "HeyJ0BIETBOPUTEIBHO" BHICTABIISACTCA
€CJIM 3aJIaHUE BBIIIOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBIIOJIHEHO

KM-2. 3amura nadopatopHoii padorsl ""HacTpoiika u INarHocTUKAa ceTeBOMH
MOJACHCTEMBI"

®opmbl peanu3anuu: 3aIinTa 3a1aHUSA

Tun kouTposabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro meponpustusi B BPC: 25

IIpoueaypa npoBedeHHs] KOHTPOJIbHOr0 Meponpusitus: IlpenBaputenpHas NOJArOTOBKA K
BBINIOJIHEHUIO J1a0opaTopHOil paOoThl. BolnonHeHue naboparopHOil pabOTBl B COOTBETCTBUH C
3agaHueM. IloaroToBka K 3amure No NpoiIeHHBIM MaTepUaaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BOIIPOCOB TECTa, UCIIOJIB3Ys MPONHEHHbIN MaTepuan. OOpaTuTe BHUMaHHE, YTO
B HCKOTOPBIX BOITPOCaxX MOXKET OBITh HECKOIBKO IMpaBHUJIbHBIX BAPUAHTOB OTBETA, 4 TAKKC
MOTYT BCTPETUTHCSI BOIIPOCHI, I'/I€ HY’KHO BBECTH IIPaBUIIbHBINA OTBET CaMOCTOSITENBHO. [l
YCIICHIHOT'O BBIITOJHCHUA 3aJaH BHUMATCIIBHO O3HAKOMBTCCH C KaXKJIbIM BOIIPOCOM U
BbIOEpUTE BCE PABUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJTYUYEHHBIX HA JEKIMIX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3anygaHupOBaHHbIE Bormpocsl/3aganus s IpoBEpKU

pe3ynbTaThl O0yYeHHUs IO

JUCHUITIINHE

3HaTh: MIPUHIUIIBI 1.Bonpoc: KakoBa npaBuibHas MOCIEI0BATENbHOCTh COCTOSIHUN
CETEeBOr0 B3aWMOJICUCTBHUS TCP coenunenus ceppepa?

1. SYN_SENT -> SYN_RECEIVED -> ESTABLISHED - FIN_WAIT_1 -
FIN_WAIT_2 - TIME_WAIT

2. LISTEN -> SYN_RECEIVED -> ESTABLISHED -> FIN_WAIT_1 >
FIN_WAIT_2 - CLOSE_WAIT > LAST_ACK -> CLOSED

3. SYN_RECEIVED -> ESTABLISHED > CLOSE_WAIT > FIN_WAIT_1 >
FIN_WAIT_2 > TIME_WAIT

4. SYN_SENT -> SYN_RECEIVED -> ESTABLISHED -> CLOSE_WAIT >
FIN_WAIT_1 -> LAST_ACK - CLOSED

5. LISTEN - SYN_SENT -> SYN_RECEIVED -> ESTABLISHED >
FIN_WAIT_1 > FIN_WAIT_2 - CLOSED




3anjgaHUupOBAHHBIE Bormpocsl/3aganust A MpoBEPKU
pe3ynbTaThl OOYyYEHHUs IO
JUCITUILINHE

6. ESTABLISHED -> SYN_SENT - SYN_RECEIVED - FIN_WAIT_1 >
FIN_WAIT_2 - TIME_WAIT - CLOSED

7. SYN_RECEIVED - ESTABLISHED - FIN_WAIT_1 - FIN_WAIT_2 -
LAST_ACK -> CLOSED

8. LISTEN - SYN_RECEIVED -> ESTABLISHED - CLOSE_WAIT -
LAST_ACK -> CLOSED

Mpasuabneblii orBeT: LISTEN — SYN RECEIVED —
ESTABLISHED — FIN_ WAIT 1 — FIN WAIT 2 —
CLOSE WAIT — LAST ACK — CLOSED
2.Bonpoc: Kakoii cucTeMHBIi BBI30B HCIIOIB3YETCS JUIS
co3manust UDP cokera B Linux?

open()

bind()

connect()

socket()

listen()

accept()

sendto()

recvfrom()

IpaBuibnblii oTBeT: Socket()

Onucanue MKAJbI Oll€CHUBAHUA:

Oyenxa: 5 («OTIINYHOY)
Huosienuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIH 3aJaHue
BBITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOITHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («X0poILI0»)
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIIo" BICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS pElIeHUs 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEIHHOY)
Huodienuii nopoe evinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinoanenus snanus: OueHka "yIoBIeTBOPUTEIBHO" BBICTABIISETCS
€CIIU 3a/1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO

Oyenka: 2 («HEYJTOBJIETBOPUTEITHEHOY)
Onucanue xapakmepucmuku goinonenus 3uanus: OleHKa "HeyJ0BIeTBOPUTEILHO" BBICTABIISETCS
€CJIN 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MIPEUMYIIECTBEHHO HE BBITOJTHECHO

KM-3. 3ammura 1adopaTopHoii padoTsl "YCTaHOBKA U HACTPOHKA CTAHIAPTHOIO
Ha0opa cepBHCcOB"

®opmbl peaJu3anmu: 3alnTa 3a1aHus

Tun kouTpoabHOro Meponpusitusi: KontponsHas padora

Bec konTposbHOro meponpusitusi B BPC: 25

IIpoueaypa npoBeleHHs] KOHTPOJIbHOro Meponpusitusi: IlpenBaputenpHas MOJIrOTOBKA K
BBIMOJHEHHUIO JabopaTtopHoil pa®oThl. BrimonmHenue mabopaTopHOil pabOTHl B COOTBETCTBHH C

3agaHueM. [loAroroBka K 3amure Mo MPONHJEHHBIM MaTepUalaM.
8




KpaTkoe cogep:kanue 3a1aHusi:

OtBetbTe Ha 40 BOMPOCOB TECTA, UCIIOIB3YS MPOMICHHBIA MaTepuan. OOpaTuTe BHUMaHUE, YTO
B HCKOTOPBIX BOIIPOCAX MOXKCT GBITL HCCKOJIBKO MPAaBUJIbHBIX BAPHAHTOB OTBCTA, a4 TAKIKE
MOTYT BCTPETUTHCSI BOIIPOCHI, I/I€ HY>KHO BBECTH MPABUIbHBIA OTBET CAMOCTOSTENbHO. J{71s
YCIICHIHOT'O BBIITOJHCHUA 3aJaHU A BHUMATCIIbHO O3HAKOMBTCCh C KaKAbIM BOIIPOCOM U
BbIOEpPUTE BCE MTPABUIIbHBIC OTBETHI, OCHOBBIBASICh HA 3HAHUSX, OJyYEHHBIX Ha JICKLIHUAX U B

y4eOHBIX MaTepuaax.

KoHTposibHbIe BONPOCHI/3aJaHUA:

3amaHupoBaHHbIE pe3ynbTaThl | Bompockl/3ananus 11 MpoBepKU

O6yquH$I 10 AUCLHUIIIINHE

3HaTh: IIPOTOKOJIbI 0a30BBIX
CCTCBLIX CCPBUCOB OpraHMU3alun

1.Bonpoc: Kakue u3 cienyronmx yTBepxKacHUH
OMHUCHIBAIOT NPUHIUIBI paboTsl DHCP?

1. DHCP-cepBep Haznauaet IP-agpeca ycrpoiicTBaM B ceTu
ABTOMATHYECKH.

2. Knuent otnpasinser 3anpoc Ha [P-agpec ¢ moMo1bto
coobmienuss DHCPREQUEST.

3. DHCP-cepgep ucnonbzyet npotokon ICMP s
IpoBepKu goctynHoctu IP-anpecos.

4, DHCP-knueHT HaunHaeT mporecc apeHasl [P-anpeca ¢
ormpasku coobmenusst DHCPDISCOVER.

5. DHCP-kineHT 1 cepBep B3aUMOJICHCTBYIOT 110
nporokony TCP.

6. DHCP-cepBep MokeT Ha3HA4YaTh YCTPOICTBa
cratuueckue [P-anpeca Ha ocHoBe ux MAC-aapecos.

7. KnmueHT oymkeH BpyUHYIO MOATBEPKAaTh Ha3HaueHue [P-
ajipeca mepes ero UCIOIb30BaHUEM.

8. DHCP-cepBep xpanut undopmaiuto 06 apengax IP-
aJIpeCoB B CIICIIHAIIBHON 0a3e TaHHBIX.

IIpaBuabHblii oTBeT: 1, 2, 4,6, 8

2.Bomnpoc: Kak nmporokosrr DNS npeoOpasyeT 1oMeHHOe
ums B [P-anpec? BeiGepute npaBUibHbIEC YTBEPKICHUS:

1. DNS ucnons3yet nporokos HTTP mist nepenaumn
3allpOCOB U OTBETOB MEK/Y KJIMEHTOM U CEPBEPOM.

2. Knuent ornpasnger DNS-3anpoc Ha nonyuyenue 1P-
ajzipeca JJs TOMeHHOro uMeHu Ha DNS-cepBep, ucnosib3ys
nporokos UDP no mopry 53.

3. Eciu DNS-cepBep e 3naet [P-anpec, oH pekypcUBHO
oTIpaBisieT 3anpoc K Apyrum DNS-cepBepam, HaunHas ¢
KOPHEBBIX CEPBEPOB.

4. DNS-3amnpocs! Bcerga npoxoast yepe3 SSL/TLS s
oOecrnieueHus 6€30MacHOCTH.

5. DNS moxert ucnons3oBats nporokon TCP, ecinu pazmep
oTBeTa MpeBbiaeT 512 Oair.

6. DNS-3ampocs! MOT'YT K3IIMPOBAThCS HA MPOMEXKYTOUHBIX
cepBepax JIsl YMEHBIICHHS BPEMEHHU OTKJIMKA.

7. Knuent ornpasisier DNS-3anpockl HemocpecTBEHHO Ha
KopHeBble DNS-cepBepbl.

8. DNS-cepBep Bo3Bpamaet [P-anpec 1oMeHHOTO UMEHU
WK cooO1Ienne 00 OmMUOKe, €CIIH UMS HE MOKET OBITh
pasperIeHo.

BriOeprTe nmpaBUIIbHBIC YTBEPKICHHUS:




3aruiaHMPOBaHHbBIC PE3yNbTaThl | Bompockl/3aaanust i IPOBEPKH
00y4YeHUs 1O TUCITUTLINHE

2,3,5,6,8

1,2,3,4,7

2,4,5,6,8

1,3,56,8

3,4,5,7,8

2,3,6,7,8

1,2,4,6,8

2,3,4,5,8

IlpaBuabHbIii oTBeT: 2, 3,5, 6, 8

Onucanue MKAJbI OICHUBaAHUSA:

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 10
Onucanue xapakmepucmuku binonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CJIU 3aJJaHue
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («X0OpoIIO»)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evlnonenus 3Hanus: OLeHKa "Xopouo" BEICTaBISAETCS €ClIu
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BHIOPAHO BEPHOE HANIPABIICHHE /ISl PEIICHUS 3a/1a9

Oyenxa: 3 («yAOBIETBOPUTEIHHOY)
Huoicnuii nopoe evinonnenus 3adanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJ0oBIeTBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHu€e NPEUMYILIECTBEHHO BHIIIOJHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapakmepucmuku evinoneHus 3uanus: OIeHKa "HeyI0BIETBOPUTEIHHO" BBICTABIISIETCS
€CJIM 3aJJaHUE BBITTOJIHEHO HEBEPHO WUJTU MPEUMYIIECTBEHHO HE BBIMOIHEHO

KM-4. 3amura adoparopnoii padors! "HacTpoiika cepBuca apTropu3anum,
JAUATHOCTHKA M YCTPaHeHHe HeHCIIPpaBHOCTel (PyHKIMOHUPOBAHUS ONlePAIlMOHHOMI cucTeMbl"

®opmbl peanu3anuu: 3alinTa 3a1aHUSL

Tun kouTpoabHoro Mmeponpusitusi: KonrponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIbHOro Meponpustus: IlpeaBapurenbHas NOATOTOBKA K
BBIMIOJIHEHHUIO JabopaTtopHoil pa®oThl. BrimonmHeHnue mabopaTopHOil pabOTHI B COOTBETCTBHM C
3anaHueM. [loAroroBka K 3ammre MO MPOWIEHHBIM MaTepUaIaM.

Kpartkoe cogep:xanue 3aaHus:
OtBetbTe Ha 40 BONIPOCOB TECTa, UCIIOJNIB3YS MPONUIEHHbIN MaTepuas. OOpaTuTe BHUMaHHUE, YTO
B HCKOTOPBIX BOITPOCax MOXKET OBITh HECKOIBKO IMPAaBUJIBHBIX BApWMAaHTOB OTBETA, a4 TAKKEC
MOTYT BCTPETUTHCSI BOIIPOCHI, I'/I€ HY’KHO BBECTH IIPaBUIIbHBINA OTBET CaMOCTOSTENBHO. /1
YCIICHIHOT'O BBIITOJHCHUA 3aJaHH BHUMATCIIBHO O3HAKOMBTECH C KaXXJIbIM BOIIPOCOM U
BbIOEpUTE BCE PABUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJTYYEHHBIX Ha JIGKLIUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIC BONIPOCHI/3aJaHHA:

3aIIaHUpPOBaHHbIE Bonpocel/3aganus 11t IpoBepKU
pe3ysbTaThl 00y4eHUs 1o
JUCIUIUINHE
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3anjgaHUupOBAHHBIE Bormpocsl/3aganust At MpoBEPKU
pe3ynbTaThl OOYUYCHHSI 110

JUCLUIUINHE
YMers: HacTpauBaTh 1.Bonpoc: KakoBa ocHOBHasl 11€Jb YTUIIMTHI traceroute?
MEXXCETEBOH 3KPaH 1. OnpegeneHve mapLipyTa, N0 KOTOPOMY JaHHble MPOXOAAT OT

MCTOYHMKA [0 Ha3HaYeHMus.
OnpeaeneHne BpemMeHU 334ePKKN Mexay ABYMA CETEBbIMU Y31amMu.
OnpeaeneHune CKOPOCTU Nepesayn SaHHbIX B CETU.

M3mepeHne NponycKHOM CNocobHOCTM ceTu.

MpoBepKa AOCTYNHOCTW YAANEHHOTO y3/a.

O6HapyKeHue BCeX OTKPLITbIX MOPTOB Ha yAa/eHHOM cepBepe.
LWndpoBaHMe AaHHbIX NpY Nepeaade Mo ceTu.

YnpaBneHve MapLipyTM3aTopamm B CETH.

NV AWN

IIpaBuibHblii oTBeT: ONpeielcHIe MapIpyTa, I0 KOTOPOMY
JTaHHBIE TIPOXOAT OT HCTOYHUKA JI0 Ha3HAUCHUS

2.Bomnpoc: Kakwue maru Heo0X0MO BEITIOTHUTH JIJIsl HACTPOUKH
IIpaB JIOCTYIIa MOJIb30BaTeNel ¢ ucnoiab3oBaHueM sudo B Linux?
Bri6epuTe nmpaBUIbHBIC TIATH:

1. YcranoBka nakera sudo, eciii OH HE yCTaHOBJICH.

2. lob6aBnenue nosap3oBarens B rpymry wheel.

3. PenaktupoBanue daiina /etc/sudoers ans ykazaHus mpas
JocTyma.

4. IIpoBepka JOCTYIMHBIX KOMaH/I AJIsl IOJ30BATEINS C TOMOIIIBIO
komaH /11 sudo -I.

5. Hacrpoiika ¢aiina /etc/passwd aj1s Ha3HAYCHHS OJIB30BATEIIS
aJIMHHHCTPATOPOM.

6. Ucnons3oBanue komMaH bl visudo aiis penaktupoBanus aiina
letc/sudoers.

7. Ilepe3amyck cay»0bl sudo ¢ MOMOIIEI0 KOMaH b systemctl
restart sudo.

8. JlobGaBrieHne KOMaH/Ibl B CKPHUIIT AJI1 aBTOMaTHYECKOM
aKkTUBalMu sudo Mpu BXOJE B CUCTEMY.

Bribepute npaBuibHbIC IATH:

1,3,4,7

WP NP NRPN
OAWN WO
OUIThUTO OO
0NN

IIpaBuiabHblii oTBeT: 1, 3,6, 4

Onucanue MKAJbI OIICHUBAHUA:

Oyenka: 5 («OTIUIHO)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyernmax: 10
Onucanue xapakmepucmuku evtnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNe
BBHITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («XOpOIIOY)
Huoicnuii nopoz evinonnenus sadanus 6 npoyernmax.: 60
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OnucaHnue xapakmepucmuxu 6blnoineHus 3Hanus: OLeHKa "Xopouio" BICTaBISETCs €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a9

Oyenka: 3 («yIOBJIETBOPUTEILHOY)
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: OneHka "yI0BIeTBOPUTENIHLHO" BHICTABISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJJaHuE BBHIMIOJHEHO HEBEPHO WJIM MTPEUMYILIECTBEHHO HE BBITOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
5 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

IIpoueaypa npoBenenust

B Tecre 20 BOnpoCcOB BCTPEYAIOTCsT BOIIPOCHI CICAYIONIMX THITOB:

1. ¢ OOAHHMM BapHAaHTOM OTBCTa ( B BOIIpOCax «OAWH M3 MHOTI'MX», CUCTEMa CpaBHHUBACT OTBET
CJIyIIATENs C MPABUIBLHBIM OTBETOM M aBTOMAaTHYECKU BBICTABJISCT 32 HET'O Ha3HAUCHHBIN OaJL)

2. ¢ BBIOOPOM HECKOJBKHX BapHaHTOB OTBETOB ( B BONpPOCaX «MHOTHE M3 MHOTHX» CHCTEMa
OILICHUBACT KaXJblii OTBET OT/EIBHO; €CTh BO3MOXKHOCTH Pa3pelIUuTh CIYIIATEI0 TOJTYYHUTh 3a
Borpoc 0,75 6aina, eciiv OH BbIOEpeT 3 MpaBHIIbHBIX OTBETA U3 4)

3. Ha COOTBETCTBHE CIIyIIATEh JODKEH IMPUBECTH B COOTBETCTBHUE JICBYIO U MPABYIO YacTh OTBETA
(B BOIIpOCax «COOTBCTCTBUC» CUCTCMa OLICHHUBACT Ka)KI[BII;'I OTBCT OTHACJIBbHO, MOXHO pa3pClIUTb
CIIYIIATEITO TOJIY4YHTh 3a Borpoc 0,75 Gaiia, eciiv OH BhIOEpET 3 MpaBUIIbHBIX OTBETA U3 4)

4. pa3BepHYTHII OTBET, BBOJUTCS B BPYYHYIO B CHEIHAIbHO OTBEIEHHOE MoJie (py4Has OLEHKa
MpenoaaBaTeseM)

|. Ilepeuens komnemenyuil/unOuUKamopo8 u KOHMPObHBIX 60NPOCOB NPOGEPKU PE3YTbI AN 08
0CGOCHUA OUCUUNIUHDL

1. Komnerenmusi/Unaukarop: MJI-lonks JleMoHCTpUpyeT 3HAaHHE OCHOB CUCTEMHOTO
aAMUHHUCTpUpPOBaHus, anMuHuctpupoBanust CYBJl, coBpeMeHHBIX CTaHAapTOB WH(OPMAIIMOHHOTO
B3aUMOJICUCTBHUS CUCTEM

Bomnpocel, 3axanus
1.KakoBa cTpyKTypa 1 OCHOBHbIE KOMIIOHEHTBI apXUTEKTYphl ONIEPALIMOHHON CHUCTEMBI Ha Oa3e
aapa Linux?
2.Kak simpo Linux B3anMOJEHCTBYET C MOIB30BATEIbCKUMU ITporpaMMaMu U 000pyoBaHueM?
3.YTo Takoe cUCTEMHBIE BBI30BBI M KaK OHU 00ECIIeYMBAIOT B3aUMOICHCTBHE IPUIIOKEHUH C
aapoMm Linux?
4.Kak opranuszoBana Qaiinosas cucrema B Linux? Kakue ocHOBHbBIE KaTaloru CyIecTBYIOT U
KaKOBO MX Ha3HAaY€HHE?
5.Kak ocymecTBiisieTcst ynpaJeHue M0Ib30BaTeNIIMU U rpynnamu B Linux? Kakue komansl 1
(aiiibl UCTIOIB3YIOTCS ISl 3TOr0?
6.Kak HactpanBaroTcs npaBa JI0CTyNa JUis oJIb30BaTeNnel ¥ rpymn B ¢ailioBoii cucreme
Linux?
7.Kakue MeToibl ynpaBieHus MpoleccaMy CyIIecTBYIOT B Linux, 1 Kak OHU peau30BaHbI?
8.Kak M0O>XHO KOHTPOJIMPOBATh U YIPABIATH IIPOLECCAMU C IOMOIIBIO KOMaH/ U CHCTEMHBIX
BBI30BOB B Linux?
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9.Kak cucrema Linux o6pabaTsiBaeT MPUOPUTETHI IPOIIECCOB U YTO TAKOE MIIAHUPOBIIUK
3agayq’?

10.KaxoBbI OCHOBHBIE METOBI YCTAHOBKU M OOHOBIIEHUS mporpamm B Linux?

11.Kak aBromaTu3upoBath 3aaauu B Linux ¢ momompto shell-ckpunrtos u ansible?

12.Kakue TeXHOJIOTUH BUPTYAIN3aLUHU MOAJEpKUBaOTCA B Linux?

13.Kak HacTpouTh 3a1a4M MO paCIUCAHUIO?

14.KakoBbI OCHOBHBIE €)M KOMITBIOTEPHOM 0€301MacHOCTH U KaK OHH JOCTHTAIOTCS B
OTIEpAIlMOHHBIX CUCTEMaX?

15.Kakue cyniecTByroT BUJIbl aTaK Ha ONEPALIMOHHBIE CUCTEMBI, U KaK OHM PEAIU3YOTCs?
16.Kakue cymecTByOT MOJIeH gocTyna K 3amuiieHHon napopmaruu (DAC, MAC, RBAC)?
17.Kak mpoucxoauT HacTpOiKa ceTeBoro nHTepgeiica u ynpasieHue ero cocrosiuiueM B Linux?
18.Kakue cyiecTByl0OT MEXaHU3MBbI yIipaBiieHus U pacnpenenenus [IP-anpecos B cetn?
19.Kax pabotaet nporokon ARP u /7151 4ero oH UCIonb3yeTcs B ceTAX?

20.Kaxk paboraer nmporokon ICMP u kakue Tumsl coobmieHuii o oopadaTsiBaeT?

21.Kak paboTaroT cOKeThl B Linux 1 Kak OHM UCIIOJIb3YIOTCS IS CETEBOTO B3aUMOJICHCTBUA?
22 Kak paboraetr SSH u kak oH obecnieunBaeT Oe3onacHoe ynanéHHoe ynpasienue? Kakue
METO/BI ayTeHTU(UKAINH IToepkuBatoTcs B SSH 1 kak OHM HAaCTpauBarOTCs?

23.Kako# myTh IPOXOJUT CETEBOM MaKeT B ONEPALMOHHON CUCTEME OT MpUEMa J10 nepeaadn?
Kak ocymecTBisiercst puiabTpamyst 1 MapmpyTu3anus makeros B Linux?

24 Kakuie HHCTPYMEHTBI UCIIONB3YIOTCS JJIsl HACTPOMKHU MEXCeTeBOro 3kpana B Linux?
25.Kakue poinu BeINONHAOT 11poTokosibl ESMTP u IMAP B nipouiecce oTiipaBky U IOTyYEHHS
oYTHI?

26.Kak paboraet nporokost DHCP u kak oH oOecriednBaeT aBToMaTHIecKoe HazHadeHue [P-
agpecoB?

27.Kak paboraet npotokosn DNS 1 kak npoucxXoauT pa3pelieHue JOMEHHbIX UMEH B [P-
anpeca?

28.Kakue KOMITOHEHTHI BKITIOYAIOT B CE0sI CUCTEMBI YIIPABICHHS HICHTHU(PUKAITACH?

29.Kak paboraet npotokos LDAP u kak oH ucnonb3yeTcs /Ui yrpaBieHUs UAeHTU(DUKaUei
U J0CTYTIOM?

30.Kak pabotaer npotokon Kerberos, u kak oH o0ecriednBaeT ayTeHTU()UKALIUIO B CETAX?

MaTepnanbl AJIA MIPOBEPKU OCTATOYHBIX 3HAHUI

1.Kakne ocHOBHbIE KOMIOHEHTBI COCTABIISIOT APXUTEKTYPY ONEPAMOHHON CUCTEMBI Ha 0a3e

anpa Linux? Ilepeunicnute ux GyHKIIMN U Ha3HAYECHHE.
OtBeTsI:

[TepeunciieHbl OCHOBHbIE KOMIIOHEHTHI.
Bepusriit otet: Anpo (Kernel) Sapo siBisieTcs eHTpaibHBIM KOMIOHEHTOM
ornepaioHHoi cucreMsl Linux. OHO ynpaBiisieT OCHOBHBIMH CUCTEMHBIMH PECYPCaMH,
TaKMMH KakK IaMsTh, IPOLIECCOPBI, U yCTPOKWCTBA BBOAA-BBIBOAA. SIIpO Takke
MIpeloCTaBIIsAET UHTEP(DENCHI ISl B3aUMOJIEHCTBUS C allapaTHBIM 00eCIIEYEHHUEM.
ITpumep: Korna nporpamma 3anpamuBaet (aiiin Ha TUcKe, 11po 00padbaTeiBaeT 3anpoc,
B3aMMOJIEICTBYS ¢ (ailIoBOil cucTeMOil U apaliBepaMu IKUCKa, YTOOBI U3BIICYb
HeobOxonumeie qanabie. O6onouka (Shell) O6onouka — 310 HHTEpPdEHC MEKTY
noJib3oBareseM U aapoM. OHa HHTEpPHPETUPYET KOMaHIbl, BBOAUMBIE TIOJIb30BaTEIEM, U
nepeaaeT ux SApy A BeinodHeHus. O00510uKa MOXKET ObITh KOMaHIHOM CTPOKOH
(manpumep, Bash) unu rpadpuyeckum unrepdeiicom. [pumep: Ilonp3oBarens BBOIUT
KoMmaHny ls B o6onouke Bash, n 060nouka nepegaer 3Ty KOMaHay sIpy, KOTOpoe
BBITIOJTHSIET COOTBETCTBYIOLIYIO CHCTEMHYIO (PYHKIIMIO /17151 0TOOpakeHUs crucka (aiios.
daiinoBas cucreMa PailyioBas cCTEMa yIPaBISET XPaHEHUEM U IOCTYIIOM K JIaHHBIM Ha
KECTKUX TUCKAX U JPYTUX YCTpOHCTBaxX XxpaHeHusa. OHa opraHu3yeT JaHHbIE B BUJIE
¢bailyioB 1 KaTaJIOroB U MpeAoCcTaBIsAeT UHTepdec st uX yTeHus u 3anucu. [Ipumep:
daitnoBas cuctema ext4 odbecreunBaeT HaJIeKHOE XPAHEHNUE JAHHBIX C TTOIEPIKKOM
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KYPHAIMPOBAHUS, YTO IOMOTAET 3ALIUTUTh JaHHBIC OT MOBPEXKACHUS MPU COOSIX CUCTEMBI.
HpaiiBepbl ycTpoicTB [[paliBepbl yCTPOMCTB — 3TO CHEUATIbHBIE MOIYJIH, KOTOPHIE
MO3BOJISIOT SIPY B3aMMOACHUCTBOBATH C allllapaTHBIM 00ECIIEYeHNEM, TAKUM KaK CETEBbIC
KapThl, )KECTKUE AUCKU, IPUHTEPHI U T. 1. OHU abCTparupyroT AeTanu paboThl yCTPOHCTB,
npenocTaBisis yHU(DUIUPOBaHHbIN nHTepdeiic s sapa. [Ipumep: [paiiBep ceTeBoit
KapThbl 0OecrieunBaeT nepejady JaHHbIX MEXIy SApoM Linux u ceTeBbIM afanTepoM,
MO3BOJISIS CUCTEME MOJKIII0UaThCs K ceTH. Cucremuble 6nbanoTexun CrucreMHble
OUOIMOTEKH IPEJOCTABIIAIOT MHOXKECTBO (DYHKIMI, KOTOPbIE MOT'YT UCIOJIb30BATHCS
npunoxenussMu. OHU BKIIOUYAIOT B cedst oubmmoteky C (glibc), kotopas conepxut
¢GbyHKuuu 175 paboTsl ¢ (aitnaMu, CTpOKaMu, IMPOLeCCaMi U MHOTUMHM JPYTrUMH 0a30BbIMU
onepauusmu. [Ipumep: Korna npunoskenue nucnomnb3yer pyHKuuio printf 1uis BeIBoga
TEKCTa Ha 3KpaH, 9Ta QYHKIHS IPEIOCTaBIAETCS CUCTEMHON OnbmmoTekoit glibe.

2.Kakwue CymecTByIOT CUCTEMHBIE BBI30BHI B Linux, 1 KakoBa UX poJib?
OTtBeTsI:

[ano onpezenenue. [IpuBeneHb! npuMepsl.
Bepubliii otBet: Onncanue: CucTeMHbIE BBI30BBI — 3TO HHTEpdEnc Mexay
I10JIb30BATEIBCKUM IIPOCTPAHCTBOM U SIPOM OIEPAIIMOHHOM cucTeMbl. OHU MO3BOJISIOT
MPUIIOKEHUSAM 3alpallMBaTh YCIYTH, IPEI0CTABIsIEMbIE AJPOM, TAKUE KaK YyIpaBiIeHHUE
nporeccamu, (hailJIOBBIMU CHCTEMaMH, CETEBBIMH B3aUMOJICHCTBHSIMHU U aIlapaTHBIMU
pecypcamu. [Ipumep: CucreMHbli BBI30B open() UCIONb3YyeTcs Ui OTKPBITUS (aiina.
Korna npuiosxenue BeI3biBaeT open(), Sapo OTKPBIBACT yKa3aHHBIN (aii 1 BO3Bpalaet
(bailioBBIi 1ECKPUIITOP, KOTOPBIN MPUIIOKEHUE 3aT€M MOXKET MCII0JIb30BaTh JUIs YTEHUS
WM 3alKicH JaHHBIX. OCHOBHBIE KATETOPUH CUCTEMHBIX BBI30BOB

3.Kak paboratot mozenu foctyna K 3amuménHoi nudopmanuu B OC?
OTBeThI:

[Tepeuncienbl MOieIH KOHTPOJIS 10CTYTIa
Bepusriii otBet: CyliecTByIOT MOJENN KOHTPOJISI JOCTyTIa, Takue kKak Discretionary Access
Control (DAC), Mandatory Access Control (MAC) u Role-Based Access Control (RBAC).
OHu ompenensioT, KTO U KaK MOKET MOJIYUYUTh JOCTYII K pecypcaM CUCTEMbI Ha OCHOBE
IIPEIONPEAEIIEHHBIX IPABUII U ITOJIUTHK.

4 Kak pabotaet npotokos ARP, u Kakyro posib OH UTPAET B CETEBBIX B3aUMOJICUCTBUSX?
OtBeTsI:

Jano mpaBmIbHOE OMpeieTIeHuEe TPOTOKOJIa U €T0 OCHOBHOW (DYHKIIHH.
Bepusriit otBet: ARP (Address Resolution Protocol) ncnons3yercs st npeodpazoBaHus
IP-anpecoB B MAC-aapeca. Korjga ycTpoiCTBO XOU€T OTIIPABUTH JIAHHBIE B JIOKAJIbHOM
ceTH, oHo 3anpamunsaeT MAC-aapec no uzsectHomy [P-anpecy ¢ nomompro ARP-
3ampoca.

5.Kak paboraer SSH u xak oH obecrieunBaeT 6€30MacHOE MOAKIIOYEHNE K YAaTEHHBIM

cucremam?
OtBeTsI:

JlaHO KOppeKTHOE OIpeieIeHHE.
Bepnwsiii otBet: SSH (Secure Shell) o6ecnieunBaet mudpoBaHue TaHHBIX MPU yIATEHHOM
yrpaBieHUH cucteMamu. [lokimoueHre npoucxoquT yepes3 ayTeHTUPUKaIuio (aposib
WIH KJIF0Y) C UCIIOJIb30BaHUEM IU(pPOBaHUS JaHHBIX ceccuu. s HacTpoiiku
ucrnonb3yrores (aiin /etc/ssh/sshd_config.

6.2Tanbl 00pabOTKU CETEBOro MakeTa B ONepalMoHHOM cucteme Linux
OtBerTsI:

[Tepeuncnenst sTanb 06padboTku cereBoro nakera B OC
Bepwnrriii otet: 1. [Tomyduenue ceteBoro nakera Ha uHTepdeiice Korma maker mocrymaer
Ha ceTeBoil uHTEpdeiic (Hanpumep, Ethernet), ceTeBoit anantep npuHUMaeT €ro U
nepenaéT B cereBoi crek sapa Linux. [lpumep: [lpu nonyuenun ICMP-3ampoca (ping) Ha
cereBoil nntepdeiic eth0, npaiiBep ceTeBoi KapThl epeaaét nakeT B 41po. 2. O6padboTka
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Ha ypOBHE CETEBOro apaiBepa JlpaliBep c€TeBOro aganTepa KONUpyeT MakeT U3
anmnapatHoro 0ygepa B OllepaTUBHYIO IaMATh. 3aTEM MAKET IEPEAAeTCs B CETEBOM CTEK
snpa Juist nanpHeimei oopadorku. [Ipumep: [Naker ICMP (ping) nepenaércest npaitBepom
ceteBoit kapThl B cTrek TCP/IP nns nanpHeimen mapuipyruzanuu. 3. OuiabTpamnus u
obpaboTtka makera B Netfilter Netfilter — 3To moacucrema Linux, oTBeTcTBeHHAs 32
¢dunpTparuio naketos. [Taker nmpoxoaut yepe3 nenouku PREROUTING, INPUT,
FORWARD, OUTPUT, u POSTROUTING B 3aBUCHMOCTH OT Ha3HAYEHUS U
npoucxoxaeHus. [Ipumep: Ecinu HacTpoeHo mpaBuiio B iptables, koTopoe O10kupyeT
ICMP-3ampocsl, maker OyzaeT oTuIbTpOBaH U OTKJIOHEH Ha dTare INPUT. 4.
Mapmpyrtuzanus nakera Eciu naker He oT(UIbTPOBaH, A1p0 MPoBepsieT TabIuIly
MapUIpyTU3aLUH, YTOOBI OMPEAEIINTh, HY’KHO JIM NIepeaTh MaKeT JOKaIbHOMY IPOLECCy
WJIM MapIIpyTU3UPOBATh €ro Ha Apyrou y3en B cetu. [Ipumep: Ecnu [P-anpec Haznauenus
COOTBETCTBYET JIOKAJIbHOMY aJJpecy, MaKeT HampaBisieTcsi Ha 00paboTKY JTOKAIbHOMY
IIpoliecCy; NHaUYe — MepPeapecoBbIBACTCS YEPE3 COOTBETCTBYIOLINM nHTEp(eiic. 5.
IIpoToK0JIbI YpOBHS TPAaHCIIOPTHOTO YpOBHA Eciy naker npenHasHayeH IS JIOKaIbHOIO
XOCTa, AP0 00padaThIBACT €ro Ha ypOBHE TPAHCIOPTHOIO MpoTokona (Harnpumep, TCP,
UDP, ICMP). Crauana npoBepsieTcs HOpT Ha3HAYEHUs, YTOOBI IEpeaTh MAKET
COOTBETCTBYIOIIEMY npunoxenuto. [Ipumep: Ecnu sto TCP-naker, on Oyner
aCCOLIMMPOBAH C COOTBETCTBYIOLIMM COKETOM MIpUJIOKEHUs uepes3 nopT. 6. [lepenaua
nakera npuiokeHuto Ilaker nepenaercs B COOTBETCTBYIOUINM COKET WM IIPUIIOKEHUE,
Hanpumep, B ciaydae web-cepsepa naker HTTP nepenaercst Be6-cepBepy, TakoMy Kak
Apache nnu Nginx. [Tpumep: Ecnu sto naker TCP, npennaznaueHHbli aiist BeO-cepBepa
Ha iopty 80, oH Oyzaer nepenan BeO-cepBepy Apache mns o6paborku HTTP-3ampoca. 7.
OtBer Ha 3anpoc wiu nocieayromnas nepefada Eciau naker TpeOyer oTBeTa (Hanpumep,
14 3anpoca ICMP), cooTBeTcTBYIOLIEE IPUITOKEHUE UITH SIIPO TEHEPUPYIOT OTBETHBIIN
IIaKeT, KOTOPbIH 3aTeM IPOXOJUT aHAJIOTUYHbIE 3Talnbl 00pabOTKH, HO B 00paTHOM
nopsizke: otnpasisiercs uepes crek TCP/IP, punsTpyercs B Netfilter u nepenaéres
obpatHo uepe3 cereBoii uHTepdeiic. [Ipumep: B ciiyuae ICMP-3anpoca npusnoxenue wim
a1po renepupytoT ICMP-oTBeT, KOTOPBIN OTIIpaBiIsieTcss 00OpaTHO OTIPABUTEINIO YEpe3
unTepodeiic eth0.

7. I1puHnuns! GyHKIIMOHUPOBAHUS CUCTEMBI JIEKTPOHHOMN TTOYTHI
OtBeTsI:

[TepeunciieHbl OCHOBHBIE IPUHIIUIIBL.
Bepnplii otBeT: Cuctema 31€KTpOHHON MOYTHI TO3BOJISIET MTOJIB30BATENSAM OTIIPABIIATH U
noJtydath coobuienus yepe3 Murepuer. OCHOBHBIMU KOMITOHEHTAMH SIBJISIFOTCSI IOYTOBBIE
KJIMEHTBI, TIOYTOBBIE CEPBEPHI U NPOTOKOJIBL, Takue kak SMTP, POP3 u IMAP. Koraa
I10JIb30BATENb OTIPABIISET JIEKTPOHHOE MUCbMO, IIOYTOBBII KIMEHT NepeaaéT cooOIIeHne
Ha MCXOAIui cepBep ¢ nomolbio npotokoina SMTP. Cepsep nocraisier coobiieHre Ha
CepBep MoIydaTens, Ie OHO XPAHUTCS 10 TEX IOP, IOKA I0JIy4aTelb HE 3alIPOCHUT €ro
yepe3 cBoi nouyToBbId KiIMeHT. [TpoTtokonsl POP3 u IMAP ucnonbs3yrores uist OIy4eHUS
coobmenuii: POP3 3arpykaer mucbMa Ha YCTPOHCTBO MOJIH30BATENS M OOBIYHO yIajsieT
uX ¢ cepBepa, Toraa kak IMAP coxpanseTr cooOlieHus Ha cepBepe, CHHXPOHU3UPYS UX
MeX/1y HECKOJIBKMMHU ycTpoiicTBamu. CrcTeMa 3JIEKTPOHHOM MOYTHI TaKkKe BKIHOYAET
¢byHKIMK GUIBTpALUU criama, MH(pPoBaHus COOOIIEHUH U yIIpaBIeHUEe KOHTaKTaMH.

8.CpaBHeHHE CHUCTEMBI yIipaBieHus uaeHTuukarueit Ha ocnoBe LDAP u Kerberos
OtBeThI:

[Tepeuncnens! ocHoBHBIE (QyHKIMHU poToKoiI0B LDAP u Kerberos.
Bepusiit otBet: Haznauenue u o6nacts npumenenusi: LDAP: LDAP ucnonb3yercst 1is
XpaHEHUs U YIPaBIIEHUs JaHHBIMU O MOJIb30BATENSIX, TPYIINAX, YCTPOMCTBAX U APYrUX
00BEKTax B HEpapXUUecKOll cTpykType. OH oOecreunBaeT eHTPAIN30BaHHYIO 0a3y
JAHHBIX JUISl XpaHEeHUs WH(OpPMaLIUU, KOTOpasi MOKET OBbITh MCIIOJIB30BaHa Pa3InYHBIMU
ciry>k0aMu 11 ayTeHTU(UKALMU U aBTOpHU3alMy Tosb3oBareneil. [Ipumep
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ucnonbs3oBanus: LDAP dacto npumeHseTcs 1sl OpraHu3alyuy HEHTPAIU30BaHHOIO
KaTaJiora, KOTOPbIA UCIIONb3YETCS AJIs YIPABICHUS NOJIb30BATEISIMU B KOPIOPATUBHOM
CETH, a TaKXKe JUIsl IPEAOCTaBICHUS CEPBUCOB, TAKUX KaK aJJpeCcHasi KHUra, CEPBUCHI
ANEKTPOHHOU MOUTHI U Apyrue ciyx0bl. Kerberos: Kerberos — 3To mporokon
ayTeHTU(HUKAINY, KOTOPBIH MPe0oCcTaBIsseT 0€30MaCHYI0 U HAJC)KHYIO ayTeHTU(DUKAIIUIO
oJib30Batesieil u cepBucoB B ceTH. OH paboTaeT Ha OCHOBE CUCTEMbI TUKETOB, UTO
MO3BOJISIET MIOJIH30BATENSIM aYyTCHTH(PUIIMPOBATHCS OJWH Pa3 U MOTydaTh JOCTYH K
MHO>KECTBY CEpBUCOB 0€3 HEOOXOIUMOCTH MOBTOpHOM ayreHTudukamnuu. [Tpumep
ucnoib3oBanus: Kerberos mmpoko NCHONb3yeTCst B CUCTEMAX, TJie TpeOyeTcs: BBICOKast
0e30macHOCTh, TaKUX Kak Active Directory, mis oGecrieueHus EHTPATM30BaHHOTO
yIpaBJICHUS TOCTYIIOM U ayTeHTU(dUKaIuei B cetu. Mexanu3mel padbotel: LDAP: LDAP
paboTaet 1o npUHIMNY 3anpoca U oTBeTa. KimmeHT ornpasinser 3anpoc k LDAP-cepsepy
JUTSL TIOUCKA, T0OaBIICHUs, M3MEHEHHSI MJTU yIalleHUs JaHHBIX B Katanore. LDAP
ucrnonb3yeT npotokon TCP/IP ayis nepenayn 1aHHBIX B MOXKET paboTaTh 10
3amuieHHoMy coeaunenuto uepe3 LDAPS (LDAP over SSL). LDAP ne 3anumaercst
ayTeHTU(UKALMEH OJb30BaTeNel, HO IPEIOCTABIIAET JAHHbBIE, HEOOXOIUMBIE IS
ayTeHTH(UKaIuu (HanpuMmep, XpaHeHue naposei, xemeit). Kerberos: Kerberos
UCIOJIb3YET CUMMETPUYHOE MU(POBAHUE U CUCTEMY THUKETOB JUISl ayTeHTU(DUKAITIH.
Kornma nons3oBarens npoxoaut ayreHTHduKanuio, Kerberos Bergaer tuker-gocrym (Ticket
Granting Ticket, TGT), koTOpbIii UCTIONB3YETCS IS IOTYYSHUS] IPYTHX TUKETOB IS
JOCTyTA K pa3IMYHbIM CEPBUCAM B CETH 0Oe3 MOBTOPHOTO BBOJA naposst. Kerberos
pabotaet o npotokoixy UDP u moxet ucnonb3obars TCP 15 nepegauu 60mbmunx
JAHHBIX WU B CIIy4ae BBICOKOM HaJle:)KHOCTH coenuuenus. bezonacnocts: LDAP: LDAP
HE TPe0CTaBIsET BCTPOCHHBIX MEXaHU3MOB JJIsl ayTeHTU(UKAINUY U K (poBaHus,
MOATOMY OH YaCTO MCIOJIb3YETCS B CBSI3KE C APYTMMH MPOTOKOIAMH, TAKUMHU KaK
Kerberos, a1 noseliienus oe3omacaocti. LDAP Moxxet ucmonb3oBath SSL/TLS mis
3aIUThI JAaHHBIX B mporecce nepeaadn. Kerberos: Kerberos o6ecnieunBaeT BRICOKUI
ypOBEHb 0€30MaCHOCTH, UCTIOIb3YsI MEXaHU3M B3aMMHON ayTeHTU(UKAIUU U MHU(POBAHUS
Ha OCHOBE CHMMETPHYHBIX KJItoueil. Bce maHHbIe, epegaBaeMble MEXTYy KIIMEHTOM U
cepBepoM, MHUGPYIOTCS, YTO MPEAOTBpAIAET MepeXBaT WK MOICNIKY JaHHbIX.
Wurerpanus u ucnonb3oanue: LDAP: LDAP mMoxeT HHTErpupoBaThes ¢ pa3InyHbIMU
CepBHCAaMU U PUIIOKEHUSMHU, TAKUMH KaK TTOYTOBBIE CEPBEPHI, BEO-TPUITOKECHHS,
CUCTEMBI yIpaBiieHus JoctynoM u T.1. LDAP uwacTto ucnonesyercs B kauecte 6a3bl
JTAHHBIX [T XpaHEeHUs WH(OPMAIIUY O MOJIb30BaTENsIX, KOTOpas 3aTEM HCTIOIb3YeTCs TS
ayreHTU(uKauuu B Apyrux cucremax. Kerberos: Kerberos ncnonb3yercs B cucremax, rie
HeoOxouMma Oe3omacHasi ayTeHTH(UKAIKS OJIb30BaTENel U CEPBUCOB, YAaCTO B Cpe/Iax,
rae Tpedyercs nogaepkka SSO (Single Sign-On). On moxet unterpuposatses ¢ LDAP
JUIS TIOJTyY€HUS JaHHBIX O TMOJIh30BaTeNAX, HO caMm Kerberos 3aHuMaeTcs TONBKO
MIPOLIECCOM ayTEHTU(DUKAIINH.

II. Onucanue wikanvl oueHuganus

Oyenka: 5 («OTIUIHO)
Huodicnuii nopoe sevinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku 6blnoHeHus 3nanus: Paborta BBIMOIHEHA B paMKax "TPOIBUHYTOrO"
ypoBHsi. OTBETHI JaHBI BEPHO, YETKO CHOPMYIUPOBAHHBIE OCOOCHHOCTH NMPAKTUYCCKUX PEIICHHI

Oyenka: 4 («xX0OpoII0»)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku 6blnoiHeHus 3nanus: Paborta BbINOIHEHA B paMKax "0a30Boro"
yYpPOBHS. BOJIBIIMHCTBO OTBETOB JJaHbI BEpHO. B uacTu MaTepualia ecth He3HAUUTEIbHBIC
HEIOCTATKU

Oyenka: 3 («yIOBIETBOPUTEIEHO)
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Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu 6vlnoinerus 3Hanus: PaboTa BeINoHEHA B paMKax "Moporosoro"”
ypoBHsi. OCHOBHas 4acTh 3aJaHus BBIIIOJIHEHA BEPHO.

Oyenxa: 2 («HEYIOBIECTBOPUTEIHHOY)
Onucanue xapakmepucmuku 6blnoneHus 3uanus: PaboTa He BHIIOTHEHA WM BBIIOTHEHA
MPEUMYIIECTBEHHO HEMPaBUIHHO

1I1. IIpaguna évicmaegnenus umo2o80i OYeHKU no Kypcy

Onenka onpenensercs IO COBOKYIHOCTH pE3YJIbTaTOB TEKYLIEro KOHTPOJS YCIIEBAEMOCTH B
cootBeTcTBUH ¢ [lonoxeHneM o 6auIbHO-PEUTHHTOBOM crcTeMe uid cTyaeHToB HNY «MOW».
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