MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noarorosku/cnenuaiabuocts: 11.03.01 Pagnorexuunka
HaumenoBanue o0pa3zoBare/ibHON NporpamMmbl: becnipoBoaHbIe TEXHOJOTHH M MHTEPHET Beleil
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yuyeHus: 3aouHast

Pabouass nporpaMma QM CHUILIHHBI
CETHU U CUCTEMBbI IEPEJAYU UHO®OOPMAILIUA

biaok:

Baok 1 «/Iucuuniunsl (MoxyJim)»

Yactb 00pa3oBaTesbHOM
NPOrpamMMblI:

YacTsb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBIX OTHOIIEH Uil

Ne IMCHUIIJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.01.01

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

7 cemecTp - 4;

Yacos (Bcero) no yueoHomy
IJIAHY:

144 yaca

Jexknun

7 cemecTp - 8 yacos;

HpaKTuquKne 3aHATHA

7 cemecTp - 4 yaca;

JlabopaTopHbie pa6oThI

He NMPeyCMOTPEeHO YUeOHbIM IIAHOM

KoncyabTanum

7 cemecTp - 2 yaca;

CamocrosiTesibHasi padoTa

7 cemecTp - 128,5 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHBIM MJIAHOM

HNnasi koHTaKkTHas padoTa

7 cemecTp - 1,2 yaca;

BKJIIOYAS:
TecTtupoBaHue
IIpoBepounas pa6ora

IIpome:kyTouHast aTTecTALUS:

IK3aMeH

7 cemectp - 0,3 uaca;
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NPOI'PAMMY COCTABMUJI:

MognucaHo anekTpoHHo nognuceio ®TEOY BO «HUY «M3U»

Ceenennn o enagensue L3N M3K

Bnageney, KpyTckux B.B.
IIpenonasarenn Viaewmuguwatop | RA9530849-KrulskikhVV-T1575360 B.B. Kpyrckux
(OIKHOCTR) (moxnuce) (pacumdpoBka
MIOJITTHUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI

MNognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3U»

CseneHwa o snagenbuye UM M3K

Bnapeney

KpyTcKkux B.B.

Waentuduratop

R49539849-KrutskikhVV-f157536(

B.B. Kpyrckux

(I[OJ'I)KHOCTI), y4€Has CTCIICHb, YICHOE SBHHHC)

3aBeyIOIIMI BBITYCKAIOIICH
KadeIphl

(moamucs)

MNognucaHo 3NeKTPoHHOH noagnuckio ®TEOY BO «HHUY «M3U»

CseneHwa o snagenbuye UM M3K

Bnapeney

LanvmoBa E.B.

Waentuduratop

Rf4bb1f0c-ShalimovaYV-f267ebdf

(pacmudpoBKa MOAIHCH)

E.B. Ilanumosa

(I[OJ'I)KHOCTI), y4€Has CTCIICHb, YICHOE SBHHHC)

(moamucs)

(pacmudpoBKa HOIIHCH)



1. HEJIN U 3AJIAYU OCBOEHUSA JUCHUITIJIMHBI

Heab ocBoenus aucuuminubl: CGopMUPOBATH OCHOBHBIE XapaKTEPUCTUKHU Pa3IMUHBIX CUTHAJIOB
CBSI3M M OCOOEHHOCTEH WX Iepeladyd Mo KaHajaM W TpakTaM, OCBOCHHS MPUHIIUIIOB M OCOOEHHOCTEH
MOCTPOCHHUS aHAJOTOBBIX U IU(PPOBBIX CUCTEM MepeAadu U KOMMYTALUU, UCTIOIb3YEMBIX JJIsi TPOBOAHON

" paguoOCBA3H.

3agauu AMCHMIIINHBI

- U3y4eHHue 00IIerocy1apcTBEHHON CHCTEMBI CBSI3H;

- I3y4YCHHE TEIEKOMMYHUKAMOHHBIX CETEH PAa3JINYHOrO THUIIA U Ha3HAYEHUS, JIOTHYECKOU
B3aMMOCBSI3H [1ApaMETPOB IIEPBUYHBIX CUTHAJIOB U [IapaMETPOB TUIIOBBIX KaHAJIOB U TPAKTOB;

- OCBOCHHE OPraHU3aL1H IBYXCTOPOHHEH CBSI3U U MIOCTPOEHUS TEIIEKOMMYHUKAIMOHHBIX CUCTEM
Pa3JIMYHOIO TUIIA C UCIIOJIb30BAaHUEM YACTOTHOTO U
BPEMEHHOI'O Pa3/1€ICHUS KaHAJIOB;

- IpUMEHEHHE OOIIETOCyJapCTBEHHOM CUCTEMBI CBSI3H.

dopmupyembie y 00yJaronerocs KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHIIUIi

Koa n HanmMeHoBaHue
KOMIIETeHI{UH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIEeTeHINHI

3amiaHNpPOBaHHbIE Pe3yJbTAThI 00yUeHHus

[IK-1 Cniocoben
OCYIIECTBISITH COOP
Hay4YHO-TEXHUYECKON
uHpopmauu s
IPOBEICHUS OIEHOYHBIX
pacueToB OTAETbHBIX
0JIOKOB pau03JIEKTPOHHBIX
ycrpoiicts (POY),
OCYILIECTBIISATH pa3padOTKy
(GYHKIIMOHATIBHBIX CXEM
POV u xommberoTepHOE
MOJIETUPOBAHHUE OTJEIIBHBIX
6s0k0B POY

N-1nk-1 YMeeT npoBOIUTh
cOOp U aHaJIM3 HAYYHO-
TEXHUYECKON HHPOpMAIHH
JUTSL IPOBE/ICHUS OLIEHOYHBIX
pacueToB MmapaMeTpoB
DIIEMEHTOB PaJIMO3JICKTPOHHBIX
YCTPOMCTB, COCTABJISITH
HAYYHO-TEXHHUYECKUE OTUYCTHI
Mo pe3yabTaTaM paboThl

3HATh:
- ATaNbl IPOSKTUPOBAHUS CUCTEM
nH(pOpMaMOHHOM 6€30MacHOCTH ¢
HCIIOJIb30BAaHUEM CETCH;

- KpUTEPHUH U METOJIbI OLICHUBAHUS CUCTEM
nepegayu nHGoOpMaLuu.

YMETh:

- IPUMEHSATH CUCTEMBI IIEPEIAUN
MH(OpPMaLIUU B COOTBETCTBUU C UX
Ha3HAYCHUEM;

- OHpeI[eJ'ISITI) nporpaMMy IIOBCACHUA
HCCIICIOBAaHUM.

ITK-1 Criocoben
OCYIIECTBIISATH COOP
Hay4YHO-TEXHUYECKOU
uH(pOopMauu A
IPOBEIEHUS OLEHOYHBIX
pacyeToB OTICIBHBIX
0JIOKOB PaIMO3TEKTPOHHBIX
ycrpoiicts (POY),
OCYILECTBIISATH pa3pabOTKy
(YHKIMOHATIBHBIX CXEM
POV u xomneroTepHoe
MOJICITUPOBAHKE OTIEIBHBIX
610k0B POY

N /1-2nx-1 3HAET METOIBI
HOCTPOEHHsI (Q)YHKITHOHATBHBIX
CXEM PaTHOdICKTPOHHOTO
YCTPOMCTBA U YMEET
BBITIOJTHATH KOMITBIOTEPHOE
MOJIETMPOBAHKE DIIEMEHTOB
PaIHOdICKTPOHHBIX YCTPOUCTB
10 TUITOBBIM METOUKAM C
HCII0JIL30BAHNEM IAKETOB
NPUKIIaIHBIX IPOrPaMM

3HATh!
- 00JacTH MPUMEHEHUs CeTel;

- TUTBI ¥ IPUHIUT JIEHCTBUS CHCTEM
nepeaayn HHHOpMaIHH.

YMETh:

- COTIOCTaBJIATh XapaKTEPUCTUKH
anmnapaTHO-IIPOrPaMMHBIX 3aLUTHI
uH(popMaLnu;

- COTIOCTAaBJIATh XapaKTEPUCTHKH 0OBbEKTa
nH(pOpMaluy AEHCTBYIOLIUM CTaHapTaM.

2. MECTO JUCIUILIVHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JucuunianHa OTHOCHUTCS

K OCHOBHOW TmpodecCHOHATbHONW 00pa3oBaTeNbHON Iporpamme

BecnipoBogubie TexHomoruu u uHTepHET Bemeil (nanee — OIIOII), nanpasnenust moaroroBku 11.03.01
Pannorexnuka, ypoBeHb 00pa3oBaHusl: BhICIiee 00pa30BaHKE - OaKaJaBpHUarT.




Bazupyertcst Ha ypoBHE cpeqHero oo1iero oopazoBaHusl.

Pe3ynbraTel 00yueHus, OTydeHHBIE IPH OCBOCHUH JUCLUILIMHBL, HEOOXOAUMBI IIPH BHIITOJTHEHUH
BBIITYCKHON KBaTM(PHUKAIMOHHOHN pabOoTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET 4 3a4eTHBIX eMuHUIIbI, 144 yaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i [POMEIKYTOIHOM o &| 3 Koncynbranus UKP PaGora B [Toxroroska k METOIMYECKHE YKA3ZaHUs
aTTeCTAINH 8| © | Jlex JIab | Ip — - VKK | TK A CeMECTDE aTTeCTalluu
/M P /KOHTPOJTB
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 CucreMmsl nepeiaun 1446 | 7 1.0 - 0.5 - 0.10 - 0.06 - 12.8 - Camocmosamenvnoe usyuenue
nHdopmanuu 0 meopemuueckozo mamepuana: Pabora
1.1 Beenenue 3.63 0.5 - 0.2 - 0.05 - 0.03 - 2.8 - OpPHEHTHPOBAHA HA M3YYCHUE JTUTEPATYPHBIX
5 HCTOYHHKOB, KOHCIIEKTUPOBAHUE OCHOBHBIX
1.2 Bupl curaanos 10.83 0.5 - 0.2 - 0.05 - 0.03 - 10 - JaHHBIX, MPOXOYXKIEHHE TPOOHBIX TECTOB IO
5 yueOHOMY MaTepuairy
H3yuenue mamepuanos numepamypHsix
UCHOYHUKOG:
[2], 17
2 CerteBrle 45.27 3.0 - 15 - 0.65 - 0.12 - 40 - CamocmosamensbHoe usyuenue
XapaKTEePUCTHUKH, 0 Hmeopemuueckozo mamepuana: Pabora
JIMHHY CBSI3H OPHEHTHPOBaHA Ha U3YYCHHUE JIUTEPATYPHBIX
2.1 CereBble 11.48 1 - 0.2 - 0.2 - 0.03 - 10 - HMCTOYHUKOB, KOHCTIEKTHPOBAHNE OCHOBHBIX
XapaKTePUCTHKH, 5 JIAaHHBIX, TIPOXO0KACHHE POOHBIX TECTOB IO
JIMHUY CBSI3U y4eOHOMY MaTepuaity
2.2 BbecnipoBoHas 11.73 1 - 0.5 - 0.2 - 0.03 - 10 - Camocmoamebnoe uzyuenue
repeayda JJaHHBIX meopemuueckoz0 mamepuana: Pabora
(CryTHHMKOBas CBSI3b) OPHUEHTUPOBAHA HA U3yUYEHUE JIMTEPATYPHBIX
(Texnomnorus WCTOYHHUKOB, KOHCIIEKTUPOBAHHE OCHOBHBIX
LIMPOKOIIOJIOCHOTO JIaHHBIX, TIPOXO’KAECHHE TPOOHBIX TECTOB IO
CHUTHAJA). yueOHOMY MaTepHaity
2.3 Buptyanbsabie 10.98 0.5 - 0.2 - 0.2 - 0.03 - 10 - H3yuenue mamepuanoe 1umepamypHobix
JIOKAJIBHBIE CETH 5 UCIOUHUKOB:
2.4 | Tlepemarumxu. Kamans | 11.08 05| - |05 - 0.05 - 0.03 | - 10 - [1], 25
CBSI3H [2], 48
3 Ocnossl TCP/IP, 23.97 2 - 1.0 - 0.50 - 0.47 - 20 - Camocmoamenvhoe uzyuenue
ajipecanus B CTeKe meopemuueckozo mamepuana: Pabora
nporokosioB TCP/IP, OPHMEHTUPOBAHA HA U3yYCHUE JIUTEPATyPHBIX

5




npotokossl UDP, TCP
TCP/IP-anpecarus.
Cxembl yaJIeHHOTO
JOCTYTIa, CETEBEIC
CITY>KOBI

3.1

Ocnossl TCP/IP,
ajipecanus B CTEKe
npotokosioB TCP/IP,
npotokosst UDP, TCP
TCP/IP-ampecarms.
CrpykTypa agpeca.
Kongurypuposauue [P
aJipecos

12.17

0.5

0.25

0.42

10

3.2

Cxembl yiaJeHHOTO
JOCTYIIa, CETEBbIE
ciryx0OsbI (IP
TenedoHus, ceprep
FTP u HTTP,
KOpPIOPATHBHBIE
KOH(epeHIINN)

11.80

0.5

0.25

0.05

10

HUCTOYHUKOB, KOHCIIEKTHPOBAaHHE OCHOBHBIX
JIAaHHBIX, TIPOXO0’KAEHHE TPOOHBIX TECTOB IO
y4eOHOMY MaTepHaity

OCHOBBI HHTEP(EHCOB

24.30

1.0

0.75

0.55

20

Camocmoamenbhoe uzyuenue

4.1

OcHOBBI HHTEP(EHCOB
ycrpotictB Cisco

12.05

0.5

0.5

0.05

10

4.2

OCHOBBI
AIMUHUCTPUPOBAHHS U
yIPaBJICHHUS CETSIMH,
yIpaBlieHuE
KOMMYTaTOpPaMH I10
npotokosry SNMP

12.25

0.5

0.25

0.5

10

meopemuyueckoz0 mamepuana: Pabora
OpPHEHTHPOBaHA HA U3YYEHHE JINTEPATYPHBIX
HNCTOYHHKOB, KOHCIICKTUPOBAHUC OCHOBHBIX
JAHHBIX, MIPOXOXKJICHUC Hp06HI)IX TCCTOB 110
y4eOHOMY MaTepHaIy

H3yuenue mamepuanog 1umepamypHbix
UCIMOYHUKOG:

[1], 56

DK3aMeH

36.0

0.3

35.7

Bcero 3a cemecTp

144.00

8.0

4.0
0

2.00

1.20

0.3

92.8

35.7

Hroro 3a cemecTp

144.00

8.0

4.0
0

2.00

1.20

0.3

128.5

Ipumeuanue: Jlex — nexuuu; JIab — naboparopusie padboTsl; [Ip — npaktuueckue 3ausatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoekram/padoram; MKKII — unauBuyanpHble KOHCYIbTAlMH 10 KYpCOBBIM MpoekTam/padoram; ['K- rpymnmnoBsie KOHCYIbTAIlUU 110 pa3aeaam
mucuuruinHel; CP — camocrostenbHas padora crynenta; UKP — unas konraktHas padora; TK — Texymmii KoHTpodb; [TA — npomexyTrouHas
aTTecTanus




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Cucmemwl nepedayu undopmavuuu

1.1. BBenenue
OnpeneneHus U TEPMHUHBI. 3aKOHBI AJIEKTPOTEXHUKHU. 3aKoHbl Kupxroda..

1.2. Buasl curgaiosB
[Tonsitue criektpa curHaina. [IpeodpazoBanue @ypbe. MoiyTMpoBaHHbBIE PAAHOCUTHAIIBL..

2. Cemesbie xapakmepucmuxy, JTUHUU C8A3U

2.1. CeteBble XapaKTEPUCTUKH, TUHUU CBSI3U

[TaccuBHble KOMMOHEHTHI POA. @uiabTp HIWKHUX 4YacTOT. DOUIBTp BEPXHUX YaCTOT.
[Tpoxoxnenne curnainoB uepe3 DPHY. Crnekrpanbubiii mertoa. [uddepuHnmanbHbIl METO.
[TonocoBoit punbTp. Pexxextopusiii punbtp. Konebatenbubiit koHTyp. CBsA3aHHbBIE KOJeOaTeIbHbIE
KOHTYpBI. [IpoxoxieHne CUrHaaoB uepes KojaedaTeabHblii KOHTYP..

2.2. bectipoBonHas nepenava gaHHbIX (CryTHHKOBAs cBsi3b) (TexHOMOrHs MHMPOKOMOIOCHOTO
CUTHAJIA).

becnipoBoaHas cpena nepenaun. becnipoBomHas uHMS CBsi3H. becrpoBoiHAs MHOTOTOYCYHAS
JUHUS CBSI3U. TUIBI CIYyTHUKOBBIX cucTeM. CIIyTHUK KakK OTpakaTeiab CUTrHana. ['eocTtanmoHapHbIi
cnytHuk. CpenHe- W HU3KOOpPOWUTANbHBIE CHOYTHUKU PaciimpeHue crekTtpa CKadykooOpa3HOU
nepecTporikoi 4acToThl. COOTHOIICHHE MEXKITY CKOPOCTHIO Mepead JTaHHBIX M YaCTOTOW CMEHBI
nojakaHayioB. IIpsiMoe mocienoBaTelbHOE pacIIUPEHUE CHEKTpa. MHOXKECTBEHHBIH JIOCTYII C
KOJIOBBIM Pa3JICIICHUEM. .

2.3. BupryanbHble JTOKaJIbHBIE CETU

Hasnauenue BuptyanbHbix cereid. CocTaBHasi C€Th, COCTOSIIAS M3 CETEW, MOCTPOCHHBIX HA
ocHoBe nosroputesiell. Co3aHue BUPTYalbHbIX ceTeil Ha Oa3ze ogHOro kommyratopa. Co3maHue
BUPTYalbHBIX ceTell Ha 0a3e HECKOJbKMX KOMMYTAaTOpOB. AJIbTEPHATUBHBIE MapUIPyThl B
BUPTYaJIbHBIX JIOKAJIBHBIX ceTsX. KauecTBo 00Ciy)KnBaHUS B BUPTYalbHBIX ceTsax. Knaccupukanus
Tpadpuka. MapkupoBanue Tpaduka. YmpaBieHHE ~ odepelsiMu.  PesepBupoBaHUE U
npodmiupoBanue. OrpaHUYeHNss KOMMYTaTOPOB..

2.4. llepenatuuku. Kanamnsl cBsizu

I'enepauuss curnanoB. DazoBas aBrTomoactpoirika. Yacrtorel. CuHHTE3aTOpPBl YacTOTHI.
['eneparopsl ¢Gopmbl curHamoB. MynbTUBHOpaTOpsl. PaawokaHanbl. AHAJIOTOBBIE KaHaJbI.
[{udpoBbie KaHAIEL..

3. Ocnoswvi TCP/IP, aopecauus 6 cmeke npomoxonog TCP/IP, npomoxonvi UDP, TCP TCP/IP-
aopecayusi. Cxemvl YOareHH020 00CMYNA, cemesvle CyiHcobl

3.1. OcnoBsr TCP/IP, agpecanus B creke npotokosoB TCP/IP, mpotokonsr UDP, TCP TCP/IP-
anpecanusi. Ctpykrypa aapeca. Kondurypuposanue IP anpecon

KongurypupoBanue nnrtepdeiica nokaabHOU ceTH. YmpaBieHHe HWH(GOpMaluell MpOTOKOJIOB
JUHAMHYECKON MaplipyTU3aluu. Mapupyrusanuu. Y paneHHsli ISDN-goctyn. Crexk nmpoToKosoB
TCP/IP. Anpecaniuss u texHonorusi CIDR. OtoOpaxenue IP-aapecoB Ha mokajbHBIE ajpeca.
[Iporokon paspemenuss azapecoB. IIpotokon Proxy-ARP. Cucrema DNS. IlIpotokomns
tpancnoptHoro ypoHs TCP u UDP. Iloptel n cokersl. Jlorndeckne coequHEHUs — OCHOBA
HazaexxHoctu TCP..



3.2. CxeMsl yajieHHOTro JOCTyma, ceTeBble ciyxoObl (IP Tenedonus, cepsep FTP u HTTP,
KOPIOPAaTUBHBIC KOH(PEPEHIIHH )

Knuentsl  ymanmenHoro  jgoctyma. Tumbl  KIMEHTOB M A0OHEHTCKUX  OKOHYAHMM.
MynbpTUIUIeKCHpOBaHUE UHPOpPMAIIMK Ha a0OHEHTCKOM OKOH4YaHWU. lMcmonp30BaHue MpOTOKOJIA
Proxy-ARP npu opranuzanuu yaaaeHHOro A0CTyIa. PexuM ynajaeHHOro yIpaBleHUs U MPOTOKOI
telnet. Hasnauenne u crtpykrypa ISDN. HUurepdeiicet BRI u PRI. Ctex mnpotokosno ISDN.
Texunonorusst ADSL. loctyn yepe3 cetu CATV DnekrpoHHas modra. DIEKTPOHHBIC COOOIICHUS.
ITporokon SMTP. Ilporokoasr POP3 u IMAP. Be6-ciyxo0a..

4. Ocnosvl unmepgeticos

4.1. OcHoBbl uHTEpPEiicoB ycTpoircTB Cisco

bazoBoe koHpurypupoBanue unrepdeiico. Komanaa showinterfaces. Komanna encapsulation.
Komanna shutdown. Komanga description. Texnomorum nokanbHbIX ceredd. [Iporoxom HDLC.
[Tporokon Point-toPoint. ITpotokon X.25. ITogxomannsl koHpuUrypupoBanus uHTEepdeiica X 25.
[Ipotokon FrameRelay. Texnonorus AsynchronousTransferMode. IlonxkomaH bl
koHurypupoBanus uHTepderico ATM. Texnonorus DigitalSubscriberLine. Texnomorust ISDN.
[Tonkomansl koHpUTryprpoBanus uarepdeiica ISDN..

4.2. OcHOBBI AIMUHUCTPUPOBAHUS U YIPABIEHUS CETSIMHU, YIIPABICHUE KOMMYTaTOpaMHU 110
nporokoiry SNMP

OcHoBbl  ympaBieHust JoctynoM. IlonkitoueHue K  BUPTyaJIbHOMY Tepmunany c¢
ucrnonp3oBanueM mnpotokona Telnet m obomouku SSH. AxtuBamms SSH- cepBepa. IIpoBepka
KoHpurypamuu npotokona SSH. 3anra mopra KOHCOIM U BUPTYaJIbHBIX TEPMUHAIOB. AKTHBALIUS
AAA-ciyx0. I[Tporokon RADIUS. Ilporokon TACACS+. CpaBuenue nporokonoB RADIUS u
TACACS+.0OcnoBel  mpenotBpanienusi arak TCP-nepexBar. OpHoagpecHass TmepechUika IO
oOpatHoMy myTH. OCHOBBI ympaBieHusi ceTblo. OCHOBBI yIpaBieHUs BpemeHeM. [Ipumepsr
Hactpoiiku ¢pyakuu [P-MAC-PortBinding mo SNMP s cepun DES-35XX..

3.3. TeMbl NIpaAKTHYECKUX 3aHATHI
1. "IIpaBuna Kupxroga";
2. "Pacuer ceTeBBIX XapaKTEPUCTUK';
3. "TlonsiTue ceteBbiX MpoTokoJoB. [Iporokonst TCP, UDP";
4. "OcHoBbl uHTEpdeiicos ycrpoiict Cisco".

3.4. TeMbl 1a00paTOPHBIX padoT
HE MPETyCMOTPEHO
3.5 KoncyabTanuu

Ipynnoewie koncyremavuuu no paszoeaam oucyuniunsl (I°'K)

PaccmoTpenne oco6eHHOCTEH CrieKTpa CUTHaA
PaccmoTpenue ocoO0eHHOCTEN CeTeBBIX XapaKTEPUCTUK
PaccmoTpenune ocobeHHoCTel cTeka MPOTOKOJIOB
Paccmotpenue ocobeHHOCTEN OCHOBBI HHTEP(ENHCOB

el N

3.6 TemaTuka KypcoOBBIX POEKTOB/KYPCOBBIX padoT
KypcoBoii mpoekT/ paboTa He MPEAyCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OPpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3aryiaHupOBaHHbIE PE3YIbTAaThl 00YUYEHNUS 110

Howmep paznena

OI_IGHOLIHOC CpEACTBO

Konbl JUCLUIUINHEI (B (TUII 1 HAUMEHOBAHUE)
FHCHHILIIHE WHIMKATOPOB | COOTBETCTBUM C 11.3.1)
(B COOTBETCTBUH C pa3ieiioM 1)
1] 2]3] 4
3HaTh:
KPUTEPUHU U METOJIbI OLICHUBAHUS CUCTEM NIEPENAUN V-1 + TectupoBanue/"[Ipasuna Kupxroga"
nHpopmauu
3Tarbl MPOSKTUPOBAHUS CHCTEM HH(POPMAITHOHHON W/-1nica + Tectuposanwue/"IIpaBuna Kupxroga"
0€30MMaCHOCTH C UCTIOJIB30BAHUEM CeTel ]
TUIIBI ¥ IPUHLIUT IEHCTBHS CUCTEM TIepeIadn V-2 + HpOBe“]pquag pabota/"OcHOBBI HHTEPEICOB
nHpopmaruu yctporicts Cisco"
o0acTu MpUMEHEHUs ceTeit V-2 + [TpoBepounas pabora/"OcHoBbl HHTEphEHCOB
] ycrpoiictB Cisco"
YMersb:
ONPEACIISITH MPOTPAMMY MOBEAEHUS UCCIEA0BAHUIM V-t + + [TIpoBepounas pf160Ta/ "Pacuer ceTeBbIX
XapaKTePUCTHUK

MIPUMEHATh CUCTEMBI TIepe1aun HH(popMaIuu B V-t + + [TpoBepounas padota/"IloHsITHE CETEBBIX
COOTBETCTBHUHM C UX Ha3HAUYEHUEM ] npotokouoB. [Iporokonst TCP, UDP"
COTIOCTABIIATh XapaKTEPUCTUKH 00bEKTa HH(DOpMAIUU V-2 + [TpoBepounas padota/"PacyeT ceTeBbIx
JEeWCTBYIOIUM CTaH1apTaM ) XapaKTepUCTHK"
COIOCTABIIATh XapaKTEPUCTUKH aNlapaTHO- V-2 + IIpoBepounas pabota/"IloHsTHE CETEBBIX

IMPOrpaMMHBIX 3allIUTHI I/IH(I)OpMaI_II/II/I

1poTokoJ10B. [Ipotokonsr TCP, UDP"




4. KOMIIETEHTHOCTHO-OPUEHTUPOBAHHBIE OIEHOYHBIE CPEJACTBA J1JIAA

KOHTPOJI1 OCBOEHUSA PE3YJIbTATOB OBYYEHWS 10 JUCUUIUIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMIIINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
7 cemecTp

Dopma peanmzanmn: KomneiorepHoe 3a1aHne
1. "IIpaBuna Kupxroda" (TectupoBanue)

Dopma peanuzaruu: [lncbemennas padota
1. "OcHoBbl unTepdeiicoB ycrpoiicts Cisco" (IIpoBepounas padota)
2. "TlonsiTue ceteBbIX MpoToKoJ0B. [IpoTokonsr TCP, UDP" (ITIpoepounas pabora)
3. "Pacuer cereBbix xapakrepuctuk" (I[IpoBepounas pabota)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 Ilpome:KyTOYHAS aTTeCTALMS 10 JUCHUIIMHE
Ixzamen (Cemecmp Ne7)

OHGHKa OIPCACIACTCA I10 COBOKYIIHOCTH PE3YJIbTATOB TCKYLICTO KOHTPOJIA YCII€EBACMOCTHU B

cootBeTcTBUU C [lonoxenunem o OambHO-peUTHHTOBOM cucTeme s cryaentoB HUY "MOU"
B auniom BeICTaBIISIETCS OLIEHKA 32 7 CEMECTP.

IIpumeuyanue: OLeHOYHbIC MAaTEpUAIIbI 10 JUCLMITIIMHE IPUBEACHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOANMYECKOE OBECIIEYHEHUE JUCIUIIJINHbI

5.1 IleuaTHble B 3JIEKTPOHHBbIC U31aHUSA .

1. I'anymika, B. B. Cetu u cuctemsl nepenauu uadopmaiun : yuebnoe nocoodue / B. B. 'anymika,

JloHCKOM TOC. TexH. YH-T . — PocToB-Ha-Jlony : U3narenbckuii mentp AITY, 2016 . — 105 c. - ISBN

978-5-7890-1117-1 .;

2. Jlroto A. I'., YepnbiieB H. H.- "Cetu u cucrems! nepenaun undopmanuun", M3gatenbcTBo:
"PTY MUPDA", Mocksa, 2021 - (83 c.)

https://e.lanbook.com/book/182523.

5.2 JIunieH3MOHHOE M CBOOOHO pacnpocTpaHseMoe NPOrpaMMHoe odecrneyeHue:
1. CIO "TIpomerteit";

2. Office / Poccuiickuii makeT o(hpUCHBIX IPOrpamm;

3. Windows / OnepannonHas cucrema cemeiictpa Linux;

4. Maitnn BuneoxondepeHium.

5.3 UuTepHeT-pecypcesl, BKJIIOYast NpodecCHOHAIbHBIE 0a3bI JaHHBIX 1 HH()POPMALIHOHHO-
CIIPaBOYHBIC CUCTEMBI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 6udanorexa onaiin' -
http://biblioclub.ru/index.php?page=main_ub_red

3. DaexTponnasi 6udmmoreka MIU (36 MDIH) - http://elib.mpei.ru/login.php

4. TlopTaa oTKPHITHIX TaHHBIX Poccuiickoii @enepamnuu - https://data.gov.ru
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5. ba3a oTKpBITBHIX JaHHBIX MUHHCTEPCTBA TPYAA U COUMATbHOM 3a1IUTHI PD -
https://rosmintrud.ru/opendata
6. Ba3za OTKPBITHIX JaHHBIX MPO(ecCHOHATBHBIX CTAHAAPTOB MHUHHCTEPCTBA TPYAA U
conmnabHoi 3amuThl PA - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

7. Ba3a oTKpBITHIX JaHHBIX MHHHCTEPCTBA IKOHOMHYECKOro pa3Butusi P® -
http://www.economy.gov.ru
8. ba3za oTkpbIThIX JaHHBIX PocpunmonuTopunra - http://www.fedsfm.ru/opendata
9. DaexTpoHHasi oTKpbITasi 6a3a 1aHHbIX '""Polpred.com O630p CMHU" -

https://www.polpred.com

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun noMemeHunst Homep ayauropun, OcHamnenue
HaHMEHOBaHHe
VYyeOHbIC ayAUTOPUHT K-417/6, benas CTOJI KOMITBIOTEPHBIN, TOCKAa HHTEPAKTUBHAS,
JUTSI TIPOBEICHUS MyJIbTUMEANITHAS KOMITbIOTEpHAs CETh C BBIXOJ0M B MHTEpHET,
JEKIIMOHHBIX 3aHATUN U CTyus MYJIbTUMEIUUHBIA TPOEKTOP, KOMITBIOTED

TEKYIIEro KOHTPOJIS

MEPCOHAJIbHBIN

K-417/7, CBeroBas
qepHast CTYIUs

CTYJ1, KOMIIBIOTEpHAs CETh C BBIXOIOM B
WuTepHer, MUKPO(OH, MyJIbTUMEIUITHBIN
HPOEKTOP, IKPaH, 000PyAOBaHHE
CIELNAIU3UPOBAHHOE, KOMIIBIOTED
MePCOHAIIBHBIN

VY4eOHble ayuTopun K-417/1, CTOJI IIPENOIABATEIISA, CTOJI KOMIIBIOTEPHBI,
JUTSl IPOBEJICHUS Kommbrotepusiii | mkad 11st TOKyMEHTOB, MIKad IS OJEXKIbI, CTOI
MPAKTUYECKUX 3aHITUH, kiacc U110 MACbMEHHBINA, KOMIIBIOTEPHAS CETh C BBIXOJIOM B
KP u KII HuTepHeT, oCcKa MapKepHas MepeaBUKHAS,
KOMIIBIOTEP N€PCOHAIbHBIN, IPUHTED,
KOHJIMIIMOHEDP, CTeH HH(POPMAIMOHHBIHI
VY4eOHble aynuTopun XK-417/1, CTOJI ITPENOIABATEIISA, CTOJI KOMIIBIOTEPHBI,
JUIS IPOBEJICHUS KomnbroTepusiit | mkad 11 JOKYMEHTOB, MKad U1 0J1€XK/IbI, CTOJ
MPOMEKYTOUHOMN kiacc U110 MHCHbMEHHBIN, KOMITBIOTEPHAs CETh C BBIXOJOM B
aTTecTaluu WuTepHeT, 1ocKka MapKepHas IepeIBUKHas,
KOMIIBIOTEP MEPCOHATILHBIN, IPUHTED,
KOHJIMIIMOHEDP, CTeH HH(POPMAIIMOHHBIH
ITomenenus s HTB-303, CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJI TUCHMEHHBIN,
CaMOCTOSITENIBHOM KomnbrotepHsiii BeLIAJIKA JUIsl OACHKbI, KOMIIBIOTEPHASI CETh C
paboThI YUTAJIbHBIN 3al1 BbIX0I0M B IHTEpHET, KOMIIbIOTED
NIEPCOHAJIbHBIH, TPUHTEP, KOHIUIIMOHEP
ITomemenus s K-2000, CTOJI, CTYJI, KOMIIBIOTEP MEPCOHAIBHBIM,
KOHCYJIbTUPOBaHUS Kondepeni-3an KOHJUIIMOHED
140101(0)
ITomemenus s XK-417 /2a, CTEeJUIaX Ui XPAaHCHUS UHBEHTAps, DKpaH,
XxpaHeHust ooopynoBanus | Ilomemenue s yKa3Ka, apXUBHbIE IOKYMEHTHI, TUIIJIOMHBIE U
1 y4eOHOT0 MHBEHTaps VMHBEHTapsI KypCOBBbI€ pabOTHI CTY/I€HTOB, KaHIIENSPCKHIMA

MIPUHAJIC)KHOCTH, CIOPTUBHBI HHBEHTAPb,
X034iCTBEHHBI HHBEHTAPb, 3allaCHbIC
KOMIUIEKTYIOIINE JUTsl 000pYAOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

Cetu u cucteMsbl niepeiadyu HHGOpMaIIH

(Ha3BaHME AUCIMILIMHBI)

7 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2
KM-3
KM-4

"IIpaBuna Kupxroda" (TectupoBanue)

"Pacuer cereBbix xapakrepuctuk" (IIpoBepounas pabora)

"ITonsiTue cereBbiXx MpoTokoyoB. [Ipotokonsr TCP, UDP" (ITlpoBepounas padoTa)
"OcHossl uHTEpdetico ycrpoiicTB Cisco" ([IpoBepounas padora)

Bujx npome:xyTo4HOI aTTecTalMu — JK3aMeH.

Wunekc KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4
pasnena AeI et Henens 3 6 9 12
KM:
1 CucreMsl niepeayu HHPOPMALHH
11 Bsenenue +
1.2 Buapl curnaios +
2 CereBble XapaKTEPUCTUKH, TUHUH CBSI3U
2.1 CereBble XapaKTEpUCTUKH, JINHUU CBS3H +
29 becnipoBoaHas nepenaya naHHbIX (CIyTHUKOBAsI CBA3b) +
' (TexHOMOTHMS MHUPOKOIIOJIOCHOTO CUTHAJIA).
2.3 BupryanbHble T0KaNbHBIE CETH +
2.4 [lepenatunku. Kananel cBsizu +
OcnoBel TCP/IP, agpecanus B cteke npotokonoB TCP/IP,
3 npotokoisibl UDP, TCP TCP/IP-anpecanus. Cxembl
yJIQJIEHHOTO JIOCTYIa, CETEBbIE CIYKOBI
OcnoBol TCP/IP, anpecamus B creke mpotokosioB TCP/IP,
3.1 npotokossl UDP, TCP TCP/IP-anpecarus. Ctpykrypa +
anpeca. Koudurypuposanmne I[P anpecos
CxeMbl yiaJIeHHOro J0CTyMa, ceTeBble ciryxk0bI (1P
3.2 teneponus, cepep FTP u HTTP, xopnopatuBHbIe +
KOH(epeH1InN)
4 OcHoBbl uHTEpDENCOB
4.1 OcHoBbl uHTEphetico ycrpoictB Cisco +
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4.2

OcHOBBI AZIMMHHUCTPUPOBAHUS U YIIPABICHUS CETIMM,
yIpaBjIeHUE KOMMYyTaTopamu 1o npotokoiry SNMP

Bec KM, %:

25

25

25

25
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