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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-3 CriocoOeH mpuMeHsATh METObI IOUCKA, XPaHSHHS, 00pabOTKH, aHaIu3a U
npecTaBieHus B TpedyemMoM hopmare nHGOPMAIIUU U3 PA3IMYHBIX KICTOYHUKOB U 0a3 TaHHBIX,
coOJroasi Mpu 3TOM OCHOBHBIE TPeOOBaHMS HHPOPMAIIMOHHOM 0€3011acCHOCTH
NJI-1 3naeT coBpeMeHHbIE IPUHIIMITBI TOMCKA, XPaHEHUs], 00pabOTKH, aHATIN3a U
npeJcTaBiIeHus B TpeOyeMoM BUe HHPOpMAIIU
NJI-2 Cobmtomaer TpeboBanus HHPOPMAIIMOHHON 0€30TaCHOCTH MPH MCIIOIb30BaHUN
COBpPEMEHHBIX HH(GOPMAITMOHHBIX TEXHOJIOTHI U IPOrpaMMHOT0 00ecTieyeHus

1 BKIIFOYACT:
IJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

Popma peanusaruu: 3aniuTa 3a1aHus
1. 3amuTa naboparopHoi padotsl "MHCTpYMEHTHI A AMUHUCTPUPOBAHUS 3aIUIIIEHHbIX
onepanuonHbix cuctem" (KoHTposnsHas padora)
2. 3amuTa nabopaTopHoii paboTsl "HacTpolika U AHarHoCcTUKa CeTeBOM MOJACUCTEMBI"
(KontponpHas pabota)
3. 3amuTa naboparopHoit pabotsl "HacTpoiika cepBrca aBTOpU3aliK, JUATHOCTUKA U
yCTpaHEHUE HEeUCIpaBHOCTEH QyHKIIMOHUpOBaHU oniepaniioHHO cuctembl” (KoHTponbHas
paborta)
4. 3anuTa 1abopaTopHOt paboTh! "YCTaHOBKA M HACTPOWKA CTAaHAAPTHOTO Habopa CepBUCOB"
(KonTponbHas padota)

BPC nucuuminHbl

S cemecTp

IlepeyeHb KOHTPOJBHBIX MEPONPUATHH TEKYIIEro KOHTPOJS YCHEBAEMOCTH IO

AUCHUILINHE:

KM-1 3ammra naboparopHoii pabotsl "HacTpoiika cepBrca aBTOpH3alMM, IMarHOCTUKA U YCTpAaHEHHE
HEUCHPaBHOCTEN PyHKIIMOHUPOBaHUS onepaonHoil cucremsl" (KontponpHas pabota)

KM-2 3ammra nabopatopHoii paboTsl "MHCTpYMEHTHI a AMUHUCTPUPOBAHMS 3aIIUIIIEHHBIX
onepanuoHHbix cucteM" (KonrponpHas padorta)

KM-3 3ammra naboparopHoii paboTsl "HacTpoiika 1 AuarHocTuka ceTeBoi MoACUCTEMbI"
(KontponpHas pabota)

KM-4  3ammra nabopatopHoii paboTsl "YcTaHOBKA U HACTPOIlKa CTaHAAPTHOTO Habopa cepBUCOB"
(KontponpHnas pabota)

Buja npoMexyTouHOI aTTecTAlMU — 3a4€T C OLICHKOM.

Paznen aucuumimHb Beca KOHTpOIBHBIX MeponpusITHii, %o ‘




Wnpnexc KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpox KM: 3 12 9 6
OCHOBBI KOMIIBIOTEPHON 0€301acHOCTH U 0a30BbIE HHCTPYMEHTHI
aJIMUHHCTPUPOBAHUS ONIEPAIIIOHHON CHCTEMBI
ApXHUTEKTypa U KOMIIOHEHTHI OTIEPAllMOHHBIX CUCTEM Ha 0a3e siapa +
Linux
OCHOBBI KOMIIBIOTEPHOHN 0€30IacHOCTH +
[TpuHLIMIIBI CETEBOTO B3aUMOACHCTBUS U CTPYKTYpa CETEBOU
IIOICHCTEMBI 3AILHUILEHHON ONEPALIMOHHON CUCTEMBI
OcHoBHbIe ipoToKOoIIBI cTeka TCP/IP. +
MexceTeBol PKpaH +
YcTaHoBKa M HACTpOKKa CTaHAAPTHOTO Habopa CEpBUCOB
AIMUHUCTPUPOBAaHUE BEO-CaTOB U SJICKTPOHHOM MOYTHI. + +
AIMUHUCTpUPOBaHUE OA30BBIX CETEBBIX CEPBUCOB OpraHU3aAIUU + +
JlmarHocTuka
Wnentudukanus, ayrTeHTH()HUKAINS 1 aBTOPHU3AIIHS +
M10JIb30BaTeNeH
JInarsocTrka HEMCIPaBHOCTEM B 3aIUIIEHHOMN ONlepaliOHHOU +
CUCTEMBbI
Bec KM: | 25 25 25 25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3yabTaThl  OOydeHHs 10
JUCIUILINHE

OIIK-3 N-1onk-3 3Haer | 3HaTh: KM-1 3ammura naboparopHoii paboTsl "MHCTpYMEHTHI aIMUHUCTPUPOBAHHUS
COBPEMEHHBbIE  MPUHIUIBI | IPUHIUIIBI CETEBOTO 3alUIIeHHBIX onepanuoHHbiX cucteM" (KontponsHas padorta)
IIOMCKA, XPaHEHMs, | B3aUMOJIECUCTBUSA KM-3 3ammura naboparopHoii paboTsl 'Y cTaHOBKA M HACTPOMKA
o0paboTku, aHanm3a U | YMETh: cTannapTHoro Habopa cepBuco" (Konrponbsnas padora)
NpeCTaBICHUS B | a/IMUHUCTPUPOBATH
TpeOyemoM BUJIE | CTAHJIaPTHBIN HAOOP
uHpOpMaun CEPBHCOB

OIIK-3 N-20rx-3 Cobmonaet | 3HaTh: KM-2 3ammura naboparopHoii pabotsl "HacTpoiika 1 TUarHoCTHKa CETEBON
TpeOoBaHUS npuHOUIB uaeHTudukanuy, | moacuctemsl" (Kontponsnas pabota)
UH(POPMALIMOHHOM ayTeHTU(UKALUU U KM-3 3amura naboparopHoii paboTsl "YcTaHOBKA U HACTpOiKa
0€30MacHOCTH IIpH | aBTOpPHU3allMy TOJIb30BaTeNlel | cranaapTHoro Habopa cepsrcoB” (KoHTposibHas pabora)
UCTIOJIb30BaHUHU COCTaB U CTPYKTYpPY KM-4 3amura naboparopHoii pabotsl "HacTpoiika cepBrca aBTOpH3aluH,
COBPEMEHHBIX 3alIUIIEHHBIX JMAarHOCTHKA U yCTPaHEHHE HEUCTIPAaBHOCTEH (DYHKIIMOHHUPOBAHUS
UH(POPMALMOHHBIX OTIEPALIMOHHBIX CHCTEM ornepannoHHoi cuctemsl" (KonTponbsHas pabota)
TEXHOJIOTH u
IPOTPaMMHOTO
o0ecrnieyeHus




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 3amura nadoparopHoii padorsl ""Hacrpoiika cepBuca aBTopu3anmu,
JAUATHOCTHKA M yCTPaHeHHe HeHCIIPaBHOCTel (pyHKIMOHUPOBAaHUS ONlEPAIlMOHHOM cucTeMbl"

®opmbl peau3anum: 3anuTa 3aJaHUs

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIBbHOrO0 Meponpustus: IIpeaBapurenbHas NDOATOTOBKA K
BBINOJIHEHUIO J1a00paTopHOil paboThl. Beimonnenue nabopaTopHoil pabOThl B COOTBETCTBUHU C
3aganueM. IloaroroBka Kk 3aliuTe 10 MIPONJCHHBIM MaTepUaJIaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BOIIPOCOB TECTa, UCIIOJIb3Ys MPONHIEHHbIN MaTepuas. OOpaTuTe BHUMaHHE, YTO
B HCKOTOPLBIX BOITPOCAaX MOXKCET OBITh HECKOJIBKO IMPpaBUJIbHBIX BApWMAaHTOB OTBETA, a4 TAKIKEC
MOTYT BCTPETUTBHCS BOIIPOCHI, Il HY>KHO BBECTH IPABUJIbHBINA OTBET CaMOCTOATENbHO. s
YCIICHIHOT'O BBIIIOJHCHHUA 3aJaHHd BHUMATCIIbHO O3HAKOMBTCCH C KaXKJIbIM BOIIPOCOM U
BbIOEpUTE BCE IPABUIIbHbBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJYYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3arraHMpoBaHHBIE  pe3yibTaThl | Bompockl/3aganus 11 IpOBEpKU
00y4eHUs 10 JUCIUIIHHE

3HaTh: TIPUHITUTIBI 1.Bonpoc: KakoBa ocHOBHasi poJib CECCHOHHOTO KJFOUa B
UIeHTU(UKAIUY, nportokoje Kerberos?

ayTeHTH(UKAKUU ¥ aBTOpU3alu | 1. OH Mcnosb3yeTca ANA WUPPOBAHUA BCEX AAHHbBIX MEXKIY
MoJIb30BaTeNneH KaneHTom n KDC.

2. OH obecneunBaeT BpeMeHHYH ayTEHTUOUKALMIO KANEHTA Ha
cepsepe B paMKax 04HOW ceccum.

3. OH ncnonbsyetca 414 06MeHa KNto4aMm MeXay KANEHTOM U
cepsepom.

4. OH CNYXKUT ANA XpaHEHUA YYETHbIX AaHHbIX N0J/Ib30BaTENA.

5. OH ucnonb3yeTca s reHepauum BCEX APYTrMX KNtoyel B
Kerberos.

6. OH XpaHUTCA Ha cepBepe ANA Aa/lbHENLLEro NCNOb30BaHUA.

7. OH HY)KeH AN CUHXPOHM3ALMKN BPEMEHU MEXKAY KIMEHTOM U
cepsepom.

8. OH ucnonb3ayeTca ans cosgaHuna buneta cnyxbbl (TGS).

IIpaBuabHblii oTBeT: OH 00EceYnBaET BPEMEHHYIO
ayTeHTH(UKAITUIO KIIMEHTa Ha CEPBEPE B paMKaX OJTHOMN
CECCHH.

2.Bomnpoc: PaccmoTrpum cieayroniyro ctpykrypy LDAP-
3aIuCH:

dn: uid=jdoe,ou=IT,dc=example,dc=com
objectClass: inetOrgPerson

objectClass: organizationalPerson
objectClass: person




3annaHupoBaHHbIE pe3yiabTaThl | Bormpockl/3aganus s NpoBepKu
00y4YeHUs 10 TUCITUTINHE

objectClass: top

cn: John Doe

sn: Doe

uid: jdoe

mail: john.doe@example.com
ou: IT

Kakue u3 creayonmx yrBepKACHHA MPaBUIBHO
OTHUCBIBAIOT AJIEMEHTHI HH(popMannonHoit moaenu LDAP,
IIPUCYTCTBYIOLME B 3TOM 3an1UCH?

1. dn (Distinguished Name) onpenenser yHUKaJIbHBINA TyTh
k 3anucu B LDAP-nepese.

2. objectClass onpenenser HabOp aTpHOYTOB, KOTOPHIE
MOTYT OBITh BKJIFOUCHBI B 3aITHCh.

3. Atpulyt cn (Common Name) ucnonb3yercs Ams
XpaHEHHS MTOTHOTO UMEHH TIOJIh30BATEIIS.

4. ATpubyT sn (Surname) UCHIONB3YeTCS ISl XPAHEHUS
MMEHH TMOJIb30BATEII.

5. uid (User ID) siBnsiercs 00g3aTenbHBIM aTpHOyTOM IS
Bcex 3anuceit LDAP.

6. mail onpenensieT AMEKTPOHHYIO MOUTY MMOIb30BATENS U
JIOJIKCH OBITh YHHKAIBHBIM JIJIST KQXKIOH 3aITUCH.

7. AtpuOyrt ou (Organizational Unit) yka3bIBaeT Ha
MIOJIpa3/IeICHUE TT0JIb30BATENs B OpraHU3aIHH.

8. dc (Domain Component) ucnonb3yercs A yKa3aHus
JIOMEeHa, K KOTOPOMY TTPHHAJIEKUT 3aTIHCh.

Bri6epute npaBuiibHbIC YTBEPIKICHUS:

1,2,3,7

IIpaBuabHublii otBet: 1,2, 3,7, 8

Onucanue MIKAJbI OLlEHUBAHUS

Oyenka: 5 («OTIUIHO)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku evtnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNE
BBHITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («xX0OpoII0»)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuku evtnoanenus 3uanus. OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3 (KyIOBICTBOPUTEIHHOY)
Huoicnuii nopoz evinonnenus sadanus 6 npoyenmax.: 50




Onucanue xapaxmepucmuxu evinoaneHus snanusa: OueHKa "y10BIETBOPUTENIBHO" BBICTABIIAETCS
€CIIM 3aJJaHue MPEUMYIIECTBEHHO BBITOJIHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHuE BBIMIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBHIITOJIHEHO

KM-2. 3amura nadopatopHoii padorsl "MHCTPYyMeHTHI aIMUHUCTPUPOBAHUS
3alIMIIECHHBIX ONlePAIlHOHHBIX cHcTeM"

®opmbl peau3anum: 3anIuTa 3aJaHUA

Tun kouTposbHoro meponpusitusi: KonrposbsHas padora

Bec koHTpObHOrO MeponpusTusi B BPC: 25

IIpouenypa mnpoBegeHHsi KOHTPOJIBbHOrO Meponpustus: IIpeaBapurenbHas HDOATOTOBKA K
BBINOJIHEHUIO J1a00paTopHOil paboThl. Beimonnenue nabopaTopHOil pabOThI B COOTBETCTBUHU C
3aganueM. IloaroroBka K 3aluTe 10 NPONHJCHHBIM MaTepUalIaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BOIIPOCOB TECTa, UCIIOJIb3Ys NPONHIEHHbIN MaTepuan. OOpaTuTe BHUMaHHUE, YTO
B HCKOTOPLBIX BOITPOCAaX MOXKCET OBITh HECKOJIBKO IMPpaBUJIbHBIX BApWAHTOB OTBETA, a4 TAKIKEC
MOTYT BCTPETUTBHCS BOIIPOCHI, IJIe HY>KHO BBECTH IIPABHJIbHBIN OTBET CaMOCTOATENbHO. s
YCIICHIHOT'O BBITOJHCHUA 3aJaHWs BHUMATCIIbHO O3HAKOMBTECH C KaXKJIbIM BOIIPOCOM U
BbIOEpUTE BCE NPABUIIbHbBIE OTBEThI, OCHOBBIBASICh HA 3HAHUSX, MIOJYYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaax.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3arraHupoBaHHBIE PE3yNbTaThl | Bompockl/3aganust A MpoBEpPKU
00y4eHUs 10 JUCIUIIHHE

3HaTh: MPUHIUIBI  CETEBOTO 1.Bonpoc: CucTeMHbIE BBI30BbI ONEPALIMOHHON CUCTEMBI

B3aUMOJICHCTBUS (OC) - aro:

e MexaH13Mbl 3aLLMTbl MHGOPMALMU OT HECAHKLLMOHUPOBAHHOIO
Aoctyna.

e [lporpammHbie NHTepdencol 414 B3aMMOLENCTBUA NPUNOKEHUN
c agpom OC.

e Habop apaieepoBs gna paboTbl c annapaTHbIM obecneyeHmem.

e ANrOopuUTMbI NJIAaHNMPOBAHKA 33434 NpoLLeccopa.

e CpepacTBa ona co3gaHua rpaduyeckoro HTepdeica
nonb3oBaTens.

e Cnocobbl 06paboTKM NpepbiBaHM OT annapaTHOro
obecneyeHus.

e KomaHAbl, BbINOJHAEMbIE B KOMaHAHOW CTPOKe.

e [IpOTOKO/bl CETEBOrO B3aMMOAENCTBUA MEKAY KOMMbIOTEPAMMU.

IIpaBuabHblii oTBeT: [Iporpammusie nHTEpdENHCH s
B3aUMOJIEUCTBUS TpUiIokeHu# ¢ sigpom OC.

2.Bonpoc: Yto Takoe MHBEHTapHBIH (aiin (inventory) B
Ansible?

Criucok nmosnp3oBartesield, KOTopble MOTYT YIpaBisaTh Ansible
Criucok 3aad 1St BBITOTHEHHS

Crucok ynpaBJisieMbIX XOCTOB

Crnucok Moyinel, UcTionb3yeMbIX B Ansible

Criucok nepeMeHHbIX, UCIoib3yeMbIX B playbook




3annaHupoOBaHHBIE pe3ynbTaThl | Bompockl/3ananus 11 MpoBEpKU
00y4YeHUs 10 TUCITUTINHE

®aiin koHpurypanuu Ansible

Jlor BeInoJIHEHUS 3aa4

[[Ta6n0oH KOHDUTYpaITUU

IIpaBnibHbIi oTBeT: CIHCOK YNIPaBIsIEMBIX XOCTOB

Onucanne MKAJbI OIleHUBaAHUS:

Oyenka: 5 («OTIAUYHO)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuxu evlnoineHus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WIIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («XOpoII0»)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evinoinerus 3Hanus: O1eHKa "Xopoio" BEICTABISAETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEIHLHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapaxmepucmuxu 6blnoanenus 3nanus: OLeHKa "HeyJOBIETBOPUTEIBHO" BbICTABIISACTCS
€CJIM 3aJIaHUE BBIIIOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBIIOJIHEHO

KM-3. 3amura adoparopHoii padorsl "HacTpoiika n 1MarHocTuka cereBoi
nmoJAcCUcCTEeMBbI"

®opMbl peanu3anmu: 3alinTa 3a1aHUsI

Tun kourpoasHoro meponpusitusi: KonrponsHas pabora

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpoueaypa npoBedeHHs] KOHTPOJIbHOro Meponpusitusi: IlpenBapurensHas MOIrOTOBKA K
BBITIOJIHEHUIO J1a0opaTopHOi paboThl. BeimonHeHue nabopaTopHoOit pabOThl B COOTBETCTBUHU C
3amanreM. [loAroToBKa K 3alIuTe MO MPOHIEHHBIM MaTepHaIaM.

Kparkoe cogep:xkanue 3agaHus:
OtBetpTe Ha 40 BOPOCOB TeCTa, UCIIONIb3Yys MPOHIeHHBIN MaTepuan. O0paTuTe BHUMaHHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO MPABUIBHBIX BAPHAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY’KHO BBECTH NPABUIbHBIA OTBET CAMOCTOSTENBHO. J{71s
YCIIELLTHOTO BBINIOJIHEHUS 3aJaHUs] BHUMATEIBbHO 03HAKOMBTECH C Ka)KJIbIM BOIIPOCOM H
BbIOEpPHUTE BCE MTPABUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, OJYYEHHBIX Ha JIEKLIHAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3aHJ'IaHI/IpOBaHHBIC PE3YIbTAaThI BOHpOCBI/ 3alaHus IJid IIPOBECPKU
06yqu1/Is[ 110 AUCHUITIINHE

3HaTh: COCTaB W CTPYKTYPY 1.Bonpoc: KakoBa npaBuibHas MOCiIe10BaTEIbHOCTD
3alMILEHHBIX  OMEePalMOHHBIX cocrossiuuii TCP coenunenus cepsepa?
CUCTEM 1. SYN_SENT - SYN_RECEIVED - ESTABLISHED - FIN_WAIT_1 >

FIN_WAIT_2 - TIME_WAIT
2. LISTEN - SYN_RECEIVED -> ESTABLISHED -> FIN_WAIT_1 -




3annaHupoBaHHbIE pe3ynbTathl | Bompockl/3ananus A mpoBepKU

06yquH;1 IO AUCLHUIIIINHE

FIN_WAIT_2 - CLOSE_WAIT - LAST_ACK > CLOSED
SYN_RECEIVED -> ESTABLISHED > CLOSE_WAIT = FIN_WAIT 1
= FIN_WAIT_2 = TIME_WAIT

SYN_SENT - SYN_RECEIVED -> ESTABLISHED -> CLOSE_WAIT >
FIN_WAIT_1 -> LAST_ACK - CLOSED

LISTEN -> SYN_SENT > SYN_RECEIVED -> ESTABLISHED >
FIN_WAIT_1 > FIN_WAIT_2 - CLOSED

ESTABLISHED -> SYN_SENT -> SYN_RECEIVED -> FIN_WAIT_1 >
FIN_WAIT_2 - TIME_WAIT - CLOSED

SYN_RECEIVED - ESTABLISHED = FIN_WAIT_1 - FIN_WAIT 2
- LAST_ACK - CLOSED

LISTEN -> SYN_RECEIVED -> ESTABLISHED -> CLOSE_WAIT >
LAST_ACK - CLOSED

IIpaBniabneli orBer: LISTEN — SYN RECEIVED —
ESTABLISHED — FIN_ WAIT 1 — FIN WAIT 2 —
CLOSE WAIT — LAST ACK — CLOSED
2.Bonpoc: Kakoii cucTeMHBIi BBI30B HCIIOIB3YETCS JUIS
cosganust UDP cokera B Linux?

open()

bind()

connect()

socket()

listen()

accept()

sendto()

recvfrom()

IpaBuibnblii oTBeT: Socket()

Onucanue MIKAJbI OLEeHUBAHUS

Oyenxka: 5 («OTIINYHOY)

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OleHKa "OTIMYHO" BBICTABIISICTCS €CIIH 3aI1aHUE
BBHITIOJTHEHO B MOJIHOM 00'beMe WIIHM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoILI0»)

Huoicnuti nopoe evinonnenus sadanus 6 npoyernmax.: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIo" BEICTaBISETCS €CITN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3 (KyIOBICTBOPUTEIHHOY)
Huodicnuii nopoe sevinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: OIeHKa "yI0BICTBOPUTEIHHO" BRICTABISETCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenka: 2 («HEYIOBIETBOPUTEIHEHOY)
Onucanue xapakmepucmuku eoinonnenus 3uanus: OleHKa "HeyJ0BIEeTBOPUTEILHO" BBICTABISETCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MIPEUMYIIECTBEHHO HE BBITOJTHEHO
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KM-4. 3ammura 1adoparopHoii
Ha0opa cepBucoB"

®opMbl peaau3anuu: 3aiinTa 3a1aHus

padoThl 'Y CTAaHOBKA M HACTPOIKA CTAHIAPTHOIO

Tun KOHTPOIbHOT0 MeponpusiTus: KoarponsHas padora
Bec konTpoabHoro meponpusitusi B BPC: 25
IIpouenypa mnpoBedeHHs] KOHTPOJIbHOro Meponpusitusi: IlpeaBapurenpHas MOATOTOBKA K

BBIMIOJHEHHUIO J1a00paTopHOil padoTHI.

Brimonnenue mnabopaTopHOil pabOThl B COOTBETCTBHH C

3anaHueM. [loaroroBka K 3amuTe 1O MPONUIEHHBIM MaTepraIaMm.

KpaTkoe conep:kanue 3a1aHusi:

OtBetbTe Ha 40 BONIPOCOB TECTa, UCIIOJNIB3YS MPOUICHHBIN MaTepuas. OOpaTuTe BHUMaHHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO ITPABUIIBHBIX BAPMAHTOB OTBETA, & TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY’KHO BBECTH IIPaBUIIbHBINA OTBET CaMOCTOSTENbHO. 1
YCIIEIIHOTO BBIIIOJIHEHNUS 33aHNs1 BHUMATEIbHO 03HAKOMBTECH C KaXKAbIM BOIIPOCOM U

BI)I6epI/ITC BCC IIPAaBUJIBHBIC OTBCTHI,

y‘le6HHX MaTepuaax.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

OCHOBLIBAACHh HAa 3HAHUAX, ITOJTYUCHHBIX Ha JICKIHUAX U B

3aHHaHI/Ip0BaHHHe PE3yJIbTAThL BOHpOCLI/ 3aJlaHuA JJIA IIPOBCPKU

06y‘~I€HI/I$I 10 AUCLUIIIINHE

3HaTh: COCTaB M  CTPYKTYpYy
3allMIICHHBIX  ONEPalMOHHBIX
cucTeM

1.Bonpoc: Kakue u3 cienyromux yTBepKIeHu
ONMCHIBAIOT NpUHLUIIBI padoTel DHCP?

1. DHCP-cepBep Ha3nauaet [P-anpeca yctpoiictBam B ceTu
ABTOMATHYECKHU.

2. Knuent otnpasiser 3anpoc Ha [P-aapec ¢ momousio
coobmienuss DHCPREQUEST.

3. DHCP-cepBep ucnonszyet nporokona ICMP nns
IIpOBEPKHU AocTynHoCcTH [P-anpecos.

4. DHCP-knuenT HaunHaeT nporecc apenas! [P-agpeca ¢
ornpaBku coobmennss DHCPDISCOVER.

5. DHCP-kineHT 1 cepBep B3aUMOJIEHCTBYIOT 110
nportokony TCP.

6. DHCP-cepBep MoxeT Ha3HauaTh YCTPOUCTBA
cratudeckue [P-agpeca Ha ocHoBe ux MAC-aapecos.

7. KnueHT oyKeH BpY4HYIO MOATBEPKAATh Ha3HAUCHHE
IP-anpeca nepen ero uCnoab30BaHUEM.

8. DHCP-cepgep xpanut uadopmanuto o6 apenax IP-
aJIpeCcoB B CIICIHAIIBHON 0a3e TaHHBIX.

IIpaBuabHblii oTBeT: 1, 2, 4,6, 8

2.Bomnpoc: Kak nmporokosr DNS npeoOpasyeT 1oMeHHOe
ums B [P-anpec? BeiGepute npaBuiibHbIE YTBEPKACHUS:
1. DNS ucnonb3yet npotokon HTTP nns nepenaun
3aIllpOCOB U OTBETOB MEK/Y KJIMEHTOM U CEPBEPOM.

2. Knuent ornpasnsger DNS-3anpoc Ha nonyyenue IP-
azipeca JJs JoMeHHOro uMeHn Ha DNS-cepsep, nucnomnb3ys
npotokoa UDP no nmopty 53.

3. Ecniu DNS-cepBep e 3naet [P-anpec, oH pekypcuBHO
OTHpaBJsieT 3anpoc K apyruM DNS-cepBepam, HaunHas ¢
KOPHEBBIX CEPBEPOB.

4. DNS-3ampocks! Bceraa npoxoast uepe3 SSL/TLS s
oOecrieyeHHs Oe30MaCHOCTH.
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3anjgaHUupOBAHHBIE

pe3yabTaThl

06yquH;1 10 AUCLHUIIIINHE

Bonpocei/3aganus 1iist mpoBepKu

5. DNS moxet ucnosb3oBars npotokon TCP, eciu pazmep
OTBeTa IpeBblaeT 512 Oar.

6. DNS-3ampochl MOTYT K3IITUPOBATHCS Ha
MIPOMEKYTOUYHBIX CEpBEpax JUIsl YMEHBIIICHHUS BpEMEHHU
OTKJIMKA.

7. Knuent otnpasinser DNS-3anpocsl HenocpeacTBEHHO Ha
KopHeBbie DNS-cepBepbI.

8. DNS-cepBep Bo3Bpamaet [P-anpec 1oMeHHOTO IMEHH
WK cooOnieHne 00 ommoKe, eciiu UMl He MOKET ObITh
pa3peleHo.

Br16epute npaBuiibHbIE YTBEPHKICHUS:

2,3,5,6,

IIpaBuabHblii oTBeT: 2, 3,5, 6, 8

VYMeTb: aIMHHUCTPHPOBATH
CTaHJAPTHBIA HAOOP CEPBHCOB

1.Bonpoc: Kakue maru Heo0X0I1MMO BBIITOJHUTD 15
HacTpoiiku isc-dhcp-server na Bamem Linux-cepsepe?
Bei0epure npaBuIbHBIE 11arH:

1. YcranoBka nakera isc-dhcp-server uepe3 makeTHbIit
MEHEeJDKED.

2. Kondurypauus uarepdeiica cetu B daiiie
letc/network/interfaces.

3. Penaktupoanue ¢aitna /etc/dhcp/dhepd.cont nst
ykazaHus quanasona [P-anpecos, koTopsie Oyaer
pa3zaBaTh cepBep.

4. BHecenue nameHeHui B daiin /etc/hosts 1t ykazaHus
DHCP-mynoB.

5. YcranoBka napamerpoB DNS-cepBepos B
KOH(urypauroHHoMm @aiine /etc/resolv.conf.

6. Yka3anue untepdeiicoB, Ha KOTOphIX OyneT paboTarh
DHCP-cepBep, B daiine /etc/default/isc-dhcp-server.

7. Iepesarpyska cinyx061 DHCP ¢ moMoriipto KoMaH b1
systemctl restart isc-dhcp-server.

8. JloGaBnenue 3anuceit 06 IP-anpecax u UMEHax XOCTOB B
¢aiin /etc/dhepd.hosts.

BriOepute npaBuiIbHBIE IIAaTrH:

1,3,6,7

WP NP WEN
GORWWAND
oo Ul oo AUl
0 ~No N~~~

IpaBuabHblii oTBeT: 1, 3,6, 7
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Onucanue MKAJbI OIICHUBAHUSA:

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MTOJIHOM 00bEME WIIH BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («X0OpOIIOY)
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a/1a9

Oyenka: 3 («yIOBICTBOPHUTEIHHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISETCS
€CJIM 3aJJaHUE TPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapakmepucmuku evinonnenus 3nanus: O1eHKa "HeyI0BIETBOPUTEIHHO" BBHICTABIISIETCS
€CIM 3a/IaHUE BBITIOJTHEHO HEBEPHO MJIM MPEUMYIIECTBEHHO HE BBIITOIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
5 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

IIpoueaypa npoBenenust

B Tecre 20 BOnpoCcOB BCTPEYAIOTCsT BOIIPOCHI CICAYIONIMX THITOB:

1. ¢ OOAHHMM BapHAaHTOM OTBCTa ( B BOIIpOCax «OAWH M3 MHOTI'MX», CUCTEMa CpaBHHUBACT OTBET
CJIyIIATENs C MPABUIBLHBIM OTBETOM M aBTOMAaTHYECKU BBICTABJISCT 32 HET'O Ha3HAUCHHBIN OaJL)

2. ¢ BBIOOPOM HECKOJBKHX BapHaHTOB OTBETOB ( B BOIpPOCaX «MHOTHE M3 MHOTHX» CHCTEMa
OILICHUBACT KaXJblii OTBET OT/EIBHO; €CTh BO3MOXKHOCTH Pa3pelIUTh CIIYIIATEI0 TOIYYHUTh 3a
Borpoc 0,75 6aina, eciiv OH BbIOEpeT 3 MpaBHIIbHBIX OTBETA U3 4)

3. Ha COOTBETCTBHE CIIyIIATEb JODKEH MPUBECTH B COOTBETCTBUE JIEBYIO U MPABYIO YacTh OTBETA
(B BOIIpOCax «COOTBCTCTBUC» CHUCTECMaA OLICHUBACT Ka)KIILIﬁ OTBCT OTACJIIbHO, MOXHO pa3pClInTb
CIIYIIATEITO TOJIY4YHTh 3a Borpoc 0,75 Gaiia, eciiv OH BhIOEpET 3 MpaBUIIbHBIX OTBETA U3 4)

4. pa3BepHYTHII OTBET, BBOJUTCS B BPYYHYIO B CHEIMAJIbHO OTBEIEHHOE IoJie (py4Has OLEHKa
MpenoaaBaTeseM)

L. Ilepeuenv Komnemenyuit/uHOUKaAmMOpo8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbH AN 08
0CGOCHUA OUCUUNTIUHDL

1. Komnerenuusi/Muankarop: NJI-1lonk-3 3HaeT COBpeMEHHbIE IPUHIUIIBI IOUCKA, XPAHEHHUS,
00paboTKH, aHaJIM3a U NPEeACTaBICHUs B TpeOyeMoM BHJIe MH(OpMaIK

Bonpocsl, 3aganus
1.KakoBa cTpykTypa 1 OCHOBHbIE KOMIIOHEHTBI apXUTEKTYphI ONEPAllMOHHON CUCTEMBI Ha Oa3e
anpa Linux?
2.Kak aapo Linux B3auMOAEHCTBYET € MOJIb30BaTEIbCKUMU IPOrpaMMaMu U 000py10BaHUEM?
3.Yto Takoe CUCTEMHbIE BBI30BBI U KaK OHH 00€CTIeYMBAIOT B3aUMOEHCTBHE MTPUIIOKEHUI C
saapom Linux?
4.Kaxk opranuzoBana (aiinoBas cucrema B Linux? Kakue ocHOBHBIE KaTaloru CyIlIeCTBYIOT U
KaKOBO UX Ha3HauyeHHe?
5.Kaxk ocymecTBisieTcs yrpaBieHUE OJIb30BaTEsIMU U Tpynmamu B Linux? Kakue komanapl 1
(aiinel HCHONB3YIOTCS 7S 3TOT0?
6.Kax HactpauBatoTcs mpasa JocTyma JUisl ojib3oBaTesieil u rpynn B ¢ailioBoil cucreme
Linux?
7.Kakue MeTosbl yrpaBieHUs MpolieccaMy CyIIecTBYIOT B Linux, u Kak OHU peann30BaHbl?
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MarepuaJsl 1JI1 NIPOBEPKHU OCTATOYHBIX 3HAHUM

1.Kakue ocCHOBHBIE KOMITIOHEHTBI COCTABJISIOT apPXUTEKTYPY ONEpPAllMOHHON CUCTEMBI Ha 0aze

snpa Linux? [lepeuncnute ux QyHKIMH U Ha3HAYCHHUE.
OTtBeTsI:

[TepeunciieHbl OCHOBHBIE KOMIIOHEHTHI.
Bepwnsriii oteT: SAnpo (Kernel) Aapo siBnsercs HeHTpaaIbHBIM KOMITIOHEHTOM
orepannoHHoi cucteMsl Linux. OHO ynpaBisieT OCHOBHBIMH CUCTEMHBIMH PECYPCaMH,
TAaKMMU KaK MaMATh, IPOLIECCOPBI, U YCTPOICTBa BBOIAa-BbIBOAA. SIApO Takxke
MPeIOCTaBIIsAeT MHTEP(ENCHI 111 B3aUMOJICHCTBUS C almapaTHBIM 00eCIIeUeHUEM.
ITpumep: Korna nporpamma 3anpamuBaet (aiin Ha JUCKe, 11po 00padbaTeIBaeT 3anpoc,
B3aUMOJICHCTBYS C (HalIIOBOM CUCTEMOM U ipaiiBepamMu JHcKa, YTOObI U3BIICYb
HeoOxoaumebie nanubie. O6oouka (Shell) O6omouka — 310 HHTEPPEIC MEKTY
10JIb30BaTeIeM U AapoM. OHa HHTEPIPETUPYET KOMaH/Ibl, BBOAUMBIE TI0JIb30BATEIIEM, U
nepeaaer ux AApy A BelodHeHUs. O005104Ka MOXKET ObITh KOMaHIHOM CTPOKOH
(mammpumep, Bash) nnu rpapuueckum unrepdericom. Ilpumep: Ilonp3oBarens BBOAUT
KoMmaHJy ls B o6osouke Bash, n 060nouka nepegaer 3Ty KOMaHay sipy, KOTOpoe
BBITIOJIHSIET COOTBETCTBYIOIIYIO CUCTEMHYIO (DYHKITUIO JIJISt OTOOpaKeHUsI CIIHCKa (HaitsioB.
daiinosas cucrema PailioBast cucteMa ynpasisieT XpaHEHHEM U I0OCTYIIOM K JIaHHBIM Ha
KECTKHX JTUCKaX U IPYTUX YCTPOHCTBax XpaHeHus. OHa OpraHu3yeT JaHHbIC B BHJIE
¢bailyioB U KaTaJIOroB U NpeAocTaBisseT UHTepdec 11t ux yTeHus u 3anucu. [Ipumep:
daiinoBas cucreMa ext4 odecrieunBaeT HaJEKHOE XPaHEHHUE JaHHbBIX C MOJJIEPKKON
KYPHaIMPOBAHUS, YTO IOMOTAET 3ALIUTUTh JaHHBIE OT MOBPEXKACHUS IPU COOSIX CHUCTEMBI.
JpaiiBepsl yCcTpOoUCTB IpaiiBEpsl yCTPONUCTB — 3TO CIELMAIbHbBIE MOJYJIN, KOTOPbIE
MO3BOJISIOT SJIPY B3aUMOAEHCTBOBATH C allllapaTHBIM 00eclieueHneM, TAKUM KaK CETEBbIe
KapThl, )KECTKHE AUCKH, TPUHTEPHI U T. 1. OHM abCTparupyroT AeTanu paboThl YCTPOUCTB,
IpefocTaBiisAs yHU(UIUPOBaHHbIN nHTepdeiic s sapa. [Ipumep: [paiiep cereBoit
KapThl oOecrieunBaeT rnepesayy JaHHbIX MEXKIY SApoM Linux U ceTeBbIM aJanTepoM,
MO3BOJISIS CUCTEME MOJKII0OUaThes K ceTH. CuctemHble 6nbanoTeku CructeMHble
OMOIMOTEKH MTPEIOCTABIIAIOT MHOXKECTBO (DYHKIIHI, KOTOPbIE MOT'YT MCIIOJIb30BaThCS
npunoxeHusMu. OHU BKIIOYaroT B cedst Oubmumoreky C (glibc), koTopast cogepkut
GbyHKIMM 1715 paboThI ¢ (aiaamu, CTpOKaMU, TPOLECCAMU U MHOTUMU JAPYTUMHU 0a30BBIMU
onepauusamu. [Ipumep: Korna npunosxenue ncnomnb3yer GyHKuuio printf a1 BeiBosa
TEKCTa Ha 3KpaH, 3Ta (PyHKILMS MPETOCTABIIAETCS CUCTEMHON OubmnoTekoil glibe.

2.Kakue cymiecTByIOT CUCTEMHBIE BBI30BHI B Linux, U KakoBa ux poib?
OTBeThI:

[ano onpeznenenue. [IpuBeneHs npuMepsl.
Bepnbpiii otBeT: Onucanne: CucTeMHbI€ BEI30BBI — 3TO UHTEpQEiic Mexay
M0JIb30BaTEIbCKUM ITPOCTPAHCTBOM U SAPOM ONEPALMOHHOM cucTeMbl. OHU MO3BOJISIOT
MIPUJIOXKEHUSAM 3allpaliuBaTh yCIyTH, IPEeJOCTaBIsEMBbIE IPOM, TAKUE KAK yIpaBICHHUE
nporeccamu, (haillIoBBIMU CHCTEMaMHM, CETEBBIMU B3aUMOJICHCTBUSIMU U arlapaTHBIMU
pecypcamu. [Ipumep: CucteMHBIH BBI30B open() UCHOIb3yeTcs JUIsl OTKPBITUS (aiina.
Korna npunosxenue BbI3biBaeT open(), po OTKPBIBACT yKa3aHHBIN (aiisl 1 Bo3Bpalaer
(aitoBbIi 1eCKpUNTOP, KOTOPBII MPUITIOKEHHUE 3aTEM MOKET UCIIOIB30BaTh AJIsl YTEHUS
WM 3aITUcH JaHHbIX. OCHOBHBIE KATETOPUU CUCTEMHBIX BHI30BOB

3.Kaxk pabortaroT Mojenu noctyna K 3amuiiéanon nadopmamnuu 8 OC?
OtBeThI:

[Tepeuncienbl MOENTN KOHTPOJISL JOCTyTa
Bepusiit otBet: CyIecTBYyIOT MOJENU KOHTPOJISL JOCTyNa, Takue kak Discretionary Access
Control (DAC), Mandatory Access Control (MAC) u Role-Based Access Control (RBAC).
Onu onpeesstoT, KTO U KaK MOXET MOJYyYUTh JJOCTYI K pecypcaM CUCTEMbI Ha OCHOBE
MpeIoNpeeIEHHBIX TPABUJI U TOJIUTHK.

4.Kak pabotaer npotokon ARP, 1 Kakyro pojib OH UT'PaeT B CETEBBIX B3aMMOACHCTBHIX?
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OTBeThI:

JlaHo mpaBHIIbHOE OIpeielIeHne MTPOTOKOJIA U €r0 OCHOBHOM (hyHKITHH.
Bepusriii otBet: ARP (Address Resolution Protocol) ucnionbs3yercst st npeodpazoBaHus
IP-anpecoB B MAC-aapeca. Korga ycTpoiCTBO X04€T OTIPABUTh JaHHBIC B JIOKAJTBLHOMN
ceTH, oHo 3anpamuBaeT MAC-anpec o uzsectnomy IP-anpecy ¢ nomomnisio ARP-
3ampoca.

2. Komnerenumsi/Muaukarop: UJ{-2onk-3 Cobmonaer TpeboBanus HHGOPMALMOHHON
0€30MacHOCTH NP UCIOIBb30BaHUU COBPEMEHHBIX HH(POPMAIIMOHHBIX TEXHOIOTHH 1
MPOrPaMMHOTO O0eCTIeUeHUs

Bomnpocel, 3axanus
1.Kak MOKHO KOHTPOJIMPOBATH M YIPABISATEH MPOIECCAMH C TIOMOIIBIO KOMAH]I U CUCTEMHBIX
BBI30BOB B Linux?
2.Kak cucrema Linux oOpabaTpiBaeT IPUOPUTETHI IMIPOILIECCOB M YTO TAKOE IIAHUPOBIITUK
3agayq?
3.KakoBbI OCHOBHBIC METO/IBI YCTAHOBKH M OOHOBIICHUS TIporpamm B Linux?
4. Kak aBTOMaTU3UpOBaTh 33/1auu B Linux ¢ momonisto shell-ckpuntos u ansible?
5.Kakue TeXHOJI0rHH BUPTYyaIH3aluy NoiepkuBatoTcs B Linux?
6.Kak HacTpouTh 3aa4u 10 pacnucaHuio?
7.KakoBbI OCHOBHBIC 1IEJTM KOMITBIOTEPHOM 0€30ITaCHOCTH M KaK OHH JJOCTUTAIOTCS B
OTICPAIIMOHHBIX CHCTeMax?

MatrepuaJbl 1J151 IPOBEPKH OCTATOYHBIX 3HAHUMI

1.Kak paGoraer SSH u xak oH o0ecrnieunBaeT 6€301acHOE MOAKIIOYEHHE K yIaIEHHBIM

cucremam?
OTtBeTsI:

JlaHO KOppPEKTHOE ONIpEIEICHHE.
Bepnwsiii otBeT: SSH (Secure Shell) o6ecnieunBaet mudpoBaHue TaHHBIX TPU YIATEHHOM
yhpaBieHuH cucteMaMmu. [loakimoueHre npoucxoquT yepes3 ayTeHTUPUKaIuio (aposib
WIH KJIF0Y) C UCIOJIb30BaHUEM IIU(PPOBaHUS JaHHBIX ceccuu. s HacTpoilku
ucrnonb3yrores daiin /etc/ssh/sshd _config.

2.9tanbl 00pabOTKH CETEBOTO MakeTa B onepaloHHol cucteme Linux
OTBeThI:

[Tepeuncnens! sTanb 06padboTku cereBoro nakera B OC
Bepwnrriii otBet: 1. [Tomyuenue cereBoro nakera Ha uarepgdeiice Koraga naker nmocrymaer
Ha ceTeBoii uHTEpdeiic (Hanpumep, Ethernet), ceTeBoit anantep npuHUMAET €ro U
nepenaéT B cereBol crek sapa Linux. [lpumep: [lpu nonyuenun ICMP-3amnpoca (ping) Ha
cereBoil nnTepdeiic eth0, npaiiBep ceTeBoit KapThl epenaét naker B Aapo. 2. O6padoTka
Ha YPOBHE CETEBOTO AparBepa [paiiBep ceTeBOro ajantepa KOMUPYeT MaKeT U3
anmapatHoro 0ydepa B olepaTuBHYIO NaMATh. 3aT€M MaKeT NePeaaeTcsl B CETEBON CTEK
sanpa Uit nanbHemein oopadorku. [Ipumep: [Maker ICMP (ping) nepenaérces npaiiBepom
cereBoif kapTsl B crek TCP/IP mis naneueimeit mapumpyruzanuu. 3. @unbtpanus u
obOpabotka nmakera B Netfilter Netfilter — 310 moacucrema Linux, oTBeTCTBEHHAs 3a
¢unbTpanuio nakeros. [Taker mpoxoaut yepes nenoukn PREROUTING, INPUT,
FORWARD, OUTPUT, u POSTROUTING B 3aBUCHMOCTH OT Ha3HAYCHUS U
npoucxoxaenus. [Ipumep: Eciu HacTpoeHo mpaBuiio B iptables, koTopoe O10KkupyeT
ICMP-3ampocsr, maket OyzaeT oThUIBTPOBaH M OTKJIOHEH Ha dTare INPUT. 4.
Mapmpytu3zanus nakera Eciu nakeT He oT(UIbTPOBaH, A1p0 MpoBepsieT TabauIly
MapuIpyTU3aLUU, YTOOBI ONPENIEINTh, HY>KHO JIU TIepeaaTh MaKkeT JOKAIbHOMY IIPOLECCy
WJIY MapLIpyTU3UPOBATh €r0 Ha Apyrou ysen B cetd. IIpumep: Ecinu IP-anpec HazHaueHus
COOTBETCTBYET JIOKAJIbHOMY a/Ipecy, IaKkeT HampasisieTcsl Ha 00paboTKy JTOKaIbHOMY
Ipolieccy; nHaue — IepeaipecoBbIBACTCS Yepe3 COOTBETCTBYIONINI nHTepdeiic. 5.
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IIpoToKoJIbI YpOBHS TPAaHCIIOPTHOTO YpOBHs Eciy makeT npeaHa3HaueH A JIOKaJIbHOTO
X0CTa, AJIpo 00pabdaThIBAET €r0 HAa YPOBHE TPAHCIOPTHOTO MpoToKkoia (Hanpumep, TCP,
UDP, ICMP). Cravana npoBepsieTcsi HOPT Ha3HAUYEHUSs, YTOOBI IIepeiaTh MaKkeT
COOTBETCTBYMOIIEMY Npuiokenuro. [Ipumep: Eciau ato TCP-naker, on Oyaet
aCCOLIMMPOBAH C COOTBETCTBYIOIIMM COKETOM IPUIIOKEHHU yepes nopt. 6. [lepenaua
nakeTa npuiioxxenuro Ilaker nepegaercss B COOTBETCTBYIOIINI COKET WIIM MPUIIOKEHHUE,
Hanpumep, B ciaydae web-cepsepa naker HTTP nepenaercst Be6-cepBepy, TakoMy Kak
Apache nin Nginx. [Ipumep: Eciu ato maker TCP, npeanaznaueHHbIi a1 Bed-cepBepa
Ha iopty 80, oH Oyzaer nepenan BeO-cepBepy Apache nns o6paborku HTTP-3ampoca. 7.
OTBeT Ha 3anpoc Wiy nociuenyomas nepenada Eciau maket Tpedyer oTBeTa (Hampumep,
14 3anpoca ICMP), cooTBeTcTBYIOLIEE IPUIIOKEHUE UIIH SIIPO TEHEPUPYIOT OTBETHBII
MakeT, KOTOPBIN 3aTeM MPOXOAUT aHAIOTMYHBIE ITarnbl 00pabOTKH, HO B 00paTHOM
nopsiake: otnpasisiercs yepes crek TCP/IP, punptpyercs B Netfilter n nepenaérces
obOpatHo uepe3 cereBoii uHTepdeiic. [Ipumep: B cinyuae ICMP-3anpoca npusioxeHue uiu
aapo reHepupyroT ICMP-0TBeT, KOTOPBIi OTHPaBISIETCsI 0OPAaTHO OTIPABUTEIIO Yepe3
unrepdeiic eth0.

3.IlpuHuMnb GYHKIIMOHUPOBAHUS CUCTEMBI JJIEKTPOHHOM MOYTHI
OTtBeTsI:

[lepeunciieHbl OCHOBHbBIE IPUHLIUIIBL.
Bepusiii orBeT: Cructema 3J1€KTpOHHOM MOYTHI [TO3BOJISET MOJIB30BATENSAM OTIPABIIATH U
noJry4yartb coobuienus yepe3 Miarepaer. OCHOBHBIMH KOMIIOHEHTAMU SIBJISFOTCS] TIOYTOBBIC
KJIMEHTBI, IOYTOBBIE CEPBEPHI U MPOTOKOJIbI, Takue kak SMTP, POP3 u IMAP. Korna
I10JIb30BATENb OTIPABIISET JIEKTPOHHOE MUCbMO, IOYTOBBIN KIMEHT Nepenaét coo0IIeHne
Ha UCXOASIUi cepBep ¢ nomoisko mporokona SMTP. CepBep noctaBisier cooOmieHue Ha
cepBep MoJayyaTelis, IJIe OHO XPAaHUTCS 10 T€X MOp, OKa MMOoIy4aTesb He 3alpOCUT €ro
yepe3 cBoil nouToBbIi KiaueHT. [IpoTokonsl POP3 nu IMAP ucnons3yrores 11 OJTy4eHHs
coobmenuii: POP3 3arpyskaeT nucbMa Ha yCTPOHCTBO MOIB30BATENS U OOBIYHO YAAISCT
ux ¢ cepBepa, Toraa kak IMAP coxpanser cooOlieHus Ha cepBepe, CHHXPOHU3UPYS UX
MEX/1y HECKOJIBKMMHU ycTpoiicTBamu. CrcTeMa 3JIEKTPOHHOM MOYTHI TaKKe BKIHOYAET
¢byHKIMN GUIBTpALUK criama, MKU(POBaHUs COOOIIEHUH U yITpaBlieHNEe KOHTaKTaMU.

4.CpaBHeHHe cuCcTeMbl yrpaBieHus uaeHtudukamnueit Ha ocnoBe LDAP u Kerberos
OTBeTsI:

[Tepeuuncnens! ocHoBHBIE (QyHKIUMHU poToK0iI0B LDAP u Kerberos.
Bepusliit otBet: Haznauenue u o6nacts npumenenusi: LDAP: LDAP ucnonbs3yercs s
XpaHEHUs U YIPaBIIEHUS JaHHBIMU O MOJIb30BATENSIX, TPYIINAX, YyCTPOMCTBAX U APYrUX
00BEKTax B HepapXudeckoil crpykrype. OH obecrieunBaeT LEHTPAIU30BaHHYIO 0a3y
JAHHBIX JUISI XpaHEHUs HH(OpPMaLIUU, KOTOPast MOXKET OBbITh MCIIOJIb30BaHa Pa3InYHBIMU
ciy>k6aMu A1 ayTeHTU(UKAIlUN U aBTOpU3aluu nonb3osarenei. [Ipumep
ncnons3oBanus: LDAP gacTo npumensercs Ui opraHu3anyy HEeHTPaIn30BaHHOTO
Karajora, KOTOpPbIi UCIIOJIb3YeTCs AJIs yIPaBJICHMs NT0JIb30BATENSIMU B KOPIIOPATUBHON
CETH, a TaKXKe JUIsl IPeAOCTaBICHHs CEPBUCOB, TAKUX KaK aJjpecHas KHUTa, CEPBUCHI
3JIEKTPOHHOMN TOYTHI U Apyrue ciyx0bl. Kerberos: Kerberos — 3to mporokon
ayTeHTU(UKALUU, KOTOPBIN IPeI0oCTaBIseT 0€30MacHYI0 U HAJIS)KHYIO ayTeHTU(DUKAIUIO
MoJIb30BaTesel U cepBUCOB B ceTH. OH paboTaeT Ha OCHOBE CUCTEMBI TUKETOB, YTO
MIO3BOJISIET MOJIB30BATENSIM ayTEHTU(PHUIIMPOBATHCS OAMH pa3 U MOJIydaTh JOCTYH K
MHOYECTBY CEpBHCOB 06€3 He0OXOAMMOCTH OBTOpHOM ayTreHTH(uKanuu. [Ipumep
ucnosnb3oBanus: Kerberos mmpoko ucnomns3yercs B cucteMax, e Tpedyercs BhICOKast
6e30macHOCTb, TakuX Kak Active Directory, s o6ecrieueHus IeHTPaIu30BaHHOTO
yIpaBJIeHUs JOCTYNIOM H ayTeHTU(uKanuen B cetu. Mexanusmsl padbotel: LDAP: LDAP
paboTaeT 1o npuHLHMITY 3arpoca 1 orBeta. Knuenr ormpasiser 3anpoc kK LDAP-cepsepy
JUTS TIOUCKA, T00aBJICHUS, M3BMEHEHUS WIIH YAAJICHHsI TaHHBIX B Katajore. LDAP
ucnonb3yet nporokoa TCP/IP nns nepenaun JaHHBIX U MOKET paboTaTh MO
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3amuieHHoMy coequnenuto uepe3 LDAPS (LDAP over SSL). LDAP ne 3anumaercs
ayTeHTU(UKaLMeN oJb30BaTeNel, HO MPEIOCTABIIAET JaHHbIE, HEOOXOIUMBIE IS
ayreHTU(UKaIuu (HanpuMmep, XpaHeHue naposei, xemeit). Kerberos: Kerberos
UCIOJIb3YET CUMMETPHYHOE MU(POBAHUE U CUCTEMY THUKETOB ISl ayTeHTU(DUKAIIIH.
Korna nons3oBarens npoxoaut ayreHTuduKanuio, Kerberos Bernaer tuker-gocrym (Ticket
Granting Ticket, TGT), koTOpbI# UCIIONB3YETCSI JIs TOTYUCHUS APYTUX TUKETOB JIJIs
JOCTyIA K pa3IMYHbIM CEpBUCAM B CETH Oe3 MOBTOPHOTO BBoJA naposst. Kerberos
paboraet o nporokoxy UDP u mosxer ucnonb3oBats TCP miis nepegaun 00ibimmx
JAHHBIX WJIK B CIIy4ae BICOKOM Ha/ie:KHOCTH coenuuenus. bezonacnocts: LDAP: LDAP
HE TPEOCTaBISET BCTPOCHHBIX MEXaHU3MOB JJIsl ayTeHTU(UKALNUY U KU (POBaHHUS,
[I03TOMY OH YacTO UCIOJb3YETCS B CBSI3KE C APYTUMHU IPOTOKOJIAMU, TAKUMH KaK
Kerberos, n1s noselenus 0e3omacaoctr. LDAP MoxxeT ucnoib3oBate SSL/TLS mis
3aIUThI JAaHHBIX B mpoiiecce nepeaadn. Kerberos: Kerberos o6ecnieunBaer BEICOKHIA
YpOBEHb 0€30MaCHOCTH, UCIIOJIB3YSI MEXaHNU3M B3aUMHON ayTeHTU(UKAMU U H(PPOBaHUSL
Ha OCHOBE CUMMETPHUYHBIX KiItouel. Bce nanHble, nepeaBaeMble MEX1y KIMEHTOM U
cepBepoM, MHUGPYIOTCS, YTO MPEAOTBpAIIaeT MepexBaT WK MOIENIKY JaHHbIX.
Nurerpanus u ucnons3oBanue: LDAP: LDAP mMoeT HHTErpupoBaThCs ¢ pa3iInyHbIMU
CepBHCaMU U PUIIOKEHUSIMHU, TAKIMH KaK TTOYTOBBIE CEPBEPHI, BEO-TPUITOKECHHS,
CHCTEMBI yIpaBlieHHs JOCTyoM U T.1. LDAP yacto ucronbs3yercsi B KauecTBe 0a3bl
JaHHBIX JUIS XpaHEeHUs WH(OPMAIIMHU O MOJIb30BATENIX, KOTOpas 3aTEM HCIIOJIb3yeTCs AJIs
ayreHTH(UKanuu B Ipyrux cucremax. Kerberos: Kerberos ucronb3yercst B cuctemax, rjie
HeoOxouMma Oe3omacHasi ayTeHTHU(UKALKS MOJIb30BaTEeNIel U CEPBUCOB, YaCTO B CPe/Iax,
riae Tpedyercs moanaep:xkka SSO (Single Sign-On). O MoxeT uHTErprpoBaThcs ¢ LDAP
JUIS TIOJTyY€HHUs JaHHBIX O MOJIb30BaTeNAX, HO caMm Kerberos 3aHuMaeTcs TOIBKO
MIPOIIECCOM ayTCHTU(DHUKAIIHH.

11. Onucanue wikanvt ouenusanus

Oyenka: 5 («OTIINYHOY)
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 10
Onucanue xapaxmepucmuxu 6blnoiHeHus 3Hanus: PaboTa BeIMoIHEHA B paMKax "MPOABUHYTOTO"
ypoBHsL. OTBETHI JaHbI BEPHO, YETKO C(hOPMYTUPOBAHHBIE OCOOCHHOCTH MPAKTUUYECKUX PEIICHUI

Oyenxa: 4 («XOpoILI0»)
Huosienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu 8blnoaneHus 3nanus: PadboTa BeImogHeHa B paMKkax ""0a3o0Boro"
ypOBHA. BONBIIMHCTBO OTBETOB JJaHbI BEpHO. B uacTu MaTepuaia ectb He3HAUUTEIbHbIE
HE/IOCTATKU

Oyenka: 3 («yI0OBIETBOPUTEIIEHO)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapakmepucmukuy 6blnoaneHus 3uanus: PaboTa BeIIOJIHEHa B paMKax "MmoporoBoro”
ypoBHs. OCHOBHAs 4acThb 3a/1aHuUs BBIMOJIHEHA BEPHO.

Oyenxa: 2 («HEYIOBIETBOPUTEIHHOY)
Onucanue xapakxmepucmuxu vinoHeHus 3nanus: Pabota He BBIIOJIHEHA WIH BBITIOJTHEHA
MIPEUMYILIECTBEHHO HETPABUIILHO

1I1. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy

OueHka ompenensieTcss MO COBOKYIMHOCTH pE3YyJbTAaTOB TEKYHIErO0 KOHTPOJS YCHEBAEMOCTH B
cooTBeTcTBUH C [lomoskeHnem o 0amuIbHO-pEHTHHTOBOM cucteMe /it ctyaeHToB HUY «MONy.
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