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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OneHouHble MaTepuabl 0 JUCHMIUIMHE BKIIOYAIOT OLEHOYHBIE CPEJICTBA AJIS IPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-4 CniocoOeH moHuMaTh MPUHITUITIEI pa0OTHl COBPEMEHHBIX HH()OPMAITMOHHBIX TEXHOJIOTHIMA
U MCIIOJIb30BATh UX JUIS PELICHUs 331a4 NPpo(hecCHOHAIBHOM eI TeTbHOCTH
N/1-2 JIleMOHCTpUPYET HAaBBIKM TPOrPaMMHUPOBAHUS C UCIIOJIB30BAHUEM PA3JIUYHBIX S3bIKOB
IIPOrPaMMHUPOBAHUS U COBPEMEHHBIX IIPOIPAMMHBIX Cpejl pa3pabOoTKU aIrOpUTMOB U
porpamm
NJ1-3 IIpuMeHseT s13bIKU IPOrpaMMUPOBaHHUs, COBPEMEHHBIE IPOIPAMMHBIE CPEJIbI
pa3pabOTKK TEXHOJIOTUN AJIs PEeIICHUS MPUKIATHBIX 33/1a4 Pa3InYHbIX KJIACCOB U IS
aBTOMAaTH3alK OU3HEC-TIPOLIECCOB

N BKJIFOYACT:
AJIS TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzaiuu: 3aniuTa 3a1aHus
1. 3ammTa naboparopHoi padotsl "MHCTpyMEHTHI aIMUHUCTPUPOBAHUS 3AIUIIIEHHBIX
onepanroHHbIX cucteM" (KonTponbHas pabora)
2. 3ammTa naboparopHoii padotsl "HacTpoiika U JuarHocTuka CETeBOM MOJACUCTEMBI"
(KonTpoabpHas pabora)
3. 3ammra naboparopHoi padbotsl "Hactpoiika cepBrca aBTOpU3alUM, TUarHOCTHKA U
yCTpaHEHHUe HeucnpaBHOCTeH QyHKIIMOHUpOBaHMA onepalnoHHOM cucteMbl" (KoHTponbHas
pabora)
4. 3ammra 1abopatopHoil paboThl "YcTaHOBKA U HACTPOIlKa CTaHAAPTHOTO Habopa cepBUCOB"
(KontponpHas pabota)

BPC aucuuniavHbl

S cemecTp

IlepeyeHb KOHTPOJIBHBIX MePONPHUATHI TEKYIIEro KOHTPOJS  yCHeBaeMOCTH IO

AUCUHHUILIHHE:

KM-1 3ammra nabopatopHoit padotsl "MHCTpyMEHTB aAIMUHUCTPUPOBAHUS 3AIUIIEHHBIX
oneparuonHbix cuctem" (KortponsHas padorta)

KM-2 3ammra maboparopHoii paboTsl "HacTpoiika u qHarHOCTHKa CeTEeBOW MOCHCTEMBI"
(KonTponbHas padota)

KM-3 3amura mabopatopHo# padoThl "YCTaHOBKA W HACTPOIKa CTaHIaPTHOTO Habopa cepBUCOB"
(KonTponbHas padota)

KM-4  3amura maboparopHoit pabotsl "Hactpoiika cepBruca aBTOpU3aliy, TUarHOCTUKA U yCTpaHEHHE
HEHCIIPaBHOCTEH (YHKIIMOHUPOBaHUS onepaunoHHoM cucteMsl" (KonTponbsHas pabota)

By npomexyTo4HOI aTTecTanMu — 3a4eT ¢ OLIEHKOM.



Beca KOHTpOIBHBIX MeponpusTHii, %o
Pasies AHCLHILIHHBI Nunekc KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpox KM: 4 8 12 16
OCHOBBI KOMIIBIOTEPHON 0€301acHOCTH U 0a30BbIE HHCTPYMEHTHI
aIMUHUCTPUPOBAHMS ONEPALMOHHON CUCTEMBI
ApXHUTEKTypa U KOMIIOHEHTHI OTICPAIlMOHHBIX CUCTEM Ha 0a3e sjapa +
Linux
OcCHOBBI KOMIIBIOTEPHOM 06€30MaCHOCTH +
[IprHIMIIBI CETEBOTO B3aUMOAEHCTBUS U CTPYKTYpa CETEBOU
MOICHICTEMBI 3aIlIMIIEHHON ONEePallMOHHON CUCTEMBI
Ocnosnble ipoTokoibl cteka TCP/IP. +
Me:xceTeBou 3KpaH +
YcraHoBKa M HACTPOIKa CTaHIAPTHOTO HAbOpa CEpBHCOB
AJMUHUCTPUPOBAHNE BEO-CaliTOB U 3JIEKTPOHHOM MOYTHI. +
AJIMUHHCTpUpPOBaHUE 0A30BBIX CETEBBIX CEPBUCOB OPraHU3AIINU +
JlmarHocTuka
Unentudukamnus, ayrTeHTU)UKAIIST U aBTOPU3ALIHS +
I10JIb30BATEIEN
JlnarHocTHKa HEUCIIPAaBHOCTEH B 3aIUILIEHHON OIEPAallMOHHON +
CHUCTEMBI
Bec KM: | 25 25 25 25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3yabTaThl  OOydeHHs 10
JUCLUIUIMHE
OIIK-4 N-20mk-4 JemoncTpupyer | 3HATh: KM-3 3ammra naboparopHoii paboTsl 'Y cTaHOBKA M HACTPOMKA
HaBBIKU [IPOIPaMMUPOBAHUS | IPOTOKOJIBI Oa30BbIX cranjapTHoro Habopa cepsucoB" (KoHTponbHas pabora)
c UCIIOJIb30BAaHUEM | CETEBBIX CEPBUCOB KM-4 3ammura naboparopHoii pabotsl "HacTpoiika cepBrca aBTOpH3aIuH,
Pas3InYHbIX SI3BIKOB | OpraHU3aL1H JIMAarHOCTHKA U yCTPaHEHHE HEeUCIpaBHOCTEH (QyHKIIMOHUPOBAHUS
IpOorpaMMHUPOBaHUS u | YMeTh: onepanronHoi cucteMbl" (KonTposnbHas padorta)
COBPEMEHHBIX UCKaTh U YCTPaHATh
IPOTPaMMHBIX CpeJ | HEUCIPaBHOCTH B
pa3paboTKH aJIrOpUTMOB U | (YHKIIMOHHUPOBAHUU
IporpaMm OTIEPALIMOHHON CUCTEMBI
aJIMUHUCTPHPOBATH
CTaHJIapTHBIN HaOOp
CEPBHCOB
OIIK-4 N/I-3omnk-4 [Tpumensiet | 3HaTh: KM-1 3amura nabopatopHoil paboTsl "MHCTpyMEHTHI aIMUHUCTPUPOBAHUS
S3bIKA TIPOTPaMMHUPOBAHHUS, | COCTaB U CTPYKTYPY 3alUIEHHBIX onepannoHHbIX cucteM" (KoHTponbHas paboTa)
COBPEMEHHBIE 3aIIHIIEHHBIX KM-2 3amura naGoparopHoil padbots! "HacTpoiika 1 TuarHoCTHKa CETEBON
porpaMMHBbIE CpeZibl | ONEPALMOHHBIX CUCTEM nojcucteMsl”" (KoHTponbHast pabora)
pa3pabOTKK TEXHOJOTHH /IS | IPUHITUIIBI CETEBOTO
peLeHus NPUKIIAHBIX | B3aUMOJEHCTBUS
3aJa4 pa3IMYHBIX KJIACCOB U | YMETh!
JUIS aBTOMAaTH3aluu OM3HEC- | HACTPauBaTh MEKCETEBOM
MIPOLIECCOB JKpaH
UCIOJIb30BaTh CTaHAAPTHbIE
nHCcTpyMeHTsI OC 1
HacTpauBaTh JOCTYI K
(haiimam




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 3amura nadopatopHoii padotsl "MHCTPYMeHTHI aIMUHUCTPUPOBAHUS
3alIMIIEHHBIX ONlePAIlMOHHBIX cucTeM"

®opmbl peau3anum: 3anuTa 3aJaHUs

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIBbHOrO0 Meponpustus: IIpeaBapurenbHas NDOATOTOBKA K
BBINOJIHEHUIO J1a00paTopHOil paboThl. Beimonnenue naboparopHol pabOTHI B COOTBETCTBUHU C
3aganueM. IloaroroBka Kk 3aliuTe 10 MIPONJCHHBIM MaTepUaJIaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BOIIPOCOB TECTa, UCIIOJIb3Ys MPONHIEHHbIN MaTepuas. OOpaTuTe BHUMaHHE, YTO
B HCKOTOPLBIX BOITPOCAaX MOXKCET OBITh HECKOJIBKO IMPpaBUJIbHBIX BApWMAaHTOB OTBETA, a4 TAKIKEC
MOTYT BCTPETUTBHCS BOIIPOCHI, Il HY>KHO BBECTH IPABUJIbHBINA OTBET CaMOCTOATENbHO. s
YCIICHIHOT'O BBIIIOJHCHHUA 3aJaHHd BHUMATCIIbHO O3HAKOMBTCCH C KaXKJIbIM BOIIPOCOM U
BbIOEpUTE BCE IPABUIIbHbBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJYYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3anygaHupOBaHHbIE pe3ynbTatel | Bompocsl/3aganus it NpoBepKU

00y4eHus N0 TUCIUILINHE

3HaTh: COCTaB u CTPYKTYpPY 1.Bonpoc: CucteMHbIE BBI30BBI OIEPAIMOHHOM
3aIUIICHHBIX OMEPAIMOHHBIX CUCTEM cuctemsl (OC) - 3t0:

e MexaHM3Mmbl 3aWmTbl MHOOPMALMUM OT
HeCaHKLMOHUPOBAHHOIO A0CTyNa.

e [lporpammHbie NHTepdencol 414 B3aMMo4eNCTBUA
npunoxeHui c agpom OC.

e Habop apaliBepos gns paboTbl ¢ annapaTHbIM
obecneyeHnem.

e ANroputmbl NJaHNMPOBAHMA 3a4a4 NpoLeccopa.

e CpeacTBa a1a co3gaHua rpadumyeckoro nHTepdeiica
nosib3oBaTens.

e Cnocobbl 06paboTKM NpepbiBaHU OT annapaTHOro
obecneyeHus.

e KomaHpgpbl, BbINOJHAEMbIE B KOMAHAHOW CTPOKE.

e [lpOTOKO/bI CETEBOrO B3aMMOAENCTBUA MEXKAY
KOMMblOTEPAMMU.

IIpaBuibHbli oTBeT: [Iporpammubie HHTEphEHCH
JUISL B3aUMOJIEUCTBUS npuiioxkeHui ¢ ssapom OC.
2.Bonpoc: Yto Takoe MHBEHTapHBIN (aiin
(inventory) B Ansible?

Crnincok nosp30BaTeNel, KOTOPbIE MOTYT YIIPABIATh
Ansible

Cnucok 3a7a4 JU1sl BEIIOJHEHUS

CnucoK ynpaBisieMbIX XOCTOB




3annaHupOBaHHbIE pe3ynbTaThl | Bonpocbl/3aganus s npoBepKu
00y4YeHUs 10 TUCITUTINHE

Cnmcok MoyJIei, UCIob3yeMbIX B Ansible
Crrcok mepeMeHHBIX, HCIIO0Ib3yeMbIX B playbook
®aiin koHpurypanuu Ansible

Jlor BeInoOJIHEHUS 3aa4

[[Ta6n0H KOHDUTYpaITUH

IIpaBuiabHbIi oTBeT: CIHCOK yNPaBISIEMbIX

XOCTOB
YMeTh: HCHONBb30BaTh CTAaHIAPTHBIC 1.Bonpoc: Kakast komaHaa UCHONIb3yeTCs JIs
uHctpyMentsl OC W HaAcTpauBaTh noucka (aitnos pazmepom 6ombiie S0 MB B manke
JOCTYTI K aitnam /home/userl?

find /home/userl -size +50M
grep /home/userl -size 50M
search /home/user1 -size >50M
locate /home/userl -size 50M
find /home/userl -size >50M
find /home/userl -name +50M
search /home/userl -name 50M
locate /home/userl -name +50M

O NU A WN R

IMpaBuabuseiii orBet: find /home/userl -size +50M
2.Bomnpoc: Kakoii cumBon ucnosis3yercs B Bash s
repeaadn BbIBOJIA OJTHOM KOMaH/Ibl B KAYECTBE
BBOJIA JUISI IPYTOil KOMaHbI?

>

<
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&

&&
I

*

IIpaBU/IbLHBIH OTBET:

Onucanue MIKAJbI OLlEHUBAHUS

Oyenxa: 5 («OTIINYHOY)
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTIUYHO" BBICTABIISETCS €CIIH 3aJaHNe
BBITIOJTHEHO B MOJIHOM 00'beMe WIJIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («XOpoIIO»)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku svtnonanenus 3uanus.; OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOMPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3 (KyIOBICTBOPUTEIHHOY)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu evinonnenuss 3nanus: OTeHKa "yI0BIETBOPUTEIHLHO" BHICTABIISETCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenka: 2 («HEYJTOBIETBOPUTEITHEHOY)




Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! OI_IGHKa "HCYI[OB.HCTBOpI/ITCJIBHOH BBICTABJIACTCSA
€CJIK 3aJaH1EC BBIITOJIHECHO HEBCPHO UJIU IMPEUMYIICCTBEHHO HE BBIIIOJTHEHO

KM-2. 3ammuTa 1adoparopHoii padorsl '""HacTpoiika u IHATHOCTHKA CeTEeBOil
MoJACUCTEMBI"

®opMbl peaau3anuu: 3aiuTa 3a1aHus

Tun KoHTpPOoIBHOr0 MeponpusaTus: KontponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHHss KOHTPOJbLHOrO Meponpustusi: IIpenBapurenbHas MOArOTOBKA K
BBITIOJIHCHHIO JIa0OpaTOpHOW paboThl. BeimonHeHue mabopatopHOl pabOTHI B COOTBETCTBUHU C
3ajanreM. [loaroroBka K 3amuTe Mo MPONACHHBIM MaTepuaiaMm.

Kpartkoe cogep:kanue 3aiaHuA:
OtBetbTe Ha 40 BOIPOCOB TeCTa, UCIIONb3Ys IPOHAEHHBIN MaTepuan. OOpaTuTe BHUMaHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO ITPABUJIbHBIX BAPMAHTOB OTBETA, & TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY’KHO BBECTH IPaBUIIbHBINA OTBET CaMOCTOSITENbHO. 15
YCIIEIIHOTO BBINIOJIHEHUS 331aHUs1 BHUMATEIbHO 03HAKOMBTECh C KaXKIAbIM BOIIPOCOM U
BbIOEPUTE BCE MTPaBUIIbHBIE OTBEThI, OCHOBBIBASICh HA 3HAHUSX, IOJyYEHHBIX Ha JIEKLIUAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3aruIaHupPOBAHHbIE Bompocsi/3aganust 17151 pOBEpKH
pe3yapTaThl 00y4YeHUs
10 TUCIUIUINHE

3HaTh: MIPUHLIUIIBI 1.Bonpoc: KakoBa npaBuiibHast MOCIEA0BATEIBHOCTh COCTOSHHUI
CETEeBOro TCP coenunenus ceppepa?
B3aMMOICUCTBUS 1. SYN_SENT - SYN_RECEIVED - ESTABLISHED - FIN_WAIT_1 >

FIN_WAIT_2 - TIME_WAIT

2. LISTEN -> SYN_RECEIVED -> ESTABLISHED -> FIN_WAIT_1 -> FIN_WAIT_2
- CLOSE_WAIT = LAST_ACK -> CLOSED

3. SYN_RECEIVED -> ESTABLISHED -> CLOSE_WAIT = FIN_WAIT_1 >
FIN_WAIT_2 - TIME_WAIT

4. SYN_SENT -> SYN_RECEIVED -> ESTABLISHED -> CLOSE_WAIT >
FIN_WAIT_1 -> LAST_ACK -> CLOSED

5. LISTEN -> SYN_SENT -> SYN_RECEIVED -> ESTABLISHED -> FIN_WAIT_1 >
FIN_WAIT_2 - CLOSED

6. ESTABLISHED -> SYN_SENT = SYN_RECEIVED > FIN_WAIT_1 >
FIN_WAIT_2 > TIME_WAIT -> CLOSED

7. SYN_RECEIVED -> ESTABLISHED -> FIN_WAIT_1 -> FIN_WAIT 2 >
LAST_ACK - CLOSED

8. LISTEN -> SYN_RECEIVED -> ESTABLISHED -> CLOSE_WAIT -> LAST_ACK >
CLOSED

IIpaBuabheli otBer: LISTEN — SYN RECEIVED —
ESTABLISHED — FIN WAIT 1 — FIN WAIT 2 —

CLOSE _WAIT — LAST ACK — CLOSED

2.Bompoc: Kakoif cuCTeMHBII BBI30B UCTIOIB3YETCS IS CO3/IaHuUs
UDP cokera B Linux?

open()

bind()

connect()




3anjgaHUupOBAHHBIE
pe3ynbTaThl O0yUYeHUSs
10 JMCIUTUINHE

Bonpocei/3aganus 1iist mpoBepKu

socket()

listen()

accept()

sendto()

recvirom()

IIpaBuabnbiii oTBet: socket()

YMeTb:  HacTpauBaTh
MEXCETeBOM 3KpaH

1.Bonpoc: Kakue napameTpsl 1 ¢Gailsl HCTIONB3YIOTCS IS HACTPOUKH
ARP B onepanilioHHON CUCTEME, U YTO OHH O3HAYAIOT?

gc_stale_time (Bpema xpaHeHUA ycTapeBLINX 3anucen),
base_reachable_time_ms (6a3oBoe Bpems A40OCTYNHOCTM coceaen),
gc_threshl (noporoBoe 3HaueHWe Ana 3anycka cbopa mycopa) -
/proc/sys/net/ipv4/neigh/default

base_reachable_time_ms (Bpema AOCTYNHOCTK 3anNUCK B MUNNNCEKYHAAX),
retrans_time_ms (MHTepBan NOBTOPHbIX 3aNPOCOB),
delay_first_probe_time (3agep»Ka nepea nepsBbiM 3aNpocom) -
/etc/network/interfaces

base_reachable_time_ms (6a3oBoe Bpems A0CTYyNHOCTM coceaen),
retrans_time_ms (Bpemsa mexay NOBTOPHbIMM 3aNpocamm),
delay_first_probe_time (3ageprkKka nepes nepBoii NpoOBEPKON) -
/proc/sys/net/ipv4/neigh/default

proxy_arp (BKktoueHue/BbikAoYeHMe proxy ARP), ucast_solicit
(MaKcMmanbHOe Ko/IM4ecTBO 3anpocoB A/19 04HOa4PEeCcHOro OTBeTa) -
/proc/sys/net/ipv4/arp_config

proxy_arp (BKkitoueHue/BbiKAOYEHME NPOKCcUpoBaHua ARP), gc_stale_time
(Bpems xpaHeHuMA ycTapeBLWMxX 3anucen), ucast_solicit (MakcnmanbHoe
KOIMYecTBO 0AHOaApecHbIX 3anpocos) - /proc/sys/net/ipv4/neigh/default
gc_thresh3 (MmakcMmanbHoOe KomMuecTBo 3anuceit B Kawwe), app_solicit
(MaKcMmanbHoe Ko/IMYecTBo 3anpocoBs npuaoxKeHus) - /etc/arp.conf

IIpaBuabHbIH oTBeT: gc_stale time (Bpemsi XpaHEHHs yCTapeBIIUX
3amnuceif), base reachable time ms (6a30Boe BpeMsi JOCTYIHOCTH
coceneif), gc_threshl (moporosoe 3naueHue A 3amycka coopa
mycopa) - /proc/sys/net/ipv4/neigh/default

2.Bomnpoc: Kakue u3 mepeyrcieHHbIX MIaroB SBISTFOTCS
paBUIBHBIMU JUIs HacTpoiiku SSH noctyma ¢ ncnoib30BaHUEM
nyOIMYHOTrO Kiro4a?

1. I'eneparust napsl Kinroueil (IpUBaTHOTO U MyOJIMYHOT0) HA
KIIUEHTE.

2. KonnpoBaHue NpUBaTHOTO KJIFOYa HA YAAJIEHHBIH XOCT.

3. KommpoBanue myOIuyHOTO KiTtoua Ha yIaIEHHBIA XOCT C
ucnoss3oBanueM ‘ssh-copy-id-.

4. 1oGaBnenue nyoauyHoro kitoya B Qaiin "authorized keys' Ha
YAAIEHHOM XOCTE.

5. YcraHoBKa MpaBWIIBHBIX TIPaB JocTyna Ha (aiin "authorized keys'
U KaTajor ".ssh’ Ha yaanéHHOM XocTe.

6. Y nanenue myOIMYHOTO KIIFOYA ¢ KIMEHTCKOW MAaIlluHBI.

7. HpOBepKa ITOAKJIFOYCHHA K y,HaHéHHOMy XOCTY C UCITIOJIb30BAHUCM
SSH.




3anjgaHUupOBAHHBIE Bomnpocsl/3aganust 11t mpoBepKU
pe3ynbTaThl O0yUYeHUSs
10 TUCIUIUINHE

8. MI3MeHeHue napoJis oot noab30BaTelIs Ha KJIMEHTCKON MaIIUHE.
Bri6epute npaBuibHbIE IIArH:
1,3,4,5 7

PP NP WEREN
WNWAOIN A
O NI WO
N NND O
00~ ~ 0 00 o~

IIpaBuabHblii otBet: 1, 3,4,5,7

Onucanne MKAJbI OIIEHUBAHUS

Oyenxa: 5 («OTIINYHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHUe
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoILO0Y»)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus. OeHKa "Xopoio" BEICTABISAETCS €CITU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEILHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CIIM 3aJJaHie MPEUMYIIECTBEHHO BBITIOTHEHO

Oyenka: 2 («HEYJTOBJIETBOPUTEITHEHOY)
Onucanue xapaxmepucmuku 6vinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBINOJIHEHO

KM-3. 3amuTa jJa6opaTopHoii padoThl "'YCcTaHOBKA U HACTPOHKA CTAHAAPTHOIO
Ha0opa cepBHCOB"

®opMbl peanu3anmu: 3alinTa 3a1aHUs

Tun kourpoasHoro meponpusitusi: KonrponsHas pabora

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpoueaypa npoBedeHHs] KOHTPOJIbHOro Mmeponpusitusi: IlpenBapurensHas MOATOTOBKA K
BBITIOJIHEHUIO J1a0opaTopHOil paboThl. BeimonneHue nabopaTopHoil pabOThl B COOTBETCTBUHU C
3aganneM. [TonroToBka K 3amiuTe Mo MPOMIEHHBIM MaTepraiaM.

Kparkoe conepxxanue 3agaHus:
OtBetpTe Ha 40 BOPOCOB TeCTa, UCIIONb3Yys MPOUIeHHBIH MaTepuan. O0paTuTe BHUMaHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO MPABUIBHBIX BAPHAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCS BOIIPOCHI, TJI€ HY’)KHO BBECTH IPABWIBHBIA OTBET CaMOCTOATENBHO. J{is
YCIEIIHOTO BBIOIHEHUS 3alaHKs] BHUMATEIbHO O3HAKOMBTECH C KaK/IbIM BOIIPOCOM U
BbIOEpPUTE BCE MTPaBUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, OJYYEHHBIX Ha JIEKLUAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIe BONIpoChl/3aJaHUA:
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3anuaHupOBaHHBIE PE3YJILTATHI
00y4YeHUs 10 TUCITUTINHE

Bonpocsi/3aganus 11t npoBepKu

3HaTh: IIPOTOKOJIbI 0a30BBIX
CCTCBbIX CCPBUCOB
OpraHu3annuunu

1.Bonpoc: Kakue U3 ciieyronumx yTBepKJICHHH OMUCHIBAIOT
npuHunsl padotst DHCP?

1. DHCP-cepBep Haznauaet [P-ampeca ycrpoiicTBaM B ceTu
aBTOMATHYECKH.

2. KimueHT otnpasiset 3anpoc Ha [P-aapec ¢ momolipro
coo6menuss DHCPREQUEST.

3. DHCP-cepBep ucnomnbizyet npotokos ICMP s mpoBepku
noctynHoctu [P-agpecos.

4. DHCP-knueHT HaunHaeT mporecc apeH sl [P-ampeca ¢
ornpasku coobmennss DHCPDISCOVER.

5. DHCP-ximeHT u cepBep B3aMMOJICHCTBYIOT 11O TPOTOKOJTY
TCP.

6. DHCP-cepBep MOKeT Ha3HaYaTh YCTPOIMCTBA CTATUYECKUE
IP-anpeca Ha ocHoBe ux MAC-anpecos.

7. KInMeHT 10JKeH BpYYHYIO MOATBEPK1aTh Ha3HaueHue [P-
azipeca mepes ero MCIroJib30BaHUEM.

8. DHCP-cepBep xpanut nndopmaruto 06 apengax IP-
aJIpeCcoB B CIICIIMAIIBHON 0a3€ JTaHHBIX.

IIpaBuabHbIi oTBeT: 1, 2,4, 6, 8

2.Bomnpoc: Kak nporokos DNS nipeoOpasyeT ToMeHHOe UMs
B [P-anpec? BriGepute npaBUibHbIE YTBEPKACHUS:

1. DNS ucnons3yer npotokosn HTTP mist nepenauun
3aMpoCcoOB U OTBETOB MEX]y KIIMEHTOM U CEPBEPOM.

2. Kinent ornpasnsier DNS-3anpoc Ha nonyuyenue [P-
azapeca Ji1s foMmeHHoro uMeHu Ha DNS-cepBep, ucnonbs3ys
npotokos UDP o nmopry 53.

3. Ecau DNS-cepBep He 3Haet [P-aapec, oH peKypCUBHO
oTIpaBJsieT 3anpoc K apyrum DNS-cepBepam, HaunHast ¢
KOPHEBBIX CEPBEPOB.

4. DNS-3ampocs! Bceraa npoxoast uepe3 SSL/TLS mst
obecrieyeHus: 6e30MacHOCTH.

5. DNS moxet ucnonb3oBats npotokon TCP, ecnu pazmep
OTBeTa npeBblIaeT 512 OaiT.

6. DNS-3anpocel MOTyT K3IIMPOBATHCS HA MPOMEXYTOUHBIX
cepBepax JUIsl YMEHBIICHUS BPEMEHHU OTKJIHKA.

7. Knuent otnpasnser DNS-3anmpockl HelmocpeCTBEHHO Ha
kopHeBble DNS-cepBepsl.

8. DNS-cepsep Bo3Bpaiaet IP-afpec JOMEHHOr0 MIMEHU MU
cooOmienne 00 omMnOKe, eCIIH UM HE MOKET OBITh
pasperieHo.

Bri0epuTe npaBUIbHBIC YTBEPKICHUS

2,3,56,8

NP NWE NP
WNWAWAN
ArhrO OO W
goONNoO O N
00 00 0O 0O O GO ~

IIpaBuabHblii oTBeT: 2,3, 5,6, 8
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3anuaHupOBaHHBIE PE3YJILTATHI
00y4YeHUs 10 TUCITUTINHE

Bonpocsi/3aganus 11t npoBepKu

YMeTb: aJIMUHUCTPHPOBATH
CTaHJApTHBIA HAOOP CEPBHCOB

1.Bonpoc: Kakue maru He00X0IUMMO BBIITOJHUTD IS
HacTpoliku 30HBI exp.local Ha Begymem DNS-cepsepe ¢
nomoiiso BIND9?

1. NoGaBuTtsk 30HY exp.local B (haiin korduryparmuu DNS-
cepBepa, HarpuMmep, /etc/bind/named.conf.local.

2. Co3zpnarts ¢aiin 30861 U1 exp.local B karasore
Ivar/cache/bind.

3. Yka3aTh THN 30HHI Kak slave u 3agate [P-agpec Benymero
cepsepa.

4. Nob6aBuTh 30HY exp.local B aiin /etc/resolv.conf.

5. Yka3aTh THUII 30HbI KaK master 1 co3/1aTh (aiis1 30HbI B
karanore /etc/bind/.

6. Jlo0aBUTH 3amKCH PECYpPCHBIX 3alucei (Harmpumep, A,
MX, NS) B ¢aiin 3051 exp.local.

7. Ilepe3anyctuth ciy:x0y BIND9 nns npumenenus
M3MCHEHHUH C TIOMOIIBIO KOMaH kI systemctl restart bind9.
8. Ykazarp B KOH(UTYypaluu TUM 30HbI Kak forward s
repeHanpasieHus 3anpocoB Ha npyroit DNS-cepsep.
IIpaBuabHbBI oTBeT:1, 5, 6, 7

2.Bonpoc: Kakue nraru HeoOX0IMMO BBIITOTHUTH JUIS
HacTpoiiku isc-dhcp-server Ha Bamewm Linux-cepBepe?
BriGepute npaBuiIbHbIC MIATH:

1. YcranoBka nakera isc-dhcp-server uepes makeTHbIi
MEHEIKep.

2. Kondurypanus unrepdeiica cetu B ¢aiine
letc/network/interfaces.

3. PenaktupoBanue ¢aiina /etc/dhcp/dhepd.conf nms
ykazaHus quanasoHa [P-anpecoB, koTopsle OyneT pa3aaBarhb
cepaep.

4. Buecenue usmeHeHui B (aiin /etc/hosts i ykazaHus
DHCP-niynos.

5. YcranoBka napamerpoB DNS-cepBepoB B
KOH(UryparoHHOM daiine /etc/resolv.conf.

6. Yka3zanue nntepdeiicoB, Ha KOTOPHIX OyJeT paboTaTh
DHCP-cepsep, B (aiine /etc/default/isc-dhcp-server.

7. llepesarpyska ciayx061 DHCP ¢ moMorsro KoMaH bt
systemctl restart isc-dhcp-server.

8. lob6aBnenue 3amuceit 00 [P-agpecax u mmeHax XoCToB B
¢aiin /etc/dhepd.hosts.

Bribepure npaBuIIbHBIC TIaTH:

1,3,6,7

WP NP WRN
OrWWANAN
oo 0UIo O
0N~~~

IIpaBuibHblii oTBeT: 1, 3, 6, 7
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Onucanue MKAJbI OIICHUBAHUSA:

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJTHEHO B MOJIHOM 00'beME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («X0OpOIIOY)
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a/1a9

Oyenka: 3 («yIOBICTBOPUTEIHHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku btnoanenus 3nanus.; OueHka "yJ10BIETBOPUTEIBHO" BbICTABIACTCS
€CJIM 3aJJaHUE TPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapakmepucmuku evinonenus 3uanus: O1eHKa "HeyI0BIETBOPUTEIHHO" BBICTABIISIETCS
€CIM 3a/IaHUE BBITIOJTHEHO HEBEPHO MJIM MPEUMYIIECTBEHHO HE BBIITOIHEHO

KM-4. 3amuTa 1a6oparopHoii padors! ""Hacrpoiika cepBuca apTopU3annu,
AUATHOCTHKA M YCTPAHEHHE HEHCIIPABHOCTEeH PyHKIMOHUPOBAHUS ONePALMOHHON cucTeMbl'

®opmbl peau3anum: 3anIuTa 3a1aHus

Tun KOHTPOABLHOT0 MeponpusiTus: KorrponsHas padora

Bec kouTposabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBedeHHs] KOHTPOJIBLHOr0 Meponpusitusi: I[IlpeaBapurenpHas MOATOTOBKA K
BBINOJIHEHUIO J1A00paToOpHOi paboThl. BeimosHeHHe 1abopaTopHOW pabOThl B COOTBETCTBUU C
3amanueM. [loAroToBKa K 3alIMTe IO MPOUICHHBIM MaTepraIaM.

Kpatkoe conepxxanue 3agaHus:
OtBetpTe Ha 40 BOPOCOB TECTa, UCTIONb3Ys POWAeHHBIA MaTepran. OOpaTuTe BHUMaHHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO MPABUIBHBIX BAPHAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY>KHO BBECTH NPABUIIbHBINA OTBET CaMOCTOSTENbHO. 15
YCIIELTHOTO BBINIOJIHEHUS 3aJaHUs] BHUMATEIIbHO 03HAKOMBTECH C KaXIBIM BOIIPOCOM U
BbIOEpPUTE BCE MTPaBUIIbHBIE OTBEThI, OCHOBBIBASICh HA 3HAHUSX, OJyYEHHBIX Ha JIEKLIUAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIE BONIpOCHI/3aJaHUA:

3arutaHMpOBaHHbIE pe3ynbTathl | Bonpocsl/3aganust Ui IpOBEPKH

00y4eHUs IO TUCIUIUINHE

YMeTp:  WCKaTb M YCTPaHSAThH 1.Bonpoc: KakoBa oCHOBHas 11€J1b YTHUIIUTHI
HEWCIIPaBHOCTH B traceroute?

(GYHKIIMOHMPOBAHWK  OTEpAIlMOHHON | 1. OnpeseneHue mapLipyTa, o KOTOPOMY AaHHbIE NPOXOAAT
CHUCTEMBI OT UCTOYHMKA 4,0 HA3HAYeHUs.

2. OnpegeneHune BPEMEHU 3a4EPKKU MeXKaY ABYMA
CeTeBbIMM y31aMMU.

OnpeaeneHune CKOPOCTU Nepesayr SaHHbIX B CETU.
N3mepeHne NponycKHOM cnocobHOCTM ceTu.
MpoBepKa AOCTYNHOCTW YAANEHHOTO y3/a.
O6HapyKeHue BCEX OTKPbITbIX MOPTOB Ha yAaseHHOM
cepsepe.

7. LWudposaHne aaHHbIX NpU Nepeaaye No ceTu.

oukw
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3annaHupOBaHHbIE pe3ynbTaThl | Bonpocsl/3aganus ams npoBepKu
00y4YeHUs 10 TUCITUTINHE

8. YnpasneHue mMapLpyTM3aTOpPamu B CETU.

I[IpaBuabHbI oTBeT: OnpeeneHue Mapipyra, rmno
KOTOPOMY JaHHbIE MPOXOAST OT UCTOUYHUKA JIO
Ha3HAYCHUS

2.Bomnpoc: Kakue maru Heo0X0JuMO BBIIOTHUTH JIJIS
HACTPOWKHM MpaB JOCTYyIa MOJIb30BaTeNei ¢
ucrnonb3oBanueM sudo B Linux? Beibepure
MIPABWJIbHBIC IIATH:

1. YcranoBka nakera sudo, eciii OH HE YCTaHOBJICH.
2. lob6aBnenue nosab3oBarens B rpymiy wheel.

3. PenaktupoBanue ¢aiina /etc/sudoers mist ykazanus
paB JOCTYyIA.

4. IIpoBepka JOCTYIMHBIX KOMaH/I AJIsl IOJ30BATEINS C
MOMOIIIBI0 KoMaH 16l sudo -I.

5. Hacrpoiika ¢aiina /etc/passwd i1 Ha3HAYCHHUS
MOJTb30BATENS A IMHUHHUCTPATOPOM.

6. Ucnons3oBanue komMan bl visudo ams
penakTupoBaHus ¢aiina /etc/sudoers.

7. Ilepeszamyck ciay»0bl sudo ¢ MOMOIIBI0 KOMaH/IbI
systemctl restart sudo.

8. JlobGaBiieHre KOMaH/Ibl B CKPUIIT IS
ABTOMATUYECKOW akTHBaIuu sudo pu BXOJe B
CUCTEMY.

BriGepuTe nmpaBUIbHBIC IATH:

1,3,4,7

WP NP NRPN
AN WwW O
oOUh IO OO
0NN A O®

IIpaBuiabHblii oTBeT: 1, 3,6, 4

OnucaHue MKaJbI OlleHUBAHUS:

Oyenxa: 5 («OTIUYHOY)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evinonnenus 3uanusa: O1ueHka "oTINYHO" BBICTaBIAETCS €CIIM 3aJaHHe
BBITIOJTHEHO B TTOJTHOM 00bEME WITH BBITIOJTHEHO MMPEHMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpOIIIOY»)
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoineHus snanus: OneHkKa "XopoIo" BEICTABISIETCS CIH
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUIS PEIICHUS 3a]1a9

Oyenka: 3 («yIOBIETBOPUTEIIEHO)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapakmepucmuxu ebinonneHus 3nanus: OLeHKa "yI0BIeTBOPUTENBHO" BBICTABIISAETCS
eCJIM 3aJaHue IPEUMYIECTBEHHO BBITIOIHEHO

Oyenka: 2 («HEyJOBIECTBOPUTEIHHOY)
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Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! OI_IGHKa "HCYI[OB.HCTBOpI/ITCJIBHOH BBICTABJIACTCSA
€CJIK 3aaHNEC BBIITOJIHEHO HCBCPHO HUIINM MMPECUMYIICCTBEHHO HE BBIIIOJITHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
5 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

IIpoueaypa npoBenenust

B Tecre 20 BOnpoCcOB BCTPEYAIOTCsT BOIIPOCHI CICAYIONIMX THITOB:

1. ¢ OOAHHMM BapHAaHTOM OTBCTa ( B BOIIpOCax «OAWH M3 MHOTI'MX», CUCTEMa CpaBHHUBACT OTBET
CJIyIIATENs C MPABUIBLHBIM OTBETOM M aBTOMAaTHYECKU BBICTABJISCT 32 HET'O Ha3HAUCHHBIN OaJL)

2. ¢ BBIOOPOM HECKOJBKHX BapHaHTOB OTBETOB ( B BONpPOCaX «MHOTHE M3 MHOTHX» CHCTEMa
OILICHUBACT KaXJblii OTBET OT/EIBHO; €CTh BO3MOXKHOCTH Pa3pelIUuTh CIYIIATEI0 TOJTYYHUTh 3a
Borpoc 0,75 6aina, eciiv OH BbIOEpeT 3 MpaBHIIbHBIX OTBETA U3 4)

3. Ha COOTBETCTBHE CIIyIIATEh JODKEH IMPUBECTH B COOTBETCTBHUE JICBYIO U MPABYIO YacTh OTBETA
(B BOIIpOCax «COOTBCTCTBUC» CUCTCMa OLICHHUBACT Ka)KI[BII;'I OTBCT OTHACJIBbHO, MOXHO pa3pClIUTb
CIIYIIATEITO TOJIY4YHTh 3a Borpoc 0,75 Gaiia, eciiv OH BhIOEpET 3 MpaBUIIbHBIX OTBETA U3 4)

4. pa3BepHYTHII OTBET, BBOJUTCS B BPYYHYIO B CHEIHAIbHO OTBEIEHHOE MoJie (py4Has OLEHKa
MpenoaaBaTeseM)

L. Ilepeuenv Komnemenyuit/uHOUKaAmMOpPo8 u KOHMPOAbHBIX 60NPOCOE NPOGEPKU PE3YTbM AN 08
0CGOCHUA OUCUUNIUHDL

1. Komnerenuust/Muankarop: NJ1-2onk-4 JleMOHCTpHpYeT HaBBIKK IPOTPAMMHUPOBAHUS C
MCIIOJIb30BAHUEM PA3JIMYHBIX S3BIKOB MPOIPAMMHUPOBAHUS 1 COBPEMEHHBIX MPOTPAMMHBIX CPEJl
pa3paboOTKy alNrOpuTMOB U MIPOTPAMM

Bonpocel, 3aganus
1.KakoBbl OCHOBHBIE 11€7IM KOMITbIOTEPHOM 0€30aCHOCTH U KaK OHU JJOCTUTAIOTCSI B
OIIEpallMOHHBIX CUCTEMAX?
2.Kakue cyniecTByrOT BH/IbI aTaK HA ONEPALIMOHHBIE CUCTEMBI, U KAK OHH PEaTnu3yroTcs?
3.Kakwue cymecTByroT Moenu nocryna k 3ammmenHoi nadopmanun (DAC, MAC, RBAC)?
4.Kaxk padotaer SSH u kak oH o0ecrnieunBaet 6e3omacHoe yaanénHoe ynpasieHue? Kakue
METO/bI ayTeHTU(UKAIK MToiepkuBatoTcs B SSH 1 kak OHM HacTpauBaroTcs?
5.Kakue ponn BemonHstoT npotokonsl ESMTP u IMAP B nponiecce oTrpaBku 1 nOJIy4eHHS
OYTHI?
6.Kakue KoMIOHEHTHI BKIIIOYAIOT B ce0sl CUCTEMBI yIIpaBJIeHUs UIeHTUUKanen?
7.Kak pabortaet npotokon LDAP u kak oH ucnosb3yercs Ui yrpaBieHus uieHTuGukanuei u
JIoCTynom?
8.Kak paboraer mpotokon Kerberos, 1 kak oH o0ecrieunBaeT ayTeHTH(PHUKALINIO B CETAX?
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MarepuaJsl 1JI1 NIPOBEPKU OCTATOYHBIX 3HAHUI

1.Kak paboTtaroT Moienu noctyna K 3amuméanoi napopmanuu 8 OC?
OTBeTHI:

[lepeunciieHbl MOJIENTN KOHTPOJIS JOCTYIIA
Bepusriii otBet: CylecTByIOT MOJEIN KOHTPOJIS JOCTYIA, Takue kKak Discretionary Access
Control (DAC), Mandatory Access Control (MAC) u Role-Based Access Control (RBAC).
OHu ompenenstoT, KTO U KaK MOXKET MOJIYUYUTh JOCTYII K peCypcaM CUCTEMbI Ha OCHOBE
MPEAONIPEAECIEHHBIX IPABUII U MOJIUTHK.

2.Kak paboraer SSH u xak oH o0ecrnieunBaeT 6€30MacHOE MOAKIIOYCHNE K YAAIEHHBIM

cucreMam?
OTBeTHI:

JlaHO KOppEKTHOE OmNpeIeIeHHE.
Bepusriit otBet: SSH (Secure Shell) o6ecnieunBaet mudpoBaHie JaHHBIX MPH YAATEHHOM
yrpaBieHuH cucteMamu. [loakimoueHre npoucxoquT yepes3 ayTeHTUPUKauio (apoib
WIH KJIF0Y) C MCTIOJIb30BaHUEM IU(PPOBaHUS JaHHBIX cecchr. st HacTpoiku
ucnone3ytorcs ¢aiin /etc/ssh/sshd_config.

3.CpaBHeHuUE cuCTeMBI yipaBieHus uaeHTuukanueid Ha ocioBe LDAP u Kerberos
OTtBeTsI:

[lepeuncnensl ocHoBHBIE pyHKIMHU TpoTokoioB LDAP u Kerberos.
Bepupsiii otBet: Hasznauenue u obnacts npumenenusi: LDAP: LDAP ucnonb3yercs ans
XpaHEHUs U YIpaBJIEHUs JaHHBIMU O MI0JIb30BATENSIX, TPYIINAX, YCTPOMCTBAX U APYTUX
00BEKTaX B Hepapxuieckoi cTpykType. OH obecrieynBaeT HEeHTPATU30BaHHYIO 0azy
JAHHBIX JUIsI XpaHEHUs WH(OpMaLUU, KOTOPasi MOXKET OBbITh UCII0JIb30BaHa Pa3InYHBIMU
ciyx0aMu A1 ayTeHTU(UKAIMK U aBTOPU3allMU Molib3oBareneid. [Ipumep
ucnosb3oBanus: LDAP dacto npumeHsieTcst sl OpraHu3alyuy HEHTPaIU30BaHHOIO
KaTaJlora, KOTOpbI UCIIONb3YETCS AJI YIPABICHUS M0JIb30BATEISIMU B KOPIIOPATUBHOM
CETH, a TaKXKe JUIsl IPEAOCTaBICHUSI CEPBUCOB, TAKUX KaK aJJpeCcHas KHUra, CEPBUCHI
3JIEKTPOHHOMN MOYTHI U Apyrue ciyx0bl. Kerberos: Kerberos — 310 mpotokon
ayTeHTU(UKALIUY, KOTOPBIN IpeJoCcTaBiseT 0€30MacHYI0 U HAJe)KHYIO ayTeHTU(DUKALIUIO
MoJib30BaTesel U cepBUCOB B ceTd. OH paboTaeT Ha OCHOBE CUCTEMBI TUKETOB, YTO
MTO3BOJISIET MTOJIB30BATENSIM ayTEHTU(PUIIMPOBATHCS OJUH pa3 U MOJTy4yaTh TOCTYI K
MHOECTBY CEPBHCOB 06€3 He00X0AMMOCTH OBTOpHOH ayTeHTUuKkauu. [Tpumep
ucnosnb3oBanus: Kerberos mmpoko ucnomns3yercs B cucteMax, rie Tpedyercs BhICOKast
6e30macHOCTb, TakuX Kak Active Directory, s ob6ecriedeHus IeHTPaIu30BaHHOTO
yIpaBJeHUs JOCTYNOM M ayTeHTUu(uKanuen B cetu. Mexanusmsl pabotel: LDAP: LDAP
paboTaeT 1o npuHIHMITY 3arpoca 1 orBera. KnueHr ornpasiser 3anpoc k LDAP-cepsepy
JUTSl TIOUCKA, T00aBJICHUS, I3MEHEHUS WM YAAJICHUsI TaHHBIX B Katajore. LDAP
ucnonb3yet nporokos TCP/IP nns nepenaun JaHHBIX U MOXKET paboTaTh MO
3amuiieHHoMy coenuHenuto yepes LDAPS (LDAP over SSL). LDAP ne 3anumaercs
ayTeHTU(UKaLuel moyib3oBaTesei, HO IPeAoCTaBIIsAeT JaHHbIE, HEOOXOAUMBIE TS
ayreHTU(UKaNUU (HanpuMmep, XpaHeHue mapoe, xemieit). Kerberos: Kerberos
UCMOJIb3yeT CHMMETPUYHOE M (PPOBAHNE U CUCTEMY TUKETOB JUIsl ayTeHTU(UKALIMH.
Korna mone3oBatens npoxoaut ayreHTudukaiuto, Kerberos Beimaer tuker-moctyn (Ticket
Granting Ticket, TGT), KoTOpbIil HCNOTB3YETCS ISl MOTYYSHUS PYTUX TUKETOB IS
JIOCTYTIA K pa3InNYHBIM CEPBHCAM B CETH 0€3 TOBTOPHOTO BBOJ1a Tapodisi. Kerberos
pabotaet o npotokoxy UDP u moxet ucnons3oBats TCP s mepegauu 60mbmmx
JAHHBIX WU B CITy4ae BHICOKOW HaJIe)KHOCTH coenuuenus. bezomacnocts: LDAP: LDAP
HE TIPEI0CTaBISET BCTPOCHHBIX MEXaHU3MOB JJIsl ayTeHTU(UKAINY U U (poBaHUS,
MI03TOMY OH YacCTO UCIOJB3YETCS B CBSI3KE C APYTUMHU MTPOTOKOJIAMH, TAKUMH KaK
Kerberos, n1sa noseliienus oesomacaoctu. LDAP MoxeTt ucmoins3zoBatsh SSL/TLS mis
3aIUTHl JaHHBIX B TIporiecce nepeaaun. Kerberos: Kerberos obecrneunBaet BhICOKHI
YPOBEHb 0€30IIaCHOCTH, UCIIONIB3YSl MEXaHU3M B3aUMHOM ayTeHTHU(HUKAIMU U IUPPOBAHUS
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Ha OCHOBE CUMMETPHUYHBIX Kitoueil. Bce naHHble, epeaBacMble MEXY KIMEHTOM U
cepBepoM, HIM(PYIOTCs, YTO MPEJOTBPALIAET EPEeXBAT WIN MOIEIKY JaHHBIX.
Wurerpanus u ucnonb3oanue: LDAP: LDAP MoxeT HHTErpupoBaThes ¢ pa3iMuHbIMU
CepBUCAMM U MPUIIOKEHUSIMH, TAKUMH KaK [TI0YTOBbIE CEPBEPHI, BEO-TIPUIIOKEHNU,
CHCTEMBI yIpaBieHHs JoCTyoM U T.1. LDAP yacto ucnonbs3yercs: B KauecTBe 0a3bl
JAHHBIX JJIs1 XpaHeHHsI UHOpMAaLUY O IOJIb30BATEINIAX, KOTOpast 3aTeM HCIIOIb3YeTCs A
ayteHTU(UKanuu B Ipyrux cucremax. Kerberos: Kerberos nucnonb3yercst B cuctemax, rjie
HeoOxoanMa Oe3omacHas ayTeHTU(UKALM [10J1b30BaTeIed U CEpBUCOB, YAaCTO B cpesiax,
rae Tpedyercs nmoanaep:xkka SSO (Single Sign-On). O MoxeT uHTErprpoBaThcs ¢ LDAP
IUIs TIOJY4EHUs IaHHBIX O M0JIb30BaTelsX, HO caM Kerberos 3anumaercs Tonbko
MIPOIIECCOM ayTEHTH(PHUKAIIHH.

2. Komnerenuust/Uugukarop: N-3omnk-4 [IpuMeHsIeT sI3b1KH TPOTpaMMUPOBAHUS, COBPEMEHHBIC
MPOrpaMMHBIE CPeJibl pa3pabOTKU TEXHOIOTHIA IS PEIICHUS TPUKIIATHBIX 33124 Pa3InIHBIX
KJIACCOB U JJI1 aBTOMaTH3aIMi OU3HEC-TIPOLIECCOB

Bomnpocel, 3axanus
1.KakoBa cTpykTypa 1 OCHOBHbIE KOMIIOHEHTBI apXUTEKTYphI ONEPALlMOHHON CUCTEMbI Ha Oa3e
sapa Linux?
2.Kak aapo Linux B3aMMOAEHCTBYET € MOJIb30BaTEIbCKUMU IPOrpaMMaMu U 000py10BaHuEM?
3.YTo Takoe CHCTEMHBIE BBI30BBI M KaK OHU 00ECIIEYHBAIOT B3aMMO/ICHCTBHE MPUIIOKECHUH C
sapom Linux?
4.Kak opranm3oBaHna Qaiinoas cucrema B Linux? Kakue 0CHOBHBIE KaTalOTH CYIIECTBYIOT U
KaKOBO UX Ha3HaycHHe?
5.Kak ocymiecTBisieTcs ynpaplieHHE TOIb30BaTeNIIMA U TpymnamMu B Linux? Kakue koMaHIbl 1
(ailsipl UCIIONB3YIOTCS [T 3TOr0?
6.Kak HactpamBaroTcs paBa JI0CTyIa JUis IOJIb30BaTeNel U rpyml B (aillioBol cucreme
Linux?
7.Kakue MeTosb! yrpaBieHUs MPoLeccaMy CYIIECTBYIOT B Linux, u Kak OHU peann30BaHbl?
8.Kak MOHO KOHTPOJIMPOBATH U YNPABJIATH POLIECCAMU C IIOMOILBIO KOMAaH/ M CHCTEMHBIX
BbI30BOB B Linux?
9.Kak cucrema Linux o6pabaTbsiBaeT MIPUOPUTETHI IPOIIECCOB U YTO TAKOE MIIAHUPOBILIUK
3agau’?
10.KakoBbI OCHOBHBIE METO/IbI YCTAHOBKU M OOHOBIIEHUS Mporpamm B Linux?
11.Kak aBromaTtu3upoBath 3a1auu B Linux ¢ nomouisto shell-ckpuntos u ansible?
12 Kakue TeXHOJIOTMH BUPTYyaJIU3al1K Moiiep kuBatoTcs B Linux?
13.Kak HacTpouTh 3a7ja4uu 10 PaclUCaHUI0?
14.Kak npoucxouT HacTpoiKa ceTeBoro nHTepgeiica u ynpasieHue ero cocrosituieM B Linux?
15.Kakue cyiiecTByIOT MEXaHU3MbI YIIPaBIIeHUs U pacnpenenenus IP-agpecos B cetu?
16.Kak pabGotaet nporokona ARP u a5 uero oH ucnonb3yercs B ceTsx?
17.Kax pabotaet nmporokon ICMP u xakue Tumnsl cooOmieHuit oH oopadbaTeiBaet?
18.Kak paboTaroT cokeTbl B Linux u Kak OHU MCIIOJIb3YIOTCS Ul CETEBOT0 B3aUMOICHCTBUSA?
19.Kako#l myTh MPOXOAUT CETEBOU MAKET B ONEPALMOHHON CUCTEME OT MPUEMA 10 Iepesadn?
Kak ocymecTBisieTcst puiabTparyst 1 MappyTu3anus nakeros B Linux?
20.Kakne nHCTpYMEHTBI UCTIONB3YIOTCS TSl HACTPOHUKH MEXCETEBOro 3Kpana B Linux?
21.Kak pabotaer nporokon DHCP u kak oH oOecrieunBaeT aBToOMaTHYeCKoe Ha3HaueHue [P-
agpecoB?
22 Kak pabotaet npoTokos DNS 1 kak mpoucXoIuT pa3perieHne J0MeHHbIX UMEH B [P-
anpeca?

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.Kakue ocHOBHBIE KOMIIOHEHTBI COCTABIIAIOT apXUTEKTYPY ONEPaIlMOHHON cucTeMbl Ha O6a3e
anpa Linux? [lepeuncnute ux QyHKIMU U Ha3HAYCHHUE.
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OtBeThI:

[TepeuncieHbl OCHOBHbIE KOMIIOHEHTHI.
Bepusiit otet: SAnpo (Kernel) Sapo siBisieTcst ieHTpatbHBIM KOMIOHEHTOM
ornepaunoHHOM cucteMsl Linux. OHO ynpaBisieT OCHOBHBIMH CUCTEMHBIMU peCypcamH,
TaKUMHU KaK I1aMsTh, IPOLIECCOPBI, M YCTPONCTBA BBO/Ia-BbIBO/IA. PO TaKxKe
IIpeJocTaBIIsgeT MHTEP(ENCHI 1)1 B3aUMOJEHCTBUS C allapaTHbIM 00€CIIeYeHUEM.
[Tpumep: Korna nporpamma 3anpamuBaet (aiin Ha TUcCKe, apo 00padaTeIBaeT 3anpoc,
B3aUMOJICHCTBYs ¢ (paijIOBOM CUCTEMOM U ApaiBEpaMH TUCKa, YTOOBI N3BJICYb
HeoOxoaumele nanubie. O6onouka (Shell) O6onouka — 310 HHTEpPEc MEKTY
noJip30BareseM u sipoM. OHa MHTEPNPETUPYET KOMaH 1bl, BBOAUMBIE II0JIb30BATENIEM, U
nepeaaeT ux SApy A BeimogHeHH. O00JI09Ka MOXKET OBITh KOMaHAHOM CTPOKOI
(manpumep, Bash) nnu rpadpuaeckum untepdericom. [Ipumep: I[Tonp3oBarens BBOIUT
koMaH#y s B o6oouke Bash, u 06onouka nepegaet 3Ty KOMaHay sSapy, KOTOpoe
BBINOJIHAET COOTBETCTBYIOIIYIO0 CUCTEMHYIO (DYHKIIMIO Uil OTOOpaXKeHUs crucka (haitnos.
@ainnosas cucrema PaisioBas cUCTeMa YIIPaBIsAeT XPAHEHUEM U IOCTYIIOM K JIaHHBIM Ha
KECTKUX JIUCKaX U IPYTUX ycTpoicTBax XpaHeHus. OHa OpraHu3yeT JaHHbIE B BUJIE
(baiiyioB 1 KaTaJIOTOB U MPEAOCTaBIIsAET HHTEp(dENC st uX yTeHus U 3amucu. [Ipumep:
daiinoBas cucrema ext4 odecrnieurBaeT HaJle)KHOE XpaHEHHE JaHHBIX C MOAJEPKKON
KYPHAJIMPOBAHMUSL, YTO IIOMOT'A€T 3aLIUTUTh JJAHHBIE OT MTOBPEXKIACHUSI IIPU COOSIX CUCTEMBI.
HpaiiBepsl ycTpoicTB paiiBepbl yCTPONUCTB — 3TO CHELMATbHbBIE MOYJIU, KOTOPbIE
MO3BOJISIOT SIIPY B3aMMOACHWCTBOBATH C allllapaTHBIM 00ECIIEYeHNEM, TAKUM KaK CETEBbIC
KapThl, )KECTKHE AUCKH, IPUHTEPHI U T. 1. OHK abcTparupyroT AeTanu paboThl yCTPOHCTB,
MpenoCcTaBIsiss yHU(DUIUPOBaHHbIN nHTepdeiic s sapa. [Ipumep: [paiiBep ceTeBoit
KapThbl oOecrieunBaeT nepejady JaHHbIX MEXIy SApoM Linux U ceTeBbIM alanTepoM,
MIO3BOJISISL cCUCTEME MOJKI0YaThes K ceTu. CrucreMuble 0Mbanoreku CUCTEeMHbIE
OUOINOTEKH PEJOCTABIIAIOT MHOXKECTBO (DYHKIIMH, KOTOPbIE MOT'YT MCIIOJIb30BATHCS
npunoxernssMu. OHU BKITIOUYAIOT B ceOst oubmmorexy C (glibc), kotopast conepxut
¢byHkuuu a8 paboTsl ¢ (aitinaMu, CTpoKaMu, MpoLeccaMi U MHOTUMHM JPYTrUMH 0a30BBIMU
oneparusamu. [Ipumep: Koraa npunoxkenne ucnomns3yet GpyHkuuio printf as BeiBoja
TEKCTa Ha 3KpaH, 3Ta (QyHKIUS Npe1oCcTaBisIeTcss CHCTeMHON Onbimorekoil glibc.

2.Kakwue CymiecTByIOT CHCTEMHBIE BBI30BHI B Linux, 1 KakoBa UX POJIb?
OtBeTsI:

[ano onpexnenenue. [IpuBeeHb! npuMepsl.
Bepusiit otBer: Onmcanue: CucTeMHbIE BBI30BBI — 3TO MHTEpdenc Mex a1y
10JIb30BATEIBCKUM IIPOCTPAHCTBOM U SIPOM OIEPAIIMOHHOM cucTeMbl. OHU TO3BOJISIOT
MPUIIOKEHUSM 3alPalIMBaTh YCIYTH, IPEIOCTABIsIEMbIE AJPOM, TAKUE KaK YIpaBJIeHHUE
nporueccamu, (paisioBBIMU CUCTEMAMH, CETEBBIMU B3aUMOJICHCTBUSAMU U allapaTHbIMU
pecypcamu. [Ipumep: CucremMHbIH BBI30B Open() UCTIOIb3yeTcs A1 OTKPBITHS (aiina.
Korna npunosxenue Bei3pIBaeT open(), siApo OTKPbIBAET yKa3aHHBIN (haiiia 1 BO3Bpaliaer
(bailoBbIi 1ECKPUIITOP, KOTOPBIN MPUIIOKEHUE 3aT€M MOXKET MCII0JIb30BaTh JUIsSl YTEHUS
WM 3anucH JaHHBIX. OCHOBHBIE KATETOPUHU CUCTEMHBIX BbI30BOB

3.Kak pabotaet nmpotokon ARP, u kakyto posib OH UTPAeT B CETEBBIX B3aUMOJICHCTBUAX?
OtBerTsI:

JlaHo npaBHIIbHOE OTIpeJiesIeHUe MPOTOKOJIA U €r0 OCHOBHOM (DYHKILIMH.
Bepnpriii otBeT: ARP (Address Resolution Protocol) ucnonssyercst mist npeoOpa3zoBaHust
IP-anpecoB B MAC-aapeca. Korna ycTpoiicTBO X0UeT OTIIPaBUTh JAHHBIE B JIOKAIBHOM
ceTH, oHo 3anpammuBaeT MAC-anpec o ussectHoMy IP-anpecy ¢ nomomsro ARP-
3arpoca.

4.9tansl 00pabOTKH CETEBOIO MaKeTa B oNeparonHoi cucreme Linux
OtBeThI:

[Tepeuncnens! 3tansl 00padboTku cereBoro nakera B OC
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Bepusriii otBet: 1. [Tonydenue cereBoro nakera Ha uHTepdeiice Koraa maker nocrymnaer
Ha ceTeBoi uHTepdeiic (Hanpumep, Ethernet), ceTeBoit anantep mpuHUMAET €ro U
nepenaér B cereBoii ctTek siapa Linux. [pumep: Ipu nonyyennn ICMP-3anpoca (ping) Ha
ceteBoit maTEpdeiic eth(, npaiiBep ceTeBoii KapThl epenaéT makeT B AApo. 2. O6padoTka
Ha YPOBHE CETEBOT0 ApariBepa [paiiBep ceTEBOro ajantepa KOMUPYET NAKET U3
anmapaTtHoro Oydepa B ornepaTUBHYIO MaMATh. 3aTeM MaKeT NePeacTCsl B CETEBON CTEK
aapa s nanpHeien oopadbotku. [Ipumep: [Taker ICMP (ping) nepenaéres apaiiBepom
ceteBoit kapThl B cTrek TCP/IP nns nanpHeimen mapuipyruzanuu. 3. OuiabTpamnus u
obpaboTtka makera B Netfilter Netfilter — 3To moacucrema Linux, oTBeTcTBeHHAas 32
¢dunpTparuio naketoB. [laker mpoxoaut uepes nenouku PREROUTING, INPUT,
FORWARD, OUTPUT, u POSTROUTING B 3aBUCHMOCTH OT Ha3HAYECHUS U
npoucxoxaenus. [Ipumep: Ecnu HacTpoeno npasuiio B iptables, kotopoe 010kupyer
ICMP-3ampocsr, maker Oyaer oThuiIbTpoBaH u OTKIOHEH Ha dTane INPUT. 4.
Mapupyru3zanus nakera Ecinu makeT He OTQHIBTPOBAH, SAPO MPOBEPSET TAOIUILY
MapUIpyTU3aLUH, YTOOBI ONPEICTUTh, HYXKHO JIM TIepeIaTh MAKET JIOKATbHOMY IPOLIECCY
WJIM MApLIPYTU3UPOBATh €ro Ha Apyroi y3en B cetu. [Ipumep: Ecnu IP-anpec Ha3HaueHus
COOTBETCTBYET JIOKAJIbHOMY a/Ipecy, TaKeT HalpaBisieTcsl Ha 00paboTKY JIOKaIbHOMY
MPOLIECCY; NHaYe — IepeaipecOBBIBACTCS Yepe3 COOTBETCTBYIOIMINN HHTepdeiic. 5.
IIpoToKoJIbI YpOBHS TPaHCIIOPTHOTO YpOBHA Eciy naker npenHasHayeH IS JIOKaIbHOIO
XO0CTa, siApo 00pabaThIBAET €r0 HAa YPOBHE TPAHCIOPTHOTO MpoTokona (Hanpumep, TCP,
UDP, ICMP). Crauana npoBepsieTcs NOpT Ha3HAYEHUs, YTOOBI IEpeIaTh MAKET
COOTBeTCTBYIOIIEMY npuinoxenuto. [Ipumep: Ecnu sto TCP-naker, on Oyner
aCCOLIMMPOBAH C COOTBETCTBYIOLIMM COKETOM IpUJIOKEHUs uepes3 nopT. 6. [lepenaua
nakeTa npuiiokenuto Ilaker nepenaercss B COOTBETCTBYIOUIUI COKET WM MPUIIOKEHHUE,
Hanpumep, B ciaydae web-cepsepa naker HTTP nepenaercst Be6-cepBepy, TakoMy Kak
Apache nnu Nginx. [Tpumep: Ecnu sto naker TCP, npennaznadeHHbli aiist BeO-cepBepa
Ha iopTy 80, oH Oyzaer nepenan BeO-cepBepy Apache mns o6paborkn HTTP-3ampoca. 7.
OTBet Ha 3anpoc Wi nocieayromas nepeaaya Ecinu naket tpeGyeT oTBeta (Hanpumep,
s 3anpoca ICMP), cooTBeTcTBYIOIIEE IPUITOKEHUE UITH SIIPO TEHEPUPYIOT OTBETHBIIN
MaKeT, KOTOPBIN 3aTeM MPOXOIUT aHAIOTUYHbIE 3Tarbl 00pabOTKH, HO B 00PaTHOM
nopsiike: otnpasisiercs uepes crek TCP/IP, dunbrpyercs B Netfilter u nepenaéres
obpatHo uepe3 cereBoit uHTEepdeiic. [Ipumep: B ciiyuae ICMP-3anpoca npusoxenue win
s1po renepupytoT ICMP-oTBeT, KOTOPBIN OTIIpaBiIsieTcss 00OpaTHO OTIPABUTEINIO YEpE3
uHTepodeiic eth0.

S5.IIpuHnuns! GyHKIIMOHUPOBAHUS CHUCTEMBI JIEKTPOHHOMN TTOYTHI
OTBeTsI:

[TepeunciieHbl OCHOBHBIE IPUHIIUIIBL.
Bepnplii orBeT: CucTeMa 31€KTPOHHON MTOYTHI TO3BOJISIET MTOJIB30BATENSAM OTIIPABIIATH U
noJtydats coobuieHus yepe3 Murepuer. OCHOBHBIMU KOMITOHEHTAMH SIBJISIFOTCSI IOYTOBBIE
KJIMEHTBI, TIOYTOBBIE CEPBEPHI U IPOTOKOJIBL, Takue kak SMTP, POP3 u IMAP. Korna
10JIb30BATENb OTIPABIISET JIEKTPOHHOE MUCbMO, IIOYTOBBIN KIMEHT nepenaét coodIieHre
Ha MCXOJAIuUi cepBep ¢ nomorbio nporokona SMTP. Cepsep nocrasisier coobiieHne Ha
cepBep MojyyaTelis, IJIe OHO XPaHUTCS 10 Te€X MOp, OKa MoJy4yaTeslb He 3alIPOCUT €ro
gyepe3 cBoi nouyToBbii KiueHT. [IpoTokonsl POP3 u IMAP ucnone3yrorcs A nogydyeHus
coobmenuii: POP3 3arpykaer mucbMa Ha YCTPOHCTBO MOJIH30BATENS M OOBIYHO yIaJsieT
uX ¢ cepBepa, Toraa kak IMAP coxpanser cooOlieHus Ha cepBepe, CHHXPOHU3UPYS UX
MeX1y HECKOJIBKMMHU ycTpoiicTBamu. CrcTeMa 3JIEKTPOHHOM MOYTHI TaKKe BKIHOYAET
¢byHKIMK GUIBTpALUK criama, MKU(POBaHUS COOOIIEHUH U yIIpaBlieHNEe KOHTaKTaMU.

I1. Onucanue wikanvl oueHusanus
Oyenxa: 5 («OTIIMYHOY)
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Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 0
Onucanue xapaxmepucmuxu 6blnoaineHus 3Hanus: PaboTa BeIMoHEHA B paMKax "MPOABUHYTOT0"
ypoBHs. OTBETHI TaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIC OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Oyenka: 4 («xX0OpOIIOY)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu 8blnoiHeHus 3nanus: PadboTa BeImojgHeHa B paMKax "0a30Boro"
ypoBHs. BOJBIIMHCTBO OTBETOB J1aHbl BepHO. B uacTu marepuana ecTb HE3HAYUTEIbHBIC
HEJ0CTaTKU

Oyenka: 3 («yIOBJIETBOPUTEILHOY)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax: 50
Onucanue xapaxmepucmuxu vinoineHus snanus: Pabora BeIOIHEHA B paMKax "moporoBoro”
ypoBHs. OCHOBHAs 4acThb 3a/laHUs BBIMOJIHEHA BEPHO.

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapakmepucmuku 6blnoneHus 3uanus: PaboTa He BHIIIOJIHEHA WM BBIIIOJHEHA
PEUMYIIECTBEHHO HETPaBHILHO

1I1. IIpasuna évicmaenenusn umo2o60i OYeHKU no Kypcy

OueHka OmNpenemnsieTcss MO COBOKYIMHOCTH PE3YJbTAaTOB TEKYIIETO KOHTPOJS YCIEBAEMOCTH B
cootBeTcTBUH ¢ [lonoxenunem o OambHO-peUTHHTOBOM cucTeme s cryaeHToB HUY «MOW».
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