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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-4 CniocoGeH moHUMaTh MIPUHITUITEI pa0OTHl COBPEMEHHBIX HH()OPMAITMOHHBIX TEXHOJIOTHUI
Y UCTIOJIh30BaTh UX IS PEHICHHS 3a1a49 TPOo(heCCHOHATLHOM NesTeIbHOCTH
NJ1-3 TIpuMeHsieT sI3bIKU IPOrpaMMUPOBaHUs1, COBPEMEHHBIE IPOIPAMMHBIE CPEJIbI
pa3pabOTKU TEXHOJOTUHN JUIsl peLICHUs MPUKIIAIHBIX 33/1a4 PAa3IMYHbBIX KIACCOB U IS
aBTOMAaTU3aIK OU3HEC-TIPOIIECCOB

1 BKIIFOYACT:
JJIA TEKYIIEro KOHTPOJIA YCIIEBA€eMOCTHU:

Popma peanusaruu: 3aniuTa 3a1aHus
1. 3amuTa naboparopuoi padotsl "MHCTpYyMEHTHI A AIMUHUCTPUPOBAHUS 3AIIUIIEHHBIX
oneparuonHbix cuctem" (KoHTposnsHas padora)
2. 3amuTa nabopaTtopHoii paboTsl "HacTpolika U AuarHoCcTUKa CeTeBOM MOJACHUCTEMBI"
(KontponpHas pabota)
3. 3amuTa naboparopHoit pabotsl "HacTpoiika cepBrica aBTOpU3aIiK, JUATHOCTUKA U
yCTpaHEHUE HEUCTPAaBHOCTEH (PyHKIIMOHUPOBaHMSA onepannoHHo# cuctembl" (KoHTponpHas
pabora)
4. 3amura 1abopaTopHOM paboThl 'Y cTaHOBKA U HACTPOMKA CTAHJAPTHOTO HAOOpa CEpBUCOB"
(KonTponbHas padota)

BPC nucuuminHbl

S cemecTp

IlepeyeHb KOHTPOJBHBIX MEPONPHUATHI TEKYIIEro KOHTPOJS YCHEBAEMOCTH IO

AUCHUILINHE:

KM-1 3ammra nabopatopHoii paboTsl "MHCTpYMEHTHI AMUHUCTPUPOBAHUS 3ALIUILIEHHBIX
onepauoHHbix cucteM" (KoHtponbHas paborta)

KM-2 3ammra naboparopHoii paboTsl "HacTpoiika u AMarHocTuka ceTeBoi MoACUCTEMbI"
(KontponpHnas pabota)

KM-3 3ammra nabopatopHoii paboTsl "YcTaHOBKA U HACTPOIiKa CTaHAAPTHOTO Habopa cepBUCOB"
(KontponpHnas pabota)

KM-4  3ammra naboparopHoii pabotsl "HacTpoiika cepBrca aBTOpU3aIiK, JMarHOCTUKA U YCTPaHEHHE
HEUCHPaBHOCTEN PyHKIIMOHUPOBaHUS onepaonHoil cucremsl" (KontponpHas paborta)

Buja npoMexyTouHOI aTTecTAlMU — 3a4€T C OLICHKOM.

Beca KOHTpOIBHBIX MeponpusITHii, %o
Pazgen nucnuminHbl HNunekc KM- | KM- | KM- | KM-
KM: 1 2 3 4




| Cpox KM: 3 6 9 12
OCHOBBI KOMIIBIOTEPHON 0€301acHOCTH U 0a30BbIE HHCTPYMEHTHI
aJIMUHUCTPUPOBAHUS ONIEPALMOHHON CUCTEMBI
ApPXUTEKTYpa ¥ KOMIIOHEHTHI OIIEPALMOHHBIX CUCTEM Ha 0aze sipa +
Linux
OCHOBBI KOMIIBIOTEPHOH 0€30IaCHOCTH +
[TpuHIMIBI CETEBOTO B3aUMOJICHCTBUS U CTPYKTYpa CETEBOH
IIOICHCTEMBI 3AILUILEHHON ONEPALIMOHHON CUCTEMBI
Ocnosnble ipoTokoibl cteka TCP/IP. +
MexceTeBol SKpaH +
YcraHoBKa M HACTPOHKa CTaHJapTHOrO Habopa cepBHCOB
AJMHUHHCTpUpPOBaHHE BeO-CAalTOB U 3JI€KTPOHHOM MOYTHI. +
AJMUHHCTpUpPOBaHHE 0a30BbIX CETEBBIX CEPBUCOB OPraHU3ALUU +
JlmarHocTuka
Wnentudukanus, ayrTeHTH()HUKAIIS 1 aBTOPHU3AIIHS +
110JIb30BaTEIEH
JInarsocTrka HEMCIIPaBHOCTEH B 3aIUIIEHHOMN ONepalMOHHOU +
CHUCTEMBI

Bec KM: | 25 25 25 25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3ysbTaTel  00y4eHMsI IO
JUCLUIUIMHE

OIIK-4 NJI-3omnk-4 [Tpumensier | 3HaTh: KM-1 3ammura naboparopHoii paboTsl "MHCTpYMEHTHI aIMUHUCTPUPOBAHHUS
A3BIKA TPOTPAMMUPOBAHUS, | IPUHIMIBI UACHTU(DUKALIUY, | 3aLIUIIEHHbIX onepaunoHHbIX cucteM" (KonTposbHas paboTa)
COBPEMEHHBIE ayTeHTU(UKALUU U KM-2 3ammra naboparopHoii pabotsl "HacTpoiika u JHarHOCTHKa CETeBOU
porpaMMHbIe cpelbl | aBTOpU3aluu nojib3osarenelt | nmojacucreMsl” (KontpoabsHas pabora)
pa3pabOTKU TEXHOJIOTHM ISl | MPOTOKOJIbI Oa30BBIX KM-3 3ammra naboparopHoii paboTsl 'Y CTaHOBKA M HACTPOMKA
peLeHus IPUKIIA/IHBIX | CETEBBIX CEPBUCOB cranjapTHoro Habopa cepsucoB" (KoHTponbHas pabora)

3aj1a4y pa3IMYHbIX KJIACCOB U
JUIS. aBTOMATH3alluu OM3HEC-
HPOLIECCOB

OpraHu3aluu
COCTaB U CTPYKTYPY
S3alUIICHHBIX
ONEPALMOHHBIX CUCTEM
YMerts:

HCKAaTh U YCTPAHATh
HEHCIPaBHOCTH B

(G YHKITMOHUPOBAHUH
ONEPaMOHHON CHCTEMBI

KM-4 3ammra naboparopHoii padboTsl "HacTpoiika cepBrca aBTOpH3aIiHy,
JIMAarHOCTHKA U YCTPaHEHHE HEUCTIPABHOCTEH (DYHKIIMOHHUPOBAHUS
onepaioHHoil cucreMsl" (KontponpHas pabota)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 3amura nadopatopHoii padorsl "MHCTPYyMeHTHI aIMUHUCTPUPOBAHUS
3alIMIIEHHBIX ONlePAIlMOHHBIX cucTeM"

®opmbl peau3anum: 3anuTa 3aJaHUs

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIbHOrO0 Meponpustus: IIpeaBapurenbHas NDOATOTOBKA K
BBINOJIHEHUIO J1a00paTopHOil paboThl. Beimonnenue nabopaTopHoil pabOThl B COOTBETCTBUHU C
3aganueM. IloaroroBka Kk 3aliuTe 10 MIPONJCHHBIM MaTepUaJIaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BONIPOCOB TECTa, UCIIOJIB3YS NPOHEHHbIN MaTepuas. OOpaTuTe BHUMaHHUE, YTO
B HCKOTOPLBIX BOITPOCAaX MOXKCET OBITh HECKOJIBKO IMPpaBUJIbHBIX BApWMAaHTOB OTBETA, a4 TAKIKEC
MOTYT BCTPETUTBHCS BOIIPOCHI, Il HY>KHO BBECTH IPABUJIbHBINA OTBET CaMOCTOATENbHO. s
YCIICHIHOT'O BBIITOJHCHUA 3aJaHrd BHUMATCIIBHO O3HAKOMBTCCH C KaKJIbIM BOIIPOCOM U
BbIOEpUTE BCE IPABUIIbHbBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJYYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3amiaHUpOBaHHBIE  pE3yiIbTaThl  00y4YeHHsI 10 | Bompocsl/3amanus 1 IPOBEPKU
JIMCIUTUTAHE

3HaTh: IIPUHIAIIB UJCHTUPUKALIH, 1.Bonpoc: YUto Takoe NHBEHTapHBII
ayTeHTU(UKAIIMY U aBTOPU3ALIMHU TIOJIb30BaTeNeH ¢aiin (inventory) B Ansible?

Criucok mosnp30Barteseid, KOTopble MOTYT
ynpaBiATh Ansible

Criucok 3a1a4 st BBITOTHEHHS
Crucok ynpasJisieMbIX XOCTOB

Crnucok MoyinieH, HCTIONb3yEMbIX B
Ansible

Criucok nepeMeHHbIX, UCII0JIb3YeMbIX B
playbook

®aiin koHpurypauuu Ansible

Jlor BBIMOJHEHUS 3a/1a4

[ITa6si0H KOHUTyparuu
IIpaBniabHbIi oTBeT: CrMCOK
YTIPaBIIIEMBIX XOCTOB

Onucanue MKAJbI OIICHUBAHUA:

Oyenka: 5 («OTIUIHO)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku evtnoanenus 3uanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNE
BBHITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («XOpoIIO»)
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evlnoanenus 3Hanus: OEeHKa "X0opoIo" BEICTaBISETCS €CITN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4




Oyenka: 3 («yIOBIETBOPUTEILHOY)

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. S0
Onucanue xapakmepucmuxu evinonnenus 3uanus: OneHka "yI0BIeTBOPUTENIHLHO" BHICTABISACTCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHue BBITIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBHIITOJIHEHO

KM-2. 3amura sadoparopHoii padors! "HacTpoiika n INarHocTuka cereBoi

MOJACHCTEMBI"

®opmbl peaau3anum: 3anIuTa 3aJaHUs

Tun kouTposabHoro Mmeponpusitusi: KonrpospHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpoueaypa npoBeaeHHs] KOHTPOJIbHOro Mepomnpusitusi: IlpenBaputenpHas NOJArOTOBKA K
BBINIOJHEHUIO J1abopaTtopHoil pa®oThl. BuinmosmHeHue nabopaTopHOl pabOTHl B COOTBETCTBHM C
3agaHueM. IloaroToBka K 3amure No NpOiIEHHBIM MaTepuaiaM.

Kpatkoe cogepxanue 3a1aHus:
OtBetbTe Ha 40 BOPOCOB TeCTa, UCIIONb3YS MPONIeHHBINH MaTepuan. OOpaTuTe BHUMaHHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET OBITh HECKOJIBKO MPABHIIBHBIX BAPUAHTOB OTBETA, & TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, T/Ie HY>KHO BBECTH NMPABUIIbHBINA OTBET CAaMOCTOSITENbHO. s
YCHEIIHOTO BBIMOJIHEHUS 3a/IaHHUs] BHUMATEIbHO 03HAKOMBTECH C KaXK/IBIM BOITPOCOM U
BbIOEpPUTE BCE MPABUIbHBIE OTBETHI, OCHOBBIBASICH HA 3HAHUSX, MOTyYEHHBIX Ha JIEKIUAX U B
y4eOHBIX MaTepuaax.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3angaHupOBaHHbIE

PE3yIbTAaThI O6y‘leHI/IH o

JUCHUITIINHE

Bonpocel/3aganus 1uist mpoBepKU

3HaTh: IMPOTOKOJIBI
CCTCBbIX
OopraHu3alnunu

0a30BBIX
CEpPBHCOB

1.Bonpoc: KakoBa npaBuibHas mocie10BaTeIbHOCTb
coctostauit TCP coeqmnenus cepsepa?

1. SYN_SENT - SYN_RECEIVED - ESTABLISHED - FIN_WAIT_1 >
FIN_WAIT_2 > TIME_WAIT

2. LISTEN - SYN_RECEIVED - ESTABLISHED - FIN_WAIT_1 -
FIN_WAIT_2 - CLOSE_WAIT - LAST_ACK - CLOSED

3. SYN_RECEIVED - ESTABLISHED - CLOSE_WAIT - FIN_WAIT_1 >
FIN_WAIT_2 > TIME_WAIT

4. SYN_SENT - SYN_RECEIVED - ESTABLISHED - CLOSE_WAIT -
FIN_WAIT_1 -> LAST_ACK - CLOSED

5. LISTEN - SYN_SENT - SYN_RECEIVED - ESTABLISHED -
FIN_WAIT_1 - FIN_WAIT_2 - CLOSED

6. ESTABLISHED - SYN_SENT - SYN_RECEIVED - FIN_WAIT_1 >
FIN_WAIT_2 - TIME_WAIT - CLOSED

7. SYN_RECEIVED - ESTABLISHED - FIN_WAIT_1 - FIN_WAIT_2 -
LAST_ACK - CLOSED

8. LISTEN - SYN_RECEIVED -> ESTABLISHED - CLOSE_WAIT -
LAST_ACK - CLOSED

IIpaBuabhelii orBet: LISTEN — SYN RECEIVED —
ESTABLISHED — FIN WAIT 1 — FIN WAIT 2 —




3anjgaHUupOBAHHBIE Bomnpocsl/3aganust 11t mpoBepKU
pe3ynbTaThl  OOydYeHUs  TO
JUCITUILINHE

CLOSE_WAIT — LAST ACK — CLOSED
2.Bonpoc: Kakoif cHCTeMHBIN BBI30B UCIIOIB3YETCS IS
co3nganust UDP cokera B Linux?

open()

bind()

connect()

socket()

listen()

accept()

sendto()

recvirom()

IpaBuabubiii oTBet: socket()

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe sevinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnoanenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CJIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME WIIM BBITTOJIHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («xX0OpoIIO»)
Huoicnuii nopoe evinonnenus 3adanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evinonenus 3Hanus: OLeHKa "Xopouo" BEICTABISAETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAINIPABIICHHUE ISl PEIICHUS 3a/1a4

Oyenxa: 3 («yAOBIETBOPUTEIHHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHle MPEUMYIIECTBEHHO BHIIIOJIHEHO

Oyenka: 2 («HeyJOBIETBOPUTEIHHOY)
Onucanue xapakmepucmuku binonnenus snanus: OneHKa "Hey10BIeTBOPUTEIHHO" BHICTABIACTCS
€CJIM 33/1aHUE BBITIOJIHEHO HEBEPHO MJIM NMPEUMYILECTBEHHO HE BBIIIOJIHEHO

KM-3. 3amura 1abopaTtopHoii padoTsl "YcTaHOBKAa U HACTPOHKA CTAHIAPTHOIO
Habopa cepBucoB"

®opmbl peanu3anuu: 3alinTa 3a1aHUsL

Tun kouTpoabHoro Mmeponpusitusi: KonrponsHas padora

Bec konTposbHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIbHOro Meponpusitusi: IlpeaBapurenbHas NOATOTOBKA K
BBIMOJHEHHUIO JabopaTtopHoil pa®oThl. BrimonmHenue mabopaTopHOil pabOTHI B COOTBETCTBHH C
3anaHueM. [loaroroBka K 3ammre 1o MPOWIEHHBIM MaTepUaIaM.

Kpartkoe cogep:xkanue 3aiaHusA:
OtBetbTe Ha 40 BONIPOCOB TECTa, UCIIOJIB3Ys MPONUICHHbIN MaTepuan. OOpaTuTe BHUMaHHE, YTO
B HCKOTOPBIX BOITPOCax MOXKET OBITh HECKOIBKO IMPAaBUJIBHBIX BApWMAaHTOB OTBETA, a4 TAKKE
MOTYT BCTPETUTHCSI BOIIPOCHI, I'/I€ HY’KHO BBECTH NPABUIIbHBINA OTBET CAMOCTOSTENBHO. [
YCIICHIHOT'O BBIITOJHCHUA 3aJaHH BHUMATCIIBHO O3HAKOMBTECH C KaXXJbIM BOIIPOCOM U
BbIOEpUTE BCE PABUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJTYYEHHBIX Ha JIGKLIUAX U B
yueOHBIX MaTepuanax.




KoHTpoJibHbIE BONIPOCHI/3aJaHHA:

3arutaHupOBaHHbBIE pe3ynbTatel | Bompockl/3aianus A IpOBEPKU

00y4eHHs N0 TUCIUILINHE

3HaTh: COCTaB 51 CTPYKTYPY 1.Bonpoc: Kakue U3 cienyronmx yrBepxKaeHI
3alIUIIECHHBIX ONEPALMOHHBIX CUCTEM OTNHUCHIBAIOT MPUHIUIIBI paboTsl DHCP?

1. DHCP-cepBep Haznagaer [P-aapeca ycTpoiicTBam B
CETH aBTOMATHYECKH.

2. Knuent ormpasisier 3anpoc Ha [P-agpec ¢
nomonisio coodmennss DHCPREQUEST.

3. DHCP-cepgep ucnonssyer npotokon ICMP s
MpoBepKH AocTynHocTH [P-aapecos.

4. DHCP-knueHT HaurHaeT mporiece apeH sl [P-
anpeca ¢ ornpaku coobmenus DHCPDISCOVER.
5. DHCP-xiieHT 1 cepBep B3aUMOJICHCTBYIOT 110
nporokoay TCP.

6. DHCP-cepBep MoxeT Ha3HauaTh YCTPOHCTBA
crarnueckue [P-anpeca na ocnoBe ux MAC-aapecos.
7. KIIMeHT TOJKEH BpYYHYIO ITOATBEPKIATh
HazHauyeHue [P-aapeca nmepes ero UCMOIb30BaHUEM.
8. DHCP-cepBep xpanut napopmaiuio 00 apeHaax
IP-anpecoB B criennaibHON 0a3e JaHHBIX.
IIpaBuabHblii oTBeT: 1,2, 4,6, 8

Onucanne MKAJbI OIlCHUBAHUS:

Oyenxa: 5 («OTIINYHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISIETCS €CJIM 3aJaHIe
BBITIOJTHEHO B MOJIHOM 00'beMe WIJIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoILI0»)
Huosienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIo" BEICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS peIIeHUs 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEIHHOY)
Huosicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinoaneHus 3nanus: OneHka "yIoBIeTBOPUTEILHO" BBICTaBIACTCS
€CIIU 3a/1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO

Oyenka: 2 («HEYJTOBIETBOPUTEITHEHOY)
Onucanue xapaxmepucmuku 6vinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBIOJIHEHO

KM-4. 3ammra 1adoparopHoii padorsl '""HacTpoiika cepBuca apTopu3anmu,
AUATHOCTHKA M YCTPAHEHHE HEHCNPABHOCTeH PyHKIMOHUPOBAHNS ONEPALMOHHON cucTeMbl'

®opMmbl peau3anum: 3aIuTa 3aJaHUsA

Tun koHTpoabHOro MeponpustTus: KourponsHas pabota

Bec koHTpObHOrO Meponpusitusi B BPC: 25

IIpouenypa mnpoBegeHHsi KOHTPOJIbHOro Meponpusitusi: IlpeaBapurenbHas MOATOTOBKA K
BBITOJIHEHUIO J1a0opaTopHOil paboThl. Beimonnenue nabopaTopHOil pabOThl B COOTBETCTBUHU C
3aganueM. [loaroroBka K 3amure Mo MPONHEHHBIM MaTepUallaM.

KpaTkoe cogep:xkanue 3a1aHus:




OtBetbTe Ha 40 BONIPOCOB TECTa, UCIIOJIB3Ys MPOUICHHBIN MaTepuan. OOpaTuTe BHUMaHHE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO ITPABUIIBHBIX BAPMAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY’KHO BBECTH IIPaBUIIbHBINA OTBET CaMOCTOSITENbHO. [1s
YCIIEIIHOTO BBIIIOJIHEHNUS 3a]aHNsl BHUMATEIbHO 03HAKOMBTECH C KaXKAbIM BOIIPOCOM U
BbIOEpPUTE BCE MTPaBUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, IIOJyUYEHHBIX Ha JIEKLIUAX U B

yueOHBIX MaTepuaax.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3aryaHupOBaHHbIE pe3yabTathl | Bompocsl/3aganus 1uis NpoBepKU

00y4YeHHMsI 10 JUCLUILIMHE

YMers: UCKaTb ¥ YCTPaHATH 1.Bonpoc: KakoBa ocHOBHas 11€J1b yTUIUTHI
HEUCIIPABHOCTH B traceroute?

(YHKIMOHUPOBAHUHM  ONEPATMOHHON
CUCTEMBI

1. OnpegeneHune mapLipyTa, N0 KOTOPOMY AAHHbIE NPOXOAAT
OT UCTOYHMKA A0 HAa3HAYEHMUA.

2. OnpepgeneHne BpeMEHU 33a4EPKKMU MeXAy ABYMA

CeTeBbIMU y31aMMU.

OnpepeneHne CKOPOCTM Nepesayvn AaHHbLIX B CETH.

N3mepeHne NponycKHOM CNocobHOCTM CeTu.

MpoBepKa [OCTYNHOCTM YAa/IeHHOTO y3Aa.

O6Hapy»KeHWe BCexX OTKPbITbIX MOPTOB Ha yAa/leHHOM

cepsepe.

LLndposBaHMe AaHHbIX NpKU Nepegaye no ceTu.

YnpaBneHne mapLlpyTnM3aTtopamu B CETU.

o kW

IIpaBuabHblii oTBeT: OnpesencHue MapuipyTa, mo
KOTOPOMY JaHHBIE MIPOXOAST OT HCTOYHUKA IO
Ha3HAYCHUS

2.Bomnpoc: Kakue maru Heo0X0 MO BBITIOTHUT JIJIS
HACTPOMKHU MPaB IOCTYyTA MOIb30BaTeNeH C
ucnosb3oBanueM sudo B Linux? Beibepure
MIPaBWJIbHBIE IIATH:

1. YcranoBka naketa sudo, €ciii OH HE YCTaHOBJIEH.
2. lo6aBneHue nojab3oBarens B rpyny wheel.

3. PenaktupoBanue ¢aiina /etc/sudoers mist ykazanust
MpaB JIOCTYyTaA.

4. ITpoBepka AOCTYIMHBIX KOMaH/I JJIs TIOJH30BATEIS C
MOMOIIbI0 KoMaHIbI sudo -I.

5. Hacrpoiika ¢aiina /etc/passwd niist Ha3HaAUSHUS
MOJIb30BaTeNs aIMUHUCTPATOPOM.

6. Ucnone3oBanme xoMauasl visudo aist
penakTupoBaHus ¢aiina /etc/sudoers.

7. Ilepesamyck ciry)0bI sudo ¢ TOMOIIBIO KOMaH/IbI
systemctl restart sudo.

8. JlobaBeHne KOMaH/Ibl B CKPHUIIT TSI
ABTOMATUYECKOW akTHBAIMK sudo mpu BXOJe B
CHCTEMY.

BriOepuTe npaBUiIbHBIC TIIATH:

1,3,4,7
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3annaHupOBaHHbIE pe3ynbTaThl | Bonpocsl/3aganus s npoBepKu
00y4YeHUs 10 TUCITUTINHE

2 1 1
1,
3

g1~ w
o O b
(el NN e)]

IlpaBuibHblii oTBeT: 1, 3,6, 4

Onucanne MKAJbI OIleHUBaAHUS:

Oyenka: 5 («OTIAUYHO)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuxu evlnoineHus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WIIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoILO»)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evinoinerus 3Hanus: O1eHKa "Xopoio" BEICTABISAETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEIHLHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu gvinonnenus 3uanus: O1eHKa "yI0BIeTBOPUTEILHO" BHICTABIISETCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapaxmepucmuxu 6blnoanenus 3nanus: OLeHKa "HeyJOBIETBOPUTEIBHO" BHICTABIISACTCA
€CJIN 3aJIaHUE BBIIIOJIHEHO HEBEPHO WUJIU MPEUMYILECTBEHHO HE BBIIOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
5 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

IIpoueaypa npoBenenust

B Tecre 20 BOnpoCcOB BCTPEYAIOTCsT BOIIPOCHI CICAYIONIMX THITOB:

1. ¢ OOAHHMM BapHAaHTOM OTBECTa ( B BOIIpOCax «OAWH M3 MHOTHX», CUCTCMa CpPAaBHUBACT OTBET
CJIyIIATENs C MPABUIBLHBIM OTBETOM M aBTOMAaTHYECKU BBICTABJISCT 32 HET'O Ha3HAUCHHBIN OaJL)

2. ¢ BBIOOPOM HECKOJBKHX BapHaHTOB OTBETOB ( B BONpPOCaX «MHOTHE M3 MHOTHX» CHCTEMa
OILICHUBACT KaXJblii OTBET OT/AEJIBHO; €CTh BO3MOXKHOCTh Pa3peIlUTh CIYIIATENIO0 TOJYYHTh 3a
Borpoc 0,75 6aina, eciiv OH BbIOEpeT 3 MpaBHIIbHBIX OTBETA U3 4)

3. Ha COOTBETCTBHE CIIyIIATEh JODKEH IMPUBECTH B COOTBETCTBHUE JICBYIO U MPABYIO YacTh OTBETA
(B BOIIpOCax «COOTBCTCTBUC» CHUCTECMaA OLICHUBACT Ka)KIILIﬁ OTBCT OTACJIIbHO, MOYXHO pa3pClInTb
CIIYIIATEITO TOJIY4YHTh 3a Borpoc 0,75 Gaiia, eciiv OH BhIOEpET 3 MpaBUIIbHBIX OTBETA U3 4)

4. pa3BepHYTHII OTBET, BBOJUTCS B BPYYHYIO B CHEIHAIbHO OTBEIEHHOE MoJie (py4Has OLEHKa
MpenoaaBaTeseM)

L. Ilepeuenv Komnemenyuit/uHOUKAMOPO8 u KOHMPObHBIX 60NPOCOB NPOGEPKU PE3YTbMANO8
0CGOCHUA OUCUUNIUHDL

1. Komnerenuusi/Muaukarop: NJ1-3omk-4 [IppuMenseT s3p1Kku MpOrpaMMHUPOBaHUS, COBPEMEHHEIE
IPOTrpaMMHBIE Cpebl pa3pabOTKH TEXHOJIOTUH JUI pelIeHNs MPUKIIAJAHbIX 3a/1a4 pa3InyHbIX
KJIaCCOB M JJIs1 aBTOMAaTHU3alluu OU3HEC-TIPOLIECCOB

Bomnpocel, 3axanus
1.KakoBa cTpyKTypa 1 OCHOBHbIE KOMIIOHEHTBI apXUTEKTYphl ONIEPALIMOHHON CHUCTEMBI Ha Oa3e
aapa Linux?
2.Kak simpo Linux B3anMOJEHCTBYET C MOIB30BATEIbCKUMU ITporpaMMaMu U 000pyoBaHueM?
3.YTo Takoe cCUCTEMHBIE BBI30BBI M KaK OHU 00€CIIeUNBaIOT B3aUMO/ICHCTBHE IPUIIOKEHUH C
aapoMm Linux?
4.Kak opranuszoBana Qaiinosas cucrema B Linux? Kakue ocHOBHbBIE KaTaloru CyIecTBYIOT U
KAaKOBO MX Ha3HadyeHHe?
5.Kak ocymecTBiisieTcst ynpaJeHue M0Ib30BaTeNIIMU U rpynnamu B Linux? Kakue komansl 1
(aiibl HCTIONB3YIOTCS JIJISl 3TOTO?
6.Kak HactpanBaroTcs npaBa JI0CTyNa JUis oJIb30BaTeNnel ¥ rpymn B ¢ailioBoii cucreme
Linux?
7.Kakue MeToibl ynpaBieHus MpoleccaMy CyIIecTBYIOT B Linux, 1 Kak OHU peau30BaHbI?
8.Kak M0O>XHO KOHTPOJIMPOBATh U YIPABIATH IIPOLECCAMU C IOMOIIBIO KOMaH/ U CHCTEMHBIX
BBI30BOB B LiNuUX?

12



9.Kak cucrema Linux o6pabaTsiBaeT MPUOPUTETHI IPOIIECCOB U YTO TAKOE MIIAHUPOBIIUK
3agayq’?

10.KaxoBbI OCHOBHBIE METOBI YCTAHOBKU M OOHOBIIEHUS mporpamm B Linux?

11.Kak aBromaTu3upoBath 3aaauu B Linux ¢ momompto shell-ckpunrtos u ansible?

12 Kakue TeXHOJIOTHH BUPTYaTU3aIMH oAepkuBatoTcs B Linux?

13.Kak HacTpouTh 3a1a4M MO paCIUCAHUIO?

14.KakoBbI OCHOBHBIE €)M KOMITBIOTEPHOM 0€301MacHOCTH U KaK OHH JOCTHTAIOTCS B
OTIEpAIlMOHHBIX CUCTEMaX?

15.Kakue cymecTByrOT BU/Ibl aTaK Ha ONEPAllMOHHBIE CUCTEMBI, U KaK OHU PEaIU3yrOTCs?
16.Kakue cymecTByOT MOJIeH gocTyna K 3amuiieHHon napopmaruu (DAC, MAC, RBAC)?
17.Kak mpoucxoauT HacTpOiKa ceTeBoro nHTepgeiica u ynpasieHue ero cocrosiuiueM B Linux?
18.Kakue cy1ecTByloT MEXaHU3MBbI yIIpaBiieHUA U pacnpenenenus [P-anpecos B cetn?
19.Kax pabotaet nporokon ARP u /7151 4ero oH UCIoONb3yeTcs B CeTAX?

20.Kaxk paboraer nmporokon ICMP u kakue Tumsl coobmieHuii o oopadaTsiBaeT?

21.Kak paboTaroT coKeThl B LinuxX u Kak OHU MCIIOJIB3YIOTCS IS CETEBOT0 B3aUMOJICHCTBUS?
22 Kak pabortaetr SSH u kak oH obecrieunBaeT Oe3onacHoe ynanénHoe ynpasienue? Kakue
METO/BI ayTeHTU(UKAINH IToepkuBatoTcs B SSH 1 kak OHM HAaCTpauBarOTCs?

23.Kako# myTh IPOXOJUT CETEBOM MaKeT B ONEPALMOHHON CUCTEME OT MpUEMa J10 nepeaadn?
Kak ocymecTBisiercst puimbTparyst 1 MapmpyTu3anus makeros B Linux?

24 Kakuie HHCTPYMEHTBI UCIIONB3YIOTCS /1JIsl HACTPOMKHU MEXCeTeBOro 3kpana B Linux?
25.Kakue poinu BeINONHAOT 11poTokosibl ESMTP u IMAP B nipouiecce oTiipaBky U IOTyYEHHS
oYTHI?

26.Kaxk paboraer mporokon DHCP u xak on oOecrieunBaeT aBToMaTuueckoe Ha3HaueHue [P-
agpecoB?

27.Kak paboraet npotokosn DNS 1 kak nporcxXoauT pa3pelieHre JOMEHHbIX UMEH B IP-
anpeca?

28.Kakue KOMITOHEHTHI BKITIOYAIOT B CE0sI CUCTEMBI YIIPABICHHS HICHTHU(PUKAITACH?

29.Kak pabotaet npotokos LDAP u kak oH ucnionb3yeTcs s yIpaBieHUs WACHTUDUKAIIEeH
U J0CTYTIOM?

30.Kak pabotaer npotokoin Kerberos, u kak oH o0ecriednBaeT ayTeHTU()UKALIUIO B CETAX?

MaTepnanbl AJIA MIPOBEPKU OCTATOYHBIX 3HAHUI

1.Kakne ocHOBHbIE KOMIOHEHTBI COCTABIISIOT APXUTEKTYPY ONEPAMOHHON CUCTEMBI Ha 0a3e

anpa Linux? Ilepeunicnute ux GyHKIIMN U Ha3HAYCHHE.
OtBeTsI:

[TepeunciieHbl OCHOBHbIE KOMIIOHEHTHI.
Bepusriit otet: Anpo (Kernel) Sapo siBisieTcs eHTpaibHBIM KOMIOHEHTOM
ornepaioHHoi cucreMsl Linux. OHO ynpaBiisieT OCHOBHBIMH CUCTEMHBIMH PECYPCaMH,
TaKMMH KakK IaMsTh, IPOLIECCOPBL, U YCTPOHCTBA BBOAA-BBIBOAA. S IpO Takke
MIpeloCTaBIIAEeT UHTEP(PENChI 1151 B3aMMOIEUCTBUS C allapaTHbIM 00eCIIEYEHHUEM.
ITpumep: Korna nporpamma 3anpamuBaet (aiiin Ha TUcKe, 11po 00padbaTeiBaeT 3anpoc,
B3aMMOJIEICTBYS ¢ (ailIoBOil cucTeMOil U apaliBepaMu IKUCKa, YTOOBI U3BIICYb
HeoOxonumeie qanubie. O6onouka (Shell) O6onouka — 310 HHTEpPEHC MEKTY
noJib3oBareseM U aapoM. OHa HHTEpPHPETUPYET KOMaHIbl, BBOAUMBIE TIOJIb30BaTEIEM, U
nepeaaeT ux SApy A BeinodHeHus. O00510uKa MOXKET ObITh KOMaHIHOM CTPOKOH
(manpumep, Bash) unu rpapuueckum unrepdeiicom. [pumep: IloaszoBaTens BBOIUT
KoMmaHny ls B o6onouke Bash, u 060ouka nepesaer 3Ty KOMaHay sipy, KOTOpoe
BBITIOJTHSIET COOTBETCTBYIOLIYIO CHCTEMHYIO (PYHKIIMIO /17151 0TOOpakeHUs crucka (aiios.
daitnoBas cucreMa PailsioBas CUCTEMa YIPABISAET XPaHEHUEM U JOCTYIIOM K JaHHBIM Ha
KECTKUX TUCKAX U JPYTUX YCTpoilcTBaxX XxpaHeHus. OHa OpraHu3yeT JaHHbIE B BUJIE
¢bailyioB 1 KaTaJIOroB U MpeAoCcTaBIsAeT UHTepdec st uX yTeHus u 3anucu. [Ipumep:
daitnoBas cuctema ext4 odbecreunBaeT HaJIeKHOE XPAHEHNUE JAHHBIX C TTOIEPIKKOM
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KYPHAIMPOBAHUS, YTO IOMOTAET 3ALIUTUTH JaHHBIC OT MOBPEXKACHUS MPU COOSIX CHCTEMBI.
HpaiiBepbl ycTpoicTB [[paiiBepbl yCTPOMCTB — 3TO CHEIUAIIbHBIE MOYJIH, KOTOPHIE
MO3BOJISIOT SIPY B3aMMOACHUCTBOBATH C allllapaTHBIM 00ECIIEYeHNEM, TAKUM KaK CETEBbIC
KapThl, )KECTKHE AUCKH, IPUHTEPHI U T. 1. OHM abcTparupyroT AeTanu paboThl yCTPOMCTB,
NpeaocTaBiisis yHU(DUIUPOBaHHbIN nnTepdeiic s sapa. [Ipumep: [Apaiiep cereBoit
KapThbl 0OecrieunBaeT nepejady JaHHbIX MEXIy SApoM Linux u ceTeBbIM afanTepoM,
MO3BOJISIS CUCTEME MOJKIII0UaThCs K ceTH. Cucremuble 6nbanoTexun CrucreMHble
OMOINOTEKH IPEJOCTABIIAIOT MHOXKECTBO (DYHKIMI, KOTOPbIE MOTYT UCIOJIb30BaThCA
npunoxenussMu. OHU BKIIOUYAIOT B cedst oubmmoteky C (glibc), kotopas conepxut
¢GbyHKuuu 175 paboTsl ¢ (aitnaMu, CTpOKaMu, IMPOLeCCaMi U MHOTUMHM JPYTrUMH 0a30BbIMU
onepauusmu. [Ipumep: Korna npunoskenue ncnomip3yer GyHKIuUio printf ais BeiBo1a
TEKCTa Ha dKpaH, 3Ta QYHKIUS IPEIOCTABIAETC CHCTEMHON OnOmoTekon glibce.

2.Kakwue CymecTByIOT CUCTEMHBIE BBI30BHI B Linux, 1 KakoBa UX poJib?
OTtBeTsI:

[ano onpezenenue. [IpuBeneHb! npuMepsl.
Bepubliit otBer: Onncanue: CucTeMHbIE BBI30BBI — 3TO MHTEpdEnc Mexay
I10JIb30BATEIBCKUM IIPOCTPAHCTBOM U SIPOM OIEPAIMOHHOM cucTeMbl. OHU MO3BOJISIOT
MPUIIOKEHUSAM 3alpallMBaTh YCIYTH, IPEI0CTABIsIEMbIE AJPOM, TAKUE KaK YyIpaBiIeHHUE
nporeccamu, (hailJIOBBIMU CHCTEMaMH, CETEBBIMH B3aUMOJICHCTBHSIMHU U aIlapaTHBIMU
pecypcamu. [Ipumep: CucteMHbIi BBI30B open() UCIONb3yeTcs Ui OTKPBITUS (ailna.
Korna npuiosxenue BeI3biBaeT open(), Sapo OTKPBIBACT yKa3aHHBIN (aii 1 BO3Bpalaet
(bailioBBIi 1ECKPUIITOP, KOTOPBIN MPUIIOKEHUE 3aT€M MOXKET MCII0JIb30BaTh JUIs YTEHUS
WM 3anucH JaHHBIX. OCHOBHBIE KATETOPUHU CUCTEMHBIX BBI30BOB

3.Kak paboratot Mozenu focryna K 3amuiménnoi unopmarnyu B OC?
OTBeThI:

[Tepeuncienbl MOieIH KOHTPOJIS 10CTYTIa
Bepusriii otBet: CymecTByIOT MOJENN KOHTPOJISI JOCTYIA, Takue Kak Discretionary Access
Control (DAC), Mandatory Access Control (MAC) u Role-Based Access Control (RBAC).
OHHU OIpenensIoT, KTO U KaK MOXKET MOJIYYUTh JJOCTYI K pecypcaM CHCTEMbI Ha OCHOBE
MIPEIONPEAEIEHHBIX TPABWII U TIOJIUTHK.

4 Kak pabotaet npotokos ARP, u Kakyro posib OH UTPAET B CETEBBIX B3aUMOJICUCTBUSX?
OtBeTsI:

Jano mpaBmIbHOE OMpeieTIeHuEe TPOTOKOJIa U €T0 OCHOBHOW (DYHKIIHH.
Bepusriit otBet: ARP (Address Resolution Protocol) ucnone3yercst st npeodpazoBaHus
IP-anpecoB B MAC-aapeca. Korjga ycTpoiCTBO XOU€T OTIIPABUTH JIAHHBIE B JIOKAJIbHOM
ceTH, oHo 3anpamunsaeT MAC-aapec no uzsectHomy [P-anpecy ¢ nomompro ARP-
3ampoca.

5.Kak paboraer SSH u xak oH obecneunBaeT 6€30MacHOE MOAKIIOYEHNE K YIaTEHHBIM

cucremam?
OtBeTsI:

JlaHO KOppeKTHOE OIpeieIeHHE.
Bepnwsiii otBet: SSH (Secure Shell) o6ecnieunBaet mudpoBaHue TaHHBIX MPU yIATEHHOM
yrpaBieHUH cucteMamu. [lokimoueHre npoucxoquT yepes3 ayTeHTUPUKaIuio (aposib
WIH KJIF0Y) C UCIIOJIb30BaHNEM MU(pPOBaHUS JaHHBIX ceccuu. s HacTpoiiku
ucrnonb3yrores (aiin /etc/ssh/sshd_config.

6.2Tanbl 00pabOTKU CETEBOro MakeTa B ONepalMoHHOM cucteme Linux
OtBerTsI:

[Tepeuncnenst sTanb 06padboTku cereBoro nakera B OC
Bepwnrriii oteT: 1. [Tomyduenue cereBoro nakera Ha uatepdeiice Kornma maker mocrymaer
Ha ceTeBoil uHTEpdeiic (Hanpumep, Ethernet), ceTeBoit anantep npuHUMaeT €ro U
nepenaéT B cereBoi crek sapa Linux. [lpumep: [lpu nonyuenun ICMP-3ampoca (ping) Ha
cereBoil nnTepdeiic eth0, npaiiBep ceTeBoi KapThl epeaaét naker B sapo. 2. O6padboTka
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Ha ypOBHE CETEBOro apaiBepa JlpaliBep c€TeBOro aganTepa KONUpyeT MakeT U3
anmnapatHoro 0ygepa B OllepaTUBHYIO IaMATh. 3aTEM MAKET IEPEAAeTCs B CETEBOM CTEK
snpa Juist nanpHeimei oopadorku. [Ipumep: [Naker ICMP (ping) nepenaércest npaitBepom
ceteBoit kapThl B cTrek TCP/IP s nanpHeimen mapupyruzanuu. 3. OuiabTpamnus u
obpaboTtka makera B Netfilter Netfilter — 3To moacucrema Linux, oTBeTcTBeHHAs 32
¢dunpTparuio naketos. [Taker nmpoxoaut yepe3 nenouku PREROUTING, INPUT,
FORWARD, OUTPUT, u POSTROUTING B 3aBUCUMOCTH OT Ha3HAaY€HUS U
npoucxoxaeHus. [Ipumep: Ecinu HacTpoeHo mpaBuiio B iptables, koTopoe O10kupyeT
ICMP-3ampocsl, maker OyzaeT oTuIbTpOBaH U OTKJIOHEH Ha dTare INPUT. 4.
Mapmpyrtuzanus nakera Eciu naker He oT(UIbTPOBaH, A1p0 MPoBepsieT TabIuIly
MapUIpyTU3aLUH, YTOOBI ONPEIEIUTh, HYKHO JIM IepeAaTh MaKeT JOKaIbHOMY IPOILecCy
WJIM MapIIpyTU3UPOBATh €ro Ha Apyrou y3en B cetu. [Ipumep: Ecnu [P-anpec Haznauenus
COOTBETCTBYET JIOKAJIbHOMY aJJpecy, MaKeT HampaBisieTcsi Ha 00paboTKY JTOKAIbHOMY
IIpolieccy; NHaUYe — MepeagpecoBbIBACTCS YEPE3 COOTBETCTBYIOLIMM nHTEpdeiic. 5.
IIpoToK0JIbI YpOBHS TPAaHCIIOPTHOTO YpOBHA Eciy naker npenHasHayeH IS JIOKaIbHOIO
XOCTa, AP0 00padaThIBACT €ro Ha ypOBHE TPAHCIOPTHOIO MpoTokona (Harnpumep, TCP,
UDP, ICMP). Crauana npoBepsieTcs HOpT Ha3HAYEHUs, YTOOBI IEpeaTh MAKET
cooTBeTCTBYIOIIEeMY npunoxenuto. [Ipumep: Ecnu sto TCP-naker, on Oyner
aCCOLIMMPOBAH C COOTBETCTBYIOLIMM COKETOM MIpUJIOKEHUs uepes3 nopT. 6. [lepenaua
nakera npuiokeHuto Ilaker nepenaercs B COOTBETCTBYIOUINM COKET WM IIPUIIOKEHUE,
Hanpumep, B ciaydae web-cepsepa naker HTTP nepenaercst Be6-cepBepy, TakoMy Kak
Apache nnu Nginx. [Tpumep: Ecnu sto naker TCP, npennaznaueHHbli aiist BeO-cepBepa
Ha iopty 80, oH Oyzaer nepenan BeO-cepBepy Apache mns o6paborku HTTP-3ampoca. 7.
OtBer Ha 3anpoc wiu nocieayromas nepefada Eciau naker TpeOyer oTBeTa (Hanpumep,
14 3anpoca ICMP), cooTBeTcTBYIOLIEE IPUITOKEHUE UITH SIIPO TEHEPUPYIOT OTBETHBIIN
IIaKeT, KOTOPbIH 3aTeM IPOXOJUT aHAJIOTUYHbIE 3Talnbl 00pabOTKH, HO B 00paTHOM
nopsizke: otnpasisiercs uepes crek TCP/IP, punsTpyercs B Netfilter u nepenaéres
obpatHo uepe3 cereBoii uHTepdeiic. [Ipumep: B ciiyuae ICMP-3anpoca npusnoxenue win
a1po renepupytoT ICMP-oTBeT, KOTOPBIN OTIIpaBiIsieTcss 00OpaTHO OTIPABUTEINIO YEpe3
unTepodeiic eth0.

7. I1puHnuns! GyHKIIMOHUPOBAHUS CUCTEMBI JIEKTPOHHOMN TTOYTHI
OtBeTsI:

[TepeunciieHbl OCHOBHBIE IPUHIIUIIBL.
Bepnbplii otBeT: Cuctema 31€KTpOHHON MOYTHI TO3BOJISIET MTOJIB30BATENSAM OTIIPABIIATH U
noJtydath coobuienus yepe3 Murepuer. OCHOBHBIMU KOMITOHEHTAMH SIBJISIFOTCSI IOYTOBBIE
KJIMEHTBI, TIOYTOBBIE CEPBEPHI U NPOTOKOJIBL, Takue kak SMTP, POP3 u IMAP. Koraa
I10JIb30BATENb OTIPABIISAET JIEKTPOHHOE MUCbMO, IIOYTOBBIN KIMEHT NepelaéT cooOIeHne
Ha MCXOAIui cepBep ¢ nomolbio npotokoina SMTP. Cepsep nocraisier coobiieHre Ha
CepBep MoIydaTens, Ie OHO XPAHUTCS 10 TEX IOP, IOKA I0JIy4aTelb HE 3alIPOCHUT €ro
yepes cBoi nouyToBbId KiIMeHT. [IpoTtokonsl POP3 u IMAP ucnone3yrores 1uist IOIy4eHHs
coobmenuii: POP3 3arpykaer mucbMa Ha YCTPOHCTBO MOJIH30BATENS M OOBIYHO yIajsieT
uX ¢ cepBepa, Toraa kak IMAP coxpanseTr cooOlieHus Ha cepBepe, CHHXPOHU3UPYS UX
MeX/1y HECKOJIBKMMHU ycTpoiicTBamu. CrcTeMa 3JIEKTPOHHOM MOYTHI TaKkKe BKIHOYAET
¢byHKIMK GUIBTPALUU cliamMa, MIU(POBaHUs COOOIIEHUH U yIIpaBIeHUEe KOHTAKTaMH.

8.CpaBHeHHE CHUCTEMBI yIipaBieHus uaeHTuukarueit Ha ocnoBe LDAP u Kerberos
OtBeThI:

[Tepeuncnens! ocHoBHBIE (QyHKIMHU poToKoiI0B LDAP u Kerberos.
Bepusiit otBet: Haznauenue u o6nacts npumenenusi: LDAP: LDAP ucnonb3yercst 1is
XpaHEHUs U YIPaBIIEHUs JaHHBIMU O MOJIb30BATENSIX, TPYIINAX, YCTPOMCTBAX U APYrUX
00BEKTax B HEpapXUUecKOll cTpykType. OH oOecreunBaeT eHTPAIN30BaHHYIO 0a3y
JAHHBIX JUISl XpaHEeHUs WH(OpPMaLIUU, KOTOpasi MOKET OBbITh MCIIOJIB30BaHa Pa3InYHBIMU
ciry>k6aMu U1 ayTeHTU(UKALMU U aBTOPHU3alMY Tosib3oBareneil. [Ipumep
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ucnonbs3oBanus: LDAP dacto npumeHseTcs 1sl OpraHu3alyuy HEHTPAIU30BaHHOIO
KaTaJiora, KOTOPbIA UCIIONb3YETCS AJIs YIPABICHUS NOJIb30BATEISIMU B KOPIOPATUBHOM
CEeTH, a TAKXKe JJIsl IPEAOCTABIICHUS CEPBUCOB, TAKMX KaK aJ[pecHasi KHUIa, CEPBUCHI
ANEKTPOHHOU MOUTHI U Apyrue ciyx0bl. Kerberos: Kerberos — 3To mporokon
ayTeHTU(HUKAINY, KOTOPBIH MPe0oCcTaBIsseT 0€30MaCHYI0 U HAJC)KHYIO ayTeHTU(DUKAIIUIO
oJib30Batesieil u cepBucoB B ceTH. OH paboTaeT Ha OCHOBE CUCTEMbI TUKETOB, UTO
MO3BOJISIET MIOJIH30BATENSIM aYyTCHTH(PUIIMPOBATHCS OJWH Pa3 U MOTydaTh JOCTYH K
MHO>KECTBY CEpBUCOB 0€3 HEOOXOIUMOCTH MOBTOpHOM ayreHTudukamnuu. [Tpumep
ucnoinb3oBanus: Kerberos mmpoko uCnons3yeTcst B cCUCTEMax, Tie TpeOyeTcs BRICOKast
0e30macHOCTh, TAKUX Kak Active Directory, muist o0ecrieueHus eHTPATM30BaHHOTO
yIpaBJICHUS TOCTYIIOM U ayTeHTU(dUKaIuei B cetu. Mexanu3mel padbotel: LDAP: LDAP
paboTaet 1o npUHIMNY 3anpoca U oTBeTa. KimmeHT ornpasinser 3anpoc k LDAP-cepsepy
JUTSL TIOUCKA, T00aBIICHUs, M3MEHEHUS WM yIaJICHUs JaHHBIX B KaTanore. LDAP
ucrnonb3yeT npotokon TCP/IP ayis nepenayn 1aHHBIX B MOXKET paboTaTh 10
3amuieHHoMy coeaunenuto uepe3 LDAPS (LDAP over SSL). LDAP ne 3anumaercst
ayTeHTU(UKALMEH OJb30BaTeNel, HO IPEIOCTABIIAET JAHHbBIE, HEOOXOIUMBIE IS
ayTeHTH(UKaIuU (HanpuMmep, XpaHeHue naposei, xemei). Kerberos: Kerberos
UCIOJIb3YET CUMMETPUYHOE MU(POBAHUE U CUCTEMY THUKETOB JUISl ayTeHTU(DUKAITIH.
Kornma nons3oBarens npoxoaut ayreHTHduKanuio, Kerberos Bergaer tuker-gocrym (Ticket
Granting Ticket, TGT), kKoTOpBIi UCTIONB3YETCS ISl MOTYUYCHHSI IPYTHX TUKETOB JIJIs
JOCTyTA K pa3IMYHbIM CEPBUCAM B CETH 0Oe3 MOBTOPHOTO BBOJA naposst. Kerberos
pabotaet o npotokoixy UDP u moxet ucnonb3obars TCP 15 nepegauu 60mbmunx
JAHHBIX WU B CIIy4ae BBICOKOM HaJle:)KHOCTH coenuuenus. bezonacnocts: LDAP: LDAP
HE TPe0CTaBIsET BCTPOCHHBIX MEXaHU3MOB /ISl ayTeHTU(UKALNY U K (poBaHus,
MOATOMY OH YaCTO MCIOJIb3YETCS B CBSI3KE C APYTMMH MPOTOKOIAMH, TAKUMHU KaK
Kerberos, a1 noseliienus oe3omacaocti. LDAP Moxxet ucmonb3oBath SSL/TLS mis
3aIUTHI JAaHHBIX B mporecce nepeaadn. Kerberos: Kerberos o6ecrieunBaeT BEICOKUI
ypOBEHb 0€30MaCHOCTH, UCTIOIb3YsI MEXaHU3M B3aMMHON ayTeHTU(UKAIUU U MHU(POBAHUS
Ha OCHOBE CHMMETPHYHBIX KJItoueil. Bce maHHbIe, epegaBaeMble MEXTYy KIIMEHTOM U
cepBepoM, MHUGPYIOTCS, YTO MPEAOTBpAIAET MepeXBaT WK MOICNIKY JaHHbIX.
Wurerpanus u ucnonb3oanue: LDAP: LDAP moxeT HHTErpupoBaThes ¢ pa3InyHbIMU
CepBHCAaMU U PUIIOKEHUSMHU, TAKUMH KaK TTOYTOBBIE CEPBEPHI, BEO-TPUITOKECHHS,
CUCTEMBI yIpaBiieHus JoctynoM u T.1. LDAP uwacTto ucnonesyercs B kauecte 6a3bl
TAHHBIX [T XpaHEeHUs WH(OPMAIIUY O MOJIb30BaTENIX, KOTOpas 3aTEM HCIIOIb3YeTCs IS
ayreHTHuUKauu B Apyrux cuctemax. Kerberos: Kerberos ncnons3yercst B cuctemax, riae
HeoOxouMma Oe3omacHasi ayTeHTH(UKAIKS OJIb30BaTENel U CEPBUCOB, YAaCTO B Cpe/Iax,
rae Tpedyercs nogaepkka SSO (Single Sign-On). On moxet unterpuposatses ¢ LDAP
JUIS TIOJTYY€HUs JaHHBIX O TMOJIh30BaTeNAX, HO caMm Kerberos 3aHuMaeTcst TONBKO
MIPOLIECCOM ayTEHTU(DUKAIINH.

II. Onucanue wikanvl oueHuganus

Oyenka: 5 («OTIUIHO)
Huodicnuii nopoe sevinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku 6blnoJHeHus 3nanus: Paborta BBIMOIHEHA B paMKax "TPOBHHYTOrO"
ypoBHsi. OTBETHI JaHBI BEPHO, YETKO CHOPMYIUPOBAHHBIE OCOOCHHOCTH NMPAKTUYCCKUX PEIICHHI

Oyenka: 4 («xX0OpoII0»)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku 6blnoHeHus 3nanus: Paborta BbINOIHEHA B paMKax "0a30Boro"
yYpPOBHS. BOJIBIIMHCTBO OTBETOB JJaHbI BEpHO. B uacTu MaTepuaiia ecth He3HAUUTEIbHBIC
HEIOCTATKU

Oyenka: 3 («yIOBIETBOPUTEIEHO)
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Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu 6vlnoinenus 3Hanus: PaboTa BeINoHEHA B paMKax "moporosoro"
ypoBHsi. OCHOBHas 4acTh 3aJJaHUs BBITIOJIHEHA BEPHO.

Oyenxa: 2 («HEYIOBIECTBOPUTEIHHOY)
Onucanue xapakmepucmuku 6blnoneHus 3uanus: PaboTa He BHIIOTHEHA WM BBIIOTHEHA
MPEUMYIIECTBEHHO HEMPaBUIHHO

1I1. IIpaguna évicmaegnenus umo2o80i OYeHKU no Kypcy

Onenka omnpenensercs IO COBOKYIMHOCTH pe3YJIbTaTOB TEKYILErOo KOHTPOJS YCIIEBAEMOCTH B
cootBeTcTBUH ¢ [lonoxeHneM o 6auIbHO-PEUTHHTOBOM crcTeMe uid cTyaeHToB HNY «MOW».

17



