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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-4 CniocoGeH moHUMaTh MIPUHITUITEI pa0OTHl COBPEMEHHBIX HH()OPMAITMOHHBIX TEXHOJIOTHUI
¥ MCIIOJIb30BATh UX VIS PELICHHUs 3a1a4 MPO(PEeCCHOHATBHOMN NesTeTbHOCTH
NJI-1 Mcnionb3yeT COBpEeMEHHBIE SI3bIKM M CUCTEMBI TPOrPaMMUPOBAHUS JUISL PEIICHUS
npodecCHOHATBHBIX 3a1a4

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzaiuu: 3aniuTa 3a1aHus
1. 3ammTa naboparopHoi padbotsl "MHCTpyMEHTHI aIMUHUCTPUPOBAHUS 3AIIUIIEHHBIX
onepanroHHbIX cucteM" (KoHnTponbHas pabora)
2. 3ammuTa aboparopHoii padotsl "HacTpoiika U JuarHocTUKa CETeBOM MOJACUCTEMBI"
(KonTpoawpHas pabora)
3. 3ammra naboparopHoi padbotsl "Hactpoiika cepBrca aBTOpU3aluu, TUarHOCTUKA U
ycTpaHEeHHe HeucrpaBHOCTeN QYyHKIIMOHUPOBaHUs onepannoHHon cuctemsl” (KoHTponbHas
pabora)
4. 3amura nabopaTopHOil paboThl "YcTaHOBKA U HACTPOIKA CTaHJAPTHOTO HA0Opa CEpBUCOB"
(KontponpHas pabota)

BPC aucuunjavHbl

S cemecTp

IlepeyeHb KOHTPOJIBHBIX MePONPHUATHII TEKYIIEro KOHTPOJS yCHeBaeMOCTH IO

AUCUHHUILINHE:

KM-1 3ammra naboparopHoit padotsl "HacTpoiika cepBrca aBTOpu3aluy, AMATHOCTUKA U YCTPaHEHHE
HEeHCIIpaBHOCTEH (YyHKIIMOHMPOBAHUS onepauonHoi cucremsl”" (KoHTposnabHas paboTa)

KM-2 3ammra mabopatopHoii paboTsl "MHCTPYMEHTHI a AMUHUCTPUPOBAHMS 3AIIUIIIEHHBIX
oneparmonHbix cuctem" (KortponsHas padorta)

KM-3 3ammura maboparopHoii pabothl "HacTpoiika U THarHOCTHKA CETEBOM MOJICHCTEMBI"
(KonTponbHas padota)

KM-4 3amura mabopatopHoit paboThl 'Y cTaHOBKA U HACTPOWKA CTaHAAPTHOTO Habopa cepBUCOB"
(KonTponbHas padoTta)

Bujx npomexyTo4HOI aTTecTannu — 3a4eT ¢ OLIEHKOM.

Beca KOHTPOJIBHBIX MEPONIPUATHIL, %o
Nupekc KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpox KM: 3 6 9 12

Pazngen nucumimHe




OcCHOBBI KOMIIBIOTEPHOM 0€30MaCHOCTU U 6a30BbIE HHCTPYMEHTHI
aJIMUHUCTPUPOBAHUS ONEPAMOHHON CUCTEMBI

ApXI/ITeKTypa U KOMITIOHCHTEI OHepaHI/IOHHHX CUCTECM Ha 6336 sapa
Linux

OCHOBEI KOMHBIOTepHOfI 0e30macHOCTH

[IprHIIMIIBI CETEBOTO B3aUMOAEHCTBUS U CTPYKTYpa CETEBOU
MOJICHICTEMBI 3aIlMIIEHHON ONEePAallMOHHON CUCTEMBI

OcHoBHbIe ipoToKOoIIBI cTeka TCP/IP.

MexceTeBol SKpaH

VYcraHOBKa M HACTPOHKa CTaHAAPTHOTO HabOpa CEpBHCOB

AJIMUHHCTpUpPOBaHHE BEO-CATOB M 3JIE€KTPOHHOM MOYTHI.

AJMUHUCTpPUPOBAaHKE OA30BBIX CETEBBIX CEPBUCOB OpraHU3aLuU

Jnarnoctuka

Unentudukanus, ayrTeHTU)UKAIIST U aBTOPU3ALIHS
OJIL30BaTeNe

I[I/IaFHOCTI/IKa HeHCHpaBHOCTeﬁ B SaHlHIHeHHOﬁ OHepaHHOHHOﬁ
CHUCTCMBI

Bec KM:

25

25

25

25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMITETCHIIMHT pe3ysbTaTel  00y4eHMsI IO
JUCIUILINHE
OIIK-4 N-lorx-4 Hcnonp3yet | 3HaTh: KM-1 3ammura naboparopHoii paboTsl "MHCTpYMEHTHI aIMUHUCTPUPOBAHHUS
COBpPEMEHHBIC  SI3bIKM U | MPUHIIUIBI UACHTU(UKALIMY, | 3alUMIICHHBIX onepaimoHHbiX cucteM" (KoHTposbHas paboTa)
CHCTEMBI ayTeHTHU(UKAIIUN 1 KM-2 3ammra naboparopHoit padotsl "HacTpoiika u TUarHOCTHKA CETEBON
POrPaMMHUPOBAHUS IUTsL | aBTOpHU3aluu nojb3oBaTeneit | moacucreMbl” (KontponsHas padorta)
peLeHus MIPUHIIUIIBI CETEBOTO KM-3 3ammra nabopaTtopHoit paboTsl "YCcTaHOBKA U HACTPOMKa

HpO(l)CCCI/IOHaJ'IbeIX 3aga4

B3aUMOJICHCTBUS

COCTaB U CTPYKTYpY
3alUILEHHbBIX
OIEpaIMOHHBIX CUCTEM
YMers:

HCII0JIb30BaTh CTaH/IapTHHIE
nHcrpymenTsl OC n
HaCTpauBaTh JOCTYI K
¢aitnam

cTaHgapTHoro Habopa cepBucoB" (KonTponpHas padota)

KM-4 3ammra naboparopHoii padboTsl "HacTpoiika cepBrca aBTOpH3aIiHy,
JIMAarHOCTHKA U YCTPaHEHHE HEUCTIPABHOCTEH (DYHKIIMOHHUPOBAHUS
onepaioHHoil cucreMsl" (KontponpHas pabota)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 3amura nadoparopHoii padorsl ""Hacrpoiika cepBuca aBTopu3anum,
JAUATHOCTHKA M yCTPaHeHHe HeHCIIPaBHOCTel (pyHKIMOHUPOBAaHUS ONlEPAIlMOHHOM cucTeMbl"

®opmbl peau3anum: 3anuTa 3aJaHUs

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIBbHOrO0 Meponpustus: IIpeaBapurenbHas NDOATOTOBKA K
BBINOJIHEHUIO J1a00paTopHOil paboThl. Beimonnenue nabopaTopHoil pabOThl B COOTBETCTBUHU C
3aganueM. IloaroroBka Kk 3aliuTe 10 MIPONJCHHBIM MaTepUaJIaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BOIIPOCOB TECTA, UCIOJIB3YS MPONUIEHHbIM MaTepuas. OOpaTuTe BHUMaHKE, 4TO
B HCKOTOPLBIX BOITPOCAaX MOXKCET OBITh HECKOJIBKO IMPpaBUJIbHBIX BApWMAaHTOB OTBETA, a4 TAKIKEC
MOTYT BCTPETUTBHCS BOIIPOCHI, Il HY>KHO BBECTH IPABUJIbHBINA OTBET CaMOCTOATENbHO. s
YCIICHIHOT'O BBITOJHCHUA 3aJaHHs BHUMATCIIbHO O3HAKOMBTCCH C KaXKJIbIM BOIIPOCOM U
BbIOEpUTE BCE IPABUIIbHbBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJYYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3anygaHupOBaHHbIE pe3ynbTatel | Bompocsl/3aganus 11t IpoBepKU

00y4YeHHMsI 10 JUCLUIUIMHE

3HaTh: NPHUHOWOBI  HIASHTH(UKALIWH, 1.Bonpoc: KakoBa ocHOBHas poJib CECCHOHHOT'O
ayTeHTU(UKALUU u aBTOpU3aLUU KJto4a B npotokouie Kerberos?

IIOJIb30BaTelICH 1. OH ucnonbsyetca ana WnppoBaHMA BCEX AaHHbIX

mexagy knmeHtom n KDC.

2. OH obecneynBaeT BpeMeHHYI ayTeHTUdUKALMIO
KAMEHTa Ha cepBepe B paMKax O4HOMN ceccum.

3. OH ucnonb3syeTca Ana 06MeHa Kntovyamm mexay
K/IMEHTOM U CEPBEPOM.

4. OH CNYKUT ANA XPaHEHUA YYETHbIX AaHHbIX
nosb3osarens.

5. OH uncnonb3yeTca gns reHepaumm BCeX ApYrux Katoden
B Kerberos.

6. OH XpaHWUTCA Ha cepBepe AaA faNlbHENLWEero
NCNO/Nb30BaHMA.

7. OH Hy»XeH ANA CMHXPOHU3ALMM BPEMEHU MEXAY
K/MEHTOM U CEPBEPOM.

8. OH ucnonb3yeTca gns cosgaHuns buneta cnyx6bi (TGS).

IIpaBuabHblii oTBeT: OH OoOecrnieunBaeT
BPEMEHHYIO ayTeHTHU(HUKAIINIO KIIUEHTa Ha CepBEpe
B paMKax OJHOI CECCHUH.

Onucanue MIKAJIbI OLlEHUBAHUS

Oyenka: 5 («OTIUIHO)
Huoicnuii nopoz evinonnenus sadanus 6 npoyenmax.: 0




Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. OI_[CHKa "OTINYHO" BBICTABISACTCS €CIIN 3aJaHuc
BBIIOJIHEHO B ITOJTHOM 00BbEME MJIHM BEITIOJHEHO NpEUMYIICCTBEHHO BEPHO

Oyenxa: 4 («XOpoILO»)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evlnoineHus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJIETBOPUTEIILHOY)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTENIHLHO" BHICTABISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHue BBIMIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBITTOJIHEHO

KM-2. 3amura adopatopHoii padors! "UHCTPYMeHTHI aIMUHUCTPHPOBAHUS
3allMIIEHHbIX ONlePAllMOHHBIX cucTeM"

®opMmbl peau3anuu: 3alinTa 3a1aHUSL

Tun kouTpoabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro meponpustusi B BPC: 25

IIpoueaypa npoBedeHHs] KOHTPOJIbHOro Meponpusitus: IlpenBaputenpHas NOJArOTOBKA K
BBITTOJIHEHUIO J1A00paTOpHO paboThl. Beimonnenne nabopaTtopHol pabOTBHI B COOTBETCTBUU C
3agaHueM. IloaroToBka K 3amure No NpoiIeHHBIM MaTepuaiaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BOIIPOCOB TECTa, UCIIOJIB3Ys MPONUIEHHbIN MaTepuas. OOpaTuTe BHUMaHHE, YTO
B HCKOTOPBIX BOITPOCaX MOXKET OBITh HECKOIBKO IMMPpaBUJIbHBIX BAPpWMAHTOB OTBETA, a4 TAKKEC
MOTYT BCTPETUTHCSI BOIIPOCHI, I'/I€ HY’KHO BBECTH IIPaBUIIbHBIN OTBET CaMOCTOSTENBHO. [l
YCIICHIHOT'O BBITIOJHCHHUA 3aJaHH BHUMATCIIbHO O3HAKOMBTECH C KaXKJbIM BOIIPOCOM U
BbIOEpUTE BCE PABUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJTYUYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BONPOCHI/3a/1aHUA:

3artaHupOBaHHbBIC pe3yabTaThl | Bompockl/3aganus a1 MpoBEpKU
00y4YeHHs N0 TUCITUIIINHE
3HaTh: MPUHIIUITBI CETEBOro 1.Bonpoc: Uto Takoe nuHBeHTapHbBIN (aiin (inventory)
B3aUMOJICUCTBUS B Ansible?
Cnmcok moJib30BaTelieid, KOTOpbIe MOTYT YIPaBIISATh
Ansible

Criicok 3a/1a4 JJ1s1 BBITOJTHEHHS

Crucok ynpasisieMbIX XOCTOB

Cnucok Moaynel, ucnoiab3yembix B Ansible

Crincok nepeMeHHbIX, UCToNb3yeMbIX B playbook
®aiin koHpurypauuu Ansible

Jlor BBIMONHEHUS 3a/1a4

[[Ta6yioH KOHpUTYpaun

IIpaBuibHbIi oTBeT: CIHCOK YIIPaBIIsiEMBIX XOCTOB

Onucanue MKaJbl OLICHUBAHUA:

Oyenxa: 5 («OTIIMYHO)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10




Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. OI_[CHKa "OTINYHO" BBICTABISACTCS €CIIN 3aJaHuc
BBIIOJIHEHO B ITOJTHOM 00BbEME MJIHM BEITIOJHEHO NpEUMYIICCTBEHHO BEPHO

Oyenxa: 4 («XOpoILO»)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax: 60
OnucaHnue xapakmepucmuxu evlnoineHus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIU
OOJIBITMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJIETBOPUTEIILHOY)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHue BBIMIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBHIITOJIHEHO

KM-3. 3amura sadoparopnoii padorsl "HacTpoiika n 1MarHocTuka cereBoit
MOJACHCTEMBI"

®opMmbl peau3anuu: 3alinTa 3a1aHUSL

Tun kouTpoabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro meponpustusi B BPC: 25

IIpoueaypa npoBeaeHHs] KOHTPOJIbHOro Meponpusitusi: IlpenBaputenpHas NOJArOTOBKA K
BBINIOJIHEHHUIO JabopaTtopHoil pa®oThl. BuinomHeHnue nabopaTopHOl pabOTBI B COOTBETCTBHM C
3agaHueM. IloaroToBka K 3amure No NpoiIeHHBIM MaTepuaiaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BOIIPOCOB TECTa, UCIIOJIB3Ys MPONUIEHHbIN MaTepuas. OOpaTuTe BHUMaHHE, YTO
B HCKOTOPBIX BOITPOCaX MOXKET OBITh HECKOIBKO IMMPpaBUJIbHBIX BAPpWMAHTOB OTBETA, a4 TAKKEC
MOTYT BCTPETUTHCSI BOIIPOCHI, I'/I€ HY’KHO BBECTH IIPaBUIIbHBIN OTBET CaMOCTOSTENBHO. [l
YCIICHIHOT'O BBITIOJHCHHUA 3aJaHH BHUMATCIIbHO O3HAKOMBTECH C KaXKJbIM BOIIPOCOM U
BbIOEpUTE BCE PABUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJTYUYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BONIPOCHI/3a1aHUA:

3annaHUpOBaHHbIE pe3ynbTathl | Bonpockl/3ananus 11 NpoBEpKU
00y4YeHHMsI 10 TUCHUIUIMHE

3HaTh: COCTaB W CTPYKTYpPY 1.Bonpoc: KakoBa npaBuiibHas MOCJI€10BATEILHOCTh
3allMIIEHHBIX  OMNEPAlMOHHBIX cocrossanii TCP coennHenus cepsepa?
CHUCTEM 1. SYN_SENT - SYN_RECEIVED - ESTABLISHED - FIN_WAIT_1 >

FIN_WAIT_2 - TIME_WAIT

2. LISTEN - SYN_RECEIVED -> ESTABLISHED - FIN_WAIT_1 >
FIN_WAIT_2 - CLOSE_WAIT > LAST_ACK > CLOSED

3. SYN_RECEIVED -> ESTABLISHED -> CLOSE_WAIT - FIN_WAIT_1
- FIN_WAIT_2 = TIME_WAIT

4. SYN_SENT - SYN_RECEIVED -> ESTABLISHED - CLOSE_WAIT =
FIN_WAIT_1 -> LAST_ACK - CLOSED

5. LISTEN = SYN_SENT -> SYN_RECEIVED -> ESTABLISHED -
FIN_WAIT_1 > FIN_WAIT_2 - CLOSED

6. ESTABLISHED -> SYN_SENT - SYN_RECEIVED -> FIN_WAIT_1 >
FIN_WAIT_2 > TIME_WAIT -> CLOSED

7. SYN_RECEIVED -> ESTABLISHED > FIN_WAIT_1 -> FIN_WAIT_2




3annaHupoBaHHbIE pe3ynbTathl | Bompockl/3ananus 1 mpoBepKU
00y4YeHUs 10 TUCITUTINHE

— LAST_ACK - CLOSED
8. LISTEN - SYN_RECEIVED - ESTABLISHED - CLOSE_WAIT -
LAST_ACK -> CLOSED

Ipasuiabuelii orBer: LISTEN — SYN RECEIVED —
ESTABLISHED — FIN WAIT 1 — FIN WAIT 2 —
CLOSE WAIT — LAST ACK — CLOSED

Onucanne MKAJbI OIleHUBaAHUS:

Oyenka: 5 («OTIAUYHO)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax: 70
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1ueHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoILIO0»)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evinoinerus 3Hanus: OeHKa "Xopoio" BEICTABISAETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEILHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu gvinonnenus 3uanus: O1neHKa "yI0BIETBOPUTEIHLHO" BHICTABIISCTCS
€CITM 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapaxmepucmuxu gblnoanenus 3Hanus: OLeHKa "HeyJ0BIETBOPUTEIBHO" BHICTABIISACTCA
€CJIM 3aJIaHUE BBIIIOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBIIOJIHEHO

KM-4. 3amura adopaTtopHoii padoTsl "YcTaHOBKAa U HACTPOHKA CTAHIAPTHOIO
Ha0opa cepBHCOB"

®opMbl peanu3anmu: 3aiinTa 3a1aHusI

Tun kourpoasHoro meponpusitusi: KonrponsHas pabora

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpoueaypa npoBedeHHs] KOHTPOJIbHOro Mmepomnpusitusi: IlpenBapurensHas MOIrOTOBKA K
BBINOJIHEHUIO J1a0opaTopHOi paboThl. Beimosnnenue nabopaTopHOit pabOThl B COOTBETCTBUHU C
3amanreM. [loAroToBKa K 3amuTe Mo MpoiiIeHHBIM MaTepHaTaM.

Kparkoe conepxanue 3agaHus:
OtBethTe Ha 40 BOPOCOB TeCTa, UCIIONIb3Yys MPOHIeHHBIN MaTepuan. O0paTuTe BHUMaHHE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO MPABUIBHBIX BAPHAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCS BOIIPOCHI, /1€ HY>KHO BBECTH NMPABUIbHBIA OTBET CAMOCTOSTENBHO. J{71s
YCIIEILTHOTO BBINIOJIHEHUS 33JaHUs] BHUMATEIbHO 03HAKOMBTECH C Ka)KJIbIM BOIIPOCOM U
BbIOEpPUTE BCE MTPABUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, OJyYEHHBIX Ha JIEKLIHAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3arIaHupOBaHHbIE pe3ynbTathl | Bompocsl/3ananus 11 NpoBepKu

00yJeHUs IO TUCIIUILINHE

YMeTh: UCTOJIb30BATh CTaHIAPTHHIE 1.Bonpoc: Kakue maru HeoOX0UMO BBITOTHUTE JJIS
uHcTtpymeHTsl OC M HacTpamBath HacTpoiku 30HbI exp.local Ha Begymem DNS-cepsepe ¢
JOCTYTI K (paitiam nomorbio BIND9?




3annaHupOBaHHbIE pe3ynbTaThl
00y4YeHUs 10 TUCITUTINHE

Bonpocei/3aganus 1iist mpoBepKU

1. Jo6aBuTth 30HY exp.local B ¢aitn koHpUTYyparuu
DNS-cepsepa, maripumep, /etc/bind/named.conf.local.
2. Co3nats (haiin 30HbI 17151 exp.local B karamore
Ivar/cache/bind.

3. Yka3atp TUII 30HbI Kak slave u 3aaath [P-anpec
BEyIIETO cepBepa.

4. Jlo6aBuTh 30HY exp.local B (aiin /etc/resolv.conf.

5. Yka3aTh TUN 30HBI KaKk master 1 co3aath (ailsl 30Hb1I
B KaTajiore /etc/bind/.

6. J100aBuTH 3amKcH peCypCHBIX 3amuceid (Harpumep,
A, MX, NS) B (aitn 30nb1 exp.local.

7. lepezamyctuth ciy:x0y BIND9 nnst npumenenus
U3MCHEHHIA C MOMOIIBIO KOMaH/IbI systemctl restart
bind9.

8. Ykazarh B KOH(UTYpaluu TUM 30HbI Kak forward st
nepeHanpaBieHus 3arpocoB Ha apyroit DNS-cepsep.
IIpaBuabHbIii oTBeT:1, 5, 6, 7

2.Bonpoc: Kakue maru He00X0JMMO BBITIOTHUTD TS
Hactpoiiku isc-dhcp-server na Bamem Linux-cepsepe?
Bri6epute npaBuiibHbIEC IIarH:

1. YcranoBka nakera isc-dhcp-server uepe3 makeTHbIit
MEHEKED.

2. Kondwurypanus uaTepdeiica cetu B daiiie
letc/network/interfaces.

3. Penaktupoanue ¢aiina /etc/dhcp/dhepd.cont mst
ykazaHus quanasona [P-anpecos, koTopsie Oyaer
pa3zaBaTh cepBep.

4. Baecenue n3MeHeHu B Qaiin /etc/hosts amns
ykazanusg DHCP-nynos.

5. YcranoBka napamerpoB DNS-cepsepos B
KOH(urypauroHHoM (aiine /etc/resolv.conf.

6. Ykazanue uHtepdeiicoB, Ha KOTOPBIX OyneT
paborate DHCP-cepgep, B (aiine /etc/default/isc-dhcp-
server.

7. Ilepesarpyska ciyx061 DHCP ¢ momoristo koMaHIb1
systemctl restart isc-dhcp-server.

8. JlobaBnenue 3anuceit 06 [P-agpecax u nmenax
xocToB B ¢aiin /etc/dhepd.hosts.

Bri6epute npaBuibHbBIE IIATH:

1,3,6,7

WP NP WEN
O WWANN
oo o A~ O
0 ~NOo NN~ ®

IIpaBuabHblii oTBeT: 1, 3, 6, 7
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Onucanue MKAJbI OIICHUBAHUSA:

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MTOJIHOM 00'bEME WITH BBITIOJIHEHO MMPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («X0OpOIIOY)
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABICHUE JIsI PEIICHUS 3a/1a4

Oyenka: 3 («yIOBICTBOPUTEIHHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISETCS
€CJIM 3aJJaHUE TPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapakmepucmuku evinonenus 3uanus: O1eHKa "HeyI0BIETBOPUTEIHHO" BBICTABIISIETCS
€CIM 3a/IaHUE BBITIOJTHEHO HEBEPHO MJIM MPEUMYIIECTBEHHO HE BBIITOIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
5 cemecTp
@DopMa NPOMEKYTOUHOM aTTecTalMM: 32a4ET C OLIEHKOU

IIpumep Onsiera

IIpoueaypa npoBenenust

B Tecre 20 BOnpoCcOB BCTPEYAIOTCsT BOIIPOCHI CICAYIONIMX THITOB:

1. ¢ OOAHHMM BapHAaHTOM OTBCTa ( B BOIIpOCax «OAWH M3 MHOTI'MX», CUCTEMa CpaBHHUBACT OTBET
CJIyIIATENs C MPaBHIBLHBIM OTBETOM M aBTOMAaTHYECKU BHICTABIISICT 332 HETO HA3HAYCHHBIN 0asl)

2. ¢ BBIOOPOM HECKOJBKHX BapHaHTOB OTBETOB ( B BONpPOCaX «MHOTHE M3 MHOTHX» CHCTEMa
OILICHUBACT KaXJblii OTBET OT/EIBHO; €CTh BO3MOXKHOCTH Pa3pelIUTh CIIYIIATEI0 TOIYYHUTh 3a
Borpoc 0,75 6aina, eciiv OH BbIOEpeT 3 MpaBHIIbHBIX OTBETA U3 4)

3. Ha COOTBETCTBHE CIIyIIATENh JOJDKECH MPUBECTH B COOTBETCTBHUE JICBYIO U MPABYIO YacTh OTBETA
(B BOIIpOCax «COOTBCTCTBUC» CHUCTECMaA OLICHUBACT Ka)KIILIﬁ OTBCT OTACJIIbHO, MOXHO pa3pClInTb
CIIYIIATEITO TOJIY4YHTh 3a Borpoc 0,75 Gaiia, eciiv OH BhIOEpET 3 MpaBUIIbHBIX OTBETA U3 4)

4. pa3BepHYTHII OTBET, BBOJUTCS B BPYYHYIO B CHEIMAJIbHO OTBEJIEHHOE IoJie (py4Hasl OlLEHKa
MpenoaaBaTeseM)

L. Ilepeuenv Komnemenyuit/uHOUKaAmMOpo8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbH AN 08
0CGOCHUA OUCUUNIUHDL

1. Komnerenumnss/Muankarop: UJI-1lonk-4 cnonb3yer coBpeMeHHbIE S3bIKU U CUCTEMBI
IPOTpaMMHUPOBAHUS JUIsl pelIeHHns TPOPECCHOHATIBHBIX 3a1a4

Bonpocsl, 3aganus
1.KakoBa cTpykTypa 1 OCHOBHbIE KOMIIOHEHTBI apXUTEKTYphI ONEPAllMOHHON CUCTEMBI Ha Oa3e
anpa Linux?
2.Kak aapo Linux B3auMOAEHCTBYET € MOJIb30BaTEIbCKUMU IPOrpaMMaMu U 000py10BaHUEM?
3.Yto Takoe CUCTEMHbIE BBI30BBI M KaK OHH 00€CTIeYMBAIOT B3aUMOECHCTBHE MPHIIOKEHUIN C
saapom Linux?
4.Kaxk opranuzoBana (aiinoBas cucrema B Linux? Kakue ocHOBHBIE KaTaloru CyIlIeCTBYIOT U
KaKOBO UX Ha3HauyeHHe?
5.Kaxk ocymecTBiseTcs yrpaBieHUE OJIb30BaTEsIMU U Tpynmamu B Linux? Kakue komanapl 1
(aiinel HCHONB3YIOTCS 7S 3TOT0?
6.Kax HactpauBatoTcs mpasa JocTyma JUisl ojib3oBaTesieil u rpynn B ¢ailioBoil cucreme
Linux?
7.Kakue MeTosbl yrpaBieHUs MpolieccaMy CyIIecTBYIOT B Linux, u Kak OHU peann30BaHbl?
8.Kak MO’KHO KOHTPOJIUPOBATh U YIPABIATH MPOLIECCAMH C TOMOIIBIO KOMaH]T M CUCTEMHBIX
BbI30BOB B Linux?
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9.Kak cucrema Linux o6pabaTsiBaeT MPUOPUTETHI IPOIIECCOB U YTO TAKOE MIIAHUPOBIIUK
3agayq’?

10.KaxoBbI OCHOBHBIE METOBI YCTAHOBKU M OOHOBIIEHUS mporpamm B Linux?

11.Kak aBromaTu3upoBath 3a1auu B Linux ¢ momompto shell-ckpunrtos u ansible?

12.Kakue TeXHOJIOTUHU BUPTYAJIN3aLUHU MOAEPKUBatOTCs B Linux?

13.Kak HacTpouTh 3a1a4M MO paCIUCAHUIO?

14.KakoBbI OCHOBHBIE €)M KOMITBIOTEPHOM 0€301MacHOCTH U KaK OHH JOCTHTAIOTCS B
OTEepaAIlMOHHBIX CUCTEMaX?

15.Kakue cymecTByrOT BU/Ibl aTaK Ha OIIEPALlMOHHBIE CUCTEMBI, U KaK OHU peau3yroTcs?
16.Kakue cymecTByOT MOJIeH gocTyna K 3amuiieHHon napopmaruu (DAC, MAC, RBAC)?
17.Kak mpoucxoauT HacTpOiKa ceTeBoro nHTepgeiica u ynpasieHue ero cocrosiuiueM B Linux?
18.Kakue cymiecTByr0T MeXaHU3MBI yIIpaBieHUs U pacnpenenenus [P-anpecos B cetu?
19.Kax pabotaet nporokon ARP u /7151 4ero oH UCIonb3yeTcs B ceTAX?

20.Kaxk paboraer nmporokon ICMP u kakue Tumsl coobmieHuii o oopadaTsiBaeT?

21.Kak paboTaroT cOKeThl B Linux 1 Kak OHM UCIIOJIb3YIOTCS JUIsl CETEBOT'O B3aUMOJICHCTBUA?
22 Kak paboraetr SSH u kak oH obecnieunBaeT Oe3onacHoe ynanéHHoe ynpasienue? Kakue
METO/BI ayTeHTU(UKAINH IToepkuBatoTcs B SSH 1 kak OHM HAaCTpauBarOTCs?

23.Kako# myTh IPOXOJUT CETEBOM MAaKET B ONEPALMOHHON CUCTEME OT MpUEMa 10 nepeaadu’?
Kak ocymecTBisiercst puimbTparyst 1 MapmpyTu3anus makeros B Linux?

24 Kakuie HHCTPYMEHTBI UCIIONB3YIOTCS JJIsl HACTPOMKHU MEXCeTeBOro 3kpana B Linux?
25.Kakue poinu BeINONHAOT 11poTokosibl ESMTP u IMAP B nipouiecce oTiipaBky U IOTyYEHHS
oYTHI?

26.Kak paboraet nporokorr DHCP u kak oH obecriednBaeT aBToMaTHIeCcKoe Ha3HayeHue [P-
agpecoB?

27.Kak paboraet npotokosn DNS 1 kak npoucxXoauT pa3pelieHue JOMEHHbIX UMEH B [P-
anpeca?

28.Kakue KOMITOHEHTHI BKITIOYAIOT B CE0sI CUCTEMBI YIIPABICHHS HICHTHU(PUKAITACH?

29.Kak paboraet npotokos LDAP u xak oH ucnonb3yercs [Jis yrpaBieHus HIeHTU(UKaIueH
U J0CTYTIOM?

30.Kak pabotaer npotokon Kerberos, u kak oH o0ecriednBaeT ayTeHTU()UKALIUIO B CETAX?

MaTepnanbl AJIA MIPOBEPKU OCTATOYHBIX 3HAHUI

1.Kakne ocHOBHbIE KOMIIOHEHTBI COCTABIISIOT ApXUTEKTYPY ONEPALMOHHOM CUCTEMBI Ha 6a3e

anpa Linux? Ilepeunicnute ux GyHKIIMN U Ha3HAYCHHE.
OtBeTsI:

[TepeunciieHbl OCHOBHbIE KOMIIOHEHTHI.
Bepusriit otet: Anpo (Kernel) Snpo siBisieTcst ieHTpaIbHBIM KOMIOHEHTOM
ornepaioHHoi cucreMsl Linux. OHO ynpaBiisieT OCHOBHBIMH CUCTEMHBIMH PECYPCaMH,
TaKMMH KakK IaMsTh, IPOLIECCOPBL, U YCTPOHCTBA BBOAA-BBIBOAA. S IpO Takke
MIpeloCTaBIIsAET UHTEP(DENCHI ISl B3aUMOJIEHCTBUS C allapaTHBIM 00eCIIEYEHHUEM.
ITpumep: Korna nporpamma 3anpamuBaet (aiin Ha TUCKe, S1po 00padbaTeIBaeT 3anpoc,
B3aMMOJIEICTBYS ¢ (ailIoBOil cucTeMOil U apaliBepaMu IKUCKa, YTOOBI U3BIICYb
HeoOxonumeie qanubie. O6onouka (Shell) O6onouka — 310 HHTEpPdEHC MEKTY
noJib3oBaresieM U aapoM. OHa HHTEPIPETUPYET KOMaHIbl, BBOAUMBIE TIOJIb30BaTENIEM, 1
nepeaaeT ux SApy A BeinodHeHus. O00510uKa MOXKET ObITh KOMaHIHOM CTPOKOH
(manpumep, Bash) unu rpapuueckum unrepdeiicom. [pumep: IloaszoBaTens BBOIUT
KoMmaHny ls B o6onouke Bash, n 060nouka nepegaer 3Ty KOMaHay sIpy, KOTOpoe
BBITIOJTHSIET COOTBETCTBYIOLIYIO CUCTEMHYIO (PYHKIIUIO JIsl 0TOOpakeHUs crucka (aisios.
daitnoBas cucreMa PailsioBas CUCTEMa YIPABISAET XPaHEHUEM U JOCTYIIOM K JaHHBIM Ha
KECTKUX TUCKAX U JPYTUX YCTpOHCTBaxX XxpaHeHusa. OHa opraHu3yeT JaHHbIE B BUJIE
(bailyioB U KaTaJIOroB U MPEAO0CTaBIIsAeT UHTEpdENc 11 X uyTeHus u 3anucu. [Ipumep:
daitnoBas cuctema ext4 odbecreunBaeT HaJIeKHOE XPAHEHNUE JAHHBIX C TTOIEPIKKOM
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KYPHAIMPOBAHUS, YTO IOMOTAET 3ALIUTUTH JaHHBIC OT MOBPEXKACHUS MPU COOSIX CHCTEMBI.
HpaiiBepbl ycTpoicTB J[paiiBepbl YCTPOMCTB — 3TO CHEIMaIbHbIE MOYJIH, KOTOPbIE
MO3BOJISIOT SIPY B3aMMOACHUCTBOBATH C allllapaTHBIM 00ECIIEYeHNEM, TAKUM KaK CETEBbIC
KapThl, )KECTKHE AUCKH, IPUHTEPHI U T. 1. OHM abcTparupyroT AeTanu paboThl yCTPOMCTB,
npenocTaBisis yHU(DUIUPOBaHHbIN nHTepdeiic s sapa. [Ipumep: [paiiBep ceTeBoit
KapThbl 0OecrieunBaeT nepeady JaHHbIX MEXIy AApoM Linux u ceTeBbIM afanTepoM,
MO3BOJISIS CUCTEME MOJKIII0UaThCs K ceTH. Cucremuble 6nbanoTexun CrucreMHble
OUOIMOTEKH IPEJOCTABIIAIOT MHOXKECTBO (DYHKIIMH, KOTOPbIE MOT'YT MCIIOJIb30BATHCS
npunoxenusMu. OHU BKIIOUYaloT B cedst oubmmoreky C (glibc), koTopast cogepxut
¢GbyHKuuu 175 paboTsl ¢ (aitnaMu, CTpOKaMu, IMPOLeCCaMi U MHOTUMHM JPYTrUMH 0a30BbIMU
onepauusmu. [Ipumep: Korna npunoskenue ncnomip3yer GyHKIuUio printf ais BeiBo1a
TEKCTa Ha 3KpaH, 9Ta QYHKIHS IPEIOCTaBIAETCS CUCTEMHON OnbmmoTekoit glibe.

2.Kakwue CyliecTByIOT CUCTEMHBIE BBI30BHI B Linux, U KakoBa ux poib?
OTtBeTsI:

[ano onpezenenue. [IpuBeneHb! npuMepsl.
Bepubliit otBer: Onncanue: CucTeMHbIE BBI30BBI — 3TO MHTEpdEnc Mexay
I10JIb30BATEIBCKUM IIPOCTPAHCTBOM U SIPOM OIEPAIIMOHHOM cucTeMbl. OHU MO3BOJISIOT
MPUIIOKEHUSAM 3aIPaIIMBATh YCIYTH, IPEIOCTABISIEMbIE IPOM, TAaKUe KaK yIpaBICHHUE
nporeccamu, (hailJIOBBIMU CHCTEMaMH, CETEBBIMH B3aUMOJICHCTBHSIMHU U aIlapaTHBIMU
pecypcamu. [Ipumep: CucremHbIl BBI30B Open() UCIONIb3YyeTcs A1 OTKPBITHS (aiina.
Korna npunosxenue BbI3piBaeT open(), Sapo OTKPBIBACT YKa3aHHBIN (ailsl 1 BO3BpaIaeTt
(bailioBBIi 1ECKPUIITOP, KOTOPBIN MPUIIOKEHUE 3aT€M MOXKET MCII0JIb30BaTh JUIs YTEHUS
WM 3anucH JaHHBIX. OCHOBHBIE KATETOPUHU CUCTEMHBIX BBI30BOB

3.Kak paboratot mozenu foctyna K 3amuménHoi nudopmanuu B OC?
OTBeThI:

[Tepeuncienbl MOIeIHM KOHTPOJIS 1OCTYIIA
Bepusriii otBet: CymecTByIOT MOJENN KOHTPOJISI JOCTYIA, Takue Kak Discretionary Access
Control (DAC), Mandatory Access Control (MAC) u Role-Based Access Control (RBAC).
OHu ompenensioT, KTO U KaK MOKET MOJIYUYUTh JOCTYII K pecypcaM CUCTEMbI Ha OCHOBE
MIPEIONPEAEIEHHBIX TPABUII U TIOJIUTHK.

4 Kak pabotaet npotokos ARP, u Kakyro posib OH UTPAET B CETEBBIX B3aUMOJICUCTBUSX?
OtBeTsI:

Jano mpaBmIbHOE OMpeieTIeHuEe TPOTOKOJIa U €T0 OCHOBHOW (DYHKIIHH.
Bepusiit otBet: ARP (Address Resolution Protocol) ucnons3yercs 1i1st npeodpazoBaHus
IP-anpecoB B MAC-aapeca. Korjga ycTpoiCTBO XOU€T OTIIPABUTH JIAHHBIE B JIOKAJIbHOM
ceTH, oHo 3anpamunsaeT MAC-aapec no uzsectHomy [P-anpecy ¢ nomompro ARP-
3ampoca.

5.Kak paboraer SSH u xak oH obecnieunBaeT 0e30nacHOe MOJKIOYEHUE K YAAIEHHBIM

cucremam?
OtBeTsI:

JlaHO KOppEKTHOE OIpeieeHUE.
Bepnwsiii otBet: SSH (Secure Shell) o6ecnieunBaet mudpoBaHue TaHHBIX MPU yIATEHHOM
yrpaBieHUH cucteMamu. [lokimoueHre npoucxoquT yepes3 ayTeHTUPUKaIuio (aposib
WM KJIF0Y) C UCTIOJIb30BaHUEM IIU(PPOBaHUS JaHHBIX ceccur. s HacTpoilku
ucrnonb3yroTes (aiin /etc/ssh/sshd_config.

6.2Tanbl 00pabOTKU CETEBOro MakeTa B ONepalMoHHOM cucteme Linux
OtBerTsI:

[Tepeuncnenst sTanb 06padboTku cereBoro nakera B OC
Bepwnrriii oteT: 1. [Tomyduenue ceteBoro nakera Ha uarepdeiice Korma maker nmocrymaer
Ha ceTeBoil uHTEpdeiic (Hanpumep, Ethernet), ceTeBoit anantep npuHUMaeT €ro U
nepenaéT B cereBoi crek sapa Linux. [lpumep: [lpu nonyuenun ICMP-3ampoca (ping) Ha
cereBoil untepdeiic eth0, npaiiBep ceTeBoit KapThl mepeaaét naker B sapo. 2. O6padoTka
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Ha ypOBHE CETEBOro JapaiBepa JlpaliBep ceTeBOro ajanrepa KOnupyer nakeT U3
anmnapatHoro 0ygepa B OllepaTUBHYIO IaMATh. 3aTEM MAKET IEPEAAeTCs B CETEBOM CTEK
snpa Juist nanpHeimei oopadorku. [Ipumep: [Naker ICMP (ping) nepenaércest npaitBepom
ceteBoit kapThl B ctek TCP/IP nns nanpHeime mapuipyruzanuu. 3. OuiabTpanus u
obpaboTtka makera B Netfilter Netfilter — 3To moacucrema Linux, oTBeTcTBeHHAs 32
¢dunpTparuio naketos. [Taker nmpoxoaut yepe3 nenouku PREROUTING, INPUT,
FORWARD, OUTPUT, u POSTROUTING B 3aBUCHMOCTH OT Ha3HAYECHUS U
npoucxoxaeHus. [Ipumep: Ecinu HacTpoeHo mpaBuiio B iptables, koTopoe 0610KkupyeT
ICMP-3ampocsl, maker OyzaeT oTuIbTpOBaH U OTKJIOHEH Ha dTare INPUT. 4.
Mapmpyrtuzanus nakera Eciu naker He oT(UIbTPOBaH, A1p0 MPoBepsieT TabIuIly
MapUIpyTU3aLUH, YTOOBI ONPEICTUTh, HYXKHO JIM TIepeIaTh MAKET JIOKATbHOMY IPOLIECCY
WJIM MapIIpyTU3UPOBaTh €ro Ha Apyroi y3en B cetu. [Ipumep: Ecnu IP-anpec Haznauenus
COOTBETCTBYET JIOKAJIbHOMY aJJpecy, MaKeT HampaBisieTcsi Ha 00paboTKY JTOKAIbHOMY
IIpolieccy; NHaUYe — MepeaipecoBbIBACTCS Yepe3 COOTBETCTBYIONIUI HHTEpdeiic. 5.
IIpoToKoJibl YpOBHS TPaHCIIOPTHOTO YpoBHsI Eciu makeT npeaHasHaueH A JIOKaJIbHOTO
XOCTa, AP0 00padaThIBACT €ro Ha ypOBHE TPAHCIOPTHOIO MpoTokona (Harnpumep, TCP,
UDP, ICMP). Crauana npoBepsieTcs HOpT Ha3HAYEHUs, YTOOBI IEpeaTh MAKET
COOTBETCTBYIOIIEMY npunoxenuto. [Ipumep: Ecnu sto TCP-naker, on Oyner
aCCOLIMMPOBAH C COOTBETCTBYIOLIMM COKETOM MIpUJIOKEHUs uepes3 nopT. 6. [lepenaua
nakera npuiokeHuto Ilaker nepenaercs B COOTBETCTBYIOUINM COKET WM IIPUIIOKEHUE,
Hanpumep, B ciaydae web-cepsepa naker HTTP nepenaercst Be6-cepBepy, TakoMy Kak
Apache nnu Nginx. [Tpumep: Ecnu sto naker TCP, npennasnaueHHbId A1 BeO-cepBepa
Ha iopty 80, oH Oyzaer nepenan BeO-cepBepy Apache mns o6paborku HTTP-3ampoca. 7.
OtBer Ha 3anpoc Wi nocieayromas nepeaaya Ecinu naker tpeGyeT oTBera (Hanpumep,
i 3anpoca ICMP), cooTBeTcTBYIOLIEE PUITOKEHUE UITH SIAPO TEHEPUPYIOT OTBETHBIN
IIaKeT, KOTOPbIH 3aTeM IPOXOJUT aHAJIOTUYHbIE 3Talnbl 00pabOTKH, HO B 00paTHOM
nopsizke: otnpasisiercs uepes crek TCP/IP, punsTpyercs B Netfilter u nepenaéres
obpatHo uepe3 cereBoii uHTEepdeiic. [Ipumep: B ciiyuae ICMP-3anpoca npusoxenue win
a1po renepupytoT ICMP-oTBeT, KOTOPBIN OTIIpaBiIsieTcss 00paTHO OTIPABUTEINIO YEpe3
unTepodeiic eth0.

7. I1puHnuns! GyHKIIMOHUPOBAHUS CUCTEMBI JIEKTPOHHOMN TTOYTHI
OtBeTsI:

[TepeunciieHbl OCHOBHBIE IPUHIIUIIBL.
Bepnbplii orBeT: CucTEMa IEKTPOHHON MOYTHI ITO3BOJIIET MOJIB30BATENSAM OTIPABIATH U
noJtydath coobuienus yepe3 Murepuer. OCHOBHBIMU KOMITOHEHTAMH SIBJISIFOTCSI IOYTOBBIE
KJIMEHTBI, TIOYTOBBIE CEPBEPHI U NPOTOKOJIBL, Takue kak SMTP, POP3 u IMAP. Koraa
10JIb30BATENb OTIPABIISET JIEKTPOHHOE MUCbMO, IIOYTOBBIHN KIMEHT Nepenaét cooOIIeHre
Ha UcXoIuit cepsep ¢ nomolbio npotokona SMTP. Cepsep nocrasisier coodiieHne Ha
cepBep MojayyaTelis, TJIe OHO XPaHUTCS 10 T€X MOp, OKa MOoJIydyaTeb He 3alpOCUT €ro
yepe3 ¢cBoi nouyToBbii KiueHT. [IpoTokonsl POP3 u IMAP ucnones3yrorcs A1 noydeHus
coobmenuii: POP3 3arpyskaer mucbMa Ha YCTPOHUCTBO MOJIB30BATENS U OOBIYHO yaaJIseT
uX ¢ cepBepa, Toraa kak IMAP coxpanseTr cooOlieHus Ha cepBepe, CHHXPOHU3UPYS UX
MeX/1y HECKOJIBKMMHU ycTpoiicTBamu. CrcTeMa 3JIEKTPOHHOM MOYTHI TaKkKe BKIHOYAET
¢byHKIMK GUIBTpALUK criama, MHU(POBaHUS COOOIIEHUH U yIIpaBlieHNEe KOHTaKTaMU.

8.CpaBHeHHE CHUCTEMBI yIipaBieHus uaeHTuukarueit Ha ocnoBe LDAP u Kerberos
OtBeThI:

[Tepeuncnens! ocHoBHBIE (QyHKIMHU poToKoiI0B LDAP u Kerberos.
Bepusiit otBet: Haznauenue u o6nacts npumenenusi: LDAP: LDAP ucnonb3yercst 1is
XpaHEHUs U YIPaBIIEHUs JaHHBIMU O MOJIb30BATENSIX, TPYIINAX, YCTPOMCTBAX U APYrUX
00BEKTax B HEpapXUUecKOll cTpykType. OH oOecreunBaeT eHTPAIN30BaHHYIO 0a3y
JAHHBIX JUISl XpaHEeHUs WH(OpPMaLIUU, KOTOpasi MOKET OBbITh MCIIOJIB30BaHa Pa3InYHBIMU
ciry>k6aMu U1 ayTeHTU(UKALMU U aBTOPHU3alMY Tosib3oBareneil. [Ipumep
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ucnonbs3oBanus: LDAP dacto npumeHseTcs 1sl OpraHu3alyuy HEHTPAIU30BaHHOIO
KaTaJiora, KOTOPbIA UCIIONb3YETCS AJIs YIPABICHUS NOJIb30BATEISIMU B KOPIOPATUBHOM
CEeTH, a TAKXKe JJIsl IPEAOCTABIICHUS CEPBUCOB, TAKMX KaK aJ[pecHasi KHUIa, CEPBUCHI
ANEKTPOHHOU MOUTHI U Apyrue ciyx0bl. Kerberos: Kerberos — 3To mporokon
ayTeHTU(HUKAINY, KOTOPBIH MPe0oCcTaBIsseT 0€30MaCHYI0 U HAJC)KHYIO ayTeHTU(DUKAIIUIO
oJib30Batesieil u cepBucoB B ceTH. OH paboTaeT Ha OCHOBE CUCTEMbI TUKETOB, UTO
MO3BOJISIET MIOJIH30BATENSIM aYyTCHTH(PUIIMPOBATHCS OJWH Pa3 U MOTydaTh JOCTYH K
MHO>KECTBY CEpBUCOB 0€3 HEOOXOIUMOCTH MOBTOpHOM ayreHTudukamnuu. [Tpumep
ucnoinb3oBanus: Kerberos mmpoko uCnons3yeTcst B cCUCTEMax, Tie TpeOyeTcs BRICOKast
0e30macHOCTh, TAKUX Kak Active Directory, muist o0ecrieueHus eHTPATM30BaHHOTO
yIpaBJICHUS TOCTYIIOM U ayTeHTU(dUKaIuei B cetu. Mexanu3mel padbotel: LDAP: LDAP
paboTaet 1o npUHIMNY 3anpoca U oTBeTa. KimmeHT ornpasinser 3anpoc k LDAP-cepsepy
JUTSL TIOUCKA, T00aBIICHUs, M3MEHEHUS WM yIaJICHUs JaHHBIX B KaTanore. LDAP
ucrnonb3yeT npotokon TCP/IP ayis nepenayn 1aHHBIX B MOXKET paboTaTh 10
3amuieHHoMy coeaunenuto uepe3 LDAPS (LDAP over SSL). LDAP ne 3anumaercst
ayTeHTU(UKALMEH OJb30BaTeNel, HO IPEIOCTABIIAET JAHHbBIE, HEOOXOIUMBIE IS
ayTeHTH(UKaIuU (HanpuMmep, XpaHeHue naposei, xemei). Kerberos: Kerberos
UCIOJIb3YET CUMMETPUYHOE MU(POBAHUE U CUCTEMY THUKETOB JUISl ayTeHTU(DUKAITIH.
Kornma nons3oBarens npoxoaut ayreHTHduKanuio, Kerberos Bergaer tuker-gocrym (Ticket
Granting Ticket, TGT), kKoTOpBIi UCTIONB3YETCS ISl MOTYUYCHHSI IPYTHX TUKETOB JIJIs
JOCTyTA K pa3IMYHbIM CEPBUCAM B CETH 0Oe3 MOBTOPHOTO BBOJA naposst. Kerberos
pabotaet o npotokoixy UDP u moxet ucnonb3obars TCP 15 nepegauu 60mbmunx
JAHHBIX WU B CIIy4ae BBICOKOM HaJle:)KHOCTH coenuuenus. bezonacnocts: LDAP: LDAP
HE TPe0CTaBIsET BCTPOCHHBIX MEXaHU3MOB /ISl ayTeHTU(UKALNY U K (poBaHus,
MOATOMY OH YaCTO MCIOJIb3YETCS B CBSI3KE C APYTMMH MPOTOKOIAMH, TAKUMHU KaK
Kerberos, a1 noseliienus oe3omacaocti. LDAP Moxxet ucmonb3oBath SSL/TLS mis
3aIUTHI JAaHHBIX B mporecce nepeaadn. Kerberos: Kerberos o6ecrieunBaeT BEICOKUI
ypOBEHb 0€30MaCHOCTH, UCTIOIb3YsI MEXaHU3M B3aMMHON ayTeHTU(UKAIUU U MHU(POBAHUS
Ha OCHOBE CHMMETPHYHBIX KJItoueil. Bce maHHbIe, epegaBaeMble MEXTYy KIIMEHTOM U
cepBepoM, MHUGPYIOTCS, YTO MPEAOTBpAIAET MepeXBaT WK MOICNIKY JaHHbIX.
Wurerpanus u ucnonb3oanue: LDAP: LDAP moxeT HHTErpupoBaThes ¢ pa3InyHbIMU
CepBHCAaMU U PUIIOKEHUSMHU, TAKUMH KaK TTOYTOBBIE CEPBEPHI, BEO-TPUITOKECHHS,
CUCTEMBI yIpaBiieHus JoctynoM u T.1. LDAP uwacTto ucnonesyercs B kauecte 6a3bl
TAHHBIX [T XpaHEeHUs WH(OPMAIIUY O MOJIb30BaTENIX, KOTOpas 3aTEM HCIIOIb3YeTCs IS
ayreHTHuUKauu B Apyrux cuctemax. Kerberos: Kerberos ncnons3yercst B cuctemax, riae
HeoOxouMma Oe3omacHasi ayTeHTH(UKAIKS OJIb30BaTENel U CEPBUCOB, YAaCTO B Cpe/Iax,
rae Tpedyercs nogaepkka SSO (Single Sign-On). On moxet unterpuposatses ¢ LDAP
JUIS TIOJTYY€HUs JaHHBIX O TMOJIh30BaTeNAX, HO caMm Kerberos 3aHuMaeTcst TONBKO
MIPOLIECCOM ayTEHTU(DUKAIINH.

II. Onucanue wikanvl oueHuganus

Oyenka: 5 («OTIUIHO)
Huodicnuii nopoe sevinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku 6blnoHeHus 3nanus: Paborta BBIMOIHEHA B paMKax "TPOIBUHYTOrO"
ypoBHsi. OTBETHI JaHBI BEPHO, YETKO CHOPMYIUPOBAHHBIE OCOOCHHOCTH NMPAKTUYCCKUX PEIICHHI

Oyenka: 4 («xX0OpoII0»)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku 6blnoiHeHus 3nanus: Paborta BbINOIHEHA B paMKax "0a30Boro"
yYpPOBHS. BOJIBIIMHCTBO OTBETOB JJaHbI BEpHO. B uacTu MaTepualia ecth He3HAUUTEIbHBIC
HEIOCTATKU

Oyenka: 3 («yIOBIETBOPUTEIEHO)
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Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu 6vlnoinerus 3Hanus: PaboTa BeINoHEHA B paMKax "Moporosoro"”
ypoBHsi. OCHOBHas 4acTh 3aJaHus BBIIIOJIHEHA BEPHO.

Oyenxa: 2 («HEYIOBIECTBOPUTEIHHOY)
Onucanue xapakmepucmuku 6blnoneHus 3uanus: PaboTa He BHIIOTHEHA WM BBIIOTHEHA
MPEUMYIIECTBEHHO HEMPaBUIHHO

1I1. IIpaguna évicmaegnenus umo2o80i OYeHKU no Kypcy

Onenka onpenensercs IO COBOKYIHOCTH pE3YJIbTaTOB TEKYLIEro KOHTPOJS YCIIEBAEMOCTH B
cootBeTcTBUH ¢ [lonoxeHneM o 6auIbHO-PEUTHHTOBOM crcTeMe uid cTyaeHToB HNY «MOW».
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