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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-11 Ciocob6eH moHUMAaTh MPUHIIMITEI PAOOTH COBPEMEHHBIX MH(OPMAIIMOHHBIX
TEXHOJIOTHI U UCIIOJIb30BaTh UX IS PEIICHUS 3a/1a4 MPOPECCHOHAIBHON IeITeIbHOCTH
N]I-1 [TonnMaeT mpUHIUIIBEI pabOTHI COBPEMEHHBIX HH(POPMAIIMOHHBIX TEXHOJIOTHMA

M BKIIFOYACT:
IJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

®Popma peanusaruu: 3aniuTa 3a1aHus
1. 3amuTa naboparopaoit padotsl "MHCTpYMEHTHI A AMUHUCTPUPOBAHUS 3aIIUIIIEHHbIX
onepanuoHHbIx cuctem" (KoHTposnsHas padora)
2. 3amuTa nabopaTopHoii paboTsl "HacTpolika U AuarHoCcTUKa CeTeBOM MOJACUCTEMBI"
(KontponpHas pabota)
3. 3amuTa naboparopHoit pabotsl "HacTpoiika cepBrca aBTOpU3aINH, JUATHOCTUKA U
yCTpaHEHUE HEeUCIpaBHOCTEH (QyHKIIMOHUpOBaHU oniepaniioHHO cuctembl” (KoHTponbHas
pabora)
4. 3amura 1abopaTopHOi paboThl 'Y cTaHOBKA U HACTPOMKA CTAHJAPTHOTO HAOOpa CEpBUCOB"
(KonTpoabpHas pabora)

BPC nucuuminHbl

S cemecTp

IlepeyeHb KOHTPOJBHBIX MEPONPUATHI TEKYIIEro KOHTPOJS YCHEBAEMOCTH IO

AUCHUILINHE:

KM-1 3ammra na6oparopHoii pabotsl "HacTpoiika cepBuca aBTOpH3alMM, IMarHOCTUKA U YCTpAaHEHHE
HEUCHPaBHOCTEN (PYHKIIMOHUPOBaHUs onepanuonHoil cucreMsl" (KonTponpHas paborta)

KM-2 3ammra nabopatopHoii paboTsl "YcTaHOBKA U HACTPOIKa CTaHAAPTHOrO Habopa cepBUCOB"
(KontponpHas pabota)

KM-3 3ammra nabopatopHoii paboTsl "MHCTPYMEHTHI AMUHUCTPUPOBAHUS 3ALTUIIEHHBIX
onepaiuoHHbix cucteM" (KonrponbHas paborta)

KM-4  3ammra naboparopHoii paboTsl "HacTpoiika u AMarHocTuka ceTeBoi MoACUCTEMbI"
(KontponpHas pabota)

Buja npoMexyTouHOI aTTecTAlMU — 3a4€T C OLICHKOM.

Beca KOHTpOIBHBIX MeponpusITHii, %o
Nunekc KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpox KM: 3 6 9 12

Pa3nen nucnuIninHbl




OcCHOBBI KOMIIBIOTEPHOM 0€30MaCHOCTU U 6a30BbIE HHCTPYMEHTHI
aJIMUHUCTPUPOBAHUS ONEPAMOHHON CUCTEMBI

ApXI/ITeKTypa U KOMITIOHCHTEI OHepaHI/IOHHHX CUCTECM Ha 6336 sapa
Linux

OCHOBEI KOMHBIOTepHOfI 0e30macHOCTH

[IprHIIMIIBI CETEBOTO B3aUMOAEHCTBUS U CTPYKTYpa CETEBOU
MOJICHICTEMBI 3aIlMIIEHHON ONEePAallMOHHON CUCTEMBI

OcHoBHbIe ipoToKOoIIBI cTeka TCP/IP.

MexceTeBol SKpaH

VYcraHOBKa M HACTPOHKa CTaHAAPTHOTO HabOpa CEpBHCOB

AJIMUHHCTpUpPOBaHHE BEO-CATOB M 3JIE€KTPOHHOM MOYTHI.

AJMUHUCTpPUPOBAaHKE OA30BBIX CETEBBIX CEPBUCOB OpraHU3aLuU

Jnarnoctuka

Unentudukanus, ayrTeHTU)UKAIIST U aBTOPU3ALIHS
OJIL30BaTeNe

I[I/IaFHOCTI/IKa HeHCHpaBHOCTeﬁ B SaHlHIHeHHOﬁ OHepaHHOHHOﬁ
CHUCTCMBI

Bec KM:

25

25

25

25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

L OL(EHOQHble cpedcmea onsa OUEHKU 3an/IAHUPOBAHHBIX pe3ylibmamoes oﬁyueﬂuﬂ no Oucuunﬂune, COOMHECECHHbIX C unduxamopamu

00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMITETCHIIMHT pe3yiabTaThl OOyYEHHsS IO
JUCIUILINHE
OIIK-11 N-lomxk-11 [Tonumaer | 3HaTh: KM-1 3ammura naboparopHoii paboTsl "MHCTpYMEHTHI aIMUHUCTPUPOBAHHUS
MIPUHIIMIIBI paboThI | MPOTOKOIIBI 0A30BBIX 3alUIIeHHBIX onepanuoHHbiX cucteM" (KontponsHas padorta)
COBPEMEHHBIX CETEBBIX CEPBUCOB KM-2 3ammra naboparopHoit padotsl "HacTpoiika u TUarHOCTHKA CETEBON
UH(pOPMaIMOHHBIX OpraHHu3aIu noacuctemsl" (KonTposibsHas padora)
TEXHOJIOTHI MPUHIIUIIBI CETEBOTO KM-3 3ammra nabopaTtopHoit paboTsl "YCcTaHOBKA U HACTPOMKa
B3aMMO/JICHCTBHS cTannapTHoro Habopa cepBuco" (KonrponbsHas padorta)
COCTaB U CTPYKTYPY KM-4 3ammra naboparopHoii padboTsl "HacTpoiika cepBrca aBTOpH3aIiHy,
3alUIICHHBIX JIMarHOCTHKA M YCTPAaHEHUE HeUCIpaBHOCTEH (QyHKIIMOHUPOBAHUS

OTIEPAIIMOHHBIX CUCTEM
YMeTs:

HCKaTh U YCTPaHATh
HEUCIIPAaBHOCTHU B
(YHKIIMOHUPOBAHUHU
ONEPAIMOHHON CUCTEMBI

onepaioHHoil cucreMsl" (KontponpHas pabota)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 3amura nadoparopHoii padorsl ""Hacrpoiika cepBuca aBTopu3anum,
JAUATHOCTHKA M yCTPaHeHHe HeHCIIPaBHOCTel (pyHKIMOHUPOBAaHUS ONlEPAIlMOHHOM cucTeMbl"

®opmbl peau3anum: 3anuTa 3aJaHUs

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBeneHHsi KOHTPOJIBbHOrO0 Meponpustus: IIpeaBapurenbHas NDOATOTOBKA K
BBINOJIHEHUIO J1a00paTopHOil paboThl. Beimonnenue nabopaTopHoil pabOThl B COOTBETCTBUHU C
3aganueM. IloaroroBka Kk 3aliuTe 10 MIPONJCHHBIM MaTepUaJIaM.

Kparkoe cogep:xanue 3aiaHus:
OtBetbTe Ha 40 BOIIPOCOB TECTA, UCIOJIB3YS MPONUIEHHbIM MaTepuas. OOpaTuTe BHUMaHKE, 4TO
B HCKOTOPLBIX BOITPOCAaX MOXKCET OBITh HECKOJIBKO IMPpaBUJIbHBIX BApWMAaHTOB OTBETA, a4 TAKIKEC
MOTYT BCTPETUTBHCS BOIIPOCHI, Il HY>KHO BBECTH IPABUJIbHBINA OTBET CaMOCTOATENbHO. s
YCIICHIHOT'O BBITOJHCHUA 3aJaHHs BHUMATCIIbHO O3HAKOMBTCCH C KaXKJIbIM BOIIPOCOM U
BbIOEpUTE BCE IPABUIIbHbBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, MOJYYEHHBIX Ha JIGKLUAX U B
y4eOHBIX MaTepuaiax.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3anygaHupOBaHHbIE Bomnpockl/3aganust s IpoOBEPKU

pe3yNbTaThl 00y4eHHs 110

JVICIIATUTAHE

3HaTh: HPUHIUIIBL 1.Bonpoc: KakoBa ocHOBHasl pojib CECCHOHHOT'O KJII0Ya B

CETEBOTO npotokoiie Kerberos?

B3aUMO/ICICTBUS 1. OH ucnonb3yetca AnA WdpPoBaHUA BCEX AAHHBIX MEXKAY KIMEHTOM U
KDC.

2. OH obecneunBaeT BpeMeHHY0 ayTEHTUDMKALMIO KMEHTA Ha cepBepe B
paMKax 04HOM ceccum.

OH ucnonb3syeTtca A1 06MeHa KNHYaMM MEXKAY KIMEHTOM U CEPBEPOM.
OH CNYXKAT ANA XPaHEHUA YYETHbIX AaHHbIX NO/b30BaTeNS.

OH ncnonb3yeTtca 418 reHepaLmm BCcex Apyrux Katovein B Kerberos.

OH XpaHWTCA Ha cepBepe ANA Aa/IbHEMLLEr0 NCNO/Ib30BaHMUA.

OH HYKeH ANA CUHXPOHM3aUUN BPEMEHN MEXKAY KNNEHTOM U
cepBepom.

8. OH ncnonb3yeTca gns cosgaHuns buneta cnyx6bi (TGS).

Nousw

IIpaBuabHbIi oTBeT: OH 0O€cTIeUnBaAECT BPEMEHHYIO
ayTeHTU(UKALHIO KIIMEHTA Ha CEPBEPE B PaMKaX OJHOU CECCHH.
2.Bompoc: Paccmorpum cnenyrontyro ctpykTypy LDAP-3anmcu:

dn: uid=jdoe,ou=IT,dc=example,dc=com
objectClass: inetOrgPerson

objectClass: organizationalPerson
objectClass: person

objectClass: top

cn: John Doe

sn: Doe

uid: jdoe




3anjgaHUupOBAHHBIE Bormpocsl/3aganust At MpoOBEPKU
pe3ynbTaThl O0yYEHUS IO
JUCITUILINHE

mail: john.doe@example.com
ou: IT

Kakwue u3 ciieayromumx yTBepKIeHUH MPaBHILHO OMUCHIBAIOT
aneMeHThl nHpopMarmonHoi Mmoaenu LDAP, npucyrcTByromue B
3TOM 3anucu?

1. dn (Distinguished Name) onpenensieT yHUKaJIbHBIA TyTh K
3anucu B LDAP-nepese.

2. objectClass onpenensier HaOOp aTpUOYTOB, KOTOPHIE MOTYT
OBITh BKJIFOUCHBI B 3QITHCh.

3. Atpubyt cn (Common Name) UCIONIb3YeTCs sl XpaHSHUS
MOJTHOT'O UMEHH T0JIh30BATEIIS.

4. Atpubyt sn (Surname) UCTIOIB3YeTCS U XPAHCHUST UMEHU
MOJIb30BATEIIS.

5. uid (User ID) siBisieTcst 00s13aTEIbHBIM aTPUOYTOM JIJISI BCEX
3anuceit LDAP.

6. mail onpenenseT AICKTPOHHYIO IMOYTY MOJIH30BATEIIS U JOKEH
OBITh YHUKAJILHBIM JIJISI KOKIOH 3aIHCH.

7. Atpubyt ou (Organizational Unit) yka3pIiBaeT Ha
MOJIpa3ICICHUE TOJIb30BATENsl B OpraHU3aIlHY.

8. dc (Domain Component) UCTIOIB3YETCS IS YKA3aHHSI IOMCHA,
K KOTOPOMY TIPUHAIJICKUT 3aIHCh.

Bribepure npaBUIIbHBIC YTBEPIKICHHS:

1,2,3,7

IIpaBuasbHnblii oTBer: 1,2, 3,7, 8

OnucaHue MKaJbI OlleHUBAHUS

Oyenxa: 5 («OTIIMYHOY)
Huorcnuii nopoe svinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJTHEHO B MOJTHOM 00BEME HJIH BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpOIIIO»)
Huorcnuii nopoe evinonnenus 3adanus 6 npoyernmax. 60
Onucanue xapaxmepucmuxu evinoineHus snanus: OneHkKa "XopoIo" BEICTABISIETCS CIH
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUTS PEIICHUS 3a]1a9

Oyenka: 3 («yIOBIETBOPUTEIIEHO)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapakmepucmuku ebinonneHus 3nanus: OueHKa "yI0BIeTBOPUTENLHO" BBICTABIISETCS
eCJIM 3aJaHue IPEUMYIIECTBEHHO BBITIOIHEHO

Oyenka: 2 («HEyJOBIECTBOPUTEIHHOY)




Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! OI_IGHKa "HCYI[OB.HCTBOpI/ITCJIBHOH BBICTABJIACTCSA
€CJIK 3aJaHNEC BBIIOJIHEHO HCBCPHO HUJIN MMPECUMYIIECTBEHHO HE BBIIIOJIHEHO

KM-2. 3ammTa 1abopaTopHoii padoThl "YCTaHOBKA U HACTPOHKA CTAHIAPTHOIO
Ha0opa cepBucoB"

®opMbl peaau3anuu: 3aiuTa 3a1aHus

Tun KoHTpPOoIBHOr0 MeponpusaTus: KontponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeleHHss KOHTPOJBLHOIO MeponpusTusi: I[IpenBapurenbHas MOATOTOBKA K
BBITIOJIHCHHIO JIa0OpaTOpHOW paboThl. BeimonHeHue mabopatopHOl pabOTHI B COOTBETCTBUHU C
3ajanreM. [loaroroBka K 3amuTe Mo MPONACHHBIM MaTepuaiaMm.

Kpartkoe cogep:kanue 3aiaHuA:
OtBetbTe Ha 40 BOIPOCOB TECTa, UCIIOJIB3YS MPOUICHHBIN MaTepuan. OOpaTuTe BHUMaHHE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO ITPABUJIbHBIX BAPMAHTOB OTBETA, & TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY’KHO BBECTH IPaBUIIbHBINA OTBET CaMOCTOSITENbHO. 15
YCIIEIIHOTO BBINIOJIHEHUS 33aHNUs BHUMATEIbHO 03HAKOMBTECH C KaXKIABIM BOIIPOCOM U
BbIOEPUTE BCE MTPaBUIIbHBIE OTBEThI, OCHOBBIBASICh HA 3HAHUSX, IOJyYEHHBIX Ha JIEKLIUAX U B
y4eOHBIX MaTepHaax.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3aHHaHI/IpOBaHHHC PE3yJIbTATHL BOHpOCLI/3a,I[aHI/IH U IIPOBEPKU
06y‘IGHI/I$I 1O JUCHUIIJIINHE

3HaTh: MPOTOKOJBI  0a30BBIX 1.Bonpoc: Kakue u3 cieayronmx yrBep>KaeHui

CETEBBIX CEPBUCOB OPraHU3aLUU ONMCHIBAIOT NpUHLUIIBI padoTel DHCP?

1. DHCP-cepBep Ha3nauaet [P-anpeca yctpoiictBam B ceTu
ABTOMATHYECKH.

2. Knuent ornpasiser 3anpoc Ha [P-aapec ¢ momouisio
coobmienuss DHCPREQUEST.

3. DHCP-cepep ucnonszyet nporokon ICMP nns
IIpOBEPKHU AocTynHoCcTH [P-anpecos.

4. DHCP-knuenT HaunHaeT nporecc apenas! [P-agpeca ¢
ornpaBku coobmenuss DHCPDISCOVER.

5. DHCP-kineHT 1 cepBep B3aUMOJIEHCTBYIOT 110
nportokony TCP.

6. DHCP-cepBep MoxeT Ha3HauaTh yCTPOHUCTBA
cratudeckue [P-agpeca Ha ocHoBe ux MAC-aapecos.

7. KnueHT oykKeH Bpy4HYIo NMOATBEpKAaTh Ha3HaueHue [P-
ajipeca repej ero UCIoJIb30BAHUEM.

8. DHCP-cepgep xpanut uadopmanuto o6 apergax IP-
aJIpeCcoB B CIICIIMAIBHON 0a3e JaHHBIX.

IIpaBuabHblii oTBeT: 1, 2, 4,6, 8

2.Bomnpoc: Kak nmporokosrr DNS npeoOpasyeT 1oMeHHOe
ums B [P-anpec? BeiGepute npaBUiibHbIC YTBEPKICHUS:

1. DNS ucnons3yet npotokon HTTP nns nepenauun
3aIllpOCOB U OTBETOB MEK/Y KJIMEHTOM U CEPBEPOM.

2. Knuent ornpasnsger DNS-3anpoc Ha nonyyenue 1P-
azipeca JJs JoMeHHOro uMeHn Ha DNS-cepsep, nucnosnb3ys
npotokoa UDP no nmopry 53.

3. Eciiu DNS-cepsep He 3HaeT [P-anpec, oH peKypcuBHO
oTnpasJisier 3anpoc K apyrum DNS-cepBepam, HaunHas ¢




3anaHUpOBaHHBIE pe3ynbTaThl | Bompockl/3ananus A1 IpOBEPKU
00y4YeHUs 10 TUCITUTINHE

KOPHEBBIX CEPBEPOB.

4. DNS-3anpocsr Becerga npoxoaat yepe3 SSL/TLS nns
obecrnieueHus 6€30MacHOCTH.

5. DNS moxker ucnonb3oBats nporokoi TCP, ecau pazmep
OTBeTa IpeBbImaet 512 GaiT.

6. DNS-3ammpocs! MOT'YT K3IIMPOBAThCS HA MIPOMEKYTOUHBIX
cepBepax JUIsl YMEHBIICHHS] BPEMEHU OTKIIHKA.

7. Knuent otnpasinser DNS-3anpocsl HenocpeacTBEHHO Ha
KopHeBbie DNS-cepBepbI.

8. DNS-cepBep Bo3Bpamaet [P-agpec 1oMeHHOTO IMEHH
WK coolnieHne 00 ommoKe, eciu UMl He MOKET ObITh
pasperIeHo.

Bri6epute npaBuiibHbIC YTBEPHKICHUS:

2,3,5,6,

NP NWER NP
WNWAWAN
ARrhO OGO W
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00 00 00 0O 00 00 ~I 0O

IIpaBuabHblii oTBeT: 2, 3,5, 6, 8

Onucanne MKAJbI OIIEHUBAHUS

Oyenxa: 5 («OTIINYHOY)
Huosienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTIUYHO" BBICTABISAETCS €CIIH 3aJaHue
BBITIOJTHEHO B MOJIHOM 00'beMe WIJIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoILIO»)
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIo" BEICTaBISETCS €CITN
OOJIBIIMHCTBO BOIIPOCOB PACKPBITO. BEIOPAHO BEPHOE HAIIPABICHUE AJIS PEIICHUs 3314

Oyenka: 3 («yIOBJICTBOPUTEILHOY)
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinoaneHus snanus: OueHka "yIoBIeTBOPUTENBHO" BBICTABIISETCS
€CITH 3a/l1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO

Oyenka: 2 («HEYJOBJIETBOPUTEITHEHOY)
Onucanue xapakmepucmuku evinonnenus 3uanus: OleHKa "HeyJ0BIEeTBOPUTEILHO" BBICTABISETCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MPEUMYIIECTBEHHO HE BBITOJTHCHO

KM-3. 3amura ja6opaTopHoii padoTs! ""UHCTPYMEHTHI IMUHHCTPHPOBAHUS
3alIMIIECHHBIX ONePALMOHHBIX cHcTeM"

®opMbl peau3anum: 3anuTa 3aJaHUs
Tun koHTpoabHOro MeponpustTus: KourponsHas pabota
Bec koHTpObHOrO Meponpusitusi B BPC: 25




IIpouenypa mnpoBedeHHs] KOHTPOJbHOro Meponpusitus: IIlpeaBapurenpbHas MOATOTOBKA K
BBITIOJIHCHHIO JIa0opaTopHOU paboThl. BeimonHeHune mabopatopHOl pabOTHI B COOTBETCTBUHU C
3amanueM. [loAroToBKa K 3alIMTe MO MPOWICHHBIM MaTepraIaMm.

KpaTkoe conep:kanue 3a1aHusi:

OtBetbTe Ha 40 BONIPOCOB TECTA, UCIIOJIB3YS MPOUICHHBIN MaTepuan. OOpaTuTe BHUMaHHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO ITPABUJIBHBIX BAPMAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY’KHO BBECTH IIPaBUIIbHBINA OTBET CaMOCTOSITENBHO. 1
YCIIEIIHOTO BBINIOJIHEHNUS 331aHUs1 BHUMATEIBHO 03HAKOMBTECh C KaX/IbIM BOIIPOCOM U
BbIOEpPUTE BCE MTPABUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, IIOJyUYEHHBIX Ha JIEKLIUAX U B

yueOHBIX MaTepuaiax.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3aryaHupOBaHHbIE pe3yabTathl | Bompocsl/3aganus a1 IpoBepKu
00y4YeHHMsI 10 JUCLUIUIMHE
3HaTh: COCTaB u CTPYKTYpPY 1.Bonpoc: CuctemMHbI€ BBI30BbI OllEpallMOHHOM

3AlUINCHHBIX OIICPAITMOHHBIX CHCTEM

cuctemsl (OC) - 370!

MexaHW3Mbl 3aLUUTbl MUHOPMaLUK OT
HEeCaHKUMOHMPOBAHHOrO AOCTyna.

MporpammHble MHTepdencol A8 B3aMmMogencTemaA
npuaoxeHuii ¢ agpom OC.

Habop apaisepos g1a paboTbl ¢ annapaTHbIM
obecneyeHnem.

ANropuTmbl NIaHMPOBaHMA 334a4 Npoueccopa.
CpeactBa ans cosgaHma rpadpuueckoro nHTepdelica
nosib3oBaTens.

Crnocobbl 06paboTKM NpepbiBaHMN OT annapaTHOro
obecneyeHus.

KomaHzabl, BbINO/IHAEMbIE B KOMAHAHOM CTPOKe.
MPOTOKO/Ibl CETEBOIO B3aMMOAENCTBUS MeXKAY
KOMNblOTEPAMMU.

IIpaBuabHbIi oTBeT: [IporpamMMHubie HHTEpQEICH
JUls B3auMoJieiicTBus npuioxenuit ¢ sapom OC.
2.Bomnpoc: Uto Takoe HHBEHTAPHBIN (haiii
(inventory) B Ansible?

CrucoK moJib30BaTeNei, KOTOPbIe MOTYT
ynpaBnate Ansible

Criicok 3a/a4 JJ1st BBITOJTHEHHS

Crucok ynpasisieMbIX XOCTOB

Cnucok MoayIel, Ucoab3yeMbIX B Ansible
Crincok nepeMeHHbIX, UCToNb3yeMbIX B playbook
®aiin koHpurypauuu Ansible

Jlor BBINONHEHUS 3a/1a4

[[Ta6ioH KOHpUTYpaun

IIpaBuiabHbli oTBeT: CIIHCOK yIIpaBiIieMbIX
XOCTOB

YMers: UCKATh u YCTPaHATh
HEUCTPAaBHOCTH B (YHKIIMOHUPOBAHUU
OIEPALIMOHHON CUCTEMBI

1.

1.Bonpoc: Kakas koMaHaa UCTIONIB3YeTCS st
noucka (aitioB pazmepom 6ombiie S0 MB B manke
/home/userl?

find /home/userl -size +50M
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3annaHupOBaHHbIE pe3ynbTathl | Bonpocsl/3ananus A1 IpoOBEpKU
00y4YeHUs 10 TUCITUTINHE

grep /home/userl -size 50M
search /home/userl -size >50M
locate /home/userl -size 50M
find /home/userl -size >50M
find /home/userl -name +50M
search /home/userl -name 50M
locate /home/userl -name +50M

®NOU A WN

Ipasuasubiii orBer: find /home/userl -size
+50M

2.Bompoc: Kakoii cumBoi ucrnosib3yercsi B Bash
JUTSI TIepeIauyl BBIBOJA OHON KOMaH/IbI B KAYECTBE
BBOJIA IJIs IPYTOM KOMaHIbI?

>

<

|
&

&&
I

*

IIpaBu/IbHBIN OTBET:

Onucanne MKAJbI OIIEHUBAHUS

Oyenxa: 5 («OTIINYHOY)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIM 3aJaHue
BBITIOJTHEHO B MOJIHOM 00'beMe WIIHM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («X0poILI0»)
Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIIo" BEICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS pEIIeHUs 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEIHHOY)
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinoanenus snanus: OueHka "yIoBIeTBOPUTEIBHO" BBICTABIISETCS
€CIIU 3a/1aHue NMPEUMYILIECTBEHHO BBITIOJIHEHO

Oyenka: 2 («HEYJTOBIETBOPUTEITHEHOY)
Onucanue xapakmepucmuku eoinonenus 3uanus: OleHKa "HeyI0BIEeTBOPUTEILHO" BICTABIISETCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MPEUMYIIECTBEHHO HE BBITOJTHECHO

KM-4. 3amura adopatopHoii padors! "HacTpoiika n 1narHoctuka cereBoii
noacucremsr'

®opmbl peaju3anum: 3anIuTa 3a1aHus

Tun koHTpoabHOro MeponpustTus: KourponsHas pabota
Bec koHTpObHOrO Meponpusitusi B BPC: 25
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IIpouenypa mnpoBedeHHs] KOHTPOJIbHOro Meponpustusi: [IpenBapuTenbHas MOATOTOBKA K
BBITIOJIHCHHIO JIa0opaTopHOU paboThl. BeimonHeHune mabopatopHOl pabOTHI B COOTBETCTBUHU C
3amanueM. [loAroToBKa K 3alIMTe MO MPOWICHHBIM MaTepraIaMm.

Kpartkoe cogep:xkanue 3aiaHusA:
OtBetbTe Ha 40 BOIIPOCOB TECTA, UCIIOJIB3YS MPOHICHHBIN MaTepran. OOpaTuTe BHUMaHUE, YTO
B HEKOTOPBIX BOIIPOCAX MOXKET ObITh HECKOJIBKO ITPABUJIBHBIX BAPMAHTOB OTBETA, a TAKXKE
MOTYT BCTPETUTHCSI BOIIPOCHI, /1€ HY’KHO BBECTH IIPaBUIIbHBINA OTBET CaMOCTOSITENBHO. 1
YCIIEIIHOTO BBIIIOJIHEHNUS 33aHNs1 BHUMATEIbHO 03HAKOMBTECH C KaXKAbIM BOIIPOCOM U
BbIOEpPUTE BCE MTPaBUIIbHBIE OTBETHI, OCHOBBIBASICh HA 3HAHUSX, IOJyUYEHHBIX Ha JIEKLHAX U B
y4eOHBIX MaTepHaax.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3aryaHupOBaHHbIE Bomnpocel/3aganust a7t IpoBEpKU

pe3yibTaTtel  OOydeHHs IO

JUCLHUIIIINHE

VYMeTh: HcKaTb U YCTPaHATH 1.Bonpoc: Kakue napameTpsl 1 ¢ailsl HCIIONB3YIOTCS IS
HEHUCIIPAaBHOCTH B HacTpoiiku ARP B onepalinoHHON CUCTEME, U UTO OHU
(bYHKLIHOHUPOBAHUU 03HA4aT?

ONEpPalOHHONW CHCTEMBI 1. gc_stale_time (Bpemsa xpaHeHUA ycTapeBLUNX 3anucen),

base_reachable_time_ms (6a3oBoe Bpems A40CTyNnHOCTM coceaen),
gc_threshl (noporoBoe 3HaueHWe Ana 3anycka cbopa mycopa) -
/proc/sys/net/ipv4/neigh/default

2. base_reachable_time_ms (Bpema gocTynHoCTK 3anucu B
MWUANUCEKYHAAX), retrans_time_ms (MHTepBan NOBTOPHbIX
3anpocos), delay_first_probe_time (3ageprkka nepes nepsbim
3anpocom) - /etc/network/interfaces

3. base_reachable_time_ms (6a3oBoe Bpemsa AOCTYNMHOCTM coceaeit),
retrans_time_ms (Bpema meKay NOBTOPHbLIMW 3aMpocamu),
delay_first_probe_time (3ageprkKka nepes nepBoii NPOBEPKONA) -
/proc/sys/net/ipv4/neigh/default

4. proxy_arp (BkaoyeHue/sbikntoueHme proxy ARP), ucast_solicit
(MaKcMmanbHOe Ko/IM4yecTBO 3anpocoB A/11 04HOaLPECHOTO
otseTa) - /proc/sys/net/ipv4/arp_config

5. proxy_arp (BKAtouyeHue/BbiKAOYEeHWE NpokcuposaHmsa ARP),
gc_stale_time (Bpema xpaHeHMs ycTapeBLINX 3anumcen),
ucast_solicit (makcMmanbHoe KONMYeCcTBO O4HOALPECHbIX
3anpocos) - /proc/sys/net/ipv4/neigh/default

6. gc_thresh3 (makcMmanbHoe KONMYeCTBO 3anunceli B Kalle),
app_solicit (makcMmanbHoe KoIMYECTBO 3aNPOCOB MNPUNONKEHMUSA) -
/etc/arp.conf

IIpaBuibHbIi oTBeT: g stale time (Bpems XpaHEHHS
yCcTapeBIIMX 3amnuceii), base reachable time ms (6a3oBoe
BpeMsl IOCTYITHOCTHU coceneit), gc_threshl (moporosoe
3HAYEHHE JIJIs 3aImycKka cOopa Mycopa) -
/proc/sys/net/ipv4/neigh/default

2.Bompoc: Kakue u3 mepeyrcieHHbIX IaroB SBISTFOTCS
IIpaBWIBHBIMU JUIs HacTpoliku SSH noctyna ¢
MCTIOJIH30BaHUEM ITyOITMYHOTO KITFO4a?

1. I'eneparust nmapsl Kinroueil (MpruBaTHOTO U MyOJIMYHOT0) HA
KJICHTE.
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3anjgaHUupOBAHHBIE Bomnpocsl/3aganust 11t mpoBepKU
pe3ynbTaThl  OOy4eHHS  TIO
JUCITUILINHE

2. KonnpoBaHue npUBaTHOIO KJIt04a Ha yJalEHHbBIN XOCT.
3. KonupoBanue myOoInyHOro Kiitoua Ha yAaa&HHBIA XOCT C
ucros3oBanreM Ssh-copy-id-.

4. Jlo6aBnenue myoamvaHOTO Kirova B ¢aiin "authorized keys'
Ha yJajJ€HHOM XOCTe.

5. YcraHOBKa MpaBWIBHBIX TIPAB JOCTYIA Ha (aiin
‘authorized keys' u karanor ".ssh® Ha yganénHom xocre.

6. Ynanenue myoJIuYHOrO KIF0Ya C KIIMEHTCKOM MallluHBL.
7. IIpoBepka NOAKIIOYEHUS K YAAUIEHHOMY XOCTY C
ucronb3zoBanueMm SSH.

8. 3menenue naposst root moyib30BaTeNs Ha KIMEHTCKON
MaIIfHe.

Bri6epuTe npaBuiIbHbBIC TIATH:

1,3,4,57

PR NP WEN
WNWAOIN A
UG ADNOTO WU
~NoONNDO
00~ ~ oo~

IIpaBuabHblii oTBeT: 1, 3,4, 5,7

OnucaHue MKAJbI OLleHUBAHUS

Oyenxa: 5 («OTIIUYHOY)
Huorcnuii nopoe svinonnenus 3adanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evinoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BHEME HJIM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpOILIO»)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoaneHus shanus: OueHkKa "XopoIo" BBICTABIIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIICHUs 3a/1a4

Oyenka: 3 («yI0OBIETBOPUTEIIEHO)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CIIU 3a/l1aHU€E IPEUMYIECTBEHHO BBITIOJIHEHO

Oyenka: 2 («HEyJOBIETBOPUTEIHHOY)
Onucanue xapakxmepucmuxu evinoanenus sHanusa: OneHKa "HeyI0BIeTBOPUTENIbHO" BBICTABIISETCS
€CJIN 33JIaHUE BBIIIOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBIIIOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
5 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

IIpoueaypa npoBenenust

B Tecre 20 BOnpoCcOB BCTPEYAIOTCsT BOIIPOCHI CICAYIONIMX THITOB:

1. ¢ OOAHHMM BapHAaHTOM OTBCTa ( B BOIIpOCax «OAWH M3 MHOTI'MX», CUCTEMa CpaBHHUBACT OTBET
CJIyIIATENs C MPABUIBLHBIM OTBETOM M aBTOMAaTHYECKU BBICTABJISCT 32 HET'O Ha3HAUCHHBIN OaJL)

2. ¢ BBIOOPOM HECKOJBKHX BapHaHTOB OTBETOB ( B BONpPOCaX «MHOTHE M3 MHOTHX» CHCTEMa
OILICHUBACT KaXJblii OTBET OT/EIBHO; €CTh BO3MOXKHOCTH Pa3pelIUuTh CIYIIATEI0 TOJTYYHUTh 3a
Borpoc 0,75 6aina, eciiv OH BbIOEpeT 3 MpaBHIIbHBIX OTBETA U3 4)

3. Ha COOTBETCTBHE CIIyIIATEh JODKEH IMPUBECTH B COOTBETCTBHUE JICBYIO U MPABYIO YacTh OTBETA
(B BOIIpOCax «COOTBCTCTBUC» CUCTCMa OLICHHUBACT Ka)KI[BII;'I OTBCT OTHACJIBbHO, MOXHO pa3pClIUTb
CIIYIIATEITO TOJIY4YHTh 3a Borpoc 0,75 Gaiia, eciiv OH BhIOEpET 3 MpaBUIIbHBIX OTBETA U3 4)

4. pa3BepHYTHII OTBET, BBOJUTCS B BPYYHYIO B CHEIHAIbHO OTBEIEHHOE MoJie (py4Has OLEHKa
MpenoaaBaTeseM)

L. Ilepeuenv Komnemenyuit/uHOUKaAmMOpPo8 u KOHMPOAbHBIX 60NPOCOE NPOGEPKU PE3YTbM AN 08
0CGOCHUA OUCUUNIUHDL

1. Komnerenunss/Muankarop: MJ1-1lonk-11 [lonnmaer npuHunel paboTel COBpEMEHHBIX
UH(POPMALIMOHHBIX TEXHOIOTUH

Bonpocsl, 3aganus
1.KakoBa cTpykTypa 1 OCHOBHbIE KOMIIOHEHTBI apXUTEKTYphI ONepallMOHHON CHCTEeMBbl Ha Oa3e
anpa Linux?
2.Kak aapo Linux B3auMOAEHCTBYET € MOJIb30BaTEIbCKUMU IPOrpaMMaMu U 000py10BaHUEM?
3.Yto Takoe CUCTEMHbIE BBI30BBI M KaK OHH 00€CTIeYNBAIOT B3aUMOECHCTBHE MPHIIOKEHUIN C
saapom Linux?
4.Kak opranuzoBana (aiinoBas cucrema B Linux? Kakue ocHOBHBIE KaTajoru CyIIECTBYIOT U
KaKOBO UX Ha3HauyeHHe?
5.Kaxk ocymecTBisieTcs yrpaBieHUE 0JIb30BaTeNsIMU U TpymmamMu B Linux? Kakue koMaHbsI 1
(aiinel HCHONB3YIOTCS 7S 3TOT0?
6.Kax HactpauBatoTcs mpasa JocTyma JUisl ojib3oBaTesieil u rpynn B ¢ailioBoil cucreme
Linux?
7.Kakue MeTosbl yrpaBieHUs MpolieccaMy CyIIecTBYIOT B Linux, u Kak OHU peann30BaHbl?
8.Kak MOHO KOHTPOJIMPOBATH U YNPABJIATH POLIECCAMU C IIOMOILBIO KOMaH/ M CHCTEMHBIX
BbI30BOB B Linux?
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9.Kak cucrema Linux o6pabaTsiBaeT MPUOPUTETHI IPOIIECCOB U YTO TAKOE MIIAHUPOBIIUK
3agayq’?

10.KaxoBbI OCHOBHBIE METOBI YCTAHOBKU M OOHOBIIEHUS mporpamm B Linux?

11.Kak aBromaTu3upoBath 3aaauu B Linux ¢ momompto shell-ckpunrtos u ansible?

12.Kakue TeXHOJIOTUHU BUPTYAJIN3aLUHU MOAEPKUBatOTCs B Linux?

13.Kak HacTpouTh 3a1a4M MO paCIUCAHUIO?

14.KakoBbI OCHOBHBIE I€JIM KOMITBIOTEPHOI 0€301MacHOCTH U KaK OHH JJOCTHTAIOTCS B
OTIEpAIlMOHHBIX CUCTEMaX?

15.Kakue cymecTByrOT BU/Ibl aTaK Ha OIIEPALlMOHHBIE CUCTEMBI, U KaK OHU peau3yroTcs?
16.Kakue cymecTByOT MOJIeH gocTyna K 3amuiieHHon napopmaruu (DAC, MAC, RBAC)?
17.Kak mpoucxouT HaCTpOiKa ceTeBOro nuTepgeiica u ynpapieHHe ero cocrosiuueM B Linux?
18.Kakue cy1ecTByloT MEXaHU3MBbI yIIpaBiieHUA U pacnpenenenus [P-anpecos B cetn?
19.Kax pabotaet nporokon ARP u /7151 4ero oH UCIonb3yeTcs B ceTAX?

20.Kak pabotaet npotokosn ICMP u kakue Tumsl cooOIeHni oH oOpadbaTbiBaeT?

21.Kak paboTaroT coKeThl B LinuxX u Kak OHU MCIIOJIB3YIOTCS IS CETEBOT0 B3aUMOJICHCTBUS?
22 Kak paboraetr SSH u kak oH obecnieunBaeT Oe3onacHoe ynanéHHoe ynpasienue? Kakue
METO/BI ayTeHTU(UKAINH ToaaepkuBaroTcs B SSH 1 kak OHM HACTpauBarOTCs?

23.Kako# myTh IPOXOJUT CETEBOM MaKeT B ONEPALMOHHON CUCTEME OT MpUEMa J10 nepeaadn?
Kak ocymecTBisiercst puimbTparyst 1 MapmpyTu3anus makeros B Linux?

24 Kakyie UHCTPYMEHTBI UCIONIB3YIOTCS JJIsl HACTPOMKU MEXCETEeBOro 3Kpana B Linux?
25.Kakue poinu BeINONHAOT 11poTokosibl ESMTP u IMAP B nipouiecce oTiipaBky U IOTyYEHHS
oYTHI?

26.Kaxk paboraer mporokon DHCP u xak on oOecrieunBaeT aBToMaTuueckoe Ha3HaueHue [P-
agpecoB?

27.Kak paboraet npotokosn DNS 1 kak npoucxXoauT pa3pelieHue JOMEHHbIX UMEH B IP-
anpeca?

28.Kakue KOMITOHEHTHI BKITIOYAIOT B CE0sI CUCTEMBI YIIPABICHHS HICHTHU(PUKAITACH?

29.Kak pabotaet npotokos LDAP u kak oH ucnionb3yeTcs s yIpaBieHUs WACHTUDUKAIIEeH
U J0CTYTIOM?

30.Kak pabotaer npotokon Kerberos, u kak oH o0ecriednBaeT ayTeHTU()UKAIIUIO B CETAX?

MaTepnanbl AJIA MIPOBEPKU OCTATOYHBIX 3HAHUI

1.Kakne ocHOBHbIE KOMIOHEHTBI COCTABIISIOT APXUTEKTYPY ONEPAMOHHON CUCTEMBI Ha 0a3e

anpa Linux? Ilepeunicnute ux GyHKIIMN U Ha3HAYCHHE.
OtBeTsI:

[TepeunciieHbl OCHOBHbIE KOMIIOHEHTHI.
Bepusiit otet: Anpo (Kernel) Sapo siBisieTcst HeHTpaIbHBIM KOMIIOHEHTOM
ornepaioHHoi cucreMsl Linux. OHO ynpaBiisieT OCHOBHBIMH CUCTEMHBIMH PECYPCaMH,
TaKMMH KakK IaMsTh, IPOLIECCOPBL, U YCTPOHCTBA BBOAA-BBIBOAA. S IpO Takke
MIpeloCTaBIIsAET UHTEP(DENCHI ISl B3aUMOJIEHCTBUS C allapaTHBIM 00eCIIEYEHHUEM.
ITpumep: Korna nporpamma 3anpamuBaet ¢aiin Ha TUCKe, 11po 00padaThIBaeT 3ampoc,
B3aMMOJIEICTBYS ¢ (ailIoBOil cucTeMOil U apaliBepaMu IKUCKa, YTOOBI U3BIICYb
HeoOxonumeie qanubie. O6onouka (Shell) O6onouka — 310 HHTEpPdEHC MEKTY
noJib3oBaresieM U aapoM. OHa HHTEPIPETUPYET KOMaH/Ibl, BBOJAUMBIE TIOJIb30BaTENIEM, U
nepeaaeT ux SApy A BeinodHeHus. O00510uKa MOXKET ObITh KOMaHIHOM CTPOKOH
(manpumep, Bash) unu rpapuueckum unrepdeiicom. [pumep: IloaszoBaTens BBOIUT
KoMmaHny ls B o6onouke Bash, n 060nouka nepegaer 3Ty KOMaHay sIpy, KOTOpoe
BBITIOJTHSIET COOTBETCTBYIOIIYIO CUCTEMHYIO (DYHKITHIO JIJIsT OTOOPaKEeHHsI CIIHCKa (DatiIoB.
daitnoBas cucreMa PailsioBas CUCTEMa YIPABISAET XPaHEHUEM U JOCTYIIOM K JaHHBIM Ha
KECTKUX TUCKAX U JPYTUX YCTpOHCTBaxX XxpaHeHusa. OHa opraHu3yeT JaHHbIE B BUJIE
¢bailioB U KaTaJIOroB U MpeAOCTaBIIsAeT UHTEpdEc s UX yTeHus U 3anucu. [Ipumep:
daitnoBas cuctema ext4 odbecreunBaeT HaJIeKHOE XPAHEHNUE JAHHBIX C TTOIEPIKKOM
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KYPHAIMPOBAHUS, YTO IOMOTAET 3ALIUTUTH JaHHBIC OT MOBPEXKACHUS MPU COOSIX CHCTEMBI.
HpaiiBepbl ycTpoicTB [[paliBepbl yCTPOMCTB — 3TO CHEUATIbHBIE MOIYJIH, KOTOPHIE
MO3BOJISIOT SIIPY B3aMMOACHCTBOBATH C allllapaTHBIM 00ECIIEYeHNEM, TAKUM KaK CETEBbIC
KapThl, )KECTKHE AUCKH, IPUHTEPHI U T. 1. OHM abcTparupyroT AeTanu paboThl yCTPOMCTB,
npenocTaBisis yHU(DUIUPOBaHHbIN nHTepdeiic s sapa. [Ipumep: [paiiBep ceTeBoit
KapThbl 0OeclieunBaeT nepejady JaHHbIX MEXIy AApoM Linux u ceTeBbIM afanTepom,
MO3BOJISIS CUCTEME MOJKIII0UaThCs K ceTH. Cucremuble 6nbanoTexun CrucreMHble
OUOIMOTEKH IPEJOCTABIIAIOT MHOXKECTBO (DYHKIIMH, KOTOPbIE MOT'YT MCIIOJIb30BATHCS
npunoxenusMu. OHU BKIIOYaloT B ceOst oubmmoreky C (glibc), kotopast cogepxur
¢GbyHKuuu 175 paboTsl ¢ (aitnaMu, CTpOKaMu, IMPOLeCCaMi U MHOTUMHM JPYTrUMH 0a30BbIMU
onepauusmu. [Ipumep: Korna npunoskenue ncnomip3yer GyHKIuUio printf ais BeiBo1a
TEKCTa Ha 3KpaH, 9Ta QYHKIHS IPEIOCTaBIAETCS CUCTEMHON OnbmmoTekoit glibe.

2.Kakwue CymiecTByIOT CUCTEMHBIE BBI30BHI B Linux, u KakoBa ux poib?
OTtBeTsI:

[ano onpezenenue. [IpuBeneHb! npuMepsl.
Bepubliit otBer: Onncanue: CucTeMHbIE BBI30BBI — 3TO MHTEpdEnc Mexay
I10JIb30BATEIBCKUM IIPOCTPAHCTBOM U SIPOM OIEPAIIMOHHOM cucTeMbl. OHU MO3BOJISIOT
MPUIIOKEHUSAM 3aIPaIIMBaTh YCIYTH, IPEAOCTABISEMbIE SJIPOM, TAKHUE KaK yIpaBICHHUE
nporeccamu, (hailJIOBBIMU CHCTEMaMH, CETEBBIMH B3aUMOJICHCTBHSIMHU U aIlapaTHBIMU
pecypcamu. [Ipumep: CucremHbIl BBI30B Open() UCIONIb3YyeTcs A1 OTKPBITHS (aiina.
Korna npuiosxenue BbI3piBaeT open(), Sapo OTKPBIBACT YKa3aHHBIN (aiiil 1 BO3BpaIaeTt
(bailioBBIi 1ECKPUIITOP, KOTOPBIN MPUIIOKEHUE 3aT€M MOXKET MCII0JIb30BaTh JUIs YTEHUS
WM 3anucH JaHHBIX. OCHOBHBIE KATETOPUHU CUCTEMHBIX BBI30BOB

3.Kak paboratot mozenu foctyna K 3amuménHoi nudopmanuu B OC?
OTBeThI:

[Tepeuncienbl MOieIH KOHTPOJIS 10CTYTIa
Bepusriii otBet: CymiecTByIOT MOJENN KOHTPOJISI JOCTYIA, Takue kKak Discretionary Access
Control (DAC), Mandatory Access Control (MAC) u Role-Based Access Control (RBAC).
OHu ompenensioT, KTO U KaK MOKET MOJIYUYUTh JOCTYII K pecypcaM CUCTEMbI Ha OCHOBE
MIPEIONPEAEIEHHBIX TPABUII U TIOJUTHK.

4 Kak pabotaet npotokos ARP, u Kakyro posib OH UTPAET B CETEBBIX B3aUMOJICUCTBUSX?
OtBeTsI:

Jano mpaBmIbHOE OMpeieTIeHuEe TPOTOKOJIa U €T0 OCHOBHOW (DYHKIIHH.
Bepusriit otBet: ARP (Address Resolution Protocol) ncnons3yercs st npeodpazoBaHus
IP-anpecoB B MAC-aapeca. Korjga ycTpoiCTBO XOU€T OTIIPABUTH JIAHHBIE B JIOKAJIbHOM
ceTH, oHo 3anpamunsaeT MAC-aapec no uzsectHomy [P-anpecy ¢ nomompro ARP-
3ampoca.

5.Kak paboraer SSH u xak oH obecrieunBaeT 6€30MacHOE MOAKIIOYEHNE K YAaTEHHBIM

cucremam?
OtBeTsI:

JlaHO KOppeKTHOE OIpeieIeHHE.
Bepnwsiii otBet: SSH (Secure Shell) o6ecnieunBaet mudpoBaHue TaHHBIX MPU yIATEHHOM
yrpaBieHUH cucteMamu. [lokimoueHre npoucxoquT yepes3 ayTeHTUPUKaIuio (aposib
WIH KJIF0Y) C UCIIOJIb30BaHUEM IU(pPOBaHUS JaHHBIX ceccuu. s HacTpoiiku
ucrnonb3yrores (aiin /etc/ssh/sshd_config.

6.2Tanbl 00pabOTKU CETEBOro MakeTa B ONepalMoHHOM cucteme Linux
OtBerTsI:

[Tepeuncnenst sTanb 06padboTku cereBoro nakera B OC
Bepwnrriii otet: 1. [Tomyduenue ceteBoro nakera Ha uHTepdeiice Korma maker mocrymaer
Ha ceTeBoil uHTEpdeiic (Hanpumep, Ethernet), ceTeBoit anantep npuHUMaeT €ro U
nepenaéT B cereBoi crek sapa Linux. [lpumep: [lpu nonyuenun ICMP-3ampoca (ping) Ha
cereBoil nntepdeiic eth0, npaiiBep ceTeBoi KapThl epeaaét nakeT B 41po. 2. O6padboTka
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Ha ypOBHE CETEBOro apaiBepa JlpaliBep c€TeBOro aganTepa KONUpyeT MakeT U3
anmnapatHoro 0ygepa B OllepaTUBHYIO IaMATh. 3aTEM MAKET IEPEAAeTCs B CETEBOM CTEK
snpa Juist nanpHeimei oopadorku. [Ipumep: [Naker ICMP (ping) nepenaércest npaitBepom
ceteBoit kapThl B cTrek TCP/IP nns nanpHeimen mapuipyruzanuu. 3. OuiabTpamnus u
obpaboTtka makera B Netfilter Netfilter — 3To moacucrema Linux, oTBeTcTBeHHAs 32
¢dunpTparuio naketos. [Taker nmpoxoaut yepe3 nenouku PREROUTING, INPUT,
FORWARD, OUTPUT, u POSTROUTING B 3aBUCHMOCTH OT Ha3HAYEHUS U
npoucxoxaeHus. [Ipumep: Ecinu HacTpoeHo mpaBuiio B iptables, koTopoe O10kupyeT
ICMP-3ampocsl, maker OyzaeT oTuIbTpOBaH U OTKJIOHEH Ha dTare INPUT. 4.
Mapmpyrtuzanus nakera Eciu naker He oT(UIbTPOBaH, A1p0 MPoBepsieT TabIuIly
MapUIpyTU3aLUH, YTOOBI OMPEAEIINTh, HY’KHO JIM NIepeaTh MaKeT JOKaIbHOMY IPOLECCy
WJIM MapIIpyTU3UPOBATh €ro Ha Apyrou y3en B cetu. [Ipumep: Ecnu [P-anpec Haznauenus
COOTBETCTBYET JIOKAJIbHOMY aJJpecy, MaKeT HampaBisieTcsi Ha 00paboTKY JTOKAIbHOMY
IIpoliecCy; NHaUYe — MepPeapecoBbIBACTCS YEPE3 COOTBETCTBYIOLINM nHTEp(eiic. 5.
IIpoToK0JIbI YpOBHS TPAaHCIIOPTHOTO YpOBHA Eciy naker npenHasHayeH IS JIOKaIbHOIO
XOCTa, AP0 00padaThIBACT €ro Ha ypOBHE TPAHCIOPTHOIO MpoTokona (Harnpumep, TCP,
UDP, ICMP). Crauana npoBepsieTcs HOpT Ha3HAYEHUs, YTOOBI IEpeaTh MAKET
COOTBETCTBYIOIIEMY npunoxenuto. [Ipumep: Ecnu sto TCP-naker, on Oyner
aCCOLIMMPOBAH C COOTBETCTBYIOLIMM COKETOM MIpUJIOKEHUs uepes3 nopT. 6. [lepenaua
nakera npuiokeHuto Ilaker nepenaercs B COOTBETCTBYIOUINM COKET WM IIPUIIOKEHUE,
Hanpumep, B ciaydae web-cepsepa naker HTTP nepenaercst Be6-cepBepy, TakoMy Kak
Apache nnu Nginx. [Tpumep: Ecnu sto naker TCP, npennaznaueHHbli aiist BeO-cepBepa
Ha iopty 80, oH Oyzaer nepenan BeO-cepBepy Apache mns o6paborku HTTP-3ampoca. 7.
OtBer Ha 3anpoc wiu nocieayromnas nepefada Eciau naker TpeOyer oTBeTa (Hanpumep,
14 3anpoca ICMP), cooTBeTcTBYIOLIEE IPUITOKEHUE UITH SIIPO TEHEPUPYIOT OTBETHBIIN
IIaKeT, KOTOPbIH 3aTeM IPOXOJUT aHAJIOTUYHbIE 3Talnbl 00pabOTKH, HO B 00paTHOM
nopsizke: otnpasisiercs uepes crek TCP/IP, punsTpyercs B Netfilter u nepenaéres
obpatHo uepe3 cereBoii uHTepdeiic. [Ipumep: B ciiyuae ICMP-3anpoca npusnoxenue wim
a1po renepupytoT ICMP-oTBeT, KOTOPBIN OTIIpaBiIsieTcss 00OpaTHO OTIPABUTEINIO YEpe3
unTepodeiic eth0.

7. I1puHnuns! GyHKIIMOHUPOBAHUS CUCTEMBI JIEKTPOHHOMN TTOYTHI
OtBeTsI:

[TepeunciieHbl OCHOBHBIE IPUHIIUIIBL.
Bepnplii otBeT: Cuctema 31€KTpOHHON MOYTHI TO3BOJISIET MTOJIB30BATENSAM OTIIPABIIATH U
noJtydath coobuienus yepe3 Murepuer. OCHOBHBIMU KOMITOHEHTAMH SIBJISIFOTCSI IOYTOBBIE
KJIMEHTBI, TIOYTOBBIE CEPBEPHI U NPOTOKOJIBL, Takue kak SMTP, POP3 u IMAP. Koraa
I10JIb30BATENb OTIPABIISET JIEKTPOHHOE MUCbMO, IIOYTOBBII KIMEHT NepeaaéT cooOIIeHne
Ha MCXOAIui cepBep ¢ nomolbio npotokoina SMTP. Cepsep nocraisier coobiieHre Ha
CepBep MoIydaTens, Ie OHO XPAHUTCS 10 TEX IOP, IOKA I0JIy4aTelb HE 3alIPOCHUT €ro
yepe3 cBoi nouyToBbId KiIMeHT. [TpoTtokonsl POP3 u IMAP ucnonbs3yrores uist OIy4eHUS
coobmenuii: POP3 3arpykaer mucbMa Ha YCTPOHCTBO MOJIH30BATENS M OOBIYHO yIajsieT
uX ¢ cepBepa, Toraa kak IMAP coxpanseTr cooOlieHus Ha cepBepe, CHHXPOHU3UPYS UX
MeX/1y HECKOJIBKMMHU ycTpoiicTBamu. CrcTeMa 3JIEKTPOHHOM MOYTHI TaKkKe BKIHOYAET
¢byHKIMK GUIBTpALUU criama, MH(pPoBaHus COOOIIEHUH U yIIpaBIeHUEe KOHTaKTaMH.

8.CpaBHeHHE CHUCTEMBI yIipaBieHus uaeHTuukarueit Ha ocnoBe LDAP u Kerberos
OtBeThI:

[Tepeuncnens! ocHoBHBIE (QyHKIMHU poToKoiI0B LDAP u Kerberos.
Bepusiit otBet: Haznauenue u o6nacts npumenenusi: LDAP: LDAP ucnonb3yercst 1is
XpaHEHUs U YIPaBIIEHUs JaHHBIMU O MOJIb30BATENSIX, TPYIINAX, YCTPOMCTBAX U APYrUX
00BEKTax B HEpapXUUecKOll cTpykType. OH oOecreunBaeT eHTPAIN30BaHHYIO 0a3y
JAHHBIX JUISl XpaHEeHUs WH(OpPMaLIUU, KOTOpasi MOKET OBbITh MCIIOJIB30BaHa Pa3InYHBIMU
ciry>k0aMu 11 ayTeHTU(UKALMU U aBTOpHU3alMy Tosb3oBareneil. [Ipumep
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ucnonbs3oBanus: LDAP dacto npumeHseTcs 1sl OpraHu3alyuy HEHTPAIU30BaHHOIO
KaTaJiora, KOTOPbIA UCIIONb3YETCS AJIs YIPABICHUS NOJIb30BATEISIMU B KOPIOPATUBHOM
CETH, a TaKXKe JUIsl IPEAOCTaBICHUS CEPBUCOB, TAKUX KaK aJJpeCcHasi KHUra, CEPBUCHI
ANEKTPOHHOU MOUTHI U Apyrue ciyx0bl. Kerberos: Kerberos — 3To mporokon
ayTeHTU(HUKAINY, KOTOPBIH MPe0oCcTaBIsseT 0€30MaCHYI0 U HAJC)KHYIO ayTeHTU(DUKAIIUIO
oJib30Batesieil u cepBucoB B ceTH. OH paboTaeT Ha OCHOBE CUCTEMbI TUKETOB, UTO
MO3BOJISIET MIOJIH30BATENSIM aYyTCHTH(PUIIMPOBATHCS OJWH Pa3 U MOTydaTh JOCTYH K
MHO>KECTBY CEpBUCOB 0€3 HEOOXOIUMOCTH MOBTOpHOM ayreHTudukamnuu. [Tpumep
ucnoib3oBanus: Kerberos mmpoko NCHONb3yeTCst B CUCTEMAX, TJie TpeOyeTcs: BBICOKast
0e30macHOCTh, TaKUX Kak Active Directory, mis oGecrieueHus EHTPATM30BaHHOTO
yIpaBJICHUS TOCTYIIOM U ayTeHTU(dUKaIuei B cetu. Mexanu3mel padbotel: LDAP: LDAP
paboTaet 1o npUHIMNY 3anpoca U oTBeTa. KimmeHT ornpasinser 3anpoc k LDAP-cepsepy
JUTSL TIOUCKA, T0OaBIICHUs, M3MEHEHHSI MJTU yIalleHUs JaHHBIX B Katanore. LDAP
ucrnonb3yeT npotokon TCP/IP ayis nepenayn 1aHHBIX B MOXKET paboTaTh 10
3amuieHHoMy coeaunenuto uepe3 LDAPS (LDAP over SSL). LDAP ne 3anumaercst
ayTeHTU(UKALMEH OJb30BaTeNel, HO IPEIOCTABIIAET JAHHbBIE, HEOOXOIUMBIE IS
ayTeHTH(UKaIuu (HanpuMmep, XpaHeHue naposei, xemeit). Kerberos: Kerberos
UCIOJIb3YET CUMMETPUYHOE MU(POBAHUE U CUCTEMY THUKETOB JUISl ayTeHTU(DUKAITIH.
Kornma nons3oBarens npoxoaut ayreHTHduKanuio, Kerberos Bergaer tuker-gocrym (Ticket
Granting Ticket, TGT), koTOpbIii UCTIONB3YETCS IS IOTYYSHUS] IPYTHX TUKETOB IS
JOCTyTA K pa3IMYHbIM CEPBUCAM B CETH 0Oe3 MOBTOPHOTO BBOJA naposst. Kerberos
pabotaet o npotokoixy UDP u moxet ucnonb3obars TCP 15 nepegauu 60mbmunx
JAHHBIX WU B CIIy4ae BBICOKOM HaJle:)KHOCTH coenuuenus. bezonacnocts: LDAP: LDAP
HE TPe0CTaBIsET BCTPOCHHBIX MEXaHU3MOB JJIsl ayTeHTU(UKAINUY U K (poBaHus,
MOATOMY OH YaCTO MCIOJIb3YETCS B CBSI3KE C APYTMMH MPOTOKOIAMH, TAKUMHU KaK
Kerberos, a1 noseliienus oe3omacaocti. LDAP Moxxet ucmonb3oBath SSL/TLS mis
3aIUThI JAaHHBIX B mporecce nepeaadn. Kerberos: Kerberos o6ecnieunBaeT BRICOKUI
ypOBEHb 0€30MaCHOCTH, UCTIOIb3YsI MEXaHU3M B3aMMHON ayTeHTU(UKAIUU U MHU(POBAHUS
Ha OCHOBE CHMMETPHYHBIX KJItoueil. Bce maHHbIe, epegaBaeMble MEXTYy KIIMEHTOM U
cepBepoM, MHUGPYIOTCS, YTO MPEAOTBpAIAET MepeXBaT WK MOICNIKY JaHHbIX.
Wurerpanus u ucnonb3oanue: LDAP: LDAP mMoxeT HHTErpupoBaThes ¢ pa3InyHbIMU
CepBHCAaMU U PUIIOKEHUSMHU, TAKUMH KaK TTOYTOBBIE CEPBEPHI, BEO-TPUITOKECHHS,
CUCTEMBI yIpaBiieHus JoctynoM u T.1. LDAP uwacTto ucnonesyercs B kauecte 6a3bl
JTAHHBIX [T XpaHEeHUs WH(OPMAIIUY O MOJIb30BaTENsIX, KOTOpas 3aTEM HCTIOIb3YeTCs TS
ayreHTU(uKauuu B Apyrux cucremax. Kerberos: Kerberos ncnonb3yercs B cucremax, rie
HeoOxouMma Oe3omacHasi ayTeHTH(UKAIKS OJIb30BaTENel U CEPBUCOB, YAaCTO B Cpe/Iax,
rae Tpedyercs nogaepkka SSO (Single Sign-On). On moxet unterpuposatses ¢ LDAP
JUIS TIOJTyY€HUS JaHHBIX O TMOJIh30BaTeNAX, HO caMm Kerberos 3aHuMaeTcs TONBKO
MIPOLIECCOM ayTEHTU(DUKAIINH.

II. Onucanue wikanvl oueHuganus

Oyenka: 5 («OTIUIHO)
Huodicnuii nopoe sevinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku 6blnoHeHus 3nanus: Paborta BBIMOIHEHA B paMKax "TPOIBUHYTOrO"
ypoBHsi. OTBETHI JaHBI BEPHO, YETKO CHOPMYIUPOBAHHBIE OCOOCHHOCTH NMPAKTUYCCKUX PEIICHHI

Oyenka: 4 («xX0OpoII0»)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku 6blnoiHeHus 3nanus: Paborta BbINOIHEHA B paMKax "0a30Boro"
yYpPOBHS. BOJIBIIMHCTBO OTBETOB JJaHbI BEpHO. B uacTu MaTepualia ecth He3HAUUTEIbHBIC
HEIOCTATKU

Oyenka: 3 («yIOBIETBOPUTEIEHO)
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Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu 6vlnoinenus 3Hanus: PaboTa BeINoHEHA B paMKax "moporosoro"
ypoBHsi. OCHOBHas 4acTh 3aJaHus BBIIIOJIHEHA BEPHO.

Oyenxa: 2 («HEYIOBIECTBOPUTEIHHOY)
Onucanue xapakmepucmuku 6blnoneHus 3uanus: PaboTa He BHIIOTHEHA WM BBIIOTHEHA
MPEUMYIIECTBEHHO HEMPaBUIHHO

1I1. IIpaguna évicmaegnenus umo2o60ii OUEeHKU no Kypcy

Onenka omnpenensercs IO COBOKYIHOCTH pPE3YJITaTOB TEKYLIEro KOHTPOJS YCIEBAEMOCTH B
cootBeTcTBUH ¢ [lonoxeHneM o 6auIbHO-PEUTHHTOBOM crcTeMe uid cTyaeHToB HNY «MOW».
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