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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. TIK-15 ymeHue npoeKTUpOBaTh ApXUTEKTYPY AIEKTPOHHOTO MPEANPUATHS

2. [IK-16 ymenue pa3pabdarbiBath KOHTEHT U UT-cepBUCH IPEeNNPUATHS U HHTEPHET PECYPCOB

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzanuu: KoMrnbroTepHOE 3a/1aHKE
1. Co3ganue rpynn v opranu3aldoHHbIX equnull (Jlaboparopnas padota)
2. Co3nanue nosb3oBateneil u komrnproTepoB B Active Directory (TectupoBanue)
3. Yopasnenue nocrynom k pecypcam B AD DS (TectupoBanue)
4. Yupasnenue NTFS pazpemenusmu (Jlaboparopnas paboTta)
5. Yapasneane WINDOWS SERVER 2008 R2 (JIaboparopHas paboTta)

BPC aucuunavHbl

9 cemectp
Beca KOHTpOIBHBIX MepoOnpUsITHIL, Y0
Hnnekc KM- | KM- | KM- | KM- | KM-
Pasnen muCHMIIINHEI KM- 1 5 3 4 5

Cpox KM: 3 6 9 12 15

PasBeprteiBanue u ynpasnenue Windows Server 2008 R2

VYcranoska Windows Server 2008 R2. CepBepHble poiu +

00630p cyx0bI kaTanmoroB Active Directory.
Ucnons3zoBanue cpeacTs ynpasienus Windows Server +
2008 R2

Hcnonp3oBanne «Y maieHHOTO pabovyero CToIay AJis
YIPaBJICHUS CEPBEPOM

Co3zanue moap30Bareiell 1 KOMIBIOTEPOB B Active
Directory

VYrpaieHre y4eTHBIMU 3alUCSMU TOJIb30BaTENEH.
CozlaHue y4eTHbIX 3alicell KOMIIbIOTEPOB

ABTomatu3zanus ynpasieHus oobekramu AD DS.

Hcnons3oBaHue 3aIIpoOCOB JIA HAXOXKIACHUS 00OBEKTOB B +
AD DS

CO3,Z[aHI/Ie rpyIin U OpraHru3allMOHHBIX CANHUIL




Co3ganue rpynim. YpaBleHUE TpyIIiaMu

COSI[aHI/Ie OpraHu3allMOHHBIX €IHHUILL

VYnpasnenue goctynom k pecypcam B AD DS

0O0630p ympaBieHHs TOCTYIIOM

Haznauenue paspenieHuii Ha 001IKe pecypehbl

VYnpasnenue NTFS pazpemennsimu

VYupasnenune NTFS paspemenusimu Ha ¢aiiiel 1 manku

Onpenenenue JEMCTBYIOIUX pa3pelieHui

Bec KM:

20

20

20

20

20

$O6m1as yacts//11s1 MPOMEKYTOUHON arTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunekc
KOMIIETEHIINHU

Nunukarop

3armIaHupOBaHHbIE
pe3yiabTaThl OOyYEHHsS IO
JUCHUTIIINHE

KOHTpOJ’IBHaﬂ TOYKa

I1K-15

[TK-15(Komnerenuust)

3HaTh:

MpaBujia v 3TaIbl CO3JJaHUs
MOJIL30BaTEIICH 1
KOMIThIOTEPOB B Active
Directory

YMeTh:

CO3/1aBaTh IPYIIIbI U
OpraHU3alMOHHBIC €IMHUIIBI

Co3nanue monp3oBaTeneil 1 KoMmbroTepoB B Active Directory
(TectupoBanmue)
Cosznanue rpynn u opraHu3anioHHbX equHull (JlabopaTtopHas padora)

I1K-16

[TK-16(Komnerenuust)

3HaTh:

IIpaBUJIa U 3TaIbI
YIpaBIEHUS JOCTYIIOM K
pecypcam B AD DS

YMers:

ynpasisate NTFS
paspeleHusIMu
OCYILIECTBIISATh YIIPaBJICHUE
Windows Server 2008 R2

VYupasnenue WINDOWS SERVER 2008 R2 (JlabopaTtopHnas pabora)
VYnpasienue nocrynom k pecypcam B AD DS (TectupoBanue)
VYupasnenue NTFS paspemenusimu (Jlabopatopuas pabora)




1I. Cooepicanue ouenounvix cpeocme. lllkana u Kpumepuu oyenusanus

KM-1. YnpaBienne WINDOWS SERVER 2008 R2

®opmbl peaiusanun: KomnbroTepHoe 3a1anue

Tun KOHTPOILHOTO MeponpusiTus: JlaboparopHas padora

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa npoBeaeHUsi KOHTPOJIbHOIO MepONPUsITUsS: PernieHHbie 3a4aHusl OTHPABIISIIOTCA
CJ1O "IIpomereit" B pamkax (pyHKIIMOHANA "MHMCbMEHHas padora"

KpaTlcoe CoA€cpiKaHuE 3alaHUA:

KonTponbHas Touka HampapjieHa Ha pacCMOTpeHUe BonpocoB ynpasieHus WINDOWS

SERVER 2008 R2

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

YMeTh: OCYLIECTBIATh YIPABICHUE
Windows Server 2008 R2

1.YCTAHOBUTH CEPBEPHVYIO POJIb DNS 1. Ha
BbIIETICHHOM cepBepe Haxath [lyck (Start) BeIOpaTh
Hucneruep Cepsepa (Server Manager). 2. OTkpoercs
okHo Jlucneruep CepBepa (Server Manager). B okHe
koHcou HaxkaTh Pomm (Roles). 3. Haxartp Jlo6aButh
Ponu (Add Roles). 4. B Mactepe Jlo6aBnenust Ponu
(Add Roles Wizard) naxxars [lanee (Next). 5. Ha
ctpanune Cepsepubix Poneit (Server Roles) BeiOpaTh
DNS Cepsep (DNS Server) 3atem Haxath Jlanee (Next).
6. Ha crpanunie DNS Cepsepa (DNS Server) naxarb
Hanee (Next). 7. Ha ctpanune [lonrBepxaeHus
(Confirmation) Haxxats ¥YcrtanoButs (Install). 8. Ha
ctpanuiie PesynpraToB (Results) HaxkaTh 3akpbITh
(Close). 9. 3axpsits ducneruep Cepsepa (Server
Manager)

2.ITPOBEPUTH YWIEHCTBO B IOMEHE 1. Ha
mammae Kontpoinnepe nomena naxars [1yck (Start),
nanee AnqmuHucTpupoBanue (Administrative Tools) u
HaxaTh Active Directory — [lonb3oBaTenu u
Komnsroteps! (Active Directory Users and Computers).
2. B oxne konconu Haxkatb Kommbrorepsl (Computers).
3. YOeautbcs, uTo 00BbEKT BhIieneHHbli cepBep Tam
npucyTcTByeT. 4. 3akpbITh Active Directory —
[Tonb3oBarenu u Kommetoreps (Active Directory Users
and Computers). 5. Ha mamune Brinenennslit cepsep
3aiiti kak Miclocal\Administrator ¢ maposiem Pa$$wOrd.
6. Haxxats Ilyck (Start), Beiopats ucneruep CepBepa
(Server Manager). 7. B okHe KOHCOJIU pa3BEPHYTH
Kondurypanus (Configuration), pa3BepHyTb
Ionp3oBarenu u I'pynmsl (Local Users and Groups),
Haxartb ['pynnsl (Groups). 8. OTKpHITh
AnmunuctpaTtopsl (Administrators). Y0eauThCs 4To
Miclocal\Domain Admins 4ieHsI 3TO# TPyIIIbI, TOTOMY
YTO 3TOT CepBep MPUHAMISKHUT ToMeny. 9. HaxxaTtp
Otmena(Cancel) u 3akpsiTh ucnerdep Ceppepa( Server




Manager)

3.BKIIFOYEHUE YJIAJIEHHOI'O PABOYETO
CTOJIA 1. Ha mamne BoieneHHbiii cepBep, HaKaTh
[Tyck (Start), meAKHYTH IPaBOM KJIABUILIEH MBILIU
Kommsrorep (Computer), Haxxats CBoiicTBa (Properties)
2. Ha Bxuagxke 3anaun (Tasks) naxkate Hactpoiiku
ynaneHHoro goctymna (Remote settings). 3. B CBoiicTBax
Cuctemsl (System Properties) mpoBepHUTh, 4TO OTMEUYEHO
rajlouko. Pa3pemunTs NoaKI0yaThCs TOIBKO C
KOMIIBIOTEPOB, Ha KOTOPBIX pabOoTaeT yAaleHHbIN
paboumii cTOJI ¢ MPOBEPKOI MOATUHHOCTH HA YPOBHE
cetu (Allow connections from computers running
Remote Desktop with Network Level Authentication
(more secure))

4.PA3PELIUTD ITOJIB3OBATEJIIO ALEXEY GATIN
JOCTVII K YVIAJIEHHOMY PABOYEMY CTOJIY
HA BBIJIEJJEHHOM CEPBEPE 1. B nuanorosom okHe
CoiictBa Cuctemsl (System Properties) Haxathb
Bri6pats Ionbs3oBateneii (Select Users). 4. B okne
[Tonw3oBarenu Y panennoro Pabodero Croma(Remote
Desktop Users) maxxats Jlo6aButh(Add), HaneuaTaTh
Alexey Gatin, naxxats [IpoBeputs Umena(Check Names)
n Haxatb OK. 2. Haxxate OK, 4T0OBI 3aKpBITH OKHO
[Tonw3oBarenu Y panennoro Pabodero Crona (Remote
Desktop Users). 3. Haxxate OK, yT0OBI 3aKpBITH OKHO
CsoiictBa cucteMsl (System Properties)
5.HACTPOMKA BE30IIACHOCTU JIJ151
YITIPABJIEHUA Y IAJIEHHBIM PABOYUM
CTOJIOM 1. Ha Beigenennom cepBepe Haxatb [lyck
(Start), nanee AnmunuctpupoBanue (Administrative
Tools), Cyx0b1 ynaneHHbIx pabouux cronoB (Remote
Desktop Services), nanee Haxatrb Konurypauus y3na
ceanca Y nanenusix Pabounx Ctosos (Remote Desktop
Session Host Configuration). 2. B oxHe mpaBoit
KJ1aBulIei Mpimu Haxatb Ha RDP-Tcp, Be1OpaTh
CsoiictBa (Properties). 3. 13 BbImanaroiero MeHo
VYposenb besonacunoctu (Security layer) Beiopats SSL
(TLS 1.0). 4. U3 BBINIagaroniero MeHo Y poBeHb
Mudposanus (Encryption level) Bei6pats Boicokuit
(High). 5. [IpoBeputh, 4TO OTMEUEHO raIOYKOM.
PazpemuTs MoAKIII0YaThCs TONBKO ¢ KOMITBIOTEPOB, Ha
KOTOPBIX paboTaeT yaleHHbI paboumii cToxd ¢
MIPOBEPKOI MOUIMHHOCTU Ha ypoBHE ceTH(Allow
connections only from computers running Remote
Desktop with Network Level Authentication). 6. Haxxats
OK u coxpanuth n3mMeHenus. 7. 3akpbith Konduryparms
y37na ceanca Y ganieHHbIx Pabounx CronoB (Remote
Desktop Session Host Configuration)

Onucanue MKaJbl OLICHUBAHUA:

Ouyenxa: 3a4TCHO




Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA. OI_IGHKa 3a4TCHO BBICTABJIACTCA €CJIN 3a1aHUC
BBIITOJITHCHO ITPABUJIBHO WM C HE3HAYUTCIbHBIMH HEAOUYCTAMU

Oyenka: HE 3a4TEHO
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "He 3a4TeHO" BBICTABIISIETCA €CIIH
3a/1aHKE HE BBIMOJIHEHO B OTBEICHHBIA CPOK WIJIM HE COOTBETCTBYET 3aJaHUIO

KM-2. Co3nanne noJjib3oBartesieil 1 KOMNbOTEPOB B Active Directory

®opmbl peanusanun: KomnbroTepHoe 3a1anue

Tun KoHTPOILHOTO MeponpusitTusi: TectupoBanue

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa mpoBeleHHs] KOHTPOJbHOIO MepPONPHUATHA: TEXHOJIOTHS TMPOBEPKU CBS3aHA C
BBIMIOJTHEHHEM KOHTPOJBHOIO TECTa MO HM3Y4YEHHOW Teme. Bpewms, OTBeeHHOE Ha BBITOJIHEHHUE
3aanus, yctaHaBiuBaetcs He 6osee 30 munyt. KonmdecTBo momnbiTok He 6osee 3-x. TectupoBanue
npoBoautca ¢ ucnonbzoBanuem CO "IIpomereii". K TecTupoBaHUIO JOMYyCKAaeTCsl MOJb30BaTENb,
W3YYHBIIWN MaTepUaNbl, aBTOPU30BAHHBIA YHUKAILHBIM JIOTHHOM H TIApPOJIeM

Kpartkoe cogepxanue 3a1aHusi:
KoHnTpobHast ToUKa HalpaBJieHa Ha TIPOBEPKY 3HAHUI MO CO3JJaHUIO TI0JIh30BaTENICH 1

KOMIIBIOTEpOB B Active Directory

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: MpaBUiia U ATAbl CO3JaHUS 1.Yto Takoe y4eTHast 3aluCh MOIb30BATENS?
0JIb30BATECH M KOMIIBIOTEPOB B 1.5T0 y4eTHas 3aIuch, COJepIKalIas yKe HaCTPOCHHbIC
Active Directory THIIOBBIC YCTAHOBKH M CBOWCTBA

2.3T0 00BEKT, TO3BOJISIIOIINN TPONUTH aBTOPU3ALIUIO U
MOJIyYHUTh JJOCTYH K JIOKAJIbHBIM U CETEBBIM pecypcam
3.310 00BeKT AD DS, KoTOpBII NACHTUDULIHPYET
KOMIIBIOTEP B IOMEHE

Ortger: 2

2.IIporpammsl koMaHaHOM cTpoku Dsadd-3to
1.1o0aBnenune o6bekToB B AD DS

2.n3meHenmne oobvexToB B AD DS

3.ynanenne o0bekToB 13 AD DS

Ortser: 1

3.IIporpaMmMbl KOMaHTHOM CTpOKH Net user-3To
1.106aBneHe WM U3MEHEHHUE TPYIIIbI

2.100aBNeHNE UM U3MEHEHUE YUETHOM 3aIucu
M0JIb30BATENSA

3.100aBieHNe UM U3MEHEHUE YUETHOM 3auCcH
koMmmbrotrepa B AD DS

Otser: 2

Onucanune MKAJbI OIICHUBAHUSA:

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 80
Onucanue xapakmepucmuku ebtnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNe
BBITIOJTHEHO B TTOJTHOM 00'beMe WIIH BBITIOTHEHO BepHO Ha 80 %

Ouyenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10




OnucaHnue xapakmepucmuxu eblnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCs €CIU
OOJIBIITMHCTBO BOMIPOCOB PACKPBITO

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHka "yI0BIeTBOPUTEIHLHO" BBICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

KM-3. Co3nanue rpyni 4 OpraHu3alMOHHbIX eIMHUIL

®opmbl pean3anuu: KoMIbIOTEPHOE 3a1aHKE

Tun koHTpoaBHOr0 Meponpusitus: Jlabopatopnas padora

Bec koHTpobHOr0 MeponpustTusi B BPC: 20

IIpouenypa npoBeaeHusi KOHTPOJIBHOIO0 MepONpHATUs: PelieHHble 3a1aHus OTIPABIAIOTCSA B
CO "Ilpomereil" B pamkax (pyHKIIOHANIA "TUCHbMEHHAas paboTa”

Kpartkoe cogep:xkanue 3aiaHuA:
KonTtponbHas Touka HarpasiieHa Ha pACCMOTPEHHE BOIPOCOB CO3JIaHHSI TPYIIIT U

OpraHru3alilMOHHbIX CAWHUIL

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

YMerb: co3maBaTh  IPYIIBL U 1.CO3ATH I'PVIIIIBI, UCITOJIB3YA ACTIVE
OpraHU3AIMOHHbBIC €AMHUIIBI DIRECTORY —ITOJIb30OBATEJIN 1 KOMITbIOTEPBI
(ACTIVE DIRECTORY USERS AND COMPUTERYS)
1. Ha LAB-DCI1, naxats Ilyck (Start), ykaxure myHKT
AnmvunuctpupoBanue (Administrative Tools) u
BbIOepuTe Active Directory — monbp3oBarenu u
koMmrbroTepsl (Active Directory Users and Computers).
2. B okHe koHconu pa3BepHyTh Mic.local, npaBoii
KJIaBuILeil Mply HaxaTh Ha [Tonb3oBatenu (Users),
nanee Coznats (New) u menkuyts ['pynmna (Group). 3. B
nuanoroBoM okHe Co3nanue oobekta — ['pynma (New
Object — Group) , BBeuTe CiIeayONTYI0 HHOPMAIIHIO: a.
Nwms rpynmst (Group name): MIC _ManagersGG b.
Ob6nacts nevictBus (Scope): Global c. Tun rpynmnsl
(Type): Security 4. Haxxmurte OK. 5. [ToBTopure
MpeIbIIYIINe Ba [1ara, YToObI CO37]aTh BTOPYIO
rnobanshyto rpynmy: a. MIC_EmployesGG
2.CO3JIAUTE I'PYIIITY, UCITOJIb3Y S
[TPOTPAMMY KOMAHTHOM CTPOKHU DSADD 1.
Ha LAB-DCI1, naxxmute Ilyck (Start), nanee HaxxmuTe
Komannnas crpoka (Command Prompt). 2. B komanaHo#i
ctpoke, Habepute dsadd group
“cn=MIC_TrainersGG,cn=Users,dc=Mic,dc=local” —
samid MIC_TrainersGG — secgrp yes —scope g u
Haxwmure kiasuiry ENTER. 3. 3akpoiite okHO
KoMaHAHOHU cTpoku. 4. B okHe Active Directory —
MoJib30BaTenu u koMibtotepsl (Active Directory Users
and Computers) nmpaBoi KJIaBHIIIEH MBITITN HAXKATh HA
[Tonb3oBarenu (Users) u menkayts O6HOBUTH (Refresh).
5. Yo6enutscs, uto rpynna MIC TrainersGG
npucyrcTByeT B KoHTeitHepe [lonb3oBatenu (Users)

3. ITPOBEPUTH COJJEP)KMMOE I'PVIIIIHI 1. B okne




Active Directory — monb30BaTenu ¥ KOMIbIOTEPHI (Active
Directory Users and Computers) B KOHTelHEpe
[Tonw3oBarenu (Users) mpaBoi KIaBUIIIEH MBIIIN HAXaTh
MIC TrainersGG, u menknyts CBoiictBa (Properties). 2.
B nmuanoroom oxne CroiictBa MIC TrainersGG
(MIC_TrainersGG Properties), HaaTh Ha BKIaIKy
Unensl rpynn (Members) u mpoBeputb, 4To Vsevolod
Bobrov u Igor Chernov sBIsStOTCS YWieHaMU dTON
rpymmebl. 3. Haxats Otmena (Cancel), 1 3aTeM 3aKpbITh
Active Directory — nosib3oBaTeau U KOMIbIOTEpHI (Active
Directory Users and Computers)

4.CO3ATH OU, UCIIOJIB3Y A ACTIVE
DIRECTORY —I1OJIb30OBATEJIN U KOMIIBIOTEPBI
(ACTIVE DIRECTORY USERS AND COMPUTERYS)
1. Ha LAB-DCI1, naxars Ilyck (Start), ykakute myHKT
AnvmunuctpupoBanue (Administrative Tools) u
BbIOEpUTE Active Directory — nmonb3oBaTenu u
koMmreroTepsl (Active Directory Users and Computers).
2. B okne Active Directory — mosib30Batenu u
koMmibroTepsl (Active Directory Users and Computers)
MpaBoil KJIaBUIIEeW MBI HaXkaTh Ha Mic.local, 3aTtem
Haxatb Co3nate (New) u menkuyts [logpaznenenue
(Organizational Unit). 3. B nuanoroBomM okHe HoBbrit
oobekt — [Toapasznenenne (New Object — Organizational
Unit), nabepurte MIC. 4. TIpoBepbTe, 4TO CTOUT rajiouKa
3amuUTUTh KOHTEHHEp OT ciay4aiiHoro ynanenus (Protect
container from accidental deletion), 3arem Haxmute OK.
5. IIpaBo# KiIaBHUILEH MBIIINA HA)KaTh Ha
opranuzanuonnoe nojapasaenenue MIC, nanee Co3nate
(New) u Haxxath [lonpaznenenue (Organizational Unit).
6. B nuanoroBom oxne HoBrrit 00bekT — [loapazaenenue
(New Object — Organizational Unit) nHabepure Managers,
nanee Haxxmute OK. 7. TloBropure mpenpinymue asa
11ara Juis CO3/1aHus €lle OJHOTO MOIpa3/IeeHus: a.
Employes

5.CO3JAMTE OU, UCITIOJIb3Y S IIPOTPAMMY
KOMAHJTHOM CTPOKU DSADD 1. Ha LAB-DC1,
Haxxmurte [lyck (Start), nanee naxmute Komananas
ctpoka (Command Prompt). 2. B komanaHoO# CTpOKE,
nabepute dsadd ou “ou=Trainers,dc=Mic,dc=local” -desc
“Trainers” -d Mic.local -u Administrator -p Pa$$wOrd u
Haxats knasuiry ENTER. 3. B okne Active Directory —
MoJIb30BaTenu 1 KoMmbsloTepsl (Active Directory Users
and Computers) mpaBoii KJIaBUIIIEH MBIIINA HAXKATh Ha
MIC.LOCAL n menkayts O6HOBUTH (Refresh). 4.
Y6enutbes uto noapaszaeneHue Trainers MpUCyTCTBYET B

CTpYKType

Onucanune MKAJbI OIICHUBAHUA:

Ouyenka: 3a4T€HO

Onucanue XapakmepucmuKu 6blINOJIHEHUS 3HARUA.! OI_ICHKa 3a4TCHO BBICTABJIACTCA €CJIN 3aaHUC
BBIITOJIHCHO ITPABUJIBHO WJIN C HE3HAYUTCIbHBIMHA HEA0OUETAMU

10




Oyenxa: HE 3a4TEHO
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "He 3a4TeHO" BBICTABIISIETCA €CIIH
3a/1aHKE HE BBIMOJIHEHO B OTBEJICHHBIN CPOK HJIM HE COOTBETCTBYET 3aJaHUIO0

KM-4. Ynpasaenue gocrynom k pecypcam B AD DS

®opmbl peanusanun: KomnbroTepHoe 3a1anue

Tun KoHTPOIbHOTO Meponpusitusi: TectupoBanue

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa mnpoBedeHHs] KOHTPOJILHOTO MepoONpuATHs: TEXHOIOTHS TPOBEPKH CBs3aHA C
BBIMIOJTHEHHEM KOHTPOJIBHOIO TECTa MO HM3YYEHHOW Teme. Bpems, OTBeeHHOE Ha BBITOJIHEHHUE
3aanus, yctaHaBiuBaetcs He 6osee 30 munyT. KomudecTBo nonbeiTok He Oonee 3-x. TectupoBanue
npoBoautcs ¢ ucnonbzoBanueM CJIO "IIpomereit". K TecTupoBaHMIO TOMYyCKAETCS MOJIb30BATENb,
W3YYUBIIUN MaTepUalbl, aBTOPU30BAHHBIA YHUKAIBHBIM JIOTHHOM H MapOJIeM

Kparkoe coaep:kanue 3a1aHus:
KonTtposabHas Touka HarpaBjicHa Ha IPOBEPKY 3HAHUH 110 YIPABICHHUIO JOCTYIIOM K pecypcam
B AD DS

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: mpaBWwia 4 JTambl 1. Vkaxute onpeznenenue, Koropoe xapakrepusyer SACL
yIpaBieHUs JOCTYIIOM K pecypcam 1.criucoK yrpaBieHUs JOCTYIIOM, UCIIOIb3YEMBIN JIs
B AD DS ayaMTa J10CTyna K 00beKTy

2.cOAEpAKUT CIIUCOK MOJIb30BATENEN U TPYII, KOTOPHIM
pa3peLIeH WK 3alpelieH JOCTYI K 00bEKTy

3.3anaet nepeuensb SID s paspeluenus, 3anpera win
ayaMTa J0cTyna

Ortser:1

2.Bpi0epute BepHOE yTBEP)KICHHUE:

l.manku HE MOTYT OBITh OTKPBITHI JJIS OOIIETO J0CTYTIA,
a oT/eNnbHbIe (ailibl - 1a

2.110 YMOJTYaHUIO pa3pelieHtst Ha OOLIyIO MarKy
IIPEIOCTABIIAIOTCS Ha yTeHue rpymmne «BCE»

3.1IpH CO3/ITaHUU OOIIMX MANOK HE HYXHO MPEI0CTABIIATh
HY>KHBIH YPOBEHb pa3peleHHs OOLIMM ManKam

4.Bce yTBEp>KICHUS BEPHbI

5.Bce YTBEpXKIECHUS HE BEPHBI

Ortger: 2

3.BriOepute BepHOE yTBEP)KICHUE :AOCTYI Uepes
MOJIKJIFOUYEHUE CETEBbIX JTUCKOB:

l.mpuMeHNMO 17151 UHPACTPYKTYPBI JOMEHOB M pabouunx
TPy

2.mpu oMot [IpoBoganka Windows mim KoMaHIHON
crpoku \\servername\share

3.IpUMEHUMO 7151 UHQPACTPYKTYphl JOMEHOB U pabounx
TPy

Ortser: 2

Onucanune MKAJbI OIICHUBAHUA:

Ouyenka: 5
Hudicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 80
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Onucanue xapaxmepucmuxu evinonenus snanus: OueHka "oTIMYHO" BBICTABIISETCS €CIIU 3aJjaHKe
BBITMIOJIHEHO B MOJIHOM 00beMe WM BBITIOJIHEHO BepHO Ha 80 %

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 10
OnucaHnue xapakmepucmuxu evlnoineHus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIU
OOJIBIITMHCTBO BOIIPOCOB PACKPBITO

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTENIHLHO" BHICTABISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

KM-5. Ynpasaenune NTFS pa3pemenunsivu

®opmbl peaau3anuu: KoMIblOTEPHOE 3a1aHKE

Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTposbHOro meponpustusi B BPC: 20

IIpouenypa npoBeaeHnsi KOHTPOJIBHOIO0 MepONpHATHs: PeleHHble 3a1aHus OTIPABISAIOTCSA B
CIO "IIpomereit" B pamkax ¢pyHKIMOHANA "MIMCbMEHHAs padoTa"

Kpatkoe cogepxanue 3a1aHusi:
KoHnTposibHast TOuka HarnpaBieHa Ha pacCMOTpeHue BOonpocoB yrpasienust NTFS
pa3pelieHusIMu

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

YmerTsb: YIIPaBJIATH NTFS 1.CO3JAUTE OBILVIO ITAIIKY, UCITIOJIb3Y S
pa3peuieHus MU YITPABJIEHUE OBIIIUMU PECYPCAMU U
XPAHWINIIAMU (SHARE AND STORAGE
MANAGEMENT) 1. Haxwmure ITyck (Start), Beioepute
AnmunuctpupoBanue (Administrative Tools), menkaure
Ha YrpaBiieHHe 00IIMMHU pecypcaMy U XpaHWIHIIAMA
(Share and Storage Management). 2. B mento JlelicTBus
(Actions) menkuute [loaroroBuTh 00IIMIA pecypce
(Provision Share)3. 3anmyctutbess Mactep NoaroToBKU
o6mux nanok (Provision a Shared Folder Wizard).
lenxuute O630p (Browse). 4. B nuanoroBoM okHe
0630p manok (Browse For Folder), menkuurte Ha pecypc
c$, u BeiOepure Co3nare manky (Make New Folder). 5.
Hab6epute Employes u naxxmure ENTER, nanee
menkHute OK. 6. Cornacutech o BCEMU 3HAUYEHUSMHU 11O
YMOJYaHHUI0, HaxkuMast kHorky Jlanee (Next), moka Bbl HE
nouzaere 10 crpanuiisl [IpoBepuTh mapaMeTpsl U CO3/1aTh
obmuii pecypc (Review Settings and Create Share).
lenkuute Co3mate (Create). 7. Ha crpanuie
noateepkaeHus Haxmure 3akpbITh (Close). 8. B okne
neranei YnpasieHue oOLMMH pecypcamu U
xparmmmamu (Share and Storage Management), mpaBoii
KJIaBUIIeH MbIM HaxmuTe Ha Employes, nanee
menkaute Croiicta (Properties). 9. B nuamoroBomM okHe
cBoiicTB manku Employes menkHuTe BKIAIKY
Pazpemenns (Permissions). 10. IllenkauTte Paspemenus
s obmero goctymna (Share Permissions). B quanorosom
okHe Pazpemenue nns rpynnsl Employes (Permissions
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for Employes), Haxxmute Jlo6aButs (Add). 11. B
nuanoroBom okHe Bri6op [lonb3oBaTenu, KOMIOBIOTEPHI
umu rpynms (Select Users, Computers, or Groups),
Habepure Ilonp3oBarenu nomena (Domain Users), nanee
menkaute OK. 12. [ToBTopuTe npeapiayiye Tpy mara
st nobasnenus rpymmnsl [T _EmployesGG. 13.
BricraButh pazpemenus mis rpynmsl [T EmployesGG,
[Momusie mpasa (Full Control) Pazpemuts (Allow). 14.
Haxats Ha rpynmy Bee (Everyone), menkayTs Y 1anuth
(Remove). 15. lllenxnyts [lpumenuts (Apply), nanee
Haxatb OK nBaxapl. 16. 3akpbITh OKHO YTIpaBlIeHHE
obmmmu pecypcamu u xpanunuinamu (Share and Storage
Management)

2.3anaure Ha mamnHy KineHnra kak
MICLOCAL\Alexey.Gatin, ¢ maponem Pa$$wOrd
3.ITPOBEPBTE PA3PEIIEHUWA JIJI ITATIKA
EMPLOYES 1. Ulenkuure [lyck (Start), Habepute
\\[Mmst KonTposiepa momena], u Haxxmure ENTER. 2.
JIBoitHo¥ 1mendok Ha nanke Employes. 3. [IpaBoi
KJIABUIICH MBIIIA HAXXMHUTE BHYTPU OTKPBIBIIETOCS OKHA
Coznars (New), menkaute [lanka (Folder). 4.
Hanummure Work u naxkmutre ENTER. 5. CHoBa
Ha)KMUTE [IPAaBOM KJIABUIIEH MBIIIXA BHYTPU OKHA
Coznats (New), nanee mieIKHUTE TeKCTOBBIA JOKYMEHT
(Text document). 6. Habepute J{oOpo moxkanoBarb, u
nanee Haxkmute ENTER. 7. [lepemecTute TOJIBKO 4TO
CO3JIaHHBIN TeKCTOBBIN (aiin [1o0po moxanoBaTh B
nanky Work. 8. Haxxmure ITyck (Start) n nanee Boriftu
u3 cucremsl (Log Off)

4.CO3JATH TPU HOBBIE ITAIIKU, UCITOJIB3Y A
IMPOBOJJHUK WINDOWS 1. Ha Kontpomnepe nomeHa,
Haxarp [lyck (Start), nanee menkuyTs Kommberorep
(Computer). 2. JIBOWHOM IIETUYOK MBIIIBIO HA
Jlokanehsiit quck (Local Disk) (C:). 3. B mento @aiin
(File) Be6pate Coznath (New) u menkHyTs [lanka
(Folder). 4. 3anats ums manku Trainers. 5. [ToBTopute
MpebIAyIIKe Ba 11ara, YTo0bl co34aTh B
JOTIOTHUTEJIBHBIC TIATIKK C UMEHaMU: a. Managers b.
Employes

5.3AJIAMTE ITAPAMETPHI IS OBLIEN ITATIKH 1.
B npoBogauke Windows, mpaBoii KJ1aBUIIEH MbIIIN
Ha)xMHTe Ha nanke Trainers, u menkaute OOMUNA TOCTYTI
(Share). 2. B nuanorosom oxkHe OOuwmii noctyn (Sharing
with), nanee Konkpetnsle mombs3oBatenu (Specific
People), nadepute IT TrainersGG u nanee HaxxMuTe
Ho6aButh (Add). 3. Hlenkuute IT TrainersGG,
BeIOepuTe Utenue u 3amuck (Read/Write). 4. Haxxmure
OO6mwuit noctyn (Share), menkaure ['oroBo (Done). 5.
[ToBTOpHWTE MIpEnbIIyIe YeThIPE Mara sl HIKe
npuseneHHol rpynnsl: a. IT ManagersGG (Managers
folder) 6. 3axpoiiTe npoBonHuK Windows
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Onucanue MKAJbI OIICHUBAHUSA:

Ouyenka: 3a4TCHO
Onucanue xapaxmepucmuxu 6vlnoineHus 3Hanus: OLIEHKa 3a4TEHO BBICTABIISICTCS €CIIN 3a1aHIE
BBITIOJIHCHO MTPABUJILHO WM C HE3HAUYNTEILHBIMHU HET0YETaMHU

Oyenka: HE 3a4TEHO
Onucanue xapakmepucmuku 8blnoaHeHus 3uanus. Pemennsie 3aganus otnpasiisitores B CJ1O
"ITpomereit" B paMkax GpyHKIMOHANA "MIMCbMEHHAsA paboTra"
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
9 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

IIpoueaypa npoBenenust

B Tecte 20 BOIpoCcoB BCTpEYArOTCs BOMPOCHI CIEAYIONMIUX TUIIOB: 1. C OJHUM BapuaHTOM OTBeTa ( B
BOIIPOCAaX «OJIMH W3 MHOTHX», CHCTEMa CPaBHUBAET OTBET CIIYIIATENS C MPABUIHHBIM OTBETOM M
ABTOMATUYECKU BBICTABIISET 32 HEro Ha3HAUYEHHBIM Oaia) 2. ¢ BHIOOPOM HECKOJBKHX BapHAHTOB
OTBETOB ( B BOIIPOCaX «MHOTHE W3 MHOTHX)» CHCTEMa OICHUBACT KAXKIBIA OTBET OTACIBHO; €CTh
BO3MOXXHOCTh Pa3pelInuTh CIyIIaTeNao MOoIy4uTh 3a Bompoc 0,75 Oanna, ecnu oH BbIOepeT 3
MpaBUJIBHBIX OTBeTa U3 4) 3. Ha COOTBETCTBHE CIyIIATEIh JODKEH MPUBECTH B COOTBETCTBUE
JIEBYIO M MPaBYIO YacTh OTBETa (B BOMPOCAX «COOTBETCTBHE)» CHUCTEMa OIICHMBAET KaXJbIil OTBET
OT/ICNIbHO; MOKHO Pa3pelluTh CIYIIATENI0 MOIy4duTh 3a Bompoc 0,75 Gamna, ecnu oH BbiOepeT 3
MPaBWIBHBIX OTBeTa U3 4) 4. pa3BepHYTHIN OTBET, BBOAUTCSA B BPYYHYIO B CIIELIUAIBLHO OTBEICHHOE
noJie (py4yHasi OIleHKa MPENo/1aBaTesieM )

L. Ilepeuens Komnemenyuii/uHOUKAmMoOpPo8 u KOHMPOIbHBIX 60NPOCOE NPOGEPKU PE3YTbM AN 08
0C60EeHUA OUCYUNIUHDL

1. Komnerenuust/Uuaukarop: [1K-15(Komnerenus)

Bonpocsl, 3aganus
1.Yro Takoe yueTHas 3aluch N0JIb30BaTENs?
2.Yro Takoe m1abjJoOH y4eTHOM 3alKCH MOJIb30BATENs?
3.Yro Takoe yueTHas 3alIMCh KOMIIbIOTEPA?
4.Yto takoe Windows PowerShell?
5.9T10 TaKkoe JOKaJIbHbIE IPYIIIbI?
6.Yto Takoe riobaabHbIE TPYIIIHI?
7.Y4to Takoe uepapxus OU?
8.Urto Takoe opranuzanuonnsie equHUIE (OU)?

MarepuaJsl 1JIs1 NIPOBEPKH 0CTATOYHBIX 3HAHUI
1.YT0 Takoe y4eTHast 3alKUCh MOJIb30BATENS?

OtBeThI:
1.3TO ydeTHas 3amuch, coepralias yke HaCTpOSHHbIE TUIIOBbIE YCTAHOBKHU M CBOMCTBA 2.3TO
00BEKT, MO3BOJISIOMINI MPOUTH aBTOPU3ALIUIO U MTOTYYUTh JOCTYI K JIOKAIBHBIM U CETEBBIM
pecypcam 3.370 00bekT AD DS, KOoTOpbIil HAEHTUPHUIHPYET KOMIIBIOTEP B IOMEHE
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BepHslit otBeT: 2
2.IlporpamMmbl koMaH1HOM cTpoku Dsadd-3To

OTtBeTsI:
1.no6aBnenue 00bexToB B AD DS 2.n3menenne o0bextoB B AD DS 3.ynanenue o0beKTOB U3
AD DS

Bepwuriit otBert: 1
3.IIporpammbl KoMaHHOM cTpOoKH Net USer-3to

OTtBeTsI:
1.1o0aBneHNE WU U3MEHEHHE TPYIIBI 2.100aBIeHUE WM N3MEHEHUE YICTHOM 3aiCH
MoJIb30BaTes 3.100aBICHIE WM M3MEHEHUE YUYETHOH 3anmucu kommbiorepa B AD DS

Bepwusliit otBeT: 2
4.Y10 Takoe rpynibl?

OTBeTHI:
1.5T0 NOTMYECKOE 00BEANHEHNE OOBEKTOB, CXOKUX 110 HEKOTOPHIM MPU3HAKAM 2. 3TO YUETHbBIE
3aIMCH U3 TOTO K€ JOMEHA, 4TO U TiIobanpHas rpymnma 3.9T0 00BEKT KaTaiora B rmpeaenax
JIOMEHa

Bepnsiit otBeT: 1

2. Komnerennusi/Muaukarop: [1K-16(Kommerenius)

Bomnpocel, 3axanus
1.9r1o Takoe pexxum ycranoBku Server Core?
2.YTo Takoe cepBepHBIC pOIH?
3.KaxoBsl ponu cinyx6b! ardopmsl npunoxxenuit Windows?
4.YT1o Takoe KOMIOHEHTHI cepBepa?
5.KakoBsl ponu CiyxObl kaTanoron?
6.Uto Takoe ydacTHUK O6e30macHOCTH?
7.Kak paGotaeT KOHTpOJIb gocTyna?
8.UTo Takoe aAMUHUCTPATUBHBIE O0IIKE MANKN?

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.Ponu cnyx06 ninargopmel npuiioxkeHnit Windows BKIIIOUAIOT:
OtBeTsI:
1.Cepgep npunoxennii 2.Ciyx061 UDDI 3.Web - cepsep (IIS) 4. Bce BhIlennepeyncieHHoe
BepHnslii otBeT: 4
2.BribepuTe BEpHOE YTBEPKIECHUE:!
OtBeTsI:
1.AD DS - st10 ocHoBa ¢yaknmonupoBanus cetu 2. AD DS npenocrasisietr nHpoOpMaImo o
II0JIB30BATENAX U pecypcax Ipyrum cepBepHbIM possim 3. AD DS npenocrasisier yciyru
ayTeHTU(UKAIMK U aBTOPU3aLnU 4. Bce YTBEPKJIEHUSI BEPHBI 5. HU OJTHO U3 MPEICTaBICHHBIX
YTBEPKACHUN HE SBISETCS. BEPHBIM
BepHnsiii otBeT: 4
3.Y1o Takoe KOMIIOHEHTHI cepBepa?
OtBerTsI:
1.5T0 ciy»0bl, KOTOPBIE MOT'YT OBITh YCTAHOBJIEHBI JJOMOJHUTEIBHO 2.3T0 OCHOBA
¢byHkoHupoBanus cetu 3.koHcosb MMC ¢ HECKOJIBKUMHU OCHACTKAMH JUIs YIIPABICHUS
cepBepoM 4.0CHACTKa, KOTOPast UCTOIb3YyeTCs Ul IPOCMOTpa U yrpaBieHus: HHpopmaruei 00
armapaTHbIX yCTPOMCTBAxX
Bepusiii otBerT: 1
4.Yxaxure onpezeneHue, koropoe xapakrepuzyer SACL
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OTtBeTsI:
1.cnMcoK ympaBieHHs JOCTYIIOM, UCTIONIb3YEMBIi JIJIs ayiuTa TOCTYIa K 00BEKTY 2.COACPKHUT
CIIMCOK IOJIb30BaTelNel U IPYII, KOTOPBIM pa3pelieH WK 3alpetieH JOCTYI K O0bEeKTY
3.3amaet nepeueHsb SID ais paspenieHus, 3anpera Wi ayauTa J0cTyna

Bepnsiit otBeT: 1
5.Bb1bepuTe BEpHOE YTBEPKIECHUE:!

OtBeTsl:
l.manku He MOTYT OBITh OTKPBITHI JUIsi OOIIETO J0CTYIIA, a OTAEbHbIE (hailibl - Aa 2.1m0
YMOJIYaHMIO pa3pelleHns Ha OOLIyIO NanKy NpeAocTaBisatoTcs Ha ureHue rpymnie «BCE» 3.npu
CO3JIaHUH OOIIMX MANOK HE HYXHO MPEJAOCTABIATh HY)KHBI YPOBEHB pa3perieHust OOIIIM
nankam 4.Bce yTBEpKICHUs BEPHBI 5.BCE YTBEP)KICHUsI HE BEPHBI

Bepwnbrii otBeT: 2
6.BriGepuTe BepHOE YTBEP)KICHUE ;IOCTYII Yepe3 MOJKIIOUEHUE CeTEBBIX JUCKOB:

OTBETHI:
l.mpumMeHnMO A1 UHGPACTPYKTYPHI AOMEHOB M pabouux rpymni 2.mpu nomoinu [IpoBognuka

Windows win komanHoi ctpoku \\servername\share 3.nmpuMeHHMO 17151 HHYPACTPYKTYPBI
JIOMEHOB U pabouuX Tpym
Bepwnsriii otBeT: 2

11. Onucanue wikanvt ouenusanus

Ouyenka: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 80
Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa BeIMoIHEHA B paMKax "MPOABUHYTOTO"
ypoBHs. OTBETHI Ha BCE€ BOMPOCHI JaHbI BEpHO. YeTKO chopMyTupOBaHbl 0COOEHHOCTH
MpaKkTUUeCKuX pernieHuii. CTyIeHT MoKa3a Py OTBETE Ha BOMPOCHI SK3aMEHAIIMOHHOTO OMIeTa U
Ha JIONOJTHUTENIbHBIE BOIIPOCHI, YTO BJIa/IEET MAaTEPUATIOM U3YUE€HHOM JHUCIUIUIMHBI, CBOOOTHO
MIPUMEHSIET CBOW 3HAHUS JJIs1 OOBSICHEHUS PA3JIMYHBIX SIBJICHUI

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku 6blnoneHus 3uanus: PaboTa BeIoIHEHa B paMKax "06a30Boro"
yYpOBHS. BOJIBIIMHCTBO OTBETOB JJaHbl BEPHO. B yacTu MaTtepuana ecTh He3HAUUTEIbHbIE
HepocTaTKU. CTyIeHT NPaBUIbHO BBINIOJHWII 33JaHUE U B OCHOBHOM IPAaBUJIIbHO OTBETHJI Ha
BOIPOCHI HK3aMEHALIMOHHOTO OMIIeTa M Ha JIOTIOJIHUTEIbHBIE BOPOCHI, HO JOMYCTUJI IIPU ITOM
HE3HAYUTEJIbHbIE OLIMOKU

Oyenka: 3
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku 6binoiHeHus 3nanus: Pabora BBIMOIIHEHA B paMKax "ToporoBoro"”
ypoBHsi. OCHOBHAs 4acTh 33JJaHHs BBIMOJHEHA BepHO. CTYICHT B OTBETAaX HA BOMPOCHI
HK3aMEHAIIMOHHOTO OMIeTa TOMYCTHI CYIIECTBEHHBIE U IaXKe rpyOble OMHOKH, HO 3aTEM HCIIPABHUIT
UX caMm, J1u00 HAMETUJI MPABUIIBHBIN ITYTh €r0 BHITOJTHEHHS

1I1. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy

OueHka ompenensieTcss MO COBOKYITHOCTH PE3YJbTaTOB TEKYIIEro KOHTPOJS YCHEBAEMOCTH B
cootBeTcTBUU C [lonoxkeHneM o OauTbHO-PERTHHTOBOM cucTteMe i cTyaenToB HUY «MOW»
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