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OHNEHOYHBIE MATEPHAJIBI PA3PABOTAUJI:

MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»
Ceefenua o Bragensue L3N M3aKn H'O.
Bnageney, Crpenkos H.O.
IIpenonaBarenb Waermdniatop R764cde94-StrelkovNO-T4481943 CtpenkoB
(1OIKHOCTB) (moxnuce) (pacuudpoBka
TTO/ITUCH)

COI'VIACOBAHO:

PyKOBOI[I/ITeJIB MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
w CeepneHwna o Bnagensue L3N M3K H.O.
06Pa30BaTeHBH0H Bnageney, Ctpenkos H.O.
HpOFpaMMBI WaeHTuduKaTOp R784cde94-StrelkovNO-f448f943 CTpeHKOB
(IOJDKHOCTD, YUeHas CTEHeHb, YICHOE (mozmucs) (pacuudpoBka
3BaHHE) TIO/AITUCH)
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»

o CeeneHua o Bnagensue L3N M3U E B
3aBenyromui Braaeney [anvMoBa E.B. o
BLIHyCKaIOH_[eI?I Ka(be[[pbl WaerTndukatop Rf4bb1f0c-ShalimovaYV-f267ebdd maHI/IMOBa
(IOJDKHOCTD, YUeHas CTENeHb, YICHOe (mozmucs) (pacmudpoBka

3BaHHE) TIO/AITUCH)



OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. YK-1 criocoGeH ocymiecTBIsATh KPUTHUCCKUI aHAIU3 TPOOJIEMHBIX CUTYaIlMi HA OCHOBE
CHCTEMHOT'0 TI0JIX0/1a, BBIPA0aThIBaTh CTPATETUIO ACHCTBUI
N]1-3 BeipabaTbiBaeT CTpaTEruio PEIICHMS TTOCTABICHHON 3a/1auu

2. I1K-2 CniocobeH mpoeKTUPOBaTh PAAMOTEXHHUECKHE YCTPOHUCTBA, TPUOOPHI M UX Y3JIbI,
CHCTEMBI U KOMILIEKChI cOopa 1 00pabOTKH JaHHBIX U YIIPaBJIEHUS YCTPOUCTBAMH C yYETOM
3aJJaHHBIX TPEOOBAaHUI B TOM YHCJIe U OOPTOBOTO OA3MPOBAHUS
NJI-1 3HaeT NpUHLIMITBI TOCTPOSHHSI CUCTEM AMCTAaHIIMOHHOIO cOopa 0OpabOTKH U XpaHEHUs
JAHHBIX B MHTEJUICKTYAIBHBIX PAIHOTEXHUUYECKUX CUCTEMaX U KOMILIEKCAax

N BKJIFOYACT:
AJIS TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH

dopma peanuzanuu: 3anmra 3a1aHus
1. 3ammra naboparopuoi padbotsl Ne 7 (JlabopaTopnas padoTta)
2. 3amuTa nadopatopHsix padot NeNe 1 u 2 (JIabopaTopHas pabota)
3. 3amuTa nadoparopubsix padot NeNe 3 u 4 (JIabopaTtopHas pabora)
4. 3amura nabopatopHbix padot NeNe 5 u 6 (Jlaboparopnas paboTa)

®Popma peanuzamu: KommnerorepHoe 3aganue
1. Tect o Teme «CeteBbie mpoTokob» (TectupoBanue)

®Popma peanmszanuu: [Iposepka 3axanus
1. 3amura naboparopHoit paboTsl Ne 8 (JTaboparopHas paboTa)

BPC nucuuminHbl

2 cemecTp

Beca KOHTPOJIBHBIX MEPONIPUATHI, %o
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JACJI IUCI] KM:
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Pacnipenenennast 00paboTka JaHHBIX U
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O0avHbIe BEIYHUCIIECHUS
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20

20

20

20

10
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$O6m1as yacts/[1s1 MPOMEKYTOUHON aTTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMITETCHIIMHT pe3yiabTaThl OOyYEHHsS IO
JUCIUILINHE
YK-1 N-3vk-1  BripabaTsiBaer | YMeTh: 3amuTa J1abopatopHoii padbotsl Ne 7 (JlaboparopHas paboTa)
CTpaTeruio pelIeHus | IPOEKTUPOBATh
MOCTaBJICHHOW 3a7a4K MPOrpaMMHO-anmnapaTHoe
pelIeHre AJisl BBIMOJIHEHUS
MPOCTPAHCTBEHHO-
pacmpeeieHHbIX
BBIYMCIICHUI
I1K-2 U-1nk-> 3HaeT OpUHIUNBL | 3HATH: Tect o Teme «CeteBbie mpoTokob (TectupoBanue)

MOCTPOCHHS CHCTEM
JMCTaHIIMOHHOTO cOopa
00pabOTKM U  XpaHEHUus
JTAHHBIX B
HHTCJICKTYAJIbHBIX
PaMOTeXHUYECKUX

CHCTEMAaxX U KOMILICKCax

OCHOBHBIE ITPOTOKOJIbI CETEN
YMeTs:

HACTPAaNBaTh CETEBbIC
MOAKJTIOYEHUS B
COBPEMEHHBIX
ONEPALMOHHBIX CUCTEMAX
OCYIIECTBJISITh MOHUTOPUHT
CTPYKTYpHI U Tpaduka B
JIOKQJIbHOM CeTH
HacTpauBaTh CEPBEPHOE
MporpaMMHOE oOecrieueHue
OMEPALMOHHBIX CUCTEM
BBICTpPaMBaTh MIPOTPaAMMHO-
anmnapaTHoe
B3aUMO/JIEVICTBHUE CETEBBIX
YCTPOMCTB

3amura madoparopubix padot NeNe 1 u 2 (JIabopaTopHast pabora)
3amura aboparopHbix pabot NeNe 3 u 4 (JlaGopaTtopHas pabora)
3amuTa 1abopaTopHbIX padoT NeNe 5 u 6 (JlabopaTopHas pabota)
3amura 1aboparopHoit paboTsl Ne 8 (JJaboparopHas paboTta)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
KM-1. Tect no teme «CeTeBble NPOTOKOJIbD)

®opmbl peanuzannu: KoMnpoTepHoe 3a1aHue

Tun KoHTPOILHOTO MeponpusitTusi: TectupoBanue

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa npoBeaeHnss KOHTPOJILHOro MeponpusaTusa: Tect mo Teme «CeTeBble MPOTOKOJIBI

Kpartkoe cogep:xkanue 3aiaHusA:
Tect o reme «CeTeBble IPOTOKOJIBI

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3HaTh:  OCHOBHBIE  MPOTOKOJIBI 1.Jlst wero nmpenHa3zHadeH nporokout BitTorrent?
cerei 2.Jlys yero npeaHasHadyeH npotokon FTP?

3.4 yero npeanasHaueH nporokosa HTTP?
4.Jlns yero npennasHadyeH nporokosn HTTPS?
5.Ans yero npeanasHaueH nporokos [CMP?
6./1ns yero npeanaznavex nporokosn IMAP/IMAPS?
7.J1ns1 uero npenHasHadeH npoTtokos [P?

8.5 wero npennasznade npotokos IRCP?

9.[lns1 uero npennasHaveH npotokos MAC?

10. s yero npennasHadeH nporokoia MIME?

11. s uero npeanazHadeH npotokos NFS?
12.[Ins1 yero npenHazHadeH nporokos NTP?

13. A5t uero npeanazHadeH npotokosn POP/POP3?
14.JIns1 yero npenHasHaueH npoTokoia RDP?

15. st uero npeanazHadeH npotokos RPC?
16./1ns yero npeanasHayeH npotokon SMB/CIFS?
17.1ns yero npenHasHaueH npoTokoia SMTP?
18./1ns1 yero nmpenHa3HaueH npoTokona SSH?

19. /1yt wero npeaHa3zHavdeH nporokosn TCP?
20.J11s1 yero mpeaHa3zHaueH nporokon Telnet?
21.Jns gero npeanasHadeH npotokon TLS/SSL?
22 Jlns yero npeanasHadeH nporokosa UDP?
23.ns gero npeaHazHadeH npotokos VNC?

24 J1ns yero npeaHa3zHaueH nporokoia WebDAV?
25.lns yero npeaHasHaueH npotokosa XMPP?
26.Kakue Be0-Opay3epsl Bam n3BectHb1?
27.Kakue nporpammsl FTP-kimentsr Bam n3BectHb1?
28.Kakue nporpaMmsl AJist pabOThI C 3JIE€KTPOHHOM
nouyrori Bam u3BecTHbI?

29.Kak MOXeT ObITh HACHTU(DUIIMPOBAHO KOHKPETHOE
CETEBOE YCTPOMCTBO B JIOKAJTBLHOU CETU?
30.KakoBo Haznauenne DHCP-cepsepa?
31.KakoBo HazHaueHue ciyx0os1 DNS?

32.Yewm otnunuaercs npotokoa SFTP or FTPS?

Onucanue MKaJbl OLICHUBAHUA:

Ouyenka: 5




Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku btnoanenus 3uanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUE
BBITIOJTHEHO B MOJIHOM 00'bEME WIIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIH
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABICHUE JUIsI PEIICHUS 3a/1a4

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABIISETCS
€CJIM 3aJJaHuE PEUMYIIECTBEHHO BHITIOJIHEHO

KM-2. 3amura adopaTtopubix pador NeNe 1 u 2

®opMbl peau3anum: 3auTa 3aJaHus

Tun koHTpoILHOrO MeponpusTus: Jlaboparopnas padbora

Bec koutposabHoro meponpusitusi B BPC: 20

IIpoueaypa mnpoBeleHHsi KOHTPOJBLHOIO MepompusiTHs: 3ammra JadoparopHbeIx pador Nel
«CeTreBble BO3MOXKHOCTH OIepallMoHHOM cuctembl Microsoft Windows B posn kiaueHta» u Ne2
«CeteBble BO3MOXKHOCTH onepariionHon cucrembl GNU/Linux B poiu KIMEHTa

Kparkoe conep:kanue 3aaHus:
3amuta madopatopHbix padoT Nel «CereBble BO3MOKHOCTH ONEPAIIMOHHON CHCTEMBI
Microsoft Windows B posu kinenTa» u No2 «CeTeBble BO3MOXKHOCTH OINEPAIMOHHON CUCTEMBI
GNU/Linux B poJiH KIIUEHTa»

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

YMeTb:  HacTpamBaTh  CETEBBIC 1.Ucnonp3yercst koMmmbroTep moj ynpasieanem OC

MNOJKJIIOUEHUSI B  COBPEMEHHBIX Microsoft Windows. Kak nmomyunts napopmanuio o

OTIEpAI[MOHHBIX CUCTEMAX HacTpoiikax npotokona TCP/IP nist cereBoro
MTOJIKJIIOUEHUsA?

2.Vcnonb3yercst komnbtoTep noa ynpasieraunem OC
Microsoft Windows. TpeOyeTcst MOIKIIOYUTh CETEBOI
JUCK share, pacmooKeHHbI Ha KOMITBIOTEPE SErver Mo
nMeHeM S:. Kakyro komMmaHay HEOOXOAMMO BBITIOJTHHUTD
JUTs1 3TOT0?

3.Ucnonb3yercs komnbioTep moa ynpasieHuem OC
GNU/Linux, umeronuii cratuaeckuit [P-aapec B
JOKaNbHOU ceTu. J{J1s HacTpOMKU mapaMeTpOB CETEBBIX
aganTepoB ucnoiabzyercs Network Manager. Kakue
JEHCTBHUS HEOOXOAMMO BBITIOJIHUTD I HACTPONKHU
CETEBOI'0 IMOAKIIIOUECHUST?

Onucanue MKAJbI OIICHUBAHUA:

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku vtnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNe
BBHITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Hudicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 60




OnucaHnue xapakmepucmuxu eblnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCs €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a9

Oyenka: 3
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTENIHLHO" BHICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

KM-3. 3ammra sadoparopubix pador NeNe 3 u 4

®opmbl peaau3anum: 3aluTa 3aJaHUA

Tun koHTpoAbHOrO MeponpusTus: Jlaboparopuas padora

Bec konTpobHOr0 Meponpustusi B BPC: 20

IIpouenypa mpoBegeHHsi KOHTPOJHLHOIO0 MeponpusiTusi: 3anmra JabopatopHbix pador Ne3
«CeteBble BO3MOXKHOCTH omnepannonHoi cucreMbl GNU/Linux B ponu daitioBoro SMB/CIFS-
cepepa» u Ned «CereBbie Bo3MOkHOCTH onepaninoHHon cuctembl GNU/Linux B ponu HTTP/Web-
cepsepa»

Kparkoe conep:kanue 3a1aHus:
3amuta madopaTopHbIx padoT Ne3 «CereBble BO3MOKHOCTH ONIEPAIMOHHON CHCTEMBI
GNU/Linux B ponu ¢aitnoBoro SMB/CIFS-cepBepa» u Ne4 «CereBbie BO3SMOXKHOCTHU
onepannonnoit cucrembl GNU/Linux B ponmu HTTP/Web-cepsepa»

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

YMeTp: HacTpauBaThb CEPBEPHOE 1.Kaxkoit koH(pHUTyparmoHHBIH (aiis onpeaenser

MpOrpaMMHOE obecrnieueHue napametpsl padbotsl SMB/CIFS-cepsepa?

OTIEPALIMOHHBIX CHCTEM 2.Kak npoeputb padorocrnocoonocts SMB/CIFS-
cepsepa?

3.Kaxkue ngelicTBusI HEOOXOIUMO BBIIIOIHUTE IS
ycranoBku U HacTpoitku HTTP/Web-cepsepa Apache ¢
MOJIJIEP’KKOM s13bIKa mporpammupoBanus PHP?

Onucanue MIKAJbI OLlEeHUBAHUS

Ouenka: 5
Huosienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIM 3aJaHue
BBITIOJTHEHO B MOJIHOM 00bEME WIJIH BBITIOIHEHO MPEHMYIIIECTBEHHO BEPHO

Ouenka: 4
Huosienuii nopoe sévinonnenus 3adanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIIo" BICTaBISETCS €CITN
OOJIBIITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANPABIICHUE JJIS pEIICHUS 3a/1a4

Oyenka: 3
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku evinonnenus snanus: OneHka "ya0BICTBOPUTEIHLHO" BBICTABIISCTCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJHEHO

KM-4. 3amura adoparopubix pador NeNe S u 6

®opmbl peanu3anmu: 3anTa 3a1aHusL
Tun koHTpoLHOrO MeponpustTus: Jlaboparopnas pabora
Bec koHTpOBbHOrO Meponpusitusi B BPC: 20




IIpoueaypa mpoBeleHHsi KOHTPOJBLHOIO MepPONpHUATHA: 3auura J1adopaTopHBIX paboT Ne5
«ITporpamMmmHas peanu3anusi TPAHUYHBIX BbIUMCICHUN» U Ne6 «lIporpammuas peanuzamus
TYMAHHBIX BBIUHCIICHH)

KpaTkoe cogep:kanune 3a1aHus:
3amura abopatopHbIx padboT Ne5 «IIporpammuas peaau3anyst FPaHUYHBIX BHIYACICHUNY U

No6 «IporpamMmmuas peanuzanus TYMaHHBIX BBIYUCICHUN

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

YMeTb: BbICTpauBaTh IIPOrpaMMHO- 1.MI3menuTe Ko nporpamMmsl AJisl TPaHUYHbIX
arnmnapaTHoe B3aMMOJCHCTBHE BBIUMCIIEHUH TaKUM 00pa3oM, 4TOObI IEPUO/L OTIIPABKU
CETEBBIX YCTPOMCTB JTaHHBIX YMEHBIIUJICS B 2 pasa.

2.MI3MeHuTe KO MPOrpaMMBbI JIUTsl TYMaHHBIX
BBIUMCIICHUH TaKUM 00pa3oM, 4YTOOBI IEPUO/I OTIIPABKH
JAHHBIX YMEHBIIWICS B 2 pasa.

3.ChopMynupyiTe OTIIMYNS TPAHUIHBIX BEIYUCICHUH OT
TYMaHHbBIX BBIUMCIICHUII.

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku binonenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evblnonenus 3Hanus: OLeHKa "Xopouio" BICTaBISAETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUISI PEIICHUS 3a]1a9

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYIIECTBEHHO BHIIIOJHEHO

KM-S. 3amuTa ga6opaTopHoii padorsr Ne 7

®opmbl peanu3anmu: 3alinTa 3a1aHUSL

Tun koHTpoABLHOr0 Meponpusitus: Jlabopatopnas padora

Bec konTposbHoro meponpusitusi B BPC: 10

IIpoueaypa npoBeieHHsi KOHTPOJIBLHOIO MeponpuATHsi: 3ammra J1abopatopHoi paboTel Ne7
«IIporpammHuas peanuzanusi 00JIaYHBIX BHIYHCIECHUIN

Kpartkoe conepixkanue 3a1aHusi:
3amura nabopatopHoit padboTel No7 «lIporpamMmHuast peanuzanusi 00JaYHBIX BEIUUCICHUN

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

YMers: MIPOEKTUPOBATH 1.13menuTe KO mporpamMmbl AJisi 00JauHbIX
IIPOrpaMMHO-AIIAPAaTHOE pELICHUE BBIUMCIIEHUH TaKUM 00pa3oM, 4YTOObI IEPUO/I OTIIPABKH
JUIS BBIITOJIHEHUS JAHHBIX YMEHBIIWICS B 2 pa3a.
IIPOCTPAHCTBEHHO- 2.M3MeHuTE KO/ MpOrpaMMbl I 00IauyHbIX
pacupeneNeHHbIX BBIUYNCICHUN BBIYHCIICHUI TaKUM 00pa3oM, 4TOObI TaHHBIE
coxpansuichk Ha 6pokepe MQTT.
3.M3menuTe Ko mporpamMmsl A1t 00JauHbIX




BBIYMCIICHUI TaKUM 00pa3oM, 4TOObI TaHHBIC HE
coxpansuichk Ha Opokepe MQTT.

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 710
Onucanue xapakmepucmuxu evlnoineHus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WIIH BBITIOJHEHO MPEHMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evblnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBIsSETCS €CIu
OOJIBITMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CITH 3aJIaHUE MPEUMYIIIECTBEHHO BBITIOJHEHO

KM-6. 3amuTa 1adopaTopHoii padorsr Ne 8

®opmbl peanu3anuu: [[poBepka 3aganust

Tun koHTpOIBLHOTO MeponpusaTus: JlaboparopHas padora

Bec koutposabHoro meponpusitusi B BPC: 10

IIpouenypa mpoBeleHHs KOHTPOJIbHOIO MepONMpUsTHsi: 3amuTa JiabopaTopHO padoThl Ne®
«AHamu3 CTPYKTYpbl U Tpaduka JOKAIbHOH CETH C TIOMOINBIO OINEPAIlMOHHON CHCTEMBbI
GNU/Linux»

Kpartkoe cogep:xkanue 3aiaHuA:
3amuTa 1abopatopHoi paboThl Ne§ «AHanu3 CTpyKTYyphl U TpaduKa JOKaIbHON CETH ¢

noMoIIpio onepanuonHoi cucrembl GNU/Linux»

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

YMmerb: OCYILECTBIISATh 1. Kakue neiicTBUs HEOOXOAMMO BBIIOIHHUTD AJIS aHAIM3a
MOHHUTOPHHT CTPYKTYPHI " CTPYKTYPHI JIOKaJIbHON CETH C IMTOMOIIIBIO TPOrPaMMBbI
Tpaduka B JTOKaIbHOU ceTH ZenMap?

2.Kakumu JOIKHBI OBITH TApaMEeTPhl CKAHUPOBAHUS B
nporpamme ZenMap 1151 ostydeHust HH(OpMAIMU O
CITy’k0ax, 3aIyIeHHBIX Ha KOMITBIOTEPAX JIOKATbHON
cetu?

3.Kax obGecnieunTs cOOp MaKETOB 1J11 KOHKPETHOTO
npoTokosna B nporpamMme WireShark?

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu evinoneHus snanus: OueHka "oTIMYHO" BBICTABIISETCS €CIU 3aJaHHe
BBITIOJTHEHO B TTOJTHOM 00'bEMe WITH BBITIOJTHEHO MPEHMYIIIECTBEHHO BEPHO

Oyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoineHus snanus: OueHka "XopoIo" BEICTABISIETCS €CIH
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUIS PEIICHUS 3a]1a9
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Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. S0
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "ya0BIeTBOPUTEILHO" BHICTABIIACTCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
2 cemecTp

@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

Cpasnenue [oT ¢ mexmamuHHbIM B3aumozeiicteuem (Machine to Machine — M2M).
OO01mast cTpyKTypa TYMaHHOTO MOCTA HJTH IUTI03A.
Bormpocsr obecrieueHus v moaaep kanus 0€30MacCHOCTH Ha OKOHEUHBIX y3JIax.

IIpouenypa npoBenenust

[TpoBoauTCs B YCTHOH (hopMe 1o OueraM B BUJE MOATOTOBKU U U3JI0KEHUS Pa3BEPHYTOTO OTBETA.
Bpems Ha BBIOJIHEHKE 3a4€THOTO 331aHU/TIOITOTOBKY OTBeTa — 60 MUHYT.

L. Ilepeuenv Komnemenyuit/uHOUKaAMOPoO8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbIAN 08
0C80eHUA OUCUUNTUHBL

1. Komnerenuust/Muankarop: NJI-3yk.1 BeipabaTeiBaeT cTpaTeruto perieHus MoCTaBICHHOM
3a1a4n

Bonpocsl, 3aganus
1.Kparkas xapakTepuCTHKa I'PAaHUYHBIX BIYUCICHUI
2.Kpatkast XxapakTepuCTHKa TYMaHHBIX BBIYUCIICHUN
3.Tonosiorusi TyMaHHbIX BBIUMUCICHUN
4.Apxurextypa OpenFOG
5.0061mas cTpyKTypa rpaHUYHOTO0 MOCTA WJIH LITI032
6.001mas CTpyKTypa TYMaHHOTO MOCTa WA TILTIO3a
7.Bonpockl obecnieueHus U moiep kaHus 0€30IMaCHOCTH Ha OKOHEYHBIX y3J1ax
8.Bonpocs! obecnieueHus U noaaepkaHusi 0€30MacHOCTH MIPU pean3alliy TPaHUYHbBIX
BBIYMCIICHU I
9.Bomnpoce! obecrieueHus U MojJiep:kaHus 0€30MacHOCTH NP peannu3aliid TYMaHHBIX
BBIYMCIICHU I
10.Bonpocs! o0ecnieueHus 1 noiiepkaHusi 0€30MacHOCTH IPU pean3alui 00IauHbIX
BBIYMCIICHU I

MarepuaJsl 1JIs1 IPOBEPKHU OCTATOYHBIX 3HAHUM

1.KakoBO Ha3Hau€HNE TPAHUYHBIX WM KPACBBIX YCTPONCTB MHTEPHETA BEILEH?
OTBeThI:

Heo0OxoauM MOTHBINA MCUEPIBIBAIOIINNA OTBET.
BepHnpriii otBeT: ['paHnyHbIE, WM KpaeBble, JATYMKU U YCTPOICTBA oOecrneyaT npsMoi
yTh K 00J1aKy. DTO 03HAYAET, YTO 3TH Y3JIbl U JATYUKU TPAHUYHOTO YPOBHS Oy1yT UMETh
JIOCTaTOYHO PECYPCOB, alMapaTHBIX CPEJICTB, MPOrPAMMHOI0 00ECTIEUeH s U COTIIallleHni
00 ypoBHE 00CTyXHBaHUA IS PAMON nepeaayn JaHHbIX dyepe3 WAN.

2.B 4em 3akiro4aeTcs OCHOBHAs HUJ1ed TYMaHHBIX BBIYMCICHHN?
OtBeThI:

HeoOxoaum noaHbINH HCUEpIBIBAIONINN OTBET.
Bepusriit otBer: Tymannsie Boruncienus (Fog Computing mim Fogging) npencraBisior
co0oif MozieNb, B KOTOPOM JaHHbIE, UX 00paboTKa U JJa)ke HEKOTOPhIE MPHIIOKEHUS
HaXOJATCS B paclpeIeIeHHBIX YCTPOWCTBAX HA IPAHUIE CETH BMECTO TOT'0, YUTOOBI OBITH
MOJIHOCTBIO COCPEIOTOYEHHBIMU B 001aKke. TepMHH UCXOIUT U3 TOTO, YTO TyMaH — 3TO TO
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e 00J1aKo, IPOCTO HaXosIeecs: OJuxke K 3emiie, T. €. TYMAHHbBIE BRIYUCIICHUS
pacnpeensoTcs B IPOCTPAHCTBE MEXKAY I'PaHUIIAMH CETU U IIEHTPATM30BAHHBIMU
00JIaYHBIMH PECYPCaMH.

3.HazoBuTe 1O0KyMEHT, perjJaMeHTUPYIOIIUNA MOCTPOCHUE 00JaYHbBIX BHIYUCICHHIMA.
OTBeTHI:

Heo0xoauM moJIHBIN MCYEPITBIBAIOIINA OTBET.
Bepubrii orBet: O0nauHas 4eTHIpeXypOBHEBAS 3TAJOHHAS aPXUTEKTYpa PErIaMeHTUPYETCS
pexomennanuei [TU Y.3502 u stanonHoi obnaunoi apxutekrypoid NIST.

4.HazoBuTe 1B€ MOJEIIN CETEBOI0 B3aUMOJICHCTBUS, IPUMEHSIEMBIX K CETEBOMY

B3aMMOJICHCTBHUIO YCTPONCTB B CETSIX.
OTBeTHI:

Heo06xoauM moJTHBIN MCYEPIBIBAIOIINNA OTBET.
Bepusiii orBet: Takux Mozenei ABe - 3TaJOHHAs MOJEIIb B3aUMOACUCTBUS OTKPBITBIX
cucreM (Open System Interconnection Reference Model — OSI/RM) - DMBOC u mozeins
TCP/IP. I1lepBasi cogepKUT CeMb JOIMYECKUX ypoBHEH u onncaHa B ctannapre ISO/IEC
7498-1 ('OCT P UCO/M3BK 7498-1-99). Bropasi coiep>KUT 4eThIpe ypOBHS U OMUCAaHA B
RFC 1122.

2. Komnerenuust/Mugukarop: NJI-1nk2 3HaeT MPUHIKIIBI TOCTPOSHUS CUCTEM JUCTAHIIMOHHOTO
cbopa 00pabOTKH U XpaHEHUS TAHHBIX B HHTCIUICKTYaIbHBIX PAIUOTEXHHUSCKUX CHCTEMaX U
KOMILIEKCAaX

Bonpocsl, 3aganus
1.Kpatkas ucropus HOJIKIIOUYEHHBIX K CETH YCTPOMCTB
2 INosiBnenue nousituii Matepuer Bemeid (10T — Internet of Things) u MuaycTpranbHbIX
Wurepuer Bemeii (IIoT — Industrial Internet of Things)
3.Cpasnenue IoT ¢ mexxmamuHHbBIM B3aumoeiicteuem (Machine to Machine — M2M)
4.IlonsATHe KIMEHTA U cepBepa
5.KnueHT-cepBepHOE B3aUMOJEHCTBUE
6.ITonsTe coyxoba
7.11ocnenoBarenbHbIE U IHUPOKOBEIATEIbHBIE CETH
8.OHOpaHroBBIE CETH
9.Anpecarus kommnbioTepoB B ceTH: [P-anpec, MAC-anpec, hostname
10.BaxnocTh ucnons3zoBanus npotokonaos TCP u UDP
11.Anpecanus abonentckux ycrpoiicts: SSID, BSSID, IMEI
12.Cnyx6a noMmeHHbIX UMeH DNS
13.Pons porokona AMQP B 3ajauax HHTEpHETa Belen
14.Pons nporokona MQTT B 3agauax uHTEpHETA BElIeH
15.Pons nmporokona CoAP B 3ajauax HHTepHETa Belen
16.Mcnonp3zoBanue apxurekTypsl OpenStack

Matepuanbl AJ151 IPOBEPKH OCTATOYHBIX 3HAHUM

1.Kak Bbl monuMaere nousitue Murepuer Bemieit?
OTtBeTHI:

Heo6xo1uM MOMHBIN NCYEPITBIBAOIINIA OTBET.
Bepwbiii otBer: MnuTtepuer Bemeit (IoT) (anrt. Internet of Things, 10T) — konuenmus
BBIYHUCITUTENLHON ceTH (PM3MUECKUX MPEAMETOB («BEIIEi»), OCHAIIEHHBIX BCTPOSHHBIMH
TEXHOJIOTHSIMU JUISl B3AUMOJEHCTBUSA IPYT C IPYTrOM WM C BHEIIHEN Cpesoi,
paccMmarpuBaroiasi OpraHU3aIfio TAKMX CETeH Kak SBJICHHE, CIOCOOHOE TIEPECTPOUTh
SKOHOMMYECKHE U 00IIECTBEHHBIE MTPOLIECCHI, UCKITIOYAIOIIEe U3 YacTU JEHCTBUI U
ornepauuit HeOOXOJMMOCTb y4acTHs YeJIOBEKa.

2.ChopmynupyiTe MEXaHU3M KIUEHT-CEPBEPHOTO B3aUMOICHCTBHUS.
OTBeTsI:
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Heo6xoauM NoIHBIN HCUYepIBIBAIOIINN OTBET.
Bepnsriit orBeT: KitneHTOM 0OBIYHO BBICTYIA€T KOMIBIOTEP (MM IPYroe YCTPOMCTRBO),
3aIpalrBarollee JTaHHbIE WK HH(OPMAIHIO Y JPYTroro KOMIbIOTepa (MM yCTPOIHCTBA).
[Ipu 3TOM BTOpOI KOMIBIOTEP (MJIM YCTPOMCTBO) OOCITY>)KMBAET 3aIpOChI IIEPBOTO, T.€.
BBITIOJIHSET POJIb CEPBEPA.
3.B 4gem 3akirouaercs ocCHOBHOE oTianure nHTepHeTa Bemel (IoT) or MexkxMammHHOTO
B3aumoiecTBust (M2M)?
OTtBeTsI:
Heo0xonuM noJiHBIN HCYEpIIBIBAIOIINMA OTBET.
Bepnriit orBeT: OcHoBHOE oTiimure M2M ot [oT cocrout B TOM, uTo M2M
IIpeAYCMaTpUBAET KOMMYHHKAIUIO MKy YCTPOMCTBAaMU, Il KOTOpeIX IP-anpec He
SBJIAETCS HEOOXOUMBIM YCIIOBUEM YCTAHOBIICHUS COCAMHEHUIA.
4.1To KaKUM MPOTOKOJIAM IIepeAaYy JaHHBIX OOBIYHO MPOUCXOAUT IPOTPAMMHOE
B3aMMO/ICCTBUE YCTPONCTB MHTEPHETA BEIICH?
OTBeTHI:
HeoOxoaum noaHBINA HCUEPIBIBAIOIINN OTBET.
Bepurriit orBet: Mcnonb3oBanue nporokona HTTP okaspiBaeTcs HelenecooOpa3HbIM,

IO3TOMY B 3aJia4aX MHTCPHETA Bemeﬁ HCIIOJIB3YHOTCA 60.]166 JICTKOBCCHBLIC IIPOTOKOJIBI -
MQTT u CoAP.

11. Onucanue wikanvt ouenHusanus

Ouyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa BeIMoIHEHA B paMKax "MPOABUHYTOr0"
ypoBHs. OTBETHI JaHBI BEPHO, YETKO CPOPMYTUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouyenka: 4
Huodienuii nopoe évinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu 8blnoaneHus 3nanus: Padbota BeIogHeHa B paMKkax ""0a3oBoro"
ypOBHS. BONBIIMHCTBO OTBETOB JJaHbI BepHO. B uacTu MaTepuaia ectb He3HAUUTEIbHbIE
HE/IOCTAaTKU

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. S0
Onucanue xapakmepucmukuy 6blnoaneHus 3uanus: PaboTa BeIIOJIHEHa B paMKax "moporoBoro”
ypoBHs. OCHOBHAs 4acTh 3a/1aHUs BBIIIOJHEHA BEPHO. HA BOMPOCHI YIIIyOJEHHOTO YPOBHS

II1. IIpaguna évicmaesnenusn umo2o60i OUeHKU no Kypcy

HpOMe)KyTO‘IHaSI arTecTaiumM 110 UTOraM OCBOCHUA AUCHUIIIIMHBI — 3a4CT C OHGHKOﬁ. OHGHK&
ornpenensercss B cooTBeTcTBUM ¢ IlomoxkeHneM o GauibHO-pEHTHHIOBOM cucTeMe Al CTYICHTOB
HNY «MOW» Ha OCHOBaHMM CEMECTPOBOM M 3a4ETHOW COCTABIAIOIMIMX. B nmpuitoxkenune K Iumiomy
BBIHOCHUTCS OLIEHKA 3a 2 CEMECTP.
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