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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-4 CniocoGeH ucIoib30BaTh B MPOPECCUOHATBHON JEATEIbHOCTH COBPEMEHHBIE
nH(OPMAIMOHHBIC CHCTEMBbI, aHATHM3UPOBATh BO3ZHUKAIOIINE TIPU TOM OTIACHOCTH U YTPO3HbI,
coOroaaTh OCHOBHBIE TpeOOBaHUs MH(OPMALIMOHHON OE€30M1aCHOCTH, B TOM YHCIIE 3aIUThI
rOCYIapCTBEHHOW TAHBI
N]I-1 Ucnions3yeT coBpeMeHHbIE HHPOPMAIIMOHHBIE CHCTEMBI B MPOGeCcCHOHATBHON cdepe
NJI-2 Vicionb3yeT METOIbI aHaJIN3a OMACHOCTEH U yrpo3, TpeOoBaHMsI HHPOPMAIIHOHHOMI
0€30MacCHOCTH U 3aIIUTHI TOCYJaPCTBEHHON TaiHbI

1 BKIIFOYACT:
IJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

Dopma peanusanuu: ITncemenHas padora
1. KM-1 (TectupoBanue)
2. KM-2 (TectupoBanue)
3. KM-3 (TectupoBanue)
4. KM-4 (TectupoBaHnue)
5. KM-5 (TectupoBanue)
6. KM-6 (TectupoBanue)

BPC aucuunjavHbl

5 cemectp

Beca KOHTpOIBHBIX MeponpusITHii, %o

Hanekc KM- | KM- | KM- | KM- | KM- | KM-

Pasgen nucHuIuinHe! KM: 1 5 3 4 5 6

Cpok KM: 6 8 10 12 14 16

HopmaTuBHO-TIpaBOBBIE OCHOBBI O0ECTICUSHUS
nH(popMalnoHHOHK O6e3omacHocTH B Poccuiickoii
denepannn

HopmaTtuBHO-1paBOBBIE OCHOBHI O0OECTICUEHUS
nHpopmarnmoHHoi 6e3omacHocTu B Poccutickoii + +
denepannun

HopmaTtuBHO-1paBOBBIE OCHOBHI O0OECTICUEHUS
WH(pOPMAITMOHHON ¥ KOMIIBIOTEPHOM 0€30MacHOCTH B
ACY TII

HopmatuBHO-1paBOBBIE OCHOBBI 00€CTICUCHHUSI
WH(OPMAIIMOHHON M KOMITBIOTEPHOM 0€30MacHOCTH B + +
ACY TII

JInnensupoBaHue AEATEILHOCTH IO TEXHUUECKON
3anuTe KOH()UIeHIMAIbHON HHPOpMAIIH




JIuuien3upoBaHue AESATEIbHOCTH MO0 TEXHUYECKON
3anUTe KOHPHUISHIMAILHON HHOpMaIu

JInueH3upoBaHHs AEATEIBHOCTH B 00IaCTH
KpUnrorpadguyeckon 3amuThl HHPOPMALUU

JInueH3upoBaHUs JEATEILHOCTH B 0071acTH
KpUnrorpadguyeckon 3amuThl HHPOPMALUU

KommekcHast cuctema obecredeHus
nH(pOpMaIMOHHOM 0€301MacHOCTH

KommekcHast cuctema obecredeHus
nH(pOpMaIMOHHOM 0€30MMacHOCTH

Cucremsl ynpaBieHUss HTHPOPMALMOHHOM
0€30MMacCHOCThIO U 00CCIICUCHUS HEPEPHIBHOCTH
OusHeca

CucTeMbl ypaBiieHUsT HHPOPMAITUOHHOMN
0€30MacCHOCTHIO ¥ 00CCIICUCHUS HETPEPHIBHOCTH
OusHeca

NupopmanronHasi 0e30acHOCTb U YIIPaBICHUE
pHCKaMu

WnpopmanronHasi 0e30acHOCTb U YIIPABIEHNE
pHCKaMu

Ocobennoctu obecreyeHust HHGOPMATMOHHOM
6e3onacHoctu [1/In B CI1/IH opranuzanuu

Ocobennoctu obecrieyenust UHGOPMALTMOHHOM
6e3onacHoctu [1/In B UCI1In opranuzanuu

OO0ecneyeHue 3aUThl HHPOPMAIIMH 00BEKTOB
KPUTHYECKON HH(POPMAITMOHHONW HHPPACTPYKTYPHI

OO0ecneyeHue 3anuThl HHPOPMAIIMH 00BEKTOB
KPUTHYECKOH HH(POPMAITMOHHOW HHPPACTPYKTYPHI

OcobenHoctu obecneyeHns HHPOPMALMOHHOMN 1
KoMIibroTepHOM Oe3omacHoctu ACY TII

OcobenHocTu obecneyeHns THPOPMALMOHHOMN 1
KoMIibroTepHO Oe3omacHoctu ACY TII

3amuTa MHPOpMaIK KOH(UIEHIINAIBHOTO
XapakTepa ¢ UCHOJIb30BaHUEM IU(PPOBATBHBIX
(xpunrorpauyecKkux) CpeacTB

3amura nHPOpMAaLUU KOH(UEHIIUATBHOTO
XapakTepa C UCIOIb30BAHNEM MU(PPOBATEHBIX
(kpunTorpauuecKux) CpeacTB

Cetn nepeaayn JaHHbIX

Cetn niepenaum JaHHBIX

Obecneuenne 0€30MaCHOCTHU CETEH Mepeayu
JTAHHBIX

ObecneueHne 0€30MaCHOCTHU CETEH Mepeayu
JTAHHBIX

Kpunrorpaduueckre npoToKobl

Kpunrorpaduueckre npoToKobl

TecTtupoBaHue Ha NPOHUKHOBEHUE




TectupoBaHue Ha MPOHUKHOBEHUE +
Texuuueckas 3amura HHOOPMAIMK OT YTEUKH I10
TEXHUYECKUM KaHAJIaM
Texuudeckas 3amura HHGOPMAIMK OT YTECUKH I10 +
TEXHUYECKUM KaHAJIaM
Bec KM: 10 10 30 40

$OO611as yacte/J1J1s1 MPOMEXKYTOUHOM arTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

L OL(EHOQHble cpedcmea onsa OUEHKU 3an/IAHUPOBAHHBIX pe3ylibmamoes oﬁyueﬂuﬂ no Oucuunﬂune, COOMHECECHHbIX C unduxamopamu

00CMUIICCHUS KOMNEmeHY UL

Nunekc
KOMIIETEHIINHU

Nunukarop

3armIaHupOBaHHbIE
pe3yiabTaThl OOyYEHHsS IO
JUCHUTIIINHE

KOHTpOJ’IBHaﬂ TOYKa

OIIK-4

W-1onk-4

COBPEMCHHBIC
WH(OPMAIMOHHBIE CUCTEMBI
B IpodeccuoHaIbHOM cepe

Ucnone3yer

3HaTh:

OCHOBHBIE BU/IbI
MH()OPMAIIMOHHBIX CHCTEM,
HCIIOb3YEMBIX ITPU
o0ecrnieueHnn
KOMITBIOTEPHOU U
MH(POPMAIIMOHHOM
0€30MMacHOCTH, a TAKXKe
3allUTE rOCYJapCTBEHHON
TalHBI

YMers:

MIPUMEHATH COBPEMEHHBIE
WH(POPMAIIMOHHBIE CUCTEMBI
npu o0ecrieyeHU!
0€30MaCHOCTH U 3aLIUThI
rOCyJ1apCTBEHHOW TalHBI

KM-1 (TectupoBanue)
KM-3 (TectupoBanue)

OIIK-4

N-20rmk-4
METO/TBI
OMacHOCTEN 3
TpeOoBaHUS

nH(pOpMaLOHHON
0€30MacHOCTH U 3aIlUTHI
rOCYIapCTBEHHOW TAHBI

Ucnonb3yer
aHanusa

yrpos,

3HaTh:

TEPMHUHOJIOTHIO,
MIPUMEHSIEMYIO B 00J1acTH
obecrieyeHus
nH(OpPMaLOHHON
6e30macHOCTH

OCHOBHBIE ITPUHIIUATIBI U
THUIIOBBIE MEpPbI 00ecTIeueHUs
nH(OPMaLMOHHON

KM-2 (TectupoBanue)
KM-4 (TectupoBanue)
KM-5 (TectupoBanue)
KM-6 (TectupoBanue)




0€30I1aCHOCTH, B TOM YHCIIE
3aIUThI TOCYIAPCTBEHHOM
TaHBI

VYMeTs:

obecneunBaTh
nH(pOPMaITUOHHYIO
0€30I1aCHOCTD, B TOM YHCIIE
3aIUTY TOCYIaPCTBCHHON
TaWHBI

pa3pabarbiBaTh MOJCIN
yrpO3 | BBITIOJIHATH aHAIN3
PHUCKOB UH(POPMAITUOHHOM
0e30macHOCTH




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenueanus

KM-1. KM-1

®opmbl peasuzanun: [TuceMennas padora

Tun KOHTPOJIBLHOT0 MeponpusaTHs: TecTupoBaHue

Bec konTpoabHoro meponpusitusi B bPC: 5

IIpouenypa npoBeaeHnsi KOHTPOJLHOr0 Meponpusitusi: OHJIaliH TECTUPOBAHUE

KpaTkoe conep:kanue 3a1aHusi:
I[aTB HpaBI/IHBHBIe OTBCTHI HA TCCT

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3HaTh: OCHOBHBIE BUJIBI
UH(GOPMaILIMOHHBIX CHUCTEM,
UCIIOJIB3YEMBIX TIPH OOECIeYEHUHn
KOMIBIOTEPHOM u

nH(pOpMaIMOHHOM 0€30I1aCHOCTH,
a TaKXKe 3allUTe TOCyIapCTBEHHOU
TalHbI

1.1. 15151 ynoBJI€TBOpEHHUS 3aKOHHBIX ITPAB U HHTEPECOB
cyOBekToB (0becredeHust uX HHPOPMAITUOHHOMN
0€30MacHOCTH ) HEOOXOJMMO MTOCTOSIHHO MOAIEP’KUBATh
CIIeyIOIIKe CBOMCTBAa HH(OPMALIUY U CICTEM €€
00paboTKu:

a)KOH(HUICHIIUATBHOCTb, LIETOCTHOCTb, JOCTYITHOCTH;
b)sicHOCTB, 11ETIOCTHOCTD, HEPEPHIBHOCTD;
C)3aIIUIIEHHOCTD, aKTyaJIbHOCTh, CBOEBPEMEHHOCTb.

YMGTBI HpI/IMeHﬂTL COBpeMCHHI)Ie
UH(OPMALIMOHHBIE CHCTEMBI TPHU
oOecrieueHrd  0€30MAaCHOCTH U
3alIMThl TOCYJAPCTBEHHOMN TalHBI

1.K mm¢poBanbHbIM (KpUNITOrpauaeckuM) CpesicTBaM
(cpenctBam KpunTorpaduyecKon 3amuThl HHHOPMAIIIH),
BKJTIOYAst JOKYMEHTAIUIO Ha 3TH CPEJCTBA, OTHOCATCS:

1 cpencTBa KOAMPOBAHUS - CPEICTBA IU(PPOBAHUS, B
KOTOPBIX 4acTh KpUNITOrpauuecKux npeodpazoBaHuit
MH(}OPMALIUN OCYIIIECTBIISETCS C UCIIOJIb30BAaHUEM
PYYHBIX OIIE€palLMil U C UCIIOJIB30BAHUEM
aBTOMATHU3UPOBAHHBIX CPEACTB, MIPEIHA3HAUYEHHBIX IS
BBITNIOJITHEHUS TAKUX ONepanuil

2 cpencTBa HM(POBaHUS - anlapaTHbIE, IPOrpaMMHBIE U
pOrpaMMHO-aInapaTHbIE MUPPOBATEHBIC
(xpunTorpauyeckre) cpesicTBa, peaan3yolue
ITOPUTMBI KPUITOTpaQHIECKOro mpeoOpa3oBaHus
uHGbOpMaIMH JJIs OTpaHUYEHHSI JOCTYIa K Hel, B TOM
quclie IpU ee XpaHeHUH, o0paboTKe U nepeaaye

3 06a oTBeTa BEpHBI

Onucanue MKAJbI OIICHUBAHUA:

Ouenka: 5

Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 100
Onucanue xapakmepucmuku 6blnOJHeHUs. 3HaHus: JJaH MpaBUIIbHBINA OTBET

Oyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 80
OnucaHnue xapaxmepucmuxu 6blnoIHeHus 3Hanus: J{an npaBUIbHBIN OTBET

Oyenka: 3




Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu 8binoIHeHUs 3Hanus: JlaH MpaBUIbHBINA OTBET

Oyenka: 2

Onucanue xapakmepucmuKku 6blNOJIHEHUS SHARUA. ]_IaH HpaBPIJ'IBHBIfI OTBET

KM-2. KM-2

®opmbl peanauzanuu: [luceMennas padora

Tun KOHTPOJBLHOr0 MeponpusaTusi: TectupoBaHue

Bec xkonTposabHOro meponpusitusi B BPC: 5

IIpoueaypa npoBeaeHnsi KOHTPOJIbHOIro MeponpusiTusi: OHIalH TECT

KpaTlcoe CodcpiKaHUuE 3alaHUA:

I[aTB IIpaBHUJIBHEIC OTBETEI HA TECT

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: OCHOBHBIC MPUHIUIB U
TUIIOBBIE ~ MEphl  oOecreueHus
nH(pOpManMOHHOM 0e30I1acHOCTH,
B TOM qrcie 3aIATHI
rOCy/IapCTBEHHON TalHBI

1.1.JIuueH3upoBaHue AEATEILHOCTU 10 TEXHUYECKOM
3amuTe KOHPUICHIINATHHON HHPOPMAITUU SBISICTCS
rocy1apcTBeHHON (hYHKIUEH, UCTIOIHAEMOI:
a)OCTOK Poccuu;

b)®CB Poccuwu;

c)Pockomuanzopom Poccun.

YMerTs: o0ecrieynBaTh
nH(pOpMaAIIMOHHYIO 0€30IaCHOCTD,
B TOM qrcie 3alIUTy

rOCYIapCTBEHHOW TAHBI

1.Ananu3 yrpo3 6e30macHOCTH HH(POPMALIMK BKIIIOYAET:

| BBISIBJIEHUE UCTOUYHUKOB YIp0o3 O€30I1aCHOCTH
nHGOPMAIIMY U OIICHKY BO3MOXXHOCTEH (TIOTeHIINAIIA)
BHEITHUX W BHYTPEHHUX HapyIIUTENCH

2 ompeJeneHre BO3MOXKHBIX CIIOCOOOB (CIieHapHEeB)
pean3anyy (BOZHUKHOBEHUS) YIpo3 O€30MacHOCTH

uHpopMaIuu

3 00a oTBeTa BEPHBI

OnucaHue MKaJbI OlleHUBAHUS:

Oyenka: 5

Huoicnuii nopoe evinonnenus: 3a0anus 8 npoyermax: 100
Onucanue xapaxmepucmuxu 6binoIHeHus 3Hanus: JlaH MpaBUIbHBINA OTBET

Ouenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax. 80
Onucanue xapaxmepucmuxu binoIHeHus s3Hanus: JlaH NpaBUIbHBINA OTBET

Oyenxa: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu 6bIn0IHeHUs 3Hanus: JlaH MpaBUIbHBINA OTBET

Oyenka: 2

Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. I[aH HpaBI/IJ'IBHHﬁ OTBET

KM-3. KM-3

®opmbl peanausanuu: [luceMenHas padora




Tun KOHTPOILHOr0 MeponpuaTHA: TecTupoBaHue
Bec konTpoabHoro meponpusitusi B bPC: 10
IIpouenypa npoBeaeHnsi KOHTPOJILHOI0 MeponpusaTus: OHJaliH TecT

KpaTkoe conep:kanue 3a1aHusi:

I[aTB IMpaBHUJILHBIC OTBCTHI HA TCCT

KoHTposibHbIe BONPOCHI/3a1aHUA:

3HAaTh: OCHOBHBIE BH/JIBI
UH(POPMALIMOHHBIX CUCTEM,
UCMOJb3yeMBbIX IpHU OOecleyeHun
KOMITBIOTEPHOU u

nH(pOpMaIMOHHOW 0e30I1acCHOCTH,
a TaKKe 3aluTe roCyJapCTBEHHON
TalHbI

1.1.B cooTBeTCTBUU C PYKOBOJSAIIUM JTOKYMEHTOM
«ABTOMAaTU3UPOBAHHbBIE CUCTEMBI. 3alllUTa OT
HECaHKLMOHUPOBAHHOTO JOCTYIA K UH(POPMAILIUH.
Krnaccudukanus aBToMaTH3UPOBAHHBIX CUCTEM U
TpeOOBaHUS MO 3alUTe UHDOPMALIUNY, YTBEPKIACHHBIN
pereHueM npeacenarens ['ocynapcTBeHHOM
TexHuueckor komuccuu npu [Ipesunnenre Poccuiickoit
®enepaunu ot 30 mapta 1992 r., ycranaBiuBaeTcs:
a)aeBaTh kiaccoB 3amunieHHocTd AC ot HC/I x
nHpOpMAaIHN. ;

b)msaTe kinaccoB 3amuiieHHocTH AC ot HCJI
nHpOpMaIHN. ;

c)oauHHaauath kiaccoB 3amuiieHHocTd AC ot HCJI k
nH(poOpMaIuu.

YMeTh: NMPUMEHSTh COBPEMCHHBIC
WH(OPMAIIMOHHBIE CHCTEMBI TIPH
obecrieyeHnn  0€30MMAaCHOCTH U
3aIIUTHI TOCYAAPCTBEHHON TaliHbI

1. KomrieHcupyroriye Mepsl o 00eCeYeHUO
6e3onacuoct 00bexTa KU npumensroTcs B

CJICAYIOMIUX CIyYdasaX:

1 HeraTMBHOE BIIMSIHHE OTJCIBHBIX MEp MO 00eCIICYCHHIO
0e3o0macHOCTH Ha (DYHKITMOHHPOBAHKUE 3HAUUMOTO
oobekTta KM B mpOoeKTHBIX peskuMax 3HAaUMMOTO
00BEKTA

2 B ciy4yae OTCyTCTBHUS kenanud y cyobekra KU no
3ammure OKNU

3 B ciIyyae MCIONb30BaHUs B 3HAaUMMOM 00bekTe KN
cepTUUIMPOBAHHBIX Ha COOTBETCTBUE TPEOOBAHUSIM TIO
6€3011acCHOCTH MH(POPMALIUU CPEACTB 3aIUTHI
nH(popMalu

Onucanue MIKAJbI OLlEeHUBAHUS

Ouyenka: 5

Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 100
Onucanue xapakmepucmuku 6blnOJHeHUs. 3HaHus: JJaH MpaBUIIbHBIA OTBET

Ouyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 80
Onucanue xapaxmepucmuxu 6bInoIHeHUs 3Hanus: JlaH MpaBUWIbHBINA OTBET

Oyenka: 3

Huoicnuii nopoz evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu binoaHeHus s3Hanus: JlaH NpaBUWIbHBINA OTBET

Oyenka: 2

Onucanue xapakmepucmuKku 6blNOJIHEHUS SHARUA. HaH HpaBI/IJ'II)HHﬁ OTBET

10




KM-4. KM-4

®opmbl peanauzanuu: [luceMennas padora

Tun KOHTPOJBLHOr0 MeponpusaTusi: TecTupoBaHue

Bec konTpobHOr0 Meponpustusi B BPC: 10

IIpoueaypa npoBeaeHnsi KOHTPOJIbHOIro MeponpusiTusi: OHIalH TECT

KpaTlcoe coaepskaHue 3aJaHUs:

I[aTB IIpaBHUJIBHBEIC OTBETEI HA BOIIPOCHI TECTA

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3HaTh: OCHOBHBIC NPUHIMIBI U
TUIIOBBIE ~ Mepbl  oOecreyeHus
nH(pOpMaIMOHHOW 0e30I1acCHOCTH,

1.)[TepBbIit 1 MOKA €AMHCTBEHHBIN IOPUINYCCKH
00S3bIBAIOIINI MEXTYHAPOIHBIN TOKYMEHT O
(bu3nuecKoil 3amumTe AAepHOro MaTepHaia,

B TOM 4yucle 3aIUThI HCIOJIb3YEMOTO B MUPHBIX I[EJISAX:
rOCy/IapCTBEHHON TaltHBI a )NSS-17;
b) NSS-33T,;
¢) KoHBeHIHs 0 pU3NYECKOM 3alIUTE SIEPHOrO
marepuasia (CPPNM).
YMeTh: obecreynBarh 1.JI1s1 oOecrieueHuss 6€30MaCHOCTH 3HAYUMBIX 0OBEKTOB
WH(OPMAIMOHHYIO 0€30IacHOCTb, KpUTUIECKON HHPOPMAITMOHHON HHPPACTPYKTYPHI
B TOM qucie 3alIUTy JOJKHBI IPUMEHSATHCS CPEJCTBA 3AIUTH HHPOPMALIHH,

rOCYIapCTBEHHOW TAHBI

MIPOMIE/IIINE OIEHKY Ha COOTBETCTBUE TPEOOBAHUSIM I10
0e30macHOCTH B (hopMax:

1 o0s13aTenpHON aTTecTalun
2 JIMIICH3UPOBAHUS

3 00s13aTenbHOM cepTUhUKAIUH

Onucanue MKaJbI OlleHUBAHUS:

Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 80
Onucanue xapaxmepucmuxu 8bINOJIHEHUS 3HAHUL: -

Ouyenka: 4

Huoicnuii nopoz evinonnenus sadanus 6 npoyernmax.: 60
Onucanue xapakmepucmukuy 6blNOJHEHUS 3HAHUA. -

Oyenka: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 40
Onucanue xapaxmepucmuxu 6bINOJHEeHUS 3HAHUA.: -

Oyenka: 2

Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. -

KM-5. KM-5

®opmbl peanusanuu: [lucbMenHas padora

Tun KOHTPOILHOrO MeponpusaTHs: TecTupoBaHue

Bec koHTpOobHOrO0 Meponpustusi B BPC: 30

IIpoueaypa nposeaeHnsi KOHTPOJIbHOIro MeponpusiTusi: OHIAWH TECT

11




KpaTkoe conep:kanue 3a1aHus:
JlaTh IpaBUIIbHBIE OTBETHI HA BOIIPOCHI TECTA

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3HaTh: TEPMHHOJIOTHIO, 1.Kareropus 3aaunmoctu oowsexta KUU nomkaa
MIPUMEHSAEMYO B obnactu [epecMaTpUBaThCA:
obecrieyeHuss  MH()OPMAITMOHHON
0e30MacHOCTH 1 He pexxe 0HOTO pa3a B IATH JIET

2 He peXxe OJIHOTO pa3a B CEMb JIET

3 He pexe OJJHOTO pa3a B JECATH JET
YMeTh: pa3pabarbiBaTh  MOJEIH 1.IIpuemounsbIe ucnbITaHus 3HAYUMOTO 00bekTa KN n
YIPO3 U BBINOJHATh aHAJIN3 PUCKOB €ro MOoJCUCTEMbI 0€30I1aCHOCTH MTPOBOASTCS B
nH(OPMAIMOHHON 0€30MacCHOCTH COOTBETCTBUHU C:

1 moxemanusimu cyonrexTa KN

2 aKTOM O BBOJIE€ B SKCILTyaTaIHIO

3 nmporpaMMoi U METOJMKON MPUEMOYHBIX UCTTBITAHHUI

Onucanne MKAJbI OIICHUBAHUS:

KM-6. KM-6

Ouyenxa: 5
Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 80
Onucanue xapakxmepucmuxu 8bINOJIHEHUS. SHAHUSL:

Oyenka: 4
Huorcnuii nopoe svinonnenus 3a0anus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu 8bINOIHeHUS. SHAHUSL:

Oyenka: 3
Huoicnuii nopoe evinonnenust 3aoanus 6 npoyenmax. 40
Onucanue xapakxmepucmuxky 6bINOJHEHUS. SHAHUSL:

Oyenka: 2
Onucanue xapakxmepucmuxu 8bINOJIHEHUS SHAHUSL:

®opmbl peaausanun: [lucemennas padbora

Tun KOHTPOILHOr0 MeponpuaTHa: TecTupoBaHue

Bec konTposbHoro meponpusitusi B BPC: 40

IIpoueaypa npoBeaeHHs KOHTPOJBLHOIO0 MEPONIPUATHSA: OHJIANH TECT

KpaTKOQ CoA€cpKaHME 3alaHUA:
I[aTB MpaBHUJILHBIC OTBCTHI Ha BOIIPOCHI TCCTA

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh:
MPUMEHSIEMYIO
obecnieyeHus
0e301macHOCTH

TEPMHHOJIOTHIO, 1.AHanu3 yrpo3 6€30nacHOCTH HH(POPMAITUH BKIIOYALT:
B oOnactu
uH(GOPMaMOHHON 1 onpenenenre BOZMOXKHBIX CIIOCOOOB (CIieHApUEB)

peann3anuy (BOZHUKHOBEHUS) YIpo3 O€301MacHOCTH
uHpOopMaIU
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2 06a oTBeTa BEpHBI

3 BBISIBIICHHE HCTOYHUKOB yTrpo3 0€30MacHOCTH
nH(pOpMaIIUU U OIICHKY BO3MOXHOCTEH (ITOTEHITAIA)
BHEITHUX W BHYTPCHHUX HAPYIIUTEICH

YMerb: paspabaTbiBaTh MOJEIU
yrpo3 U BBIMOJTHATH aHAJIU3 PUCKOB
nH(pOpMaIMOHHOM 0€30MMacHOCTH

1.B cnydae ucnonb3oBanus B 3HaunMoM o0bekTe KU
cepTU(UIIMPOBAHHBIX HA COOTBETCTBHE TPEOOBAHUSIM T10
6e30macHOCTH UH(OPMALIUU CPEJICTB 3aLTUTHI
nHpopmanuu B 3HauuMbIX 00bekTax KUU 2 xateropuu
MIPUMEHSIFOTCS CPEACTBA 3aIUThl HH()OPMALIUY :

1 He HIKE 5 Kacca 3alllMTEI, a TAKXKE CpEACTBA
BBIYHCIMTENLHON TEXHUKH HE HIDKE 5 Kjacca

2 He HIKe 4 KJ1acca 3allUThl, a TAKXKE CPEACTBA
BBIUHCIUTENLHOM TEXHUKU HE HIKE 5 Kilacca

3 He HIKe 6 Kjacca 3allIUThI, a TAKXKE CPCACTBA
BBIYMCIUTEIILHOM TEXHUKU HEe HUKE 3 Kiacca

Onucanne MKAJbI OIICHUBAHUS:

Ouyenka: 5

Hudienuii nopoe sévinonnenus 3adanus 6 npoyermax: 80
Onucanue xapaxmepucmuku bINOIHEHUs] SHAHUSA

Oyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu 8bINOIHeHUS. SHAHUSL:

Oyenka: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 40
Onucanue xapakmepucmuky 6bINOJHEHUs SHAHUAL

Oyenka: 2

Onucanue XapakmepucmuKu 6blnOJIHEeHUsl 3HAHUA.!

13




COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
5 cemecTp

@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

1 HopMaTuBHO-TIpaBOBBIE OCHOBHI 0OecTieueHUsI HH(OPMAIIMOHHON 0€30MMacCHOCTH B
Poccuiickoit denepanuu
2.Cetu nepeiauu JaHHBIX

IIpouenypa npoBenenust
3auer o ousieram

L Ilepeuens Komnemenyuil/uHOUKaAMOpPoO8 U KOHMPOIbHBIX 60NPOCOB NPOBGEPKU PE3YbHAN 08
0CBOCHUSA OUCUUNTUHDL

1. Komnerenuus/Muauxarop: N/-lomnk-4 Vcons3yer coBpeMeHHbIE HHPOPMAIIIOHHBIE CHCTEMBI
B IIpodeccHoHaIbHOM chepe

Bonpocel, 3a1anns
1.HopmatuBHO-TIpaBOBbIE OCHOBBI OO€CTIeYeHHs HH(POPMAIIMOHHOMN 0€3011acHOCTH B
Poccuiickoit deneparuu
2.JIuneH3upoBaHue NEATEIHLHOCTH TI0 TEXHUYECKOM 3aInuTe KOHPUICHINATHHOW HHPOpMAITUU
3.KommekcHas cuctema obecrieueHrs nH(OOpPMalMOHHON 0€30MMacHOCTH
4.Cucrtemsl ynpapiieHusi THGOPMAIIMOHHON 0€30MaCHOCThIO U 00€CTIeueHUs HETPEPHIBHOCTH
Ou3Heca
5.MudopmanrionHast 6€30MacHOCTh U yIPaBIIEHUE PUCKAMHU

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN
1.3aBepiuTe npeasioxxkenne Huxe. «[I[puHOCUTD ¢ COO0M JTUYHOE YCTPONCTBO OOBIYHO...)»

e ..6oNee pUCKOBAHHO, YeM MCMNO/Ib30BaTb paboune yCTPoMCTBa
e ...TaK XXe pMCKOBaHHO, KakK M 1CMoAb30BaTh paboyure ycTpoicTea
* ..MeHee PUCKOBaHHO, YeM MUCNONb30BaTb paboune ycTpoicTBa

BepHriii oTBeT: ...005Iee pUCKOBAHHO, YEM HCIIOJIB30BaTh padoune YCTPOHUCTBA
2.Kaxoif 00beKT U3 MePeUnCICHHBIX HUXKE C OOJBIIEeH BEPOSITHOCTHIO CTAHET KEPTBOM
kuOeparaku?

e Manbiii 6usHec
e KpynHblii 6U3Hec

Bepuslit otBeT: Manslii 6usHec
3.Yto U3 nepeyrcaeHHOro SIBISETCS caMoi OOJIBIION yrpo30oi KnbepOe30nacHOCTH Balel
OopraHu3aiuun?
e oAy BHYTPU OpraHu3aLum
e Jlioav 3a npeaenamm opraHusaumm

BepHsiit otBeT: JIrogu BHyTpU OpraHu3anuu
4.Ecnu y nonb3oBares BKIItoYeHa ciry:k6a VPN, To KOMIIBIOTEp HEBO3MOXKHO 3apa3UTh HITH
aTakoBaTh uepe3 MHtepHeT? BriGepure COOTBETCTBYIOMINI BapHaHT.
e BepHo
e HesepHo
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Bepusiit otBeT: HeBepHO
5.BriGepute yTBepKIECHNE, KOTOPOE BBl CUNTAETEe HAU00JIEE TOYHBIM.
e Bce COTpYAHWUKM AONKHbI NPONTU 06ydYeHne NO OOHAPYKEHMIO MPU3HAKOB KnbepaTaKku.
e KOHKpeTHble COTPYAHUKM (Hanpumep, UT-cneumanmcTbl) ONKHbBI NPOUTH 06yYeHMe No 0OHapPYKEHUIO
NpW3HaKoB KMbepaTtaku.
e Ecnu Ha npegnpusaTUM YCTaHOB/IEHO XOpOoLLIee aHTUBMPYCHOE NporpamMmmHoe obecrneveHne, nepcoHany
He HY»KHO NpoxoAnTb 0byyeHne No o6HapPYKEHNUIO NPU3HAKOB KMbepaTaku.

Bepublii otBeT: Bee coTpyiHUKN HOIKHBI IPOUTH 00y4YeHHE 0 OOHAPYKEHHIO TPU3HAKOB
K1OepaTaki.

2. Komnerenuust/Mugukarop: NJ-2omk-4 crmonas3yeT MeToIbl aHAIM3a OMIACHOCTEH U yTpo3,
TpeOoBaHUS MHPOPMAITMOHHOHN 0€30MaCHOCTH U 3aIUTHI TOCYAAPCTBEHHOM TaHHBI

Bomnpocel, 3axanus
1.0cobennoctu obecrieueHus nHGopmarronHoi 6ezonacuaoctu [1/1a B UCII/{H opranu3amnmm
2. OcoGenHoctu obecnevueHus HHHOPMALMOHHON U KOMIIbIOTepHOI 6e3onmacHocTu ACY TII
3.3amuTa nHpOpMAITUN KOH(PHICHITUAITBHOTO XapaKTepa ¢ UCIOIh30BaHUEM MU(POBATLHBIX
(kpunTorpadUuECKHX) CPEIICTB
4.Cetu niepefauu JaHHBIX
5. Kpunrorpaduyeckre mpoTOKOJIbI

Matepuabl 1J1sl IPOBEPKH OCTATOYHBIX 3HAHUM
1.Yto o6o3Hauaer «https: //» B Hauane URL-anpeca, a ne «http: //» (06e3 OyKBbI «s»)?
BapuanTsl 0TBETOB:
e Huuero u3 BbilenepeyncneHHoro.
e  WNHPopmauma, BBeAeHHas Ha calT, 3alumndpoBaHa.
e CalT HeZOCTyNeEH A5 ONpeseNeHHbIX KOMMbIOTEPOB.
e CailT umeeT 0coboe BbICOKOe paspeLleHue.

Bepnsiii otBet: HpopMmanys, BBeieHHas HA CalT, 3alIM(ppoBaHa.

2.YT0 U3 CIeayIoUIero ABISETCS IPUMEPOM «(PHUILIMHTOBOW» aTaku?
BapuanTsl 0TBETOB:

e Bce BblllenepeuncieHHoe.

e Co3paHue noaaenbHoro Be6-caitta, KOTOPbIA BbITAALUT NOYTU MAEHTUYHO peanbHOMY Beb-cailTy,
4TO6bl 06MAHOM 3aCTaBWTb NO/b30BATE/EN BBECTU CBOM [aHHbIe A1 BXOAA

e OTnpaBKa KOMY-TO 3/IEKTPOHHOTO NUCbMAa, COAEPKALLEro BPeJOHOCHYHO CCbIIKY, 3aMaCKMPOBaHHYIO
noj, MMCbMO OT 3HAKOMOTO YesI0BEeKa

e OTnpaBKa KOMy-M60 TEKCTOBOrO COODBLLEHUA, COAEPIKALLETO BPEAOHOCHYIO CCbIKY,
3aMaCcKMpPOBaHHYIO NOJ, YBEJOM/IEHWE O TOM, YTO 3TOT YeNOBEK BbIMIPas B I0TEPE}O.

BepHslit oTBeT: Bee BhllenepeunciIeHHoe.
3.Kaxkoit u3 cnegyrommx naposiei Hanbosiee 6e301macHbIN?
BapuaHnTbl 0TBETOB:
e Android1234
e [laTa poxKAeHUA UK npoyas AnvHas nHbopmaumsa (No6umMbli GUAbM, UMA JOMALLHErO }UBOTHOTO)
e 19gAz2wSx3eDc@
e 123456qwerty

BepHbiii otBet: 1gAZ2WSx3eDc@
4.YTt0 sBIsSETCS NPUMEPOM TEIEKOMYHUKAIIMOHHOTO TIPECTYIIIIEHUA?
BapnaHTbI OTBETOB:
e PyTKuT.
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e bortHer.
e DDOS-araka.
e Hw oaHO U3 NepevyncieHHoro.

Bepnsiit orBeT: DDOS-araka.
5. INoxumenue nuppoBoi JIUIYHOCTH ITO?
BapuaHTbl OTBETOB:
e  BbiMaHMBaAHME OEHEKHbIX CPEeACTB.

e Hu oaHO U3 NepeyncieHHoro.
e Paccbinka cnama.
e HenpaBomepHoe 3aBnageHne Npoduaem B COLMaNbHON CETU.

Bepusiii otBet: HenmpaBomepHoe 3aBnazenne npoQuieM B COUATBHON CETH.
II. Onucanue wkanvt oueHuBanUs

Ouyenxa: 5
Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 80
Onucanue xapakxmepucmuxu 8bINOIHEHUS SHAHUSL:

Oyenka: 4
Huoicnuii nopoe svinonnenus 3a0anus 8 npoyenmax.: 65
Onucanue xapakxmepucmuxu biNOJIHEHUS. SHAHUSL:

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyernmax. 50
Onucanue xapaxmepucmuky 6bINOJHEHUsSL SHAHUSL:

Oyenka: 2
Onucanue xapaxmepucmuxu vinoineHus 3nanus: Pabora He BBITOJIHEHA WIX BBITIOJTHEHA
MPEUMYIIECTBEHHO HEMPaBUIHLHO

1I1. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy

CpenHee o NPOMEXYTOYHOM ¥ UTOTOBOM

16



