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OHNEHOYHBIE MATEPHAJIBI PA3PABOTAUJI:

MNopnucaHo 3NeKTPOHHO| noanuckio $TEOY BO «HUY «M3W»

CeeneHuna o enagensue L3N M3KU B.r.
Bnageney, KapaHTaes B.l'.
HpeHOI[aBaTeJIL WaeHTUdMKaTOp Rb72a6d42-KarantayevVG-03f56ed KapaHTaeB
(1OIKHOCTB) (moanuce) (pacuudpoBka
TIO/ITUCH)
COI'TIACOBAHO:
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
PyKOBOI[HTeHB w Ceepenua o Bnagensue L3N M3 A A
00pa3oBaTeIbHOI Tmperan Bonowmnr AR A
HpOFpaMMBI WaeHTuduraTop Ra915003b-VoloshinAA-408ebd73 BO_]'IOI_HI/IH
(IOJDKHOCTD, YUeHas CTEHCHb, YICHOE (mozucs) (pacuudpoBka
3BaHHE) TIO/ITUCH)
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»

w CeepeHuna o snagensue U3MN M3K A A
3aBeHyIOH-IHH Bnageney BonowuH AA. o
BBINYCKAIOIIEH Kadeapbl Viaervdmiatop | Ra915003b-VoloShinAA-408ebd73 Bonommn

(IOJDKHOCTD, YUeHas CTENeHb, YICHOe (mozrucs) (pacmudpoBka
3BaHHE) TIO/ITUCH)



OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-2 CniocoGeH ocymiecTBUTh HHPOPMAITMOHHBIN 0OMEH MEXAY YCTPOHCTBAMH peIeHHOM
3allIUThl U ABTOMATUKU

N]I-1 IeMoHCTpHUpYET 3HAHKE MTPOTOKOJIOB HH(GOPMAIIMOHHOTO 0OMEHa

NJI-2 JleMoHCTpUpPYET 3HAHUE HOPMATUBHO-TEXHUYECKOW JJOKYMEHTAUU

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

®opma peanuzaiuu: BeinonHeHue 3aqaHus
1. KM -1. JIP Hactpoiika 3aluIieHHOro coequuenus Mexxay ycrporicteamu P3A (Otuer)
2. KM -4 JIP Kpunro3zammTa nepeaayu AaHHbix 1o nporokonry MOK61850 (Otyer)
3. KM-2 JIP OGecnieuenne 3ammThl HHGOPMAIUU ¥ KOHPUTYPAIIHOHHBIX (DaliIOB yCTPOICTB
P3A (Ortuer)
4. KM-3 JIP B310oM u nogmeHa HacTpOeK yCTPOMCTB penerHoi 3amuThl (OT4er)

BPC nucuunanHbl

3 cemecTp

Beca KOHTpOIBHBIX MeponpUsITHiL, Y0

HNunekc KM- | KM- | KM- | KM-

Pa3,[[e)'[ AUCHUITIIMHBI KM: 1 2 3 4

Cpox KM: 4 8 12 16

3amura nabopatopHoit padbotel Nel. Tema — «HacTpotika
3aIMIIIEHHOTO COeTMHEHHS MeXKy ycTpoiictBamu P3A

OcHoBbI HHGOPMAITHOHHON Oe30macHOCTH. [loHsTHS, OTIpeaeieHust +

[Tporpammuas 3ammra nHopmanuu ycrpoiicts P3A +

3amura naboparopHoii paboTel Ne2. Tema — «ObecnieueHue
3alUThl UHOPMaLUU U KOHPUTypalIMOHHBIX (DalijIOB yCTPOICTB

P3A»
CrniocoOsb1 obecriedeHust 3alUThl HHPOpMaIUU +
OpranuzaloHHbIE MEPHI 3aIIUTHI UHPOpMALUH +

3ammura nabopatopHoit padboter Ne3. Tema — «B3nom u moamena
HAaCTPOEK YCTPOMCTB PEJICMHOM 3aIUThHI

Oco0eHHOCTH peanu3aluy 3auuThl yeTpoicTB P3A +

TexHuueckas 3anura nHpopmanuu ycrpoiucts P3A +




3amura madopatopHoit padboTer Ne4. Tema — «Kpunro3zamnura
nepegadyn JaHHbIX 1o npotokoiny MOK61850

Kpunrorpadguueckue METOIBI 3aIMUTHI HHGOPMALIUT +
[TporpaMMHO-TEXHUYECKHE MEPBI 3alIUTH HH()OPMAIHH +
BecKM: | 25 25 25 25

$OO611as yacte/J1J1s1 MPOMEXKYTOUHOM arTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunekc
KOMIIETEHIINHU

Nunukarop

3al'IJ'IaHI/IpOBaHHBIe

pe3yiabTaThl OOyYEHHsS IO

JUCLIUILINHE

KOHTpOJ’IBHaﬂ TOYKa

[1K-2

NU-1nk2  emoHCcTpHpyeT
3HaHUE IPOTOKOJIOB
UH(POPMALIMOHHOTO 0OMEeHa

3HaTh:

MIPUHIIMIIBI TIepeaun
nHpopmanmu mexay P3A
TEXHUYECKHE CPEICTBA
peanu3aiy MpoTOKOJIOB
nepenayu JaHHbIX
ycTpoiictB P3A

YMeTs:

HACTpauBaTh 3alIUIICHHbIC
coequHeHus P3A

¢ poBaTh NPOrpaMMHOE
obecreyeHre ycTpoicTs
P3A

KM -1. JIP Hactpoiika 3alIMIIIEHHOT0 COEAMHEHUS MEXIAY YCTPOHCTBAMHU
P3A (Ortuer)

KM-3 JIP B3iom 1 nogmMeHa HacTpOeK yCTPOUCTB PEJIEHHOM 3aIUThI
(Otuer)

[1K-2

UA-2nk-2  JdemoHCTpHpyeT
3HAHUE HOPMAaTHBHO-
TEXHUYECKOM
JIOKYMEHTAIUN

3HaTh:

BO3MOXXHBIE YSI3BUMOCTH U
TOUYKH MPOHUKHOBEHUS
ycTporicts P3A
CHOCOOBI 3aIIUTHI
nH(pOpMaLIUK YCTPOHCTB
P3A

YMeTs:

BBICTPanuBaTh MOJIENb
ysa3BuMocTel P3A

Ha OCHOBE aHalln3a
HAXOJIUTh PEIICHUS 110

KM-2 JIP O6ecnieuenue 3amuTsl HHGOpMAIUK U KOHPUTYpalliOHHBIX
(aiinoB ycrpoiictB P3A (Otuer)

KM -4 JIP Kpunro3zamura rnepeiayu JaHHbIX 110 mpotokoiry MOK61850
(Otuer)




3aIUTC OT IPOHUKHOBCHUA

P3A




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. KM -1. JIP Hactpoiika 3a11HIIIeHHOT0 COe/INHEeHUsI Me:Kkay ycTpoiictBamu P3A

®opmbl peaau3anmnu: BoloaHeHne 3a1anus

Tun KOHTPOJILHOT0 MeponpusTusi: OT4yeT

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa npoBeieHUsi KOHTPOJBLHOTO Meponpusitusi: PaboTa BBIMONTHIETCS B COOTBETCTBUU C
METOJMYECKUMHU YKa3aHUSIMH K BBIIIOJTHEHHUS J1TAOOpaTOpHOW paboThl. 3amura J1abopaToOpHOM
paboTHI BEITIOTHAETCS 110 OTYETY O BBHITIOJHEHUH JTAOOPATOPHOH pabOThHI

Kpartkoe cogep:kanue 3aiaHusA:
Hactpoiika 3amuiieHHoro coefuHeHust Mexxay ycrpoiicteamu P3A

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

3HaTh:  NPUHLMIBL  [EepeAayvu 1. Kakoe coenunenue Mexy ycrpoiicteamu P3A
uHpopmanuuu mexay P3A MO>KHO CUMTATh 3aIUILEHHBIM
2. Y10 TaKoe JIOKAIGHO BBIUYUCIUTENBbHAS CETh
3HaTb: TEXHUYECKHE  CpEICTBa 1. KakoBa cTpyKTypa OCTPOEHUS 3alLUIIEHHON
peanu3anuy IpOTOKOJIOB IIepeaadn JIOKaJIbHO BBIYMCIINTENbHOM ceTu Ha [1C?
JIAaHHBIX yCTporcTB P3A 2.  Kakue ocHoBHbIe 0cobeHHOCTH nocTpoeHus JIBC
Ha MOJICTaHIMH

Onucanne MKAJbI OIICHUBAHUS

Ouyenka: 5
Huosienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapaxkmepucmuxu evinonnenus snanus: Ouenka «OTJIMYHO» BeicTaBnseTCS CTYIEHTY,
MIPABUJIBLHO BBIMOJHUBILEMY MPAKTHUECKOE 3a/laHKie, KOTOPbIH MoKa3aJl Ipy OTBETE Ha BOIIPOCHI
HK3aMEHAIIMOHHOTO OMIeTa M Ha JIOTIOJIHUTENIFHBIE BOIIPOCHI, YTO BIIAJI€ET MaTEpPHUAIOM H3YIEHHOU
JUCLUIUIMHBL, CBOOOTHO PUMEHSIET CBOU 3HAHUS JUI OOBSICHEHUS Pa3IMUHBIX SBJICHUNA U peIIeHUs
3ama4

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoanenus snanusa: Onenka «XOPOILIO» BeicTaBiseTCs CTYAEHTY,
MIPaBWJIbHO BBINOJHUBILEMY [TPAKTUYECKOE 33a/JaHNE U B OCHOBHOM IIPABHJILHO OTBETUBLIEMY Ha
BOIPOCHI SK3aMEHAIIMIOHHOTO OMJIeTa ¥ Ha IOMOJIHUTENIbHBIE BOTIPOCHI, HO IOMYCTHBILEMY IpU
3TOM HENPUHLUIUATIbHBIE OLTHOKHI

Oyenxka: 3
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 50
Onucanue xapaxmepucmuxu gvinoanerus 3nanus: Ouenka «Y JOBJIETBOPUTEJIBHO»

BBICTABJISIETCS CTY/ICHTY, KOTOPBIH B OTBETaX Ha BOMPOCHI SK3aMEHAIIMOHHOTO OMJIeTa TOTYCTHIT

CYIIECTBEHHBIE U JIaXKe rPyOble OMIMOKH, HO 3aTE€M HCIPABUI MX CaM, a TAK)KE HE BBITTOTHUII
MPaKTUYECKOE 3a/IaHNE U3 IK3aMEHAITMOHHOTO OWJIeTa, HO MO0 HAMETHII TPABUIIBHBIN ITYTh €r0

BBITIOTHEHU S, THOO TI0 YKA3aHUIO SK3aMEeHATOpa PeIn IPYTyIo 3a/1a4y U3 TOTO JKe pa3jiena

JUCITUTUTUHBI




KM-2. KM-2 JIP Ob6ecneyenue 3amuThl HHGOPMANUM U KOH(PUTYPAITHOHHBIX GailiioB
ycrpoiicte P3A

®opmbl peaau3anmnu: BoloaHeHne 3a1anus

Tun KOHTPOJILHOTr0 MeponpusTusi: OT4yeT

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa npoBeieHUsi KOHTPOJILHOT0 Meponpusitusi: PaboTa BBIMONTHIETCS B COOTBETCTBUU C
METOJMYECKUMH YKa3aHUSIMH K BBIIIOJTHEHHUS JIaOOpaTOpHOW paboThl. 3amura J1abopaToOpHOM
paboTHI BEITIOTHAETCS 110 OTYETY O BBITIOJHEHUU JIAOOPATOPHOU PabOTHI.

KpaTkoe cogep:kanune 3a1aHus:
Obecneuenue 3anmThl HHGOpPMaIK 1 KOHPUTYpallMOHHBIX (aiioB ycTpoiicTB P3A

KoHTposibHbIEe BONPOCHI/3aJaHUA:

3HaTh: BO3MOJXKHBIE YS3BUMOCTU U 1.Yrto Takoe 3amura HHGOpPMALUU

TOYKH MPOHUKHOBEHHUS YCTPOWCTB 2.Kakue mepbl 3a1UThl HTHQOPMAIIMK Bbl 3HACTE

P3A

3HaTh: CIOCOObI 31U ThI 1.Yto Takoe aitpBosut

uH(popmanuu ycrporcts P3A 2.JlaiiTe MOHATHUE OIPENEICHUIO IEMUIUTAPU30BaHHAS
30Ha

Onucanne MKAJbI OIIEHUBAHUS

Ouyenxa: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuku blnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CJIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinonneHus snanus: OueHka "Xopoo" BBICTaBISETCS €CIH
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHle MPEUMYIIECTBEHHO BHITIOJHEHO

KM-3. KM-3 JIP B3;10M 1 oAMeHa HACTPOEK YCTPOIiCTB peJieiiHOM 3alMThI

®opmbl peanu3anuu: BeinonHenue 3aganus

Tun koHTpoBbHOrO MeponpusaTus: OTyer

Bec koHTpObHOrO Meponpusitusi B BPC: 25

IIpouenypa npoBeeHusi KOHTPOJLHOr0 Meponpusitusi: PaboTa BhINOIHSIETCS B COOTBETCTBUU C
METOAMYECKMMH YKa3aHUSMH K BBIIIOJHEHUs J1a0opaTopHOl paboThl. 3ammra jJabopaTOpHOMH
paboTHI BBIMOIHAETCS 110 OTYETY O BBHIIOJHEHUH JTaOOPaTOPHOI paboThI

Kparkoe conepxxanue 3aganus:
B310M 1 mogmMeHa HaCTpOeK YCTPOWCTB peIeHHOM 3alUThI

KoHTpoJibHbIE BOIPOCHI/3a1aHUSA:

YMeTh: HaCcTpanBaTh 3alIMILCHHbBIC 1.YT0 Takoe 1eMHUIMTApU30BAHHAS 30HA
coenuHeHus P3A
YMeth: mudpoBath NporpaMmHOe 1.KT0 s1BAsICSI BHYTPEHHMM HApPYIIUTENIEM NIPU




obecnieueHue yctporicts P3A OCYIIIECTBJICHUH TAHHOMN aTaku
2.KT0 sBIsICS BHEIIHUM HapyIIUTEIEM IIPU

OCYIICCTBIICHNHN I[aHHOﬁ aTaK1

Onucanue MKAJbI OICHUBaAHUSA:

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MTOJIHOM 00'bEME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 60
Onucanue xapakmepucmuku btnoanenus 3uanus. OueHka "Xopomo" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABICHUE JUIsI PEIICHUS 32124

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJ0oBIETBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

KM-4. KM -4 JIP Kpunro3amura nepeiayu JaHHbIX 110 nporokoay MIK61850

®opmbl peaau3anuu: BelonHeHne 3a1anns

Tun KOHTPOIBLHOr0 MeponpusaTus: OTyer

Bec konTposbHOro Mmeponpustusi B BPC: 25

IIpouenypa npoBeieHUsi KOHTPOJLHOT0 Meponpusitusi: PaboTa BhINONHSIETCS B COOTBETCTBUU C
METOJMYCCKIMH YKa3aHUSIMU K BBITIOJHEHUS JaboparopHoil paboTel. 3amura 1ab0paTopHOI
paboThI BBIMOIHAETCS 110 OTYETY O BBHINOTHEHUH TaOOPAaTOpPHOI pabOThI

Kparkoe cogep:xanue 3aiaHus:
Kpunro3amura nepegaun gaHHbIX 110 npotokoiry MOK61850

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

YMeTb:  BBICTpauBaTh  MOJIENb 1.Kakue MeTobl 3auThl HHGOpMAIUK TPEeTyCMOTPEHbI
ysi3BuMocTeit P3A nporokosiom MOK61850

2.Kakum 00pa3oM ocymecTBiIsieTcss KOHTPOIIb
LIETTOCTHOCTU UH(OPMAIIUU MTPU UCTIOJIb30BAHUHU
KPUOTOTpahrueCcKOro MeToa 3aliThl

YMerb: Ha  OCHOBE  aHalIM3a 1.Kakue ocHOBHBIE 0COOEHHOCTH aCUMMETPUYHOTO

HaXOJWUTh PELICHUs IO 3alUTE OT MeTO/a KpUNTOrpapruuecKoi 3auThl HH(OpMaIUU

NpoHUKHOBeHus1 P3A 2.Kakue oCHOBHBIE OTJINYMSI CHMMETPUYHOTO U
ACCHMETPUYHOTO METOJJOB KPUITOrpaUeCKOM 3aIUThI
nHpopManuu

Onucanune MKAJbI OIICHUBAHUA:

Ouyenka: 5
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku evtnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNE
BBHITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Hudicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 60



OnucaHnue xapakmepucmuxu eblnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCs €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a9

Oyenka: 3
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHka "yI0BIeTBOPUTEIHLHO" BBICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
3 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

1. 13 kaKkuX TOKYMEHTOB CKJIaIbIBACTCSI HOPMAaTHBHO-TIPAaBOBOE PETYIMPOBaHKE B cpepe Oe30MacHOCTH
00bektoB KM DnektposnepreTuku
2. Knaccudukanus kpunrorpa@uaecKux alropuTMOB

IIpoueaypa nposenenus

[TpoBOIUTCS B MUCBMEHHON M yCTHOU (hopMe 1o OujeraM B BUAE PEIICHHS 3aJa4d U W3JI0KCHHUS
Pa3BEpHYTOro OTBeTa. Bpems Ha BBINONHEHHE SK3aMEHAI[MOHHOTO 3aJIaHMs/TIOJrOTOBKY OTBETA —
60 MuUHYT

L Ilepeuens Komnemenyuil/uHOUKaAmMOpPoO8 u KOHMPOIAbHBIX 60NPOCOB NPOBGEPKU PE3YbHAN 08
0CBOCHUSA OUCUUNTUHDL

1. Komnerenuust/Uuaukarop: UJI-1nk-2 JleMoHCTpUpyeT 3HaHUE MPOTOKOIOB HH(OPMALIMOHHOTO
oOmeHa

Bomnpocel, 3axanus
1.

1. PackpwiTh noHsiTHe MHbOpManmoHHas 6€30MacHOCTh

2. PackpbITh OHSATHE 1IEJIOCTHOCTH JIaHHBIX. [IpHBECTH MPUMEPBI TEOPETUUECKUX CIIOCOOOB Mep
3amuThl a1 nporokosna GOOSE

2.

1. PackpeiTh noHsiTue KnbepbesonacHocTh

2. PackpbITh IOHSITHE WIICHTUDUKAINS, ayTeHTHQHUKAKs, aBTopr3anus. [IpuBecTn kiaccupuKamumio.
[IpuBecTH OCHOBHBIE CLIOCOOBI peasn3aliH

3

1. CpoiicTBa HH(pOpPMALIMHU B KOHTEKCTE o0ecredeHus1 HHPOpMaMOHHON 0€30I1acCHOCTH
2. Knaccudukanus kpuntorpahuieckux allrOPpUTMOB

4,
1. OOBSICHUTB CTPYKTYPY HOPMATHBHO-TIPABOT'0 PETYJIMPOBaHHS B cepe 3auiuThl HHPOpMAIH
2. DnexTpoHHas udposast MoANUCh. DYHKITHS XIMIUPOBAHUS

5.
1. OOBSICHUTB CTPYKTYPY HOPMATHBHO-TIPABOI'0 PETYJIMPOBaHHs B cepe 3auuThl HHPOPMAITUH
2. AcuMMeTpHYHBIE KPUIITOCHCTEMBI ITHU(PPOBAHUS

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1. IIo meronam ananu3za COB ObIBaIOT cjieqyOUIUX BUI0B
OTBeTsI:

11



a CurnatypHbIit
b.  Crarucruyeckwuii
c PeasibHOTO BpemMeHu
d.  AxTuBHBIC
Bepnpiii oTBerT: a. Curnarypsbiii b.  CTaTHCTHYECKUMA
2. YUTo B mepeBo/ie ¢ rPeYecKoro si3bIKa 03HAYAET CJI0BO «KPUITOrpadus»
OTtBeTsI:

a [udp
b. TaitHOTIHICH
c IIpeoOpazoBanue
d. PacmmdpoBka

Bepnsiii otBeT: b.  TaliHomuch
3. Kak Ha3bIBaercs «ucTtopuueckuin» mudp, B KOTOPOM Kaxkaas 0yKBa HCXOJTHOTO
TEKCTa 3aMeHsJIach OYKBOil, CTOSIIIeil HA HEKOTOpPoe (PMKCHPOBAHHOE YU CJIO0 MECT
Aajabiue B ajigaBuTe, 0 NPUMEHEHUH KOTOPOIr0 HMEIOTCH JOKYMeHTAIbHbIE
CBHU/IETEJILCTBA

OTBeTHI:

Iudp Mapkosa

[udp Le3aps

Iudp Suurma

[udp badumka
Bepusrii otBer: b.  udp Lesaps
4. Kakue KJIHOYH UCTOJIB3YHOTCS B CHCTEMAX € OTKPBITHIM KJII0YOM
OTBeTHI:

oo

OTKpBITHII
3aKpbITHIN
CexpeTHblii
Her npaBunpHOrO 0TBETA
BepHslit oTBeT: a. OTkpbITHI b.  3aKpbIThIN
5.  OrmeTbTe, YTO MCHOJIB3YeTCS 1JIs CO3AaHus HUGPOBOii MoANHUCH
OTBeThI:
OTMeTbTE, YTO HCNOJIB3YyeTCs AJIs1 CO3AaHusA HU(POBOI MOANKNCH
3aKpbITHIN KIFOY OTIPaBUTENS
3aKpbITBIA U OTKPBITHIN KIOYHM OTIPABUTENSA
OO0t CeKpeTHbIN KU OTIPABUTENS U MOJTydaTest
OTKpBITHIN KJIFOY OTIIPABUTEIS
BepHblit oTBET: 3aKpBITHIN KIIFOY OTIIPABUTEIIS

oo o

ook

2. Komnerenuuss/Muauxarop: N/1-2nk-2 JleMOHCTpUpyeT 3HaHNE HOPMAaTHBHO-TEXHHUUECKON
JIOKYMEHTAUU

Bonpocsl, 3aganus

1.

1. PackprITh noHsATHE 3amuTa HHpOpMaUn

2. [MousiTre M knaccuuKaIys aTak Ha HHOOPMAIIMOHHbIE CHCTEMBI
TpagunuonHas u pacnpenenensas ataka. APT — ataka

2.
| 1. PackpbITh NOHSATHE KOMIUIEKCHOCTH TpeOoBaHwmii 1yt cucteM kiacca lloT B DnexkrposHepreTuke |
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| 2. CumMeTpHYHEIE KPHIITOCHCTEMBI MH(pPOBAHHS

3.

1. PackppITh TOHATHE HOPMAaTHBHO-TIPABOTO 1 HOPMAaTHBHO-TEXHUYECKOT'O PETYITHPOBAHHUS

2. O6bsscauth posb 1 Mecto SOC B aHANM3€E 3AMUAIICHHOCTH, OOHAPYKEHUHU B pearnpoBaHUM Ha
KOMITBIOTEPHBIC aTaKH B B aBTOMAaTU3UPOBAHHBIX CHCTEMaX yIPABJICHUS, CUCTEMaX PEJICHHON 3alllUThI
Y IPOTHBOABAPUITHON aBTOMATHKH aKTHMBHO-aJaNTHBHBIX ceTer (Smart Grid)

4.

1. V3 kakuX TOKYMEHTOB CKJIa/IbIBACTCSI HOPMATHBHO-TIPABOBOE PETYIIMPOBaHKE B chepe 6e30MacHOCTH
006ekToB KU D1eKTposHepreTHKH

2. PackphITh CYyITHOCTH METOIOJIOTHUYECKOTO MOIX0a K MoaenupoBanuio yrpo3 MITRE’s Adversarial
Tactics, Techniques, & Common Knowledge (ATT&CK™)

5.

1. IlpeacTaButh 00IIYI0 HHPOPMAIUIO O CTPYKTYPE HOPMAaTHBHO-TEXHUUECKOTO PErYIHPOBAHUS
kubepOezonacaoctr SmartGrid

2. [Ipusectu nmpumeps! npumeHernss COA/COB na LIIC. Ha mpumepe mo0oro BapuanTa CTpyKTypHOU
CXEMbI

MartepuaJbl 1Ji1 IPOBEPKU OCTATOYHBIX 3HAHUM
1. JlaiiTe moJiHOe ompe/ae/ieHHE YTO TAKOe MeKCeTeBOI IKPaH
OTBETHI:

a. Crenuanu3upoBaHHOE aIapaTHOE YCTPOUCTBO co BcTpoeHHo OC
b.  AnmapaTHO-IIPOrpaMMHOE YCTPOMCTBO [Uisi puiibTpanuu Tpaduka
c. JlokanbHOE (OJHOKOMIIOHEHTHOE) MM (PYHKIIMOHAIBHO-PACTIPEICTICHHOE CPEICTBO
(KoMIIIeKC), KOTOpOE peann3yeT KOHTPOJIb 3a HH(opMaluel, IoCTynamen u/uim
BBIXOJIAIIEH U3 aBTOMATU3UPOBAHHONW CUCTEMBI, M1 00E€CIIEUNBACT 3aIUTY MOCPEICTBOM
¢mpTpanuu nHOpPMAIHH, T.€. €€ aHATN3a 10 COBOKYITHOCTH KPUTEPUEB U MIPUHSATHUS PEIICHUS
0 €€ pacrpoCTpaHEHUH
d.  TexHOMOTMYECKHi Oapbep, MpeTHA3HAYCHHBIN IS TIPETOTBPAILICHUS
HECAHKIIMOHUPOBAHHOTO WJIM HEXKEJIATEIbHOTO COOOIIEHHS MEX Ty KOMIIBIOTEPHBIMU CETAMHU
niIn XxoCraMu
Bepusiii otBer: ¢.  JlokanbHOE (OJJHOKOMIIOHEHTHOE) MU (PYHKIIMOHAIBHO-
pacripenielieHHOe CpeACTBO (KOMILIEKC), KOTOPOE peain3yeT KOHTPOJIb 3a HH(OpMaIHeH,
MOCTYMAIOLIeH /WK BBIXOJAIIEH U3 aBTOMATU3UPOBAHHOM CHCTEMBI, U 00ecrieynBaeT
3alIUTY MTOCPEACTBOM (HDMIIBTpaMy HHPOPMAITUH, T.€. €€ aHAJIN3a TI0 COBOKYITHOCTH
KPUTEPHUEB U MPUHATHS PELLICHUS O €€ paclpOCTPaHEHUH
2. B KakoM MCNOJIHEHUH MOTYT ObITh Me:KCeTeBble IKPaHbI

OTBETHI:
a. ToJbKO MpOrpaMMHOE
b.  Tosapko anmmapaTHO-MPOrPAMMHOE
C. B 3aBucuMOCTH OT THIA UCTIOIHEHUE MOXKET OBITh KaK IPOrPaMMHBIM, TaK U
anmapaTHO-POTPaMMHBIM
BepHurliii oTBeT: c. B 3aBHCHMOCTH OT THIIA UCIIOJIHEHHE MOXKET OBITH KaK

MPOTPaMMHBIM, TaK U anmapaTHO-MPOTPAMMHBIM
3. MexkceTeBble IKPAHBI /11 3AIIMTHI OT/IEJIbHBIX KOHEYHBIX TOYEK (HACTOJIbHBIX
KOMIILIOTEPOB, HOYTOYKOB U CEPBEPOB) SIBJISIIOTCS

OTBETHI:
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a.  HcximounTenbHO IporpaMMHBIMU
b.  AnmapaTHO-IPOrPaMMHBIMHU CPEICTBAMH 3AIUTHI
C. He moryT 6b1Th BcTpoeHHBIMU B OC, KOTOPYIO OHM 3alIHIIAIOT; BCET/Ia PEAIN30BaHbI
BHEIIHUMH IPOU3BOIUTEISAMU
Bcerna Bcrpoensl B OC, KOTOPYIO OHH 3aIUIIAIOT; HE MOTYT OBITh peaTM30BaHbl BHEITHUMHU
MIPOU3BOAUTEISIMU
BepHsbiii otBeT: a.  MCKIIIOUNTENBHO NPOrpaMMHBIMU
4.  Tlpu ucnoanzoBannu COB nosiBJasIOTCS cjieaylonye NpeuMymecTsa
OTBeThI:

Bospacraer Bo3MOKHOCTH (GHIIBTPOBaHHS TpaduKa
Bo3pacraer BO3MOKHOCTb OIIpeesIeH s ONTUMAIBHOTO MapLIpyTa JAJis KaXI0ro Kaapa
Bo3zpacTtaeTr BO3MOXKHOCTb ONpeeeHus IpeaMOyJibl aTaKu
Bospacraetr BO3MOKHOCTh PaCKPBITHS OCYIIECTBICHHON aTaKu
Bepnbiii oTBerT: c. Bo3spacTtaer BO3MOXKHOCTB OIpeesieHus mpeaMOybl aTaku d.
Bospacraer BO3MOKHOCTh PAaCKPBITHSI OCYIIECTBICHHON aTaku
S. COB moxer o0ecrieunBaTh cjeayoUme BO3MOKHOCTH
OTtBeTsI:

oo

a Bo3MoxxHOCTh ayTeHTH(UKALIMY TTOJIb30BaTeNIeh
b Bo3MOKHOCTH OnpeiesieHnsl BHYTPEHHHUX YIpo3
C. B03MOXXHOCTh CKAaHUPOBAHMS IOPTOB
d. Bo3MoxHOCTH OJIOKHPOBATH aTaKy, €CiH €CTh (DYHKIIMOHAI TPEIOTBPAIICHUS
BTOPKEHM I
Bepwnrriii otBeT: b. Bo3moxHOCTE onpesienieHuss BHyTpeHHUX yrpo3 d.
Bo3MoxxHOCTH 6II0OKUPOBATH aTaKy, €CJIU €CTh (PYHKIIMOHAJ MPEAOTBPAILIEHUS] BTOPKEHUIMA

II. Onucanue wkanvl oueHueanus

Oyenka: 5
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku 6blnoneHus 3uanus: PaboTa BeIIOJIHEHa B paMKax "MPOABUHYTOr0"
ypoBHs. OTBETHI 1aHbI BEPHO, YETKO CPOPMYIUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapakmepucmuku 6binoanenus 3uanus: Pabota BeloIHEHa B paMKax "06a30Boro"
yYpOBHS. BOJIBIIMHCTBO OTBETOB JJaHbl BEPHO. B yacTu MaTtepuana ecTh He3HAUUTEIbHbIE
HEJ0CTaTKU

Oyenka: 3
Huosicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu 6binoaHeHus 3nanus: Pabora BBIIOIIHEHA B paMKax "Toporooro"”
ypoBHs. OCHOBHasl YacTh 33JJaHHs BBINOJIHEHA BEPHO. HAa BOTIPOCHI YIITYOJIECHHOTO YPOBHS

1I1. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy

[IpomexxyTouHast aTTecTanus O UTOTaM OCBOEHMS JUCHUIUIMHBI: CPEIHsIsl OLEHKa IO BCEM
OIICHOYHBIM CPEJICTBAM Ha KaXJ0W KOHTpOJbHON Hexaene. OIEeHKH 3a BCE KOHTPOJIbHBIC HEISIH
UCIIOJIB3YETCS MPU JIOMYCKE K SK3aMEHY
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