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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. [TK-2 ['0TOB K BHEAPEHHUIO CUCTEM 3aIIUTHI HHPOPMAIIMH aBTOMATU3UPOBAHHBIX CHCTEM
[1K-2.1 YcranaBiuBaeT M HACTPAaUBAET CPECTBA 3ALIUTHI HH(OPMAIHH B
ABTOMATU3UPOBAHHBIX CHCTEMAaX

M BKIIFOYACT:
IJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

Popma peanuzanuu: ITncemenHas pabora
1. KorrponbpHoe meponpusitie Ne 1 (KorTponbpHas padoTa)
2. KontponbsHoe meponpusitue Ne 2 (KontponsHas padota)
3. Konrponbaoe meponpusitre Ne 3 (KontponpHas paboTa)
4. Kontpoasnoe mepornpusitue Ne 4 (KontponwsHas padbora)

BbPC nucuuninHbl

8 cemectp
Beca KOHTpOJIBHBIX MepONIpUsATHiL, %
Pa3nen nucuuninHb Unnexe KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpox KM: 4 8 12 15
Paznen 1. lonsitue ACY TII u npuniumns! € GyHKIIMOHUPOBAHUS
BBonnas nekuus. +
Tema 1. HopmaTuBHO-IIpaBOBBIE OCHOBBI OpraHU3aLUU +
¢ysakmonuposanus U 3aumTel ACY TII.
Tema 2. [Ipunnuns! coopa, 00pabOTKH U XpaHeHHs HH(POpMaLUU B +
ACY TIL
Tema 3. Knaccudukarus nporpaMMHO-TeXHHUECKUX ypoBHEH ACY + +
TII.
Tema 4. nenTuduxanys u OEHUBAHUE COCTOSHUS
TEXHOJIOTHYECKUX O0OBEKTOB YIPABIIEHUS JJI1 TOCTPOCHHUS + +
KOMILJIEKCHOW CHCTEMBI 3alIMThl HHPOPMALIUH.
Tema 5. AnMUHUCTpUPOBaHKE MOACUCTEM HH(POPMAIITTOHHOMN + +
0€30I1aCHOCTH Ha 00bEKTaX KPUTHUYECKON HH(PPACTPYKTYPHI.
Paznen. 2. 3amuTa nHdopMaly B IporpaMMHBIX M TEXHUYECKUX
koMrnoHeHTax ACY TII
Tema 6. CermeHTanus JOKaabHO BerurcauTeNbHbIX ceTeit ACY TIIL +
Tema 7. IIporpaMmmHO-annapaTHble peIIEHUs AJIs1 IOCTPOEHHUS +
CUCTEMBI 3alUThl Ha TUIIOBBIX MPOMBIIUIEHHBIX 00BEKTaX.




Tewma 8. [Iporpammuoe obecnieuenue Bepxuero ypoas ACY TII.

Tewma 9. Llentp ynpaBnenust ”HGOPMAIIMOHHON 0€30IIaCHOCTHIO
ACY TIL

Tema 10. KoMiurekcHBINH TOIX01 K 00ECIEUEHUTO
UH(POPMALIMOHHOM 0€30MaCHOCTH Ha MPOMBIIUICHHBIX 00bEKTaX,
ocHameHHeIx ACY TII.

Paznen 3. Iloctpoenne komiuiekcHOM cuctembl 3amuThl ACY TII
Ha IPEANPUITUH.

Tema 11. MeToasl AeKOMIIO3UIAM OOIEN 3a1a4 3aIUTHI
unpopmanuu B ACY TII Ha yacTHBIE 3a/1a41 MEHbBILEH
Pa3MEpPHOCTH.

Tema 12. PazpaboTka u peanuszanus NOJTUTUKA HHPOPMALIMOHHOM
Oe3omacHoct Ha o0bekTax ACY TII.

Tema 13. TpeGoBaHuS pyKOBOISAIINX JOKYMEHTOB 10 TEXHUYECKOM
u iporpamMmHoii 3anure nHbopmaruu B ACY TII.

Tema 14. PermamenTanus AesiTeIbHOCTH MEPCOHANA 10 3aIUATE
unpopmanuu B ACY TIL.

Tema 15. AHanu3 UCXOAHBIX JaHHBIX JUIsSl IPOEKTUPOBAHUS
HOJCUCTEM U CPEICTB obecrieueHust HHHOPMaIMOHHON
0€30I1aCHOCTH.

Bec KM:

25

25

25

25

$O61mast yacte/J{j1st IPOMEKYTOUHOMN arTecTanund




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3yabTaThl  OOydeHHs 10
JUCIUILINHE
I1K-2 [MIK-2.1nk> YcranaBnuBaer | 3HATh: Kontponbaoe meponpustue Ne 1 (Konrponbhas pabota)
W HACcTpauBaeT CpeJCTBa | MOPSIOK KonTponsnoe meponpusitue Ne 2 (KonrponwsHas pabota)
3am|Tel  MHGOpMAIMKM B | aIMUHUCTPHPOBAHUS KonTponsaoe meponpusitue Ne 3 (KontposapHas pabora)
ABTOMATHU3UPOBAHHBIX MpOrpaMMHBIX KOMIIOHEHTOB | KonTponbHoe meponpustue Ne 4 (KontponbsHas pabora)
cucreMax ACY TII
HOpPMAaTUBHBIE IOKYMEHTHI,
periaamMeHTHpyoIne
CO3/1aHHe, IPUMEHEHUE U
samurty ACY TII

MOPSAAOK IPUMEHEHUS U
peanu3aiy CTaHIapPTHBIX
MOJUTUK UH(OPMAIIMOHHOMN
0e30macHOCTH
npumenuTenbHo kK ACY TII
B COOTBETCTBHUH C
TpeOOBaHUSIMU
PYKOBOJISIIIMX JTOKYMEHTOB
PeryasTopoB

METOJIBI TIONCKA
TEXHUYECKOI nH(popMaIu
Y MHBIX UCXOJTHBIX JTAHHBIX
JUISL TIPOBEJICHUST aHAIIN3a
3alUIIEHHOCTH
uHpopmanuu B ACY TII
YMers:




aHAIM3UPOBATH MOJIHOTY U
LIETIOCTHOCTD MPOTPAMMHBIX
snemenToB ACY TII
BBIOMPATh CPEJICTBA 3AIIUTHI
nH(OPMALIUY JJIs1 THTIOBBIX
noncuctem ACY TII
OCYIIECTBIISATh MOUCK,
aHaJM3, BEIOOP U YCTAaHOBKY
MPOTPAMMHBIX KOMIIOHEHTOB
KOMINUIEKCHOH CHCTEMBI
3aIIUATHI TEXHOJIOTHYCCKOM
unpopmanuu B ACY TII
MIPUMEHSATHh KOMIUIEKCHBIH
MOJXO/J K 3aIlUTe
TEXHOJIOTHYECKUX
nporneccoB B ACY TIl ¢
MIPUMEHEHUEM MH)KEHEPHO-
TEXHUYCCKUX B
MPOrpaMMHO-aNMapaTHBIX
pelLIeHNI




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. Kontposabnoe meponpusitue Ne 1

®opmbl peanuzanun: [TuceMennas padora

Tun koHTpoIBLHOrO MeponpusTus: KourponpHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

Hpouenypa NMpPOBE€ACHUSA KOHTPOJBHOIO MEPOIPUATHUH: IIucbMeHHBIM OTBET Ha BOIIPOCHI
KOHTPOJIbHOI'O MCPOIIPHUATHA, BBIITOJIHSIEMBIA Ha JIMCTax YCTaHOBJICHHOI'O a,I[MI/IHI/ICTpaHHeﬁ

dbopmara

KpaTkoe conep:kanue 3a1aHusi:

JaiiTe mucbMEHHBIN OTBET Ha 6 BOIIPOCOB.

OpuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BBIOUPACTCS [0 KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy kypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapUaHT.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: METO/bI IIOMCKA 1.KoutpoasHoe Meponpusitue Ne 1 o qucuumuimye
TEXHUYECKON MH(OPMAITUU U UHBIX b1.B.04 3amuTa TexHonornueckoi napopmaruu B ACY
HACXOJIHBIX JTAHHBIX IS TII
MPOBEJCHUS a”anusa Ne | Bapuant 2 Bapuant
3alIMIIEHHOCTH HMH(POPMAlH B n/n
ACY TII OmMIITe OGLIVIO Kaxkue BunbI puckos
1 CTpYKTYDY H I;IIZHOBHQ Bo3HukaioT B ACY TII?
kommnoHeHTsl ACY TII. OOBACHMTS MpHHHY
BO3HUKHOBCHHSI.
Kak npumensercs B KCY | Kakum o6pazom
MIPUHIIUII 3aIIUThI B B3aMMOCBSI3aHbI U KaKUe
2 TIyOuHY JUIs IpyMITBI TpeOOBaHUN
obecnieuenus Ub u s npeabssisitores Ub u
obecnieuenuss Ob? ®B?
B cootBeTcTBHM C
nosjoxeHusimu I'OCT P B cootBeTcTBHH C
MOK o ¢ynkumonansHas | nosnoxxenusimu I'OCT P
0e30MacHOCTh CHCTEM MDO3K o ¢pyHKIMOHANEHAS
D/3/3I1 packpoiite CyTh | 0€30MMaCHOCTh CUCTEM
ONpEeACICHUN: 3/3/311 packpoiite cyTb
3 — "Bpen", OTIpE/ICIICHIIA:
— "omacHas cutyarus”, | — "omacHOCTB'",
— "IPUYMHAIOLLEE BpeL — "omacHoe coObITHE",
coObITHE", — "Oe30mmacHoe
— "ympaBnsiemoe cocrosiHME",
o0opyznoBaHue", — "oKkpyxeHue",
— "MmonHoTa — "pexum paboTh".
Oe3omacHocTH".
Uto BKIIIOYAET B ceOs
Uro BKIIOYaET B ceOs
4 N yCTaB MPOEKTa 0
KOHIICTIIIHS TPOAYKTa’
cepTuduKanuu?
Uro perraercs B X01e Kak paccuntsiBaeTcs
5 WHUITAAPYIOIIETO OI0O/DKET MPOEKTa
coOpanus? cepTuduKanuu?
YMeTh:  OCYIIECTBIATH  MOWCK, 1.




aHajgu3, BBHIOOP W  YCTAaHOBKY Neo

1 Bapuant 2 BapuanTt
MPOTrpaMMHBIX KOMIIOHEHTOB /1
KOMIUIEKCHOM CHCTEMBI  3alllUThl Kpatko cocraBbTe Kpatko cocraBbre
TEXHOJIOTHYECKOH HH(popManuu B KOHUCTIHIO NPOAYKTa B | KOHLEILHIO MPOIYKTA B
ACY TII 6 ¢dopmate mind-cxembl (popmare mind-cxembl

JUTSL IPOTPaMMHUPYEMOTO | JIJIsl IPOTPAMMHUPYEMOTO
JIOTUYECKOT'0 KOHTPOJUIEP | JIOTUYECKOTO KOHTPOJLIEP
I1JIK100-220.P-M OBEH | 110-24.30.K-M OBEH

Onucanne MKAJbI OIleHUBaHUS:

Ouyenxa: 5
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmuxu evinoanenus 3uanusa: CTyIeHT OTBETHII Ha Bce Borpockl. OTBETH Ha
BOIIPOCHI MTOJTHBIE, COJICPIKATENIbHBIC, PABHIILHBIC M JIOTHYECKH 000CHOBAaHHBIC.

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 80
Onucanue xapakmepucmuxu evinonenus 3uanusa: CTyJIeHT He OTBETHJ TOJIBKO Ha | Bompoc mim
JIaJl HEMOJIHBIE OTBETHI Ha BCE BOMPOCKHL. OTBETHI HAa BOMPOCH! JOCTATOYHO MOJIHBIE, 00CTOSITENbHBIE,
YaCTHYHO MMPaBUIIbHBIC, COACPKAT HE3HAUNTEIIbHBIC JIOTHYCCKUE HAPYIIICHUS.

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evinonnenus 3uanus: CTyJIeHT OTBETHII Ha IOJIOBHHY BOIIPOCOB.
OTBeThI Ha BOIIPOCHI HETIOJIHBIE, TNIOX0 000CHOBAaHHbIE, YACTUYHO HENPABUIIbHBIC, HAPYIIICHA
JIOTUYECKasl MOCIIeIOBATEILHOCTh OTBETA.

KM-2. KontposabHoe meponpusitue Ne 2

®opmbl peanuzanuu: [luceMenHas padora

Tun koHTpobHOrO MeponpusTus: KourponsHas pabota

Bec koHTpOsIbHOrO Meponpustusi B BPC: 25

IIpouenypa mnpoBeaeHMsi KOHTPOJILHOIO MeponpusaTHsA: [IMCbMEHHBI OTBET HAa BONPOCHI
KOHTPOJIBHOTO MEPOIPUATHS, BBIIIOJHAEMbI Ha JINCTaX YCTAHOBIEHHOTO aJIMUHUCTpaluen
dbopmara

Kpatkoe conepxxanue 3agaHus:
JaiiTe mucbMEeHHBIN OTBET Ha 6 BOIIPOCOB.
OnuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BEIOUPAETCS IO KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy >xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHBIC BONIPOCHI/3aJaHHA:

3HaTh: MOPAINOK 1.KonTponasHoe meponpusitue Ne 1 no nucuumimae
aJMUHUCTPUPOBAHUS b1.B.04 3aunmra Texnonornueckoit nHpopmanuu B ACY
pOrpaMMHBIX KOMIOHEHTOB ACY TII
T Ne 1 Bapuant 2 Ba
e p pUaHT
Kakyto cTpykTypy
JIOJDKEH UMETH IUIaH Kakyto cTpykrypy AomKeH
ynpasienus Ob HMMETb IUIaH yIPABICHUS
1 (FSMP) s nepconaiom (HRMP) s
COOTBETCTBHS COOTBETCTBHS
TpedoBanmsM MOK TpeboBanusiM MOK 615087
61508?




CocraBbTe NepeUCHb U

Kaxwne atpubyter b pacKpoiite cyTh
onpenensier MOK METO/IOB aHAIN3a
2 615087 Packpotite HaAEKHOCTU B
omnpejeeHue JaHHBIX cootBeTcTBHH ¢ MOK
aTpuOyTOB. 61508 Bam n3BecTHBI?
(RBD, FTA, MT).
Onuuiure CTPYKTYPY Onummre CTpyKTypy
METOJIOB 00ECTICUeHHS
MeTonoB obecnieueHunss Ob
®b cormacao MOK
. coriacHo MOK 61508.
61508. [latiTe .
3 JlaiiTe XapaKTepUCTHKY
XapaKTePUCTUKY
S —— TEXHUYECKUM METOJaM
MeToAaM 00ecTeueHHs Z%;H%I_IGHHH b u Ob e
Wb u &b 8 ACY TIL '
Kakxnm obpazom
JIOJDKHBI IPUMEHAThCST | KakuM 00pa3zoM J0KHBI
TaONHIIBI, COJep)KaIINe | MPUMEHSITHCS TaOIUIIbI,
4 TpeOOBaHUS K 3aLIUTe cofiepkamue TpeOboBaHuUs K
oT 3alIuTe OT
OTKa30B alMapaTHbIX otka3oB [I0 B KCY ACY
cpencts B KCY ACY TII?
TII1?
JaiiTe XapakTepUCTUKY
JlaiiTe XapakTepUCTUKY | CTAHLMOHHOI'O YPOBHS U
MOJICBOTO YPOBHS U YPOBHS
YPOBHS IPUCOCAVHEHHS | JCMUTHTAPU30BAHHON
5 [TK ACY TIL 3onbI [ITK ACY TII.
IIpuBenuTe npuMepsl Packpolite cyTs 1
YCTPOMCTB KaXJIOTO U3 | HAa3HAUCHHE
YPOBHEH. JIEMUJIUTAPU3OBAHHOM
30HEI B ACY TIL
YMeTh: aHanuM3UpoOBaTh MOJHOTY U 1.
LIEJIOCTHOCTD IIpOrpaMMHBIX Ne | Bapuant 2 Bapuant
aneMmentoB ACY TII n/n
CocraButh Mozienb yrpo3 | CocTaBUTh MOJIETH YTPO3
(YHKITMOHATBHOH H (hyHKIIMOHABHOH H
WH(POPMAITMOHHOM “H(OPMAITMOHHOM
7 0e30MacHOCTH JUIsI 0e30macHOCTH IS
MPOrPaMMHUPYEMOTO MPOrPaMMHUPYEMOTO
JIOTHYECKOTO JIOTHYECKOTO
koHTposepa REGUL koHTpoyiepa REGUL
R500 R400
YMeTb: NPUMEHATh KOMILJIEKCHBIN 1.
TIOXOA K SalITe Ne 1 Bapuant 2 Bapuant
TEXHOJIOTMYECKUX IPOLECCOB B n/n
ACY TII c MIPUMEHEHUEM KaKoBa B3aHMOCESI3E B dem cocTosT oty
UHXEHEPHO-TEXHUYECKUX u 6 | Mexy TpeGoBaHmIME K E}?q?; oT
IPOrPaMMHO-AINIAPATHBIX UB u ®B? pl‘gaHHOHHHX
permerit _ cucrem’
Kakue Tumel Mmozeneii u
KakuM 00pa3zoM Kakoe onmncanue cnemyer
7 MIPUMEHSIIOTCS JJIsI coctasuth Wit KCVY ¢

OLICEHUBAHMS U
oOecnieuennst Ub u ©b
KCVY?

TOYKHU 3peHI/I$I OLICHHUBAHUA
u obecrieuenus NB?




[aiiTe xapakTepUCTUKY

OmnuuuTe CTPyKTYpy yposaam UB (Security

¢petiBopka b

8 COIJIACHO IOJIOKEHUAM Level) cornacro
nostoxkeHusm ISA/IEC
NIST SP 800-53 62443
Onucanue MKAJbI OCHUBAHNSA:
Ouenxa: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 90
Onucanue xapaxmepucmuxu evinoineHus shanus: CTyIeHT OTBETUJI Ha Bce BONpochl. OTBETHI Ha
BOTIPOCHI TIOJIHBIE, COJIEPIKATEbHBIC, PABUIHHBIC M IOTUYECKU 00OCHOBAaHHBIC.

Ouyenka: 4
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 80
Onucanue xapaxmepucmuxu evinoanenusi snanus: CTyJIeHT HE OTBETHII TOJBKO Ha 1 BOIPOC MK
JIaJT HETMOJTHBIE OTBETHI Ha BCE BOMPOCKHL. OTBETHI HA BOTPOCHI JOCTATOYHO MOJIHBIC, 00CTOSITEIBLHBIC,
YaCTUYHO MPABHIIBHBIC, COJIEPIKAT HE3HAYUTEIIBHBIC JIOTMYCCKUE HAPYIICHHS.

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evinonnenus 3uanus: CTyIeHT OTBETHII Ha IOJIOBHHY BOIIPOCOB.
OTBeThI Ha BOIIPOCHI HETIOJIHBIE, TNI0OX0 000CHOBAaHHBIE, YACTUYHO HENPABUIIbHBIC, HAPYIIICHA
JIOTUYECKasl MOCIIeIOBATEILHOCTh OTBETA.

KM-3. KoutpoJsbHoe meponpusitue Ne 3

®opmbl peaiuzanuu: [luceMennas padora

Tun kouTpoabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOr0 Meponpustusi B BPC: 25

IIpoueaypa npoBeaeHHMs KOHTPOJIBHOrO MeponpuATHsA: IIMCBEMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOT'O MEPOIIPUATHSA, BBINOJIHAEMBIA Ha JIMCTaX YCTAHOBIEHHOIO aJMHHHUCTpPALMEN
dopmara

Kpartkoe cogep:xxanue 3aganus:
JaiiTe nucbMeHHBIN OTBET Ha 6 BOIIPOCOB.
OpuH U3 IByX BapUAHTOB KOHTPOJIHHOTO MEPOIPHUSITHUSI BHIOMPAETCS 110 KPUTEPHIO:
He4YETHBIE HOMepa 1o cnucky *kypHaina BACP - 1 BapuaHT, uéTHbIe HOMEpaA - 2 BApUAHT.

KoHTpoJibHbIE BONIpOCHI/3aJaHUA:

3HaTh: HOPMATUBHBIE JOKYMEHTHI, 1. KontponbHoe Meponpustrie Ne 1 mo qucuumiinHe
periIaMeHTUPYIOIINE CO3JIaHHE, b1.B.04 3amuTa TexHonorunueckoi napopmaruu B ACY
npuMmeHenue u 3amury ACY TII TII

Ne

/i 1 Bapuant 2 BapuaHT

Onuiure CTpyKTypy
00I1IETO JKU3HEHHOTO
LIMKJIa 0€30IMaCHOCTH

Onumure cTpykTypy V-
00pa3HOro KU3HEHHOTO

1 KCY B COOTBETCTBHU CO | o Hrcop Manmo HHoM
craanaprom MOK ge(fgng;&iiﬂbfmn
61508-1
Maiite xapakrepuctuky | JlaiiTe XapakTepHUCTHKY

5 TECTUPOBAHHSA MHTETPallMOHHOTO U
«3aceBomM» Jie(hekToB BaJIMIAIIMOHHOTO

(Fault Insertion Testing) | TectupoBaHus
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1O KCY (Integration Testing and
Validation Testing) I1O
KCY
Yro Takoe
crieI( UKL
TpeOOBaHMIHA
o 6e3omacHocTH?
N UYT0 Takoe IpOoeKT
(71t MUPOBOH MPAKTHUKU
3 packpsITh cyrh SRS, U1 APXUTEKTYPHI CHCTEMBI
. ’ (SAD) u xakoBa ero
OTEUECTBCHHOH - CYTh H B
CTpYKTYypa?
OTJIMYHE TEXHHYECKOTO
3amanws (T3) u
TEXHHYIECKOTO YCIIOBHUS
(TY)
Hasosure cyTtb 1
Ha3HA4YCHHE Ha3zosure cyTth u
CTaH/IapTOB! Ha3HAa4YeHHE CTAaHJapTOB:
4 - Profibus DP u PA, - Profinet,
- Foundation Fieldbus, - EtherCAT,
- Modbus RTU, - Ethernet Powerlink,
- HART, - Ether/IP.
- DeviceNet.
Yo Ttakoe cetb CAN?
Yro Takoe As-Interface?
YT0 Takoe IPOTOKOII KAKOBLL ero
5 CANopen? NPEHMYIIEeCTBA U
*Iro Taxoe HE OCTyaTKI/I()
CANopenNode? A )
YMers: BbIOMpAThH cpencraa 1.
3aIUTHI MH(popMarmu E Ne
a (bopmary A 1 Bapuant 2 BapuaHTt
tunosbix noacuctem ACY TII n/n
[TpoBectn ananu3
IIpoBecTu ananus
WHPOpMAIIH,
" MH(OPMAIIH,
nepeaaBaeMoi 1o HepeTABAEMOH 110
npotokoiy Modbus RTU P
5 ACY TIT npotokony EtherCAT B
. ACY TII anextpuueckont
AIIEKTPUIECKOM
MOACTAHIH, JUIS
NOCTAaHIH, JUIS
BBISABJICHUA HAJIMYUA
1 BBISIBIICHUS HAJTHMYHS o
o KOH(UICHINATLHON 1
KOH(UICHIIMAIBHON 1 N
o TEeXHHUYECKOU
TEeXHHYECKOU
WHPOpPMALIUH Ha
nH(pOpMAIUH Ha
npumepe
npuMepe MPeI0KEHHOTO .
. NpeUIOKEHHOTO (aiina
(haiina nepexBaueHHBIX
NMEPEXBAUCHHLBIX ITaKCTOB
TIaRCTOB [POrPamMMbl nporpamMmbl WireShark
WireShark porp
Onucanue MKaJIbl OLEHNBAHUS:
Ouyenka: 5

Huoicnuii nopoz evinonnenus sadanus 6 npoyernmax.: 90
Onucanue xapaxmepucmuxu evinoaneHus shanus: CTyIeHT OTBETUJI Ha Bce BOoNpochl. OTBETHI Ha
BOMPOCHI TIOJIHBIE, COJIEPKATENbHBIE, TPABUIHHBIC M IOTUYECKU 00OCHOBAaHHBIC.

Ouenka: 4
Hudicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 80
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Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! CTYIIGHT HE OTBETHJ TOJLKO Ha 1 BOIIPOC U
JaJI HCIIOJIHBIC OTBETHI HA BCC BOIIPOCHI. OTBeTH Ha BOITPOCHI JOCTATOYHO IOJHEBIC, O6CTO$IT€J'IBHBIG,
YaCTUYHO MPaBHUJIbHBIC, COACPKAT HE3HAYNUTCIIbHBIC JIOTHYCCKUC HAPYIICHU .

Ouenxa: 3
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 60

Onucanue xapaxmepucmuxu evinonenus snanust: CTyISHT OTBETHJI Ha ITOJIOBUHY BOIIPOCOB.

OTBeTHI HA BOMPOCH! HETIOIHBIE, INIOX0 000CHOBAHHBIC, YACTUYHO HETPaBUIbHBIC, HAPYIIIEHA

JIOTHYECKasl MMOCIIeI0BATeIbHOCTh OTBETA.

KM-4. KoutpoJsbHoe meponpusitue Ne 4

®opmbl peanauzanuu: [luceMennas padora
Tun kouTposbHoro meponpusitusi: KonrposbsHas padora

Bec koHTpOobHOrO MeponpusTusi B BPC: 25
IIpouenypa mnpoBegeHMsT KOHTPOJBHOIO MEPONPHATHA:
BBIIIOJIHSIEMBI Ha JIMCTax

KOHTPOJIBHOTO MEPOIIPHUSTHS,
dbopmara

KpaTKOC CoA€cpKaHMuE 3alaHUA:

JlaiiTe muCbMEHHBIM OTBET Ha 6 BOIIPOCOB.

OpuH U3 IByX BapuaHTOB KOHTPOJIBHOTO MEPOIIPHUATHS BEIOUPAETCS MO0 KPUTEPHIO:
HE4YETHBIE HOMepa 1o cnucky xkypHaina BACP - 1 BapuaHT, yéTHble HOMEpa - 2 BApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

IIucbMeHHBI OTBET Ha BOMIPOCHI
YCTAHOBJICHHOTO aIMUHUCTpALNEN

3HaTh: HOPMATUBHbBIE JOKYMEHTHI,
perIaMeHTHPYIOIINE CO3JIaHuE,
npumeHenue u 3amuty ACY TII

1.
Ne g 2B
i apuaHT apuaHT
ITpousBeaute
P A [Ipoussenure nmepBUYHOE
MIEPBUYHOE
- MOJIKJIFOUEHHE U
N HacTpoiiky SCADA-
HacTpoiiky SCADA-
cuctemsl ctenma ACY TIL
6 cucreMsl ctegga ACY ClpopMupyiiTe KpaTKyo
TII. TaiiTe KpaTKyIo pMHPY patky
MOJIENTb HAPYIITUTEIIS
XapaKTEPUCTUKY o
“H(OPMAITMOHHOM

0TOOpakaeMbIM B
unrepdeiice SCADA-
CHCTEMBI TapaMeTpam

0E30IMacCHOCTH IS
SCADA-cucrTeMbl

3HaTh: MOopsAAOK TMPUMCHCHHA U
pcain3anuu CTaHJAPTHBIX
IIOJIMTHUK HH(I)OpMaHHOHHOﬁ

0€30MacHOCTH MPUMEHUTENBHO K
ACY TII B COOTBETICTBHH C
TpeOOBaHUSIMHU PYKOBOJISIIIAX
JIOKYMEHTOB PETYJISITOPOB

1. KontponbHoe Mmeponpustrie Ne 1 mo qucuuriinHe
b1.B.04 3amura texHonorndyeckoi nndopmanuu B ACY

TI1
Ne
/i 1 Bapuant 2 BapuanTt
JaiiTe XapakTepuCTUKy
CMMUB B cOOTBETCTBHUH C
Ilo xakuM KaTeropusm NIST SP 800-53. Kpatko
TpeOOBaHUI MPOUCXOAUT | OXapaKTepU3yHTe
1 CpPaBHHUTEIBHBIN aHATN3 | BO3MOXKHOCTH
xapaktepucTtuk [T- TIPUMEHEHUS TaHHOTO
cuctem u KCY? crannapta u NIST CSF k
OTEYECTBEHHBIM PEATHIM
Ub.
KakoBa obmias KakoBo o0ree
2 CTPYKTypa COAECpKAHUA | COJEp)KaHUE U

NIST SP 800-82 «Guide

HazHauenue ISA/IEC
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to Industrial Control 624437 Kakune yactu

Systems (ICS) JIOKYMEHTA TIepPEBEIEHBI
Security»? [lepeBenén Ha PYCCKUI SA3BIK?

JIH TOKYMEHT Ha PYCCKHHA

SI3BIK?

B Bume tabmune! nim

Packpoiite cyTb
ab6pesuatyps! IIJINC n
e€ HazHauenwue. Jlaiite
KPaTKYyH0 XapaKTCPUCTHUKY
JIBYM THTIAaM
coBpemeHHBIX ITJIMC ¢

rpapuuecKoro
0TOOpaXKeHHsI KPaTKO
3 onuwure yposau b
(Security Level, SL) B
COOTBETCTBHH CO

g;z};gapTOM ISA/IEC Touku 3peHus Ub.
Ormmpasice Ha TTX u Onpasich Ha TTvX "
(u3nIecKue CBONCTBA (usiieckue cBoicTBa
IJIMC cocTaBbTe
[JIMC npeanoxute
HepeUCHb TOCTOMHCTB HX nepedeHb HeJJOCTATKOB MX
4 npuvencrns B ACY TIT npumenenus B ACY TII

UCKITIOYUTEIBHO C TOUYKH
3peHus 00eCTIeUeHHS
WHPOPMAITMOHHON
0e301acHOCTH.

HUCKIIIOYUTCIIBHO C TOYKU
3peHUs 00CCIICUCHHUS
UBb.

KaxkoBa nein
It B o0wiem Bune

HPOBEIACHUS N
copMyIHpyHTE BUIBI
KBaJTH(PUKATUOHHBIX
o TECTOB, IPUMEHSIEMBbIX
T JUTS KBaTH(DUKATHOHHBIX
obopynoBanus B ACY

ucneiranuii IVINC B
cootBetrcTBUU ¢ EPRI TR-
1073307

TII ¢ ncrmonp30BaHUEM
pexomenaanus EPRI
TR-1073307?

OnucaHue MKaJbI OlleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax. 90
Onucanue xapaxmepucmuxu evinoinenus shanus: CTyIeHT OTBETUI Ha Bce BOMpochl. OTBETHI Ha
BOTIPOCHI TIOJTHBIE, COJIEPIKATEbHBIC, PABUIIHHBIC U IOTHYSCKU 00OCHOBAHHBIC.

Oyenka: 4
Huorcnuii nopoe svinonnenus 3adanus 6 npoyenmax. 80
Onucanue xapaxmepucmuxu evinoineHus sHanus: CTyIeHT He OTBETHII TOJIBKO Ha 1 Bompoc uimm
JIaJT HETIOJTHBIE OTBETHI Ha BCEe BOMPOCKHL. OTBETHI HA BOTIPOCHI JOCTATOYHO MOJIHBIC, 00CTOSITEIILHBIC,
YaCTUYHO MPAaBUIbHBIE, COIEPKAT HE3HAYUTENIbHbIE TOTHYECKIE HAPYIICHUS.

Oyenka: 3
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku évinonnenus 3nanus: CTyIEHT OTBETHII Ha TIOJIOBUHY BOITPOCOB.
OTBeThI Ha BOIIPOCHI HETIOJIHBIE, TNIOX0 000CHOBAHHbIC, YACTUYHO HEMPABUIIbHBIC, HAPYIIICHA
JIOTHYECKast TOCIEI0BATEILHOCTh OTBETA.
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
8 cemecTp
®DopmMa NPOMeKYTOUHOI aTTecTannu: DK3aMeH

IIpumep Onsiera

- Ymeeporcoaro:
3K3AMEHAIIMOHHBINU BUJIET Ne 1 3as. xagh. BT

Kadenpa: .
HNY (benp . A.IO. Hesckuil
beszonacnocmu u ungopmayuoHnvlx mexnonro2uil

M>BHU . Ilpomoxon
Huctunnuna: «3anmra TeXHOJIOTHIeCKo HH(popMaiy B xagpeoper No 3
aBTOMATHU3HMPOBAHHBIX CUCTEMaX YIPaBICHUS TEXHOJIOTNIECKUMHU pot I
- «16» dexabps

P 2020e.

1. OcHOBHBIE HOPMaTHBHO-TIPABOBHIE aKTHI B 00JIAaCTH WH(GOPMAITMOHHON U (PYHKIIMOHAIEHOM

6e3onacnoctu ACY TIL

2. Haznauenwne u cogepxanue cnenuduranmu TpedboBanuii o 6e3omnacHoctd (SRS) n mpoekra
apxuTekTypsl cucteMsl (SAD) ACY TIL

3. PaccunraTh mokazarenu GyHKIIMOHAILHOW 0€30MacHOCTH U HaJEKHOCTH AJISl OHOTO U3
NpeIIOKEHHBIX npenoaaBaTeneM koMmnoneHToB ACY TII.

IIpoueaypa nposenenus

VCTHBI 3K3aMEH C [PAKTUYECKOM TMHMCBMEHHOM YacThbl0 HA JIMCTaX YCTAHOBIIEHHOIO

aJMUHUCTpaIuen odpasma

L. Ilepeuenv Komnemenyuit/uHOUKaAmMOpPo8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbHANO8
0CGOCHUA OUCUUNIUHDL

1. Komnerenuust/Muaukarop: [1K-2.1nx-» YcTaHaBimBaeT U HaCTpanuBaeT CPEACTBA 3AMIUTHI
nH(pOpMaIlK B aBTOMAaTU3HPOBAHHBIX CHCTEMaX

Bonpocsl, 3aganus
1.0Onucare Ha3HaueHHEe U QpyHKIHMOHANbHbIE BO3MOXHOCTH SCADA-cucreM. Oneparuy,
JIOCTYIHBIE OIIepaTUBHOMY IepcoHany, yepe3 uurepdeiic SCADA-cucTembl
2.J1aTh XapakTepUCTUKY MOPSJIKa paOOTHl U OOHOBJIEHUS IPOTPAMMHOI0 O0ECTIEYeHUS
komnoHeHToB ACY TII u antuBupycHoro nporpammuaoro odecneuenus B KCY TII
3.CpopmupoBats nepedeHb TexHUK aTak Ha SCADA-cuctemblr ACY TII Ha ocHOBE MaTpUIIbI
MITRE ATT&CK
4.0Onucatp TpeboBanus k obecneuenuto 0ezonacnoctu ACY TII, npencraBneHHbix B @3 Ne
187 u Ilpukaze ®CTIK Poccun Ne 239
5.CcopmMupoBaTh nepeyeHb BApMaHTOB peau3aliy TpeOOBaHUHM K MEepaM 3aIIUThI
uHpopmanuu B ACY TII B coorBercTBuu ¢ Ipukazom Ne 31 ®CTIK Poccun
6./1aTb XapaKTEpUCTUKY Pa3IU4YUM IIPUHIMIIAM [TOCTPOECHHUSI BBIYUCIUTENBHBIX ceTeil B ACY
TII aexTpuUdecKoi MOACTAaHIIMU B 3aBUCUMOCTH OT MIPUMEHSEMOT0 Ha 00BbEKTE THIIA
ApPXUTEKTYpPBI
7.CpopmupoBaTh NOPSAIOK MPUMEHEHHS] OPraHU3alMOHHBIX U TEXHUUYECKUX PEHICHUH 110
CEerMeHTAaINH JIOKaIbHOU BeIUMCINTEILHOM ceTu ACY TII
8.CopmupoBaTh NPUHIUIIBI TPUMEHEHUS CUCTEMbI OOHAPYKEHUSI BTOP’KEHUHN Ha IIMHAX
CTaHIIMH, YIIPABJICHUS U JeMIIINTapu30BaHHOM 30HbI B ACY TII
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MarepuaJsl 1JI1 NIPOBEPKHU OCTATOYHBIX 3HAHUM

1.1.

OnumuTe 00IIyI0 CTPYKTYPY U KOMIOHEHTHI TUTTOBOM KCVY
OTBeTHI:

JleneHue cucTeMbl HA KOMITIOHEHTBI CIIEAYET MTPOU3BOANUTH HCXO U3 (DYHKITMOHAIBHBIX 3a/1a4
TEXHOJIOTUYECKOTO MPOLECCa, OTPACICBOM MPUHAICKHOCTH, a TAK)KE HAUBBICIIETO rpuda
obpabateiBacmoii B KCY unpopmarmm

2.2.

Bepusriit otBet: B nmpousBonctBerHbix ACY TII cuctembl 0OBIYHO CTPOSTCS 110
TpexXypoBHEBOMY NpuHIMNY. HwxHUN ypoBeHb (mosieBoii ypoBens, field) ACY TII
MPEACTABIISIET COOO0M pa3IMUHbIE JATYUKH (CEHCOPHI) U UCIIOJIHUTEIIbHBIC MEXaHU3MBI.
Cpennuii ypoBeHb (YpOBEHb KOHTPOJIEPOB) COCTOUT U3 MPOTPAMMUPYEMBIX JIOTHYECKHUX
koHTposuiepos (IIJIK, B anrnosssranoi sureparype - PLC). OH kak pa3 npuHUMaeT
TI0JIEBBIEC JAHHBIE U BbIIA€T KOMAH/IbI YIIPABJICHUS Ha HUKHUN YPOBEHb. Y IIPaBJICHUE B
[TJIK ocymiecTBisieTcs o 3apaHee pa3padoTaHHOMY aITOPUTMY, KOTOPBIH HCIIOTHSACTCS
LIUKINYEeCKH (IIpHeM TaHHBIX — 00paboTKa — BblJaua yrnpaBisIloIIMX KoMaHa). Bepxuuit
YPOBEHB - 3TO YPOBEHb BU3YyAJIU3alMU, JUCIIETUYEpU3aMi (MOHUTOPUHIA) U cOopa
naHHbIX. Ha 3TOM ypoBHe 3a/1eliCTBOBaH 4e€l0OBEK, T.€. oneparop (aucnerdep). Eciau on
OCYILIECTBIISIET KOHTPOJIb JIOKAJILHOTO arperara (MaliuHbl), TO JUIsl €r0 OCYIIECTBICHUS
HCIIOJIb3YETCsI TaK Ha3bIBaEMbIH yesioBeKo-MainnHHbIi natepdeiic (HMI, Human-Machine
Interface). Eciiu onepatop ocyIiecTBiIsieT KOHTPOIb 32 pacipeiesIeHHON CUCTEMO
MallliH, MEXaHU3MOB U arperaTos, TO JUIsl TAKUX JAUCIIETYEPCKUX CUCTEM YacTO IPUMEHUM
tepmut SCADA (Supervisory Control And Data Acqusition - gucrierdyepckoe yrpaBiieHHE
u cOop JaHHBIX, aHIIL.) B o0oux ciydasx Bepxuuit yposenb ACY TII obecnieunBaet coop,
a TaKoKe apXuBaluio BakHeHmux AanHbix oT [IJIK, ux Bu3yanusamnuto, T.€. HariasAHoe (B
BUJIE MHEMOCXEM, YaCTO aHUMHUPOBAHHBIX ) MPEICTABICHUE HAa SKPAHE CYIIECTBO U
IapaMeTpsl IPOUCXOSAIIETO MPoLiecca.

Kak pacnpenensitorcst orkassl Mmexay komrnoneHtamu KCY?

OTBeTHI:

OTKa3bl CUCTEMBI HEPA3PBIBHO CBS3aHbI C IOHATUEM “‘HAJEKHOCTH W TPAKTYIOTCS B
OTHOLIEHUH OTKa30yCTOMUMBOCTH 00BEKTA K TEXHOTEHHBIM U MH(POPMAIIMOHHBIM yIpo3aM

Bepusliit otBet: CpenHsis HapaboTKa MEX1y 0TKa3aMH — MaTeMaTHYECKOe OKUIaHue
HapaOOTKU 00BEKTa OT OKOHYaHUSI BOCCTAHOBIIEHUS €r0 pad0TOCIIOCOOHOTO COCTOSIHUS
rocje 0TKa3a JI0 BO3HUKHOBEHUS CIIEAYIOIIEro OTKa3a. Beuucnsercs kak OTHOLIEHHE
CyMMapHOI HapaOOTKN 00bEKTa MEXKAY OTKa3aMH 32 paCCMaTPUBAEMBIN TIEPUO]T K YUCITY
OTKAa30B 3a TOT ke NneproA. Teopus HaIE&KHOCTU NpEAoNaraeT cleaykolne 4eThipe
OCHOBHBIX fonymieHus: OTka3 paccMaTpUBaeTCs Kak ciaydaiiHoe coobitue. [Tprmanabl
OTKAa30B, COOTHOILIEHUS MEX/y OTKa3aMH (3a UCKIIIOYEHHUEM TOT'0, YTO BEPOSITHOCTh OTKA3a
ecTb QYHKIIMS BpeMeHH) 3a/1at0Tcs pyHKUuen pacnpeneneHus. HXeHepHbI Moaxoa K
Ha/IEKHOCTH pacCMaTpUBAET BEPOSATHOCTh 0€30TKa3HON pabOThI KaK OLIEHKY Ha
OTIpeIeIEHHOM CTaTUCTHYECKOM JIOBEPUTEIEHOM ypoBHE. Ha&XHOCTh CHCTEMBI TECHO
CBsI3aHa C NIOHATUEM «3a/1aHHas (PYHKIUSA CUCTEMbI». B OCHOBHOM, paccMaTpuBaeTcs
pexuM paboTsl 6e3 0Tka30B. OTHAKO, €CIIM B OTAETBHBIX YaCTAX CUCTEMBI HET OTKA30B, HO
crcTeMa B LIEJIOM HE BBIMOJIHACT 3aJaHHBIX (DYHKIIUH, TO 3TO OTHOCUTCS K TEXHUUECKUM
TpeOOBAaHUSAM K CHCTEME, a HE K TTOKa3aTess M Haa&KHOCTH. Hané€KHOCTh CHCTEMBI MOKET
paccMaTpUBaThCs Ha ONpEeIEHHOM OTpe3Ke BpeMeHU. Ha mpakTuke 3To 03Ha4yaeT, 4yTo
CHCTEMa UMEET IIaHC (BEepOSTHOCTh) GYHKIIMOHUPOBATH ATO BpeMsi 0€3 0TKa30B.
XapakTepuCcTUKH (TOKa3aTeNn) HaAEKHOCTH rapaHTUPYIOT, YTO KOMIIOHEHTHI U
MaTepHalibl OYAYT COOTBETCTBOBATH TPEOOBAHMSAM Ha 3aJJaHHOM OTpPE3Ke BPEMEHH.
[TosToMy MHOTAA HAEKHOCTH B ITMPOKOM CMBICIIE CJIOBA O3HAYAET CBOMCTBO
«rapaHTOCTIOCOOHOCTH»| MCTOYHHK HE yka3aH 606 mgHeit]. B obmeM ciayuae Hag&XHOCTD
OTHOCHUTCS K MOHATHIO «HapaOOTKa», KOTOPOE B 3aBUCUMOCTHU OT Ha3HAUEHHs CUCTEMBI U
YCIIOBHIA €€ MPUMEHEHUS ONPEACIISeT MPOAODKUTETFHOCTh HITH 00BEM paboTHI.
Hapa6oTka MoxeT ObITh Kak HeMIPEpPhIBHOM BETMUMHOMN (ITPOAOKUTEILHOCT pabOThI B
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qacax, KUJIOMETPaxk Mpodera B MIIIAX MM KHJIOMETPAX U T. I1.), TaK U [EJIOYNCICHHON
BEJIMYMHOM (YMCII0 pabOUYnX ITUKIIOB, 3aITYCKOB, BEICTPEIIOB OPYXHS | T. 11.). CorjlacHo
OIIpEIENICHUIO, HAIEKHOCTh PACCMATPUBAETCS OTHOCUTENBHO 3aJJaHHBIX PEXKUMOB U
YCJIOBUM IPUMEHEHHS. DTO OrpaHUYEHUE HEOOXOAMMO, TaK KaK HEBO3MOXHO CO3/1aTh
CUCTEMY, KOTOpasi CIIOCOOHA pa0doTaTh B JIFOOBIX YCIOBUSIX. BHENTHUE yCIIOBUS
(YHKLIMOHMPOBAHUS CUCTEMBI 1OJIKHBI ObITh U3BECTHBI HA ATAIle POEKTUPOBAHMUSL.
Hanpumep, Mapcoxo co3naBasicst COBEPIICHHO Ui IPYTUX YCIOBUHM JKCILIyaTalluy, YeM
CeMEMHbIN aBTOMOOUIIb.

3.3. Kakue cymecTByroT THIBI 1 apxuTeKTyphl KCY? SIBnsitorcs mu oHN KuOeppu3nuecKuMu

cucreMamu?
OTtBeThI:

B oTBeTe Ha Bonpoc HEOOXOIUMO PACKPBITh MOHATHE KOMIIBIOTEPHOM CUCTEMBI YIIPaBJIECHUS U

KHOEPPU3NIECKUX CUCTEM
Bepuslit otBeT: KoMnbroTepHble CUCTEMBI YIPABICHUS OPA3AEIAIOTCSA Ha J1BA OCHOBHBIX
tuna: * KCY TexHo10rn4ecKuMu NporeccaMmy; ® KOMIbIOTEPHBIE CUCTEMBbI
OpraHU3alOHHO-?)KOHOMHUYECKOI'0 yIIpaBieHus. B ocHOBe Takoro feneHus aexaT 0ObeKT
yrpaBiieHus: U popma repeaadn nHpopMauu o0 ynpasisieMoM o0bekTe. [la, Tak kak
kubepdusnyeckue cucreMsl (Cyber-Physical System, CPS) npencrasistor codboit
CUCTEMBI, COCTOSAIIUE U3 PA3INYHBIX IPUPOAHBIX 0OBEKTOB, HICKYCCTBEHHBIX MOJICUCTEM U
YIPaBJIAIOLIMX KOHTPOJIEPOB, MO3BOJISAIONIMX MPEICTABUTh TaKoe 00pa30BaHUE KaK
€/IMHOE 11eJI0€

4.4. Onumure KJIacchl s KaXI0Tr0 U3 cymiecTByromux Tunos ACY.
OTtBeThI:

B otBete Ha Bonpoc He06Xx01uMO 1oKa3aTh CBsi3b ACY ¢ TEXHOJOTMUECKUM IPOLECCOM

IIPOM3BOJICTBA Ha MPEANIPUATUI
Bepusiii otBet: Paznuuatror ACY cnenyronux knaccos: * O 'AC —
o0IIerocy1apCcTBEHHAs aBTOMaTH3UPOBaHHAS cHcTeMa cOopa u 00paboTKK HHPOPMALTUU
11 y4deTa, INIaHUPOBAHUS M YIIPaBJIECHUS HAPOTHBIM XO35HCTBOM CTPAHBI B LIEJIOM.
[lepepabarbiBaeMas HHGOpPMAIUS 3/1€Ch HOCUT S3KOHOMHYECKHUH XapaKTep, IpuYeM
peleHue 3ajay MIaHUPOBAHUS YBSI3aHO C COLIMATIbHBIMM aCIIEKTaMU Pa3BUTHUS OOIECTBA.
Texunueckoit 6a3z0it OI'AC siBnsieTcst rocyJapCTBEHHAs CETh BRIYUCIUTEIbHBIX LIECHTPOB
(I'CBL), B3anMoeicTBYIOIIast ¢ €AMHON aBTOMAaTU3UPOBAHHOMN CUCTEMOI CBS3H CTPaHBI
(EACC); » OACY — oTpacneBasi aBTOMAaTU3UPOBAaHHAS CCTEMa YIPABJICHUs, 00bEKTOM
KOTOPO1 SIBJIIETCS ONpEENIEHHasl 0Tpacib HApOAHOIO X03sHicTBa cTpansl; * ACYII —
aBTOMATHU3MPOBAaHHAs CHCTEMA YIIPaBJICHUs MIPEANPUATHEM Ha OCHOBE IpuMeHeHuss OBM
Y DKOHOMHUKO-MAaTeMAaTUYECKUX METOJ/IOB JJIsl PELLIEHUSI OCHOBHBIX 3aja4
IIPOM3BOJICTBEHHO-X03s1iicTBeHHOM AesTenbHocTu. Llens ACVYII 3akimtouaercs B
o0ecreyeHnn HEYKIOHHOTO YBEIMUYEHHMSI BBITYCKa MPOIYKIIMU yTEM HENPEPbIBHOTO
MOBBILIEHUS TEXHUYECKOIO 51 OPraHU3aI[MIOHHOTO YPOBHS Mpon3BojcTBa; * ACYTII —
aBTOMATHU3MPOBaHHAs CUCTEMA YIIPABJIIEHUs TEXHOJIOTMYECKUM ITPOLIECCOM,
MpeiHa3HauYeHHas 1715 BRIpaOOTKU U pean3aluyl yIpaBIIsSomuX BO3AeHCTBUN Ha
TexHosiornueckuit 00bekT ynpasieHus (TOY) B cOOTBETCTBUHU C IPUHATHIM KpUTEPHUEM
ONTUMAIBHOCTH. 311ech TOY 0Ka3bIBaeTCs COBOKYIMMHOCTBIO TEXHOJIOTHYECKOTO
000pyZI0BaHUS U PEATM30BAHHOTO HA HEM IO COOTBETCTBYIOIIUM TEXHOJIOTHYECKUM
MHCTPYKLHUSM WIH perjlaMeHTaM TeXHOJOTHYECKOro Ipolecca Npou3BO/ICTBA.

5.5. Kakue Buapl puckoB Bo3HUKaOT B ACY, 1 KakoBa MPUPOAA KaKIOTO U3 TUX PUCKOB?
OtBerTsI:

Jl1s oTBETA Ha BOIPOC MOYKHO HCITIOJIB30BATh KAK KAUECTBEHHBIE TaK U KOJIUYECTBEHHBIE

METPUKH OLEHKH PUCKOB MH(OpPMALIMOHHON O€301MacCHOCTH
Bepuslit otBet: Pucku moryT ObITh cymiecTBeHHbI: 1. OctaHOBKa mpou3BoacTBa M3-3a
0OBIYHOTO MHU(POBATIBLINKA, 3aIYLIIEHHOIO B KOPIIOPAaTUBHYIO CE€Th aBTOIPOU3BOAUTENS
Honda c nenbto nosyueHust BHIKYIa, KOMIAHUH MPHUIUIOCH Ha IIeIbIN 1€Hb OCTAHOBUTD
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6.6.

MIPOU3BOJICTBO Ha HECKOJIbKUX 3aBojax. [locie Takoro BMemaTeaIbCTBa y KOMIAHUU YT
HEMaJIO CHJI, YTOOBI BEPHYTHCS K HOPMAJIbHOHN paboTe M 00eCTIeYnTh JalIbHEHIIee
MOJIHOIICHHOE ()YHKITMOHUPOBAHHUE TEXHOJIOTHUECKUX M OM3HEC-CUCTEM, a TAKXKe HE
JOMYCTUTh MOBTOPHOTO BTOpKeHUs. 2. Hapylienue TexHonornueckux mnpoieccoB B mae
2021 rona B pe3ynbpTaTe aTaku BUpyca-IuQpoBaibika Obi1a HapymeHa padora Colonial
Pipeline — xpyn#eiimiero B CIIIA nocraBinka Tormsa. M3-3a HEACILHOTO IPOCTOS
KOMITBIOTEPHBIX CUCTEM KOMITAHUH 3aKPbUIACH MMOJOBUHA 3alIPABOYHBIX CTAHIUH B
HECKOJIbKUX FOT0-BOCTOYHBIX IITATaX, BHIPOCIH ONTOBBIC 1IEHBI HA OEH3UH, BOSHUK
aKHOTaXXHbIN cripoc Ha TomuBo. B 2020 roay 3710 yMBIIITIEHHUKY TBITAINCh aTAKOBATh
CHUCTEMBI BOJIOCHAOKCHHS M OUYMCTKH BOJIbI B M3panne. A B ¢eBpane 2021 romga ogHOMY
XaKepy yAaIOCh OTYYUTh TOCTYI K CUCTEMaM BOJOOYHCTHBIX COOPYKCHHI B HEOOIBIIIOM
ropojae CIIA 1 u3MeHUTh XUMUYECKUN cocTaB BoAbl. 3. Hapymenne OusHec-niporieccoB B
despaiie 2020 roga B pe3ysbTaTe XakKepcKol aTaku XxopBarckas HeTsHas kommanus INA
HE MOTJIa BBICTABIIATH cYeTa-(haKkTypbl, PUKCUPOBATH UCIIOJIB30BAHUE KapT JOSIIbHOCTH,
BBIITYCKAaTh HOBBIC MOOMITLHBIC Baydephbl U IPUHUMATH OT KIIMEHTOB ILJIATY 32 TOILTUBO.
[IpuunHoil HapyieHUs: OU3HEC-TIPOLIECCOB CcTaja mporpamma-peiMorarens Clop,
3amu(poBaBINas JaHHBIC HA BHYTPEHHUX CepBepax KOMITaHUH.

Kak npumensiercs 8 KCY npunmun 3amuTsl B ri1youny amis odecneuenus Ub u ans

obecnieuenuss OB?

OTBETHI:

[l oTBeTa Ha BOIPOC HEOOXOAMMO AaTh ONPE/eNIEHNE TEPMUHA “‘3aIlUTa B INIyOUHY” U
BCIIOMHHTD CYTh NPUHIUIA “DIIETOHUPOBaHKE” U “paBHOMPOYHOCTH pyOexa”

7.7.

Bepusriit otet: [Ipuniun 3amuTsl B riryOuHy (TITyOOKO3IIETIOHUPOBAHHAS 3aIIUTa) JTOT
IPUHLUI 3aHUMAET 0c000€ MECTO Cpear OCHOBHBIX NMPUHLUIIOB 6e3omnacHocT ADC. OH
IIpeIoaraeT co3aHue psaa MocjieJ0BaTeIbHbIX YPOBHEN 3alUThI OT BEPOSITHBIX OT
TEXHUYECKHUX CPEJICTB U OIINOOK NepCOHaa, BKIOYasi: — yCTAHOBJICHHE
MOCJIeIOBATENbHBIX (PU3NYECKUX 0apbepoB Ha ITyTH PACIPOCTPAHEH PATHOAKTUBHBIX
IIPOJYKTOB B OKPYXKAIOLIYIO CPElY; —TOTOBHOCTb K IIPOBEACHUIO TEXHUUECKUX U
OpPraHMU3aIMOHHBIX MEPONPUATHN IO COXPAHEHHIO LIETOCTHOCTH U AP(HEKTUBHOCTH 3TUX
06apbepoB; —TOTOBHOCTH K MPOBEJICHUIO MEPOIIPUATHH 10 3alIUTe HACETICHUS U
OKpy’Kalolllel cpe/ibl B cIydae pa3pyleHus 0appepoB. B ocHOBe JaHHOTO NMpUHIMIIA
JISKUT YCTaHOBJIEHHUE Psijla IOCIIE0OBATENbHBIX (PU3NUECKUX OapbepoB (6apbepoB
0€30MacHOCTH), 00ECTIEUNBAIOIINX HAJIE)KHOE yepKaHUEe paJUOAKTUBHBIX BEILIECTB B
3aJJaHHbIX 00beMax WK rpaHunax coopyxenuit ADC (puc. 2.2). Cucrema 6aprepoB
BKJItOUaeT B ce0si: —TorMBHYI0 MaTpHIly (TOIUIMBHYIO TabneTky). —O0010uKy
TEIUIOBBIJEIAIONINX 3JIeMeHTOB. —Kopmyc peakTopa u rpaHuiibl 1—ro KOHTypa
TEIJIOHOCUTEIIS, BBITTOJIHEHHBIE U3 BHICOKOIIPOYHOM JIETUPOBAHHOMN CTAJIH.
PaanoakTHBHOCTH B MOMeNIeHUsAX 1—ro koHTypa B 108 pa3 MeHblIe paJu0aKTUBHOCTHU B
TOIUIMBHOM TabjeTke. — ['epMeTnyHOe orpaskIeHUE JIOKAIU3YIOIUX CUCTEM
6€30IacHOCTH, HallpHUMep, 3aLUIUTHYIO TepMO0O0IIOUKY, B KOTOPOH pa3MelaeTcs peakTop,
o0opynoBaHue 1 TpyOONpPOBO/IbI IEPBOT0 KOHTYpa. — bronoruueckyro 3amury.
OCHOBHBIM MaTepHajIoM OHOJIOTHYECKOH 3alUTHI CIyKaT OETOH, BOJIa U CEPIIEHTHHOBBIN
HIECOK.

Kakum o06pa3zom B3aumocsszansl Ub u ©b?

OtBerTsI:

Jlist oTBETa Ha BOIPOC HEOOXOAMMO BEPHO MIEPEBECTH HA PYCCKUH SA3bIK NoHATHSA "safety" u
“security”

Bepusliit otet: [1pu BeinmonHeHNH cepTUUKAIIMN HA COOTBETCTBHE TpeboBaHUsIM MOK
61508 x Tomy unu uaomy ypoBHio SIL (Safety Integrity Level), BaxHo
MIPOAEMOHCTPUPOBATH, YTO, BO-TIEPBBIX, B MPOAYKT 3aI0KEH HEOOXOIUMBIN U
JIOCTATOYHBIM MeXaHU3M obecrnieueHus: GyHKIMOHaIbHOM 6e3onacHocTH (PB), a, Bo-
BTOPBIX, YTO HEOOXOUMBII U JOCTaTOUHBIA HaOop MeTo10B obecnieuenus: Ob
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MPUMEHSIICS B TIpoliecce pa3padoTKu. MIcXos U3 3TOro, YCIOBHO pa3/IeIuM METOIbI
obecrieuenus b Ha TexHUUYECKHE U OpraHu3anuoHHbIe. MeTtoasl obecnieuenuss Ob
HaIIpaBJICHbI HA 3aLUTY OT CIy4YalHbIX OTKA30B allllapaTHBIX CPEJCTB, BbI3BAaHHBIX
(GU3NYECKUM CTapEHHUEM DJIEMEHTOB, a TAK)KE Ha 3allUTY OT CUCTEMAaTHYECKUX OTKa30B,
BBI3BAHHBIX HECOBEPIIEHCTBOM IIPOLIECCOB TPOEKTUPOBaHUS. [[0CKOIBKY B COBPEMEHHOM
mupe Ob HeMbICIMMO paccMaTpUBaTh B OTPHIBE OT MH(OPMAIIMOHHON 06€3011aCHOCTH
(MB), To meroabl obecnieuenuss @b Takxke, B OOIBIIMHCTBE CBOEM, 00ECIICUYUBAIOT U
3alIMTy OT KuOepaTak.

8.8. Kak pacnpenenstorcst ommnoOku npoektupoBanus KCY Mexay aTanamMu >KU3HEHHOTO

uKia?
OTtBeThI:

Jlns oTBETa HAa BONPOC HEOOXOIUMO JaTh KpaTKOE onucanue xu3neHHoro mukina ACY TII
Bepuslii otBet: [IBe OCHOBHBIE OIIMOKM IPU MPOESKTUPOBAHUH U TiporpaMmupoBannu ACY
11 000pyAoBaHus Takoro tumna. [lepsas ommnbdka — HENPaBUIbHOE POEKTHPOBAHHUE
PENeHON YacT! yIpaBJICHKs TJIaBHOIO NIPUBOJA WIA KPUTUYHOTO MexaHu3Ma. Bropas
omuOKa — HEJJOCTATOK MPOTPaMMBI B 4acTH 00paboTku ¢aTanbHbIX omuook ITJIK.

9.9. Kaxue Bp130BbI ¢ ToukH 3peHust Ub u @b co3gaer ObICTpHIIl poCT KOJIUYECTBA

IIOJIKJIFOUEHHBIX K UHTEPHETY yCTPOUCTB?
OTBeThI:

Jlns oTBeTa Ha BOIpOC HE0OXoAUMO oOpatuthes kK Moaenu yrpo3 @CTIKa mis KUU
Bepnpsrii otBet: Borpock o6ecnieuerust Ub ACYTII craHoBsiTcs Bee Oojiee akTyaaTbHBIMU
KaK B CBSI3U C POCTOM MHTepeca 3710-yMbIIeHHUKOB K ACYTII, Tak u B cBA3M C
passutueM camux ACYTII, Bkitouas: 1. poct norpeOHoctei nnterpanuun ACYTII B
e/lU-HYI0 KOPIOPATUBHYIO CUCTEMY, CBSI3aHHBIX, HAIPUMEP, CO COOPOM UCTOPHUUECKUX
JaHHBIX, MOHUTOPUHIOM co-cTosiHus ACY TII, nepenaueil npon3BoACTBEHHbIX
I1apa-MeTPOB, C CO3JaHUEM LICHTPOB YIIPABJIECHUS IIPOU3BOJ-CTBOM YPOBHSI 3aBOJA; 2.
nepenaya oocnyxuanus nHppactpykTypsl ACYTII Ha nHCOpC/ayTcopc, B TOM YHCIE C
BO3MO>KHOCTBIO yJIaJIEH-HOTO MOJKIYEHMs uepe3 Internet; 3. mocTeneHHbli epexon Ha
HCIOJIb30BaHNE CTaH-JapTHBIX IPOTOKOJIOB Ha 6a3e Ethernet Ha «HU3KOMY» ypoBHE
aBTOMartu3auuy; 4. pazsurue noaesoro yposHs ACYTII: noBblieHNE «MHTEITIEKTa
MIOJIEBBIX YCTPOMCTB, NCIOJIb30BAHKE Pa-IHOKaHaJla Ha [T0JIEBOM YPOBHE.

10.10. JInst kakuxX IpOMBIIIICHHBIX OTpaciel pa3paboTaHbl OTAeIbHbIE cTaHapThl 10 OB?
OTBeThI:

B oTBeTe HEOOXOMMO MEPEUUCITUTH HOPMATUBHO-TIPABOBBIE AKTHI B 00JIaCTH

(GyHKIIMOHAIBHON U MH(POPMAIIMOHHOMN 0€3011acHOCTH
Bepwnsiii otBeT: @enepanbubiii 3akoH 0T 21.11.1995 Nel70-03 «O6 ncnonb30BaHUN
aToMHOM sHepruny deaepanbhbiit 3aK0H 0T 21.07.1997 Nel16-D3 «O npoMbIIIIeHHON
0€30IaCHOCTH OTACHBIX MTPOU3BOICTBEHHBIX 00BEKTOB» DeiepabHbli 3aKOH OT
21.07.1997 Nel17-®3 «O 6e30naCHOCTH THAPOTEXHUYECKUX COOpYKEHUI» DenepanbHbIi
3akoH oT 09.02.2007 r. Ne16-®3 «O TpancnopTHOi 6e3omacHocTHY DenepanbHblil 3aK0H
o1 21.07.2011 1. Ne256-®3 «O 6e3onacHOCTH 00BEKTOB TOIUIMBHO-IHEPIeTHUECKOTO
KomIuiekcay denepanbHblil 3akoH oT 26.07.2017 Ne 187-d3 «O Ge3zonmacHocTH
KpUTHYECKON NHPOPMAITMOHHON HHPPACTPYKTYypbl PD»

II. Onucanue wikanvl oueHusanus

Ouyenka: 5
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku 6blnoJHeHus 3nanus: Paborta BBINOIHEHA B paMKax "TPOBUHYTOrO"
ypoBHsi. OTBETHI JaHBI BEPHO, YETKO CHOPMYINPOBAHHBIE OCOOCHHOCTH NMPAKTUYCCKUX PEIICHHI

Ouyenka: 4
Hudicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 60
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Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabora BeIIOTHEHA B paMKax "6a3oBoro"
ypOBHS. BONBIIMHCTBO OTBETOB JJaHbl BEPHO. B yacTu MaTepuana ecTh He3HAUUTEIbHbIE
HEJIOCTATK!

Ouenxa: 3
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 50
Onucanue xapaxmepucmuxu 6vlnoineHus 3Hanus: PaboTa BeINOJHEHA B paMKax "Moporosoro”
ypoBHsi. OCHOBHAsI 4acTh 33/IaHUs BHITIOJTHEHA BEPHO. HA BOMPOCHI YTIIIYOJIEHHOTO YPOBHS

111. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy

JI7151 OLIEHKU UCII0JIB3YETCsl TOJIBKO PE3YJIBTATHI IPOMEKYTOUYHOHN aTTeCTAlluU
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