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OHNEHOYHBIE MATEPHAJIBI PA3PABOTAUJI:

MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»

Ceefenua o Bragensue L3N M3aKn

Bnageney Kanrep W.B.
IIpenonaBarenb MaeArngrarop R5d33dfle-KapgerlV-059h09ee N.B. Kanrep
(1OIKHOCTB) (moxnuce) (pacuudpoBka
TTO/ITUCH)
COI'JTIACOBAHO:
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
PyKOBOI[HTeHB w A (EPQ,LLEHMS-I [s] Brﬂuennue uan man
00pa3oBaTebHOM Bragered Baporos OF.
IIPOTPAMMBI Vaermndvatop R90d76356-BaronovOR-7bfafd7e O.P. baponoB
(IOJDKHOCTD, YUeHas CTEHCHb, YICHOE (mozucs) (pacuudpoBka
3BaHHE) TIO/ITUCH)
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
w CeepeHuna o snagensue U3MN M3K
3aBeHyIOH-IHH Bnageney HeBckui A.HO. A.IO. o
BBINYCKAIOIIEH Kadeapbl MaeArngrarop RAbc65573-NevskyAY-0b6e493d Hesckuit
(IOJDKHOCTD, YUeHas CTENeHb, YICHOe (mozrucs) (pacmudpoBka
3BaHHE) TIO/ITUCH)



OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-4.3 cnocoGeH BBITIOJIHATH pa0OTHI 10 YCTAHOBKE, HACTPOIKE, aIMUHUCTPUPOBAHUIO,
00CITYKMBAHUIO U TIPOBEPKE pabOTOCTIOCOOHOCTH OTACTBHBIX MPOTPAMMHBIX, IPOTPAMMHO-
anmnapaTHbIX (B TOM 4Hcie KpUNTOTpadhuiecKiX) U TEXHUUYECKUX CPEJCTB 3alUTh HHPOpMAIH
ABTOMATU3UPOBAHHBIX CUCTEM

NJI-1 IIpuMeHsieT TUIIOBbIE IPOTrPAMMHBIE CPEACTBA PE3EPBUPOBAHNUS U BOCCTAHOBIICHUS

uH(pOpMaIIMK B aBTOMAaTU3HPOBAHHBIX CHCTEMaX

NJI-2 IIpumMensieT mporpaMMHbIe CpeCTBa oOecrieueHus: 6e30MacHOCTH JaHHBIX

2. OIIK-4.4 cnocobeH oCyIIeCTBIATh UArHOCTUKY U MOHUTOPUHT CUCTEM 3aILUThI
ABTOMAaTU3UPOBAHHBIX CUCTEM
NJI-1 Beimonasier 0OHapy)eHUE U UACHTHPUKAIIUIO UHITUICHTOB B MPOIIECCe IKCIUTyaTallun
ABTOMAaTU3UPOBAHHON CHCTEMBI
N/I-2 OuenuBaeT 3alIUIIIECHHOCTh ABTOMATU3UPOBAHHBIX CUCTEM C TTOMOIIBIO THITOBBIX
MPOTPaMMHBIX CPEJICTB

1 BKIIFOYACT:
JJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

Popma peanmsanuu: ITncemenHas pabora

. Konrponsnoe meponpusarue Ne 1 (KonTtpossHas paboTa)
. Koutponbsaoe meponpusitie Ne 2 (KontponsHas padota)
. Konrponsnoe meponpusarue Ne 3 (KonTtposbHas pabota)
. Kontponsaoe meponpusrtue Ne 4 (KontposnbsHas pabota)
. Konrponsnoe meponpusarue Ne 5 (KontpossHas pabota)
. Koutponbsaoe meponpusitie Ne 6 (KontponsHas pabota)
. Konrponsnoe meponpusarue Ne 7 (KontpossHas pabota)
. Konrponbsaoe meponpusitie Ne 8 (KonTtponsHas padota)

01N N KW~

BPC aucuunjavHbl

6 cemecTp
Beca KOHTpOIbHBIX MeponpusiTuii, %
Paznen aucuuminHbl Mupexc KM- | KM- | KM- | KM-
ACIAHER KM: 1 | 2 | 3| 4
Cpox KM: 4 8 12 15
Beenenue
KonnenryanbHble OCHOBBI HH(OPMALIMOHHON O€301MaCHOCTH + +
OcHOBHBIE IOHATHS TPOrPaMMHO-AINAPaTHON 3alIUThI + +
uH(popMalun




O6ecneyeHne KOH(UICHIIMATLHOCTH A0CTyNa K HH(OopmaIu
CPEICTBAMU OIEPAIIMOHHBIX CUCTEM U MOJIb30BATEIHCKUX
MIPUITOKEHU I

Mexanu3msbl o0ecrieyeHnss KOHPHUISHIIMATILHOCTH JOCTYIa K

+ +
MH(POPMALIMU HA YPOBHE ONEPALMOHHBIX CUCTEM
Mexanu3msbl o0ecrieyeHnss KOHPHUISHIIMATILHOCTH OCTYIa K 4 4
MH(pOPMALIMU HA YPOBHE NPUIIOKEHUI
[TporpamMHoO-annapaTHbIE CpeICTBA KpUNTOIpadhUIECKOM 3alUThI + +
uHpopManun
Obecneuenme KoHpUACHIMATEHOCTH HH(popMarmu B [P-ceTsix + +
Obecneuenne LEeIOCTHOCTH HH(POPMALIUHU C TOMOIIIBIO
IPOrPaMMHBIX U alllapaTHBIX CPEICTB
Tepmunonorus pesepupoBanus. OnepaTuBHOE U aBTOHOMHOE
pe3epBupoBanue. Tumel pezepsupoBanusi. Buasl RAID-maccuBoB. + +
Hcxonnbie Tunel RAID-maccuBoB. RAID-koHTpOoiepsl. OCHOBBI
pe3epBUpOBaHUs JaHHbIX. BapuaHThl pe3epBUpOBaHMS TaHHBIX
Obecneuenue LEIOCTHOCTH IpU Tepeade HHPOPMALIUU 110 CETAM + +
KommiekcHble cucTeMbl 3aIuThl HHPOPMALUU
ObecneueHne aHTUBUPYCHOM 31U Thl UH()OPMALIMOHHBIX CUCTEM + +
[TpenotBpamienne yreuek nnpopmanuu (DLP) u yger pabouero + +
BpEMEHU
Cuctembl 0OHapYKEHUS U PEIOTBPAILEHUS BTOPKEHUN + +
Bec KM: | 25 25 25 25
7 ceMecTp
Beca KOHTPOJIBHBIX MEPONIPUATHI, %o
Pa3gen mucimmminHb! Hunexc KM- | KM- | KM- | KM-
KM: 5 6 7 8
Cpox KM: 4 8 12 15
ObecnieueHne 1OCTYIHOCTH HH(POPMAIIUU IPUMEHEHUEM CPEICTB
IIPOrpaMMHO-aINapaTHON 3alIUThl
ObecnieueHne TOCTYTHOCTH MH(OPMALIUU CPEICTBAMHU
OIEpallMOHHOM CUCTEMBI Y IIpaBJICHHE ITpaBaMH JIOCTyIa K pecypcaM
B ONIEPAIIMOHHBIX cucTeMax cemeiictBa MS Windows. YuetHbie + + + +
3alKCH M0JIb30BATENEH U TPYMIL. Y IPAaBIEHUE TOCTYIIOM U
r1106anbHbIMU NapameTpaMu. OCHOBHBIE CBEJIEHUS 00 YUETHBIX
3anucsx rpyni. OcHactka "JIokanpHbIe T0JIB30BATENN U rpyHb!"
O6paboTka nHGOpPMAIIHK HA PAOOUNX CTAHITUSAX M 0OCCIICUCHHE €€ + + + +
JOCTYITHOCTH
ObecnieueHne TOCTYTHOCTH HH(GOPMAIIUU B JIOKAJIbHBIX CETAX + + +
OcHOBBI Be0-0€301acHOCTH
[{enu aTtaku Ha BeO-pecypchl MPETPUITHS + + +
MeToab! 1 MHCTPYMEHTHI 3JI0yMBIIIUIEHHUKA JUIsl aTaku Ha BeO- + + +

pecypcsl




Knaccudukanus ceTeBbIX aTak.

Bec KM:

25

25

25

25

$O6m1as yacts/[1s1 MPOMEKYTOUHON aTTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIIUH pe3ysbTaTel  00y4eHMsI IO
JUCLUIUIMHE
OIIK-4.3 N-1lonk-4.3 [Ipumensier | 3HaTh: KonTponsaoe meponpusitue Ne 1 (KontposabsHas pabora)
TUIIOBbIE nporpamMMHblie | TUIIOBBIE IPOrpaMMHBIE U KontponsHoe mepomnpusitue Ne 2 (KonTtposibHas pabota)
CpEZCTBa PE3EPBUPOBAHMS U | IPOrPAMMHO-AIIIAPATHHIE KonTponsaoe meponpusitue Ne 3 (KontposapHas pabora)
BOCCTaHOBJICHHUS cpeactsa pesepBupoBanusd U | KontponsHoe mepornpusitue Ne 4 (KontposibHas paboTa)
uHpOpMaLUN B | BOCCTaHOBJICHUS
aBTOMAaTU3UPOBAHHbIX uHpopmanuu B
cucTemax aBTOMATU3HPOBAHHBIX
cucremMax
YMers:

IIpoBOAUTH YCTAaHOBKY U
HaCTPOMKY MPOTPaMMHBIX U
IIPOrpaMMHO-ANIapaTHbIX
CPEICTBA PE3EPBUPOBAHUA U

BOCCTAHOBJICHUS
nH(popmManuy B
aBTOMaTH3UPOBAHHBIX
CUCTEMax
OIIK-4.3 N-20mx-4.3 IIpumensier | 3HaTh: KontponsHoe mepomnpustue Ne 3 (KontposbHas pabota)
MPOTpaMMHBIE cpenctBa | OcoOEHHOCTH MPOBEACHUS Kontponbsaoe meponpusitue Ne 4 (KontposbHas padoTta)
oOecrieyeHns 0€30MaCHOCTH | pabOT MO YCTaHOBKE, KontponsHoe mepornpusitue Ne 6 (KonTponbHas pabota)
JTAHHBIX HacCTpoOUKe, Kontponbsroe meponpusitue Ne 7 (KonrponbHas padoTta)
aJMUHUCTPUPOBAHHUIO, Kontponsaoe mepornpustue Ne 8 (Kontponbhas pabota)
00CITyKUBaHUIO U TIPOBEPKE
paboTocmnocoOHOCTH

IIpOorpaMMHO-aIIapaTHbIX U




TEXHUYECKUX CPEICTB
3aIuThl HHQOPMAIUHU B
ABTOMATHU3HPOBAHHBIX
cHCcTEMax

YMeTs:

[IpuMeHsTh TUIIOBBIC
MIPOrpaMMHO-AIaPATHBIE
CpelCTBa 3aIIUThI
nHpopManuy B
ABTOMAaTU3UPOBAHHBIX
cucTeMax M 0a3ax JaHHBIX

OIIK-4.4 U -1onk-4.4 Boinonnser | 3HaTh: KonTponsaoe meponpustue Ne 5 (KontponbsHas padora)
oOHapyXeHHe 1 | CnocoObr 0OOHApYKEHUS U
UIECHTU(DUKAITUIO HJeHTU(DUKAITIN
WHIMJIECHTOB B ITIpoIecce | MHIUICHTOB
9KCIUTyaTaluu UH(pOPMAaLMOHHOM
ABTOMATH3UPOBAHHOM 0€30M1acCHOCTH B IIpoliecce
CHUCTEMBI 9KCIUTyaTallH
ABTOMAaTU3MPOBAHHON
CHCTEMBI
YMers:
AJMHUHUCTPUPOBATH
CUCTEMbI OOHApYKEHUS U
UICHTHPUKAITUT
WHIMICHTOB
MH(pOPMAaIMOHHOM
0€301MacHOCTH B Ipoliecce
HKCIUTyaTaIH
aBTOMAaTU3MPOBAHHON
CHCTEMBI
OIIK-4.4 N/1-20nk-4.4 OnenuBaer | 3HaTh: KonTpoasnoe meponpusitue Ne 1 (KontponbsHas pabora)
3aIUILEHHOCTD CriocoObI oCyIIeCTBICHUS KontponsHoe mepornpustue Ne 2 (Kontposbnas pabota)
aBTOMATU3UPOBAHHBIX JTMATHOCTHKHA U Kontponbsaoe meponpusitue Ne 6 (KonrponbHas padota)




CHCTEM
THUTIOBBIX
CpEICTB

C

IIOMOUIBIO
POrPaMMHBIX

MOHHUTOPHHTA CHCTEM
3aIUTHI
ABTOMATHU3HPOBAHHBIX
CHCTEM

YMers:

BEIMONHATE OLIeHKY
3aIUIICHHOCTH
nH(popManuu,
UICHTH(PUKAIUIO U
JMKBUIALNIO MHIIUJCHTOB
MH(POPMAIIMOHHOM
0€30MacHOCTH B TIPOIIecCce
IKCILTyaTaruu
aBTOMAaTH3UPOBAHHBIX
CUCTEM

KonTtponsaoe mepornpustue Ne 7 (Kontposbnas pabota)
Kontponbaoe meponpustue Ne 8 (KonrpospHas padoTta)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
6 cemecTp

KM-1. Kontposabnoe meponpusitue Ne 1

®opmbl peanauzanuu: [luceMennas padora

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJIBLHOIO MeponpuaTHsA: [IMCEMEHHBIM OTBET Ha BOIPOCHI
KOHTPOJIBHOI'O MEPOIIPUATHUSA, BBIIOJIHAEMBIA Ha JIMCTaX YCTAHOBJIECHHOIO aJMHWHHUCTpALMEH

dbopmara

KpaTKOC CoA€cpiKaHMuE 3alaHUA:

JlaiiTe mucbMEHHBIM OTBET Ha 6 BOIIPOCOB.

OpauH U3 1ByX BapHaHTOB KOHTPOJIBHOTO MEPOIIPUATHS BBIOUPAETCS IO KPUTEPHUIO:
HE4YETHBIE HOMepa 1o cnucky xkypHaina BACP - 1 BapuanT, yéTHble HOMEpa - 2 BApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTth: TunoBble MpOrpaMMHBIE U 1. KontponbHoe Mmeponpustrie Ne 1 mo qucuuninse
MPOTPAMMHO-AIIAPATHBIC [IporpamMHoO-anmapaTHbie CpeICTBA 3AIMUTHI
CpeACTBA  pPE3EpBUPOBAHUA U nHdopManuu
BOCCTaHOBJICHHA HH(pOpMauy B N Bapuant 2 Bapuant
ABTOMAaTU3UPOBAHHBIX CUCTEMAX n/n

OCHOBHBIE IOHATHUSA U

onpezencHus B chepe [IporpamMmHo-

1 MH()OpPMALTMOHHOM armaparHas 3aIuTa
0e30macHOCTH. YTPO3bl MH(OPMALIH.
urdopmaru. Meto bt OCHOBHBIE TTOHATHS
3aIIUThl HHPOPMALIUH

Uro oTHOCHTCA K
YTO OTHOCHUTCS K OCHOBHBIM | OCHOBHBIM

2 | ammapaTHbBIM CPEICTBaM POrpaMMHBIM

3amuThl HpOopManuu? CpE/ICTBaM 3alIHUThI
nHbOpMaIuu?

KaxoBbI 0OCHOBHBIE KakoBbI ocHOBHBIE

NperMYIIeCTBA HEJIOCTATKH

3 | mpuMeHeHHs NPOrpaMMHBIX | IPUMEHEHUS
CPEJICTB 3aIlUThI HPOrPaMMHBIX CPEJICTB
uHpopMaluu? 3alUThl HHPOpMaIuu?
MexaHU3MBbI yIpaBIeHHs
JOCTYIIOM 1 Opraam3arus 5

XpaHEHHs TTapoJiei B

4 ay.TeHTH(bHKaHHH oc OC Microsoft

Windows. Ys3BumocTa .
Windows. baza SAM,
noctyna k OC MS
Windows ee XapaKTepUCTHKA.
Opraam3anus
Mudpyromas daitnosas XpaHEHUs napoiei B

5 cuctema (EFS). OC Microsoft

Texuonorus mudposanus. | Windows, Linux u
MacOS.
YMers: BrnonaHsaTe OLICHKY 1.




3alIUIICHHOCTH uHbopManuu, IIpoBectn ananus IMpoBecTn ananmu3
UACHTU(DHUKAIIMIO ¥ JTHUKBUIAIUIO 6 yszumocteir OC Windows | ys3sumocteii OC Ubuntu
WHIIUJICHTOB MH(POPMALOHHOM 10 3a 2021 rox mmo 6aze 3a 2021 rox mo Oaze
0e30macHOCTH B MPOIIECCE nanHbIx CVE annbix CVE
JKCILIyaTaluu

ABTOMAaTU3UPOBAHHBIX CUCTEM

Onucanne MKAJbI OIleHUBaHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WJIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapaxmepucmuxu evlnoinerus 3Hanus: OLeHKa "X0opouIo" BEICTaBISETCS €CIN
OOJIBIITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CITM 3aJIaHUE MMPEUMYILECTBEHHO BBITIOJHEHO

KM-2. KoutpoJsbHoe meponipusitue Ne 2

®opmbl peasuzanun: [TuceMennas padora

Tun koHTpOIBLHOr0 MeponpusaTus: KontponsHas pabora

Bec koutposabHoro meponpusitusi B BPC: 25

IIpouenypa npoBegeHMsi KOHTPOJHLHOr0 Meponpusitus: [IuCbMEHHBIH OTBET Ha BOMIPOCHI
KOHTPOJILHOTO MEPOIPHUATUSA, BBINOJIHAEMbI Ha JIMCTaX YCTAHOBJIEHHOIO aJMHHHUCTpALMEH
dbopmara

Kparkoe conepxanue 3agaHus:
JaiiTe mucbMEeHHBIN OTBET Ha 6 BOIIPOCOB.
OnuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BEIOUPAETCS MO KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3Harb: TunoBsle IporpaMMHbIE U 1.KoutponbsHoe Meponpusitie Ne 1 o guciuminye
MpOrpaMMHO-aIlapaTHbIE [IporpamMmHoO-anmapaTHsle CpeICTBa 3ALIUTHI
CpeicTBa  pE3EpBUPOBAHUSA U nHpopManuu
BOCCTAaHOBJIEHHUSI HH(OpMaLUU B Ne
(bopman 1 Bapuant 2 BapuaHTt
aBTOMAaTU3UPOBAHHBIX CUCTEMAX /i
VYerpoiictBa
KpUNTOrpaduaecKon
Haznauenue u npuHIUIBL 35 I/ITI)IpaiHI)IX
1 pabotsl [TIAK "Axkkopa- K;I;Txaﬁﬂ '
NT" u "Axkopa-AM/I3".
P A xapakrepuctuka [ICK3U
"Ilumka".
VYcrpolicTBa BBOJIa N
buomerpuueckuit
HUACHTU(PHUKALNOHHBIX
nmoctyt. O630p
2 MIPU3HAKOB,
OMOMETPUYECKUX
KJIacCU(pUKAIM, KpaTKas .
TEXHOJIOTHIA
XapaKTepUCTUKA
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IlomHOCTEIO
KOHTPOJINPYEMBIS
KOMITHIOTEPHBIE CUCTEMBL.
Artrectanusa KC.
IIporpammHas u
amnmapaTHas peaau3arys

Oo0ecrieuenue
0€30IacHOCTH XpaHEeHHUS
nmanubix B OC Microsoft
Windows. TexHosorus
TEHEBOT'O KOMTUPOBAHUS
JAHHBIX

¢ynkunit KC.

CyTbh 1 Ha3HAYCHUE piMeHeHIe

nporokona TCP/IP n HIE)OTOKOJ'IOB ceMeincTBa

UDP/IP B KOHTEKCTE

B KOHTERET TCP/IP B cepe

3aIUTHI .,

KOH(HICHIIHATEHOM MH(OPMAIIHOHHOH
oe3omacHoctu AC

nHpOopMaIun

B cooTBeTcTBUU C
tpeboBanusmu PCTOK
Poccun onpenenuts
TpeOOBaHMSI 11O 3aIIUTE
AC pekiaMHOro otaena
kommannu OOO "Pora u
Komnmwira",
oOpabaTsiBatomeit
MEePCOHANBHBIC TaHHBIC
rpaxaaH PO, B nemsax
pacchuIKu HH(pOpPMALIIT O
CKUJIOYHBIX aKIMSIX U
nHAX pacnpogax. B AC
MTOTIEPEMEHHO MOTYT
paboTaTh CienyroIme
COTPYTHUKHU:
PYKOBOAHTEIH
pPEeKIaMHOTO OTHeNa,
COTPYIHUK PEKJIaMHOTO
otjena, a Takke B AC
AMEIOT JOCTYII
CHUCTEMHBII
aJMHHUCTPATOP U
COTPYIHHKE CITy>KOBI
0e30racHOCTH.

B cootBeTcTBHM C
tpeboBanusiMu DCTIK
Poccuu onpenenutsb
TpeOOBaHMSI 110 3aIIUTE
AC pexxumHo-
CEKpPETHOTO
roipa3esieHus
kommanuu OO0
"Pomarka",
oOpabaTsIBaromeit
CEKpETHBIC JaHHBIE
TPEThEN KaTeropuu, B
nessix (POpMUPOBAHUS
OTUETHOI
JIOKyMEHTAITUH TI0
pe3yibratam ayauta b
Y IPOBEACHUS
aTTECTAITMOHHBIX
ucneiTannii. B AC
MTOTIEPEMEHHO MOTYT
paboTaTh ClenyroIIme
COTPY/JHHKU: BCE
COTPYIHUKH (OKOIIO 3
YEJIOBEK)
aTTECTAIMOHHOTO
oTHeNa, COTPYIHUK
otnena ayauta Ub,
PYKOBOJHUTEIH
aTTECTAIMOHHOTO
OT/IeNa, HauaIbHHUK
PEXUMHO-CEKPETHOTO
ToApa3AeIeHUs U
CHUCTEMHBII
AJIMHHUACTPATOP.

YMers: BrimonnsaTe OLICHKY
3aIIMILEHHOCTH uHpOpMaINH,
UACHTUDUKAIMIO U JIMKBUIAIUIO
VHIIUJICHTOB MH(POPMALIMOHHOM
0e30I1aCHOCTH B ponecce
JKCILTyaTaluu
ABTOMAaTU3UPOBAHHBIX CUCTEM

IIponeMoHCTpUpPOBATh
HAaCTPOUKY CUCTEMBI
3amuthl oT HCJ] ¢
KCII0JIb30BaHHEM
Bo3MoskHOocTel [TAK
"Akkopa-NT", a uMeHHO:

®  B/NIOKMPOBKY CbEMHbIX

HocuTenewn

IIponemoHCcTpUpOBaTH
Hactpoiiky [ICK3U1
"[unka", a IMEHHO:

e WndpoBaHue
co34aHHOro
CTYAEHTOM Ha
pabouem cTtone
daiina MS Word;
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MHpopmaunu; ®  3J/IEKTPOHHYIO
e 6n0okuposky CD/DVD- noanucb
OVCKOB. CO34aHHOro
CTYLEHTOM Ha
pabouyem cTone
daiina MS Word.

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuxu 6vlnoineHus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIECTCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WIIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnonnenus 3Hanus: OueHKa "Xopouo" BEICTaBIsAETCS €U
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUISI PEIICHUS 3a/1a9

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJ0oBIETBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJ]aHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

KM-3. KoutpoJsbHoe meponpusitue Ne 3

®opmbl peaquzanun: [TuceMennas padora

Tun koHTpOIBLHOrO MeponpusaTus: KonrponsHas padbora

Bec koutposabHoro meponpusitusi B BPC: 25

IIpouenypa npoBegeHMsi KOHTPOJHLHOr0 Meponpusitus: [IuCbMEHHBIH OTBET Ha BOMPOCHI
KOHTPOJIBHOTO MEPOIPHUATUSA, BBINOJIHAEMbI Ha JIMCTaX YCTAHOBJIEHHOIO aJMHHHUCTpALMEH
dbopmara

Kpatkoe conepxxanue 3agaHus:
JaiiTe mucbMEeHHBIN OTBET Ha 6 BOIIPOCOB.
OnuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BEIOUPAETCS IO KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy >xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHBIC BONIPOCHI/3aJaHHA:

3Hatb: OCOOEHHOCTH MPOBEIEHUS 1.KoutpoasHoe Meponpusitue Ne 1 o quciumninHe
paboT 1O YCTaHOBKE, HACTpOMKe, [IporpamMmHoO-anmnapaTHbI€ CPe/ICTBA 3aIUTHI
aJIMIUHUCTPUPOBAHHUIO, uHpOpMaIN

OOCIIy’)KMUBaHHIO M TIPOBEpKe Neo | Bapuant 2 Bapuant
paboTOCIIOCOOHOCTH TPOrPaMMHO- /1

arrapaTHbIX 51 TEXHUYECKHUX Kaxim o6pasom

Kaxum o6pazom paboTaroT
VPN certu 1o npoToKoIy
Layer 2 Tunneling
Protocol (L2TP)?

CPEICTB 3alllUThl MHPOpMAIUU B paborator VPN cetn 1o

ABTOMATU3MPOBAHHBIX CUCTEMAX 1 | mporokony Point to
Point Tunneling Protocol

(PPTP)?
JIUIst Kakux 1eneu u
KakuM o0pazom

JI1st KaKkuX mened 1 KaKuM

2 00pa3oM MpUMEHSIOTCS
NPUMEHSIOTCS IPsec?
npotokoisl SSL U TLS? TPOTOKO

3 [Tepeuncnure 6a30BBIC Ornumure
pasperieHusl, (YHKIIMOHAJIBHBIC
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NpUMEHUMBIE K aiilaM | BO3MOXKHOCTH H LEINb
Y TIalTKaM Ha TOMax ¢ npuMeHeHus Microsoft
(halIoBOM CHCTEMBI Management Console
NTFS (MMC)
s pemieHust Kakux
3a7a4 MOXKET Jis perieHust Kakux
4 MPUMEHSTHCS OCHACTKA | 3a7a4 MOXKET
"JlokanbHbIC MPUMEHSTHCS OCHACTKA
MOJIE30BATENN U "['pynmoBsie OTUTHKA"?
rpynnst"?
Kakum ob6pazom MoxeT
OBITH MPOU3BEACHA
o [epeuncnute nprueMbl s
OTMEHa JeUCTBUS
5 00Xx0/1a TPYMHOBBIX
TPYINOBBIX MOJUTHK Ha .
nonutuk B Windows
JIOKaJIbHOM KOMTIBIOTEpE
B Windows?
VYMmers: IIpoBOIUTE YCTAaHOBKY U 1.
HaCTPOMKY NIpOrpaMMHBIX u [TponemoHCTpUpPOBATH
MIPOTrpaMMHO-aNIIapaTHRIX HacTpoiiky VPN-kanana ¢ | IIponeMoHCTpHpOBATh
cpeacrsa pE3EpPBUPOBAHUSA u 6 HUCIIOJIB30BaHUEM HaCTpOﬁKy VPN-kanana ¢
BOCCTAHOBJICHHS HMH(OPMALMH B BCTPOCHHBIX B oC UCII0JIb30BAaHUEM
ABTOMATH3MPOBAHHbBIX CHCTEMAX Wlndowvs NIPOrPaMMHBIX texHonoruu OpenVPN
pereHui
Onuncanue MIKAJIbI OCHUBAHUS:
Oyenka: 5

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnoanenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITIOITHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu 6vinonneHus snanua: OueHKa "Xopoo" BBICTABIIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus sanus: OueHkKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS

€CJIM 3aJaHNEC NPECUMYIICCTBCHHO BBIITIOJIHECHO

KM-4. KoutposabHoe meponipusitue Ne 4

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHOro Meponpusitusi: KontponsHas padora
Bec konTposbHOro meponpusitusi B BPC: 25

IIpoueaypa mnpoBeaeHHMs KOHTPOJBHOrO MeponpusATHsA: IIMCBEMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEPOIPHUATHUSA, BBIINOIHAEMBI Ha JMCTaX YCTAHOBIEHHOI'O aJMHHHMCTpPAlUEH

¢dopmara

Kpartkoe cogep:xxanue 3aganus:
JaiiTe nucbMeHHBIN OTBET Ha 6 BOIIPOCOB.

OpauH U3 1ByX BapHaHTOB KOHTPOJIBHOTO MEPOIIPHUATHS BBIOUPAETCS IO KPUTEPHUIO:
He4y€THbIE HoMepa 1o cnucKy >xypHana BACP - 1 BapuaHT, uéTHble HOMEpa - 2 BapUaHT.

KoHTpoJibHbIe BONIpochl/3ajaHuA:

13




3HaTh: OCOOEHHOCTH MPOBEACHUS
paboT MO YCTaHOBKE, HACTPOMKE,

1.KoutponsHoe Meponpusitie Ne 1 1o qucuurimHe
IIporpamMMHO-anmnapaTHble CPEACTBA 3ALUTHI

aIMAHUCTPUPOBAHUIO, nHpopmauu
00CIy’)KMBaHUIO U TPOBEpPKE No
y POBCP 1 Bapuant 2 BapuanTt
paboTOCIIOCOOHOCTH TTPOrPAMMHO- /o
anmapaTHbIX u TEXHUYECKUX ITonsaTue 1 TUNBI CucTeMbl aHaIM3a
CPeACTB 3amuThl MHGOPMALMH B pe3epBUPOBAHMS IAHHBIX. | 3AIIAIICHHOCTH.
ABTOMATM3HPOBAHHBIX CUCTEMAX 1 | Ompenenenne RAID, Ilpunuumst paboTst
ocHoBHbIE TUIIEI RAID- CHCTEM aHaIu3a
MacCHBOB H UX 3aIUIIEHHOCTH.
XapaKTEePUCTHKH. [Ipumeps1 peann3arum.
BupTryanbHbie yacTHBIC MexaHu3Mbl OJTOKHPOBKH
cetu (VPN). [Iporokonsl, | pabodeli cTaHuu HA
5 ucnonb3dyemoie B VPN, armnapaTHOM ypOBHE.
WX OCHOBHEIE JoBepeHHas 3arpyska.
XapaKTePUCTUKH. Orarbl JOBEPECHHON
[Tpumeps1 peann3arum. 3arpy3KH.
MeskceTeBble 3KpaHBbI.
MexkceTeBble 3KpaHBI.
Kpurepunu Bp10Opa
THIIBI MEKCETEBBIX
MEKCETEBbIX YKPAHOB.
3 aKkpaHoB. PazpaboTka
OcHoBHEBIE TpeOOBaHUS
MIPaBUJI AJIS1 MEKCETEBOTO
PETYIATOPOB K
JKpaHa.
MEKCETEBBIM dKpaHaM.
3amura uaGOpMAaIuu
OCHOBBI ynpaBieHUs Hl bopwar
IIpH TIepeiave mo
AJNIEKTPONUTAHUEM
o BBIUMCIIUTEIBHBIM CETSIM.
4 pabounx cTaHIUH 1
3amnuiieHHele
cepsepos. Kpurepuu MPOTOKOJIbI IIEpeavn
BeIOOpa UBII. P P
JTAHHBIX.
Kontpomns nienocTHOCTH
TexHosorus
N uHopmaiur. OCHOBHBIE
5 0ecrpoBOJIHOM Mepeaayn
Metotel. [Tpumepst
JIAHHBIX, €€ 3aluTa
peanu3anuy.
Ywmere: 1IpoBoaUTE YCTaHOBKY U 1.
HaCTPOUKY MPOrPAMMHBIX u Ha crenne xadenpst Ha crenne xadenpst
IPOrpaMMHO-aIapaTHbIX MPOJEMOHCTPUPOBATh MPOJEMOHCTPUPOBATh
CpelcTBa  pe3epBUPOBAaHUA U peannsalnio peun pealn3alnio peua
BOCCTAHOBJICHUS WH(MOPMALHH B 6 | MaccuBa IaHHBIX 110 THITY | MacCHBA JAHHBIX 110 THITY
ABTOMATU3MPOBAHHKIX CHCTEMAX RAID-5 s RAID-0 s
MIPEIOKEHHOTO MIPEITIOKEHHOTO
MpETnoIaBaTeeM MIpPErno1aBaTeeM
JKECTKOT'O JUCKA JKECTKOT'O JIUCKA
OnucaHue MKAJbI OLlEeHUBAHUS :
Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu ebinonneHus snanus: OueHka "oTIMYHO" BBICTABIISAETCS €CIIU 3aJjaHNe
BBITIOJTHEHO B MOJTHOM 00BEME HIIH BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu vinoineHus snanus: OueHkKa "XopoIio" BEICTABISIETCS €CIH
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUIS PEIICHUS 3a]1a9

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50

14




Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHKa "y10BIETBOPUTENIBHO" BHICTABIIAETCS
€CIIM 3aJJaHue MPEUMYIIECTBEHHO BBITOJIHEHO

7 cemecTp

KM-5. KonrpoJsbHoe meponpusitue Ne 5

®opmbl peasuzanun: [TuceMennas padora
Tun KoHTpoIBHOr0 MeponpusaTus: KontponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

Hpouenypa NMPOBE€ACHUSA KOHTPOJBHOIO MEPOIIPUATHH: IIucbMeHHBIM OTBET Ha BOIIPOCHI
KOHTPOJIbHOI'O MCPOIIPHUATHA, BBIITOJIHSIEMBIH Ha JIMCTax YCTaHOBJICHHOI'O a,I[MI/IHI/ICTpaHHeﬁ

dbopmara

KpaTkoe conep:kanue 3a1aHusi:

JlaliTe MMCbMEHHBIN OTBET HA 5 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJBHOI'O MEPONPHUATHS BEIOUPAETCS 110 KPUTEPUIO:
Heuy€THbIe HoMepa 1o cnucKy >xypHaia BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3nate: CriocoObl OOHApYXKEHUS WU

UJICHTU(UKAIIN WHIIUJICHTOB
nH(pOpMAIIMOHHOM 0€3011aCHOCTH B
nporiecce AKCILTyaTaIH

aBTOMaTI/I3I/IpOBaHHOI7I CHUCTEMBI

BapHaHTaM pCaIn3yCMbIX
Ha HUX aTakKax

1.
Ne
1 Bapuant 2 BapuaHt
n/n
Jate onpenenenue
PanxxupoBaTh METOIBI U ARP spoofing'a.
WHCTPYMECHTBI YkazaTb HHCTPYMEHTHI,
1 37I0yMBIIUICHHUKA, WCTIONB3YyeMBbIe ISt
HaIpaBJiCHHBIE HA CETEBYIO | pean3alliy aTak THIIa
UHPPACTPYKTYPY ARP spoofing.
MPEIPUITHS [Mpennoxutsb
MEXaHHU3MBI 3aIIUTHI
Cdopmuposatb
PEKOMEHIAINH TI0
MPUMEHEHUIO CKaHEPOB
[IpennoxuTs
Oe3omacHoOCTH
KJ1accu(UKAIHIO
uHpopMmarH TPOSTHCKHX TPOTPaMM
2 cnenuanuctamu red u blue P pOrP
0 KaTeropuy BHJIA
KOMaHJI. YKa3aTb o
MpecTaBIsieMOn
n3BecTHBIe BaM ckaHepbl
. YTpO3bI
0e30MacHOCTH 10 TPEM
HaIpaBJIeHUSAM pabOTHI:
cetb, AC, BeO.
. aliTe XapaKTepUCTUK
Oxapakrepuzyiite A paxTep y
BapHaHTaM
OCHOBHBIE CIIOCOOBI N
MPOTUBOJICHCTBUS U
MIPOHUKHOBCHHMSI
3 HapyleHHs: padoThI
BPEIOHOCHBIX ITPOrPaMM
AHTHBHPYCHBIX
Ha kopriopaTuBHble AC
MPOTPaMMHBIX
MPEIPUITHS
MPOAYKTOB
JaiiTe onpenenexHue
B cootBercTBUU C
TYHHEJIMPOBAHHS, KaK
ypoBHsiMu Moaenu OSI
o Buga ataku Ha AC
4 JlaliTe XapaKTePUCTUKY

MPENNPUSITHS.
YKa)xute BapuaHThI
3aILIUTHI OT
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| | | TyHHEITMpOBaHHS |
YMmeTs: AJIMUHUCTPUPOBATH 1.
CUCTEMBI oOHapyXeHUs u YKkazaTh KaKUMHU JaHHBIMU [IpuBecTn npu3HaKu
u ,I[eHTI/I(i)I/IKaHI/II/I HHIIUJICHTOB 3JIOYMBIIIIJICHHUK MOKET HaJIn4us CHI/I(b(l)epa B
MH(pOPMALMOHHON 0€30IIACHOCTH B 5 | 33BIAZCTb B CCTH Ha KaX/IOM e€ | cetu. IIpuBectu
nporecce SKCIUTyaTaliy YPOBHE B COOTBETCTBUH C IIPUMEPBI OTKPBITOIO
ABTOMATH3UPOBAHHOI CHCTEMBI Mozenbio OSI mpu ycnenrHom I1O st 3amIUTEI CETH

ucnosib3oBanuu caudepa ot cHuddepos

Onucanne MKAJbI OIlEHUBAHUS

Ouyenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJTHEHO B MTOJIHOM 00'bEME WIIH BBITIOJTHEHO MMPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evlnonenus 3Hanus: OueHkKa "Xopouo" BEICTABISAETCS €CIU
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUISI PEIICHUS 3a/1a9

Oyenka: 3
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJ0oBIeTBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

KM-6. KoutpoJsbHoe meponpusitue Ne 6

®opmbl peasuzanun: [TuceMennas padora

Tun koHTpoILHOrO MeponpusaTus: KourponpHas pabota

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHMsi KOHTPOJILHOIO MeponpusaTHsA: [IMCbMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEPOIPUATHS, BBIIIOJHAEMbII Ha JINCTaX YCTAHOBIEHHOTO aJIMUHUCTpaluen
dbopmara

Kpatkoe conepxanue 3agaHus:
JlaliTe MMCbMEHHBIN OTBET HA 5 BOIIPOCOB.
OnuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BEIOUPAETCS MO0 KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy >xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHBIC BONIPOCHI/3aJaHHA:

3HaTth: CrnocoObl OCYIIECTBICHUS 1.
WAarHOCTUKA W MOHUTOPHUHTIA Ne
A p 1 Bapuant 2 BapuaHnt
CHCTEM 3aIIUTHI n/n
aBTOMAaTH3UPOBAHHBIX CHCTEM Kareropuposanue Kareropuposanue
1 DDoS-atak o cetepbiM | DD0S-arak o cxemam
MPOTOKOJIAM OCYIIECTBIICHUS

Knaccudukanus atak Ha

MNPpUKIAJHOM YPOBHEC

Knaccudukanus atak Ha

5 monenu OSL npotokoasl TCP u UDP B
[puHIMIIBI KOMMEPYECKUX U
oprHanuzanuu SQL- MPOMBIIUIEHHBIX CETAX
UHBEKIHA 1 XSS
Mopaenp yrpo3s u Mopeinp HapymuTens

3 OCHOBHBIC THIIBI aTaK Ha | 0€30MaCHOCTH

OCCIIPOBOIHBIC CETH

OCCIIPOBOIHBIX CETCH
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crangapta 802.11. crangapta 802.11.

IIpumepsr 110 mrst ITpumepsr [10 mrst
peasu3aiyy 3aiuThl. peanv3ainy aTaku.
OyHKIMOHAIEHBIC

BO3MOkHOCTH DLP-
CHCTEM JUTS 3aIUTHI
KOH(UICHINATEHON
nHPOPMALIUH B
KOPHOPAaTHBHBIX CETSX.

[TpunIHITE pabOTH U
HazHauyeHue DLP-

4 cucteM B coctaBe SOC.
ITIpumepsl porpaMMHBIX

peLeHui.
IIpuMeps! mporpaMMHBIX
peLeHui.
YMmerb:  IIpuMeHSAT,  TUIIOBBIE 1.
MPOrpaMMHO-aIIapaTHbIE [IpenmoxuTh
cpencTBa 3ammuThl MHDOpMaAUu B CdopmupoBatsb PEKOMEHAIUH 10
aBTOMATU3MPOBAHHBIX CHCTEMAX M nepevyeHb MPUMEHSIEMbIX | TPUMEHEHHUIO POrPaMMHO-
6a3ax JaHHBIX 5 | rexuuk ataku Ha AC C arapaTHBIX CPEJICTB
HCTIOTIb30BaHHEM 3aIUTHI OT aTaK C
COHI/IEUH)HOI\/'I HNHXCHCPpHUU HUCII0JIB30BaHUEM
COLMANIbHON HHKXEHEPUHU

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku binonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CJIU 3aJJaHue
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3adanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evlnonenus 3Hanus: OLeHKa "Xopouo" BEICTaBISAETCS €ClIu
OOJBITMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHUE JUTS PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYILIECTBEHHO BHIIIOJIHEHO

KM-7. KourpoJsibHoe meponpusitue Ne 7

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHoro Meponpusitusi: KontponsHas padora

Bec konTposbHoro meponpusitusi B BPC: 25

IIpoueaypa npoBeaeHHMs KOHTPOJBHOrO MepoONnpuATHA: IIMCBEMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOT'O MEPOIIPUATHSA, BBIIOJIHAEMBIA Ha JIMCTaX YCTAHOBIEHHOIO aJMHHHUCTpPALMEN
¢dopmara

Kpartkoe cogep:xxanue 3aganus:
JlaliTe MMCEMEHHBIN OTBET HA 5 BOIIPOCOB.
OpauH U3 1ByX BapHaHTOB KOHTPOJIBHOI'O MEPOIPUSITHSI BHIOMPAETCS MO KPUTEPUIO:
He4yE€THbIE HOMepa 1o crnucky )kypHana BACP - 1 BapuanT, u€THble HOMEpA - 2 BaApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3Hath: CnocoObl OCYIIECTBICHUS 1.
WAarHOCTUKA ¥ MOHHTOPHHTA No
A P 1 Bapuant 2 Bapuant
cucTeM 3aIUTHI n/m
1 Kaxkue IIYTW BHCAPCHUA U3 xakux HCTOYHUKOB
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aBTOMATU3UPOBAHHBIX CUCTEM BpenoHocHoro [10 B nHpOpPMaLUH
AC Bawm n3BecTHBI? CIEIMATUCTHI 110
Kaxkue croco6st obecrnedeHunto
00pBOBI C 0€30MacHOCTH Y3HAIOT O
anTHBHpYCHBIM 110 BHJIaX YA3BUMOCTEH st
Bawm n3BecTHBI? BEO-TIPIITOKCHII ?
[Jalite xapakrepuctuky | JlaiiTe XapaKTepUCTUKY
9 CETEBBIM aTaKkaM Ha CETEBBIM aTaKaM Ha
KaHAJIBHOM YPOBHe (puznvecKkoM ypoBHe
moxenn OS] moxenu OSI
[Halite xapakrepuctuky | JlaiiTe XapaKTepUCTUKY
3 CETEBBIM aTakaM Ha CETEBBIM aTaKkaM Ha
ceTeBOM YPOBHe TPAHCIIOPTHOM YPOBHe
mozenn OS] moaenu OS]
Tepeuncire Oxapakrepusyite
HECKONEKO HanGostee N3MEHEHHs B 0a3e JaHHBIX
. | OWASP TOP-10 3a
4 OTACHbIX YAIBUMOCTEH | 1 cnenmue 5 et ¢ Touku
BEO-TIPUIIOKEHUH B
COOTBETCTRHH C 3pCHUA MOABJICHUA HOBBIX
OWASP TOP-10 BIAOB YIPO3 Be-
IMPUIJIIOKCHUAM
YMmers:  llpuMeHsATs  TUIIOBBIE 1.5. B cooTBeTcTBUM ¢ n3BeCTHBIMU Bam Tunamu atak Ha
MPOTPAMMHO-AIIAPATHBIC CETEBYIO HHPPACTPYKTYPY HNpEANpusiTUs (1o ypoBHSIM
CpelCcTBa 3alIUThl MH(OpPMaLUU B moaenu OSI) chopMupoBaTh TUMIOBYIO TAOIUIlY MOJENN
ABTOMAaTU3MPOBAHHBIX CUCTEMAxX U yrpo3 Ha ocHOBe npuiioxkeHus 11 k "Meroauke oLeHKH
0a3ax JaHHBIX yrpo3 6ezonacHoctu uHpopmaruu" GCTIKa Poccun
ot 5 despans 2021 r.
B pe3ynbratsl BeIIIOIHEHU 3a1aHus y Bac noimknaa
MOJIYYUTHCS TaOJUIA WITH CTPYKTYPUPOBAHHBINA CITUCOK:
Taxtuka - Texnuka (Bua ataku) - [Iporpammuas
peanuzanus (arakyromee [10)

Onucanue MIKAJbI OLEHUBAHUS

Ouyenxa: 5
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIM 3aJaHue
BBITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOTTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIIo" BICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIIPOCOB PACKPBITO. BEIOPAHO BEPHOE HAIIPABICHHUE JJIS PEIICHUS 3a1a4

Oyenka: 3
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku evinonnenus snanus: OneHka "ya0BIeTBOPUTEIHLHO" BBICTABIISCTCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

KM-8. KontpoJsbHoe meponpusitue Ne 8
®opmbl peanusanun: [lucemennas padbora

Tun koHTpobHOrO Meponpustus: KourponsHas pabota
Bec koHTpOBbHOrO Meponpusitusi B BPC: 25
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IIpoueaypa mnpoBeaeHHMS KOHTPOJIBHOIO MepONpUATHA: IIMCBEMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEPOIPHUATHS, BBIIOJHACMBIA Ha JIMCTaX YCTAaHOBJIEHHOIO aJIMHHHUCTPALAEH
dbopmara

Kparkoe conepxanue 3ajaHus:
JlaliTe MMCbMEHHBIN OTBET HA 5 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BBIOUPACTCS [0 KPUTEPHIO:
He4y€THbIE HoMepa 1o cnucKy >xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTposibHbIe BONPOCHI/3aJaHUA:

3HaTth: CrocoObl OCYIIECTBICHUS 1.
WAarHOCTUKKM M MOHHMTOPHHIA Ne
A P 1 Bapuant 2 BapuaHnt
CHCTEM 3aIIUTHI n/n
ITpusenure o
aBTOMAaTU3UPOBAHHBIX CUCTEM PUBEA Kpatko packpoiite CyTh
KJTacCH(PUKAITIIO aTak 1m0
ataku tuna Spoofing Ha
1 KPUTEPHUIO
BeO-pecypcChl
MECTOIOIOKEHHUS P TPHATHS
atakyrouero u OU peanp
5 B uém 3aknrouaercs Uro Takoe MAC-
onacHoctb IP-spoofing? | Spoofing?
N Kak ocymectBnsercs
B uém cytb araku Ha MO yu
3aluTa oT ataku Ha MO ¢
3 METOZOM
UCIIOJIb30BaHUEM
TYHHEJIUPOBaHUs?
TYHHEJTUPOBAHUS?
Yem ICMP Redirect
KakoBa cyTb aTaku OTJINYAETCS OT aTaKH C
4 KPOIICYHBIMH HCIIOJIb30BaHUEM
¢parmenTamu? JIO’)KHOTO COOOIEHUS
DHCP?
VYMmers:  IIpumeHsATH  THUIOBBIE 1.5. IIpakTrueckoe 3aaHre MOKET BBITIOJIHATH B
[IPOTPAMMHO-AIIIAPATHBIE rpymnmax no 2-3 yenoBeka.
CpelCTBa 3allUThl MH(OpPMaLUU B HeoOxonumo chopmupoBaTh 0TUET B hopmare
ABTOMAaTU3UPOBAHHBIX CUCTEMaxX M npe3enTanuu PowerPoint mwnu PDF o Hmkecnenyromum
0a3ax JaHHBIX MoJ3a/1a49aM:

1. laTh XapaKTEepUCTUKY KOPIIOPATUBHBIM PELICHUSM
3amuThl 0T DDoS-atak 1 uX OTJIMYUSIM OT CPEJICTB
3aIIUThl IepcoHaNbHBIX AC

2. OnucaTh Ha3HA4Y€HUE U PYHKIIMOHAIbHbBIE
BO3MOKHOCTH ITPOTPAMMHBIX PEIICHUM 3aIUThI

ot DDo0S-arak

3. ChopmupoBaTh KiaccuPpHKaINIO THIIOB alllapaTHOTO
o0opyIoBaHus, UCIOIB3yeMoro B 6oproe ¢ DDOS-
arakaMu

Onucanue MKaJbl OLICHUBAHUA:

Ouyenka: 5
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 10
Onucanue xapaxmepucmuxu evinoineHus snanus: OueHka "oTIMYHO" BBICTABIISETCS €CIU 3aJaHHe
BBITIOJTHEHO B MTOJITHOM 00bEME WITH BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoneHus snanus: OueHkKa "XopoIo" BHICTaBISIETCS €CIH
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JIS PEIICHUS 3a]1a9
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Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. S0
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABISACTCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO
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COJIEP)KAHUE OLIEHOYHBIX CPEJICTB IPOMEXYTOYHOM ATTECTAIIUA

6 cemecTp

®dopma NPOMeKYTOUYHOM aTTecTalMu: 3a4eT C OLICHKOU

IIpumep Onsiera

Ymeeporcoaro:
9K3AMEHAIIMOHHBIN BUJIET Ne 1 3as. xap. BUT

HnY . »

MU Kadenpa beszonacnocmu u ungpopmayuonnoix mexnonoeuti | A.FO.Heeckuii
Hucuumnaa «[IporpaMMHO-ammapaTHeie CPEICTBA 3AIIUTHI Ilpomoxkon kagheopwi
UHPOPMALITI» No3

«18»0exabps 2019e.

1. Pam>KupoBaTh TUIIOBBIE METO/BI X MHCTPYMEHTHI 3JI0YMBIIIJICHHUKA, HAIIPAaBJIEHHbBIE HA CETEBYIO
UHPPACTPYKTYPY HPEATIPUATHUSL

2. CchopmMupoBaTh peKOMEHIAIMH 10 TPUMEHEHUIO CKaHEPOB 0€30MacHOCTH HH(OpMAIU
cnenmanuctamu red u blue komann. Yka3aThs u3BecTHble Bam ckaHepsl 6€30MaCHOCTH 10 TPEM
HarpaBIeHUsAM paboTsl: ceTh, AC, BeO.

3. [IpogemoHCTpUpY#TE NMEepexBaT TpaduKa JIOKAITBHON CeTH CTeHIa Kaeaphl C HCIIOJIb30BaHUE
nporpammel WireShark

IIpoueaypa nposenenus

VYeTHBIN 3a4€T € MPAKTUYECKOW MMCbMEHHOM YacThIO HA JINCTAX YCTAHOBJIICHHOI'O aJIMMHHUCTPALMEN
obOpasima

L. Ilepeuenv Komnemenyuit/uHOUKaAmMOpPo8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbHANO8
0CGOCHUA OUCUUNTIUHDL

1. Komnerenmusi/Unaukarop: MJ1-1lonk-4.3 [lpumensier TumoBsie mporpaMmMHbIE CpECTBA
pe3epBUPOBAHUS U BOCCTAHOBIICHUS WH(GOPMAIIMU B aBTOMAaTU3HPOBAHHBIX CHCTEMaX

Bonpocsl, 3aganus
1.Oxapakrepu3yiiTe OCHOBHBIE CIIOCOOBI MPOHUKHOBEHMSI BPEIOHOCHBIX IPOTpaMM Ha
koprnoparuBHble AC npeanpusTus
2.JlaiiTe XapaKTepUCTUKY BapHaHTaM MPOTUBOJICHCTBUS U HAPYIIEHUs pabOThl aHTUBUPYCHBIX
HPOrpaMMHBIX IIPOJYKTOB

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM

1.Ilepeuncnure ocHOBHbIE TUIIBI SQL-NHBEKIINN, UCTIOIB3YEMBIX JUISl ATaKH Ha

KOPIIOPAaTUBHBIE CETH MPeIPUIATUI
OtBerTsI:

J71s1 KOpPEKTHOTO OTBETA Ha BOMPOC PEKOMEHIYETCsl OOpaTUThCS K OJMHHAIATOM JIEKIUH 10

muciuminHe «[IporpaMMHoO-anmapaTHble CPEeICTBA 3AIUTH HHPOPMAIII)
Bepusiii orBeT: CymiectByeT 5 ocHOBHBIX TUTIOB SQL mubekuuii: - Knaccuueckas (In-
Band wimm Union-based). Camast oniacHast 1 peIko BCTPEUAIOIIasiCsl CETOIHS aTaka.
ITo3BomsieT cpasy momydats JitoOble 1aHHbIe U3 0a3bl. - Error-based. [lo3Bosnser nomyyarsb
nHpopmanuio o 6aze, TabauIaX U JaHHBIX Ha OCHOBE BhIBOAUMOro Tekcta omunoku CYB/I.
- Boolean-based. Bmecto monmy4eHus Bcex JaHHBIX, aTaKyIONIMHA MOXKET MOIITYYHO MX
nepedupaTh, OPUEHTHPYSICH Ha MPOCTOI O0TBeT THMa true/false. - Time-based. [Toxoxa Ha
NPEBIAYIIYIO aTaKy MPUHIUIIOM repedopa, MaHUITYIUPYsI BpEMEHEM OTKJIMKa 0a3bl. -
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Out-of-Band. Ouenp penxue u crienin(puuecKue THITBI aTaK, OCHOBAaHHbIC Ha
WHIMBHIYAIBHBIX OCOOEHHOCTSIX 0a3 IaHHBIX.
2.Ilpennoxxure peKOMEHIAIMH I10 3aIIUTE TUIIOBOTO KOMMEpUYeCcKoro Beb-caiita ot SQL-
UHDBEKIUN
OTBeTHI:
J1J1s1 KOpPEKTHOTO OTBETA HA BOIIPOC PEKOMEH]IYEeTCsI 0OPAaTUTHCS K OJIMHHAALATOM JIEKIHUU O
mucrumuinae «[IporpaMMHO-anmapaTHbIe CPECTBA 3AIIUTH HHPOPMAITII)
Bepnsiit orBet: s 3ammThl caiita oT SQL-uHbeKIIMU peKoMeHayeTcs: - Micnonb3yiiTe
6enple crincku - He ucnons3oBats Metoq GET B popmax naentupukanmm -
OobpabarbiBaiiTe nepeMeHHbIe - [[poBepsATH UCTOYHUK NOTYyUYEHUS TaHHBIX -
Hcnons3zoBats PDO
3.KakoBbl 0cOOEHHOCTH (PYHKIIMOHUPOBAHUS CUCTEMBI MPEOTBPAIICHUS yTeueK nH(OpMaLun
B pexkume monutopunra (DLP-cuctemsl), paboTatoieil B KOpIOpaTUBHOW CETH MPEATPUSITHS?
OTtBeTsI:
J71s1 KOppEKTHOTO OTBETA Ha BOIIPOC PEKOMEH IYETCSl OOPATUTHCS K YEThIPHAIIATOMN JICKIIUHU IO
mucrumnHe «[IporpaMMHO-anmapaTHbie CpEACTBA 3aIIUTH HHPOPMAIII)
Bepnbrii otBeT: DLP-cHCTEMBI OTCIICKHUBAIOT: - UCXOISAIINA U BXOISAIINN wWeb-Tpaduk; -
KOMMYHHKAIIUU COTPYAHHUKOB 110 Pa3JIMYHBIM KaHAJaM CBsI3U, B COLUATBHBIX CETAX, Ha
(dbopymax u MHBIX pecypcax; - HHPOPMAIUIO, XPAHSIIYIOCS Ha pad0YNX CTaHIIUAX,
cepBepax, B 00JaUHbIX XpaHWIHILAX; - (DaKThI 3arpy3Ku (HalijIoB Ha CHEeMHbBIE HOCUTEIH; -
BHECEHHE M3MEHECHMI B JIOKYMEHTHI, OTIIPABKY UX Ha MeYaTh U MPOYHE COOBITHS; -
paboudee BpeMs U IEHCTBUS COTPYIHUKOB: UCIOIB30BaHUE IIPOTPAMMHOTO 00€CIIeYeHHS,
MHTEPHET-CEPBUCOB, MOMBITKN U3MeHeHUs KoHpurypanuu 110, obopynoBanus u Tak
nainee.

2. Komnerenuust/Muauxarop: N/1-2omk-4.3 [IpuMenseT nporpaMMHbBIE cpesicTBa 0OecreueHus
0€30I1aCHOCTH JaHHbIX

Bomnpocel, 3axanus
1.B cooTBercTBUM ¢ ypoBHsAMU Moenu OSI naiiTe XxapakTepUCTUKY BapHaHTaM peau3yeMbIX
Ha HUX aTakKax
2.JlaiiTe onpeneneHne TyHHEIMPOBAaHUs, KaK BU1a aTaku Ha AC npeanpustus. Y Kaxxure
BapI/IaHTI)I 3allIUTHEI OT TYHHGJ'II/IpOBaHI/IH

MarepuaJsl 1JIs1 NIPOBEPKH 0CTATOYHBIX 3HAHUI
1.Kakue Tunsr DDoS-atak B cooTBeTcTBUM € ypoBHAMHU Monenu OS] Bam nzBectHbI?

OTBeThI:
JIJ1s1 KOPPEKTHOTO OTBETA Ha BOIPOC PEKOMEHAYeTCs O0paTUTHCS K CeAbMOI JIEKIIUH 10
muciuminHe «[IporpaMMHoO-annapaTHble CPEeICTBA 3aIUTH HHPOPMALII)
Bepnplii otBeT: Hu3koypoBHEBbIE aTaku: - ATaku Ha ceTeBoM ypoBHe OSI npexncrasistor
u3 cebs «3abuBanue» kaHana. [Ipumepom mosxer 6b1Th CMP-(hiyn — araka, koTopas
ucnoib3yer ICMP-cooOmienus, KOTopble CHIKAIOT MPOITYCKHYIO CIIOCOOHOCTh aTaKyeMoil
CEeTH U MeperpyxaroT OpaHaMaysp. X0CT NOCTOSSHHO «ITHHTYETCS» HapyIIUTEISIMH,
BBIHY)K/Iasl €r0 0TBEYaTh Ha ping-3anpockl. Korjga ux npuxoauT 3HaYUTEIbHOE
KOJIMYECTBO, MMPOITYCKHOM CITOCOOHOCTH CETH HE XBaTa€T U OTBETHI HA 3aIPOCHI MPUXOAT
CO 3HAUUTENIBHOH 3aaepkKoil. /g npenoTBpamenus takux DDoS-atak MoxkHO
oTkIIounTh 00padoTKy ICMP-3anpocos nocpeacrsom Firewall min orpannunTh Mx
KOJIMYECTBO, ITPOITYCKAEMOE Ha CEPBEP. - ATAaKU TPAHCIIOPTHOT'O YPOBHSI BBIIVIAJAT Kak
HapylieHne GQyHKIMOHUpOBaHUS U nepexsat Tpaduka. Hanmpumep, SYN-¢dayn wnn Smurf-
araka (araka ICMP-3anpocamu ¢ uamMeHéHHbIMU aipecaMn). [TocnencTBus Takoit DDoS-
aTaky — MPEBbIIIEHNE KOJIMYECTBA IOCTYITHBIX MOAKIIOUEHHH U iepedou B padboTe
ceTeBOro obopynoBanus. BricokoypoBHeBbIe aTaku: - Ha ceancoBoM ypoBHE aTakam
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MmoJiBepraercs cereBoe 0oopyaoBanue. Mcnonb3ys ya3BUMOCTH MTPOTPAMMHOTO
obecrieuenus Telnet-cepBepa Ha CBUTYE, 3IIOYMBINIJICHHUKH MOTYT 3a0JIOKUPOBAThH
BO3MOXXHOCTH YIIPABJICHUS CBUTYEM ISl aIMUHUCTpaTopa. YToO n30exarh mo00HbIX
BUJIOB aTaK, PEKOMEH/IyeTCsI OIeP>KUBATh MTPOLIMBKYA 000PYAOBaHUS B aKTyaJIbHOM
COCTOSIHMH. - BBICOKOYpOBHEBbBIE aTaKH MPUKIIAIHOTO YPOBHS OPUEHTUPOBAHBI HA
CTHpaHue NaMITH WK UHPOpMaLUK ¢ AUCKa, KBOPOBCTBOY» PECYPCOB Y CEpBeEpa,
W3BJICUCHHE U UCTIOIb30BaHUE JAaHHBIX U3 bJl. DT0 MOXET NpUBECTH K TOTAIBHOU
HEXBAaTKE PECypCOB JJIsl BBIMOJIHEHUS TPOCTEHIINX OTepaluii Ha 000pyI0BaHUU.
Haunbonee 3¢ hexkTuBHBIN cIOCO0 MpeaynpexIeHHUS aTaK — CBOEBPEMEHHBII MOHUTOPHHT
COCTOSIHUSI CUCTEMBI U IIPOrPAMMHOT'0 00ECTIeUEHUSI.

3. Komnerenuus/Muaukarop: UJI-1onk-4.4 Beimonuser oOHapyxeHue U UACHTUDHUKAIHIO
UHIIUJICHTOB B IPOLIECCE IKCILUTyaTallui aBTOMATU3UPOBAHHON CHCTEMBI

Bomnpocel, 3axaHus
1.IIpemnoxkuTh Ki1acCH(PUKALMIO TPOSHCKUX IMPOTPaMM I10 KaTErOpUH BHJIA TIPEACTABISICMOM

yIpO3bl

4. Komnerenuust/Uugukarop: NJ1-2omk-4.4 OLleHUBAET 3alTUIIICHHOCTh aBTOMATH3WPOBAaHHBIX
CUCTEM C IOMOIIBKO TUITOBBIX HpOFpaMMHLIX CpeIICTB

Bonpocel, 3a1anns
1.late onpenenenue ARP spoofing'a. Yka3aTe HHCTpYMEHTBI, HCIIOJB3YEMBbIE IS PeaTH3alun
atak Tuna ARP spoofing. [IpennoxuTh MeXaHU3MBbI 3aIIUTHI
2.Kakwue tpu kareropun DDoS-arak Bam u3BectHb1? KakoBbl MEXaHU3MBI 3aIIUTHI OT HUX?

Matepuanbl /151 IPOBEPKH OCTATOYHBIX 3HAHUM

1.Yem TCP SYN Flood otnmuuaercs ot Reflection SYN flooding?
OTBeThI:

J171s1 KOpPEKTHOT'O OTBETA HA BOIPOC PEKOMEHIYETCSI 0OpAaTUTHCS K TPUHAIATOM JIEKIIMHU T10

mucrurnie «[IporpaMMHO-anmapaTHbIe CpECTBA 3aIUTH HHPOPMAIII)
Bepnpriii otBet: Ha cepBepa B cetu noceinatorcest SYN-nakeTs! ¢ ucxoansiM [P-agpecom
aTakyeMoil mamuHbl. CepBep WM MapLIpyTHU3aTOp MOIyYaeT 3TU nogjaeibubie SYN-
nakethl 1 nocbiiaeT SYN/ACK oTBeTsl Ha aTakyeMblil XocT. KoMmbioTep, oTHpaBisonui
SYN/ACK mnaker, oxxunaet Ha Hero ACK-0TBeT, a pu ero OTCyTCTBUU MOCHUIAET e1lié
Heckonnbko SYN/ACK nakeroB. SYN/ACK nakeTsl mpoJoKaT aTakoBaTh 11€J1€BOI
CEpBEp JaXKe MOCJe TOT0, KaK 3JI0YMBIIUIEHHUK IPEKPaTHII HallaICHUE.

2.Kakue aTtaku crieninagbHO CKOHCTPYMPOBAaHHBIMU NTakeTaMu Bam m3BecTHBI?
OTBeThI:

J171s1 KOpPEKTHOTO OTBETA HA BONPOC PEKOMEHIYETCSI 0OpAaTUTHCS K TPUHAILATOM JIEKIIUHU T10

mucrurinie «[IporpaMMHO-anmapaTHbie CpeCTBA 3AIUTH HHPOPMAIII)
Bepmnrriit otBeT: Ping of death. [Tockinka Ha atakyemsiii y3en ¢pparMeHTHPOBAHHON
JaTarpaMMBbl, pa3Mep KOTOpoil rmocie cOOpKU MpeBbIIaeT MaKCUMAaJIbHBIN pa3pelieHHbIH
pasmep natarpammbl Land. [Toceuika Ha atakyemsiii y3en SYN-cermenta TCP, y koToporo
IP-anpec u mopT oTnpaBuTeNs coBnaaarot ¢ noxyyarenem Teardrop. Ipuceinaercs
HECKOJIbKO (pparMeHToB oHoro nakera. [Ipu coopke nakera BTopoii pparMeHt
HaKJIaJbIBA€TCs HA MEPBBI, U €0 JaHHBIE 3alUCHIBAIOTCS IOBEPX MPEABIAYIIETO
¢dbparmenTa

II. Onucanue wikanvl oueHuganus

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
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Onucanue xapakmepucmuku 6blnoHeHus 3uanus: PaboTa BeIIOIIHEHA B paMKax "MPOABUHYTOTO'
ypoBHsl. OTBETHI JaHBI BEPHO, YETKO CHOPMYINPOBAHHBIE OCOOEHHOCTH IPAKTUYECKUX PEIICHU

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuku 6blnoaHeHus 3uanus: Pabota BeIoiHeHa B paMkax "0a30Boro"
ypOoBHsI. BOJIBIIMHCTBO OTBETOB JIaHBI BEPHO. B wacTh Matepuana ecTb He3HAUYNUTEILHBIC
HEJOCTaTK!

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu 6vlnoineHus 3Hanus: PaboTa BeINOMHEHA B paMKax "Moporosoro"
ypoBHs. OCHOBHAsI 4acTh 3aJIaHUs BHIMIOJTHEHA BEPHO. Ha BOIIPOCHI YTIyOJIEHHOTO YPOBHS

111. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy

7 cemecTp

dopma MPOMeKYTOUHOM aTTecTannu: DK3aMeH

IIpumep Onsera

Ymeepoicoaro:
9K3AMEHALOUOHHBIU BUJIET Ne 1 3as. kagp. BUT
HR1Y . .
MU Kadenpa bIesonacnocmu u unpopmayuorHvix mexHono2ull A.FO.Hesckuil
Huctunnuna «I[IporpaMMHo-annapaTHble CpeCTBa 3aIIUTHI Ilpomoxon xageopul
UHPOPMALITI» N3
«18»0exabps 2019e.

1. OcHOBHBIE MOHATHS U onpeAesieHus B chepe HHPOpMaMOHHOM 6€30MacHOCTH. YTPO3bI
nH(opmanuu. MeTo bl 3aMThl HHPOPMAIHH.

2. buomerpuueckuit goctyn. O630p OHOMETPHUYECKUX TEXHOJIOTHH.

3. Co3nats pesepBHy0 Koo nanku Mou JIokyMeHThI ¢ ucnoib3oBanueM yruantel NTBackup.

IIpoueaypa nposenenust
VY CTHBIN SK3aMEH ¢ IPAKTHYECKON YacThIO Ha CTeH1aX Kadeapsl

L. Ilepeuens Komnemenyuil/uHOUKAmMoOpos u KOHMPOJIbHHIX 60NPOCOE NPOBEPKU PE3YIbINAM 06
0C60EeHUA OUCYUNIUHDL

1. Komnerenuusi/Muankarop: NJI-1lomnk-4.3 [Ipumensier THIoBbIe mporpaMMHbIE CpEACTBA
pe3epBUPOBaHUS U BOCCTAHOBIJICHUS MH(OPMAallK B aBTOMATU3HPOBAHHBIX CHCTEMaX

Bomnpocel, 3axanus
1.Pe3epBupoBanue gaHHbIX. Tunsl pesepsupoBanus. RAID, onpenenenne. OCHOBHBIE TUIIBI
RAID- MaccuBOB U X XapaKTEPUCTUKU.
2.06ecnieuenue 6e3onacHocty Xpanenust nanubix B OC Microsoft Windows. Texnomnorus
TEHEBOT'0 KONMPOBAHUS JIaHHBIX.
3.IIporpammHO-anmapaTHbIE CPEICTBA KOHTPOJIS AOCTyIA. Y CTPOHCTBA BBOA
UICHTU(PUKAIIMOHHBIX TPU3HAKOB, KJIACCU(PUKAIINA, KPaTKasl XapaKTepUCTUKA.
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2. Komnerenuuss/Muauxarop: M/1-2onk-4.3 [I[puMensieT nporpaMMHbIE cpesicTBa 0OecreueHus
0€30ITaCHOCTH TaHHBIX

Bomnpocel, 3axaHus
1.ApxuBauus gaHHbIX. CTpaTeruy apXxuBaiuu.
2.CucteMbl aHaM3a 3aMUIICHHOCTH. [IpUHIHITBI pabOThI CHCTEM aHAIM3a 3aIUIICHHOCTH.

MartepuaJbl 1Jisi IPOBEPKH OCTATOYHBIX 3HAHUI

1.KakoBa nens npumenenust DLP-cucrem B chepe nHpopMannoHHOM O€30MacHOCTH

XO3UCTBYIOIIETO CyOBheKTa?
OTBeThI:

J{1s1 BepHOTO OTBETA HA BOIIPOC PEKOMEHIYETCSl MCII0JIb30BaTh MaTepUallbl JIEKLIUHU 110

mucuuruinae “TIporpaMMHO-anmapaTHblie CpeAcTBa 3alUThl HHpOpMaun”
Bepnsiit orBeT: OcHoBHOM 3aaaueit DLP-cucTeM, 4T0 0O4E€BUAHO, SIBISETCS
MpeJOTBpaIleHHE TIepeaayll KOH(OUACHINAIBHOW HHPOPMAIIUHY 32 TPEAEIbI
nHpopManoHHON cucTeMbl. Takas nepenaya (yTeuka) MOKET ObITh HAMEPEHHOM WU
HeHamepeHHo#. Hanbonee yacto DLP-cucTeMbl NpUMEHSIOTCS JUIsl pEIIEHUS CIIETYIOIINUX
HEOCHOBHBIX I ce0sl 33/1a4: - KOHTPOJIb HCIOIb30BaHMs pabo4yero BpeMeH! U pabouux
PECYPCOB COTPYTHUKAMH; - MOHUTOPHHT OOILICHHUS COTPYAHUKOB C LIETBIO BBISBICHUS
BHYTpeHHel 60pbObI, KOTOpask MOKET HABPEIUTh OPTaHU3AlUN; - KOHTPOJIb
IIPaBOMEPHOCTH ACUCTBUN COTPYIHUKOB (IIPEJOTBpAIIEHNE II€YaTH OIENIbHbIX
JIOKYMEHTOB H TIp.); - BBISIBIICHUE COTPYJHUKOB, PACCHIIAIONINX PE3tOMe, AJIs
OIIEpaTUBHOTO ITOMCKA CIIELIMAIUCTOB Ha OCBOOOUBIIYIOCS JOIKHOCTD.

2.Kakue koMoHEeHThI BXOAAT B coctaB SIEM-cuctem, NpuMeHsIeMbIX B KOMMEPYECKUX

KOPIOPaTUBHbBIX CETAX?
OTtBeTsI:

Jli1s BepHOTO OTBETa Ha BOIIPOC PEKOMEHAYETCS MCI0Ib30BaTh MaTepUalIbl JIEKIIUU T10

mucrumiae “TIporpamMmmHo-anmnapatHble cpeIcTBa 3aluThl HHGopManun”
Bepwnrriit orBeT: Komnonentsl SIEM: - areHThI, ycTaHaBIMBaEMble HA HHCIIEKTUPYEM YO
MH(OPMALIMOHHYIO CUCTEMY (aKTyalbHO JUIsl ONEPALIMOHHBIX CUCTEM (areHT MpeACcTaBIseT
co00¥ pe3uICHTHYIO IPOrpaMmy (CEpPBUC, IEMOH), KOTOPas JIOKAIbHO COOMPAET KypHaIbI
COOBITHI U TIO BO3MOYKHOCTH TEPEAAeT UX Ha CepBep) - KOIIEKTOPHI Ha areHTaxX, KOTOpbIE,
10 CYTH, MIPEACTABIAIOT cO00i Moaynu (OMOIMOTEKN) AJIi HOHUMaHUs KOHKPETHOTO
KypHaJsia COOBITHIA UM CUCTEMBI - CEPBEPBI-KOJIEKTOPHI, MPeAHa3HAYCHHBIE TS
MIpeIBAPUTENILHON aKKyMYJISILIUM COOBITUI OT MHOYXECTBA UCTOUHUKOB - CEPBEp-
KOppEeJsTOp, OTBevaroInii 3a cOop MH(GOPMAIMK OT KOJJIEKTOPOB U areHTOB 1 00paboTKy
0 MpaBWJIaM U aIrOpUTMaM KOpPpPEsLUU - cepBep 0a3 JaHHBIX U XPaHWIMILA,
OTBEUAIONINI 32 XpaHEHHE KYPHAIIOB COOBITHIA

3. Komnerenuusi/Muaukarop: N/I-1omnk-4.4 Beinonuser oOHapyxeHue U UACHTU(DUKAIIIO
MHIUACHTOB B IIPOLIECCE IKCITyaTalluy aBTOMAaTU3UPOBAaHHON CUCTEMBbI

Bomnpocsl, 3aganus
1.MesxceTeBble SKpaHbl. THUIIBI MEKCETEBBIX IKpaHOB. Pa3paboTka mpaBuil Ist MEXKCETEBOTO
JKpaHa.

MarepuaJsl JJIs1 NIPOBEPKU OCTATOYHBIX 3HAHUI
1.Kakwue anmaparHbie yCTpOMCTBA BBOJA HACHTH(UKAITMOHHBIX TIPU3HAKOB B
aBTOMATU3UPOBAaHHYIO cucTeMy Bam u3BecTHbI?
OTBeTHI:
Jl51s IpaBUIIBHOTO OTBETA Ha BOIPOC HEOOXOAUMO KOPPEKTHO OIPEAEIUTh BOZMOKHBIE
anmnapaTtHble HASHTU(PUKATOPBI, IPUMEHSIEMbIE B CHCTEMaX 3alllUThl HHPOpMAaLUK
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Bepusiit otBet: [1o ciocoOy cunThIBaHNUS UACHTU(PHUKAIIMOHHBIX TPU3HAKOB BBIACISIOT: * C
PYYHBIM BBOJIOM; * KOHTAKTHbIE; * JUCTAHIIMOHHBIE (OECKOHTAKTHBIE); ®
KOMOMHUpOBaHHbIE. Py4HOI BBOJ HIEHTH(PHUKALIMOHHBIX MPU3HAKOB ITPOU3BOIUTCS C
MIOMOILBIO HAXKaTHsl KJIABUILI, IOBOPOTOM IEpeKIItoyaTesiel Win Apyrux noa00HbIX
aseMeHTOB. KOHTAaKTHOE CUMTHIBAHWE MICHTH(PHUKAIMOHHBIX PU3HAKOB M10Ipa3yMeBaeT
HENOCPEJCTBEHHBIH KOHTAKT UIEHTH(UKATOpa U CUUThIBaTeNsl. YTeHHe HHpopMaLuu
MPOUCXOIUT IMyTEM MPOBEJICHHS UICHTU(UKATOPA Yepe3 CUUTHIBATENb W UX IPOCTHIM
IIPUKOCHOBEHUEM.

4. Komnerenuust/Muaukarop: UJ1-2omk-4.4 OLieHUBaET 3alUIIEHHOCTh AaBTOMAaTU3UPOBAHHBIX
CHCTEM C [TOMOIIIBIO TUIIOBBIX IIPOTPAMMHBIX CPEJICTB

Bomnpocel, 3axaHus
1.BBIIOTHUTE aBTOMATUYECKYIO TOCTAHOBKY PECYpCcOB Ha KOHTPoib AM/I3 «AKkopa» C
MOMOIIbIO MacTepa
2.Bupryanesubie yactable cetu (VPN). [Ipotokomnsl, ucnons3yemeie B VPN, ux ocHOBHBIE
XapaKTEPUCTUKH.

Marepuaibl A1 IPOBEPKH OCTATOYHBIX 3HAHUH
1.KakoBsr ocHOBHBIE PpyHKIIMHN [DS-cructem?
OtBeTsl:
B otBeTe Ha Bompoc HEOOXOAUMO PACKPBITH OCHOBHBIE (hyHKIMH IDS-cucteM, mpuMeHsieMbIX B
chepe nahopMaIMOHHOM 0€30ITaCHOCTH
Bepnpiii otBeT: K ocHOBHBIM (yHKIIMAM cucteM IDS oTHOCSTCS: - BBISIBICHUE BTOPKEHUMN
U CETEBBIX aTakK; - 3alMCh BCEX COOBITHI; - IOMCK YA3BUMOCTEH; - IPOrHO3UPOBAHHE aTaK;
- pacrio3HaBaHKWE UCTOYHUKA aTaKW: WHCAW] HITH B3JIOM; - HHpopMupoBanue ciyx0 b 06
MHIUJIEHTE B PeabHOM BPEMEHH; - (OpMUPOBaHHE OTUYETOB.
2.PackpoiiTe cyTh U Ha3HaYCHHUE KPUNITOTPAYUIECKUX CPEICTB 3AIUTHI HHPOPMALTUT
OtBeTsI:
J171s1 KOPPEKTHOT'O OTBETA HA BOMPOC HEOOXOIMMO OOPaTUTHCS K ONPEAETIEHUIO0 TEPMUHA
“kpunrorpaduyeckas 3ammra”’, npeyaraemoro ®Cb Poccun, kak 0CHOBHOTO perynsitopa
3TOM cepbl HHDOPMAITMOHHOM 0€301TaCHOCTH
Bepusliit otBet: CpenctBa kpunrtorpapuieckoil 3amuts! nHGopmaruu (CK3U1) —
anmnapaTHble, IPOrpaMMHBIE U allllapaTHO—TIPOrPAMMHBIE CPE/ICTBA, CUCTEMBI U
KOMILJIEKCBI, PEAIN3YIOIINE alTOPUTMBI KpUITOTpaduueckoro npeoOpa3oBaHUs
nH(pOpMalLUY U NpeJHa3HAYE€HHbIE ISl 3alIUThl UH()OpPMALIUK [IPU Nepeiade 10 KaHalaM
CBSI3U M (WJIN) JUTS 3aLUThI HH(OPMAIMK OT HECAHKLIIMOHUPOBAHHOTO JAOCTYIA MPH €€
00palboTKe M XpaHEHHUHU.
3.Kakue pekoMeH a1 SKCIepTOB U3 cepbl HHPOPMALMOHHOM 0€30MacCHOCTH 110 3alUTe OT
DDoS Bawm u3BecTHbI?
OtBeTsI:
Jl51s BepHOTO OTBETa Ha BOIIPOC PEKOMEHAYETCs HCIOIb30BaTh MaTepUaIIbl JIEKIIUU 1O
mucuuruinbe “TIporpamMmmHoO-anmapaTHble CpeAcTBa 3alUThl HHpopMauu”
BepHpiii otBeT: 1) ckoHpUTrypupoBaTh aHTU-CIY(UHT Ha MapiipyTuzaropax 1 MO st
OJIOKMPOBKH UCXOSIIETO TpaduKa, €ClU apec UICTOUHUKA HE SBISETCS BHYTPEHHUM
aapecoM ceTu; 2) cKoHPUTypupoBath aHTH-DOS Ha MapmpyTuzaropax u MO s
OTpaHMYCHUS YKCIIa TOTYOTKPBITHIX KAHAIOB U HEBO3MOXKHOCTH TMEPETrpy3KU CHCTEMBI; 3)
OrpaHU4YuTh 00beM HekpuTuieckoro Tpaduka B JIBC, nanpumep ICMP; 4) npumenstsh
IDS nunis ananu3a Tpaduka v BbISIBICHUS aHOMAJIMI B HEM; 5) MPUMEHATh pe3epBHbIC
I0JIOCHI IPOMTYCKAHMSI UJTU PE3EPBHBIE CETEBBIX YCTPOICTB B MUKOBBIN POCT HArPy3KH.
4.KaxyuM JOTIOIHUTEIBHBIMU YIPO3aM B CPABHEHHE C IPOBOJAHBIMU TOBEPKEHBI
OecrpoBOIHBIE JTMHHUHU NEpelauy JaHHBIX ?

OTBETHI:
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Jl71s1 BEpHOTro OTBETA Ha BOIIPOC PEKOMEHIYETCS MCII0JIB30BAaTh MaTEPUaIIbI JICKLIUU 110
nucturuHe “TIporpammHo-anmapaTHbIe CpeicTBa 3auThl HHPopManuu”
Bepupsrii otBeT: Hapymienue Gu3ndeckoil eT0CTHOCTU CETH CIyYalHBIMH UITH
npenHaMepeHHbIME oMexamu. [loacnymmBanue Tpaduka Ha GU3MUECKOM YPOBHE
IpUEMHHMKAMU B IIUPOKOM criekTpe curdana. HCBropxeHue B ceTh 110 3aHECEHHBIMU B
Tabuiy paspeméHasix MAC-anpecam.

II. Onucanue wkKanvl oueHUBAHUA

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu 6blnoixneHus 3Hanus: PaboTa BeIMojHEHA B paMKax "MPOABUHYTOr0"
ypoBHs. OTBETHI JaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu 6vlnoanenus 3nanus: PaboTa BelnmojHeHa B paMkax "0a3oBoro"
ypOBHs. BOJIBIIMHCTBO OTBETOB JAaHbl BEpHO. B yacTu maTtepuana ecTh He3HAUYUTEIbHBIE
HEJO0CTaTK!

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
OnucaHnue xapaxmepucmuxu evlnoineHus 3Hanus: PaboTa BeINoIHEHA B paMKax "Mmoporosoro”
ypoBHsi. OCHOBHAs 4acThb 3a/laHUs BBIMIOJHEHA BEPHO. HA BOMPOCHI YIITyOJIEHHOTO YPOBHS

1I1. Ilpaguna évicmasnenus umo2o8o0i OyeHKu no Kypcy

I[J'ISI OLCHKHU UCIIOJB3YCTCA TOJIBKO PE3YyJIbTAThI HpOMe)KYTOqHOﬁ aTTCCTaluu N 5K3aMCHaA
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