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OHNEHOYHBIE MATEPHAJIBI PA3PABOTAUJI:

MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»

Ceefenua o Bragensue L3N M3aKn

AIO.

Bnageney HeBckun A.KD. o
IIpenonaBarenb MaeArngrarop RAbc65573-NevskyAY-0p6e493d Hesckuit
(1OIKHOCTB) (moxnuce) (pacuudpoBka
TTO/ITUCH)
COI'JTIACOBAHO:
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
PyKOBOI[HTeHB w A (EPQ,LLEHMS-I [s] Brﬂuennue uan man
00pa3oBaTebHOM Bragered Baporos OF.
IIPOTPAMMBI Vaermndvatop R90d76356-BaronovOR-7bfafd7e O.P. baponoB
(IOJDKHOCTD, YUeHas CTEHCHb, YICHOE (mozucs) (pacuudpoBka
3BaHHE) TIO/ITUCH)
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
w CeepeHuna o snagensue U3MN M3K
3aBeHyIOH-IHH Bnageney HeBckui A.HO. A.IO. o
BBINYCKAIOIIEH Kadeapbl MaeArngrarop RAbc65573-NevskyAY-0b6e493d Hesckuit
(IOJDKHOCTD, YUeHas CTENeHb, YICHOe (mozrucs) (pacmudpoBka
3BaHHE) TIO/ITUCH)



OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. I[IK-1 I'oToB oOecnieunBaTh 3aUUTy HHPOPMALIMHA B ABTOMATH3UPOBAHHBIX CHCTEMAaX B
IIPOLIECCE UX IKCIUTyaTalluu
I1K-1.2 Ynpasnser 3ammutoi nHGOpMaAIIMKM B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

2. I1K-2 I'0TOB K BHEIPEHUIO CUCTEM 3aIIUTHI HHPOPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM
[1K-2.2 Pa3zpabaTbiBaeT OpraHU3alliOHHO-PACIIOPSIIUTEIbHBIC JOKYMEHTHI 110 3aIUTe
UH(POPMALIMU B ABTOMATU3UPOBAHHBIX CUCTEMAX
[1K-2.3 BHeapsieT opraHu3aiioOHHbIE MEPHI MO 3aIIuTe HHPOPMAIIUU B aBTOMATU3UPOBAHHBIX
cucTemax

N BKJIFOYACT:
AJIS TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzauuu: Beinonnenue 3agaHust
1. Pa3paboTka Moenu HHPOPMAIIMOHHOM CHCTEMBI IPEAIPUATHS SHEPTeTUUECKON OTpaciiv ¢
no3uiun 0ezonacHoctu (Komnoksuym)

®Popma peanuzamu: KommberorepHoe 3aganue
1. Opranuzanus ¢pyaxiuonupoanuss COUb npenmnpusTsi HA 0CHOBE CUCTEMHOTO TIOJIX0/1a.
(TectupoBanue)

®Popma peanuzanuu: ITucemenHas padora
1. Haznauenue u oOuias XxapakTepucTuka BUoB ooecrneuenus (noacucrem) COUb
npeanpustus (KonrponbHas pabora)
2. CyIIHOCTh ¥ TIOPSAJIOK pealiu3allii CHCTEMHOTO TTOIX0/1a K 00eCIIeUeHU0
uH(pOopMalMOHHOHK Oe3omacHocTy mpennpustus (opranuszanun) (KonrponsHas padora)

BPC nucuuminHbl

8 cemectp
Beca KOHTpOIbHBIX MeponpusaTHil, %
Nunexc KM- | KM- | KM- | KM-
Pazpen nucuumHb KM: 1 2 3 4

Cpox KM: 4 8 12 15

OcHoBsl opranuzauuu 1 ¢pyakunonuposanus COUb npeanpustus

Ponp u MecTo nH(OpMaIMOHHON OE30MaCHOCTH B 00ECTICUCHHUH

KOMILIEKCHOM 0€301TaCHOCTH XO3SICTBYIOIIETO CyOBhEKTa. *
Cuctema obecriedeHust HHOOPMAITMOHHOM 0€301TaCHOCTH +
PEITPHUSITHSL.
[Tepeuens dakTopos, Biustonux Ha opranu3anuto COUb +
PE P THS




[Tonmutrka nHGOpMAITMOHHOM 0€30MTaCHOCTH. + + +

Haznauenue u oOmias XxapakTeprucTUKa BUJIOB 00eCTICUCHHS

(mogcucrem) COUDB npeanpusitus

[TpaBoBbie ocHOBHI GhyHKIIOHUpOoBaHus COUDb npeanpusTusi. + +

Opranusanronabie OCHOBBI pyHkunoHuposanusi CO1b +

PETPUITHSL.

Kanposoe obecneuenne COUb npennpustus. + +

OHUHAHCOBO-3KOHOMHUYECKOE obecrieueHue (PyHKIIMOHUPOBAHUS +

COWUB npeanpusitus.

WNmxenepro-rexunueckoe odbecneuenue COUB. +

[TporpamMHo-anmapaTHoe obecrieueHue pyHKIIMOHUPOBAHUS +

COWDB npeanpusitus.

[Toacucrema ayaura nHOOPMAITMOHHOW CUCTEMBI TIPEATIPUSITHSL. +

VYupasnenne COUB npeanpusitus. +
Bec KM: | 25 25 25 25

$O6m1as acts//1s1 MPOMEKYTOUHON arTecTanund




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3ysbTaTel  00y4eHMsI IO
JUCLUIUIMHE
IK-1 [MK-1.2nk-1 VYupasnsier | 3HaTh: CyIIHOCTH | MOPSIIOK PeaTu3allii CHCTEMHOTO TI01X0/Ia K 00ECTICUCHUTO
3alMTOM  MHGpOpMalMU B | KOMILJIEKC MEp 110 UH(POPMALMOHHOM 6€30MacCHOCTH MPeIPUATHS (OpraHU3aLUH)
ABTOMAaTH3UPOBAHHBIX MEHEIKMEHTY (KonTponbhas paboTta)
cucreMax MH(pOPMaIMOHHOM Ha3znauenue u o01ias XxapakTepucTUKa BUJOB o0ecriedeHus (II0ACUCTEM)
6esonacnoctu npeanpustus | COUb npeanpustus (KonrponsHas pabota)
Ha OCHOBE pa3pabOTaHHON Pazpabotka Mozienu HHPOPMALIMOHHOM CUCTEMBI ITPEIPUATHS
MIOJINTUKON SHEPreTUUecKoi oTpaciu ¢ no3uuuu 6esonacuoctu (Komnoksuym)
MH(pOPMAaIMOHHOM Opranuzanus pynkunonuposanuss COUb npeanpustus Ha OCHOBE
0€30MaCHOCTH U APYTUX cucteMHoro nojaxoja. (TectupoBanue)

JIOKJIbHBIX HOPMATHUBHBIX
AKTOB MPEAIPUATHSI
HOpPMAaTHUBHBIC U
OpTraHHU3aIOHHO-
pacnopsAuTeNbHbIE
JIOKYMEHTHI B 00J1aCTH
obecrneueHus CBOEH
npogecCuoHaNTbHON
JIeATeIIbHOCTH, BKIIFOYas U
JIOKYMEHTBI T10
o0ecneueHNI0 OE30IMacCHOCTH
ACVYTII KBO;

YMeTs:

MPUMEHATH CHCTEMHBIH
MOIXO]T K YIIPABICHHUIO
nH(OPMaLMOHHON




0€30MacHOCTbIO
HPEATIPUATHS;

MPAaBUIBHO pa3paboTaTh U
0(hOpMHTH JTOKYMEHTBI
MOJUTUKU UHPOPMAITOHHOM
0€30MacHOCTH IPEANPUSITHS
B Pa3NMUYHBIX cepax
NEATEIILHOCTH, B TOM YHCIIC
1 Ha 00BEKTaX SHEPreTHKH,

I1K-2

[IK-2.2nk-2>  Pa3pabaTeiBaeT
OpTraHU3aIMOHHO-
pacropsiAuTeIbHbIC
JOKYMEHTHI 10  3alluTe
uHpopmanuu B
ABTOMATHU3MPOBAHHBIX
cucTeMax

3HaTh:

KOMILJIEKC Mep IO
obecrieueHuno
MH(POPMAIIMOHHOM
0€30MMaCHOCTH C YU4ETOM €ro
MPpaBOBOM 00OCHOBAHHOCTH,
TEXHUYECKOU
peann3yeMoCTH 1
3KOHOMUYECKOU
11e7IeCO00Pa3HOCTH;

YMeTs:

MPUMEHSITh KOMITJICKCHBIN
MOJIXO/JT K 3aIUTe
TEXHOJOTHICCKHIX
npoueccos B ACY TIl ¢
MIPUMEHCHHEM WHKCHEPHO-
TEXHUYECKUX U
MIPOrPaMMHO-AIITAPATHBIX
peLIeHu;

OpPTaHHU30BaTh
TEXHOJOTHYECKHI MPOIIeCcC
3aIUThl TH)OPMAITMOHHBIX
AKTUBOB MIPEIPUSITHS B
COOTBETCTBUU C MMPUHATHIMU

Hasnauyenue n o0masi XapakTepuCcTHKa BUI0B oOecriedeH st (TI0ACUCTEM )
COUB npeanpusitus (KonrponpHas pabora)

Pa3paboTka Moeny nHPOPMAIIMOHHOW CHCTEMBI ITPEAPHITUS
SHEPreTUUecKoi oTpaciu ¢ no3uuuu 6esonacuoctu (Komnoksuym)




B P® npaswiiamu 1 HOpMamu
C IPUMEHEHUEM CHCTEMHOTO
aHaJIM3a U CUCTEMHOI'O
MIOAX0/1a B IPEAMETHON
00JIaCTH TUCIUIIIIMHBI

I1K-2

[1K-2.311k-2 Buenpsier
OpTraHU3AI[MOHHBIC MEPHI 110
3amTe  WHGOpMAIMUd B
ABTOMATHU3MPOBAHHBIX
cHUCTEMAX

3HaTh:

IICUXO0JIOrMYECKHE
0COOEHHOCTH pabOTHI B
KOJUIEKTUBAX IIPEANPUATHN
MaJjioro u cpeaHero OuszHeca
¢ y4€TOM IPUHLIUIIOB
npodeccnoHanbHOM STUKU B
oOmacTi HHGHOPMAITMOHHON
0€30MacHOCTH

METOJIbl U CPEJICTBA 3aLUThHI
CUCTEM YIpaBICHUS
TEXHOJIOTHYECKUM
o0opynoBaHuEM

YMers:

OCYILIECTBIIATH TIOUCK,
aHaJIu3, BBIOOP U YCTAHOBKY
MPOrPaMMHBIX KOMITIOHEHTOB
KOMIIJIEKCHON CUCTEMBI
3alUThl TEXHOJIOTUYECKOU
nnpopmanuu B ACY TII;
Ha TPaKTUKE MPUMEHSTh
CIIOCOOHOCTH HAy4HOM
OpTraHHU3aIH PaOdOTHI
KOJUJIEKTHUBA UCITOJTHUTENEH
Ha TIPeIIPUITAN MAJIOTO U
cpenHero Ou3Heca B
npodeccroHanbHOI
JIeSITEIbHOCTH

Haznavenue u o0mias xapakTepucTuka BUI0B oOecriedeHus (TIOICUCTEM)
COWUB npeanpustus (KonrponbHas padota)

Pazpabotka Mozieny HHPOPMALIMOHHOM CUCTEMBI ITPEIPUATHS
SHEPreTHUecKoi oTpaciu ¢ no3uuuu o6esonacuoctu (Komnoksuym)
Opranuzanuus ¢pynkunonuposanuss COUb npeanpustus Ha OCHOBE
cucteMHoro nojaxoja. (TectupoBanue)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. CymHocTh ¥ NOPAJ0K peaan3aliii CHCTEMHOI0 N0IX0/1a K o0ecnieYeHHI0
HH(OPMALMOHHO 0€30NaCHOCTH NpeaANnpusITHs (OPraHU3aIUN)

®opmbl peanauzanuu: [luceMennas padora

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO MeponpusTusi B BPC: 25

IIpoueaypa npoBeaeHusi KOHTPOJLHOT0 MePONPUATHUS: BhINOIHAETCS MUCbMEHHO B TeueHue S0
MUHYT IO BApUaHTam

Kpartkoe cogep:xkanue 3aiaHuA:
CymHOCTh ¥ MOPSAZOK PeaTH3auy CHCTEMHOT0 TIOAX0/1a K 00eCTIeYeHN 0 NHPOPMALMOHHON
0€30I1aCHOCTH NIPEeaNpUATHS (OpraHu3aliK) Ha IPUMEpeE:
1. OOpazoBarenbHast OpraHu3anus (BBICIIETO WM CPETHETO MPO(HECCHOHATEHOTO
o0pazoBaHus);

JledeOHOE (JIeueOHO—TIPOPIITAKTHIECKOE) YUPESIKICHUE;

Opranu3anys ornToBO-pO3HUYHON TOProBIIY;

Jloructuueckas opranuzanus (Ckiaj, 6asa, TepMHUHAI);

CrpoutenpHasi OpraHu3aLus;

HayuHo-uccnenoBarenbckas opranusanus;

[TpomblIIeHHOE MpeIpUATHE, BBITYCKaIOIee TOBAapbl OBITOBOIO Ha3HAUCHMS,

OrniepaTop COTOBO CBSI3H,

Typoneparop;

10. Komnanust — pa3paboT4MK IpOorpaMMHOTO 00€CIIEUEeHMUS;

11. MuTepHeT-MarasuH;

12. Komnanus — aBTONEpEBO3UUK;

13. CtpouTtenbHas KOMIaHus;

14. dunancoBas opranuzanus (6aHK);

15. CtpaxoBast KOMIIaHHUS.

CoNoORAWN

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

YMeTh: NpPUMEHATH CUCTEMHBIN 1.B uem 3akirouyaeTcs NopsI0K peaanu3alui CUICTEMHOTO
MOAXO. K YIIPaBIECHUIO noaxoja B obecnieuenun Ub npennpusitust
UH(POPMALIMOHHOM 0e30MacHOCTHIO

pepUsITHS,

Onucanue MIKAJbI OLlEeHUBAHUS

Ouyenka: 5
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 90
Onucanue xapakmepucmukuy 6blNOJHEHUsl 3HAHUSL: 3aIaHIE BBIIIOJIHEHO MPABUIBHO, UMEET
MOJTHOTY U aJIeKBaTHOCTh;

Ouenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku 6blNOJHEHUsl 3HAHUSL: 3aIaHIE BBIIIOIHEHO B II€JIOM MIPAaBUIILHO, HE
UMEET JIOCTATOYHOU TIOJHOTBI, HO SIBJIICTCS aJICKBaTHBIM;

Oyenka: 3
Huoichuii nopoe svinonnenus sadanus 6 npoyernmax. 50




OnucaHnue xapaxmepucmuxy 6blNOJIHEeHUs 3HAHUA: B 3aJaHUU UMEIOTCS OTACJIbHbIE HETOUHOCTH,
OHO He 00J1alaeT IOJHOTON U aJeKBaTHOCTh €0 COMHUTEILHA;

KM-2. Opranuzanus ¢pynkuuonuposanuss COUDb npeanpusTusi Ha 0CHOBe
CHCTEMHOI0 MOIX0/1a.

®opmbl peanuzanuu: KoMneoTepHoe 3a1aHue

Tun KoHTPOILHOTO MeponpusitTusi: TectupoBanue

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa npoBeaeHnss KOHTPOJIBLHOTO MeponpusTHsi: TecT Mo U3y4eHHBIM MaTepraliaM

Kpatkoe cogepxanue 3a1aHusi:
1. Kakoro Hanpas/ieHHs 1eITeJIbHOCTH He NPeIyCMOTPEHO B MoJCHCTEMe
OpPraHu3anuoOHHO-NPaBoBOro odecneyennss COUb XC?
1. ®usnueckoe
2. OpraHu3anuoHHOE
3. JlunensupoBaHue u cepTUUKAIISL
4. TIpaBoBoe

2. Kakoe cpencTBo 3auuThl HHGOPMALMHA He OTHOCUTCH K MPOrPaMMHO-aNNapaTHbIM?
AHTHBUDYC;

bpanamayap;

IDS/IPS - cuctema

PezepBHOe KonupoBaHue

DLP- cucrema

Repeater

ook wndE

Kakoe cBoiictBo nHpopmanuu u3 mogean CIA He saBisieTcs 00s13aTeJIbHBIM?
Confidentiality;

Availability;

Integrity;

1 u 2 BapuaHTHI;

2 u 3 BapuaHTHI.

SN

4. Chopmyaupyiite nuea» COUb:

5. Kakoe cBoiicTBo nH(popmManuu He BXOAUT B moaesb CIA?
1. JlocroBepHOCTH

2. J1oCTyIHOCTb.

3. KoHpuaeHIHaIbHOCTS.

4. 11emocTHOCTD

6. Kakoro nanpasjienusi B kagpoBom obecneuenuun COUDB ne Boigeasiercs?
1. JIuuensupoBaHue u cepTudUKaLus

2. IToaroroBka

3. Toxbop

4. TIpodeccuonanpHasi ITHKA

7. Kakoe HanpaBJ/ieHUe 1eSITeJIbHOCTH He BXOJAUT B MOJACHUCTEMY HHKEHEPHO-
TexHuueckoro ooecneuenusas UB?
1. vHXeHepHO-TeXHUYeCKasl 3allluTa TEPPUTOPHIA U TOMEIIEHUI



2. oOHapy)XeHHUE M 3alIUTa TEXHUUYECKUX KaHAIOB YTeUKHU HHPOpMaLUU
3. MPOTHBOMOKApHAs 3alUTa 0OBEKTOB

8. Kakoe u3 nepeunc/jieHHbIX He SIBJIsIETCS MPOTPAMMHBIM CPeICTBOM 3aLUThI

HHpopmanuu, BcrpoeHHbiM B OC:

CpencrtBa ayTeHTU(DUKALIH

agsrwONE

CpencrtBa ayauta

CpencTBa aHann3a 3allUIEHHOCTH
CpencTBa MEXCETEBOTO SKPAaHUPOBAHUS
CpencTBa pe3epBHOIO KOMPOBAHUS

9. Kakasi MmojieJib He HCIIOJIb3YeTCsl B mojacucreMe GUHAHCOBO-3KOHOMHYECKOTO

odoecrieuennss COUB XC?
1. DLP

2. ROI
3. BCP
4. TCO

10. Kakoro Buaa obecneuenusi COUB ne npexycmarpuBaercsi?

[IporpammMHO-anmapaTHoe;
Kanposoe;
WudopmannonHoe;
Aynauta Ub.

agrwbdE

OpraHI/IBaHI/IOHHO-HpaBOBOG;

11. Ot yero He 3aBUCAT TPeOOBaHUA 0€30I1ACHOCTH HH(POPMALMOHHOM CHCTEMBbI?

1. HasnaueHune CHCTEMBI,

2. Turm BO3MOXXHBIX yrpo3 0€30MacHOCTH;
3. XapakTep HCrosib3yeMoi HHpopMaImm;

4. Pemienue agMUHHUCTpATOpa

12. {1s1 yero npeaHasHavdeHa cucrema odecnieyenus Ub npexnpusitus

13. B noHsiTHE «rocyAapcTBeHHasi TaiiHa» BXOAUT MH(POPMALHS 0...1eATeTbHOCTH

KoHTtppa3zBenpiBaTenbHOM;
Pa3zBenniBaTeILHOM;
Boennoii;
BHemHenonuTuueckou;
OKOHOMHUYECKOM;
OnepaTUBHO-PO3BICKHOM;
1-6;

1-4u6.

N~ wWNE

KoHTpoJibHbIE BOIPOCHI/3a1aHUSA:

3HaTh: KOMIUIEKC ~ Mep IO
MEHEUKMEHTY HMH(OpMaIMOHHON
0€30MacHOCTH MpEeANpusATUs Ha
OCHOBE pa3paboTaHHOW MOJTUTUKON
nH(pOpMaAIMOHHON O€30MaCHOCTH U

l.llaTI) MPaBHUJIBHBIC OTBETEI HA TCOPETUUCCKUE BOIIPOCHI
TECTa

10




JIPYruX JIOKaJbHbIX HOPMAaTHBHBIX
AKTOB NPEAIPUATUS

VYMeTb: Ha MpakTHKE NPUMEHATh
CIIOCOOHOCTH Hay4yHOU
OpraHu3aly paboThl KOJUIEKTHBA
UCIIOJIHUTENIEH Ha MPENIpUATUN
MaJIor0 U CcpeAHero Ous3Heca B
po(heCCHOHAILHOM e TEIIbHOCTH

I.I[aTB IIpaBHUJIBHEIC OTBETHI HA ITPAKTUYCCKUE BOIIPOCHI
TCCTa

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5

Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 90
Onucanue xapakmepucmuky 6bINOJHEHUSL SHAHUSA

Ouyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 0
Onucanue xapakxmepucmuxu 8bINOIHeHUs] SHAHUSAL:

Oyenka: 3

Hudienuii nopoe svinonnenus 3adanus 6 npoyermax: 50
Onucanue xapakxmepucmuku bINOJIHEHUs] SHAHUSA:

KM-3. HaznaueHnne u o011asi XapaKTepucTHKA BU/I0B o0ecnieyeHus (MoacucTeM)

COMUB npeannpusaTus

®opmbl peasuzanun: [TuceMennas padora

Tun koHTpoILHOrO MeponpusaTus: KourponsHas pabora

Bec kouTposabHoro meponpusitusi B BPC: 25

IIpouenypa npoBeaeHusi KOHTPOJbLHOro MeponpusaTusi: KoHTposnbHas paboTa BBIIIOJIHAETCS B
NUCbMEHHOM BHJIe B TeueHHe 50 MUHYT 1o BapuaHTaMm: 1. Opranuzaunonsnoe obecneyenne COMNb
npennpustus. 2. IIpaBoBoe odecnieuenrie COUBb npennpustus. 3. Kaaposoe odecneuenne COVBb
npennpusatus. 4. GunancoBo-skoHOMUYeckoe obecnieueHne COUb npeanpustus. 5. MuxenepHo-
texHuueckoe obecnieuenne COUbB npennpusitus. 6. [Iporpammuo-annapatHoe odecnieuenne COUb
npennpustus. 7. Ilogcucrema ayaura Ub B COUb npeanpustus. 8. Iloxcucrema MeHemKMeHTa

Wb npennpustus

Kparkoe conep:kanue 3a1aHus:

JlaTb noHsATHE, Ha3HAUEHUE, CTPYKTYPY U 00111yI0 XapakTepucTuky nojacuctemsl COUb

pENpUATHS

KoHTpoJibHbIe BONIpOChI/3aJaHUA:

3HaTh: KOMIUIEKC ~ Mep IO
o0ecrieyeHHI0  MH()OPMAITMOHHON
0€30MacHOCTH C  Y4EeTOM  €ro
MpaBOBOI 000CHOBAaHHOCTH,
TEXHUYECKOH peaqnu3yeMocTd H
SKOHOMHUYECKON

1.KakoBo HazHauenue noncucrema COUBb
peanpUATHS?

1€J1eCO00Pa3HOCTH;
3HaTh: [ICUXOJIOTUYECKHUE 1.Yto Takoe noacucrema COUDB npennpustusn?
0COOEHHOCTH paboThI B

KOJIJIGKTHBAX MPEANPUATUI MaJoro
U cpenHero OusHeca C  Y4E€TOM
OPUHIUIOB  MPOo(hecCHOHAIBLHON
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ITHKHU B obusactu
UH(POPMALIMOHHOM 6€30MaCHOCTH

YMeTh: mpaBWIBHO pa3paboTaTh U 1.Onucars ctpyktypy noacucremsl COUb nipennpustus
0(pOPMUTH JTOKYMEHTHI TOJUTUKU
nH(pOpPMAITMOHHOW  0E3011aCHOCTH
OPEINPHUATHS B Pa3IMUHBIX chepax
NESTENIbHOCTH, B TOM 4YHCIE U Ha
00BEKTaX SHEPIrEeTUKH;

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 90
Onucanue xapaxmepucmukuy 6blNOIHeHUs 3HaHUA: 3aJaHue BHITIOTHEHO MPABUIBHO, U MTOJTHO

Ouyenka: 4
Huoicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu 8blNOJIHeHUs 3HaHUs: 3aJaHUE BBIMIOJTHEHO B OCHOBHOM IPaBUJILHO, HO
HEJI0CTATOYHO ITOJTHO

Oyenka: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu 8blnOJIHeHUs 3HAHUs: 3aJaHUE BBIMIOJIHEHO, HO €CTh HENPABUILHOCTD,
a TaKKe HEJOCTATOYHO ITOJTHO

KM-4. Pa3zpa6oTrka moaeu nHGOPMALMOHHOI CHCTeMbl NPeINPUATHS
JHEPreTHYEeCKOM OTPACIHU C MO3UIUM 0€30IACHOCTH

®opmbl peanu3zanuu: BeimonHenue 3aganus

Tun koHTpoBLHOr0 Meponpusitusi: Kommoksuym

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpoueaypa npoBeaeHUsi KOHTPOJIBLHOIO MePONPHUATHS: 3a/JaHUE BBIMOIHACTCS B MHCHBMEHHOM
BUJIE B COOTBETCTBHUHM C 33J]aHUEM K CPOKY, OIpEIeIEHHOMY Iperno/iaBaTeiem

Kparkoe cogepxxanue 3agaHus:
Bvinoanums:
1. B nomxnoctu cotpyanuka oraena UT sHeprernueckoid KOMIaHUM MPOBECTH aHAJIN3
UCXOJIHBIX JJAHHBIX U Ha UX OCHOBE pa3padboTars «Mojenb nH(OPMAIMOHHON CHCTEMBbI
sHepreruueckor kommannu “HA3BAHUE” ¢ nmo3unmu nHpOpMaIimioHHON 6€3011acCHOCTHY B
COCTaBe:
- CTpYKTypHO# rpaduueckoii cxemsl C u nogaepxuBaronieil ee uHQPacTpyKTyphl;
- IOSICHUTENIbHON 3aIIUCKH K rpad)uyecKoit cxeme.

Hcxoonvie dannvle 01 pazpabomri:

- OpraHU3alMOHHAS CTPYKTypa KOMIaHUH (MHPOPMAITHIO O CTPYKTYpe KOMITAHUH Ha
ounmanbHOM caiiTe sHepreTuueckoi komnanuu. Henocraromyro nHpopManuo B3sTh 110
COTJIACOBAHUIO C MIPETIOIaBaATEIEM;

- pasmenienne CBT u nqpyrux sineMeHToB HH(POPMALIMOHHON CUCTEMbI KOMIIAHUH - PEalIbHOE,
WM CMOJIETUPOBAHHOE (IO TEPPUTOPUSM, 3JaHUSIM, TIOMEILIEHUSIM);

- IepeYeHb HHPOPMALMOHHBIX akTUBOB MABHY, nojexanux 3amure:

a) 0a3a mepCcoOHAIbHBIX JaHHBIX B AJIEKTPOHHOU U OyMakHOH popme;

0) 6a3a nepcoHaIbHBIX JAHHBIX COTPYIHUKOB, UCIOIb3YEMbIX Ul UX UACHTU(DHUKALIMH B
cHCcTeMe KOHTPOJISA U YIPaBJICHUS JOCTYIIOM (C UCTIOIh30BAHUEM CMapT-KapT);

I') BUieoMaTepuasIbl CHCTEMbl OXPaHHOT'O TeJICBUICHUS,

12




1) TJIATSKHBIE TOKYMEHTHI (B OyXranTepun) B 3JIEKTPOHHOU 1 OyMaxkHOi (hopme;
€) o0pa3 opuIIUaTBLHOTO caiiTa KOMIIaHUU (Ha BeO-cepBepe KOMIaHUN);
- IEpeYeHb aKTUBOB MH(POPMALIMOHHON CUCTEMbI KOMIIAHHUHU TI0 KJIaccaMm:
1. CpencrtBa BerunciautenbHoi Texuuku (CBT):
a) pacIoyIoKEHHBIE B CTy)0ax KoMnanuu (0Taen Kaapos, Oyxranrepus, otaen UT, coyxba

OXpaHbI  JIp.);

0) pacronoxeHHble B GuIHagaX KOMIIAHUH (B COOTBETCTBUU C €€ OpraHU3aI[MOHHON

CTPYKTYpOii);

B) pacIoJIO’KEHHBIE B CEPBEPHOM;

1) ceTeBoe 000pyI0BaHKE, PACTIONOKEHHOE B CEPBEPHOIA.
2. NadopmanoHHbIe aKTUBHI (CM. TIepeYeHb NHPOPMALMOHHBIX aKTUBOB KOMITAaHUH,

MO/IJIC)KAIINX 3AIIHTE).

3. CucreMHOe MPOrpaMMHOE oOecTieueHue (OnepalnoHHasi CUCTEMa, BEPCHs).
4. IlpukiagHoe NporpaMMHOE OOecIeueHHUE:
a) JUis o0ecTieYeHNs ACATEIbHOCTH CIIY)KO KOMIIAHHUH: OT/EIN KaapoB, Oyxranrepus, otaena UT

v JIp.)

0) st obecriedeHust e TEIbHOCTH aIMUHICTPANUH (B COOTBETCTBUU C OPTaHU3alIMOHHOM

CTPYKTYpOi);

B) JIJIsl 0OECTICUCHUST MEXaHU3MOB 3aIUTHI(MEKCETEBOC DKPAHUPOBAHUE, PE3SPBHOE

KOMUPOBAHUE, AHTUBUPYCHOE | JIP.);

T') 17151 00EeCTIeYeHUsI OCHOBHBIX TEXHOJOTHUYECKUX MPOIIECCOB.
- TEXHOJIOTUSI 00paboTKH HH(pOPMALMK U 33/1a41, PELIaeMble B MHTEpecax:
a) (OYHKIIMOHUPOBAHUS OCHOBHBIX CIIY)KO KOMIaHuu (0TAeN Kaapos, Oyxranrepus, oraen UT u

ap.);

0) OCHOBHBIX TEXHOJIOTHUECKHUX MPOIIECCOB KOMIIAHUH.

Ilpumeuanue:

1.  [na crpykrypHoil rpadudeckoii cxemsl IC ucnonps3oBats rpadudeckuit pegakrop MS
Visio, unu TekctoBblid penakrop MS Word ¢ 6ubarorekoit rpadpuieckiux IpUMUTHBOB, TAKUX
Kak: cepBep, pabouasi cTaHIMs, IPUHTEp, TenedoHHas cTaHuus, TenedoH (¢pakc), ceTeBble
yCTpo#cTBa (MapuIpyTH3aTop, Xxad, KOMMYTaTop), KCEPOKC, 0a3za (0aHK) MaHHBIX, OyMaKHBIN

JOKYMEHT U JIp.

KoHTpoJibHbIe BONIpOChI/3aJaHUA:

3HaTh: HOpPMAaTHBHbBIC u
OpraHu3aIMOHHO-
pacropsAUTeIbHbIC JJOKYMEHTHI B
obOjacth  oOecreyeHus  CBOEH
npoeCCUOHATILHON EeSITeIbHOCTH,
BKJIFOUada n JIOKYMCHTBI 10
00eCIIeYeHHIO 0€30aCHOCTH
ACVYTII KBO;

1.C kakoii uenbto pazpabarbiBaercs moaens NC
MPEANPUATHS C MO3ULUU UHPOPMAITIOHHOM
0e3zomacHOCTH?

3HaTh: METOABbI u cpeacTBa
3alIUThI CHCTEM YIpaBJICHUA
TCXHOJIOTHYCCKHUM O60py&0BaHI/IeM

1.Hanuume xakoit nHGOpMAaIIMK MIPEANONaraeTcs B
Monaenu?

VYMern: OpraHu30BaTh
TEXHOJIOTMYECKUN npo1ece
3aIIUTHI UH(OPMAITMOHHBIX
AKTHUBOB Hp eJIHpI/ISITI/ISI B

COOTBETCTBUU C NPUHATHIMU B PO
MpaBUIaMu u HOpMaM# c
IIPUMEHEHUEM CHUCTEMHOTO

1.Kakue ¢hopmbl npesicTaBieHnss UHPOPMALIUU B MOJIEIH
SBIISIOTCS JOMTYCTUMBIMU U MPEATNIOYTUTEIBHBIMU?
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aHaJlM3a ¥ CUCTEMHOIO Moaxoja B
PEIMETHOM 00JIaCTH TUCIIUTLINHBI

YMeTh: NPUMEHSATh KOMILUICKCHBIN
MMOJIXO/T K 3aIIHATE
TEXHOJIOTHYECKUX IPOIIECCOB B
ACY TII ¢  mnpuMeHEeHueM
WHXEHEPHO-TEXHUYCCKUX n
MIpOrpaMMHO-aNnapaTHbIX
pEUICHUI;

1. Kakumy npuMHTHBAMU PEKOMEH TYeTCSI OIb30BaThCS
IIpH pa3paboTKe MOEIH?

YMeTh:  OCYIIECTBIATH  MOMCK,
aHaJaM3, BHIOOP W  YCTaHOBKY
IPOTPaMMHBIX KOMITOHEHTOB
KOMIUIEKCHOW CHCTEMBI  3alUThI
TEXHOJIOTUYECKOH WH(pOpMaLUU B
ACY TII;

1.Coneprkanue MeponpusTHil aynuTa nHHOPMAITMOHHOK

CHCTEMBI IIPEATIPUATHUS
2.CocraB IporpaMMHO-aINIMaAPaTHBIX CPEACTB 3alLUTHI
nHpOpMaIHY, 00ECIIeYNBAIOIINX BHIITOJHEHUE
TpeOOBaHUIl COTIaCHO HOPMATHUBHBIX JJOKYMEHTOB
OCTOK

OnucaHue MKAJbI OlleHUBAHUS

Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 90
Onucanue xapakxmepucmuxu bInoIHeHus: 3Hanus: Bee pas3ienbl MoJIeIH BBIIIOJIHEHBI MOJTHO,
MIPaBUIILHO M HEIPOTHUBOPEUNBO

Oyenka: 4

Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmukuy 6blnoIHeHUs 3Hanus: Bee pa3aenbl MO BhIIIOJHEHBI IPaBUIIBHO,
HENPOTUBOPEUYUBO, OJTHAKO C HEJOCTATOYHOU ITOJTHOTON

Oyenka: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu bInNoIHeHUs: 3HaHus: Pa3enbl MOJENN BBHITIOTHEHBI B OCHOBHOM
MPaBUIILHO, UMEET MECTO HEJIOCTATOYHAS TTOJIHOTA U TIPOTUBOPEYHSI,
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
8 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

SK3AMEHAIIMOHHBIN BUJIET Nel 33;’:655;’6?5}
HUY anZ;ic):(z)[}Z)jeuﬁBesonacnocmu U UHDOPMAYUOHHBIX L0 Hooonuti
M5HA . Ilpomoxon Ne 6

Juctummmna «Cucrema obecrieueHuss HHPOPMAIIMOHHON 19 » s

Oe3omacHocTH XCx» SorL

1. Onpenenenne COUb. CyntHocTs cructeMHoro moaxoza k ooecriederanto COUb. Ykpynaénnas
ctpykrypa COUDB

2. Cpencta 0OHapyKeHHs M 3aLIUTHl TEXHUUECKUX KaHAJIOB YTeUKU MH(opManuu

IIpoueaypa nposenenust
3K3aM€H BBIITOJIHACTCA B IIMCBMECHHOM BUC 110 6I/IJICT8,M 3a BpeMH HC MCHCECC 50 MI/IHYT

L Ilepeuens Komnemenyuil/uHOUKaAMOpPoO8 u KOHMPOIAbHBIX 60NPOCOB NPOBGEPKU PE3YbHAN 08
0CBOCHUA OUCUUNTUHDL

1. Komnerennus/Muaukarop: I1K-1.2nx-1 Yrpasnser 3amuToil nHpopmanuy B
ABTOMATHU3UPOBAHHBIX CUCTEMAX

Bonpocel, 3aganus
1.1. BeprukaibHas U TOpU30HTaIbHAS IEKOMIIO3UIMS MOJCUCTEMBI KaAPOBOTO 00ECTIeUeHUS
COHnb
2. Cucrema cpesCTB MPOrpaMMHO-AIIapaTHON 3auuThl nHpopMmarmu. [loHsATHE, TIepeueHb,
Ha3zHaueHHe, IpUMepBbI, 00111ast XapaKTepUCTHKA.
2.1. Onpenenenne COUB. CymnHocTh cucteMHOro noaxoaa k odecrneuenuto COUB.
VYkpynuénnas ctpykrypa COUb
2. CpencrBa 0OHAPYKECHHS U 3AIIUTHl TEXHUUECKUX KaHAIOB YTEUKA HHPOPMALIUU
3.1. Tloacucrema puHaHcoBo-3K0HOMHUUEcKoro odecneueHust COUbB xo3siicTByromero
cyObekTa. BepTukanbHas ¥ ropu30HTaNbHAS JEKOMIIO3HUIIMS [T0ACUCTEMBI
2. Cuctema cpecTB IpOorpaMMHO-annapaTHOM 3amuThl HHGopmanuu. [loHATue, nepeyeHs,
Ha3Ha4YeHHe, MPUMEpHI, 0011ast XapaKTepUCTUKA.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN
1.Kakoro Buaa odecnieuenuss COUDb ne npexycmarpuBaercs?

Opranu3anroHHO-IIPABOBOE;

[IporpammHO-anmapaTHoE;

Kanpogoe;

NudopmannonHoe;

Aynuta Ub.

OTBeThI:

Br160p npaBrUIIbHOTO OTBETA U3 MPEACTABICHHBIX BAPUAHTOB

BepHsiit otBeT: 4 BapuaHT

agbrwbnE



2. Komnerenuuss/Muaukarop: [1K-2.2nk-2 PazpabarbiBaeT oprann3ainoHHO-paciopsAUTeIbHbIE
JOKYMEHTHI 110 3aluTe HHPOpPMALUK B aBTOMaTU3UPOBAHHBIX CUCTEMAX

Bomnpocel, 3axaHus
1.1. O6mas xapakTepucTuka HHXeHepHO-TexHnYeckoro ooecneuennss COUb. BepTukanbHas u
TOPU3OHTANIbHAS IEKOMITO3UIUS TTOICUCTEMBI.
2. Ananu3 u ynpasnenue puckamu Ub: onpenenenue prcka; aHainu3 pucKOB; METObI
YIpaBJICHUS PUCKAMU
2.1. CTpykTypHasi AEKOMIIO3UIIUS MOICUCTEMbI OPraHU3AIMOHHO-TIPABOBOr0 00eCIeueHHUs
COUb
2. CpezactBa 3alllMThl ONEPALUOHHBIX CUCTEM H MOJIb30BATEIBCKUX MPUIIOKEHUHN MOJCHUCTEMbI
nporpaMmmHo-amnmnaparaoro odecnedenuss COMb: HazHaueHHe; MPUHIMIIBI PYHKIIHOHUPOBAHUS;
npuBectu npumepsl st OC cemerictBa Windows

Marepuaibl 1J151 NPOBEPKH OCTATOYHBIX 3HAHU M
1.Kaxkoii ypoBeHb JekoMno3uiuu c10:kHbIX cuctem (COUB) He npexycmaTpuBaercs?
1. DieMeHT cUCTEMBI
2. IMoxcucrema
3. CocraBHast 4aCTh CHCTEMBI
4. Cucrema

OTtBeTsI:
Br100p npaBuiibHOTO OTBETA U3 MPEACTABICHHBIX BAPUAHTOB
Bepnbsiii otBeT: 3 BapuaHT

3. Komnerenuus/Muankartop: I1K-2.3nk-2 BHeapser opraHu3annoHHbIe MEpHI IO 3aIUTE
UH(POPMAaLIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX

Bonpocsl, 3aganus
1.1. Llens, 3anaun COUB u nepeuens TpeOOBaHUN K CHCTEME.
2. CpencTBa mocUCTeMbl OOHAPY)KEHUS M 3alIUTHl TEXHUYECKUX KaHAJIOB YTEUKH
uH(pOpMaIlMK: Ha3HAYeHHE, COCTaB, Kilaccu(PHUKAIMs, KpaTKasi XapaKTepUCTHKA U BIUSIHUE
cpenct 3aumThl TKYU Ha obecrieuenre nHpopMaiMoHHOM 6€30acHOCTH
2.1. Cuctemnsiit nogxof k obecnieuenuto COUb: nonsarue, nens COUB; cucrema cpencts,
MIPUEMOB U CIIOCOOO0B obecrieueHus MHPOPMaIMOHHOM 6€30MacHOCTH
2. Opranuzanuonnbie ocHOBBI (yHKIIMoHUpoBanust COUB: noHsTHE, 11€M1b, CHIIBI U CPE/ICTBA
OpraHU3aIMOHHOTO oOecrieueHust nHpopMaIoHHON 6e3onacHocTH XC

MarepuaJsl 1Jis1 NIPOBEPKH 0CTATOYHBIX 3HAHUI
1.Kakue cBoiicTBa nHgopmauuu onpeneaeHbl moaeabio CIA?

JlocToBEepHOCTH

IlenoctHOCTH

KonduneHmaabHOCTh

JocTynHOCTh

1-3

2-4

OtBeThI:

Br160p npaBuiibHOTO OTBETA U3 MPEACTABICHHBIX BAPUAHTOB

BepHblii oTBET: 6 BapuaHT

ok wmnE

I1. Onucanue wikanvl oueHusanus

Ouyenka: 5
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Huoicnuii nopoe evinonnenus sadanus 6 npoyernmax.: 90
Onucanue xapaxmepucmuxu evinoineHus sHanus: Ha Bce BOIIPOCHI TaHBI MOJIHbIE, TPaBHIIbHBIE U
apryMEHTHPOBAHHBIE OTBETHI

Ouyenka: 4
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku 6blnoxeHus 3uanus: Ha Bce BOIIPOCH JTaHbI MOTHBIC W TPABHIIBLHBIE
OTBETHl. MOTYT OBITh JIOMYIIICHBI OTJCIBHBIE HETOYHOCTH U HEAOCTATOYHAS apryMEHTAIHSI.

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakxmepucmuku 6vinoneHus 3uanus: Ha Bce BOIIPOCH gaHbl OTBETHL. [1oaHOTA 1
MPABUJILHOCTh OTBETOB HU3KAsl, ApTYMEHTAIIUS OTCYTCTBYET.

111. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy

WrtoroBast omeHka mo Kypcy BbIcTaBisgeTcss ucxons u3 naHHbix BAPC mo cemectpoBoil u
9K3aMEHALIMOHHOM COCTABIISIFOLIEH
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