MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh
HaumeHoBaHune 00pa3oBaTe/bHOI NporpaMMel: be3onacHoCTh aBTOMATH3UPOBAHHBIX CHCTEM
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yueHusi: OUHO-3204HAA

Pabouass nporpaMma QM CHUILIHHBI
INPOI'PAMMHO-AIIITIAPATHBIE CPEACTBA 3AHIUTBI UH®OPMAIIUN

BJaok: Baok 1 «/Iucuuniunsl (MoxyJim)»
YacTh 00pa3zoBaTe/iLHOM
Oo0si3aTenbHas
NMPOrpaMMbl:
Ne quCHMIIMHBI 110 Y4eOHOM
Aucn y y 51.0.30
TJIAHY:

6 cemecTp - 4;
7 cemecTp - 5;
Bcero - 9

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

Yacos (Bcero) no yueoHomy
MJIAHY:

324 yaca

6 cemecTp - 16 4acos;
Jlekuuu 7 cemecTp - 16 4acos;
Bcero - 32 yaca

6 cemecTp - 16 4acos;
IIpakTnyeckue 3aHATHSA 7 cemectp - 20 yacos;
Bcero - 36 yaca

6 cemecTp - 8 yacos;
JlaGopaTopHble pa6oThI 7 cemecTp - 12 yacos;
Bcero - 20 yacos

Koncynbranumn 7 cemecTp - 2 yaca;

6 cemectp - 103,7 yaca;
CamocrosiTesibHasi padoTa 7 cemecTp - 129,5 yaca;
Bcero - 233,2 yaca

B TOM uncJje Ha KII/KP He NMpeyCMOTPeHO0 YUeOHbIM IVIAHOM
HNnas koHTakTHas padora NPOBOJMTCS B PAMKAX YACOB Ay AMTOPHbIX 3aHATHI
BKJIIOYAS:

KonTpoJuabHas pa6ora

HpOMe)KyTO‘{Haﬂ aTTrecrauud:

3auer ¢ o1leHKOH 6 cemectp - 0,3 yaca;
JK3amMeH 7 cemectp - 0,5 uaca;
Bcero - 0,8 yaca

Mocksa 2023



NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu Kanrep 1.B.
[IpenomaBaTelib WaeHTaukatop R5d33dfle-KapgerlV-059b09ee N.B. Kanrep
(OIKHOCTR) (moamuck) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

BaporoB O.P.

Waentuduratop

R90d76356-BaronovOR-7bf8fd7e

O.P. baponos

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

3aBenyIOLIMI BbIITyCKatOIeH
kadenpsl

(mozmycs)

%Mo ¢

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6ed493d

(pacmudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. HEJIN U 3AJIAYU OCBOEHUSA JUCHUITIJIMHBI

Leab ocBoeHUs] IMCUMIVIMHBI. OCBOCHHE MPO(EeCcCHOHANBHBIX KOMIETEHIINN M0 (POPMHUPOBAHUIO
TOTOBHOCTHU CTYJICHTOB pa3padaThiBaTh CUCTEMBI 3aIIUTH MHGOPMAIIUU HA OCHOBE MIPUMECHEHUS METO/I0B
U CPEJCTB MPOrpaMMHO-aNNapaTHON 3aluThl HH(GOPMaLIUU

33[[3‘11/[ AUCHHUIIIMHBI

- ¢(OpMHUPOBATh y CTYJEHTOB CUCTEMHbIE TEOPETUYECKHE 3HAHUS U IPAKTUYECKHUE HABBIKU I10
OpraHu3alK U TEXHOJIOTHH IPOTPAaMMHO-aINApaTHON 3aIIUTHl HHPOPMAITUH.

dopmupyembie y 00yJaronierocs KOMNeTeHIUH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCIUIUIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

Koa n HaumMeHoBaHue
KOMIIeTeHIIHH

Koa u HamMeHOBaHHe
HHAUKATOPA JOCTUKEHUSI
KOMIIeTeHIMH

3annaHupoBaHHbIE Pe3yJbTATHI 00y4eHUs

OIIK-4.3 cnocobeH
BBIMOJIHATH PAOOTHI 11O
YCTaHOBKE, HACTPOUKE,
aJIMUHUCTPUPOBAHUIO,
00CITY)KUBAHUIO U TIPOBEPKE
paboTOCIIOCOOHOCTH
OTJICTBHBIX MPOTPAMMHBIX,
POTPaMMHO-aIapaTHBIX
(B TOM uncne
KpUNTOTpapruecKuX) u
TEXHHYECKUX CPEJICTB
3alUThl HH(OpPMAIHH
ABTOMATHU3MPOBAHHBIX
CHCTEM

N-1onk-4.3 [Ipumensier
TUIIOBbIE ITPOrPaMMHBIE
CpEeCTBA PE3EPBUPOBAHUS U
BOCCTaHOBJIEHUsI HH(POPMALIUU
B aBTOMATHU3UPOBAHHBIX
cucremax

3HATh:
- Tunossle nporpaMmMHbIE€ U IPOTPAMMHO-
armapaTHbIE CPE/ICTBA PE3EPBUPOBAHUS U
BOCCTaHOBJICHHUS WH(POPMALIUU B
aBTOMAaTH3MPOBAaHHBIX CHCTEMaX.

YMETh:
- [IpoBOANTH YCTaHOBKY M HaCTPOUKY
IIPOrPaMMHBIX U IPOTPaMMHO-
anmapaTHbIX CPEICTBA PE3EPBUPOBAHUS U
BOCCTaHOBJIEHUS MH(POPMALIUU B
aBTOMAaTU3MPOBAHHBIX CHCTEMAX.

OIIK-4.3 cnocobex
BBITIOJIHATH paOOTHI 1O
YCTaHOBKE, HACTPOUKE,
aJIMUHHUCTPUPOBAHUIO,
00CITy’)KUBAaHHIO U TTPOBEPKE
paboTocmocoOHOCTH
OT/EJBbHBIX MPOrPAMMHBIX,
IPOrpaMMHO-aANIapaTHBIX
(B TOM uncie
KpUNTOrpadguueckux) u
TEXHUYECKHUX CPENICTB
3alMTHl HHQOpMALUH
ABTOMAaTH3UPOBAHHBIX
cucTeM

N-20r1k-4.3 [Ipumensier
MIPOrpaMMHBIE CPEJICTBA
obOecreyeHns 0€30IaCHOCTH
JTAHHBIX

3HATh:
- OcobeHHOCTH NpoBeieHUs padoT 1o
YCTaHOBKE, HACTPOHKeE,
aIMUHUCTPUPOBAHUIO, OOCITYKUBAHUIO 1
MpoBepKe pPaboTOCIIOCOOHOCTH
MporpaMMHO-aMImnapaTHbIX U TCXHUYCCKUX
CPEJICTB 3alIUTHl HHPOPMAIINH B
ABTOMATU3HWPOBAHHBLIX CUCTCMAX.

YMETB:
- [IpuMeHATh TUIIOBBIE TPOTPAMMHO-

amnmapaTHbIe CPEICTBA 3AITUTHI
nH(pOpMaIIMK B aBTOMATU3UPOBAHHBIX
crucTeMax M 0a3ax JaHHBIX.

OIIK-4.4 criocoben
OCYIIECTBISITh AUATHOCTUKY
58 MOHI/ITOpI/IHF CUCTCM
3aIUATEI
aBTOMaTI/ISI/IpOBaHHI)IX
CHCTEM

N/I-1omk-4.4 Bemomaser
oOHapy>KeHHEe U
UICHTU(DUKAINIO HHITUICHTOB
B IIpOIIecCe IKCIUTyaTalluu
aBTOMAaTU3UPOBAHHON
CHCTEMBI

3HATh!
- CiocoObl 0OOHapyXeHUS U
UACHTU(DUKAIIMYA UHIIUICHTOB
nH(pOpMaAITMOHHOM 0€30MaCHOCTH B
npoliecce 3KCITyaTaluu
aBTOMaTI/ISI/IPOBaHHOfl CHUCTEMBI.

YMETB:
- AIMUHUCTPUPOBATH CUCTEMBI

00HApY)XKCHHS U MICHTH(PUKAIINH




Koa u HaumeHoBaHue
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHUsI

WHIIUJICHTOB HH()OPMAITMOHHOM
0€30IMacHOCTH B MPOIIECCE IKCILTyaTaIlH
ABTOMATU3MPOBAHHOW CHCTEMBI.

OIIK-4.4 cnocobeH
OCYIIECTBIISITh TUATHOCTUKY
Y1 MOHHUTOPHHT CHCTEM
3aIHATHI
ABTOMATHU3MPOBAHHBIX
CHCTEM

N 1-20rmk-4.4 OnieHUBaET
3aIUIIICHHOCTh
ABTOMATH3UPOBAHHBIX CHCTEM
C TIOMOIIBIO THIOBBIX
MPOrPaMMHBIX CPEJCTB

3HaTb.

- Cnoco0x1 OCYHIECTBJIICHUA TUAIrHOCTUKHU
U MOHHUTOpPHUHI'A CUCTEM 3alllUThI
ABTOMATU3HWPOBAHHBIX CUCTEM.

YMETh:

- BBITIONTHATE OIIEHKY 3alUIIIEHHOCTH
uHpopManuu, uACHTUPUKAIIIO U
JTUKBHJIAIUIO UHITUJICHTOB
nH(pOpMaIMOHHOM 0€30MaCHOCTH B
MPOIIECCE IKCILTyaTalun
ABTOMATH3HPOBAHHBIX CHCTEM.

2. MECTO JUCHHUILINHBI B CTPYKTYPE OBPA3OBATEJIbHOM NPOI'PAMMBI BO

JlucuumianHa OTHOCHTCS K OCHOBHOM TNpO(ECCHOHAIBHONM 00pa3oBaTeNbHON Iporpamme
BbezonacHocts aBromarmsupoBaHHBIX cuctem (nanee — OIIOII), nampaBnenmus moaroroBku 10.03.01
NudopmannonHas 6e30macHOCTb, ypOBEHb 00pa3oBaHus: BhICIIEE 00pa3oBaHue - OaKalaBpuar.

bazupyercs Ha ypoBHE cpeaHero o01iero oopa3oBaHusl.

Pe3ynbpTaThl 00y4eHus, MojydeHHbIE P OCBOCHUH TUCIMITIIMHBI, HEOOXOAUMBI IPU BBIOJIHEHUH
BBIMTYCKHOM KBaJTU(UKALMOHHON PabOTHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0€MKOCTh JUCHIUTUTMHBI COCTaBISIET 9 3a4eTHBIX eauHwII, 324 Jaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasnensi/TemMsl § 5| e ™ S
Ne JTUCIUTUTAHBL/ (D OPMBI g 2|8 OHTaKTHAA paboTa cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i POMEKYTOUHOM o &| 3 Koncynbranus UKP PaGora B Hozroroska k METOMYECKHE YKAa3aHUs
aTTeCTAINH 8| © | Jlex JIab | Ip A CeMECTDE aTTeCTalluu
R KIIP | TK | UKKII | TK p oo
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Bgenenne 18 6 2 1 3 - - - - - 12 - Camocmosamenvnoe usyuenue
1.1 KonnenryanbHbie 9 1 1 1 - - - - - 6 - meopemuueckozo mamepuana: VIzyuenue
OCHOBBI JIOTIOJTHUTEJIBHOTO MaTepHaia o pasjieny
UHPOPMAITUOHHOM "Beeaenue"
0€301acHOCTH Il0o020mo8Ka K npaKkmu4eckum 3auamuam:
1.2 OCHOBHBIC MOHATHUSA 9 1 - 2 - - - - - 6 - Wzyuenne maTtepuana mno paszaeiny "Beenenue"”
MpOrpaMMHO- MOJITOTOBKA K BBITIOIHEHHUIO 33JaHU#l HA
annapaTHOW 3aIUThI MPAKTHYECKUX 3aHATUIX
uHpopmanuu H3yuenue mamepuanos 1umepamypnolx
UCHOYHUKOB:
[4], 1-48
2 ObecnieueHne 45 6 2 5 - - - - - 32 - CamocmosamensbHnoe usyuenue
KOH(UACHIIMAILHOCTH meopemuyuecko20 mamepuana: 1zydenue
JOCTyTIa K JIOTIOJTHUTEJIBHOTO MaTepHaa o pasjieny
nHpopmanuu "ObecnieueHne KOHGUACHIINAIFHOCTH JOCTYIIa
CpeACTBaMHU K UH(OpMaLUK CPEICTBAMU OTIEPAOHHBIX
OTIEPAIIMOHHBIX CHCTEM CHCTEM U I0JIb30BaTEIbCKUX MPHI0KEHHN"
U MOJIb30BATEIbCKUX Ilo020mo8Ka K npaKkmu4eckum 3auamusm:
MPUIOKSHU I W3yyenue marepuaa mno pasaeny
2.1 MexaHU3MBI 13 1 1 1 - - - - - 10 - "ObecnieueHre KOHPHUICHIINAIBHOCTH JOCTYTIA
obecrieueHus K MH(OpMAaLK CPeICTBAMH OTIEPALMOHHBIX
KOH(HICHIIMATLHOCTH CHCTEM U MOJIb30BATEIbCKUX MPUI0KEHUIT"
JOCTyTIa K MOATOTOBKA K BBIIIOJIHCHUIO 33/IaHUiT Ha
uHbOpMALUH Ha NPaKTUYECKUX 3aHATUIX
YPOBHE OIEPaIlHOHHBIX H3yuenue mamepuanos iumepamypnsix
Gy UCHOYHUKOB:
2.2 MexaHn3MBbI 9 1 1 1 - - - - - 6 - [4], 76-154
obecrieueHus [5], 38-91




KOH(UACHIIMAIEHOCTH
JocTymna K
nHdopmanuu Ha
YPOBHE IPUJIOKEHUN

2.3 IIporpammHuo- 13 10
ammaparHbIe CpecTBa
Kpunrorpaduaeckoit
3aIIUTH HHPOPMALIUH
24 Obecneuenne 10 6
KOH(HUICHIINATHHOCTH
nHpopmanuu B [P-
CeTSIX
3 Oo0ecrnieueHne 24 16 Camocmosamenvnoe usyuenue
LEIOCTHOCTH meopemuueckozo mamepuana: Visyaenue
HH(POPMALIUH C JIOTIOJTHUTEJIBHOTO MaTepHaia o pasjieny
MIOMOUIBIO "O0ecrne4yeHne 1eT0CTHOCTH HH(POPMAIHH C
MIPOrPAaMMHBIX U MTOMOIIIBI0 IPOTPAMMHBIX U aNMapaTHBIX
anmnapaTHbIX CPEJICTB cpencts"
3.1 Tepmunonorus 13 10 Ilodzomoexa kK npaKkmuuyecKkum 3aHAMUAM:
pe3epBUPOBaHUS. Wzyuenne maTepuana mo pa3ueny
OneparuBHOE U "OobecrieueHne 1eI0CTHOCTH HH(POPMAIIH C
ABTOHOMHOE MTOMOIIIEI0 IPOTPAMMHBIX U aIapaTHBIX
pe3epBupoBanue. THITEI CpenCTB" MOATOTOBKA K BHITIOTHEHUIO 3aIaHIH
pe3epBupoBaHus. Bus Ha MPAKTHYCCKUX 3AHITHUIX
RAID-maccuBoB. H3zyuenue mamepuanos 1umepamypHslx
Hcxoanbie TUIIBI UCHIOYHUKOG:
RAID-maccuBoB. [1], 112-201
RAID-koHTpoOmIEpHI.
OcHOBBI
pe3epBUPOBaHHUS
JTAaHHBIX. BapuaHTel
pe3epBUPOBAHUS
JTAHHBIX
3.2 ObecnicueHue 11 6
LEJIOCTHOCTH TPH
nepeaadye nHPopMauu
10 CETSIM
4 KomrnekcHble cuctembl 39 26 Camocmoamenvnoe uzyuenue

3anTUThl HHPOPMALIUU

meopemuueckKoz2o mamepuaia. I/I3y11eHI/1e

6




4.1 ObecnicucHue 11 1 1 1 - 8 - JIOTIOJTHUTEIBLHOTO MaTepuana o pa3aeny
QHTUBUPYCHOH 3aIINTHI "KoMmmiekcHbIe CHCTEMBI 3aIIUThI
nH(pOpMaMOHHBIX nHdopmanuu”
CHCTEM I10020mo6Ka K npaKmu4eckum 3auAMuaM:
4.2 [IpenoTBpamenne 13 2 1 2 - 8 - W3ydenne maTepuana 1o pasaeny
yTedek HH(OopMaLun "KoMIUIEKCHBIE CHCTEMBI 3aIUTHI
(DLP) u yuer pabouero nH(popManuu" MOArOTOBKA K BHIOTHEHHIO
BpPEMEHH 3a7aHUH Ha IPAKTHIECKUX 3aHATHIX
4.3 | Cucremsl 00HapYKECHUSA 15 2 1 2 - 10 - Hzyuenue mamepuanog numepamypHsix
Y TIPEAOTBPAIICHUS UCIOYHUKOB:
BTOPKEHUI [3], 5-46
3adeT ¢ OLIEHKOHI 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 144.0 16 8 16 0.3 86 17.7
Hroro 3a cemecTp 144.0 16 8 16 0.3 103.7
5 Oo0ecrnieueHne 76 8 6 8 - 54 - I10020mo8Ka K npaKmu4eckum 3aHAmuam:
JIOCTYITHOCTH W3y4yeHnune marepuaina rno paaeny
nHpopmanuu "OOecrie4yeHne T0CTYITHOCTH HHPOPMAIUU
NPUMEHEHUEM CPEJICTB MPUMEHEHHUEM CPEJICTB IIPOrPaMMHO-
MIPOrpaMMHO- arnmnapaTHOM 3allUThl" TOArOTOBKA K
anmapaTHON 3alUThI BBITIOJTHEHHIO 33/1aHUH Ha MPAKTHIECKUX
5.1 ObecnieueHne 25 2 1 4 - 18 - 3aHATUAX
JOCTYITHOCTH Camocmoamenvhoe usyuenue
nHpopmannu meopemuyueckoz0 mamepuana: VIzyaenne
CpeAcTBaMu JIOTIOJTHUTEJIBHOTO MaTepHaa o pasjieny
OTIepalOHHON "O0ecrieueHne JOCTYITHOCTH HH(POPMAIUN

CUCTEMBI YTIpaBJICHUE
MpaBaMH JOCTyMa K
pecypcam B
OTIepaIlMOHHBIX
CHCTEMaX ceMelcTBa
MS Windows.
VYueTHBIE 3aIIUCH
MOJIL30BaTEICH H
rpynn. YmopasieHue
JIOCTYIIOM U
100 IbHBEIMU
napaMeTpamu.
OCHOBHEBIE CBEICHHS 00
YYETHBIX 3alUCIX

MIPUMEHCHUEM CPEACTB IMPOTrPpaMMHO-
anmapaTHOM 3aIuThI"

H3yuenue mamepuanog 1umepamypHsix
UCHIOUHUKOB:

[2], 14-88




rpynmn. OcHacTka
"JlokanbHbIE
MIOJIb30BATENIN U
rpymmsr”

5.2

Ob6paboTtka
HHPOPMALINH HA
pabounx CTaHIUAX U
obOecreueHue ee
JIOCTYITHOCTH

19

14

5.3

Oo0ecnieueHne
JOCTYITHOCTH
nHpopmanum B
JIOKJIBHBIX CETX

32

22

OCHOBEI BEO-
0e30IMacHOCTH

68

12

42

H3yuenue mamepuanos 1umepamypHsix
UCHIOUHUKOG.?

6.1

Ilenu aTaku Ha BEO-
pECYpChI IPEANPUATUS

22

16

6.2

MeTtoabl 1
WHCTPYMEHTHI
3JI0yYMBIIIJIEHHUKA JIJIS
aTaKd Ha BeO-pecypcChl

24

16

6.3

Knaccudukarus
CETEBBIX aTaK.

22

10

[3], 69-115

DK3aMeH

36.0

0.5

335

Bcero 3a cemecTp

180.0

16

12

20

05

96

335

HToro 3a cemecTp

180.0

16

12

20

2

0.5

129.5

UTOoro

324.0

32

20

36

2

0.8

233.2

IIpumeuanue: Jlex — nexuuu; JIab — naboparopHsie padoTsl; [Ip — npaktuueckue 3ausatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoektam/padoram; MKKII — unanBuyanbHble KOHCYIbTAlMU 0 KYpCOBBIM MpoekTam/padoram; ['K- rpymnnoBsie KOHCYIbTAlUH 110 pa3jaeaam
mucuuruinHel; CP — camocrostenbHas padorta crynenTa; UKP — unas konraktHas padora; TK — Texymmii KoHTpodb; [TA — npomexxyrouHas
aTTecTanus




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Bgeoenue

1.1. KonuenryajibHble OCHOBBI HHPOPMAIIMOHHOM 0€30MacHOCTH
OcHOBHBIE TIOHATHA M omnpeneneHuss B chepe HHGOpMAIMOHHONW 0€30macHOCTH. YTPO3bI
uH(popManuu. AHaIU3 METOJIOB U CPEICTB 3alUThl HH(OOPMALIUY. .

1.2. OcHOBHBIE IOHATHS IPOTPAMMHO-AINIAPATHON 3aIUTHI HH(POPMAIIUU

[Ipeamer M 3amauM MpoOrpaMMHO-aNNapaTHOM 3amuThl HH(popManuu. OCHOBHBIE KpUTEPUU
ouleHKH Oe3omacHocTH cucteM. CucTeMa OpraHM3allMOHHBIX U PYKOBOASAIIUX IOKYMEHTOB PD B
00J1aCTH IPOrpaMMHO-aNNapaTHON 3aUThl HH(OPMALIUH. .

2. Obecneuenue KOHd)udeHuuanbHocmu c)ocmyna K MH(,bODMClI/H/H/l CD@OCI’”GCZMM onepayuoHHblX
cucmem U noab308AMeENbCKUX NPUTOANCCHUU

2.1. Mexanu3Msbl o0ecriedeHus] KOHPHUISHITUATBHOCTH TOCTYIa K HHPOPMAITUU HA YPOBHE
OIEPALIMOHHBIX CHCTEM

[TonsiTust  ayreHTH@UKanuu UM aBTopu3auuu. OOmMe NpUHIUNOBL 3aJadyd  [POTOKOJIA
ayreHTU(uKanuu. JlokanbHas U qoMeHHas peructpauus. IIporokosnsl ayreHTudukanun Windows.
ABTOMaTHYECKasi TEHEPAIUs ¥ Ha3HAUYEHHE CIOKHBIX mapoiieit B MS Windows.

2.2. Mexanu3Msbl obecriedeHus] KOHPHUISHIIMATbHOCTH 10CTyNa K HHGOPMAIIUU Ha YPOBHE
IIPUIIOKEHU I

ObecnieueHne  KOH(MUICHIMATIBHOCTH  JJIEKTPOHHBIX  JIOKYMEHTOB C  HCIOJIBb30BaHHUEM
Bo3MOXxHOCcTel npminoxkernii MS Office. 3amurta noxkymentoB MS Word u MS Excel. 3ammra
VBA-makpocos. [Ipumenenue naponeir MS Access u MS Outlook. AHanu3 ysSi3BUMOCTEN CUCTEMBI
3aIUThI JOKYMEHTOB B mpuiioxkeHusx MS Office.

2.3. IIporpaMMHO-anapaTHbIE CpeICTBA KpUNITOrpaduUecKoi 3auTsl HHGOpMaIK

[ToTHOCTBIO KOHTPOJUpPYEMBbIE KOMIBIOTEPHBIE cUcTeMbI. [Iporpammuas peanusanust GyHKIUN
Kpunrorpaduyeckoi 3aILUTHI uHpOpMaLIUH. ArnmnaparHas peanu3anus byHKUIMH
KpunTorpadguueckoi 3amuTsel MH(GOpMauuu. YCTpoilcTBa KpUnTorpadpuyeckon 3alluThl JTaHHBIX:
IpOTrpaMMHO-aNIapaTHbIl KOMIUIEKC «AKKOpI», HNEPCOHANIbHOE CPEACTBO KpHUITOrpaduyeckoi
3amuThl nHGopmanuu (IICK3N) HIUTIKA.

2.4. Ob6ecniedenue KoHpuAEHIMAIbHOCTH HH(opMmaruu B IP-ceTsix

OcHoBbl moctpoeHust |P-ceteii u oOecneueHuss Oe3omacHOCTH UHPOpPMAIMU B  HUX.
Ocob6ennoctu nmpotokona TCP/IP. Bupryansusie uactabie cetu (VPN). IIpotokonst PPTP u L2TP.
AHanu3 BO3MOXHBIX ysi3BUMOcTell mporokona PPTP B peanmzanuu Micrsoft. Ilpotokonsr SSL u
TLS. ITporokonsl IPSEC u pacnpenenenue kmoueid. [Ipotokonsr [PSec u TpaHcmsims ceTeBbIX
aapecoB. O0630p nporpammHo-amnmapaTHoro komriekca ViPNet CUSTOM.

3. Obecneuenue OOCWZW’ZHOCWZM qu)opMauuu npumerneHuem cpedcme NpPOSPAMMHO-ANNAPAMHOU
3awiumaosl

3.1. Obecneuenue JOCTYMHOCTH HMHYOPMAITH CPECTBAMU OINEPALIUOHHON CUCTEMBI
VYrpasieHnne npaBaMu JOCTYyIa K pecypcaM B OllepallMOHHBIX cucTeMax cemeiictBa MS Windows.
VY4eTHbIe 3aIIMCH NTOJIB30BATENIEH U IPYMIL. YTPaBIEHUE TOCTYIIOM U IMT00AIbHBIMU TapaMeTPaMH.
OcHoBHbIE CBeIeHHs 00 yueTHBIX 3anucsax rpynn. OcHactka "JIokanbHbIE IOJIB30BATENN U
rpyns!"



3.2. O6paboTka nHpopmaluy Ha pabovMX CTAHIIUAX U 00ECIIeUeHNE €€ JOCTYITHOCTH
brokupoBaHnue pabouell cTaHIIMK HA almapaTHOM YpOBHE. AMIapaTHbIE CPEACTBA JOBEPEHHOM
3arpy3ku. OCHOBHbIE KOHIEHIINH U peain3alins ayTeHTU(GUKAIMU. DTanbl JOBEPEHHOM 3arpy3KHu.

3.3. ObecneueHne JOCTYMHOCTH HHOOPMAIIMH B JTOKATBHBIX CETAX

MesxcereBble 5KpaHbl M MX Kiaccuukanus. OnpenereHHe THIIOB MEKCETEBBIX JKPAHOB.
MesxceTeBble 3KpaHbl MPHUKIATHOTO YpPOBHSA. MeKceTeBble SKpaHbl C MAaKeTHOH (QHIbTpaIHei.
I'nbpuanbie MexceTeBble SKpaHbl. PazpaboTka KoH(puUrypanum MexcereBoro skpasa. Iloctpoenue
Ha0opa MpaBUJI MEXKCETEBOI'0 SKPaHa ¢ HCIIOIb30BaHHEM BO3MOXKHOCTEN OpanaMayspa Windows.

4. Obecneuerue yeroCcmuoCmu UHGOPMAUUU C NOMOULLIO NDOZDAMMHBIX U annapamHublx
cpeocme

4.1. Tepmunosiorus pe3epBupoBanus. OnepaTuBHOE U ABTOHOMHOE pe3epBUpoBaHue. Tumbl
pesepBupoBanus. Buast RAID-maccuBoB. Mcxonusie Tunsl RAID-maccuBoB. RAID-koHTpOMIIEPHI.
OCHOBBI pe3epBUPOBAHMS JAHHBIX. BapuaHThl pe3epBUpPOBaHUS JAHHBIX

4.2. ObecrnieyeHue 1EIOCTHOCTU IPU Niepeadye nH(HOPMALIUU MO CeTAM
3amuiennsie nmpoTokoiibl. [Iporokon HTTPS. bezonacHocTs npu HUCOIB30BaHUH TEXHOJIOTHH

nepenaun gaHHblXx Wi-Fi. Bo3moxHocTH mpociyiimBanus Tpaduka aamuHuctpatopom Wi-Fi.
WPA/WEP.

5. Komnaexcuvle cucmembl 3auiunivl qu)Opmauuu

5.1. OGecnieueHne aHTUBUPYCHOM 3aIUTHl HHPOPMAITUOHHBIX CUCTEM

ObecnieueHre aHTMBHPYCHOM 3alUThl CeTeBOM HMH(PACTPYKTypbl Ha OCHOBE INPHIIOKEHUI
komnanun «Jlaboparopus Kacnepckoro». Kaspersky® Administration Kit. Pa3BeptoiBanue
AQHTUBHUPYCHOM 3aIUTHI B CETU MPEAIPUATHS.

5.2. llpenotBpaienue yreuek nHpopmanuu (DLP) u yuer pabouero BpemeHu

Kontpons cinyxeOHol nepenucku B noure u Meccenkepax (Outlook, SAnnexc.Iloura, Skype,
Mail.Agent). Kontponb cheMHBIX Hocutened uH@opmainuu. IlepexBar BBoJa ¢ KIJIaBUATYypHI.
Quxcanus Bcex (aiIoBbIX omnepanuil (4TeHue, 3amKuch, PEAAKTUPOBAHHE, KOIHMPOBAHUE),
nporueccos 3anycka 1 yctaHoBku [10. Yuer pabouero BpeMeHH, BKIIO4Yasi MOHUTOPUHT aKTUBHOCTHU
B IIPUJIOKEHUSX..

5.3. Cucrembl 0OHapYKEHHUS U TPEJOTBPAIICHUS BTOP>KEHUI
Apxurekrypa u TexHonorus IDS. Buner IDS no mecty ycraHoBku. CeTeBble CHCTEMBI
oOHapyxenus BropskeHus (NIDS). XocroBas cuctema ooHapysxenust Bropxenuit (HIDS).

6. OcHoebl 8eb-bezonachocmu

6.1. Lenu ataku Ha BeO-pecypchl MPETPUITHS
OcHoBHBIE LI€NH, @IpecieAyeMble 3JO0YMBILUIEHHMKOM B Ipolecce araku. [loxuieHue
uH(popMalnu, Mmoaudukanus nHopMaluu, HapyleHne TOCTYITHOCTH NHPOPMAIIMOHHOTO pecypca.
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6.2. MeTosibl 1 THCTPYMEHTSHI 3JI0YMBIIIICHHHUKA [ aTaK! Ha BeO-pecypChl

[IpocnymmBanue ceru (sniffing), ARP spoofing, CxkanupoBanue. ['eHepammsi makeToB.

TposiHCKHE TTporpaMMBbl. DKCIUTONTHI.

6.3. Knaccudukaus ceTeBbIX aTak.

Knaccudukanus nmo tumy ataku. Kimaccudukanusi mo MECTOMOJIOKEHHUIO 3JI0YMBIINUICHHUKA U

atakyeMmoro oobekTa. Kinaccudukanus mo ypoaio Mmoaenn OSIAtaku tumna spoofing.

3.3. TeMbl NPaKTHYECKUX 3aHATHH
1. AHanmu3 peIHKa OMOMETPHYECKUX CHCTEM JocTyra K APM;
2. ObecneueHue JOCTYMTHOCTH HH(OPMAIH TPOTPAMMHO-AIIAPATHBIMU CPEJICTBAMH
3alIUTHI;
3. O01ue NpUHLKIIBI TAPOJIbHON 3aIUThI JOKYMEHTOB;
4. IlepcoHanbHbIe CpeCTBA KpUNTOrpahUueCKOM 3aUThl HH(OPMALIUH;
5. OGecnieueHne 1ENTOCTHOCTH HH(DOPMAITH TPOTPAMMHO-AIAPATHBIMU CPEICTBAMH
3alIUTHI;
6. ABTOMaTH3UPOBAaHHBIE CUCTEMBI B 3aIUILIEHHOM HUCIIOJIHEHUU;
7. KondunennuanbHocTh nHGopManuu B [P-cersx;
8. Mexanu3Mbl obecrieueHus: KOHPHUACHIMaIbHOCTH Ha ypoBHE OC;
9. I10THOCTBIO KOHTPOJIUPYEMbIE KOMIIBIOTEPHBIE CUCTEMBI;
10. ITpoBenenue paccienoBanus nHIUAeHTOB Ub.

3.4. Tembl 1a60paTOPHBIX PadoT

1. JlabopatopHas padora Ne 7: CrucremMbl aHanM3a 3alIMIEHHOCTH KOpropaTtuBHOi cetu u OC

Ha rpuMepe nporpammsl XSpider;
2. JlaboparopHas padota Ne 10: Ananu3 ys13BUMOCTeH BeO-CaliTOB Ha MpUMepe caiita
6a3zoBoii kadenpst MOU;

3. JJaboparopHast pabota Ne 8: AHanu3 Tpaduka ceTu Ha HaTMYUE YyBCTBUTEIBHBIX K Kpaxe

JTAHHBIX;

4. JIaboparopHas pabota Ne 6. KoprnopaTtuBHasi aHTUBHpYCHAs 3alllUTa;

5. JlabopaTtopHas pabota Nel: Ananu3 ys3zsumocteii qoctymna k OC Microsoft Windows;
6. JJaboparopHast padota Ne 4: «/cronp30BaHle TPOrpaMMHO-AIIIAPATHOI'O KOMILJIEKCa
«AKKOpIY;

7. JTabopatopHas pabota Ne 3. «M3yuenue 6momerpuueckoro komruiekca (ITO BioLink
Authentication Center u ckanep Biolink U-Match)»;

8. JlJabopaTtopnas pabora Ne2: Jloruueckuii Bxox B OC Microsoft Windows ¢ nomoripto
aInapaTHhIX KIIIOYEH;

9. JJaboparopHast padota Ne 5: CpencTBo kpunTorpaguueckoi 3aiuTsl UHGOpMaLuu
CryptoPro;

10. JIabopatopnast pabota Ne 9: Ataka Ha ceTeBoe 000pyOBaHHUE C IIETBI0 0TKAa3a B
00CITy>)KHBaHUU.

3.5 KoncyabTanumu

Ayoumopuvie KOHCYIbmMayuu no Kypcogomy npoexmy/pabome (KIIP)

Koncynbranmu HampapiieHbl Ha BBINOJHEHUE pa3AeiOB KypCOBOIO MPOEKTa MO
PYKOBOJCTBOM HacTaBHHMKa (mpemogaBarensi). B pamMkax 4YacoB Ha TpPYNIOBBIE
KOHCYJIbTAIlMM Pa30MparoTCs HauOoJiee BAXKHBIC YACTH PACUYCTHBIX 3aJaHHWN pasjelia
"Beenenne"
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2. Koncynbranu HampaBlieHbl Ha BBITIOJHEHUE pa3/Ie]IOB KypCOBOTO MPOEKTa TOJ
PYKOBOJCTBOM HacTaBHMKa (mpemojaBarensi). B pamMkax dYacoB Ha TPYNIOBBIC
KOHCYJbTAIlMM pa30mparoTcs Hauboliee BaXKHBIC YAaCTH PACUYCTHBIX 3aJaHWil pasjena
"ObGecrieueHne  KOHOHACHIMAIBHOCTH  JOCTyna K  MH(poOpManum  CcpeacTBaMu
OTIEPAITMOHHBIX CUCTEM U TMOJIb30BATEIBCKUX MPUIIOKCHHINA"

3. KoHcynpTamuu HampaBieHbl Ha BBINIOJIHEHHE PAa3/CiOB KYPCOBOTO MPOEKTa IO
PYKOBOJCTBOM HacTaBHHMKa (mpemogaBarens). B pamMkax 4YacoB Ha TpPYNIOBBIE
KOHCYJIbTAIIUU pazOuparoTcsi Haubosee BaKHBIE YaCTH PACUETHBIX 3aJlaHUK paszjena
"ObecrieueHue JOCTYMHOCTH HMH(OPMAIMM TPUMEHEHHEM CPEICTB  MPOrPaMMHO-
armapaTHoOM 3auThl"

4. KoHCynbTallUM HAIPABJICHbI HA BBIIOJIHEHHWE PAa3AeliOB KYypCOBOTO TIPOEKTa TIOJ
PYKOBOJCTBOM HacTaBHUKa (mpemojaBarensi). B pamMkax dYacoB Ha TPYIIIOBBIE
KOHCYJbTAllMM pa30mparoTcs Hauboliee BaXKHBIC YAaCTH PACYCTHBIX 3aJaHWil pasjena
"OOGecrieueHre IMEIOCTHOCTH WH(OpPMAIMKM C TOMOIIBI0 MPOTPAaMMHBIX M allapaTHBIX
cpenctB"

5. KoHcynbranuu HampaBleHbl Ha BBIIIOJIHEHHWE Pa3AelioB KypCOBOTO TMPOEKTa IOJ
PYKOBOJCTBOM HacTaBHHMKa (mpermojaBarelisi). B pamMkax 4YacoB Ha TPYNIOBBIE
KOHCYJbTallMM pa3duparoTcs HauOoliee Ba)KHbIE YacTH PACUYETHBIX 3aJaHHil pasjaena
"KommiekcHbie cucTeMbl 3amuThl HHGOpMauu'

Unousuoyanvuvle koncyromayuy no Kypcosomy npoemy /pabome (MKKII)

=

Koncynpranumu npoBoasaTcs no paszaeny "Beenenue"
. KoHcynbramuu npoBoasarcs mo pasziein ecreyeHne KOHPUICHIMAIbHOCTH JOCTyNa K

2. K "O6
nH(pOPMAIUY CPEACTBAMH ONEPAIIMOHHBIX CUCTEM U IOJIb30BaTEIILCKUX MPUIOKESHHUN"

3. Koncynpranmuu mnpoBoxaTcss mno paszeny "OOecrneyeHue OCTYNMHOCTH HH(DOpMaLUH
MIPUMEHEHUEM CPEJICTB IPOrPaMMHO-aIIIaPATHOMN 3aIUThI"

4. KoHcynbTanuu npoBoaarcss no paszzgeny "OOecrnedeHue LEIOCTHOCTH HHGOpMalUU C
IIOMOLUIBIO IPOIPAaMMHBIX U alIapaTHbIX CpeaAcTB”

5. Koncynbranum npoBoasrcs no pasaeny "KoMiuiekcHble CUCTeMBI 3alUThI HH(opMaru”

Texywuii konmpons (TK)

1. KoHcynpTanuu HampaBieHbl Ha NOJYYEHUE MHIMBUAYAIBHOTO 3aJaHMsl JUIS BBITOJTHEHUS
KOHTPOJIbHBIX MEPOTIPUATHIL 110 pa3neny "Breaenue”

2. KoHcynbTanuu HampapieHbl Ha MOJyYeHHE WHAWBUIYAIBbHOTO 3a/laHUs JUUIsl BBIIIOJHEHUS
KOHTPOJIBHBIX MepONpUsITHil 110 pazaeny "ObecneueHne KOHOUICHIIMATBHOCTH JIOCTYIA K
nH(pOpMaIUU CPeACTBAMU ONEPAIIMOHHBIX CUCTEM U MOJIb30BaTENILCKUX MPUIOKEHUN"

3. Koncynpranuu HampaBieHbl Ha MMOJyYe€HHE WHIWBHUIYaTbHOTO 3aaHUS JJISI BHITOJIHEHHS
KOHTPOJIbHBIX MeponpusTHii mo pazgeny "OOecrnedeHue AOCTYMHOCTH HH(OpMaIu
MIPUMEHEHHUEM CPEJICTB IPOrpaMMHO-aINapaTHOMN 3aIUThI"

4. KoHcCynbTaluy HarpaBlieHbl Ha MOJIyY€HHE WHIUBHYyaIbHOTIO 3aJaHUs JJISl BBITOJHEHHS
KOHTPOJIBHBIX Meponpuatuii mo pazaeny "OOecriedeHue LETOCTHOCTH WHGOpMAIUU ¢
MOMOIIBIO TPOTPAMMHBIX M alllapaTHBIX CPEACTB"

5. Koncynpranuu HanmpaBiieHbl Ha MOJyY€HHE WHIAUBUAYAIBHOIO 3aJlaHUS JJIS BBIOJHEHUS
KOHTPOJILHBIX MEPONPUATHIA 10 pa3zzaeny "KommiekcHble cucTeMBI 3aIUThl HHPOpMauu"

3.6 TemaTuka KypcoBBIX MPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI

12



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

Howmep paznena

O11eHOYHOE CPEICTBO

3amiaHupOBaHHbIE PE3YAbTaThl 00YUYEHUS 110 JUCLUILUINHE Konpt JUCLUIUINHEI (B (THIT 1 HAUMEHOBAHHE)
(B cOOTBETCTBUU C pa3zaesoM 1) WH/IMKATOPOB | COOTBETCTBUU C 11.3.1)
1]2]3]4[5]6
3HaTh:
Tunosble mporpaMMHbIE U IPOTPaMMHO-aNIapaTHbIE CPEJICTBA KonTponbHas
pe3epBUPOBAaHUS U BOCCTAHOBJICHUs HH(OpPMALUU B pabota/KonTponbHOE
aBTOMATHU3HPOBAHHBIX CHUCTEMAX meponpustae Ne 1
WJ-1onk-4.3 +
KonTponbhas
pabota/KonTponsHoe
MeporpusTie Ne 2
OcoOeHHocTH TPOBECHHS pabOT IO YCTAaHOBKE, HACTPOMKE, Kontponbnas
aJIMUHUCTPUPOBAHHUIO, OOCITYKUBAHUIO U IPOBEPKE pPabOTOCIOCOOHOCTH pabota/KonTponbHOE
MPOTPaMMHO-aNMapaTHBIX U TEXHHYECKUX CPEACTB 3alIUTHI HH(POpMAIIUU Mmeponpusitue Ne 3
B ABTOMAaTHU3UPOBAHHBIX CUCTEMAX WJT-20nk-4.3 + KoHTpomsHas
pabota/KoHTposibHOE
Meponpusitue Ne 4
Crioco6b1 00HapYXeHUS U UACHTU(UKAIIMN HHITUJICHTOB KonTposbhas
MH(POPMALMOHHOM 6€30MMacHOCTH B MPOLECCE IKCIUTyaTalliH N-1ork-4.4 + pabota/KonTponsHOE
ABTOMAaTU3UPOBAHHON CUCTEMBI Meponpustre Ne 5
CriocoObl OCyIIECTBIEHUS TUAarHOCTUKA U MOHUTOPUHTA CUCTEM 3aIlUThI KonTtponbHas
ABTOMATU3UPOBAHHBIX CHCTEM pabota/KoHTpoasHOE
Meponpusatie Ne 6
KoHntponbHas
N-20r1x-4.4 + pabota/KonTponsHoe
Meponpusitre Ne 7
KonTponbHas
pabota/KoHTposbHOE

Meponpusitie Ne 8

YmMmeTh:
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[IpoBOINUTH YCTAaHOBKY M HACTPOUKY MPOTPAMMHBIX M POrPaMMHO-
anmapaTHbIX CPE/ICTBA PE3EPBUPOBAHMUS M BOCCTAHOBIICHHS HH(POpMAIIUN
B aBTOMATHU3UPOBAHHBIX CUCTEMAX

N/-1lonk-4.3

KonTponbhas
pabota/KonTponsHoe
Mepornpusarue Ne 3

KoHntposbHas
pabota/KoHTpoasHOE
Meponpusitie Ne 4

IIpMeHATH TUIIOBBIE TPOIPAMMHO-AIIIIAPATHBIE CPEACTBA 3AILUTHI
nHpOpPMAIMY B aBTOMATU3HPOBAHHBIX CUCTEMax U 0a3ax JaHHBIX

N/I-20mk-4.3

KonTponbhas
pabota/KonTponsHoe
Mepornpusarie Ne 6

Konrtponbnas
pabota/KoHTpoabHOE
MeponpusaTue Ne 7

KonTponbhas
pabota/KonTponsHoe
MeporpusTie Ne 8

AJIMHHHCTPUPOBATH CUCTEMBI OOHAPYKCHUS U HICHTU(DUKATUT
WHIUJIEHTOB MH(POPMALIMOHHON 6€30MaCHOCTH B MpOIlecce SKCITyaTaluu
ABTOMATU3UPOBAHHON CUCTEMBI

NJ-1lonk-4.4

Kontponbnas
pabota/KonTponsHOE
Meponpustre Ne 5

BBINONHATE OLIEHKY 3alUIIEHHOCTH HH(OPMAaLUU, HICHTU(DUKALIUIO 1
JIMKBUJIALIUIO UHIMIEHTOB MHPOPMAIIMOHHOM 0€30I1acCHOCTH B MpoIiecce
JKCILTyaTaliy aBTOMaTU3HPOBAHHBIX CUCTEM

N-20nk-4.4

KonTponbHas
pabota/KoHTposibHOE
Mmeponpustae Ne 1

KoHntponbHas
pabota/KonTponsHOE
Meponpusitie Ne 2
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
6 cemecTp

dopma peanmuzanuu: [TuceMeHnHas padbota
1. KonTtponbaoe meponpusarue Ne 1 (KonrposnbHas padota)
2. KontponpHoe meponpusitue Ne 2 (KonTponsHas padoTa)
3. Kourponbnoe meponpusitiue Ne 3 (KonrponbHast pabota)
4. KontpoasHoe mepornpusitue Ne 4 (KontposnbsHas pabora)

7 cemecTp

dopma peanuzanuu: [TuceMenHas padbota
1. Kontposnbaoe meponpusitie Ne 5 (KontponbHas padota)
2. KontponbsHoe meponpustue Ne 6 (KontponsHas padota)
3. Kontponbnoe meponpustue Ne 7 (KontposibHast pabora)
4. KontpoasHoe mepornpusitue Ne 8 (KonTponbsHas padbora)

banmibHO-pedTUHTOBasA CTPYKTYpa AUCLUILINHBI SBIISETCS NPUIOKEHUEM A.

4.2 TIIpoMe:KyTOUYHAsI ATTECTAIUSA MO AUCHUIJINHE
3auem ¢ ouenxou (Cemecmp No6)

Oxzamen (Cemecmp Ne7)
JJIsT OTICHKH MCTIOIB3YETCS TOJIBLKO PE3yIbTaThl IPOMEKYTOUYHOM aTTECTAIIMH U IK3aMeHa

B numnioMm BeICTaBIsE€TCA OIIEHKA 3a 7 CEMECTD.

IIpumeuanue: OrieHOYHBIE MaTEpUAbI IO JUCHUILIMHE NPUBEIEHBI B (DOH/IE OLICHOYHBIX
matepuanos OITOII.

5. YYEBHO-METOANYECKOE OBECHHEYHEHUE JUCLHUIIJINHbI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE H3IAHNS

1. bopucos, M. A. OcCHOBBI MpOrpaMMHO-aNIapaTHOM 3aIKUThl HH(OpMaLKK : yuebHOe nocodue
Juis By30B 1o HanpasieHusM BIIO "Ilpuknannas maremaTtuka u MHGopMmartuka',
"®yHnameHTanpHas nHpopMaTuka U nHpopMamoHnHsle TexHoaorun" / M. A. bopucos, 1. B.
3aBopues, M. B. Umxkos . — 4-e uza., nepepad. u ngon . — M. : Dautopuan YPCC, 2016 . —416 c. —
(OcHoBsl 3amuTel nHGOpManun) . - ISBN 978-5-9710-2586-3 .;

2. 3ammTa mporpaMm U JaHHbIX : [I[porpaMMHO-anmapaTHbIe CPEACTBA 00ECTICUEHUS
UH(POPMALIMOHHOM 6€30MacHOCTH : YueOHOe mocodue sl By30B IO CHEHUANTbHOCTIM
"3anuuIeHHbIe TETEKOMMYHUKAIIMOHHBIE CUCTEMBI"," OpraHu3anus ¥ TEXHOJIOTUS 3al[UThI
unpopmanun","KommiekcHoe obecnieuenre nHOpMaMOHHON 0€30MacHOCTH
aBromMatn3upoBaHHbIX cucteM" / I1. FO. benkun, u 1p. — M. : Pagwo u cBs3b, 2000 . — 168 ¢. - ISBN
5-256-01533-8 : 50.00 .;

3. Ilnaronos, B. B. [IporpamMMHo-anmnapaTHble CpeJCTBa 3alIUThl HUHPOPMALIUY : YYeOHUK IS
BY30B M0 HanpasieHuto "MHpopmarrionHast 6e30macHOCTh" MO MporpaMMam MOAr0TOBKU
OaxanaBpoB, MarucTpos, cnenunanuctos / B. B. Ilnaronos, M. A. [lonraBuesa . — Mocksa :

15



Axanemus, 2020 . — 288 c. — (Bricmiee mpodeccuonanpHoe oOpa3oBanue . bakanaspuar) . - ISBN
978-5-4468-9702-5 .;

4. lymikun A. B., bapcykos O. M., Kpasuos E. B., Cnasuos K. B.- "[Iporpammuo-annapartbie
cpenctBa obecrnieueHus: nHGopmarmonHoi 6e3omacuoctu", U3garenberBo: "I"opsyas TuHMS -
Tenexom", Mocksa, 2018 - (248 c.)

https://e.lanbook.com/book/111053;

5. 10. 1O. I'pomos, O. I'. UBanosa, K. B. Crapony60oB, A. A. Kangsikos- "[IporpamMmmHo-anmnapaTHbIe
cpencTBa 3anuThl HHPOpMaMOHHbBIX cucteM", M3narenscTBo: "TamMO0BCKUI TOCY1apCTBEHHBIN
texunuyeckuid ynusepcutet (TT'TY)", Tam60B, 2017 - (194 ¢.)
https://biblioclub.ru/index.php?page=book&id=499013.

5.2 JIunieH3MO0HHOE ¥ CBOOOHO pacnpocTpaHsaeMoe NPOrpaMMHoe obecrneyeHue:
1. CAO "IIpomereii";

2. Office / Poccuiickuii makeT o(h)UCHBIX MIPOrpamm;

3. Windows / OnepanimonHas cuctema cemeiictpa Linux;

4. Maiing BuneokoHpepeHuu.

5.3 UnTepHeT-pecypcesl, BKIOYasA NMpodeccuoHa bHble 0a3bl JAHHBIX H HHGOPMAIMOHHO-
CIIpaBOYHbIE CHCTEMbI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 0u0J1M0TeKa OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3JiekTpoHHasi Gubamoreka - https://elibrary.ru/

4. JneKTPOHHBIE pecypchbl H3aaTesibeTBa Springer - https://link.springer.com/

5. ba3za nannbix Web of Science - http://webofscience.com/

6. ba3za mannbix Scopus - http://www.scopus.com

7. HanpoHanbHas 3JIEKTPOHHAs 0udamoTeKa - https://rusneb.ru/

8. 9BC "KoncyabstanT crygenra' - hitp://www.studentlibrary.ru/

9. ’Kypnaabl American Chemical Society - https://www.acs.org/content/acs/en.html

10. KypuaJisl American Institute of Physics - https://www.scitation.org/

11. ’Kypunaasl American Physical Society - https://journals.aps.org/about

12. ba3a nannbix IEL u3nateancra IEEE (Institute of Electrical and Electronics Engineers,
Inc.) - https://ieeexplore.ieee.org/Xplore/home.jsp?reload=true

13. ba3a nannbix Computers & Applied Sciences Complete (CASC) -
http://search.ebscohost.com

14. ba3a nannbix INSPEC na nnargpopme komnannu EBSCO Publishing -
http://search.ebscohost.com

15. XKypnaasl Kypuanst Royal Society of Chemistry - https://pubs.rsc.org/

16. Kypuaiasl uznareanctBa SAGE Publication (Sage) - https://journals.sagepub.com/

17. Kypuaa Science - https://www.sciencemag.org/

18. DnexrponHnas 6mdmoreka MIOU (b MOMU) - http://elib.mpei.ru/login.php

19. ba3a oTKpBITHIX JaHHBIX MUHHCTEPCTBA TPY/JAA H COIUAILHOM 3aUTHI PD -
https://rosmintrud.ru/opendata

20. ba3a OTKPBITHIX JaHHBIX MPOdecCHOHATBHBIX CTaHIapTOB MHUHUCTEPCTBA TPYAA U
connagbHoi 3amuThl PO - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

21. DeKTpOHHAsA OTKPbITAasA 0a3a naHHbIX "Polpred.com O630p CMHU" -
https://www.polpred.com

22. UndopmannonHo-cnpaBounas cucrema «Kogexe/Texakenmepr» - Hitp:\\proinfosoft.ru;
http://docs.cntd.ru/

23. HanmonaabHbIH MOPTAJ OHJIAH 00yyenus «OTKpbITOE 06pa3oBanue» - https://openedu.ru
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24. OTKpbITasi YHUBEpPcUTeTCKasi HHpopMmanuoHHas cucrema «POCCHSD» -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

3aHATUH U TEKYHIETO

Tun nomeneHust Homep ayauropumn, OcHanenue
HaHMEHOBaHHe
VY4eOHbIC ayAUTOPUH IS K-601, YueOnas napra co CKaMbe, CTOJI IIpenogaBareis, CTyl,
MIPOBEICHUS JICKITMOHHBIX ayIUTOpUS TpuOyHa, JOCKAa MEJIOBast, MyJIbTUMEIUITHBIN

IPOEKTOP, IKPaH

KOHTPOJIS

A-300, YuebOnas
ayautopus "A"

Kpecio pabouee, mapra, CTeJUIax, CTOJ
IpernoJiaBaTess, CToa yueOHblH, cTy, TpuOyHa,
MHUKPO(GOH, MYITbTUMEAUHHBINA TIPOEKTOD,
JKpaH, J0CKa MapKepHasi, KOJIOHKH,
TEXHUYECKas aIlaparypa, KOHIULHOHED,

YUTaIbHBIN 3aJ1

TEJIEBU30P
Y4eOHble ayAUTOPUH IS M-503, YuebHnas napra, CTOJ IpenoiaBaTes, CTyJI, J0CKa
MIPOBEICHUS ayuTopus MeJoBast
MPAaKTUYECKUX 3aHITUH,
KP u KII
VYuebnsie aynutopun st | K-120, MammHHbINH cepBep, KOHIUIMOHEP
MPOBEICHUS 3an MBI
MIPOMEKYTOUHOM A-317, YuebOnas napTa co CKaMbel, CTOJI IIPENOAaBaTEeIIs, CTYI,
aTTecTaluu ayJIuTopus JI0OCKa MEIoBast
ITomerienus mist HTB-303, CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITENTLHOM pabOThI KommbrotepHsiit MUCHbMEHHBIN, BEIIaIKa JJIs OJICXKIbI,

KOMITbIOTEpHAs CETh C BBIXOJ0M B MHTEpHET,
KOMIBIOTEP MEePCOHATBHBIN, PUHTED,

WHBEHTaps

KOHJIUIIIOHED
ITomemenus mis M-503, Yuebnas rapra, CTOJ] IIPErnoaaBaress, CTyi, JOCKa
KOHCYJIbTUPOBAHMS aAyIUTOPUS MeIoBas
[Tomerenus qyst XpaHEHUs K-202/2, Cxuang CTeJUIaX IJI1 XPaHEHUS! MHBEHTaps, CTOI,
000pyZ0BaHUs U y4eOHOTO kadeapel BUT CTYJ, IIKa( 11 JOKYMEHTOB, LIKa( JUIs

XpaHEHUsl UHBEHTaps, TyM0a, 3aracHble

KOMIUICKTYIOIHUC JJIA O6OPYI[OB3.HI/IH
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

[IporpammMHo-anmnapaTHbie CpPeCTBA 3aIIUTH HTHHOPMALIUH

(Ha3BaHME AUCIMILIMHBI)

6 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2
KM-3
KM-4

Kontponbnoe meponpusrue Ne 1 (KontposbHast pabota)
KonTponsaoe meponpusarue Ne 2 (KonTposbHas padota)
Kontponbraoe meponpusarue Ne 3 (KontposbHas pabota)
KonTponsaoe meponpusarue Ne 4 (KontposabHas padota)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4€T C OLIEHKOM.

WNnpexe KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4
paszena Henens 4 8 12 15
KM:
1 Baenenue
11 KonnenryanbHble OCHOBBI HH(OPMALIMOHHON O€3011aCHOCTH + +
12 OcHOBHBIE IOHATHS TPOrPAMMHO-AINAPaTHON 3alUThI + +
' nHpopmanuu
O6ecneyeHune KOH(MUICHIIUATEHOCTH JI0CTYTA K
2 UH(OPMALIUU CPEICTBAMH ONEPAIIMOHHBIX CUCTEM U
II0JIb30BATEIbCKUX TPHIIOKEHUN
21 Mexanu3mbl o0ecriedeHnst KOH(pUIEHIIMAIbHOCTH JJOCTYyTa K + +
' MH(OPMALIMU Ha YPOBHE ONEPALMOHHBIX CUCTEM
29 Mexanu3mbl o0ecriedeHnst KOH(pUIEHIIMAIbHOCTH JJOCTYTa K + +
' MH(OPMAILIMU Ha YPOBHE NMPUIIOKEHUH
23 [TporpaMmMHo-amnapaTHble CpeACTBa KpUNITOrpapuiecKon + +
' 3alUThl HH(OpMAIUH
24 Obecnieuenne KOHPUIEHINANBHOCTH HHPOpMaryu B [P- 4 +
CeTsIX
3 ObecnieueHne 11€IT0CTHOCTH UH(OPMALIUK € TIOMOIIbIO
IPOTPaMMHBIX M alllapaTHBIX CPEICTB
Tepmunoiiorus pesepsupoBanus. ONepaTuBHOE U
aBTOHOMHOE pe3epBupoBaHue. Tumsl pezepBupoBanus. Buisl
3.1 RAID-maccuBoB. Ucxonnasie Tuisl RAID-maccuBoB. RAID- + +
KOHTpoJuiepsl. OCHOBBI pe3€pBUPOBAHUS JaHHBIX. BapuaHTsl
pe3epBUPOBAHUS TAHHBIX
392 ObecrnieueHne 11€TOCTHOCTH MPH Nepeaade HHPOpMAIHH 110 + +
CETSIM
4 KommiekcHble cucTeMbl 3aIUThl HHPOPMALUU
41 ObecrnieueHne aHTUBUPYCHOM 3aIUTHI HHPOPMAITMOHHBIX 4 +

CHUCTEM
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492 [IpenotBpamnienue yreuek uabopmanuu (DLP) u yaer + +
' pabouero BpeMeH!
4.3 CucreMbl 00HapyKeHUS U NPEJOTBPAIIECHNS BTOPKEHUIN + +

Bec KM, %: | 25 25 25 | 25

7 cemecTp

IlepeyeHb KOHTPOJIbHBIX MEPONPHUATHII TEKYIIIEr0 KOHTPOJS YCIIeBAeMOCTH 110 JTHCIUILIMHE:
KM-5 Kontpoasnoe meponpusitue Ne 5 (KontpoasHas pabora)
KM-6 Konrpoasaoe mepompusarue Ne 6 (KontponsHas padota)
KM-7  Kontpoasnoe mepornpusitue Ne 7 (KontpoasHas pabora)
KM-8 Konrpoasaoe mepomnpusarue Ne 8 (KontponsHas padora)

Bujx npome:xyTo4HOI aTTecTalu — JK3aMeEH.

WNunexe KM- | KM- | KM- | KM-
Howep Pa3znen nucuumninHb KM: > 6 / 8
paszena AT Aen Henens 4 8 12 15
KM:

Obecnieuenne 1OCTYNHOCTH HHGOPMAIIUU TPUMEHEHUEM
CPEJICTB MPOrPaMMHO-AIIAPATHOMN 3alTUTHI

Obecneuenne JOCTYITHOCTH MH(OpMaIUK CpeCTBAMU
ONEPALMOHHON CUCTEMBI Y IPABJIICHHUE MPaBaMH JOCTyIA K
pecypcaM B OIIEPAaLlMOHHBIX CHUCTEMaX ceMencTBa MS

11 Windows. YueTHbIe 3aITUCH MOJIb30BATEICH U TPYIIII. + + + +
VYnpaBieHue 10CTyIOM U IN100albHBIMU TapaMeTpaMH.
OcHOBHBbIE CBeJICHUsI 00 YUETHBIX 3anmucsx rpymni. OcHacTka
"JIoKaJIpHBIE MTOJIB30BATENN U IpyNIb!"

O6paboTka nHpopManK Ha pabOYUX CTAHIUSAX U

12 + + + +
o0ecreyeHue ee JOCTYITHOCTH

13 ObecnieueHne TOCTYIHOCTH HH(GOPMALIUU B JIOKAJIbHBIX + + +
' ceTsix
2 OcHoBbI BeO-0e30macHOCTH

2.1 [lenu aTtaku Ha BeO-pecypchl MPEITPUATHS + + +

29 MeToap! 1 HHCTPYMEHTHI 3JI0yMBIIIUICEHHUKA JUTSl aTaKH Ha + 4 +
' BeO-pecypcChl

2.3 Knaccudukanus ceTeBbIx aTak. + + +

Bec KM, %: | 25 25 25 | 25
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