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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-4.3 CriocoOeH BBIMOIHATE PAOOTHI 10 YCTAaHOBKE, HACTPOUKE, aIMUHUCTPUPOBAHUIO,
00CITYKMBAHUIO U TIPOBEPKE pabOTOCIIOCOOHOCTH OTICIBHBIX MPOTPAMMHBIX, TPOTPAMMHO-
anmnapaTHbIX (B TOM 4Hcie KpUNTOTpadhuiecKiX) U TEXHUUYECKUX CPEJCTB 3alUTh HHPOpMAIH
ABTOMATU3UPOBAHHBIX CUCTEM

NJI-1 IIpuMeHsieT TUIIOBbIE IPOTrPAMMHBIE CPEACTBA PE3EPBUPOBAHNUS U BOCCTAHOBIICHUS

uH(pOpMaIlMK B aBTOMAaTU3HPOBAHHBIX CUCTEMAX

NJI-2 IIpumMensieT mporpaMMHbIe CpeCTBa oOecrieueHus: 6e30MacHOCTH JaHHBIX

2. OIIK-4.4 CriocobeH oCymecTBISATh TUAarHOCTUKY U MOHUTOPHHT CHCTEM 3aIl[UTHI
ABTOMAaTU3UPOBAHHBIX CUCTEM
NJI-1 Beimonasier 0OHapYy)eHUE W UACHTH(PUKAIIUIO HHITUICHTOB B TIPOIECCE IKCILTyaTaIluu
ABTOMAaTU3UPOBAHHON CHCTEMBI
N/I-2 OuenuBaeT 3alIUIIIECHHOCTh ABTOMATU3UPOBAHHBIX CUCTEM C TTOMOIIBIO THITOBBIX
MPOTPaMMHBIX CPEJICTB

1 BKIIFOYACT:
JJIA TEKYIIEro KOHTPOJIA YCIIEBACMOCTH:

Popma peanmsanuu: ITncemenHas pabora

. Konrponsnoe meponpusarue Ne 1 (KonTtpossHas padota)
. Koutponbsaoe meponpusitie Ne 2 (KontponsHas padota)
. Konrponsnoe meponpusarue Ne 3 (KonTtposbHas pabota)
. Kontponsaoe meponpusrtue Ne 4 (KontposnbsHas pabora)
. Konrponsnoe meponpusarue Ne 5 (KontpossHas pabota)
. Koutponbsaoe meponpusitue Ne 6 (KontponsHas padota)
. Konrponsnoe meponpusarue Ne 7 (KontpossHas pabota)
. Konrponbsaoe meponpusitie Ne 8 (KonTtponsHas padota)

01N N KW~

BPC aucuunjavHbl

6 cemecTp
Beca KOHTpOIbHBIX MeponpusiTuii, %
Paznen aucuuminHbl Mupexc KM- | KM- | KM- | KM-
ACIAHER KM: 1 | 2 | 3| 4
Cpox KM: 4 8 12 15
Beenenue
KonnenryanbHble OCHOBBI HH(OPMALIMOHHON O€301MaCHOCTH + +
OcHOBHBIE IOHATHS TPOrPaMMHO-AINAPaTHON 3alIUThI + +
uH(popMalun




O6ecneyeHne KOH(UICHIIMATLHOCTH A0CTyNa K HH(OopmaIu
CPEICTBAMU OIEPAIIMOHHBIX CUCTEM U MOJIb30BATEIHCKUX
MIPUITOKEHU I

Mexanu3msbl o0ecrieyeHnss KOHPHUISHIIMATILHOCTH JOCTYIa K

+ +
MH(POPMALIMU HA YPOBHE ONEPALMOHHBIX CUCTEM
Mexanu3msbl o0ecrieyeHnss KOHPHUISHIIMATILHOCTH OCTYIa K 4 4
MH(pOPMALIMU HA YPOBHE NPUIIOKEHUI
[TporpamMHoO-annapaTHbIE CpeICTBA KpUNTOIpadhUIECKOM 3alUThI + +
uHpopManun
Obecneuenme KoHpUACHIMATEHOCTH HH(popMarmu B [P-ceTsix + +
Obecneuenne LEeIOCTHOCTH HH(POPMALIUHU C TOMOIIIBIO
IPOrPaMMHBIX U alllapaTHBIX CPEICTB
Tepmunonorus pesepupoBanus. OnepaTuBHOE U aBTOHOMHOE
pe3epBupoBanue. Tumel pezepsupoBanusi. Buasl RAID-maccuBoB. + +
Hcxonnbie Tunel RAID-maccuBoB. RAID-koHTpOoiepsl. OCHOBBI
pe3epBUpOBaHNUs JaHHbIX. BapuaHThl pe3epBUpOBaHMS TaHHBIX
Obecneuenue LEIOCTHOCTH IpU Tepeade HHPOPMALIUU 110 CETAM + +
KommiekcHble cucTeMbl 3aIuThl HHPOPMALUU
ObecneueHne aHTUBUPYCHOM 31U Thl UH()OPMALIMOHHBIX CUCTEM + +
[TpenotBpamienne yreuek nnpopmanuu (DLP) u yger pabouero + +
BpEMEHU
Cuctembl 0OHapYKEHUS U PEIOTBPAILEHUS BTOPKEHUN + +
Bec KM: | 25 25 25 25
7 ceMecTp
Beca KOHTPOJIBHBIX MEPONIPUATHI, %o
Pa3gen mucimmminHb! Hunexc KM- | KM- | KM- | KM-
KM: 5 6 7 8
Cpox KM: 4 8 12 15
ObecnieueHne 1OCTYIHOCTH HH(POPMAIIUU IPUMEHEHUEM CPEICTB
IIPOrpaMMHO-aINapaTHON 3alIUThl
ObecnieueHne TOCTYTHOCTH MH(OPMALIUU CPEICTBAMHU
OIEpallMOHHOM CUCTEMBI Y IIpaBJICHHE ITpaBaMH JIOCTyIa K pecypcaM
B ONIEPAIIMOHHBIX cucTeMax cemeiictBa MS Windows. YuetHbie + + + +
3alKCH M0JIb30BATENEH U TPYMIL. Y IPAaBIEHUE TOCTYIIOM U
r1106anbHbIMU NapameTpaMu. OCHOBHBIE CBEJIEHUS 00 YUETHBIX
3anucsx rpyni. OcHactka "JIokanpHbIe T0JIB30BATENN U rpyHb!"
O6paboTka nHGOpPMAIIHK HA PAOOUNX CTAHITUSAX M 0OCCIICUCHHE €€ + + + +
JOCTYITHOCTH
ObecnieueHne TOCTYTHOCTH HH(GOPMAIIUU B JIOKAJIbHBIX CETAX + + +
OcHOBBI Be0-0€301acHOCTH
[{enu aTtaku Ha BeO-pecypchl MPETPUITHS + + +
MeToab! 1 MHCTPYMEHTHI 3JI0yMBIIIUIEHHUKA JUIsl aTaku Ha BeO- + + +

pecypcsl




Knaccudukanus ceTeBbIX aTak.

Bec KM:

25

25

25

25

$O6m1as yacts/[1s1 MPOMEKYTOUHON aTTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIIUH pe3ysbTaTel  00y4eHMsI IO
JUCLUIUIMHE
OIIK-4.3 N-1lonk-4.3 [Ipumensier | 3HaTh: KonTponsaoe meponpusitue Ne 1 (KontposabsHas pabora)
TUIIOBbIE nporpamMMHblie | TUIIOBBIE IPOrpaMMHBIE U KontponsHoe mepomnpusitue Ne 2 (KonTtposibHas pabota)
CpEZCTBa PE3EPBUPOBAHMS U | IPOrPAMMHO-AIIIAPATHHIE KonTponsaoe meponpusitue Ne 3 (KontposapHas pabora)
BOCCTaHOBJICHHUS cpeactsa pesepBupoBanusd U | KontponsHoe mepornpusitue Ne 4 (KontposibHas paboTa)
uHpOpMaLUN B | BOCCTaHOBJICHUS
aBTOMAaTU3UPOBAHHbIX uHpopmanuu B
cucTemax aBTOMATU3HPOBAHHBIX
cucremMax
YMers:

IIpoBOAUTH YCTAaHOBKY U
HaCTPOMKY MPOTPaMMHBIX U
IIPOrpaMMHO-ANIapaTHbIX
CPEICTBA PE3EPBUPOBAHUA U

BOCCTAHOBJICHUS
nH(popmManuy B
aBTOMaTH3UPOBAHHBIX
CUCTEMax
OIIK-4.3 N-20mx-4.3 IIpumensier | 3HaTh: KontponsHoe mepomnpustue Ne 3 (KontposbHas pabota)
MPOTpaMMHBIE cpenctBa | OcoOEHHOCTH MPOBEACHUS Kontponbsaoe meponpusitue Ne 4 (KontposbHas padoTta)
oOecrieyeHns 0€30MaCHOCTH | pabOT MO YCTaHOBKE, KontponsHoe mepornpusitue Ne 6 (KonTponbHas pabota)
JTAHHBIX HacCTpoOUKe, Kontponbsroe meponpusitue Ne 7 (KonrponbHas padoTta)
aJMUHUCTPUPOBAHHUIO, Kontponsaoe mepornpustue Ne 8 (Kontponbhas pabota)
00CITyKUBaHUIO U TIPOBEPKE
paboTocmnocoOHOCTH

IIpOorpaMMHO-aIIapaTHbIX U




TEXHUYECKUX CPEICTB
3aIuThl HHQOPMAIUHU B
ABTOMATHU3HPOBAHHBIX
cHCcTEMax

YMeTs:

[IpuMeHsTh TUIIOBBIC
MIPOrpaMMHO-AIaPATHBIE
CpelCTBa 3aIIUThI
nHpopManuy B
ABTOMAaTU3UPOBAHHBIX
cucTeMax M 0a3ax JaHHBIX

OIIK-4.4 U -1onk-4.4 Boinonnser | 3HaTs: KonTponsaoe meponpustue Ne 5 (KontponbsHas padora)
oOHapyXeHHe 1 | CnocoObr 0OOHApYKEHUS U
UIECHTU(DUKAITUIO HJeHTU(DUKAITIN
WHIMJIECHTOB B ITIpoIecce | MHIUICHTOB
9KCIUTyaTaluu UH(pOPMAaLMOHHOM
ABTOMATH3UPOBAHHOM 0€30M1acCHOCTH B IIpoliecce
CHUCTEMBI 9KCIUTyaTallH
ABTOMAaTU3MPOBAHHON
CHCTEMBI
YMers:
AJMHUHUCTPUPOBATH
CUCTEMbI OOHApYKEHUS U
UICHTHPUKAITUT
WHIMICHTOB
MH(pOPMAaIMOHHOM
0€301MacHOCTH B Ipoliecce
HKCIUTyaTaIH
aBTOMAaTU3MPOBAHHON
CHCTEMBI
OIIK-4.4 N/1-20nk-4.4 OnenuBaer | 3HaTh: KonTpoasnoe meponpusitue Ne 1 (KontponbsHas pabora)
3aIUILEHHOCTD CriocoObI oCyIIeCTBICHUS KontponsHoe mepornpustue Ne 2 (Kontposbnas pabota)
aBTOMATU3UPOBAHHBIX JTMATHOCTHKHA U Kontponbsaoe meponpusitue Ne 6 (KonrponbHas padota)




CHCTEM
THUTIOBBIX
CpEICTB

C

IIOMOUIBIO
POrPaMMHBIX

MOHHUTOPHHTA CHCTEM
3aIUTHI
ABTOMATHU3HPOBAHHBIX
CHCTEM

YMers:

BEIMONHATE OLIeHKY
3aIUIICHHOCTH
nH(popManuu,
UICHTH(PUKAIUIO U
JMKBUIALNIO MHIIUJCHTOB
MH(POPMAIIMOHHOM
0€30MacHOCTH B TIPOIIecCce
IKCILTyaTaruu
aBTOMAaTH3UPOBAHHBIX
CUCTEM

KonTtponsaoe mepornpustue Ne 7 (Kontposbnas pabota)
Kontponbaoe meponpustue Ne 8 (KonrpospHas padoTta)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
6 cemecTp

KM-1. Kontposabnoe meponpusitue Ne 1

®opmbl peanauzanuu: [luceMennas padora

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJIBLHOIO MeponpuaTHsA: [IMCEMEHHBIM OTBET Ha BOIPOCHI
KOHTPOJIBHOI'O MEPOIIPUATHUSA, BBIIOJIHAEMBIA Ha JIMCTaX YCTAHOBJIECHHOIO aJMHWHHUCTpALMEH

dbopmara

KpaTKOC CoA€cpiKaHMuE 3alaHUA:

JlaiiTe mucbMEHHBIM OTBET Ha 6 BOIIPOCOB.

OpauH U3 1ByX BapHaHTOB KOHTPOJIBHOTO MEPOIIPUATHS BBIOUPAETCS IO KPUTEPHUIO:
HE4YETHBIE HOMepa 1o cnucky xkypHaina BACP - 1 BapuanT, yéTHble HOMEpa - 2 BApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTth: TunoBble MpOrpaMMHBIE U 1. KontponbHoe Mmeponpustrie Ne 1 mo qucuuninse
MPOTPAMMHO-AIIAPATHBIC [IporpamMHoO-anmapaTHbie CpeICTBA 3AIMUTHI
CpeACTBA  pPE3EpBUPOBAHUA U nHdopManuu
BOCCTaHOBJICHHA HH(pOpMauy B N Bapuant 2 Bapuant
ABTOMAaTU3UPOBAHHBIX CUCTEMAX n/n

OCHOBHBIE IOHATHUSA U

onpezencHus B chepe [IporpamMmHo-

1 MH()OpPMALTMOHHOM armaparHas 3aIuTa
0e30macHOCTH. YTPO3bl MH(OPMALIH.
urdopmaru. Meto bt OCHOBHBIE TTOHATHS
3aIIUThl HHPOPMALIUH

Uro oTHOCHTCA K
YTO OTHOCHUTCS K OCHOBHBIM | OCHOBHBIM

2 | ammapaTHbBIM CPEICTBaM POrpaMMHBIM

3amuThl HpOopManuu? CpE/ICTBaM 3alIHUThI
nHbOpMaIuu?

KaxoBbI 0OCHOBHBIE KakoBbI ocHOBHBIE

NperMYIIeCTBA HEJIOCTATKH

3 | mpuMeHeHHs NPOrpaMMHBIX | IPUMEHEHUS
CPEZCTB 3aIUTHI HPOrPaMMHBIX CPEJICTB
uHpopMaluu? 3alUThl HHPOpMaIuu?
MexaHU3MBbI yIpaBIeHHs
JOCTYIIOM 1 Opraam3arus 5

XpaHEHHs TTapoJiei B

4 ay.TeHTH(bHKaHHH oc OC Microsoft

Windows. Ys3BumocTa .
Windows. baza SAM,
noctyna k OC MS
Windows ee XapaKTepUCTHKA.
Opraam3anus
Mudpyromas daitnosas XpaHEHUs napoiei B

5 cuctema (EFS). OC Microsoft

Texuonorus mudposanus. | Windows, Linux u
MacOS.
YMers: BrnonaHsaTe OLICHKY 1.




3alIUIICHHOCTH uHbopManuu, IIpoBectn ananus IMpoBecTn ananmu3
UACHTU(DHUKAIIMIO ¥ JTHUKBUIAIUIO 6 yszumocteir OC Windows | ys3sumocteii OC Ubuntu
WHIIUJICHTOB MH(POPMALOHHOM 10 3a 2021 rox mmo 6aze 3a 2021 rox mo Oaze
0e30macHOCTH B MPOIIECCE nanHbIx CVE annbix CVE
JKCILIyaTaluu

ABTOMAaTU3UPOBAHHBIX CUCTEM

Onucanne MKAJbI OIleHUBaHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WJIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapaxmepucmuxu evlnoinerus 3Hanus: OLeHKa "X0opouIo" BEICTaBISETCS €CIN
OOJIBIITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CITM 3aJIaHUE MMPEUMYILECTBEHHO BBITIOJHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu gblnoanenus 3Hanus: OLeHKa "HeyJ0BIETBOPUTEIBHO" BHICTABIISACTCA
€CJIM 3aJ]JaHue BBITIOJHEHO HEBEPHO WJIM MTPEUMYIIIECTBEHHO HE BHITIOJIHEHO

KM-2. KontposabHoe meponpusitue Ne 2

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHoro Mmeponpusitusi: KonrponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpoueaypa npoBeaeHHMs KOHTPOJIBHOrO MeponpuATHA: IIMCBEMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOT'O MEPOIIPUATHSA, BBIIOJIHAEMBIA Ha JIMCTaX YCTAHOBIEHHOIO aJMHHHUCTpPALMEN
dopmara

Kpartkoe cogep:xanue 3a1aHus:
JaiiTe nucbMeHHBIN OTBET Ha 6 BOIIPOCOB.
OpuH U3 IByX BapUAHTOB KOHTPOJIBHOTO MEPOIPHUSITHSI BHIOMPAETCS 10 KPUTEPHIO:
He4YETHBIE HOMepa 1o cnucky *kypHaina BACP - 1 BapuaHT, u€THbIe HOMEpA - 2 BApUAHT.

KoHTpoJibHbIe BONIpOChI/3aJaHUA:

3Hars: TunoBsle IpOrpaMMHBIE U 1.KontponsHoe Meponpusitue Ne 1 o qucnuminze
MPOrpaMMHO-aIapaTHbIE [IporpamMmMHO-annapaTHble CpeICTBA 3aLIUTHI
CpeACTBa  pPE3EpBUPOBAHUA U nHhopManuu
BOCCTAHOBJICHUSA HH(QOpMAIUU B Ne
(bopmar 1 Bapuant 2 BapuanT
ABTOMAaTU3UPOBAHHBIX CUCTEMAX /1
YcrpolictBa
KpHUITOrpadUuecKon
Hasnauenve u npuHUUIBL 3: HTHpaﬁHHX
1 pab6otsr [TAK "Axkkopa- K;Im(aﬂﬂ )
NT" u "Axkopa-AM/I3".
P 2 xapakrepuctuka [ICK3U
"Iunka".
2 YcrpoiicTBa BBOIA buomerpuueckuit
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I/II[eHTI/I(l)I/IKa]_[I/IOHHLIX

noctyt. O630p

IIporpammuas u
amnmapaTHasl pearu3aius

MIPU3HAKOB, OMOMETPUIECKHIX
KJIacCU(pUKAIHS, KpaTKas | TEXHOJOTUH
XapaKTepUCTHKA
ITonHoCTRIO

OOecrieuerHue
KOHTPOJIMPYEMbIe

0€30IacHOCTH XpaHEeHHUs
KOMIIBIOTEPHBIEC CHCTEMBI. s

mauaeix B OC Microsoft
Atrectanusa KC.

Windows. TexHosorus
TEHEBOT'O KOITUPOBAHUS
JIAHHBIX

¢ynkunit KC.
CyTbh 1 Ha3HAYCHUE HpuMeHCHIe
nporokona TCP/IP n HIE)OTOKOJ'IOB ceMeicTBa
UDP/IP B xoHTEKCTE
TCP/IP B cdhepe
3aIUTHI .,
KOH(HICHIIHATEHOM MH(OPMALHMORHOH
oe3omacHoctu AC
rH(pOpMaITIu

B cooTBercTBUU C
tpeboBanusmu DCTOK
Poccuu onpenenutsb
TpeOOBaHMSI 11O 3aIIUTE
AC pekiaMHOro otaena
kommannu OOO "Pora u
KomnrwiTa",
oOpabaThIBaroLIeH
MEPCOHANIbHBIC TaHHBIC
rpaxkaad PO, B nensax
pacchuIKu HH(pOpPMAIIUU O
CKUJIOYHBIX aKIMSIX U
IHAX pacnpojax. B AC
MTOTIEPEMEHHO MOTYT
paboTath ciemyromnme
COTPYTHUKHU:
PYKOBOAHTEIH
pEeKIaMHOTO OTHeNa,
COTPYJIHHUK PEKJIAMHOIO
otTnena, a Takxke B AC
AMEIOT JOCTYII
CHUCTEMHBII
aJMHHUCTPATOP U
COTPYIHUKE CITyKOBI
0E30IIaCHOCTH.

B coorBercTBUU C
tpedoBanusiMu DCTIK
Poccuu onpenenutsb
TpeOOBaHMSI 110 3aIUTE
AC pexxuMHo-
CEKPETHOTO
roipa3esieHus
kommanuu OO0
"Pomarka",
oOpabaTsIBaromeit
CEKPETHBIE JJaHHBIC
TPEThEN KaTeropuu, B
nessix (POpMUPOBAHUS
OTUETHOI
JOKYMEHTAIIHHU TI0
pe3yiabTatam aynuta b
Y IPOBEICHUS
aTTECTallMOHHBIX
ucneitTaagnii. B AC
MTOTIEPEMEHHO MOTYT
paboTaTh CICIyIOIINe
COTPYIHUKH: BCE
COTPYIHUKH (OKOIIO 3
YEJIOBEK)
aTTECTAllMOHHOTO
OT[IeNa, COTPYAHUK
otaena ayauta Ub,
PYKOBOJUTEIb
aTTECTAIMOHHOTO
OTJIeNa, HauaIbHHUK
PEKUMHO-CEKPETHOT'O
ro/Ipa3iesieHus 1
CUCTEMHBIN
AJIMHHUACTPATOP.

YMeTn: BreIimonaaTs OLIEHKY
3AIIUAIIEHHOCTH nH(poOpMalnu,
UACHTU(DHUKAIIMIO ¥ JTHUKBUIAIUIO
WHIHUIEHTOB nH(pOpMaAITMOHHOM
0e30ImacHOCTH B rpouecce

IIponemoHcTpHpOBaTH
HaCTPOUKY CHUCTEMBI
3amuthl oT HCJI ¢
HCIIOJIb30BaHHEM

IIponemoHCcTpUpOBaTH
Hactpoiiky [ICK3U1
"[umnka", a ”IMEHHO:

* WwndpoBaHue
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SKCIUTyaTaluu Bo3MmoxkHOcTel ITAK CcOo34aHHOro

ABTOMATH3UPOBAHHBIX CHCTEM "Akkopa-NT", a iMEHHO: CTYAEHTOM Ha
*  BNOKMPOBKY CbeMHbIX pabouem cTone
HocuTenen darna MS Word,;
nHpopmaunu; ®  3/1eKTPOHHYIO
e 610Knposky CD/DVD- noAanuch
[VCKOB. co3gaHHoro

CTYAEHTOM Ha
pabouyem cTone
daiina MS Word.

Onucanue MKAJbI OICHUBAHUSA:

Ouenxa: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CJIU 3aJJaHue
BBITIOJTHEHO B MTOJIHOM 00'bEME WIIH BBITIOJHEHO MMPEHMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evlnonenus 3Hanus: OueHKa "Xopouo" BEICTaBIsAETCS €CIIU
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUISI PEIICHUS 3a]1a9

Oyenka: 3
Huoicnuti nopoe evinonnenus 3adanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHkKa "yJoBIeTBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJ]aHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus: snanus: ONeHKa "HeyI0OBICTBOPUTEIILHO" BEICTABIISCTCS
€CJIM 3aJJaHUE BBIITOJIHEHO HEBEPHO UJTU MPEUMYILIECTBEHHO HE BHITIOJTHEHO

KM-3. KourpoabHoe meponpusitue Ne 3

®opmbl peanuzanuu: [luceMenHas padora

Tun koHTpoabHOro MeponpusTus: KourponsHas pabota

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHMsi KOHTPOJILHOIO MeponpusaTHsA: [IMCbMEHHBI OTBET HAa BOIPOCHI
KOHTPOJIBHOTO MEPOIPUATHS, BBIIIOJHAEMbI Ha JINCTaX YCTAHOBIEHHOTO aJIMUHUCTpaluen
dbopmara

Kpatkoe conepxxanue 3agaHus:
JaiiTe mucbMEeHHBIN OTBET Ha 6 BOIIPOCOB.
OnuH U3 IByX BapUaHTOB KOHTPOJIBHOT'O MEPOIIPUATHUS BEIOUPAETCS MO KPUTEPHIO:
He4YE€THBIE HOMepa 1o crucKy )xypHaiia BACP - 1 BapuanT, yéTHbIE HOMEpa - 2 BApUAHT.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3natb: OCOOEHHOCTH MPOBENEHUS 1.KonTtponbHoe meponpusitue Ne 1 o nucuuruiinae
paboT 1O YCTaHOBKE, HACTpOMKe, IIporpamMMHoO-anmnapaTHsle CPEACTBA 3ALUTHI
aIMUHUCTPUPOBAHHUIO, nHpopManuu

00CITy’)KUBaHUIO u IIPOBEPKE Ne | Bapuant 2 Bapmant
paboTOCIIOCOOHOCTH TPOrPaMMHO- /1

aImapaTHbIX AU TEXHUYECKHUX Kakum o6pazom Kakum o6pa3om paboraror
CPEICTB 3aIUThl MHGOPMALUH B 1 paboTaroT VPN ceruno | VPN ceru no TPOTOKOILY
ABTOMATH3HPOBAHHBIX CHCTEMAX nporokoury Point to Layer 2 Tunneling
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Point Tunneling Protocol | Protocol (L2TP)?
(PPTP)?
JIUIst KaKkuX menneu u .
Jis KakuX 1enei u Kakum
KaKuM 00pa3zom
2 00pa3oM MPUMEHSIOTCS
TPHMEIIOTCA npotokon [Psec?
npotokonsl SSL U TLS? P )
[Tepeunciure 6a30BBIC OrnumiTe
paspernieHus, ($yHKIMOHAIBHBIC
3 MPUMEHUMBIE K (aiilaM | BOBMOXKHOCTH U TIeJTh
Y TIalTkaM Ha TOMax ¢ npuMeHeHus Microsoft
¢aiinoBoii cucreMsl Management Console
NTFS (MMC)
JIns pernenus Kakux
3a/1a4 MOXKET Jst permieHust Kakux
4 MPUMEHSTHCS OCHACTKA | 3a7a4 MOXKET
"JlokanpHBIC MIPUMEHATHCS OCHACTKA
MOJIB30BATENN U "I'pynnoBeie mOMUTHKA"?
rpynmnsl"?
Kakum oOpazom MoxeT
OBITH IPOM3BEICHA
o IIepeunciure npueMsl 1Jis
OTMEHa JACHCTBUS
5 00x0/1a TPYIIOBBIX
IPYIIIOBLIX IMMOJIUTHUK HA .
nmonuTHK B Windows
JIOKAJIbHOM KOMITBIOTEPE
B Windows?
VYMmers: IIpoBOIUTE YCTAaHOBKY U 1.
HacCTPOMKY MPOTrPaAMMHBIX u [TponemoHCTpUPOBATH
IIPOrpaMMHO-aIIIapaTHBIX HacTpoiiky VPN-kanana ¢ IIponemoHCcTpUpOBATH
Cpe,I[CTBa pGSGpBI/IpOBaHI/I}I U HUCIIOJIB30BaHUEM HaCTpOﬁKy VPN-kanana ¢
BOCCTAHOBJICHHS MH(OPMALMH B BcTpoeHHBIX B OC UCII0JIb30BAaHUEM
ABTOMATH3MPOBAHHBIX CHCTEMaX Wmdowvs POrpaMMHBIX texHosorun OpenVPN
penieHni
Onucanue MKAJIbI OLCHUBAHUS
Oyenka: 5

Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTABISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huosicnuii nopoe évinonnenus 3aoanus 6 npoyenmax: 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIIo" BEICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS pelIeHUs 3a/1a4

Oyenka: 3
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku evinonnenus snanus: OneHka "ya0BIeTBOPUTEIHLHO" BBICTABISCTCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus sHanus: OTNeHKa "HeyI0BISTBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MPEUMYIIECTBEHHO HE BBITOJTHCHO

KM-4. KonrpoJsbHoe meponpusitue Ne 4

®opmbl peaausanuu: [lucemenHas padora
Tun koHTpobHOro MeponpusTus: KourponsHas pabota
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Bec koHTpOBbHOrO0 MeponpustTusi B BPC: 25
IIpouenypa mnpoBeaeHMsi KOHTPOJbLHOIO MepPONPHSTHA:
KOHTPOJIBHOI'O MCPOIIPUATHA, BBITTIOJTHSACMBIM Ha JINCTaxX

[IuceMeHHBINT OTBET HAa BOMPOCHI
YCTAaHOBJICHHOTO aJIMUHUCTpALHEH

dbopmara

KpaTlcoe CodcpKaHUuE 3alaHUA:

JlaliTe MMCbMEHHBIN OTBET Ha 6 BOIPOCOB.
OnuH U3 IByX BapUAHTOB KOHTPOJIHHOT'O MEPOIPHUSITHS BBIOMPASTCS TI0 KPUTEPHUIO:
HEeUYETHBIC HOMEpa 1o crucKy )kypHasia BACP - 1 BapuaHT, 4yéTHble HOMEpA - 2 BapUAHT.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3Hath: OCOOEHHOCTH TPOBEACHUS 1.KoutpoabsHoe Meponpusitue Ne 1 o quciuminze
paboT Mo yCTaHOBKE, HACTPOMKe, [IporpamMmMHoO-annapaTHble CpeICTBa 3ALIUTHI
aIMUHHUCTPUPOBAHUIO, nHpopManuu
00CITyKUBAaHUIO u IIPOBEPKE Ne
y POBEp 1 Bapuant 2 BapuanTt
paboTOCIIOCOOHOCTH TPOrPaMMHO- n/n
anmnapaTHbIX u TEXHUYECKUX ITonsTre ¥ THITBI CucreMbl aHaIH3a
CpeILCTB 3aIIUTHI I/IHCI)OpMaHI/H/I B PE3CPBUPOBAHUA NAaHHBIX. | 3alllMIIICHHOCTH.
ABTOMATH3MPOBAHHBIX CUCTEMAX 1 | Onpenenenne RAID, ITpuripmer paboTsl
ocHOBHbIE TUIIBI RAID- CHCTEM aHaJIN3a
MAacCCHUBOB U UX 3aIUILCHHOCTH.
XapaKTepUCTUKH. [Tpumepsl peanu3zanum.
BupryanbHble 4acTHBIC MexaHu3MbI OJIOKHPOBKH
cetu (VPN). [Iporokonsl, | pabodeii ctaHny Ha
5 ucnosibzyemoie B VPN, aInmnapaTHOM YpOBHE.
HUX OCHOBHBIE [oBepeHnas 3arpyska.
XapaKTEPUCTHUKHU. Oranbl JOBEPEHHOMI
IIpumeps! peasin3anuu. 3arpy3KH.
MexkceTeBble 3KpaHBbI.
MexceTeBble SKpaHHl.
Kpurepun Be160pa
TuIbl MEKCETEBBIX
MEKCETEBBIX IKPAHOB.
3 aKkpaHoB. PazpaboTka
OcHOBHBIE TPeOOBAHUS
TIPaBHJI [Tl MEKCETEBOTO
PETYISATOPOB K
9KpaHa.
MEKCETEBBIM IKpaHaM.
3amura uHpopmanuu
OCHOBBI yIIpaBIICHHS H (popman
Ipy Tepeayge 1mo
ANIEKTPOITUTAaHHEM
o BBIYHCIIUTEIBHBIM CETSIM.
4 pabourx CTaHIHHA U
3anuieHHbIe
ceprepoB. Kpurepun MIPOTOKOJIEI IIEpEIAYN
Be1OOpa UBII. p p
JaHHBIX.
KoHTpomb 1enocTHocTH
TexHosorus P H
. nHpopmanun. OCHOBHbIE
5 OecrpoBOHOM epenaun
MeTroasl. IIpumepsl
JaHHBIX, €€ 3alUTa
peanu3anuu.
VYmers: IIpoBOINTE YCTAaHOBKY W 1.
HaCTPOUKY IPOrPaMMHBIX u Ha crenne xadenpst Ha crenne xadenpst
MpOorpaMMHO-aIlIapaTHbIX MPOJIEMOHCTPUPOBATH MPOJIEMOHCTPUPOBATH
CpeacTBa  pe3EpBUPOBAHUA U pealnsalnio peua pcalnsalnio peua
BOCCTAHOBJICHUSA I/IH(i)OpMaHI/II/I B 6 MacCrBa JaHHBIX 11O TUITY MacCrBa JAaHHBIX 10 THUITY
ABTOMATU3MPOBAHHBIX CHCTEMAX RAID-5 ns RAID-0 ns
NPEIJIOKEHHOTO NPEIJIOKEHHOTO
npernogaBaTeneM npernogaBareneM
XKECTKOTO AMCKA XKECTKOTO JAMCKA

Onucanune MKAJbI OIICHUBAHUA:
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Oyenxa: 5
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 710
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CIIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WJIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evlnonenus 3Hanus: OLeHKa "XOpouIo" BEICTaBISETCS €CIu
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAINIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonneHus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BHITIOJHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu gblnoanenus 3Hanus: OLeHKa "HeyJ0BIETBOPUTEIBHO" BHICTABIISACTCA
€CJIM 3aJ]JaHue BBHITIOJHEHO HEBEPHO WJIM MIPEUMYIIIECTBEHHO HE BBITIOJIHEHO

7 cemecTp

KM-5. KonrpoJsibHoe meponipusitue Ne S5

®opmbl peaausanun: [lucemennas padbora

Tun kouTposabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro meponpustusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJBLHOIO MeponpusaTHsA: [IMCBMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOI'O MEPOIIPUATHSA, BBIIIOIHAEMBI Ha JIMCTaX YCTAHOBJIECHHOIO aJMHWHHUCTpPALMEH
dbopmara

Kpartkoe cogep:xanue 3aganus:
JlaliTe MMCEMEHHBIN OTBET HA 5 BOIIPOCOB.
OnuH U3 IByX BapUAHTOB KOHTPOJIBHOTO MEPOIPHUSITHUSI BHIOMPAETCS 110 KPUTEPHIO:
He4YETHBIE HOMepa 1o cnucky *kypHaina BACP - 1 BapuaHT, y€THbIe HOMEpaA - 2 BApUAHT.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3Hath: CriocoObl OOHapyXeHUs WU 1.
UJICHTU(UKALUN HWHIUJEHTOB Ne
a1 (prxan . i 1 Bapuant 2 BapuaHt
MH(POPMALIMOHHOM 0€30MacHOCTH B n/n
nporecce SKCIUTyaTaluy Hats onpenernenue
ABTOMATH3UPOBAHHON CHCTEMBI PamxupoBatb MeTO/IBI U ARP spoofing'a.
UHCTPYMEHTBI VKa3aTe HHCTPYMEHTHI,
1 3JI0YMBIIIICHHHKA, UCTIOJIb3YEeMBbIe JIJIsI
HarpaBJIeHHbIC HAa CETEBYIO | peali3alliy aTaK THIa
UHPPACTPYKTYPY ARP spoofing.
NpEeANPUATUS [pennoxuTh
MEXaHU3MBbI 3aIHUTHI
CdopmupoBats
C€KOMEH/IALIUH TI0
p Aatt [Ipenyioxuth
NPUMEHECHHUIO CKaHEPOB
KJ1acCU(UKAIHIO
OesonacocTH TPOSIHCKUX TIPOTPaMM
2 MHpOPMaIIH P porp
0 KaTeropuu BUIa
crnenuanuctaMu red u blue N
Hpe/ICTaBIsIeMON
KOMaHJI. YKa3aTh
yrpo3bl
n3BECTHBIE Bam ckaHepbl
0€301MacHOCTH IO TPEM
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HaIpPaBJICHUSIM pabOTHL:
ceTh, AC, BeO.
. aliTe XapaKTepUCTUK
OxapakTtepusyiTe A PaKTep Y
BapHaHTaM
OCHOBHBIE CITOCOOBI N
MPOTUBOJICHCTBYS U
MPOHUKHOBCHHS
3 HapyIeHHs padoThI
BPEIOHOCHBIX MPOTPaMM
AHTHBHPYCHBIX
Ha KoprnopatuBHbie AC
MPOrPaMMHBIX
MIPETPUATHS
MPOAYKTOB
JlaifTe onpenenexHue
B cooTrBercTBUM ¢ TYHHEITUPOBaHUsI, KaK
ypoBHsAMHU Mozenu OSI Buaa ataku Ha AC
4 JlaliTe XapaKTepPUCTUKY MIPEPHUSTHSA.
BapHaHTaM PEaTn3yeMbIX YKaxuTe BapUaHTHI
Ha HHUX aTakax 3aIUTHI OT
TYHHETTUPOBAHU
YMers: A IMMUHHUCTPHUPOBATH 1.
CUCTEMBI oOHapy)eHus u Yka3zaTh KAKUMH JJaHHBIMHU [MpuBecTr mpu3HAKU
UIeHTH(OUKAITN WHIMICHTOB 3JI0YMBITINICHHUK MOKET Hannuus cauddepa B
HH(l)OpMaHHOHHOfI 66301'IaCHOCTI/I B 5 3aBJIaACTh B CECTH HAa KAXXKIOM e€ | ceTn. HpI/IBeCTI/I
npomecce SKCILTyaTaliu YPOBHE B COOTBETCTBHUH C MPUMEPBI OTKPHITOTO
ABTOMATH3UPOBAHHOI CHCTEMBI Mozenbro OSI mpu ycrenrHom I1O mid 3a1uTeI CETH
WCTIONB30BaHNH CHU(hepa ot cHu(hepoB
Onucanne MKaJbl OLEHUBAHUS
Oyenka: 5

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnoanenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITIOITHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHkKa "XopoIo" BICTABIIAETCS €CIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYILIECTBEHHO BHIIIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: OTNeHKa "HeyIOBICTBOPUTEIILHO" BEICTABIISCTCS
€CJIM 3aJJaHUE BBITTOJIHEHO HEBEPHO UJTU MPEUMYIIECTBEHHO HE BBIMOIHEHO

KM-6. KourpoabHoe meponpusitue Ne 6

®opmbl peanausanmnu: [Tucemennas padbora

Tun koHTpoabHOro MeponpusaTus: KourponsHas pabota

Bec koHTpObHOrO Meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHMsi KOHTPOJILHOIO MeponpusaTHs: [lMCbMEHHBII OTBET Ha BONPOCHI
KOHTPOJIBHOTO MEpPOIPHUATHS, BBIIIOJHAEMbI Ha JINCTaX YCTAaHOBJIEHHOTO aJIMUHUCTpaluen
dbopmara

Kpartkoe cogep:xxanue 3aganus:
JlaliTe MMCbMEHHBIN OTBET HA 5 BOIIPOCOB.
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OnuH U3 IByX BapUaHTOB KOHTPOJIBHOTO MEPOIIPUATHUS BEIOUPACTCS MO KPUTEPHIO:
HEUYETHBIC HOMEpa 1o crucKy )kypHasia BACP - 1 BapuaHT, 4yéTHbIe HOMEpA - 2 BapUAHT.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3nath: CrnocoObl OCYIIECTBICHUS 1.
HAarHOCTUKA W MOHUTOPHUHTIA Neo
A p 1 Bapuanr 2 Bapuaunt
CHCTEM 3aINATHI n/n
aBTOMATH3MPOBAHHBIX CUCTEM Karteropuposanue Karteropuposanmue
1 DDoS-arak no cereBbiM | DD0S-artak mmo cxemam
MPOTOKOJIAM OCYILECTBIICHHUS
Kiraccudukanus atak Ha
NPUKIAJHOM YPOBHE Kiraccudukanus arak Ha
5 moaenu OSI. nporokossl TCP u UDP B
[TpuHIHATTE KOMMEPUYECKUX H
oprHanu3anuu SQL- TIPOMBIIIICHHBIX CETSIX
HHBEKIUHA 1 XSS
Mopens yrpo3 u Mopens HapymuTens
OCHOBHBIC THIIBI aTaK Ha | 0€30MacHOCTH
3 OecTpoBOIHBIE CETH OecTIpOBOIHBIX CeTe
crannaprta 802.11. crannapra 802.11.
IIpumepst 11O gns IIpumeps 11O gns
peaNu3anuy 3auThl. peanu3anny aTakw.
OYHKIMOHAIBHBIE
BO3MOXHOCTH DLP-
[IpuaNIHATE pabOTH 1
CUCTEM JISI 3aIIUTHI
Ha3HaueHue DLP- KOHUICHIMATHHORM
4 cucteMm B coctae SOC. JICHI
uHQOpMaINH B
[Ipumepst mporpaMMHBIX
. KOPIIOPAaTHBHBIX CETSIX.
peleHn.
[Ipumepst mporpaMMHBIX
peLeHui.
YMers:  IIpumeHATH  TUIOBBIE 1.
IIpOrpaMMHO-aIIIIapaTHbIE IIpennoxuTs
CpelCcTBa 3alIUThl WH(OpMaUKU B Cdopmuposath PEKOMEHJALNH I10
aBTOMaTI/ISI/IPOBaHHBIX CUCTEMAX U MEPEUCHb MPUMCHACMBIX IMIPUMCHCHUIO IPOTrpaMMHO-
6a3ax TaHHBIX 5 | Texnuk ataku Ha AC ¢ arnmapaTHBIX CPEJICTB
WCTIONIb30BaHUEM 3aIUTHI OT aTaK C
COHHaHLHOﬁ NHXCHCPpHUU HUCII0JIB30BaHUEM
COLMAIIBHOW WH)KEHEPUU
Onucanue MKAJbI OLCHUBAHUS
Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu ebinonneHus snanus: OueHka "oTIMYHO" BBICTABIISAETCS €CIIU 3aJjaHKe
BBITIOJTHEHO B MOJTHOM 00BEME HJIH BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoneHus snanus: OneHka "XopoIo" BEICTABISIETCS €CIH
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUTS PEIICHUS 3a]1a9

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu evinoineHus shanus: OneHKa "yI0BIEeTBOPUTEIBHO" BHICTABIIAETCS
€CIIM 33JJaHue MPEUMYIIECTBEHHO BHITIOJTHEHO

Oyenka: 2
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Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! OI_IGHKa "HCYI[OB.HCTBOpI/ITCJIBHOH BBICTABJIACTCSA
€CJIK 3aaHNEC BBIITOJIHEHO HCBCPHO HUJIN IMTPEUMYIICCTBEHHO HE BBIITIOJITHEHO

KM-7. KoutpoJsibHoe meponpusitue Ne 7

®opmbl peaauzanuu: [luceMennas padora
Tun kouTposabHoro Mmeponpusitusi: KonrpossHas padora

Bec koHTpOBbHOrO0 MeponpustTusi B BPC: 25

IIpouenypa mnpoBeaeHHsi KOHTPOJILHOIO MeponpusaTHus: [lMCbMEHHBI OTBET Ha BOMPOCHI
KOHTPOJILHOTO MEpOIPUSATUS, BBINOIHAEMbI Ha JUMCTAaX YCTAHOBIEHHOIO aJMHUHUCTpALMEH

dbopmara

KpaTlcoe CodcpiKaHUuE 3alaHUA:

JlaliTe MMCbMEHHBIN OTBET Ha 5 BOIIPOCOB.
OnuH U3 IByX BApUAHTOB KOHTPOJIHHOT'O MEPOIPHUSITHS BBIOMPASTCS TI0 KPUTEPHUIO:
HE4YETHBIE HOMepa 1o cnucky xkypHaina BACP - 1 BapuaHT, yéTHble HOMEpa - 2 BApUAHT.

KoHTpoJibHbIe BONIPOCHI/3aJaHUA:

3uarb: CrnocoObl OCYIIECTBICHUS
JUAarHOCTUKA W MOHUTOPHHTA
CHCTEM 3aIUTEI
ABTOMATU3UPOBAHHBIX CUCTEM

1.
Ne
1 Bapuant 2 Bapuant
n/n
Kakwue nytu BHenpenust | M3 KakuxX HCTOYHUKOB
BpenonocHoro I10 B rH(pOpMaIuu
AC Bawm n3BecTHBI? CIEIMATUCTHI 110
1 Kakue criocoObr o0ecreyeHuIo
00OpBOBI C 0€30MacHOCTH Y3HAIOT O
aHTuBupycHbM 11O BHUJIaX YA3BUMOCTEH IJst
Bawm u3BecTHBI? BEO-ITPIIIOKEHUT?
[Halite xapakrepuctuky | JlaliTe XapakTepucTUKy
5 CEeTEeBBIM aTakaM Ha CEeTEBBIM aTakaM Ha
KaHaJILHOM YPOBHe (pu3nyeckom ypoBHe
mozenu OS] mozemu OSI
[Halite xapakrepuctuky | JlaliTe XapakTepucTUKy
3 CEeTEBBIM aTakaM Ha CEeTEBBIM aTakaM Ha
ceTeBOM yYpOBHe TPAHCIIOPTHOM YPOBHe
mozenn OS] mojtenu OSI
Oxapakrepusyiite
IIepeuncnure P PH3Y
HECKOIIEKO HANGOMee H3MEeHeHus B 0a3e TaHHBIX
. | OWASP TOP-10 3a
OTIACHBIX YA3BUMOCTEH
4 . TIOCTIEZIHUE 5 JIET C TOYKH
BEO-TIPUIIOXKEHUH B
3pEHHUS TOSBICHUS HOBBIX
COOTBETCTBHH C BHIOB YIDO3 BEG
OWASP TOP-10 "
MIPHIIOKEHUSAM

YMeTn: [Ipumenars  TUNOBBIE
MPOTPAMMHO-aNIAPaTHBIE

CpeICTBa 3aIIUTHl MH(OpPMALUU B
aBTOMAaTU3UPOBAHHBIX CHUCTEMaxX W

0a3ax JTaHHBIX

1.5. B cooTBeTCcTBUM € M3BECTHBIMHU Bam Thmamu atak Ha
CETEeBYI0 HH(PPACTPYKTYpy NpeAnpusiTUs (1o ypoBHIM
mojienu OSI) copmMupoBaTh TUITOBYIO TaOIHILY MOAEIH
yIrpo3 Ha OCHOBE npuiioxkeHus 11 k "Meronuke oneHKu
yrpo3 6ezonacHoctu uHpopMmaruu" GCTIKa Poccun

ot 5 deBpans 2021 r.
B pe3ynbraTel BeIIOMHEHUS 3aAaHus y Bac nomkHa
MOJIYYUThCS TaOIUIA I CTPYKTYPUPOBAHHBIN CITUCOK:
Taxtuka - Texnuka (Bua ataku) - [Iporpammuas

peanuzanus (arakyromee [10)

18




Onucanue MKAJbI OIICHUBAHUSA:

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BEITIOJTHEHO B MTOJIHOM 00bEME WITH BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a/1a9

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISETCS
€CJIM 3aJJaHUE TPEUMYIIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenusi snanus: ONeHKa "HeyIOBICTBOPUTEIIEHO" BEICTABIISICTCS
€CIM 3a/IaHUE BBITIOJTHEHO HEBEPHO MJIM MPEUMYIIECTBEHHO HE BBIITOIHEHO

KM-8. KontpoJsibHoe meponpusitue Ne 8

®opmbl peaausanun: [lucemennas padbora

Tun koHTpoabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro meponpustusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJIBHOIO MeponpusaTHsA: [IMCBMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOI'O MEPOIIPHUATHSA, BBIIOJIHAEMBIA Ha JIMCTaX YCTAHOBIECHHOIO aJMHWHHUCTPALMEN
dbopmara

Kpartkoe cogep:xanue 3aganus:
JlaliTe MMCEMEHHBIN OTBET HA 5 BOIIPOCOB.
OnuH U3 IByX BapUAHTOB KOHTPOJIBHOTO MEPOIIPHUSTHS BHIOUPAETCS TI0 KPUTEPHUIO:
He4YETHBIE HOMepa 1o cnucky *kypHaina BACP - 1 BapuaHT, y€THbIe HOMEpaA - 2 BApUAHT.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3Hath: CnocoObl OCYIIECTBICHUS 1.
WAarHOCTUKA W  MOHUTOPHHTA Ne
a1 P 1 Bapuant 2 Bapuant
CHCTEM 3aIUATHI n/n
IIpuBenure o
aBTOMATU3UPOBAHHBIX CUCTEM pHUBeX KpaTko packpoiite cyTh
KJ1accU(pUKALHIO aTaK I10
ataku tuna Spoofing Ha
1 KPUTEPHUIO
BeO-pecypchl
MECTOTIOIOKEHHS P HSTHS
atakyromero u OU PEATp
5 B uéwm 3akmrodaercs Yro takoe MAC-
onacHocth IP-spoofing? | Spoofing?
N Kaxk ocymiectBisiercs
B uém cyTb ataku Ha MO ym
3aIuTa oT ataku Ha MO ¢
3 METOZIOM
WCTIOJIb30BaHUEM
TYHHEJIMPOBAHHS ! 9
TYHHEJIUPOBAHHS
Yem ICMP Redirect
Kakoga cyTb araku OTIIMYAETCS OT aTaku ¢
4 KpOLICYHBIMH WCTIOJIb30BaHUEM
dbparmerramu? JIO’KHOT'O COOOIICHMS
DHCP?
Ymers:  IIpumeHsATp  THUNOBBIE 1.5. ITpakTrueckoe 3a/JaHne MOXKET BBINOJIHSATH B
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MPOrPaMMHO-aNIapaTHbIE rpymnmnax mno 2-3 4ejoBeka.

CpeAcTBa 3aIuThl MH(OpMAIKU B Heo6xoaumo chopmupoBats oT4ET B hopmare
ABTOMAaTU3UPOBAHHBIX CHUCTEMaxX M npe3entanuu PowerPoint unu PDF mo nHmxkecnenyromum
0a3ax JaHHBIX 10/13a/1a4am:

1. JIaTh XapakTepUCTUKY KOPIOPATUBHBIM PELICHUSIM
3amuThl 0T DDoS-atak 1 uX OTJIMYKSM OT CPE/ICTB
3aluThl nepcoHanbHbIX AC

2. Onucare Ha3HAYCHHUE U (PYHKIIMOHAIbHBIC
BO3MOYXHOCTH MPOTPAMMHBIX PEIICHHUI 3alUThI

ot DDo0S-arak

3. ChopmupoBaTh KiIacCUPHUKAIUIO TUIIOB alllapaTHOTO
o0opymoBaHus, HCIOIB3yeMoro B 6oproe ¢ DDOS-
aTaKkaMu

Onucanue MKAJbI OICHUBaAHUA:

Oyenka: 5
Huoicnuii nopoe evinonnenus 3a0anus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnoanenus 3nanus; OueHka "oTJIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITTOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evlnonnenus 3Hanus: OueHKa "Xopouo" BEICTaBISAETCS €U
OOJIBIIMHCTBO BOIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABICHUE JUISI PEIIICHHS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnonenus 3Hanus: OueHKa "yJoBIeTBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJ]aHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoanenus snanus: OTNeHKa "HeyTOBICTBOPUTEIIEHO" BEICTABIISICTCS
€CJIM 3aJIaHUE BBITOJIHEHO HEBEPHO WUJTU MPEUMYIIECTBEHHO HE BBIMOJIHEHO
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COJIEP)KAHUE OLIEHOYHBIX CPEJICTB IPOMEXYTOYHOM ATTECTAIIUA

6 cemecTp

®dopma NPOMeKYTOUYHOM aTTecTalMu: 3a4eT C OLICHKOU

IIpumep Onsiera

Ymeeporcoaro:
9K3AMEHAIIMOHHBIU BUJIET Ne 1 3as. xap. BUT

HnY . »

MU Kadenpa beszonacnocmu u ungpopmayuonnoix mexnonoeuti | A.FO.Heeckuii
Hucuumnaa «[IporpaMMHO-ammapaTHeie CPEICTBA 3AIIUTHI Ilpomoxkon kagheopwi
UHPOPMALITI» No3

«18»0exabps 2019e.

1. Pam>KupoBaTh TUIIOBBIE METO/BI X MHCTPYMEHTHI 3JI0YMBIIIJICHHUKA, HAIIPAaBJIEHHbBIE HA CETEBYIO
UHPPACTPYKTYPY HPEATIPUATHUSL

2. CchopmMupoBaTh peKOMEHIAIMH 10 TPUMEHEHUIO CKaHEPOB 0€30MacHOCTH HH(OpMAIU
cnenmanuctamu red u blue komanna. Yka3aTs u3BecTHbIe Bam ckaHepsl 6€301IaCHOCTH 110 TPEM
HarpaBIeHUsAM paboTsl: ceTh, AC, BeO.

3. [IpogemoHCTpUpYiiTE EepexBaT TpapuKa JIOKAIBHON CeTH CTeHa KaeIphl C UCIOJIb30BaHUE
nporpammel WireShark

IIpoueaypa nposenenus

VYeTHBIN 3a4€T ¢ MPAKTUYECKOW MMCbMEHHOM YacThIO HA JINCTAX YCTAHOBJIEHHOI'O aJIMUHHUCTpaLuen
obOpasima

L. Ilepeuenv Komnemenyuit/uHOUKaAmMOpPo8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbHANO8
0CGOCHUA OUCUUNIUHDL

1. Komnerenmusi/Unaukarop: MJ1-1lonk-4.3 [lpumensier TumoBsie mporpaMmMHbIE CpECTBA
pe3epBUPOBAHUS U BOCCTAHOBIJICHUS MH(GOPMAIIMU B aBTOMAaTU3HUPOBAHHBIX CHCTEMaxX

Bonpocsl, 3aganus
1.OxapakTepu3yiiTe OCHOBHbIE CLIOCOOBI IPOHUKHOBEHUS BPEAOHOCHBIX ITPOrpaMM Ha
koprnoparuBHble AC npeanpusTus
2.JlaiiTe XapaKTepUCTUKY BapHaHTaM MPOTUBOJICHCTBUS U HAPYIIEHUs pabOThl aHTUBUPYCHBIX
HPOrpaMMHBIX IIPOJYKTOB

MarepuaJsl 1JIs1 NIPOBEPKHU 0CTATOYHBIX 3HAHUM

1.Ilepeuncnure ocHoBHbIE TUIIBI SQL-NHBEKIINN, UCTIOIB3YEMBIX JUISl ATaKH Ha

KOPIIOPAaTUBHBIE CETH MPeIPUIATUI
OtBerTsI:

J71s1 KOpPEKTHOTO OTBETA Ha BOMPOC PEKOMEHIYETCsl OOpaTUThCS K OJMHHAIATOM JIEKIUH 10

muciuminHe «[IporpaMMHoO-annapaTHbIie CpeCTBA 3aIUThl HHGOPMAITUN
Bepusiii orBeT: CymiectByet 5 ocHOBHBIX TUIIOB SQL mnbekumii: - Knaccuueckas (In-
Band wimm Union-based). Camast oniacHast 1 peIko BCTPEUAIOIIasiCsl CETOIHS aTaka.
ITo3BomsieT cpasy momydats JitoOble 1aHHbIe U3 0a3bl. - Error-based. [lo3Bosnser nomyyarsb
nHpopmanuio o 6ase, TabauIaX U JAaHHBIX HAa OCHOBE BhIBOAMMOro Tekcra omnoku CYB/I.
- Boolean-based. Bmecto monmy4eHus Bcex JaHHBIX, aTaKyIONIMHA MOXKET MOIITYYHO MX
nepedupaTh, OPUEHTHPYSICH Ha MPOCTOM O0TBET THMa true/false. - Time-based. [Toxoxa Ha
NPEBIAYIIYIO aTaKy MPUHIUIIOM repedopa, MaHUITYIUpPYs] BpEMEHEM OTKIIMKa 0a3bl. -
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Out-of-Band. Ouenp penxue u crienin(puuecKue THITBI aTaK, OCHOBAaHHbIC Ha
WHIMBHIYAIBHBIX OCOOEHHOCTSIX 0a3 IaHHBIX.
2.Ilpennoxxure peKOMEHIAIMH I10 3aIIUTE TUIIOBOTO KOMMEpPUYECKOro BeO-caiita oT SQL-
UHDBEKIUN
OTBeTHI:
J1J1s1 KOpPEKTHOTO OTBETA HA BOIIPOC PEKOMEHIyeTCsS 00paTUTHCS K OJUHHAILATOM JIEKIIUU 11O
mucrumuinae «[IporpaMMHO-anmapaTHbIe CPECTBA 3AIIUTH HHPOPMAITII)
Bepnsiit orBet: s 3ammThl caiita oT SQL-uHbeKIIMU peKoMeHayeTcs: - Micnonb3yiiTe
6enple crincku - He ucnonszoBats Metoq GET B popmax naeHtupukamum -
OobpabarbiBaiiTe nepeMeHHbIe - [IpoBepsATh UCTOYHUK NOTYyYEHUS TaHHBIX -
Hcnons3zoBats PDO
3.KakoBbl 0cOOEHHOCTH (PYHKIIMOHUPOBAHUS CUCTEMBI MPEOTBPAIICHUS yTeueK nH(OpMaLun
B pexkume monutopunra (DLP-cuctemsl), paboTatolieil B KOpIOpaTUBHOW CETH MPEATPUSITHS?
OTtBeTsI:
J71s1 KOppEKTHOTO OTBETA Ha BOIIPOC PEKOMEH IYETCSl OOPATUTHCS K YEThIPHAIIATOMN JICKIIUHU IO
mucrumnHe «[IporpaMMHO-anmapaTHbie CpEACTBA 3aIIUTH HHPOPMAIII)
Bepnbrii otBeT: DLP-cHCTEMBI OTCIICKHUBAIOT: - UCXOISAIIAA U BXOISAIINN web-Tpaduk; -
KOMMYHHKAIIUU COTPYAHHUKOB 10 Pa3IMYHBIM KaHAIaM CBSI3U, B COIUAIBHBIX CETIX, Ha
(dbopymax u MHBIX pecypcax; - HHPOPMAIUIO, XPAHSIIYIOCS Ha pad0YNX CTaHIIUAX,
cepBepax, B 00JaUHbIX XpaHWIHILAX; - (DaKThI 3arpy3Ku (HalijIoB Ha CHEeMHbBIE HOCUTEIH; -
BHECEHUE N3MEHEHUH B JIOKYMEHTHI, OTIPABKYy WX HA MeYaTh U MIPOYNE COOBITHS; -
paboudee BpeMs U IEHCTBUS COTPYIHUKOB: UCIOIB30BaHUE IIPOTPAMMHOTO 00€CIIeYeHHS,
MHTEPHET-CEPBUCOB, MOMBITKN U3MeHeHUs KoHpurypanuu 110, obopynoBanus u Tak
nainee.

2. Komnerenuust/Muauxarop: N/1-2omk-4.3 [IpuMenseT nporpaMMHbBIE cpesicTBa 0OecreueHus
0€30I1aCHOCTH JaHHbIX

Bomnpocel, 3axanus
1.B cooTBercTBUM ¢ ypoBHsAMU Moenu OSI naiiTe XxapakTepUCTUKY BapHaHTaM peau3yeMbIX
Ha HUX aTakKax
2.JlaiiTe onpenieIeHuE TYHHEIMPOBAHUS, KaK BUJa aTaku Ha AC npeanpusatus. Y Kaxure
BapI/IaHTI)I 3allIUTHEI OT TYHHGJ'II/IpOBaHI/IH

MarepuaJsl 1JI1 NIPOBEPKHU OCTATOYHBIX 3HAHUN
1.Kakue Tunsr DDoS-atak B cooTBeTcTBUM € ypoBHAMHU Monenu OS] Bam nzBectHbI?

OTBeThI:
JIJ1s1 KOPPEKTHOTO OTBETA Ha BOIPOC PEKOMEHAYeTCs O0paTUTHCS K CeAbMOI JIEKIIUH 10
muciuminHe «[IporpaMMHoO-annapaTHble CPEICTBA 3aIUTHI HHPOPMALII)
Bepnplii otBeT: Hu3koypoBHeEBbIe aTaku: - ATaku Ha ceTeBoM ypoBHe OSI npexncrasistor
u3 cebs «3abuBanue» kaHana. [Ipumepom mosxer 6b1Th CMP-(hiyn — araka, koTopas
ucnonb3yer ICMP-cooOieHus, KOTopble CHIKAIOT MPOIMTYCKHYIO CIIOCOOHOCTh aTaKyeMOi
CEeTH U MeperpyxaroT OpaHaMaysp. X0CT HOCTOSTHHO «IMHTYETCS» HAPYIIUTEISIMH,
BBIHY)K/Iasl €r0 0TBEYaTh Ha ping-3anpockl. Korjga ux npuxoauT 3HaYUTEIbHOE
KOJIMYECTBO, MMPOITYCKHOM CITOCOOHOCTH CETH HE XBaTa€T U OTBETHI HA 3aIPOCHI MPUXOAT
CO 3HAUUTENIBHON 3aaepxkKoil. [l npenoTBpamenus takux DDoS-atak MoxkHO
oTkIIounTh 00padoTKy ICMP-3anpocos nocpeacrsom Firewall min orpannunTh Mx
KOJIMYECTBO, ITPOITYCKAEMOE Ha CEPBEP. - ATAaKU TPAHCIIOPTHOT'O YPOBHSI BBIIVIAJAT Kak
HapylieHne GQyHKIMOHUpOBaHUs U nepexsat Tpaduka. Hanpumep, SYN-dayn winn Smurf-
araka (araka ICMP-3anpocamu ¢ uameHéHHbIMU aipecamn). [Tocnenctus Takoit DDoS-
aTaky — MPEBbIIIEHNE KOJIMYECTBA IOCTYITHBIX MOAKIIOUEHHH U iepedou B padboTe
ceTeBOro obopynoBanus. BricokoypoBHeBbIe aTaku: - Ha ceancoBoM ypoBHE aTakam
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MoJIBepraercsi cereBoe 0bopynoBanue. Mcnomap3ys ysa3BUMOCTH TPOrPAMMHOTO
obecrieuenus Telnet-cepBepa Ha CBUTYE, 3IIOYMBINIJICHHUKH MOTYT 3a0JIOKUPOBAThH
BO3MOXXHOCTH YIIPABJICHUS CBUTYEM ISl aIMUHUCTpaTopa. YToO n30exarh mo00HbIX
BUJIOB aTaK, PEKOMEH]IyeTCs MOAJIEPKUBATh MPOLIMBKYA 000PYA0BaHUS B aKTyaJIbHOM
COCTOSIHMH. - BBICOKOYpOBHEBbBIE aTaKU NMPUKIIATHOTO YPOBHS OPUEHTUPOBAHBI HA
CTHpaHue NaMITH WK UHPOpMaLUK ¢ AUCKa, KBOPOBCTBOY» PECYPCOB Y CEpBeEpa,
W3BJICUCHHE U UCTIOIb30BaHUE JAaHHBIX U3 bJl. DT0 MOXET NpUBECTH K TOTAIBHOU
HEXBAaTKE PECypCOB JJIsl BBIMOIHEHUSI TPOCTEHIIINX OTepalii Ha 000pyI0BaHUU.
Haunbonee 3¢ hexkTuBHBIN cIOCO0 MpeaynpexIeHHUS aTaK — CBOEBPEMEHHBII MOHUTOPHHT
COCTOSIHUSI CUCTEMBI U IIPOrPAMMHOT'0 00ECTIeUEHUSI.

3. Komnerenuus/Muaukarop: UJI-1onk-4.4 Beimonuser oOHapyxeHue U UACHTUDHUKAIHIO
MHIIUJICHTOB B MPOLIECCE IKCIUTyaTallil aBTOMATU3UPOBAHHON CUCTEMBbI

Bomnpocel, 3axaHus
1.IIpemnoxkuTh Ki1acCH(PUKALMIO TPOSHCKUX IMPOTPaMM I10 KaTErOpUH BHJIA TIPEACTABISICMOM

yIpO3bl

4. Komnerenuus/Mugukarop: NJI-2omk-4.4 OnieHUBaET 3aIUIIICHHOCTh aBTOMAaTU3UPOBAHHBIX
CUCTEM C IOMOIIBKO TUITOBBIX HpOFpaMMHLIX CpGI{CTB

Bonpocel, 3a1anns
1.late onpenenenue ARP spoofing'a. Yka3aTe HHCTpYMEHTBI, HCIIOJIB3YEMBbIE ISl PeaTH3alun
atak Tuna ARP spoofing. [IpennoxuTh MeXaHU3MBbI 3aIIUTHI
2.Kakwue tpu kareropun DDoS-arak Bam u3BectHb1? KakoBbl MEXaHU3MBI 3AIIUTHI OT HUX?

Matepuanbl /151 IPOBEPKH OCTATOYHBIX 3HAHUM

1.Yem TCP SYN Flood otnuuaercs ot Reflection SYN flooding?
OTBeThI:

JI71s1 KOppEeKTHOTO OTBETA Ha BOIIPOC PEKOMEHIYETCSI OOPaTUTHCS K TPUHAIATOM JIEKITHH 110

mucrurnie «[IporpaMMHO-anmapaTHbIe CpECTBA 3aIUTH HHPOPMAIII)
Bepnpriii otBet: Ha cepBepa B cetu noceinatorcst SYN-nakeTs! ¢ ucxoanbM [P-anpecom
aTakyeMoil mamuHbl. CepBep WM MapLIpyTU3aTOP MOIYyYaeT 3T nojaeibHbie SYN-
nakethl 1 nocbiiaeT SYN/ACK oTBeTsl Ha aTakyeMblil XocT. KoMmbioTep, oTHpaBisonui
SYN/ACK mnaker, oxxunaet Ha Hero ACK-0TBeT, a pu ero OTCyTCTBUU MOCHUIAET e1lié
Heckolibko SYN/ACK mnaketroB. SYN/ACK makeTsl mpoaoKaT aTakoBaTh 1EJIEBOM
CepBEp JlaXke MOCJIe TOT0, KaK 3J0YMBIIIJIEHHUK MPEKPATUIT HallaJIeHUE.

2.Kakwue ataku crienuaibHO CKOHCTPYUPOBAHHBIMHE MakeTaMu Bam u3BecTHBI?
OTBeThI:

JI71s1 KOppEeKTHOTO OTBETA Ha BOIIPOC PEKOMEHIYETCSl OOPaTUTHCS K TPUHAIATOM JIEKITHH 110

mucrurinie «[IporpaMMHO-anmapaTHbie CpeCTBA 3aUThl HHPOPMAITHI)
Bepmnrriit otBeT: Ping of death. [Tockinka Ha atakyemsiii y3en ¢pparMeHTHPOBAHHON
JaTarpaMMBbl, pa3Mep KOTOpOi mociie COOPKH MPEBBIIAET MAKCHMAIIbHBIN pa3pelieHHbIH
pasmep natarpammbl Land. [Toceuika Ha atakyemsiii y3en SYN-cermenta TCP, y koToporo
IP-anpec u mopT oTmpaBuTens coBnaaart ¢ nomyudareneM Teardrop. [Ipuceinaercs
HECKOJIbKO (pparmMeHTOB o/iHOTO TakeTa. [Ipu cOopke makeTa BTOpoi parMeHT
HAaKJIJIbIBAETCSl HA TIEPBBIH, M €T0 TaHHbIE 3AMHUCHIBAIOTCS TOBEPX MPEABIIYILETO
¢dbparmenTa

II. Onucanue wikanvl oueHuganus

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10

23



Onucanue xapakmepucmuku 6blnoHeHus 3uanus: PaboTa BeIIOIIHEHA B paMKax "MPOABUHYTOTO'
ypoBHsl. OTBETHI JaHBI BEPHO, YETKO CHOPMYINPOBAHHBIE OCOOEHHOCTH IPAKTUYECKUX PEIICHU

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuku 6blnoaHeHus 3uanus: Pabota BeIoiHeHa B paMkax "0a30Boro"
ypOBHsI. BOJILIIMHCTBO OTBETOB JIaHBI BEPHO. B wacTh Marepuana ecTb HE3HAYUTEIILHBIC
HEJOCTaTK!

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu 6vlnoineHus 3Hanus: PaboTa BeINoOJHEHA B paMKax "Moporosoro"
ypoBHsi. OCHOBHAsI 4acTh 3a/IaHUs BHITIOJHEHA BEPHO. HA BOMPOCHI YIIIyOJIEHHOTO YPOBHS

Ouenka: 2
Onucanue xapaxmepucmuxu vinoineHus 3nanus: Pabora He BBINIOJIHEHA WIN BBITIOJTHEHA
PEUMYIIECTBEHHO HEMPaBUIILHO

1I1. IIpasuna évicmasnenus umozoeoi OyeHKu no Kypcy

7 cemecTp

dopMa NPOMEKYTOUYHOM aTTecTaluu: DK3aMEH

IIpumep Ousera

Ymeepoicoaro:
3K3AMEHAIIMOHHBIM BUJIET Ne 1 3as. kagp. BUT
HRY . y
MAHT Kadenpa Bezonacnocmu u un@opmayuoHHbIx mexHoro2u A.FO.Hesckuil
Huctunnuna «[IporpaMMHo-anmapaTHbIe CpeICTBa 3aIIUTHI IIpomoxon kagheopwi
nH(MOPMAITHN Ne3
«18»dexabps 2019e.

1. OcHOBHBIC MOHATHS U ONpeecHus B chepe nHPOPMAIIMOHHON 0€301MacHOCTH. YTPO3bI
nH(popMaruu. MeTo p! 3auTh HH)OpMaIy.

2. buomerpuueckuit Joctyn. O630p OHOMETPUYECKUX TEXHOJIOTHH.

3. Co3yaTh pe3epBHYIO KOMMIO manku Mowu JIOKyMeHTHI ¢ ncronb3oBanreM yTuantel NTBackup.

IIpouenypa npoBenenust
Y CTHBIN SK3aMeH ¢ IPaKTHYECKON YacThI0 Ha CTeH1aX Kadeapsl

|. Ilepeuens komnemenyuil/unOuUKamopo8 u KOHMPObHBIX 60NPOCOB NPOGEPKU PE3YTbHANO8
0CBOCHUA OUCUUNIUHDI

1. Komnerenmusi/ Unaukarop: MJ1-1lonk-4.3 [lpumensieT TumoBsie mporpaMmMHBIE CPECTBA
pe3epBUPOBAHUS U BOCCTAHOBIICHUSI MH(GOPMAIIUU B aBTOMAaTU3UPOBAHHBIX CHCTEMAX

Bonpocsl, 3aganus
1.Pe3epBupoBanue nanubix. Tunel pezepsupoBanus. RAID, onpenenenne. OCHOBHBIE THUIIBI

RAID- MaccuBOB U UX XapaKTEPUCTUKH.
2.06ecneuenue 6e3omnacHoctu xpanenus AanHbiX B OC Microsoft Windows. TexHomorust

TCHEBOI'0 KOITMPOBAHUSA JAHHBIX.
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3.IIporpaMMHoO-annapaTHble CpeICTBA KOHTPOJIS AOCTYMA. Y CTPOICTBa BBOJA
UICHTU(PUKALMOHHBIX IPU3HAKOB, KJIAaCCU(PUKALINA, KPATKas XapaKTEePUCTHKA.

2. Komnerenuust/Muauxarop: N/1-2onk-4.3 [I[puMenseT nporpaMMHbIE cpelicTBa 0OecreueHus
0€30I1aCHOCTH JaHHbIX

Bomnpocel, 3axaHus
1.ApxuBauus ganHbix. CTpaTeruy apxuBaiuu.
2.CucteMbl aHaM3a 3aUIICHHOCTH. [IpUHIHITBI pabOThI CHCTEM aHAIM3a 3aIUIIICHHOCTH.

MartepuaJbl 1Jisl IPOBEPKH OCTATOYHBIX 3HAHUI

1.KakoBa nens npumenenust DLP-cucrem B chepe nHhopManmoHHOM O€30MacHOCTH

XO3UCTBYIOIIETO CyOBheKTa?
OTBeTHI:

Jl1s1 BepHOTO OTBETA HA BOIIPOC PEKOMEHIYETCS MCII0JI30BaTh MaTepUallbl JIEKLIHUHU 110

mucnururHe “TIporpamMMHO-anmapaTHbeie CpeACcTBa 3aUTh HHpopMau”
Bepnsiit orBeT: OcHOBHOM 3aaaueit DLP-cucTeM, 4T0 0O4E€BUAHO, SIBISETCS
MIpeIOTBPALLECHHUE NTepeIavu KOHPHUACHINATbHON HHPOPMALIUH 32 IPEEIIbI
uHpopmannoHHOU cuctembl. Takas nepenaya (yTeuka) MOKET ObITh HAMEPEHHOU UITH
HeHamepeHHo#. Hanbonee yacto DLP-cucteMbl NpuMEHSIOTCS JUIsl pEIIEHUS CIIETYIOIINUX
HEOCHOBHBIX I ce0sl 33/1a4: - KOHTPOJIb HCIOIb30BaHMs pabodyero BpeMeH! U pabouux
PECYPCOB COTPYAHUKAMHU; - MOHUTOPUHT OOLIEHHS COTPYIHUKOB C LEJIbIO BBISBICHUS
BHYTpeHHel 60pbObI, KOTOpasi MOKET HABPEIUTh OPTaHU3AlUU; - KOHTPOJIb
IIPaBOMEPHOCTH AECUCTBUN COTPYIHUKOB (IIPEJOTBpAILIEHNE II€YaTH OENIbHbIX
JOKYMEHTOB H TIp.); - BBISIBIICHUE COTPYJHUKOB, PACCHUIAIOIINX PE3IOMeE, IS
OTIEPATUBHOTO MOUCKA CTIIEUAINCTOB HA OCBOOOIUBIIYIOCS JOKHOCTb.

2.Kakue koMnoHeHThI BXOAAT B coctaB SIEM-cuctem, NpuMeHsIeMbIX B KOMMEPYECKUX

KOPIIOPaTUBHBIX CETAX?
OTBeTsI:

J1s1 BepHOTO OTBETA HAa BOIIPOC PEKOMEHIYETCS MCIIOJIB30BAaTh MaTE€pHaIIbI JIEKLIUU 10

mucruriiae “TIporpamMmmHo-anmapaTHble cpeIcTBa 3aluThl HHGopManun”
Bepurriit orBet: Komnonentsl SIEM: - areHThI, ycTaHaBIMBaeMble HA HHCIIEKTUPYEM YO
MH(OPMALIMOHHYIO CUCTEMY (aKTyalbHO JUIsl ONEPALIMOHHBIX CUCTEM (areHT MpeACcTaBIseT
co00¥ pe3uICHTHYIO IPOrpaMmy (CEpPBUC, IEMOH), KOTOPast IOKATLHO COOMPAET KYpPHAITBI
COOBITHI U TIO BO3MOXXHOCTH TEPEAaeT UX Ha CepBeEp) - KOIIEKTOPHI Ha areHTaxX, KOTOpbIE,
10 CYTH, MIPEICTABIAIOT cO00i Moaynu (OMOIMOTEKN) Al HOHUMaHUs KOHKPETHOTO
KypHaJla COOBITUI UM CUCTEMBI - CEPBEPBI-KOIIEKTOPHI, MPEAHA3HAUYCHHBIE TS
MIpeIBAPUTENILHON aKKyMYJISILIUU COOBITUI OT MHOYKECTBA MCTOYHUKOB - CEPBEP-
KOppeJsTOp, OTBeyaroIuii 3a cOop MH(GOPMAIMK OT KOJJIEKTOPOB U areHTOB 1 00paboTKy
0 MpaBWJIaM U aIrOpUTMaM KOpPPEsLUU - cepBep 0a3 JaHHBIX U XPaHWIMILA,
OTBEUAIONIHNH 32 XpaHEHHE KYPHAIIOB COOBITUIN

3. Komnerenuusi/Muaukarop: U/1-lomnk-4.4 Beimonuser oOHapyxeHue U uACHTU(DUKAIIIO
MHIUACHTOB B IIPOLIECCE IKCILTyaTallui aBTOMAaTU3UPOBAaHHON CUCTEMBI

Bonpocsl, 3aganus
1.MesxceTeBble SKpaHbl. THIIBI MEKCETEBBIX IKpaHOB. PazpaboTka mpaBui Ist MEXKCETEBOTO
JKpaHa.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.Kakue anmapaTHble ycTpolcTBa BBOAA UACHTHU(PHKAIMOHHBIX TPU3HAKOB B
aBTOMATU3UPOBAaHHYIO cucTeMy Bam u3BecTHbI?
OTBeThI:
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Jis paBUIIBHOTO OTBETA Ha BOIPOC HEOOXOAUMO KOPPEKTHO OIPEAECIUTh BOZMOKHBIE

anmnapaTHble UACHTU(DUKATOPHI, IPUMEHAEMbIE B CUCTEMAX 3alUThl HH()OpMaIUK
Bepusiii otet: [1o ciocoOy cunThIBaHNUS UACHTU(PHUKAIIMOHHBIX TIPU3HAKOB BBIACISIOT: * C
PYYHBIM BBOJIOM; * KOHTaKTHbIE; * JUCTAHI[MOHHBIE (OECKOHTAKTHBIC); ®
KOMOMHUpOBaHHbIE. Py4HOI BBOJ HIEHTH(PHUKALMOHHBIX PU3HAKOB ITPOU3BOIUTCS C
MIOMOILBIO HAXKaTHsl KJIABUILI, IOBOPOTOM IEpEKIItoYaTeIeld Win APYrux MoA00HbBIX
aseMeHTOB. KOHTaKTHOE CUMTHIBaHWE MICHTH(PHUKAIMOHHBIX PU3HAKOB M10IPa3yMeBacT
HENOCPEJCTBEHHBIH KOHTAKT UIEHTH(UKATOpa U cUUThIBaTeNsl. YTeHre HHpOopMaLuu
MPOUCXOIUT ITyTEM MPOBEICHHS UICHTU(UKATOPA Yepe3 CUNTHIBATEINb HIIM UX TPOCTHIM
IIPUKOCHOBEHUEM.

4. Komnerenuust/Muaukarop: UJ1-2omk-4.4 OLieHUBaET 3alUIIEHHOCTh AaBTOMAaTU3UPOBAHHBIX
CHCTEM C [TOMOIIIBIO TUIIOBBIX IPOTPAMMHBIX CPE/ICTB

Bomnpocel, 3axaHus
1.BpINOIHUTE aBTOMAaTUYECKYIO ITIOCTAHOBKY PeCYpCcOB Ha KOHTPOJIb AM/I3 «Akkopa» ¢
MMOMOUIBIO MacTepa
2.Bupryansubie yactable cetu (VPN). [Ipotokomnsl, ucnons3yembie B VPN, Ux ocHOBHBIE
XapaKTEPUCTUKH.

Marepuaibl A1 IPOBEPKH OCTATOYHBIX 3HAHUM

1.KakoBsr ocHOBHBIE PpyHKIIMHN [DS-cuctem?
OtBeTsl:

B otBere Ha Bompoc HEOOXOAUMO PACKPBITH OCHOBHBIE (hyHKIMH IDS-cuctem, mpuMeHsieMbIX B

chepe nahopMaIMOHHOM 0€301TaCHOCTH
Bepnpiii otBeT: K ocHOBHBIM (pyHKIIMAM cucteM IDS oTHOCATCS: - BBISIBICHUE BTOPKEHUMN
U CETEBBIX aTakK; - 3alMCh BCEX COOBITHI; - OMCK YA3BUMOCTEH; - IPOrHO3UPOBAHHE aTaK;
- pacrio3HaBaHKWE UCTOYHUKA aTaKW: WHCAW] HITH B3JIOM; - HHpopMupoBanue ciyx0 b 06
MHIUJIEHTE B PealbHOM BPEMEHH; - (OpMUPOBaHHE OTYETOB.

2.PackpoiiTe cyTh 1 Ha3HaYEHHE KPUNTOTpadUIECKUX CPEJICTB 3aLIUTHl HHPOpMAIIUU
OtBeTsI:

J171s1 KOpPEKTHOT'O OTBETA HA BONPOC HEOOXOIMMO 0OpaTUTHCS K ONPEAETIEHUI0 TEPMUHA

“kpunrorpaduyeckas 3ammra”’, npeyiaraemoro ®Cb Poccun, kak 0CHOBHOTO perynsitopa

3TOM cepbl nHDOPMAITMOHHOM 0€30MaCHOCTH
Bepusliit otBet: CpenctBa kpunrtorpapuieckoil 3amuts! nHGopmarun (CK3U1) —
anmnapaTHble, IPOrpaMMHBIE U alllapaTHO—TIPOrPAMMHBIE CPE/ICTBA, CUCTEMBI U
KOMILJIEKCBI, PEAIU3YIOIINE aITOPUTMBI KpUITOTpaduueckoro npeoOpa3oBaHus
nH(pOpMalLlMY U peHa3HAYE€HHbIE ISl 3aIUThl HH(OpPMAIIMK [TPH Nepeaye 1Mo KaHaiam
CBSI3U M (MJIN) JUTSL 3aLUTHI UH(OPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIA IIPH €€
00palboTKe M XpaHEHHUH.

3.Kakue pekoMeH a1y SKCHepToB U3 cepbl HHPOPMALMOHHOIN 0€30MacHOCTH T10 3alUTe OT

DDoS Bam u3BectHbI?
OtBeThI:

Jl51s BepHOTO OTBETa Ha BOIIPOC PEKOMEHYETCs MCIOIb30BaTh MaTepUalbl JIEKIIUU IO

mucuuruinbe “TIporpamMmHO-anmapaTHble CpeAcTBa 3allUThl HHpOopMaun”
BepHpiii otBeT: 1) ckoHpUrypupoBaTh aHTU-CIY(UHT Ha MapiipyTuzaropax 1 MO st
OJIOKMPOBKH UCXOSIIETO TpaduKa, €Cliu aJipec UICTOUHUKA He SBISETCS BHYTPEHHUM
aZipecoM ceTH; 2) CKOHQUrypupoBath aHTU-DoS Ha mMapupyTuzatopax u MO s
OTpaHMYCHUS YKCIIa TOITYOTKPBITHIX KAHAIOB U HEBO3MOXKHOCTH MEPETrpy3KU CHCTEMBI; 3)
OrpaHU4YuTh 00beM HekpuTuueckoro Tpaduka B JIBC, nanpumep ICMP; 4) npumensatsh
IDS nunis ananu3a Tpaduka 1 BBISIBICHUS aHOMAJIUI B HEM; 5) MIPUMEHSATh pe3epBHbIE
I0JIOCHI IPOITYCKAHMSI UJTU PE3EpPBHBIE CETEBBIX YCTPOUCTB B MUKOBBII POCT HArpy3KH.
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4 KakuM JO0MOIHUTENbHBIMUA YTPO3aM B CPAaBHEHHE C MPOBOJAHBIMU MOBEPKEHbI
OecrpoBOIHBIC JTUHHUU NEpPelayu JaHHBIX?
OTBeTHI:
J171s BepHOTO OTBETa Ha BOIIPOC PEKOMEHIYETCS HCIOIb30BaTh MaTepUaIIbI JIEKIIUHU IO
mucuuruinae “TIporpaMMHO-anmapaTHblie CpeAcTBa 3alUThl HHpOpMaun”
Bepnsiit orBeT: Hapymenne Gpu3ndeckoi 1eIOCTHOCTH CETH CITYYaHBIMH HITH
npegHaMepeHHbIMU ToMexamu. [loacnymmBanue Tpaduka Ha GU3NIECKOM YPOBHE
MpUEMHHUKAMH B IIMPOKOM criekTpe curnana. HCBTopxeHue B ceTh 1o 3aHECEHHBIMU B
Tabnuiy pazpeménabix MAC-aapecam.

II. Onucanue wikanvl oueHuBanus

Ouyenxa: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 10
Onucanue xapakxmepucmuxu 8vlnoiHeHus 3Hanus: PaboTta BeIOJIHEHA B paMKaX "TIPOJIBHHYTOrO"
ypoBHs. OTBETHI JaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu eblnoaineHus 3nanus: PaboTa BeinmojiHeHa B pamkax "0a3oBoro"
YPOBHS. BOJIBIIMHCTBO OTBETOB JJaHbI BEpHO. B uacTu MaTepuaiia ecth He3HAUUTEIbHBIC
HEJOCTaTKH

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabora BeIONIHEHA B paMKax "moporooro"”
ypoBHs. OCHOBHAS 4acTh 3a/IaHUS BBITIOJTHEHA BEPHO. HA BOMPOCHI YIIIYOJIEHHOTO YPOBHS

Oyenka: 2
Onucanue xapaxmepucmuxu vinoiheHus 3nanus: Pabora He BBITOJIHEHA WIX BBITIOJTHEHA
MPEUMYIIECTBEHHO HEMPaBUIHLHO

1I1. Ilpasuna évicmasienusn umozo80i OyeHKu no Kypcy

I[J'IH OICHKHU UCIIOJB3YCTCA TOJIBKO PE3YJIbTAThI HpOMeH(YTOqHOﬁ aTTeCTallui U 5K3aMCHa
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