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OBILIASA YACTD

OneHouHbple MaTepuaibl MO0 AWCLMIUIMHE IPEIHAa3HAYEHbl I OLIEHKH JTOCTHXKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-4.3 CriocoOeH BBIMOIHATH PAOOTHI 10 YCTAHOBKE, HACTPOUKE, aIMUHUCTPUPOBAHUIO,
00CITYKMBAHUIO U TIPOBEPKE pabOTOCTIOCOOHOCTH OTACTBHBIX MPOTPAMMHBIX, IPOTPAMMHO-
anmnapaTHbIX (B TOM 4Hcie KpUNTOTpadhuiecKiX) U TEXHUUYECKUX CPEJCTB 3alUTh HHPOpMAIH
ABTOMATU3UPOBAHHBIX CUCTEM

NJI-1 IIpuMeHsieT TUIIOBbIE IPOTrPAMMHBIE CPEACTBA PE3EPBUPOBAHNUS U BOCCTAHOBIICHUS

nH(pOpMaIlMK B aBTOMAaTU3HPOBAHHBIX CHCTEMaX

NJI-2 IIpumMensieT mporpaMMHbIe CpeCTBa oOecrieueHus: 6e30MacHOCTH JaHHBIX

2. OIIK-4.4 CriocobeH oCymecTBISATh TUAarHOCTUKY U MOHUTOPHHT CHCTEM 3aIl[UTHI
ABTOMAaTU3UPOBAHHBIX CUCTEM
NJI-1 Beimonasier 0OHapy)eHUE U UACHTH(PUKAIIUIO UHITUICHTOB B MPOIIECCe IKCIUTyaTallun
ABTOMAaTU3UPOBAHHON CHCTEMBI
N/I-2 OuenuBaeT 3alIUIIIECHHOCTh ABTOMATU3UPOBAHHBIX CUCTEM C TTOMOIIBIO THITOBBIX
MPOTPaMMHBIX CPEJICTB

1 BKIIFOYACT:
JJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

Popma peanmsanuu: ITncemenHas pabora

. Konrponsnoe meponpusarue Ne 1 (KonTtpossHas pabota)
. Koutponbsaoe meponpusitie Ne 2 (KontponsHas padota)
. Konrponsnoe meponpusarue Ne 3 (KonTtposbHas pabota)
. Kontponsaoe meponpusrtue Ne 4 (KontposnbsHas pabota)
. Konrponsnoe meponpusarue Ne 5 (KontpossHas pabota)
. Koutponbaoe meponpusitie Ne 6 (KontponsHas pabota)
. Konrponsnoe meponpusarue Ne 7 (KontpossHas pabota)
. Konrponbsaoe meponpusitie Ne 8 (KonTtponsHas padota)

01N N KW~

BPC aucuunjavHbl

6 cemecTp

IlepeyeHb KOHTPOJIBHBIX MEPONPHUATHII TEKYIIEro KOHTPOJS  yCNeBaeMOCTH IO
AUCUHHUILIHHE:

KM-1 Kontponbnoe mepomnpusitue Ne 1 (KontponbHas padoTa)

KM-2 Konrpoasnoe mepomnpusarue Ne 2 (KontponbsHas pabota)

KM-3 Konrpomsaoe mepompustue Ne 3 (KontponsHas padota)

KM-4 KonrpoasHoe meporpustue Ne 4 (KontponbsHas pabota)

Bujx npomexyTo4HOI aTTecTanMu — 3a4eT C OLIEHKOM.



Beca KOHTpOIbHBIX MeponIpusATHil, %o

Pa3nen nucuuninHb ek KM- | KM- | KM- | KM-

KM: 1 2 3 4
Cpoxk KM: 4 8 12 15

Bsenenue

KonuenryanbHble OCHOBBI HH(POPMALIMOHHON 6€30MacHOCTH + +

OcHOBHBIE IOHATHS TPOrPAMMHO-AIIIAPATHON 3aLIUThI + +

uHpopManun

Obecneuenne KOHGUACHIUAIBHOCTH 10CTYyTa K THPOPMALUU

CpenCcTBaMU ONEPALMOHHBIX CUCTEM M I10JIb30BATEIbCKUX

MIPUITOKEHU I

Mexanu3msbl o0ecrieyeHnss KOHPHUISHIIMATILHOCTH JOCTYIa K + +

UH(OPMALIMU HA YPOBHE ONEPALMOHHBIX CUCTEM

Mexanu3mbl o0ecriedeHns KOH(pUIEHIMAIbHOCTH JOCTYya K + +

UH(OPMALIMU Ha YPOBHE NPUIIOKEHUI

[TporpamMHoO-annapaTHbIE CpeICTBA KPUNTOrpahUUECKOM 3alUThI + +

uH(popMaluu

Obecneuenne KoHGUACHIMATEHOCTH HH(popMarmu B [P-ceTsix + +

Obecneuenue LEIOCTHOCTH HH(POPMALIUU C TOMOIIIBIO

IPOrpPaMMHBIX U alllapaTHBIX CPE/ICTB

TepmuHonorus pezepsupoBanus. OniepaTUBHOE U aBTOHOMHOE

pe3sepBupoBanue. Tumsl pesepsupoBanus. Buael RAID-maccuBoB. + +

Ucxonnbie Tunel RAID-maccuBoB. RAID-koHTpOiepsl. OCHOBBI

pe3epBUpOBaHUs JaHHBIX. BapuaHThl pe3epBUpOBaHMS TaHHBIX

ObecneueHne LEIOCTHOCTH NpU Nepeiade HHPOPMALIUH 110 CETAM + +

KommiekcHble cucTeMbl 3aIUThl HHPOPMALIUU

ObecneueHne aHTUBUPYCHOM 3alIUThl UH()OPMAILIMOHHBIX CUCTEM + +

[IpenorBpamenue yreuek nupopmanuu (DLP) u yuer pabouero + +

BPEMEHHU

Cuctembl 0OHapYXEHUS U MPEIOTBPAILEHUS BTOPKEHUN + +

Bec KM: | 25 25 25 25

7 cemecTp

IlepeyeHb KOHTPOJIBHBIX MeEPONPHUATHI TEKYIIEro KOHTPOJS YyCHeBaeMOCTH IO
AUCUHUIINHE:

KM-5 Konrpoasnoe mepomnpusarue Ne 5 (KontponbsHas pabota)

KM-6 KontponsHoe mepomnpustue Ne 6 (KontponsHas padota)

KM-7  KonrpoasHoe mepomnpusarue Ne 7 (KontponsHas pabota)

KM-8 Konrponsaoe mepomnpustue Ne 8 (KontponsHas padota)

Buja npoMexyToOUHOM aTTecTANMU — DK3aMEH.

Beca KOHTpOIBHBIX MeponpusITHii, %o

Pa3nen nucnuIninHbl

Wnpeke | KM- | KM- | KM- | KM-

4




KM: 5 6 7 8
Cpox KM: 4 8 12 15
ObecnieueHne 1OCTYmHOCTH HH(GOPMAIIUU IPUMEHEHUEM CPEICTB
IPOrpaMMHO-aINapaTHON 3alIUThI
Obecneuenue JOCTYITHOCTH HH(OpMaIK CpeaCcTBaMU
OTIepaIllMOHHOM cHCTEeMbI Y IIpaBJiIeHHE MTpaBaMH JIOCTyIa K pecypcam
B OTIEPAIIMOHHBIX cucTeMax cemeiictBa MS Windows. YueTHbie + + + +
3aMycy MOJB30BaTeNeH U TPYII. YTpaBiIeHUE TOCTYIIOM U
rio0anbHbIMH TTapameTpamu. OCHOBHBIE CBEIEHUS 00 YUEeTHBIX
3anucsax rpynn. OcHactka "JIokajabHbIE MTOJIB30BATEIN U TPYIIbI"
O06paboTtka nHpoOpMamK Ha pabOYNX CTAHIUAX U 0OECIIeUCHHE e + + + +
JIOCTYITHOCTH
ObecnieueHne TOCTYIHOCTH HH(GOPMAIIUU B JIOKAJIbHBIX CETAX + + +
OcHoBbI Be0-0e30n1acHOCTH
Llenu ataku Ha BeO-peCypChl MPEeAPUATHS + + +
MeTo/1bl ¥ MHCTPYMEHTHI 3JI0YMBIIIUICHHUKA ISl aTaKW Ha BEO- + + +
pecypchl
Krnaccudukanus ceTeBbIX aTak. + + +
Bec KM: | 25 25 25 25




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIIUH pe3ysbTaTel  00y4eHMsI IO
JUCIUILINHE
OIIK-4.3 N-1lonk-4.3 [Ipumensier | 3HaTh: KM-1 KountponrsHoe Mepornpusitie Ne 1 (KonrposnbsHas padora)
TUTIOBBIC nporpaMMHsbie | TumnoBkie MporpaMMHbIE U KM-2 KontponsHoe meporpusitie Ne 2 (KonrponsHas padorta)
CpEZCTBa PE3EPBUPOBAHMS U | IPOrPAMMHO-AIIIAPATHHIE KM-3 KountponrsHoe Mepornpusitiue Ne 3 (KonrposnbHas pabora)
BOCCTAHOBJICHUS cpenctsa pesepBupoBanus u | KM-4 KontpoabsHoe meponpusitue Ne 4 (KontponbsHas pabora)
uHpOpMaLUN B | BOCCTaHOBJICHUS
ABTOMATHU3UPOBAHHBIX uH(popManuy B
cucTemax aBTOMATU3HPOBAHHBIX
cCUCTeMax
YMers:
[IpoBOAUTH YCTaHOBKY U
HaCTPOMKY MPOTPaMMHBIX U
MIPOrpaMMHO-aInapaTHbIX
CPEICTBa pe3epBUPOBAHUS U
BOCCTAHOBJICHUS
nH(popmManuy B
aBTOMATU3MPOBAaHHBIX
CUCTEMax
OIIK-4.3 N-20mx-4.3 IIpumensier | 3HaTh: KM-3 Konrpoasaoe mepornpusarue Ne 3 (Kontposshas pabota)
MPOTpaMMHBIE cpenctBa | OcoOEHHOCTH MPOBEACHUS KM-4 Kontponbroe meponpustue Ne 4 (KonrponbHas paboTa)

obecrnieueHuss OE30IMACHOCTH
JAaHHBIX

paboT 1Mo ycTaHOBKE,
HaCTpOWKe,
aIMUHUCTPHPOBAHHIO,
00CITyKUBaHUIO U TIPOBEPKE
paboTocmnocoOHOCTH
POrpaMMHO-aNMapaTHBIX U

KM-6 Kontpoasaoe meporpusarue Ne 6 (Kontpossnas pabota)
KM-7 Kontponbroe meponpustue Ne 7 (KontponbHas paboTa)
KM-8 Konrpoasaoe mepornpusarue Ne 8 (Kontpossnas pabota)




TEXHUYECKUX CPEICTB
3aIuThl HHQOPMAIUHU B
ABTOMATHU3HPOBAHHBIX
cHCcTEMax

YMeTs:

[IpuMeHsTh TUIIOBBIC
MIPOrpaMMHO-AIaPATHBIE
CpelCTBa 3aIIUThI
nHpopManuy B
ABTOMAaTU3UPOBAHHBIX
cucTeMax M 0a3ax JaHHBIX

OIIK-4.4 U -1onk-4.4 Boinonnser | 3HaTh: KM-5 KontponwsHoe mepompusitie Ne 5 (KonrponsHas padora)
oOHapyXeHHe 1 | CnocoObr 0OOHApYKEHUS U
UIECHTU(DUKAITUIO HJeHTU(DUKAITIN
WHIMJIECHTOB B ITIpoIecce | MHIUICHTOB
9KCIUTyaTaluu UH(pOPMAaLMOHHOM
ABTOMATH3UPOBAHHOM 0€30MaCHOCTH B TIPOIIecCce
CHUCTEMBI 9KCIUTyaTallH
ABTOMAaTU3MPOBAHHON
CHCTEMBI
YMers:
AJMHUHUCTPUPOBATH
CUCTEMbI OOHApYKEHUS U
UICHTHPUKAITUT
WHIMICHTOB
MH(pOPMAaIMOHHOM
0€30MacHOCTH B TIpoIIecce
HKCIUTyaTaIH
aBTOMAaTU3MPOBAHHON
CHCTEMBI
OIIK-4.4 N/1-20nk-4.4 OueHuBaeT | 3HaTh: KM-1 Kontposnbraoe meponpusitie Ne 1 (KonrponbsHas pabota)
3aIUILEHHOCTD CriocoObI oCyIIeCTBICHUS KM-2 Konrpoasaoe meporpusarue Ne 2 (Kontpossnas pabota)
ABTOMATHU3UPOBAHHBIX JTUArHOCTUKHU U KM-6 Kontponbaoe meponpustue No 6 (Konrponbras pabota)




CHCTEM
THUTIOBBIX
CpEICTB

C

IIOMOUIBIO
POrPaMMHBIX

MOHHUTOPHHTA CHCTEM
3aIUTHI
ABTOMATHU3HPOBAHHBIX
CHCTEM

YMers:

BEIMONHATE OLIeHKY
3aIUIICHHOCTH
nH(popManuu,
UICHTH(PUKAIUIO U
JMKBUIALNIO MHIIUJCHTOB
MH(POPMAIIMOHHOM
0€30MacHOCTH B TIPOIIecCce
IKCILTyaTaruu
aBTOMAaTH3UPOBAHHBIX
CUCTEM

KM-7 KontponsHoe Meporpusitie Ne 7 (KorrponsHas padora)
KM-8 Kontposnbaoe meponpustre Ne 8 (KonrponbHas padota)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
6 cemecTp

KM-1. Kontposabnoe meponpusitue Ne 1

®opmbl peanauzanuu: [luceMennas padora

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJIBLHOIO MeponpuaTHsA: [IMCEMEHHBIM OTBET Ha BOIPOCHI
KOHTPOJIBHOI'O MEPOIIPUATHUSA, BBIIOJIHAEMBIA Ha JIMCTaX YCTAHOBJIECHHOIO aJMHWHHUCTpALMEH
dbopmara.

Kpatkoe cogepxxanue 3agaHus:
JaiiTe nucbMeHHbIN OTBET Ha 6 BOIIPOCOB.
OnvH U3 IByX BapuaHTOB KOHTPOJIBHOTO MEPOIIPHUATHS BEIOUPAETCS MO0 KPUTEPHIO:
HE4YETHBIE HOMepa 1o cnucky xkypHaina BACP - 1 BapuanT, yéTHble HOMEpa - 2 BApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3arIaHupPOBAHHbIE pe3ynbTaThl | Borpockl/3ananus s npoBepKu
00y4eHUs IO TUCIUILINHE
3HaTth: TuNOBBIE MpOrpamMMHBIE U 1. KontponsHoe meponpusitie Ne 1 mo qucuurianHe
MPOrpaMMHO-aIapaTHBIE CPEICTBA [IporpammHoO-anmapaTHbie CPEACTBA 3aIUTHI
pe3EpBUPOBAHUS U BOCCTAHOBIICHUS uH(popMaluu
HHOpMaLUU B Ne
(opman 1 Bapuant 2 BapuanTt
ABTOMAaTU3UPOBAHHBIX CUCTEMAX /1
OCHOBHBIE TIOHATHUSA U
onpezencHus B chepe [IporpamMmHo-

1 UH()OpPMALTMOHHOM armaparHas 3aIuTa
0e301macHOCTH. YTPO3bl MH()OPMALIH.
uHpopMaru. MeTo bt OCHOBHBIE TTOHATHS
3alIMThl HHQOpMAIH

Uro oTHOCHTCA K
UYro oTHOCHTCA K

OCHOBHBIM
OCHOBHBIM aNIapaTHbIM

2 IPOrpaMMHBIM

Cpe/ICTBaM 3alIUThI

CpPE/ICTBaM 3alIHUThI
uHpOopManuu?

nHpOpMaIuu?

KaxoBbsl ocHOBHBIE
KakoBEI OCHOBHEIE

HEJIOCTaTKH
MPEeUMYIIeCTBa

PUMEHEHUS

3 MPUMEHEHUS

HpOrpaMMHBIX
NPOrPaMMHBIX CPEJICTB

CpPE/ICTB 3aIUTHI
3aIUThl HH(GOpMarn?

uHpopmarun?
MexaHu3MBbI yIpaBIeHHs

Opraam3arus
JIOCTYTIOM U .
ayTennpukatm OC XpaHEHHs TapoJiei B

4 b OC Microsoft
Windows. Ys3BuMocTn .

Windows. baza SAM,
Aoctyna k OC MS €€ XapaKTepHCTHKA
Windows paserep )
[udpyromas dainosas Opraam3arus

5 cucrema (EFS). XpaHEHUs napoiei B
TexHonorus mudposanusi. | OC Microsoft




3anjgaHUupOBAHHBIE pe3yabTaThl | Bompockl/3aganus a1 MpoBEPKU
00y4YeHUs 10 TUCITUTINHE
Windows, Linux u
MacOS.
YMers: Beinonuate OLICHKY 1.
3alIUIIEHHOCTH uHbopMaIuu, [IpoBecTu ananu3 ITpoBecTn aHanms
UACHTU(DHUKAIIMIO ¢  JIMKBUIAIHIO 6 ysizBumocteit OC yszeumocterr OC Ubuntu
UHIMICHTOB MH(OPMALHOHHOM Windows 10 3a 2021 roxg 3a 2021 rox mo 6aze
6e30MaCHOCTH B nporecce o 6a3e manaeix CVE naraueix CVE
JKCILTyaTalluu
ABTOMATU3UPOBAHHBIX CUCTEM

Onucanne MKAJbI OIleHUBaAHUS:

Oyenka: 5 (COTIAUYHO)
Huoicnuii nopoe evinonanenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISIETCS €CJIM 3aJaHIe
BBIIOJIHEHO B TIOJTHOM 0O'bEME MJIH BBITIOJHEHO MMPEUMYIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoI1LI0»)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus. OeHKa "Xopoio" BEICTABISAETCS €CITU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEIHLHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1eHKa "yI0BIeTBOPUTEIHLHO" BBICTABIISAETCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapaxmepucmuku evinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBIOJIHEHO

KM-2. KoutpoJibHoe meponpusitue Ne 2

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHoro Meponpusitusi: KourponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpoueaypa mnpoBeaeHHMS KOHTPOJBHOrO MepoNnpuATHA: IIMCBEMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEPOIPHUATHSA, BBINOJIHAEMBI Ha JIMCTaX YCTAHOBIECHHOIO aJIMHWHHUCTpPALMEN
dopmara.

Kpartkoe cogep:xanue 3aganus:
JaiiTe nucbMeHHbBIN OTBET Ha 6 BOIIPOCOB.
OpauH U3 1ByX BapHaHTOB KOHTPOJIBHOI'O MEPOIPUSITHSI BHIOMPAETCS MO0 KPUTEPUIO:
He4YETHBIE HOMepa 1o cnucky )kypHana BACP - 1 BapuaHT, u€THbIe HOMEpaA - 2 BApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3aryIaHupOBaHHbIE Bomnpocsl/3aganus 1isi IpoBEpKU

pe3ynbpTaThl  OOYYEeHHS IO

JUCLUIUINHE

3HaTh: Tunossie 1.KonTponsHoe Meponpusarue Ne 1 o aucuunianze
IpOrpaMMHbIE u ITporpamMMHo-anmnapaTHble CpeACTBa 3alIUThl HH)OpMaLUK
IpOorpaMMHO-arnapaTHbIE Nty Bapuart 2 Bapuaiit

CpPEIICTBA PE3EPBUPOBAHUS WU /1
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3anjgaHUupOBAHHBIE

Bonpocei/3aganus 1iist mpoBepKu

pe3ynbTaThl  OOy4YEHHS  TIO
JUCLIUILINHE
BOCCTaHOBJICHUS VYerpoiictBa
uH(GOpMaU B Ha3HnavyeHue ¥ pUHIIHITBL KpunTorpaduyeckon
ABTOMATH3UPOBAHHBIX 1 pa"60T171 ITAK "Axkopa-NT" | 3amute! nansbix. Kpatkas
CHCTEMAX n "Axkopa-AMJI3". xapakrepuctuka [ICK31
"[wnmka".
YcerpolicTBa BBOJA N
Buomerpuyeckuil gocTym.
2 i s 0030p OMOMETPUIECKHUX
MPU3HAKOB, KJIACCH(PHUKAIIHA, N
KpaTKasi XapaKTePUCTHKA TextooTHH
[omHOCTEIO Obecneuenne
KOHTPOJINpYEMBIC 0e30MacHOCTH XpaHEeHHS
KOMITBIOTEPHBIE CHCTEMEL. nmaaabix B OC Microsoft
3 .
Artrectanus KC. Windows. TexHomorus
[IporpaMMHas u anmnapaTtHas | TEHEBOTO KOIMUPOBAHUS
peanmzanus ¢ysaxrmi KC. JAaHHBIX
CyTb 1 Ha3HAYECHUE
npotokona TCP/IP i Hpm\EeHeHI/Ie MIPOTOKOJIOB
4 UDP/IP B xoHTEKCTE cemencTba TCP/H: B Chepe
3aIUTHl KOHPUICHITHATEHOM MH(OPMAIHOHHOH
6ezonacHoct AC
HHpOpMaIIH
B coorBeTcTBUM €
tpedoBanmsIME DCTIK
Poccuu onpenenutsb
B cootBeTcTBHU C TpedoBanus 1o 3ammre AC
tpeboBanmsIME DCTIK PEKUMHO-CEKPETHOTO
Poccun onpenenuTs moipa3AeNeH s] KOMITaHUH
tpedoBanus no 3amure AC | OOO "Pomarika",
PEKIIaMHOTO OT/IENa oOpabatbiBaroIe
kommaunuu OOO "Pora u CEKPETHBIE TaHHbIE
KomebiTa", oOpabatbiBatomell | TpeTbel KaTeropuu, B
MEPCOHAILHBIC JAHHBIC 1essix OpMUPOBAHUS
rpaxnad PO, B uemnsix OTYETHOHN TOKYMEHTALUU
pacchuIKH HHG)OPMAITUHU O o pesynsraTam ayaurta b
5 CKHJIOYHBIX aKI[MSIX U THAX Y TIPOBEJICHUS
pacmponax. B AC aTTECTAlIMOHHBIX
MONEPEMEHHO MOT'YT ucneltanuil. B AC
paboTath cieayronue MOTIEPEMEHHO MOT'YT
COTPY/ZHUKHU: PyKOBOJIUTENb | paboTaTh CIeIyIoIHe
PEKIaMHOTO OT/eNa, COTPYJTHUKH: BCE
COTPYJTHUK PEKIIAMHOTO COTPYTHUKH (OKOJIO 3
oTena, a Takxke B AC YeJIOBEeK) aTTECTAllHOHHOTO
UMEIOT JIOCTYI CHCTEMHBIN oTJIena, COTPYIHHK OTAelNa
aJIMHUHHUCTPATOP U aynuta Wb, pykoBoautenb
COTPYIHHUKE CITY)KOBI aTTEeCTAIMOHHOIO OT/IENa,
Oe3omacHOCTH. HaYaJIbHUK PEXUMHO-
CEKPETHOTO TOAPa3 IeIICHUS
Y CUCTEMHBIN
aJIMHHHCTPATODP.
YMeTp: BBINOTHATE OUEHKY 1.
3aIUIIEHHOCTH WH(OpMAITUH, [IponeMoOHCTpUPOBATH [IponemoHcTpHUpOBATH
UACHTU(DHUKAIUIO u 5 HAaCTPOUKY CHCTEMBI 3aUThI Hactpoiiky [ICK3U
JIMKBUIALIUEO MHITUJIEHTOB ot HCJI ¢ ucnonb3oBaHueM "Ilumnka", a IMEHHO:
MH(OPMAIIOHHO Bo3moxkHOCTEH ITAK e wundposaHue
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3anjgaHUupOBAHHBIE Bomnpocsl/3aganust 11t mpoBepKU
pe3ynbTaThl  OOy4YEHHS  TIO

JUCIUIIIINHE
0e30macHOCTH B IpoIiecce "Axkopa-NT", a uMeHHO: co34aHHoro
3KCILTyaTaluu e 6/0KK POBKY CbeMHDbIX CTYyO4EHTOM Ha
ABTOMATU3MPOBAHHBIX CHCTEM HocuTenen nHpopmaumu; pabouyem ctone daiina
e 610KNposky CD/DVD- MS Word;
ANCKOB. ®  3/IEKTPOHHYIO MOANMUCH
C034aHHOro

CTYAEHTOM Ha
pabouem ctone daiina
MS Word.

Onucanne MKAJbI OIleHUBaAHUS:

Oyenxa: 5 («OTIINYHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHUe
BBINOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO NMPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpoI1LI0»)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: OeHKa "Xopoio" BEICTABISAETCS €CITU
OOJIBIITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEILHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISCTCS
€CIIM 3aJIaHUE MPEUMYIIIECTBEHHO BBITIOJHEHO

Oyenka: 2 («HEYJTOBJIETBOPUTEITHEHOY)
Onucanue xapaxmepucmuku 6vinoaneHus snanus: OLeHKa "Hey10BIETBOPUTEIIBHO" BBICTABIIAETCS
€CJIM 3aJIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBIOJIHEHO

KM-3. KonutpoJsbHoe meponpusitue Ne 3

®opmbl peanusanuu: [luceMenHas padora

Tun koHTpobHOrO MeponpusTus: KourponsHas pabota

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHMsi KOHTPOJILHOIO MeponpusaTHsA: [IMCbMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEPOIPUATHS, BBIIIOJHAEMbI Ha JINCTaX YCTAHOBIEHHOTO aJIMUHUCTpaluen
dbopmara.

Kpartkoe cogep:xxanue 3aganus:
JaiiTe nucbMeHHBIN OTBET Ha 6 BOIIPOCOB.
OpauH U3 1ByX BapHaHTOB KOHTPOJIBHOI'O MEPOIIPHUATHS BBIOUPAETCS IO KPUTEPHUIO:
He4YETHBIE HOMepa 1o cnucky xkypHana BACP - 1 BapuaHT, u€THbIe HOMEpA - 2 BApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3anmaHUpOBaHHBIE  pe3yabTaThl | Borpockl/3ananus s NpoBEpKU

00y4YeHHsI 110 TUCHIUTUIMHE

3uatb: OCOOEHHOCTH MPOBENEHUS 1.KontponsHoe meponpusitie Ne 1 o qucuurimHe
paboT Mo ycTaHOBKE, HAcTpoOIKe, ITporpaMMHo-anapaTHble CpEACTBA 3alUTHI
aJIMHUHHCTPUPOBAHUIO, nH(popMalun

OOCITYKMBAaHUIO W  TPOBEpKE | Ne | 1 Bapuanr | 2 BapuanTt
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3anmaHUpOBaHHBIE  pe3yabTaThl | Bompockl/3amanus s NpoBepKU
00y4YeHUs 10 TUCITUTINHE
paboTOCIIOCOOHOCTH /i
- Kakum o6pazom
MPOrpaMMHO-aIIapaTHBIX 5 a60Ta}oTpV o Kakum 06pasom paGoTaot
TEXHUYECKUX CPEINCTB  3allUThI . p Point o Dot VPN ceTH 110 mpoToKoiy
aopuas s [T T | e T
aBTOMAaTU3UPOBAHHEIX CUCTEMAX 9 Protocol (L2TP)?
(PPTP)?
JIIst KaKuX menneu u .
Jis Kakux 1enei U Kakum
KaKuM 00pa3zom
2 00pa3oM MPUMEHSIOTCS
TPHMEIIOTEA nporokon [Psec?
npotokonsl SSL U TLS? P )
[Tepeunciure 6a30BBIC OnummTe
paspernieHus, (yHKIHOHABHBIC
3 IPUMEHHUMBIE K aiiiaM | BO3MOXHOCTH U LIENb
Y TIalKaM Ha TOMax ¢ npuMmeneHust Microsoft
¢aiinoBoii cucreMsl Management Console
NTFS (MMC)
s pemeHust Kakux
3a1a4 MOXET st pemieHust Kakux 3a1ad
4 IMPUMCHATHCA OCHACTKa MOXET NNPUMCHATHCA
"JlokanbHbIE ocHacTka "['pymnmoBeie
MOJIb30BATENN U MOJIUTUKA"?
rpynmnsl"?
Kakum oOpa3zom MoxeT
OBITH IPOM3BEICHA
o IIepeunciure mpuemsl is
OTMEHA JeHCTBUS
5 00X0/1a TPYIIIOBBIX
IPYIIIOBLIX IMMOJIUTHUK HA .
nonutuk B Windows
JIOKaJIbHOM KOMIIBIOTEPE
B Windows?
VYMmers: [IpoBOAUTE yCTaHOBKY U 1.
HAaCTpOMKY  OPOTPaMMHBIX U [MponeMoHCTpUPOBATH
IIPOrpaMMHO-aIIIIapaTHBIX HacTpoiiky VPN-kaHana ¢ [IponemoHcTpUpOBaTH
CpeACTBa  pE3EPBUPOBAHHA U 6 | ACTIONB30BaHIEM HacTpoiiky VPN-kanana ¢
BOCCTAHOBJICHHS HMH(pOPMALMH B BchC(I)eHHLIX B OC UCII0JIB30BAaHUEM
ABTOMATH3MPOBAHHBIX CHCTEMAX Win OWS [POrPaMMHBIX texHosnorun OpenVPN
pereHui

Onucanue MKAJbI OLEHUBAHUS :

Oyenxka: 5 («OTIINYHOY)
Huosienuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIH 3aJaHue
BBHITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («xX0OpoII0»)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku svtnoanenus 3uanus. OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOMPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE [l PEIICHUS 3a/1a4

Oyenka: 3 (KyIOBICTBOPUTEIHHOY)
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuru evinonneHuss 3uanus: OTeHKa "yI0BIETBOPUTEILHO" BHICTABIISETCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenka: 2 («HEYIOBIETBOPUTEITHEHOY)
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Onucanue XapakmepucmuKu 6blNOJIHEHUSl 3HARUA.! OI_IGHKa "HCYI[OB.HCTBOpI/ITCJIBHOH BBICTABJIACTCSA
€CJIK 3aaHNEC BBIITOJIHEHO HCBCPHO HUJIN IMTPEUMYIICCTBEHHO HE BBIITIOJITHEHO

KM-4. KoutpoJsibHoe meponpusitue Ne 4

®opmbl peanuzanuu: [lucemennas padora
Tun kouTposabHoro Mmeponpusitusi: KonrpossHas padora
Bec koHTpOBbHOrO0 MeponpustTusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJBHOIO MeponpuaTHA: [IMCEMEHHBIM OTBET Ha BOIPOCHI
KOHTPOJIBHOI'O MEPOIIPUATUSA, BBIIOJIHAEMBIA Ha JIMCTaX YCTAHOBJIECHHOIO aJMHUHHUCTpPALMEN

dbopmara.

KpaTlcoe CodcpiKaHUuE 3alaHUA:

JlaliTe MMCbMEHHBIN OTBET Ha 6 BOIIPOCOB.
OnuH U3 IByX BApUAHTOB KOHTPOJIHHOT'O MEPOIPHUSITHS BBIOMPASTCS TI0 KPUTEPHUIO:
HE4YETHBIE HOMepa 1o cnucky xkypHaina BACP - 1 BapuaHT, yéTHble HOMEpa - 2 BApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3annaHupoBaHHBIE Pe3yibTaThl | Bompockl/3aganust 1isi IpOBEpKH
00y4eHUs IO TUCIUILIAHE
3HaTh: OcoOenHoctu 1. KontponbHoe meponpusitie Ne 1 no qucuurinse
MPOBENECHUS pabot o [IporpamMmMHoO-amnmapaTHbie CpeCTBa 3aIUTH HHPOPMAIHH
YCTaHOBKE, HACTpPOUKE,
aIMUHUCTPUPOBAHUIO Ne
A TPHp ’ 1 Bapuant 2 BapuanTt
O0CITyXMBAaHUI0O U  TPOBEPKE n/n
pa6OTOCHOCO6HOCTI/I ITonsaTre 1 TUIIBI CucreMbl aHaIn3a
IPOrPaMMHO-AIIIAPATHBIX " pe3epBUPOBAHMS JAHHBIX. | 3aIUICHHOCTH.
TEXHUYECKHX CPEACTB  3allUTHI 1 Onpenenenue RAID, [TpuanUTEL paOOTHI
ocHOBHBIE THIBI RAID- CHUCTEM aHaIu3a
uHpOpMaLun B
MaCCHBOB H UX 3ammiieHHocTH. [Ipumepsr
aBTOMATU3UPOBAHHBIX CHCTEMAX
XapaKTePUCTUKU. peanu3anuy.
Buptyanbhble yacTHbIE MexaHu3MbI GJIOKUPOBKH
cet (VPN). [IpoTokosbl, | paboueii CTaHIIUK Ha
5 ucnoJib3yemble B VPN, ux | anmapatHom ypoBHE.
OCHOBHBIE JloBepeHHas 3arpys3Ka.
XapaKTePUCTUKH. Dranbl T0OBEepEeHHOM
ITpuMmeps! peasin3anuu. 3arpys3Ku.
MeskceTeBble SKpaHbI.
MexceTeBble 3KpaHBbI.
Kpurepuu Ber6opa
Turmel MexxceTeBbIX
MEKCETEBBIX IKPaHOB.
3 aKkpaHoB. PazpaboTka
OcHoBHBIE TpeOOBaHUSI
MIPaBUII JJIs1 MEKCETEBOTI'O
PEryJsITOPOB K
JKpaHa.
MEKCETEBBIM IKpPaHaM.
OCHOBEHI ynpaBieHUs 3amura nHbOpMAIIH TIPH
JJIEKTPONUTAaHHEM nepezaaye 1o
4 pabouux cTaHIMA U BBIYUCITUTEIILHBIM CETSIM.
ceprepoB. Kpurepuu 3aIuIIeHHbIE TIPOTOKOJIBI
Be10Opa MBII. repenayn JaHHbIX.
Kontpons nenoctHocTH
TexHomnorus
. nHpopmarun. OCHOBHBIE
5 0ecrpoBOJHOM Mepeaayn
Meroasl. ITpumepbl
JaHHBIX, €€ 3alITa
peanu3anuy.
YwMmers: [IpoBoAUTE YCTAaHOBKY U 1.
HAaCTPOWKY  IPOTPaMMHBIX U 6 Ha crenne xadenpst Ha ctenne xadenps
nporpaMMHo-annapaTH],Ix MMPOACMOHCTPHUPOBATH MIPOACMOHCTPUPOBATH
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3amnaHupoBaHHbIE  pe3yibTaThl | Bompockl/3aganust 1isi mpoBepKU

00y4YeHHS 110 TUCHIUTUIMHE

CpeicTBa  pE3EpBUPOBAHUSA U peaNn3almIo pei] MaccuBa | pealu3aluio pei MacchBa

BOCCTAHOBJICHUSI WH(POPMAIMH B JMaHHBIX 10 THITy RAID-5 JaHHBIX 10 TUIY RAID-0

aBTOMATU3UPOBAHHBIX CUCTEMAX AT IPEIUIOKCHHOT O AT IPEIUI0AKCHHOT O
npernoaBaresieM KECTKOTO | MperoiaBaTesieM KECTKOTo
JIMCKA JIMCKA

Onucanue MKAJbI OICHUBaAHUSA:

Oyenka: 5 («OTITUIHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJTHEHO B MOJIHOM 00'bEME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («xX0OpoII0»)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evlnonnenus 3Hanus: OueHkKa "Xopouo" BEICTaBISAETCS €U
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BRIOPAHO BEPHOE HANIPABIICHHE /ISl PEIICHUS 3a/1a4

Oyenxa: 3 («yAOBIETBOPUTEIHHOY)
Huoicnuii nopoe evinonnenus 3a0anus 6 npoyenmax: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJ0oBIeTBOPUTEIBHO" BBICTABIISAETCS
€CITH 3a/IaHu€e MMPEUMYIIECTBEHHO BHITIOJHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapakmepucmuku evinonnenus 3uanus: O1eHKa "HeyI0BIETBOPUTEIHHO" BHICTABIISIETCS
€CIIM 3a/IaHUE BBITIOJTHEHO HEBEPHO MJIM NMPEUMYIIECTBEHHO HE BBITOIHEHO

7 cemecTp

KM-5. KourpoabHoe meponpusitue Ne 5

®opmbl peanuzanuu: [luceMenHas padora

Tun koHTpobHOrO MeponpusTus: KourponsHas pabota

Bec koHTpObHOrO MeponpusTusi B BPC: 25

IIpouenypa mnpoBeaeHMsi KOHTPOJILHOIO MeponpusaTHsA: [IMCbMEHHBI OTBET HAa BONPOCHI
KOHTPOJIBHOTO MEPOIPUATHS, BBIIIOJHAEMbI Ha JINCTaX YCTAHOBIEHHOTO aJIMUHUCTpaluen
dbopmara.

Kpatkoe conepxxanue 3agaHus:
JlaliTe MMCbMEHHBIN OTBET HA 5 BOIIPOCOB.
OnvH U3 IByX BapUaHTOB KOHTPOJIBHOT'O MEPOIIPHUSITHS BEIOUPACTCS IO KPUTEPHIO:
He4y€THbIe HoMepa 1o cnucKy xypHaia BACP - 1 BapuanT, uéTHble HOMeEpa - 2 BapuaHT.

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

3anyaHUpOBaHHbIE pe3ynbTaThl | Bompockl/3aianus 1 mpoBepKU

00y4YeHHsI 110 TUCHIUTUIMHE

3natb: CriocoObl 0OHApYKEHUS 1.

1 MICHTHHKAIH N 1 BapuanTt 2 Bapuant
WHIUJICHTOB n/n

UH(OPMAIIMOHHOM PanxxupoBaTh METOIBI U Hate onpenenenue ARP
0e30MacHOCTH B TPOIECCE 1 HMHCTPYMEHTHI spoofing'a. Yka3zatb
JKCILTyaTaLuu 37I0yMBIIIICHHHKA, UHCTPYMEHTHI,
ABTOMATH3MPOBAHHOR CHCTEMBI HAIpaBJICHHbIE HA CETEBYIO UCIIOJIb3YEMBbIE IS
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3amnaHupOBaHHbIE PE3yIbTAThI
00y4YeHUs 10 TUCITUTINHE

Bonpocei/3aganus 11t mpoBepKu

HHPPACTPYKTYPY peaim3alyy atak TUIa

MIPEIIPUATHS ARP spoofing.
IIpennoxuTs
MEXaHU3MBI 3aIUTHI

CdopmupoBatb

PEKOMEHIAINH IO

MPUMEHECHUIO CKAaHEPOB [pemtoxuTh

Oe3omacHOCTH MHpOpPMAIMK | KIacCU(DHUKAIIHUIO

2 crrenranucramu red u blue
KOMaHJ. YKa3aTh U3BECTHEIE
Bam ckanepbl 6€30MacHOCTH
Mo TPEM HaIPaBICHUAM
pabotsl: ceTh, AC, BeO.

TPOSIHCKHX TIPOTPAMM 1O
KaTeropuu BUIa
NPEACTABISIEMOM YTPO3bI

[aiiTe XapakTepuCTUKY
BapuaHTaM
NPOTUBOJICUCTBHUS U

OxapakTepu3yiTe OCHOBHBIC
CIIOCOOBI MPOHUKHOBEHUS

3 BPEIOHOCHBIX IPOTPaMM Ha HapylIeHus: paboThHI
KopropatuBHbie AC AHTUBUPYCHBIX
MPeaNpUITHS pOTrpaMMHBIX

IIPOAYKTOB

[HaiiTe onpenencHue
TYHHCIIMPOBAHUSA, KaK
Buja araku Ha AC
MIPEANIPUATHS. Y KQKHUTE
BapUaHThI 3allIUTELI OT
TYHHCJIMPOBAHUSA

B cooTBercTBUU C YpOBHAMU
4 monenu OSI naiite

XapaKTepUCTUKY BapUaHTaM
peannu3yeMbIX Ha HUX aTakax

YMers:  AAMHHHCTPUPOBATh 1.
CHUCTEMBl ~ OOHapyXXeHus u VYka3aTh KAKMMU JaHHBIMH
UJICHTU(PUKAIMA  WHIMICHTOB 3JI0yMBILIIEHHUK MOXKET
MH()OPMAIMOHHOM 5 | 32BJIAZIETh B CETH Ha KAXK/IOM €&
0e30macHOCTH B Tpoliecce YPOBHE B COOTBCTCTBHM C
SKCILTyaTaliu mozenpio OSI nmpu yerenrHom

o HCIIOJIb30BAHUH CHU cpa
ABTOMATH3UPOBAHHOU CUCTCMbI (b(b P

[IpuBecTu npu3HaKu
Hanu4us cHugdepa B
cetu. [Ipusectu
HPUMEPHI OTKPBITOTO
T1O nmist 3aIMTEI CETH
ot cauddepon

Onucanue MKaJbI OlleHUBAHUS

Oyenxa: 5 («OTIUYHOY)
Huosienuii nopoe svinonnenus 3adanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIM 3aJaHue
BBITIOJTHEHO B MOJIHOM 00'beMe WIIHM BBITIOTTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («XOpoIIO»)
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku evtnonanenus 3uanus. OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3 (KyIOBICTBOPUTEIHHOY)
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmurxu gvinonnenus 3uanus: OTeHKa "yI0BIETBOPUTEILHO" BHICTABIISETCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenka: 2 («<HEYIOBIETBOPUTEITHEHOY)
Onucanue xapakmepucmuku eoinonnenus 3uanus: OleHKa "HeyJ0BIeTBOPUTEILHO" BBICTABIISETCS
€CJIN 33JIaHUE BBITOJIHEHO HEBEPHO HJIU TIPEUMYIIECTBEHHO HE BBITIOJTHEHO

16




KM-6. KoutpoJsbHoe meponpusitue Ne 6

®opmbl peanauzanuu: [luceMennas padora

Tun kouTpoabHoro Mmeponpusitusi: KonrpossHas padora
Bec koHTpOobHOr0 MeponpustTusi B BPC: 25
IIpouenypa mnpoBegeHMs KOHTPOJBHOIO MeponpuATHA: [IMCEMEHHBIM OTBET Ha BOIPOCHI

KOHTPOJIBHOI'O MCPOIIPUATHA, BBITTIOJTHSACMBIM Ha JINCTaxX

dbopmara.

KpaTlcoe CoA€cpiKaHuE 3alaHUA:

JlaliTe MMCbMEHHBIN OTBET Ha 5 BOIIPOCOB.
OnuH U3 IByX BapUAHTOB KOHTPOJIHHOT'O MEPOIPHUSITHS BRIOMPASTCS TI0 KPUTEPHUIO:
HEeUYETHBIC HOMEpa 1o crucKy xkypHaina BACP - 1 BapuanT, uétHbie HOMepa - 2 BapUaHT.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

YCTAHOBJICHHOI'O aHMHHHCTpaHHCﬁ

3aHHaHI/Ip0BaHHHe PE3yJIbTAaThI BOHpOCLI/ 3aJlaHuA JJIA IIPOBCPKU

06y‘~I€HI/I$I 10 AUCLUIIIINHE

3HaTh: CnocoOsl 1.
OCYILECTBICHUS AUAarHOCTUKHU Ne
A 1 Bapuant 2 Bapuant
51 MOHHUTOPHUHTA CUCTEM n/n
3aI0UTHl aBTOMATHU3UPOBAHHBIX KaTCFOpI/IpOBaHI/IC DDoS- KaTCFOpI/IpOBaHI/IC DDoS-
CHCTEM 1 aTak Mo CETeBBIM aTak 1o cxeMaMm
MTPOTOKOJIAM OCYIIECTBJICHHS
Knaccupukanus atak Ha
I I/IKJIag)HOMH OBHE Knaccudukamus arak Ha
2 MI()) e OSI yp npotokoisl TCP u UDP B
) KOMMEPYECKHUX U
[TpuHIATIEL OpTrHAHU3AIIH
N MIPOMBINIIEHHBIX CETIX
SQL-unbeknuii u XSS
Mojiens yrpo3 v OCHOBHBIE | Moienb HapyIIUTEeNs
THUIIBI aTaK Ha Oe3ormacHOCTH
3 OecrpoBOHBIE CETH OecCTIpOBOIHBIX CETe
crannapra 802.11. crarnapra 802.11.
ITpumepst I10 ms ITpumepsr 10 s
pealn3anuy 3aInThL. peanu3anyy aTaku.
OYHKIMOHAIBHBIE
BO3MOXHOCTH DLP-cucrem
[MpuHIHITEL pabOTHI 1
JUTS 3aITUTHI
HazHaueHue DLP-cucrtem B .
4 coctase SOC KOH(UICHIINATHHON
) uH(pOpMAaIUH B
[Tpumeps! TporpaMMHBIX
N KOPIIOPATHBHBIX CETSIX.
pelIeHuit.
[Ipumepst mporpaMMHBIX
peleHui.
YMerb: IIpuMeHATH TUIIOBBIE 1.
[IpOrpaMMHO-anIapaTHele Cdopmuposats nepeuens | Ilpeanoxurs pexoMeHaanuu
cpescTBa 3aIUTHI MPUMEHAEMBIX TEXHUK 10 MPUMEHEHHUIO ITPOrPaMMHO-
nH OpMAIH B 5 | araku Ha AC ¢ amnapaTHbIX CPEICTB 3aIUTHI
ABTOMATH3HPOBAHHbIX HCIIOJIb30BaHUEM OT aTak C MCII0JIb30BAHUEM

cucTeEMax M 0a3ax JaHHBIX

COLIPIaJ]LHOfI HNHXCHCPHN

CO].[PIaJ'IBHOfI HMHXCHCPUHU

Onucanune MKAJbI OIICHUBAHUSA:

Oyenka: 5 («OTIUIHO)

Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuxu evinoinerus 3Hanus: OneHKa "OTINYHO" BBICTABIISETCS €CIIH 3aJaHNe
BBITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO
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Oyenka: 4 («xXOpoLIOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIu
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABJICHUE ISl PEIICHUS 3a/1a4

Oyenka: 3 («yIOBJICTBOPUTEILHOY)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABIISACTCS
€CITH 3aJIaHuE MPEUMYIIIECTBEHHO BBITIOJHEHO

Oyenxa: 2 («HEYIOBIETBOPUTEIBHO»)
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIACTCS
€CJIM 3aJ]JaHUe BBITIOJHEHO HEBEPHO WJIM MPEUMYILECTBEHHO HE BBITTOJIHEHO

KM-7. KonrpoJsbHoe meponipusitue Ne 7

®opmbl peaausanun: [TuceMennas padota

Tun koHTpOIBLHOr0 MeponpusaTus: KontponsHas pabora

Bec kouTposabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBegeHMsi KOHTPOJIHLHOr0 Meponpusitusa: [IuCbMEHHBIH OTBET Ha BOMIPOCHI
KOHTPOJIBHOT'O MEPOIPUATUSA, BBINOJIHAEMbI Ha JIMCTaX YCTAHOBJIEHHOIO aJMHHHUCTpPALMEH
dbopmara.

Kparkoe cogepxxanue 3aganus:
JlaliTe MMCbMEHHBIN OTBET HA 5 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BBIOUPACTCS [0 KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy >xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3arutaHupOBaHHbBIC Bormpocsl/3aganust a1 IpoBEpKU
pe3ynbTaThl  OOydYeHHUs 1O
JUCLIUILINHE
3HAaTh: CriocoOsl 1.
OCYILECTBICHUS JUArHOCTUKU No 1 Bapuant 2 Bapuant
51 MOHHUTOPHHTA CHUCTEM n/m
3aIHUTHI aBTOMaTI/I3I/IpOBaHHBIX Kakue IIyTU BHCAPCHUA W3 xaknxX HCTOYHUKOB
CHCTEM BpenonocHoro 110 B AC MH(GOPMAITUH CTICITUAIIACTHI
1 Bawm u3BectHb1? Kakue 0 00ECTICYCHHTO
croco0bl 00pBOBI ¢ 0€3011acHOCTH Y3HAIOT O
anTuBHpycHbIM [10 Bam BHJaX ysS3BUMOCTEH [ BeO-
W3BECTHBI? MPUIOKEHUN?
[aliTe XapakTepuCTUKY JaiiTe XxapakTepuCTUKY
5 CETEeBBIM aTaKaM Ha CETEeBBIM aTakaM Ha
KAaHAJIbHOM YPOBHeE (pusuveckom ypoBHe
Mozenn OS] Mozenu OSI
[alite XapakTepuCTUKy JaiiTe XapakTepuCTUKY
3 CETEeBBIM aTaKaM Ha CETEeBBIM aTakaM Ha
ceTeBOM YPOBHE MOJIENI | TPAHCIOPTHOM yYPOBHeE
OSlI Mozenu OSI
[lepeuncnure HeckombKo | OxapakTepusynTe
HanboJIee OIMaCHBIX M3MeHeHus B 0a3e JaHHBIX
4 ysSI3BUMOCTEH BeO- OWASP TOP-10 3a
MIPIIIOKEHUH B MOCTIEAHNE 5 JIET C TOYKH
cootBeTcTBHH ¢ OWASP | 3peHwust mosiBIeHns: HOBBIX
TOP-10 BUJIOB YTPO3 BEO-
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3anjgaHUupOBAHHBIE
pe3ynbTaThl  OOydYeHHUs  TIO
JUCITUILINHE

Bonpocsi/3aganus 11t mpoBepKU

| | | npuIOKeHHsIM

VYMmers: I[IpuMeHATH THUIIOBBIE
IIPOrpaMMHO-aIIIapaTHbHIE
cpencrsa 3aILUTHI
uHpopmanuu B
aBTOMAaTU3UPOBAHHBIX
cucreMax u 0azax JaHHbBIX

1.5. B cooTBeTCTBUU ¢ U3BECTHBIMH BaMm Tunamu atak Ha
CETEeBYI0 HH(PPACTPYKTYpY NpeANnpusiTUs (10 ypoBHIM
mozenu OSI) copmMupoBaTh TUIIOBYIO TaOIHILY MOAEIH
yIpo3 Ha OCHOBE TpujIokeHus 11 k "Meroauke olleHKH
yrpo3 6ezonacHoctu nHpopmaruu" @CTIKa Poccum ot 5
¢despans 2021 r.

B pe3ynbraTel BeinogHEHUS 3aaHus y Bac nomkHa
MOJyYUThCs TaOIMIIAa WK CTPYKTYPUPOBAHHBIN CIIUCOK:
TaxTtuka - Texnuka (Bua ataku) - [IporpamMMHuas peanuzanus
(araxyromiee 110)

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5 (KOTITUIHOY)
Huoicnuii nopoe svinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJIHEHO B IMOJHOM 00bEME HJIU BBHITTOJIHEHO NMPEUMYIIIECTBEHHO BEPHO

Oyenka: 4 («X0OpOIIO»)
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evinonenus 3Hanus: OueHKa "Xopouo" BEICTaBIsAETCS €CIIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHHE /ISl PEIICHUS 3a/1a4

Oyenxka: 3 («yIOBIECTBOPUTEILHOY)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHle MPEUMYIIECTBEHHO BHIIIOJIHEHO

Oyenka: 2 («HeyJOBIETBOPUTEIHHOY)
Onucanue xapakmepucmuku binonnenus snanus: OneHKa "Hey10BIeTBOPUTEIHHO" BHICTABIACTCS
€CJIM 33/1aHUE BBITIOJIHEHO HEBEPHO MJIM NMPEUMYILECTBEHHO HE BBIIIOJIHEHO

KM-8. KonrpoabHoe meponpusitue Ne 8

®opmbl peanudanuu: [luceMenHas padora

Tun koHTpoabHOro MeponpusTus: KourponsHas pabora

Bec koHTpOIbHOrO Meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHMsi KOHTPOJIBLHOIO MeponpusaTHsA: [lMCbMEHHBIN OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEPOIPUATHS, BBIIIOJHAEMbII Ha JINCTaX YCTAHOBIEHHOTO aJIMUHUCTpaluen
dbopmara.

Kparkoe conepxxanue 3aganus:
JlaliTe MMCbMEHHBIN OTBET HA 5 BOMPOCOB.
OnuH U3 IByX BapUaHTOB KOHTPOJIBHOT'O MEPOIIPUATHUS BEIOUPAETCS MO KPUTEPHIO:
He4y€THbIe HoMepa 1o cnucKy >xypHaia BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

3aruIaHUPOBAHHBIE pe3ynbTaThl | Bonpockl/3aganus s npoBepKu

00y4YeHHMsI 110 TUCIUTUIMHE

3uarb: CrocoObl OCYIIEeCTBICHUS 1.

JUArHOCTUKH W MOHHUTOPHUHTA | Ne | 1 Bapuaut | 2 Bapuaut
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3anjgaHUupOBAHHBIE pe3ynbTaThl | Bompockl/3amanust 171t IpOBEPKHU
00y4YeHUs 10 TUCITUTINHE
CUCTEM 3aIUTHI n/n
aBTOMAaTU3UPOBAHHBIX CUCTEM [TpuBeaute N
Kpatko packpoiite cyTb
KJTacCH(PUKAITIIO aTak 1m0
ataku Tuna Spoofing Ha
1 KPUTEPHUIO
BeO-pecypcChl
MECTOTIONOKEHHS IpeATpHSTIS
ataxyromero u O1 PP
5 B uéwm 3akmroqaercs UYro rakoe MAC-
onacHocTbh IP-spoofing? | Spoofing?
i Kax ocymectBusiercs
B uém cyTh ataku Ha MD Y
3amuTa OT ataku Ha MO ¢
3 METOAOM
HCTIOTTb30BaHUEM
TYHHEJIMPOBAHUS?
TYHHEITUPOBAHUS?
Yem ICMP Redirect
KaxoBa cyTb aTaku OTIIUYAETCS OT aTaKH C
4 KpOILIEYHBIMU HCIOJIb30BaHHEM
($parmenTamu? JIO’)KHOTO COOOIIEHUS
DHCP?

VYMmers:  [IpuMEHATH  TUIIOBBIE
IIPOrpaMMHO-aIIIapaTHbIE
CpeACTBa 3alIUTHl MH(POpPMAIUN B

ABTOMATHU3HUPOBAHHBIX CHUCTEMAX H

1.5. IpakTryeckoe 3a1aHUE MOKET BHITIOJIHSTH B

rpymnmax no 2-3 yenoBeka.
Heo6xoaumo chopmupoBats oT4ET B hopmare
npe3enTanuu PowerPoint wiu PDF no Hmkecnenyromum

0azax JaHHBIX I10/13aJ1a4am:

1. laTh XapaKTEepUCTUKY KOPIIOPATUBHBIM PELICHUSM
3amuThl oT DDoS-arak 1 uX OTJIMYUAM OT CPEJICTB
3aIUThl nepcoHanbHbIX AC

2. OnucaTh Ha3HA4YE€HUE U (PYHKIIMOHAIbHbIE
BO3MOXHOCTH MPOrPAMMHBIX PEIICHUHN 3aIUThI

ot DDo0S-arak

3. ChopmupoBaTh KiIaccuPpHUKAINIO THIIOB alllapaTHOTO
o0opyIoBaHus, UCIOIB3yeMoro B 6oproe ¢ DDOS-
arakaMu

OnucaHue MKaJbI OlleHUBAHUS

Oyenxa: 5 («OTIUYHOY)
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTABISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenxa: 4 («XOpOILIO»)
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evinonneHus 3uanus: O1eHKa "Xopouo" BEICTABISETCS eCln
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANIPABIICHHE JIJISI PEIICHUS 3a/1a9

Oyenka: 3 («yIOBIETBOPUTEIIEHO)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapakmepucmuku binonneHus snanus: OLeHKa "yI0BIeTBOPUTENLHO" BBICTABISETCS
ecJIM 3aJlaHue MPEUMYIIECTBEHHO BBITIOIHEHO

Oyenka: 2 («HEyJOBIETBOPUTEIHHOY)
Onucanue xapakxmepucmuxu evinoanenus sHanusa: OneHKa "Hey10BIeTBOPUTENIbHO" BBICTABIISETCS
€CJIN 33JIaHUE BBIITOJIHEHO HEBEPHO WUJIU MPEUMYIIECTBEHHO HE BBIIIOJIHEHO
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COJIEP)KAHUE OLIEHOYHBIX CPEJICTB IPOMEXYTOYHOM ATTECTAIIUA

6 cemecTp

®dopma NPOMeKYTOUYHOM aTTecTalMu: 3a4eT C OLICHKOU

IIpumep Onsiera

Ymeeporcoaro:
9K3AMEHAIIMOHHBIN BUJIET Ne 1 3as. xap. BUT

HnY . »

MU Kadenpa beszonacnocmu u ungpopmayuonnoix mexnonoeuti | A.FO.Heeckuii
Hucuumnaa «[IporpaMMHO-ammapaTHeie CPEICTBA 3AIIUTHI Ilpomoxkon kagheopwi
UHPOPMALITI» No3

«18»0exabps 2019e.

1. PamxupoBaTh THITOBBIE METOBI 1 HHCTPYMEHTHI 3JI0YMBIIIIEHHHUKA, HAIIPABJICHHbBIE Ha CETEBYIO
uH(PACTPYKTYpy MPEATPUATHS

2. CchopmMupoBaTh peKOMEHIAIMH 10 TPUMEHEHUIO CKaHEPOB 0€30MacHOCTH HH(OpMAIU
cnenmanuctamu red u blue komann. Yka3aThs u3BecTHble Bam ckaHepsl 6€30MaCHOCTH 10 TPEM
HarpaBIeHUsAM paboTsl: ceTh, AC, BeO.

3. IlpopemoHCcTpHUpYiTE IepexBaT Tpaduka JOKAILHON CeTH cTeH A Kadeaphl ¢ HCIIOIb30BaHUE
nporpammel WireShark

IIpoueaypa nposenenus

VYeTHBIN 3a4€T € MPAKTUYECKOW MMCbMEHHOM YacThIO HA JINCTAX YCTAHOBJIICHHOI'O aJIMMHHUCTPALMEN
obOpasima

L. Ilepeuens Komnemenyuit/uHOUKAMOpPo8 u KOHMPOAbHBIX 60RPOCOE NPOBEPKU PE3YIbHAN 06
0CGOCHUA OUCUUNIUHDL

1. Komnerenmusi/Unaukarop: MJ1-1lonk-4.3 [lpumensier TumoBsie mporpaMmMHbIE CpECTBA
pe3epBUPOBAHUS U BOCCTAHOBIICHUS WH(GOPMAIIMU B aBTOMAaTU3HPOBAHHBIX CHCTEMaX

Bonpocsl, 3aganus
1.Oxapakrepu3yiiTe OCHOBHBIE CIIOCOOBI MPOHUKHOBEHMSI BPEIOHOCHBIX IPOTpaMM Ha
koprnoparuBHble AC npeanpusTus
2.JlaiiTe XapaKTepUCTUKY BapHaHTaM MPOTUBOJICHCTBUS U HAPYIIEHUs pabOThl aHTUBUPYCHBIX
HPOrpaMMHBIX IIPOJYKTOB

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM

1.Ilepeuncnure ocHOBHbIE TUIIBI SQL-NHBEKIINN, UCTIOIB3YEMBIX JUISl ATaKH Ha

KOPIIOPAaTUBHBIE CETH MPeIPUIATUI
OtBerTsI:

J71s1 KOpPEKTHOTO OTBETA Ha BOMPOC PEKOMEHIYETCsl OOpaTUThCS K OJMHHAIATOM JIEKIUH 10

muciuminHe «[IporpaMMHoO-anmapaTHble CPEeICTBA 3AIUTH HHPOPMAIII)
Bepusiii orBeT: CymiectByeT 5 ocHOBHBIX TUTIOB SQL mubekuuii: - Knaccuueckas (In-
Band wimm Union-based). Camast oniacHast 1 peIko BCTPEUAIOIIasiCsl CETOIHS aTaka.
ITo3BomsieT cpasy momydats JitoOble 1aHHbIe U3 0a3bl. - Error-based. [lo3Bosnser nomyyarsb
nHpopmanuio o 6aze, TabauIaX U JaHHBIX Ha OCHOBE BhIBOAUMOro Tekcta omunoku CYB/I.
- Boolean-based. Bmecto monmy4eHus Bcex JaHHBIX, aTaKyIONIMHA MOXKET MOIITYYHO MX
nepedupaTh, OPUEHTHPYSICH Ha MPOCTOI O0TBeT THMa true/false. - Time-based. [Toxoxa Ha
NPEBIAYIIYIO aTaKy MPUHIUIIOM repedopa, MaHUITYIUPYsI BpEMEHEM OTKJIMKa 0a3bl. -
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Out-of-Band. Ouenp penxue u crienin(puuecKue THITBI aTaK, OCHOBAaHHbIC Ha
WHIMBHIYAIBHBIX OCOOEHHOCTSIX 0a3 IaHHBIX.
2.Ilpennoxxure peKOMEHIAIMH I10 3aIIUTE TUIIOBOTO KOMMEpUYeCcKoro Beb-caiita ot SQL-
UHDBEKIUN
OTBeTHI:
J1J1s1 KOpPEKTHOTO OTBETA HA BOIIPOC PEKOMEH]IYEeTCsI 0OPAaTUTHCS K OJIMHHAALATOM JIEKIHUU O
mucrumuinae «[IporpaMMHO-anmapaTHbIe CPECTBA 3AIIUTH HHPOPMAITII)
Bepnsiit orBet: s 3ammThl caiita oT SQL-uHbeKIIMU peKoMeHayeTcs: - Micnonb3yiiTe
6enple crincku - He ucnons3oBats Metoq GET B popmax naentupukanmm -
OobpabarbiBaiiTe nepeMeHHbIe - [[poBepsATH UCTOYHUK NOTYyUYEHUS TaHHBIX -
Hcnons3zoBats PDO
3.KakoBbl 0cOOEHHOCTH (PYHKIIMOHUPOBAHUS CUCTEMBI MPEOTBPAIICHUS yTeueK nH(OpMaLun
B pexkume monutopunra (DLP-cuctemsl), paboTatoieil B KOpIOpaTUBHOW CETH MPEATPUSITHS?
OTtBeTsI:
JIJist KOpPEKTHOTO OTBETA HA BOMPOC PEKOMEHIYEeTCS OOPATUTHCS K YETHIPHAAIATON JIEKIIUU IO
mucrumnHe «[IporpaMMHO-anmapaTHbie CpEACTBA 3aIIUTH HHPOPMAIII)
Bepnbrii otBeT: DLP-cHCTEMBI OTCIICKHUBAIOT: - UCXOISAIINA U BXOISAIINN wWeb-Tpaduk; -
KOMMYHHKAIIUU COTPYAHHUKOB 10 Pa3JIMYHBIM KaHaTaM CBSI3U, B COLIMATIbHBIX CETAX, HA
(dbopymax u MHBIX pecypcax; - HHPOPMAIUIO, XPAHSIIYIOCS Ha pad0YNX CTaHIIUAX,
cepBepax, B 00JaUHbIX XpaHWIHILAX; - (DaKThI 3arpy3Ku (HalijIoB Ha CHEeMHbBIE HOCUTEIH; -
BHECEHUE U3MEHEHUH B JIOKYMEHTHI, OTIPABKy WX HA M€YaTh U MIPOYHE COOBITHS; -
pabouee BpeMs U IEHCTBUS COTPYIHUKOB: UCIOIB30BaHUE TPOTPAMMHOTO 00ECIIeYeHHS,
MHTEPHET-CEPBUCOB, MOMBITKN U3MeHeHUs KoHpurypanuu 110, obopynoBanus u Tak
nainee.

2. Komnerenuust/Muauxarop: N/1-2omk-4.3 [IpuMenseT nporpaMMHbBIE cpesicTBa 0OecreueHus
0€30I1aCHOCTH JaHHbIX

Bomnpocel, 3axanus
1.B cooTBercTBUM ¢ ypoBHsAMU Moenu OSI naiiTe XxapakTepUCTUKY BapHaHTaM peau3yeMbIX
Ha HUX aTakKax
2.JlaiiTe onpeneneHne TyHHEIMPOBAaHUs, KaK BU1a aTaku Ha AC npeanpustus. Y Kaxxure
BapI/IaHTI)I 3allIUTHEI OT TYHHGJ'II/IpOBaHI/IH

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.Kakue Tunsr DDoS-atak B cooTBeTcTBUM € ypoBHAMHU Monenu OS] Bam nzBectHbI?

OTBeThI:
JIJ1s1 KOPPEKTHOTO OTBETA Ha BOIPOC PEKOMEHAYeTCs O0paTUTHCS K CeAbMOI JIEKIIUH 10
muciuminHe «[IporpaMMHoO-annapaTHble CPEeICTBA 3aIUTH HHPOPMALII)
Bepnplii otBeT: HuskoypoBHeBbIe aTaku: - ATaku Ha ceTeBoM ypoBHE OSI npencrasistor
u3 cebs «3abuBanue» kaHana. [Ipumepom mosxer 6b1Th CMP-(hiyn — araka, koTopas
ucnoib3yer ICMP-cooOmienus, KOTopble CHIKAIOT MPOITYCKHYIO CIIOCOOHOCTh aTaKyeMoil
CEeTH U MeperpyxaroT OpanaMaysp. X0oCT MOCTOSTHHO «IMHTYETCS» HAPYIIUTEISIMH,
BBIHY)K/Iasl €r0 0TBEYaTh Ha ping-3anpockl. Korjga ux npuxoauT 3HaYUTEIbHOE
KOJIMYECTBO, MMPOITYCKHOM CITOCOOHOCTH CETH HE XBaTa€T U OTBETHI HA 3aIPOCHI MPUXOAT
CO 3HAUUTENIBHOH 3aaepkKoil. /g npenoTBpamenus takux DDoS-atak MoxkHO
oTkIounTh 00padoTKy ICMP-3anpocos nocpeacrsom Firewall min orpannunts ux
KOJIMYECTBO, ITPOITYCKAEMOE Ha CEPBEP. - ATAaKU TPAHCIIOPTHOT'O YPOBHSI BBIIVIAJAT Kak
HapylieHne GQyHKIMOHUpOBaHUS U nepexsat Tpaduka. Hanmpumep, SYN-¢dayn wnn Smurf-
araka (araka ICMP-3anpocamu ¢ uameHéHHbIMH aapecaMn). [TocnencTBus Takoit DDoS-
aTaky — MPEBbIIIEHNE KOJIMYECTBA IOCTYITHBIX MOAKIIOUEHHH U iepedou B padboTe
ceTeBOro obopynoBanus. BricokoypoBHeBbIe aTaku: - Ha ceancoBoM ypoBHE aTakam
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MoJIBepraercsi ceTeBoe 0bopynoBanue. Mcnomap3ys ysa3BUMOCTH TPOrPAMMHOTO
obecrieuenus Telnet-cepBepa Ha CBUTYE, 3IIOYMBINIJICHHUKH MOTYT 3a0JIOKUPOBAThH
BO3MOXXHOCTH YIIPABJICHUS CBUTYEM ISl aIMUHUCTpaTopa. YToO n30exarh mo00HbIX
BUJIOB aTaK, PEKOMEH/IyeTCsI OIeP>KUBATh MTPOLIMBKYA 000PYAOBaHUS B aKTyaJIbHOM
COCTOSIHMH. - BBICOKOYpOBHEBbBIE aTaKH MPUKIIAJHOTO YPOBHS OPUEHTUPOBAHBI HA
CTHpaHue NaMITH WK UHPOpMaLUK ¢ AUCKa, KBOPOBCTBOY» PECYPCOB Y CEpBeEpa,
W3BJICUCHHE U UCTIOIb30BaHUE JAaHHBIX U3 bJl. DT0 MOXET NpUBECTH K TOTAIBHOU
HEXBAaTKE PECypCOB JJIsl BBIMOJIHEHUS TPOCTEHIINX OTepaluii Ha 000pyI0BaHUU.
Haunbonee a3 hexkTruBHBIN cIOCO0 MpeaynpexIeHHUs aTaK — CBOEBPEMEHHBI MOHUTOPHHT
COCTOSIHUSI CUCTEMBI U IIPOrPAMMHOT'0 00ECTIeUEHUSI.

3. Komnerenuus/Muaukarop: UJI-1onk-4.4 Beimonuser oOHapyxeHue U UACHTUDHUKAIHIO
MHIIUJICHTOB B MPOLIECCE IKCIUTyaTallil aBTOMATU3UPOBAHHON CUCTEMBbI

Bomnpocel, 3axanus
1.IIpemnoxkuTh Ki1acCH(PUKALMIO TPOSHCKUX IMPOTPaMM I10 KaTErOpUH BHJIA TIPEACTABISICMOM

yIpO3bl

4. Komnerenuust/Uugukarop: NJ1-2omk-4.4 OLleHUBAET 3alTUIIICHHOCTh aBTOMATH3WPOBAaHHBIX
CUCTEM C IOMOIIBKO TUITOBBIX HpOFpaMMHLIX CpeIICTB

Bonpocel, 3a1anns
1.Jlats onpenenenne ARP spoofing'a. Yka3are HHCTpYMEHTHI, HCIIOIB3yEMBbIE /IS pealln3aliui
atak Tuna ARP spoofing. [IpennoxuTh MeXaHU3MBbI 3aIIUTHI
2.Kakwue tpu kareropun DDoS-arak Bam u3BectHb1? KakoBbl MEXaHU3MBI 3aIIUTHI OT HUX?

Matepuanbl /151 IPOBEPKH OCTATOYHBIX 3HAHUM

1.Yem TCP SYN Flood otnuuaercs ot Reflection SYN flooding?
OTBeThI:

J171s1 KOpPEKTHOT'O OTBETA HA BOIPOC PEKOMEHIYETCSI 0OpAaTUTHCS K TPUHAIATOM JIEKIIMHU T10

mucrurnie «[IporpaMMHO-anmapaTHbIe CpECTBA 3aIUTH HHPOPMAIII)
Bepnpriii otBet: Ha cepBepa B cetu noceinatorcst SYN-nakeTs! ¢ ucxoanbM [P-anpecom
aTakyeMoil mamuHbl. CepBep WM MapLIpyTHU3aTOp MOIyYaeT 3TU nogjaeibubie SYN-
nakethl 1 nocbiiaeT SYN/ACK oTBeTsl Ha aTakyeMblil XocT. KoMmbioTep, oTHpaBisonui
SYN/ACK mnaker, oxxunaet Ha Hero ACK-0TBeT, a pu ero OTCyTCTBUU MOCHUIAET e1lié
Heckonnbko SYN/ACK naketoB. SYN/ACK nakeTsl IpoJoKaT aTakoBaTh 11€J1E€BOM
CEpBEp JaXKe MOCJe TOT0, KaK 3JI0YMBIIUIEHHUK IPEKPaTHII HallaICHUE.

2.Kakue aTtaku crieninagbHO CKOHCTPYMPOBAaHHBIMU NTakeTaMu Bam m3BecTHBI?
OTBeThI:

J171s1 KOpPEKTHOTO OTBETA HAa BONIPOC PEKOMEHIyeTCs 0OpAaTUTHCS K TPUHAALATOMN JIEKIIUU IO

mucrurinie «[IporpaMMHO-anmapaTHbie CpeCTBA 3AIUTH HHPOPMAIII)
Bepmnrriit otBeT: Ping of death. [Tockinka Ha atakyemsiii y3en ¢pparMeHTHPOBAHHON
JaTarpaMMBbl, pa3Mep KOTOpoil mociie cOOpKU MpeBbIIaeT MaKCUMAaJIbHBIN pa3pelIeHHbIH
pasmep natarpammbl Land. [Toceuika Ha atakyemsiii y3en SYN-cermenta TCP, y koToporo
IP-anpec u mopT oTnpaBuTeNs coBnaaarot ¢ noxyyarenem Teardrop. Ipuceinaercs
HECKOJIbKO (pparMeHTOB oHOro nakera. [Ipu coopke nakera BTopoi parMeHT
HAaKJIJIbIBAETCSl HA TIEPBBIM, U €T0 JIaHHbIE 3aMUCHIBAIOTCS TOBEPX MPEABIIYILIETO
¢dbparmenTa

II. Onucanue wikanvl oueHuganus

Oyenka: 5 («OTIUIHO)
Huoicnuii nopoz evinonnenus sadanus 6 npoyenmax: (0
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Onucanue xapakmepucmuku 6blnoHeHus 3uanus: PaboTa BeIIOIIHEHA B paMKax "MPOABUHYTOTO'
ypoBHsl. OTBETHI JaHbI BEPHO, YETKO C(HOPMYINPOBAHHBIE OCOOEHHOCTH MPAKTUYECKUX PEILICHHUH

Oyenxa: 4 («XOpoILO»)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuku 6blnoaHeHus 3uanus: Pabota BeIoiHeHa B paMkax "0a30Boro"
ypOoBHsI. BOJIBIIMHCTBO OTBETOB JIaHBI BEpHO. B yacTh MaTepualia ecTh HE3HAYUTEIILHBIC
HE/I0CTAaTKU

Oyenka: 3 («yIOBICTBOPUTEIHHOY)
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu 6vlnoineHus 3Hanus: PaboTa BeINOMHEHA B paMKax "Moporosoro"
ypoBHs. OCHOBHAsI 4acTh 3a/IaHUs BHIMIOJTHEHA BEPHO. Ha BOIIPOCHI YTIyOJICHHOTO YPOBHS

Oyenxa: 2 («HEYIOBIECTBOPUTEIBHOY)
Onucanue xapakmepucmuku 6blnonneHus 3Hanus: PaboTa He BHIIOTHEHA WM BBIITOTHEHA
MPEUMYIIECTBEHHO HEMPaBUIHLHO

1I1. IIpasuna évicmasnenus umozoeoi OyeHKu no Kypcy

7 cemecTp

dopMa NPOMEKYTOUYHOM aTTecTaluu: DK3aMEH

IIpumep Ousera

Ymeepoicoaro:
3K3AMEHAIIMOHHBIM BUJIET Ne 1 3as. kagp. BUT
HRY . y
MAHT Kadenpa Bezonacnocmu u un@opmayuoHHbIx mexHoro2u A.FO.Hesckuil
Huctunnuna «[IporpaMMHo-anmapaTHbIe CpeICTBa 3aIIUTHI IIpomoxon kagheopwi
nH(MOPMAITHN Ne3
«18»dexabps 2019e.

1. OcHOBHBIC MOHATHS U ONpeecHus B chepe nHPOPMAIIMOHHON 0€301MacHOCTH. YTPO3bI
nH(popMaruu. MeTo p! 3auTh HH)OpMaIy.

2. buomerpuueckuit noctymn. O630p OMOMETPHUUECKUX TEXHOJIOTHI.

3. Co3yaTh pe3epBHYIO KOMHMIO manku Mowu JIOKyMeHTHI ¢ ncronb3oBanreM yTuautel NTBackup.

IIpouenypa npoBenenust
Y CTHBIN SK3aMeH ¢ IPaKTHYECKON YacThI0 Ha CTeH1aX Kadeapsl

L. Ilepeuenv Komnemenyuit/uHOUKaAmMOpPoO8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbIAN 08
0CBOCHUA OUCUUNIUHDI

1. Komnerenmusi/ Unaukarop: MJ1-1lonk-4.3 [lpumensieT TumoBsie mporpaMmMHBIE CPECTBA
pe3epBUPOBAHUS U BOCCTAHOBIICHUSI MH(GOPMAIIUU B aBTOMAaTU3UPOBAHHBIX CHCTEMAX

Bonpocsl, 3aganus
1.Pe3epBupoBanue nanubix. Tunel pezepsupoBanus. RAID, onpenenenne. OCHOBHBIE THUIIBI

RAID- MaccuBOB U UX XapaKTEPUCTUKH.
2.06ecneuenue 6e3omnacHoctu xpanenus AanHbiX B OC Microsoft Windows. TexHomorust

TCHEBOI'0 KOITMPOBAHUSA JAHHBIX.
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3.IIporpaMMHoO-anmnapaTHble CpeJCTBa KOHTPOJISA AOCTyMa. Y CTpOCTBa BBOJA
UICHTU(PUKALMOHHBIX IPU3HAKOB, KJIAaCCU(PUKALINA, KPATKas XapaKTEePUCTHKA.

2. Komnerenuust/Muauxarop: N/1-2onk-4.3 [I[puMenseT nporpaMMHbIE cpesicTBa 0OecreueHus
0€30I1aCHOCTH JaHHbIX

Bomnpocel, 3axaHus
1.ApxuBauus ganHbix. CTpaTeruu apXxuBaiuu.
2.CucteMbl aHaM3a 3aUIICHHOCTH. [IpUHIHITBI pabOThI CHCTEM aHAIM3a 3aIUIIICHHOCTH.

MartepuaJbl 1Jisl IPOBEPKH OCTATOYHBIX 3HAHUI

1.KakoBa mens npumenenust DLP-cucrem B chepe nahopmMannoHHOM O€30MacHOCTH

XO3UCTBYIOIIETO CyOBheKTa?
OTBeTHI:

Jl1s1 BepHOTO OTBETA HA BOIIPOC PEKOMEHIYETCSl MCII0JIb30BAaTh MaTepUallbl JIEKLIUHU 110

mucnururHe “TIporpamMMHO-anmapaTHbeie CpeACcTBa 3aUTh HHpopMau”
Bepnsiit orBeT: OcHoBHOM 3agaueit DLP-cucTeM, 4T0 0O4€BUAHO, SIBISETCS
MpeA0TBpalleHUE TIepeiaun KOHPUACHIIMAIbHON HH(OpMAIUK 32 TIPEAeIIbl
nH(popManoHHON cucTeMbl. Takast nepenaya (yTeuka) MOKET ObITh HAMEPEHHOM WU
HeHamepeHnHo#. HauGonee yacto DLP-cucteMbl IpUMEHSIOTCS I PEMICHUS CIIETYIOLIUX
HEOCHOBHBIX I ce0sl 33/1a4: - KOHTPOJIb HCIOIb30BaHMs pabodyero BpeMeH! U pabouux
PECYPCOB COTPYAHUKAMH; - MOHUTOPHHT OOIICHHS COTPYIHUKOB C TCJIBIO BBISBICHUS
BHYTpeHHel 60pbObI, KOTOpasi MOKET HABPEIUTh OPTaHU3AlUU; - KOHTPOJIb
MIPAaBOMEPHOCTH JIEUCTBHUM COTPYTHUKOB (MPEIOTBPAIICHHUE IT€YATH TTOIIETbHBIX
JOKYMEHTOB H TIp.); - BBISIBIICHUE COTPYJHUKOB, PACCHUIAIOIINX PE3IOMeE, IS
OIIEpaTUBHOTO IMOMCKA CIIELIUATUCTOB Ha OCBOOOUBIIYIOCS JOKHOCTD.

2.Kakue koMnoHeHThI BXOAAT B coctaB SIEM-cuctem, NpuMeHsIeMbIX B KOMMEPYECKUX

KOPIOPaTUBHBIX CETAX?
OTBeTsI:

Jl51s BepHOTO OTBETa Ha BOIIPOC PEKOMEHAYETCs HCIO0Ib30BaTh MaTepUalIbl JIEKIIUU 10

mucruriiHe “TIporpamMmmHo-anmapaTHble CpeicTBa 3alUThl HH(GOpMaIUu™’
Bepurriit orBet: Komnonentsl SIEM: - areHThI, ycTaHaBIMBaeMble HA HHCIIEKTUPYEM YO
MH(OPMALIMOHHYIO CUCTEMY (aKTyalbHO JUIsl ONEPALIMOHHBIX CUCTEM (areHT MpeACcTaBIseT
co00¥l pe3uIEHTHYIO IPOrpamMmy (CEpBHUC, IEMOH ), KOTOPast JIOKAIbHO COOUPAET KypHAIIbI
COOBITHI U TIO BO3MOXKHOCTH TEPEAAeT UX Ha CepBeEp) - KOIIIEKTOPHI Ha areHTaxX, KOTOpPbIE,
10 CYTH, MIPEICTABIAIOT cO00i Moaynu (OMOIMOTEKN) Al HOHUMaHUs KOHKPETHOTO
KypHaJla COOBITUI UM CUCTEMBI - CEPBEPBI-KOIIEKTOPHI, MPEAHA3HAUYCHHBIE TS
MpeABAPUTEIILHON aKKYMYJISIIMA COOBITUI OT MHOXKECTBA HICTOYHUKOB - CEpPBEP-
KOPPEJATOp, OTBEYAIOIINN 32 cOOp HHPOPMAIMH OT KOJIJIEKTOPOB M ar€HTOB U 00pabOTKY
10 TIPaBWJIAM M aJITOPUTMaM KOPPEJISALINH - cepBep 0a3 JaHHBIX U XPaHUIIUIIIA,
OTBEUAIONIHNH 32 XpaHEHHE KYPHAIIOB COOBITUIN

3. Komnerenuusi/Muaukarop: N/I-lomnk-4.4 Beimonuser oOHapyxeHue u uASHTU(DUKAIIIO
MHIUACHTOB B IIPOLIECCE IKCILTyaTalluy aBTOMATU3UPOBAHHON CUCTEMBI

Bonpocsl, 3aganus
1.MesxceTeBble SKpaHbl. THIIBI MEKCETEBBIX IKpaHOB. PazpaboTka mpaBui Ist MEXKCETEBOTO
JKpaHa.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.Kakue anmapaTHble ycTpolicTBa BBOAA UACHTU(PUKAIIMOHHBIX TPU3HAKOB B
aBTOMATU3UPOBAaHHYIO cucTeMy Bam u3BecTHbI?
OTBeThI:
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Jis paBUIIBHOTO OTBETA Ha BOIPOC HEOOXOAUMO KOPPEKTHO OIPEAECIUTh BOZMOKHBIE

anmnapaTHble UACHTU(DUKATOPHI, IPUMEHAEMbIE B CUCTEMAX 3alUThl HH()OpMaIUK
Bepusriii otet: [1o ciocoOy cunThIBaHUS NACHTU(PUKAIIMOHHBIX TPU3HAKOB BBIJCISIOT: * C
PYYHBIM BBOJIOM; * KOHTaKTHbIE; * JUCTAHIIMOHHbIE (OECKOHTAKTHBIE); *
KOMOMHUpOBaHHbIE. Py4HOI BBOJ HIEHTH(PHUKALMOHHBIX PU3HAKOB ITPOU3BOIUTCS C
IIOMOILBIO HAXKATHsl KJIABUILL, IOBOPOTOM IEpEKIItoYaTesIel Wi Apyrux NoJoOHbIX
aseMeHTOB. KOHTaKTHOE CUMTHIBaHWE MICHTH(PHUKAIMOHHBIX PU3HAKOB M10IPa3yMeBacT
HENOCPECTBEHHBI KOHTAKT UIEHTH(UKATOpa U cUUThIBaTeNsl. YTeHre nHpopManuu
MPOUCXOIUT ITyTEM MPOBEICHHS UICHTU(UKATOPA Yepe3 CUNTHIBATEINb HIIM UX TPOCTHIM
IIPUKOCHOBEHUEM.

4. Komnerenuust/ Muaukarop: UJ1-2omk-4.4 OLieHUBaET 3alUIIEHHOCTh AaBTOMAaTU3UPOBAHHBIX
CHCTEM C [TOMOIIIBIO TUIIOBBIX IIPOTPAMMHBIX CPEICTB

Bomnpocel, 3axaHus
1.BpINOIHUTE aBTOMAaTUYECKYIO ITIOCTAHOBKY PeCYpCcOB Ha KOHTPOJIb AM/I3 «Akkopa» ¢
MMOMOUIBIO MacTepa
2.Bupryansubie yactable cet (VPN). [Ipotokonsl, ucnonb3dyembie B VPN, Ux ocHOBHBIE
XapaKTEPUCTUKH.

MarepunaJsl 1J151 IPOBEPKH OCTATOYHbBIX 3HAHUMI

1.KakoBsr ocHOBHBIE PpyHKIIMHN [DS-cuctem?
OtBeTsl:

B otBere Ha Bompoc HEOOXOAUMO PACKPBITH OCHOBHBIE (hyHKIMH IDS-cuctem, mpuMeHsieMbIX B

chepe nahopMaIMOHHOM 0€30IMaCHOCTH
Bepnpiii otBet: K ocHOBHBIM (pyHKIIMAM cucteM IDS oTHOCATCS: - BBISIBICHUE BTOPKEHUMN
U CETEBBIX aTakK; - 3alMCh BCEX COOBITHI; - OMCK YA3BUMOCTEH; - IPOrHO3UPOBAHHE aTaK;
- pacro3HaBaHME UCTOYHUKA aTaKW: WHCAW WK B3JIOM; - HHpopMupoBanue ciayx6 Ub o6
MHIUJIEHTE B PealbHOM BPEMEHH; - (OpMUPOBaHHE OTYETOB.

2.PackpoiiTe cyTh U Ha3HaYEHHE KPUNTOTpaUIECKUX CPEJICTB 3aLIUThl HHPOPMAIUU
OtBeTsI:

J171s1 KOpPEKTHOT'O OTBETA HA BONPOC HEOOXOIMMO 0OpaTUTHCS K ONPEAETIEHUI0 TEPMUHA

“kpunrorpaduyeckas 3ammra”’, npeyiaraemoro ®Cb Poccun, kak 0CHOBHOTO peryinstopa

3TOM cepbl HHDOPMAITMOHHOM 0€301TaCHOCTH
Bepusliit otBet: CpenctBa kpunrtorpapuieckoil 3amuts! nHGopmarun (CK3U1) —
anmnapaTHble, IPOrpaMMHBIE U alllapaTHO—TIPOrPAMMHBIE CPE/ICTBA, CUCTEMBI U
KOMILJIEKCBI, PEAIU3YIOIIHNE aITOPUTMBI KpUIITOTpagruecKoro npeodpa3zoBaHus
nH(pOpMalMY U NpeHa3HAYE€HHbIE ISl 3alUThl UH()OpPMALIUK IIPU Nepeiade 10 KaHalaM
CBSI3U M (MJIN) JUTSL 3aLUTHI UH(OPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIA IIPH €€
00palboTKe M XpaHEHHUH.

3.Kakue pekoMeHJal1u SKCHepToB U3 chepbl HHPOPMAIMOHHON 0€30MacCHOCTH MO 3aIIUTE OT

DDoS Bam u3BectHbI?
OtBeThI:

Jl51s BepHOTO OTBETa Ha BOIIPOC PEKOMEHAYETCs HCIOIb30BaTh MaTepUaIIbI JIEKIIUU IO

mucuuruinbe “TIporpamMmHO-anmapaTHble CpeAcTBa 3allUThl HHpOopMaun”
Bepnpiii otBeT: 1) ckoHpUrypupoBaTh aHTU-CIY(UHT Ha MapiIpyTuzaropax 1 MO s
OJIOKMPOBKH UCXOSIIETO TpaduKa, €CliU apec UICTOUHUKA HE SBISETCS BHYTPEHHUM
aZipecoM ceTH; 2) CKOHQUrypupoBath aHTU-DoS Ha mMapupyTuzatopax u MO s
OTpaHMYCHUS YKCIIa TOITYOTKPBITHIX KAHAIOB U HEBO3MOXKHOCTH MEPETrpy3KU CHCTEMBI; 3)
OrpaHUYuTh 00beM HekpuTudeckoro Tpaduka B JIBC, nanpumep ICMP; 4) npumensts
IDS nuis ananu3a Tpaduka v BbISIBICHUS aHOMAJIMM B HEM; 5) MPUMEHATh pe3epBHbIC
I0JIOCHI IPOITYCKAHMSI UJTU PE3EpPBHBIE CETEBBIX YCTPOUCTB B MUKOBBII POCT HArpy3KH.
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4. KakuM JOMOTHUTENbHBIMUA YTPO3aM B CPAaBHEHHE C MPOBOAHBIMU MOJIBEPKEHBI
OecrpoBOIHBIC JTUHHUU NEpPelayu JaHHBIX?
OTBeTHI:
J171s BepHOTO OTBETa Ha BOIIPOC PEKOMEHAYETCS HCIOIb30BaTh MaTEpUAIIbI JIEKIIUU IO
mucuuruinae “TIporpaMMHO-anmapaTHblie CpeAcTBa 3alUThl HHpOpMaun”
Bepnsiit orBeT: Hapymenue Gpu3nyeckoi 1eOCTHOCTH CETH CITYYaHBIMU HITHA
npeJHaMepeHHbIMU ToMexamu. [loacnymmBanue Tpaduka Ha GU3NIECKOM YPOBHE
MpUEMHHUKAMH B IIMPOKOM criekTpe curnana. HCBTopxeHue B ceTh 1o 3aHECEHHBIMU B
Tabnuiy pazpeménabix MAC-aapecam.

II. Onucanue wikanvl oueHuganus

Oyenka: 5 («OTIAUYHO)
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 10
Onucanue xapakxmepucmuxu 8vlnoiHeHus 3Hanus: PaboTta BeIOJIHEHA B paMKaX "TIPOJIBHHYTOrO"
ypoBHs. OTBETHI JaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Oyenxa: 4 («XOpoI1LI0»)
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu 6blnoineHus 3nanus: PadboTa BeIogHeHa B paMKkax ""0a3oBoro"
YPOBHS. BOJIBIIMHCTBO OTBETOB JJaHbI BEpHO. B uacTu MaTepuaiia ecth He3HAUUTEIbHBIC
HE/IOCTATKU

Oyenxa: 3 («yAOBIETBOPUTEIHHOY)
Huoicnuii nopoe evinonnenus 3a0anus 6 npoyenmax: 50
Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabora BeIONIHEHA B paMKax "moporooro"”
ypoBHs. OCHOBHAS 4acTh 3a/IaHUS BBITIOJTHEHA BEPHO. HA BOIPOCHI YTIIYOJIEHHOTO YPOBHS

Oyenxa: 2 («HEYIOBIETBOPUTEIBHOY)
Onucanue xapakmepucmuxu 8blnoaHeHus 3Hanus: PaboTa He BRITIOJTHEHA WM BBITOJTHEHA
MPEUMYIIECTBEHHO HEMPaBUIHLHO

1I1. Ilpasuna évicmasienusn umozo80i OyeHKu no Kypcy

I[J'IH OICHKHU UCIIOJB3YCTCA TOJIBKO PE3YyJIbTAThI HpOMeXCYTOHHOﬁ aTTeCTallu U 3K3aMCHa.
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