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1. IEJIb ¥ 3AJJAYU TOCYJAPCTBEHHOM UTOTOBOM ATTECTALIMU

Heas rocynapcTtBeHHoii uTOroBoii arrectrauuu — OIEHKa TOATOTOBICHHOCTH
00yyYaroIerocs K peleHuIo 3a1a4 npo(eccCuoHaIbHON NesITeIbHOCTH.

3agayamMu rocy1apcTBeHHON HTOrOBOIi aTTecTalMu:

— OleHKa C(HOPMHPOBAHHOCTU BCEX KOMIIETCHLMH, YCTaHOBJIEHHBIX 0O0pa30BaTEIbHOM
IIPOrpamMMOoi;

—OLEHKa  OCBOEHHUS  pe3ylpTaToB  oOyuyeHMs  TpeOoBaHUSAM  (eaepanbHOro
rOCyJapCTBEHHOTO 00pa30BaTEIbHOTO CTaHAapTa MO HampasieHuo noarotoBku 10.03.01
«MH(popmanoHHast 6€3011aCHOCTb» U MPO(HECCHOHAIBHBIX CTaHAAPTOB.

2. PE3YJIbTATHI OBPA3OBATEJIBHOM ITPOI'PAMMBI

K pesynbraTtam 00yueHus BHITYCKHUKA OTHOCATCS CIEAYIOIINE KOMITETCHIIUU:

PIIK-1. I'oToB oOecrnieunBaTh 3alIMTy MH(GOPMAIIMK B aBTOMATH3UPOBAHHBIX CHCTEMaxX B
IpoIecce X IKCILTyaTalHu.

YK-1. Cnoco0OeH ocCyIiecTBIsATh MOUCK, KPUTHUECKUN aHaNM3 M CUHTE3 WH(pOpMaluwy,
NPUMEHSATh CUCTEMHBIN TIOJIXO/ JJIsl PEIICHHUS TIOCTABICHHBIX 3aj1ad.

YK-2. CnocoOeH ompenensiTh Kpyr 3agad B paMKax IOCTaBICHHOW IeMM U BHIOUPAThH
ONTUMAJIbHBIE CIIOCOOBI MX PEUICHHUs, UCXOJS U3 JACHCTBYIOIIUX MPABOBBIX HOPM, MMEIOLIHXCS
PECYPCOB U OTpaHUYCHUH.

VYK-3. Crioco0eH OCyIIECTBIISATh COIMAIBHOE B3aMMOJCHCTBHE M PEaTH30BHIBATH CBOIO
pOJIb B KOMaHJIE.

YK-4. Cnoco0OeH OCYIIECTBIATH JEIOBYI0 KOMMYHHUKAIIMIO B YCTHOW M INHCHMEHHOM
dbopMmax Ha rocynapcTBeHHOM si3bike Poccuiickoit @enepaniuu 1 MHOCTPaHHOM(BIX) sI3bIKe(ax).

YK-5. CiocobeH BOCIpUHUMATh MEXKYJIBTYPHOE PazHOOOpas3ue OO0MmEecTBa B COUATBHO-
HUCTOPUYECKOM, 3TUYECKOM U (pruitoco(hCKOM KOHTEKCTaX.

VK-6. Cnocoben ympaBiasTh CBOMM BpPEMEHEM, BBICTpAUBaTh M PEATU30BHIBATH
TPAEKTOPHUIO CAMOPA3BUTHUS HA OCHOBE NMPUHIIUIIOB 00Pa30BaHUs B TEUEHUE BCEH KU3HH.

VK-7. CnocobeH noaaepuBaTh J0JKHBIM ypOBEeHb (U3UYECKOM MOATOTOBICHHOCTH IS
o0ecreyeHns MOJHOLEHHOHN cOlMaIbHON U PO eCCHOHATBHOM 1A TENbHOCTH.

VK-8. Cnocoben co3maBath W TOJJIEPKUBATH B  TOBCEJHEBHOW JKM3HU W B
npodecCHOHATIBLHOM JEATENbHOCTH Oe30IacHbIe YCIOBUS KU3HEACSATEIbHOCTH JUIsl COXPaHEHUS
IPUPOIHON cpefbl, 0OecTieueH s yCTOWYMBOTO PAa3BUTHUS OOIIECTBA, B TOM YHCIE MIPH Yyrpo3e U
BO3HUKHOBEHUH YPE3BBIYANHBIX CUTYallUil 1 BOGHHBIX KOH(IMKTOB.

VYK-9. CnocobeH npuHUMaThb OOOCHOBAHHBIE SKOHOMHUYECKHE PELICHHUS B PA3IMYHBIX
001aCTAX KU3HEEATETbHOCTH.

VYK-10. Cnocoben ¢hopMHupoBaTh HETEPIIUMOE OTHOIIEHUE K TMPOSIBICHUIO IKCTPEMU3MA,
TEppOpHU3Ma, KOPPYNIIMOHHOMY TMOBEJCHUIO U MPOTUBOJIEHCTBOBATh UM B NMpOodhecCHOHaIbHOM
NEeSITETTHHOCTH.

OIIK-1. CnocoGeH oneHuBaTh pojib HH(MOpMANMM, MH(OOPMAIMOHHBIX TEXHOJIOTHI WU
nH(pOpMaIMOHHOW 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE, MX 3HAUCHUE NJIsI 0O0CCIICUCHHS
00BEKTHBHBIX TOTPEOHOCTEN JIMYHOCTH, OOIIECTBA U TOCYapCTBa.

OIIK-2. CnocoOeH mnpuUMEHATh HHPOPMAIIMOHHO-KOMMYHUKALMOHHbIE TEXHOJOTHUH,
IpOTpaMMHBIE CPEICTBA CUCTEMHOTO M NMPHUKJIATHOIO Ha3HAUEHHs, B TOM YHUCIIE OT€YECTBEHHOTO
MIPOM3BOJICTBA, ISl PEIICHHUS 3a1a4 MPo(ecCHOHATBHON A TETBbHOCTH.

OIIK-3. CriocobeH MCnoib30BaTh HEOOXOAUMBIE MAaTEMAaTHUYECKUE METOABI JJISl PELICHUS
3a/1a4 Tpo(heCcCHOHATEHOMN A TEIHHOCTH.

OIIK-4. CnocobeH mnpuMeHSATh HeoOXoauMmble (QHU3UYECKHEe 3aKOHBI M MOJENU JIs
pemeHns 3a1a49 NpoPecCHOHATBHOMN e TETFHOCTH.

OIIK-5. CmocobeH mnpUMEHSATh HOPMAaTHUBHBIE TPAaBOBBIE aKThl, HOPMATUBHBIE U
METOJMYECKHE JOKYMEHTHI, pPEerjJaMEeHTHUPYIOIIUE NeATeIbHOCTh IO 3ammTe HH(OpMaInu B
cdepe npodeccruoHaIbHON 1eATeTbHOCTH.
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OIIK-6. CrnocoGeH mpu penieHnu Npo(ecCHOHAIBHBIX 3a/1ad OPraHW30BBIBATH 3AIIUTY
uH(pOpMallMK OTPAaHUYEHHOTO JIOCTYIa B COOTBETCTBUU C HOPMATHUBHBIMU MPABOBBIMHU aKTaMH,
HOPMATUBHBIMA W METOJMYECKUMH JoKymeHTamu DexnepanbHol ciayXO0bl Oe30macHOCTH
Poccutickoit ®enepanuu, GenepanbHOM CIyKObI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO.

OIIK-7. CriocobeH MCIoNb30BaTh SI3BIKH MPOTPAMMHUPOBAHUSA M TEXHOJIOTUU Pa3padOTKU
MPOrPaMMHBIX CPEJCTB AJIsl pelIeHus 3a7a4 IPo(hecCUOHATEHOM e TEIIbHOCTH.

OIIK-8. CriocoOeH OCyIIeCTBIATh MOI00p, U3yU4eHHUE W OOIIEHUE HAyYHO-TEXHUYECKON
JUTEpaTypbl, HOPMATHBHBIX U METOJUYECKHX JIOKYMEHTOB B LENSAX pelleHus 3aaad
npodecCHOHATBLHOMN 1eATETbHOCTH.

OIIK-9. CnocobeH NMpUMEHATH CPEeACTBAa KPUNTOrPAPUUSCKON M TEXHUYECKOH 3aIUThI
uH(OpPMALIKK TS pEIIeHHs 3a/1a4 TPO(PECCUOHATBHON IEATEIIbHOCTH.

OIIK-10. CrnocobGeH B KadecTBE TEXHUYECKOTO CIECHHAINCTa NPUHUMATh Y4acTHE B
(bopMHpPOBaHUYU MOTUTHKH MHPOPMAIITMOHHONM 0€301MacCHOCTH, OPTaHU30BBIBAThH U MOICPKUBATH
BBITNIOJTHEHHE KOMILIEKCa Mep Mo obOecredeHno MH(OPMALUOHHONW 0e30MacHOCTH, YNPaBIATh
IIPOLIECCOM UX pealn3alii Ha 00BEKTEe 3aLUTHI.

OIIK-11. CnocobeH MpoBOAUTH 3KCHEPUMEHTHI 1O 33a/IaHHOM METOAHMKE U 00paboTKy MX
pe3yJbTaToB.

OIIK-12. Cnoco0OeH mpoBOAUTH IMOATOTOBKY HCXOIHBIX AAHHBIX Ui MPOEKTHUPOBAHHS
MOJICKICTEM, CPEJCTB OOeCreueHus 3aiuThl MH(POpPMamuu MU IS TEXHUKO-DKOHOMHYECKOTO
000CHOBaHHUS COOTBETCTBYIOIINX MPOEKTHBIX PELICHHIA.

OIIK-13. CriocobeH aHanM3upPOBATh OCHOBHBIE ATAIBI M 3aKOHOMEPHOCTH MCTOPHUYECKOTO
pazButusa Poccuu, ee MecTo W pojb B KOHTEKCTE BCEOOIIEeH HCTOpPHM, B TOM YHUCIE IS
(opMHUPOBaHUS IPAXKAAHCKON MTO3ULIMHU U PA3BUTHUS ATPUOTU3MA.

OIIK-4.1. Cnoco0GeH NpOBOAUTH OPraHU3ALMOHHBIE MEPONPUITUA IO OOECHEUYECHHUIO
0e301macHOCTH HH(POPMAIIMY B aBTOMATH3HPOBAHHBIX CHCTEMAX.

OIIK-4.2. CniocobeH aqMUHUCTPUPOBATH OMEPAIMOHHBIE CUCTEMbI, CUCTEMBI YIPABICHUS
0a3aMu J1aHHBIX, BBIYUCIUTEIbHBIE CETH.

OIIK-4.3. Criocoben BBITIOJIHATH paboThI o YCTaHOBKE, HACTPOMKe,
aMUHHCTPUPOBAHUIO, OOCIYXMBaHUIO U TMPOBEpPKE pabOTOCHOCOOHOCTH  OTAEIBHBIX
MPOrPaMMHBIX, MMPOTPAMMHO-AMNMAPaTHRIX (B TOM YHKCIIE KPUNTOrpapUuecKux) U TEeXHUUYECKHUX
CPEJCTB 3alUThl THPOPMAIIUN aBTOMAaTU3UPOBAHHBIX CUCTEM.

OIIK-4.4. Cnoco0OeH OCYIIECTBIATh JAWArHOCTUKY W MOHUTOPUHI CHCTEM 3aIlIUTHI
ABTOMATHU3UPOBAHHBIX CHCTEM.

[TK-1. '0TOB K BHEIPEHUIO CHCTEM 3alUThl HHPOPMAIIUK aBTOMATU3UPOBAHHBIX CUCTEM.

[1K-2. CriocoGeH agMUHUCTPUPOBATH CPEACTBA 3allUThl UHGOPMAIUU B KOMIBIOTEPHBIX
CUCTEMAX U CETSX.

[1K-3. CnocoOeH npoBOAUTH KOHTPOJIb 3aIIUIIEHHOCTH HHPOPMAIIUH.

3. POPMA, CPOKH " TPYJOEMKOCTh T'OCYIAPCTBEHHOM HTOI'OBOM
ATTECTAIMHU

OO61mas TpyI0eMKOCTh T'OCYJapCTBEHHON MTOTOBOW aTTECTAl[MM COCTaBisieT O 3aueTHBIX
enuHmil, 216 Jacos.

['ocynapcTBeHHass UTOroBasi aTTecTalus MpeAcTaBisieT co0ol (popMy OLIEHKH CTENEHU U
YPOBHSI OCBOEHHSI 00y4JaroLUIMMHUCs 00pa30BaTeIbHON MPOTrPAMMBI.

['ocynapcTBeHHass WUTOroBas  aTTeCTallUsl IMPOBOJUTCS HA  OCHOBE  IMPUHIMUIIOB
00BEKTUBHOCTH M HE3aBUCUMOCTH OLICHKH KauecTBa MOJATOTOBKH O0YUYaIOIIUXCS.

['ocynapcTBeHHass ~ WTOroBas ~ aTTecTallds  SBISETCS  3aBepUIAlONIed  YacThio
o0Opa3oBaTeNbHON MporpaMmbl U npoBoauTcs B 10 cemecTpe mociie yCIenHoro mpoxoxJIeHHs
MIPOMEKYTOUHOM aTTecTaly 110 BCEM AUCLUUIIUHAM (MOAYIISIM) U MTpaKkTUKaM 00pa3oBaTeNbHOM
IIPOrPaMMBI.
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B rocymapcTBeHHYIO HTOTOBYIO aTTECTAIIMIO BXOJIUT MOATOTOBKA K MPOIEYpe 3alIUThl U
3aIUTa BBITYCKHON KBATM(UKAIIMOHHON PaOOTHI.

['ocynmapcTBeHHass WTOTOBasi aTTECTallds MPOBOAWTCS B (OpME 3alIUTHl BBITYCKHOM
KBATH(UKAIIMOHHON PabOTHI.

4. HIOAI'OTOBKA K CIJAYE U CJAYA I'OCYJAPCTBEHHOI'O DK3AMEHA
["ocynapcTBEeHHBIH 9K3aMeH Y4eOHBIM IJIAHOM HE MPEIyCMOTpPEH.

5. TPEBOBAHHMSA K BbIIIYCKHBIM KBAIM®UKAIIMOHHBIM PABOTAM H
MNOPAAKY UX BBIITOJTHEHU A

5.1. TpeGoBaHusl K TEMAaTHKE BbINMYCKHbIX KBATU(PUKALIMOHHBIX Pa0doT

Temaruka BKP nomkna coorBercTBOBaTh obOnactu (cdepe), oOBEKTY W THUIAM 3a1ad
npoecCHOHANBHOM JAEITeIbHOCTH, K KOTOPHIM TOTOBUTCS BBIYCKHUK B PaMKaX OCBOCHHS
00pa30BaTebHOI POrpaMMBl.

Temartuka BBITYCKHOW KBaIU(UKAIIMOHHOW pabOTHl JOKHA OBITh  aKTyalbHOM,
COOTBETCTBOBAaTb OCHOBHBIM CTPAaTE€rMUECKUM LEISAM Ppa3BUTHS HAYKHU U IPAKTHKH,
COBPEMEHHBIM TEOPETUYECKUM U MPAKTHUECKUM IOAXO0JaM, OTPaXKaTh CIelu(UKY MPOrpaMMBbl
«be3onacHOCTh aBTOMATU3UPOBAaHHBIX cucTeM» 1o HampasieHuto 10.03.01 «Mudopmannonnas
0€30MacHOCTh.

IIpumepnas Temarrika BKP:

l. AnMUHHCTPUpPOBAaHME JIOKAJBbHOM BBIYUCIUTEIBHOM CETHM OpraHu3aluu  IpH
UCIIOJIb30BaHUU CEPBHCOB U PECYPCOB CETH UHTEPHET.

2. 3ammTa OECNpPOBOJHBIX MOJKIOYEHUNW K JIOKAIbHOM BBIYMCIUTEIBHON CETH IpHU
UCIIOJIb30BaHUU TOUYEK JAOCTYMa OOLIET0 NOJIb30BAHMUS;.

3. Meronuka WHBEHTApHU3alWH, KIACCH(PHUKAIMKA U aHaIH3a MHOOPMAIMOHHBIX aKTHBOB
OpraHu3aluy;.

4. AIMUHUCTpPUpPOBAHUE MPOTPAMMHO-AMNMIAPATHOTO KOMIUIEKCAa «AKKOpA» Ha pabodmx
CTaHLUAX OpraHU3aLUY;.

5. MHCTpyMeHTanbHbBIE MPOBEPKU IEpPCOHANa OpraHU3alliH, HCIOJIBb3YIOLIEro B pabote
KOH(pHICHIIMATBHYIO HH()OPMAIHIO;.

6. IIpuMeHeHne cucTeM KOHTPOJS M YIpaBleHUs Ipoleccamu («BbIBOJA Ha MeYaTh» WIH
«BBIBOJIA HA BHEIIHME HOCUTENU MH(DOPMAILIUN» WIN «OTNPaBKU (DailloB uepe3 MHTEPHET» WU
«OTIpaBKH (PaiiIoB MO AIEKTPOHHOM MOYTE») B (Ha3BaHHE OPTaHU3AIINN );.

7. MOHUTOPUHT COCTOSIHUSL OOBEKTAa HA OCHOBE OLIEHKU PUCKOB;.

8. ObecneueHre 06€30MacCHOrO MOAKIIOUYEHUS pabounX CTaHIUI (Ha3BaHME OpraHMU3alNH),
o0OpabaTbIBaroIIMX KOH(GUAECHINATBHYIO HHPOpMalnto, K ceTu HTepHeT;.

9. BuenpeHune METOAOB M CHOCOOOB OpraHM3alliid aBTOMAaTH3UPOBAHHOIO IMPOMYCKHOIO
pe’kuMa Ha MpeAnpUsITUY;.

10. ABromMaTu3zalus Npolecca MOJATOTOBKM OTYETHBIX JIOKYMEHTOB IO pe3yjbTaTaMm
IIPOBEJEHUSI MHCTPYMEHTAJIBHOTO KOHTPOJISI YPOBHS 3alMIIEHHOCTH aBTOMAaTU3MPOBAaHHOIO
pabouero Mecra;.

11. AAMUHUCTPUpPOBaHHME CHCTEM O€30MaCHOCTH CETEBOrO B3aMMOJCWCTBUS Ha OCHOBE
Texaogornu VPN;.

12. 3amuTa (aitnoBoro apxuBa OpraHu3ally CPEACTBAMH ONEPAIMOHHON CUCTEMBI;.

13. 3anuTa ceTeBOro XpaHWnIla OpraHu3alum;.

14. 3amuTa TOKaIBbHON BBIYUCIUTEIHHONU CETH OpraHu3aluu ¢ ucmnois3oBanuem [DS/IPS
CHUCTEM;.

15. Arrecranuss cucteMbl HMH(OPMAIIMOHHONW  OE30MacHOCTH  TOCyIapCTBEHHON
MH(OPMALIMOHHON CHCTEMBI;.
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16. 3amura wHQOpPMAIMK B BBIYUCIUTEIHLHOW CETH OpPTaHH3AIMM C HCIIOIH30BAHHEM
BO3MOKHOCTEHN MPOBANUIEPOB;.

17. Tlporpammuas 3ammra HHQOPMALIMOHHOW CHCTEMBl OpraHU3alMM Ha OCHOBE
BO3MOXKHOCTEH ONepanuoHHON CUCTEMBI;.

18. 3amura HHTEIIEKTYalIbHON COOCTBEHHOCTH B OpraHU3aluu.

19. OGecneueHune 0€30MaCHOCTH CETEBOIO B3aUMOACHCTBHUS C HCIIOIb30BAaHHEM
texnosioruu OpenVPN;.

20. IlpuMeHeHHE MEKCETEeBBIX 3KPaHOB 3KCIEPTHOTO YPOBHS MJISl 3aIUTHl PECYpPCOB
JIOKAJIbHOW BBIYMCIIUTEIBHOM CETU B OpTraHU3aLIHH;.

21. OueHka 3alIMIIEHHOCTH AaBTOMATHU3HPOBAaHHOTO padodero wmecra OT YTEUKH
KOHpuIeHIMaIbHOH uHpopMaruu mo kaHamy [IOMUW npu npuMeHEHHHM CPEICTB aKTHBHON
3aIUTHL;.

22. BHeapeHue cUCTEMbl AHTUBUPYCHOM 3aIlUTHI B OPraHU3aluu;.

23. 3amura cereBoro xpanuiuia cpeactsamu QNAP NAS oT HecaHKIIMOHMPOBAHHOTO
JI0CTyIa U HapyLIEHUsI LIEIOCTHOCTU JaHHbIX; 70..

24, AAMUHHCTPUPOBAHUE MPOTPaMMHO-ANMapaTHOTO Komiuiekca «Co0oiby» Ha pabounx
CTaHIUAX B OpraHU3aluy;.

25. Opranu3zauus NporpaMMHOM 3alllUTHl CEPBEPA C UCIOJIb30BaHUEM Bo3MOxHOcTer OC
Microsoft Windows:;.

26. Bueapenue cucteMbl MpeoTBpaIleHHs yTeukd nHpopmannu B pUHAHCOBO-KPEIUTHOM
YUPEXKJICHUY;.

27. 3amuTa ceTeBoro xpanunuiia cpeacrsamu Synology NAS oT HecaHKIIMOHUPOBAHHOTO
JI0CTyNa U HapyIIEHUsI LIEIOCTHOCTU JaHHBIX;.

28. Pa3paboTka mporpaMMbl CHEMAIBLHOTO 00CIEI0BAHUS 0 BBISIBICHUIO SJIEKTPOHHBIX
YCTPOMCTB HEMIACHOTO MOJIYYEHUs] MHPOPMAILMK B 3alllMIIA€MOM IOMELIEHUU NPEATPUATHUS;.

29. Metoauka OOOCHOBaHUSI CTPYKTYpPHI CIyXObl HH(OpPMAlMOHHOW O€30MacHOCTH,
(GYHKIIMOHAJIBHOTO pa3/iesieHus: 00s3aHHOCTEH epCOHA U CTETIEHU UX TyOIMpOBaHUS;.

30. Pa3paboTka TEXHHUYECKOTO 3a/JlaHds Ha CHCTEMYy 3alluThl HWH(GOpPMAalUU B
NEepPEeroBOPHONM KOMHaTe (KOH(epeHI-3aj1€) OpraHu3aluud OT YTEYKU MO (KOHKPETHBIM BHJ
TKVYW) kanany;.

31. OGecneuenue Oe3omacHocTH  MHGOpMaUMUM Ha  OOBEKTax  KPUTUYECKOU
uH(pOPMaIMOHHON UHPPACTPYKTYPHI;.

32. Pa3paboTka mpoeKkTa TEXHUYECKOH 3allluThl MHPOpPMAIMK Ha aBTOMATU3HMPOBAHHOM
paboueM MecTe OT ee YTeUKH 0 (KOHKPETHBIN BHJT) KaHAIY;.

33. Pa3paboTka mporpaMMHOTo oOecIieueHHUsl BBIJICJICHUSI arperaroB pUCKOB IO OOUIUM
yrpo3aM, ysI3BUMOCTSIM M aKTHUBaM;.

34. Pa3paboTka anropuTma IMOWCKA CHUTHAJIOB CO CJIOKHBIMH CTPYKTYpamH B Tpoliecce
PaAOMOHUTOPHHTA;.

35. Cepruduxanus CMUB no crangapty 'OCT P UCO/M3K 27001;.

36. PaspaboTka TMpoeKTa CHCTEMbI 3allUThl KOHGUACHIHUATBHOW WHMOpMaLUU B
OpraHu3aIuy;.

37. llpoeKkTHpOBaHHE CHCTEMBl OXPAaHHOTO BHJCOHAOIIOACHUS OpPraHMU3aALUU C
MCIIOJIb30BaHUEM PO ECCHOHATBHBIX IPaQUUecKUX HHCTPYMEHTOB;.

38. VMuTanMoHHOE  MOJEIMPOBAHUE  CLIEHApUEB  PUCKOB  HMH(OpMAIMOHHON
0€30MacHOCTH;.

39. Pa3paboTka mpoekTa TEXHHYECKOH 3amuThl MHPOpPMalUU B KaOWHETEe PYyKOBOAMUTEIS
OpraHMU3aIMH OT YTEUKH MO (KOHKPETHBIN BHU]T) KaHAILY;.

40. Opranu3zamnus NporpaMMHOH 3allUThl B€O-cepBepa ¢ MCIOJIb30BAaHUEM BO3MOXKHOCTEH
onepanuonHoi cucreMbl ALT Linux;.

41. Pa3paboTka mporpaMMbl CIEIHaTbHONH MPOBEPKU TEXHUYECKUX CPEICTB U CHUCTEM
opraHu3aIyu, o0padaTeBaOMNUX KOH(DHUICHIIMATBEHYIO HH(POPMAITHIO;.
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42. 3amuTa JTOKaJIbHON BBIYMCIUTEILHON CETH OpPTaHM3alMU OT HECAHKIIMOHUPOBAHHOTO
J0CTyTa K €€ pecypcam ¢ UCIOJIb30BaHUEM MapIIPyTHU3aTOPOB YPOBHS JIOKAJIBHBIX CETEHl;.

43. Pa3zpaboTka mporpaMMbl CHENHMATBLHOTO HccienoBanus 3ammmieHHoctd TCIIA u
BTCC B kabuHeTe pyKOBOJIUTENSA OT YTEUKH onacHbIX curHasioB [I9MUH;.

44. Pa3paboTka mporpamMMbl CIICIUATBHOTO HCCIIeI0BaHUS 3anuineHHocT cpeacts BTCC
B KOH(bepeHII-3aJie OT YyTeYKU PeueBOil HHPOPMAIIMH 110 aKyCTOAIEKTPUUECKOMY KaHAIY;.

45. PazpaboTka mOporpaMMbl TPOBENEHHUS ATTECTAIIMOHHBIX MCIBITAHUN TIO OICHKE
3aIUIIEHHOCTH MEePEeroBOPHON KOMHAThI (KOH(pEpeHI[-3a1a U T.[.) OT YTeUKd HHQOpMAIUH 10
aKyCTHMUECKOMY (BHOpPOAaKyCTHYECKOMY, aKyCTOAJIEKTPUUYECKOMY, AJIEKTPOAKYCTHUECKOMY)
KaHalys;.

46. PazpaGoTka mnporpaMMbl TPOBENEHHUS ATTECTAIIMOHHBIX MCIBITAHUN TIO OICHKE
3alUIIEHHOCTH aBTOMAaTHU3WPOBAHHOTO pabouero MecTta OT YTeUKH HMHQOpPMAIUHU 110
JIEKTPOMAarHUTHOMY KaHaJy;.

47. Pa3paboTka TEXHHYECKOrO TMPOEKTa CO3JaHMs 3alUIIAEMOT0 IOMEIICHUS B
OpraHu3aLuy;.

48. Pa3paboTka TEXHUYECKOTO MPOEKTa CUCTEMBI 3aIIUTH HHPOPMAIIUK OPTaHU3AIMHA OT
YTEUKHU [0 MOCTOSIHHO JIEUCTBYIOIIMM KaHaJlaM CBSI3H;.

49. Pa3paboTka nporpamMmbl IPOBEJCHUS PaJUOMOHUTOPHHTA B 3alIMIIIAEMOM MOMEIIEHUN
OpraHu3alLuy;.

50. Pa3paboTka TEXHMYECKOTO 3aJaHHUs Ha TMPOBEACHHE TOUCKOBBIX pPabdOT 1o
00HAPY>KEHHUIO CKPBITHIX HEU3ITYyYAIOIIUX YCTPOHUCTB YTEUKH HHPOPMALIUH;.

51. 3ammra OT HECAaHKIIMOHWPOBAHHBIX MPOBOAHBIX IMOAKIIOUYEHUN K JIOKAJIBHOH ceTu
(Ha3BaHUE OpraHU3alun);.

52. AIMUHUCTPUPOBAHHE CHUCTEMBbl PE3EPBHOIO  KOMWUPOBAHMS IS 3aIHUTHI
MH(OPMaLMOHHBIX aKTUBOB OpraHU3aLUy;.

53. BHenpenue cucteMbl cOopa U KON COOBITHI HH(POPMAITMOHHON O€30MacHOCTH
B (DMHAHCOBO-KPEAUTHOM YUPEKACHUM;.

54. Pa3paboTka cHUCTeMbl JAMArHOCTMKH HalU4Ws BPEAOHOCHOTO IPOrpaMMHOI0O
oOecnieueHUs («B JIOKAIbHOW CETH OpraHu3aldu» WM «Ha cerax loT-ycTtpoilcTB» uimm «B
IIPOMBIIIJIEHHON CETH OpraHU3aLuny;.

55. IlpoBemenne aymuta HWHGOPMAIIMOHHONW  OE€30MACHOCTH  OpPraHu3alud ¢
UCIMOJIb30BaHUEM CKaHepa 0€30MacHOCTH;.

56. PaccienoBanue HHITUACHTOB HH(GOPMAIIMOHHON 0€30MaCHOCTH B OPTaHU3AIIUH;.

57. PazpaboTka 1 BHEApEHUE DIICKTPOHHOH MOAMUCH B JOKYMEHTOOOOPOT OpraHU3aluu;.

58. Buenpenue cucteMbl MOHMTOPUHIa MH(QOPMAIIMOHHOW 0€30MacHOCTH B (PMHAHCOBO-
KPEAUTHOM YUPEXKACHUH;.

59. Pa3zpabGoTka mnporpaMmbl TMPOBEIACHUS CIEIHAIBHOTO OOCIEIOBAHUS TTOMEIICHUS
OpraHu3aliM 10 BBISIBICHUIO aKyCTOIIApaMeTPUUYECKOro KaHajla yTeuku HHPOpMaLuy;.

60. Opranuzanus OporpaMMHONM 3amuThl (HalJIOBOrO cepBepa C HCIOJIb30BAaHUEM
BO3MOXHOCTeH onepannoHHoi cuctembl ALT Linux;.

61. Pa3paboTka mporpamMmbl CIEIHATBHOTO OOCIIEOBAHUS IO BBISBICHUIO BPEMEHHO
OTKJIFOYEHHBIX AJIEKTPOHHBIX YCTPOWCTB HETJIACHOTO MOJTY4eHHUS MHPOPMALUHU B 3alIUIAEMOM
MOMEILEHUU NPEANPUSATHUS;.

62. Opranuzaius LeHTpa yInpaBieHUs MHPOPMALMOHHOW 0€30MacHOCThI0 B (PMHAHCOBO-
KPEAUTHOM YUPEKACHUU;.

63. OueHka 3alIMIIEHHOCTH MOMEMICHUs OT YT€UKH pedeBOH MHGOpMalU{ MO JMHUAM
OXPaHHO-TIO’KapHON CUTHAIU3ALUY;.

64. JlmarHoctuka creraHorpauuyeckux BO3MOXXHOCTEH U MPOTHBOJCHCTBHE UM TpHU
peanu3anuy HHHOPMALMOHHBIX MTPOLIECCOB B OPraHU3aLINN;.

65. OueHka 3alIMIIEHHOCTHM IOMEIIEHUS OpraHu3allud OT YTE€UKH pedyeBOU
KOH(pHUICHIIMAITBHONU HH(DOPMAITUH TI0 aKYCTHYECKOMY (BUOPOAKYCTHUECKOMY) KaHAIY;.

66. MozaenupoBaHue ysa3BUMOCTEN TPOTOKOJIOB 3amuThl TLS;.
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67. Pa3paboTka cpeiCTB aBTOMATHU3ALMU JIJIs1 HACTPOMKHU CPE/ICTB 3aIIUTHI HHPOPMALIUU OT
HECAHKIIMOHUPOBAHHOTO AOCTYIIA;.

68. MojenupoBaHue PUCKOB HH(MOPMANMOHHONW O€30MacHOCTH B WH(GOPMAIMOHHBIX
cucTeMax, IOCTPOCHHBIX 110 TEXHOJIOIUU OJIOKUEHiH;.

69. O1eHKa 1 aHAIM3 PUCKOB C MCIIOIb30BaHUEM mporpaMMmHoro obecneuenus CORAS;.

70. MoaenupoBaHue yrpo3 NEPCOHATIbHBIM JaHHBIM B OpPraHU3ALUY;.

71. OueHka 3alIMIIEHHOCTM IOMEILEHUS OpraHu3aluud OT YTE€UKH pedyeBOU
KOH(pHIeHIIMATbHON UH(OPMAIMK 10 KaHAIly 3JIEKTPOAKYCTUYECKUX IPeoOpa3oBaHMii;.

72. OueHka 3alMIIEHHOCTH TEXHUYECKUX CPEACTB M  CUCTEM  OpraHMU3aluM,
OpeJHAa3HAYeHHbIX Uil  00paOOTKM, XpaHEHMs M Iepelaud MO0 JHMHUAM  CBA3U
KOH(UICHIHMATHLHOM HH()OpMALINY;.

73. OueHka 3alUIICHHOCTH  KOH(PUACHIMAIbHOM  HWHPOPMAMK  OpTaHM3alluH,
obpabareiBaemoii B TCIIN ot yTeuku 3a cueT HaBOAOK;.

74. OueHka 3alUIIEHHOCTH AaBTOMAaTU3MPOBAHHOIO pabodyero Mecra OT YTEUKH
KOH(pHIeHIIMaTbHON nHopMaruu 1o kanairy [IDMMU cunteiBatens SD-kapr;.

75.  Pa3paboTka  cpeacTB  aBTOMAaTH3alMM Ui KOHTPOJS  3AIIMIICHHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM I10 TpeOOBaHMUAM 0€30MaCHOCTH HH(POPMALINH;.

76. ABTOMaTU3UPOBAHHBII BHIOOP MEp M CPEACTB KOHTPOJIS U YIpPaBJIECHUS 1O 3aJaHHBIM
pHCKaM C MCIOJb30BaHUEM HEMPOHHBIX CETEM;.

77. AcuMMeTpHUYHbIE KPUIITOCUCTEMBI U METObI 00ecIeyeHNs KOH(UACHIUAIBHOCTH TIPU
UX HCII0JIb30BAHUU;.

78. Opranuzanus NOporpaMMHON 3aiiuThl (ail;loBoro cepsepa € HCHOJIb30BaHUEM
BO3MOYKHOCTEH OTepanoHHOl cuctembl Astralinux;.

79. Opranu3zauus ayauta MHGOpPMALMOHHOM  OE€30MacCHOCTHM  OpraHM3aluu ¢
UCTIOJIB30BAaHUEM CIIEIIHATIBLHOTO IPOTPAMMHOTO 00ECTICYCHHS;.

80. MeToasl M TEXHOJIOTMM OOHAPYKEHHsI CKpPBITHIX KOHTEHHEPOB B COOOLICHHUAX
METOJJaMH CTaTUCTUYECKOIO aHAJIN3a;.

81. Opranu3anus IporpaMMHOMN 3aIIUTHl BeO-cepBepa C UCIOIb30BAHUEM BO3MOXKHOCTEH
omnepanroHHoi cucteMbl Astralinux.

82. O1eHKa OMAaCHOCTH YSA3BUMOCTEN CMapT-KOHTPAKTOB B TEXHOJIOTUH OJIOKYEHH;.

83. MojenupoBaHue ysa3BUMOCTEH TPOTOKOJIOB 3aIUThl SSL;.

84. MozaenupoBaHue yI3BUMOCTEH IPOTOKOJIOB 3aluThl HH(popMarun B ceTsix Kerberos;.

85. Aymur 0€30MacHOCTH JIOKAJbHOW BBIYUCIUTEIBHOW CETH OpraHu3aluu ¢
UCIMOJIb30BaHUEM CKaHepa 0€30MacHOCTH;.

86. ABTOMaru3alnMs NPOIECCOB MEHEIKMEHTa HHPOPMAIMOHHON O0€30MacHOCTH B
OpraHu3alui;.

87. Pa3zpaboTka KBECTOB 110 OOYyYEHHUIO TEXHOJOTUU MPOHUKHOBEHUS B 3aLIUILEHHYIO CETh
(9TUYHBIN XaKHHT);.

88. AHaIM3 TEXHOJIOTUN Pa3pabOTKH CMAPT-KOHTPAKTOB U BBISBICHUE UX YS3BUMOCTEH;.

89. Onenka 3anumeHHocTH APM OoT yTeukn KOH(pUIeHIIMaIbHOI HH(OpMAIMK IO KaHATY
I[I9MMU maTpuisl MOHUTOPA;.

90. TexHoyoruu peBepcHHra (0OpaTHOrO MPOTPaMMHUPOBAHMSA) M UX MPUMEHEHHE NpPU
HCCJIEIOBAaHUH HEJEKIapUPOBAHHBIX (QYHKIIUN MPOrpaMMHOI0 00ECTIEUEeHHUS;.

91. Obecneuenne uHPOpPMaMOHHONW Oe3onmacHocTH HMHTepHeTa Bemedl B 1HU(POBOI
HKOHOMUKE;.

92. OreHKa OMAacHOCTH YA3BUMOCTEH OecrpoBOIHBIX WH(MOPMAIMOHHBIX TEXHOJOIWH Ha
ocrHose Kali Linux;.

93. Opranuzanus pexuma 3aIllUThl KOH(QUASHINMATFHOW WHGOPMAllUU Ha NPEANpPUITUU
rOCy/IapCTBEHHOTO CEKTOPa SKOHOMHUKHU;.

94. Amnanmu3 meronoB obecrieueHUs MH(OpMAIMOHHON 0e30macHOCTH B OECHPOBOHBIX
CeTsX nepenayu UHGpOpMaLnu;.

10.03.01 BAC 6496 DU B 2025/CYOC 3++



95. 3ammra uHdopmaruu B konuemniuu cragaapra 'OCT P 27001-2006 (ma mpumepe
00IIIeCTBEHHOM OpPTraHU3aInn );.

96. Opranuszanus CHELHMATIbHBIX HMHCTPYMEHTAJbHBIX IPOBEPOK IEpPCOHANA JUIs
IPOTUBOACHCTBUS UHCAIIEPCTBY B (PUHAHCOBOM YUPEXACHUU (HA IMPEANPUITUN SHEPTETUKH);.

97. VHBeHTapu3auus U KiIacCUPHUKAIMI MHPOPMAIMOHHBIX AKTUBOB OPTaHU3AIMH TPU
OLIEHKE PUCKOB;.

98. MuBeHTapu3auus U KiIacCUPUKAIMI MHPOPMAIMOHHBIX AKTUBOB OPTaHU3AIMH TPU
OLIEHKE PUCKOB;.

99. TexHOJIOTHUS 3aIIMTHI ABTOPCKUX MPaB MYJIbTUMEAMUHBIX (ailJIOB C MCIOIB30BaHUEM
IU(PPOBBIX BOASHBIX 3HAKOB;.

100. MeTronuka reHepaiy ClieHapueB 1EJIeBbIX aTak Ha MHPOPMALIMOHHBIE CUCTEMBI;.

101. Ouenka 3anUIEHHOCTH TUTAHIIETHBIX KOMIBIOTEPOB OT YTEYKHU KOH(DHUICHIIMATBHON
uHpopmanuu o kanany [I13MU;.

102. Pa3zpa®oTka KOMIUIEKCAa IIpaBWJI, NPOLEAYP M MNPAKTHUYECKUX IPUEMOB 3allUTHI
uHpOpPMaLUK B MOOMIIBHBIX YCTPOHCTBAX;.

5.2. TpedoBanusi kK BKP

[TonmHOCTBIO ODOPMIIEHHBIN JUILIOM aBTOP caeT pykoBoauTento 3a 10 pabounx aHei 1o
3amuThl (+2 CD-nucka ¢ TekcToM padoThl).
PykoBoauTeNb MPOBOAUT CO CTYACHTOM MPEA3AIIUTY C YIaCTHEM 3aBEYIOIIETO UITH
3aMECTHUTEIS 3aBEIYIOIETO M0 yueOHOU padore.
He no3nnee uem 3a 7 paboynx JHEH 10 3aIIMTHI aBTOP MEPeaeT AUIJIOM PELICH3EHTY.
JlurioM, OT3bIB PYKOBOJIUTENS M PEIIEH3Us Ha paboTy TOJKHBI OBITh IPEACTABICHBI HA TOIHCH
3aBenyrolieMy Kadeapoi as Aomycka K 3alIiTe He To3/1Hee 4eM 3a 2 pabouyux JHS 10
3acenanus I'OK.

Pexomenyemas npogomxurensHocThb 3amuThl BKP — He Ooniee 30 munyt. [lponenypa 3ammrsl
BKP cocTout u3 cienyroumx 3Tanos:

*00bsBienue cexperaps ['OK 00 ouepennoii 3amute BKP (aBrop BKP, rema BKP,
pykoBoautens BKP u Hannuue noiHoro KoMiekTa JOKyMEHTOB)

*JIOKJIaJT 00yJaroIierocs

srpescTaBieHue oT3biBa pykoBoaurenast BKP u penensun(it)

*OTBETHI 00yHUaroIerocst Ha Bonpockl wieHos [ OK.

5.3. O0beM TeKkcTOBOM YacTH

[ToaroroBka k 3amure BKP HaunHaeTcs Ha nmocneaHeM ceMecTpe 00y4eHHs B COOTBETCTBUU
C KaJIeHJIJapHbIM TpauKOM y4eOHOro IUIaHa.
[TpakTnyeckue marepuainsl A BeinoaHeHus BKP coOuparorest cryneHToM B Xo1€
PEIUIUIOMHON TPAKTHKU.
Tema BbIyCKHON KBaTH(PUKALMOHHOM pabOThI 10JKHA OBITh aKTyaJIbHOM, PEJICTABIATh
HAy4YHBIN U (WJIM) MPAKTUYECKUI HHTEPEC U COOTBETCTBOBATH BHIOPAHHOMY
CTYJEHTOM HalpaBJIEHUIO OJTOTOBKH.
[TepeueHb TeM BBITYCKHBIX KBaTU(UKALMOHHBIX pabOT pa3pabaThIBaeTCs BHITyCKAIOIEH
kaeapoit. Obyuaromniemycs MpeaoCcTaBIsIeTcsl IPaBo BEIOOPA TEMbI BBIITYCKHOI
KBaJIM(DUKAIIMOHHOM pabOThI U3 YKCIa TEM, MTPEII0KEHHBIX BhIITyCKarolei kadeapoil.
[To mucbMEHHOMY 3asIBIICHUIO O0YYAIOLIHICS MOXKET MPEJUI0KUTH CBOIO TEMY C HEOOXOAUMBIM
000CHOBaHUEM 11€7IeCO00Pa3HOCTH €€ Pa3pabOTKH JJIsl TPAKTUYECKOTO MPUMEHEHHUS B
COOTBETCTBYIOLIEH 007acTH PO eCcCHOHATBHOM IEATETBHOCTH UM HA KOHKPETHOM 00BEKTE
npodecCuoHaTbHON NeSTENbHOCTH.
Tembl BKP yTBepxkaatoTcst IpOTOKOJIOM 3aceanus Kadeaphl.
J171s MOATOTOBKY BBITYCKHOW KBaJIM(UKAIIMOHHOM paboThl CTYJIEHTY Ha3HavYaeTcs
PYKOBOJUTENb U, IPU HEOOXOIUMOCTH, KOHCYJIbTAHTHI.
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OcHoBHBIE (PYHKIIMN HAYYHOTO PYKOBOJIUTENS BBITYCKHOM KBaJIM(UKAITMOHHON PabOTHI:

— (hopmupoBanue 3a7aHus Ha ToAroToBKY BKP;

— KOHCYJIbTHPOBAHHUE CTYICHTA IO MO00PY JIUTEPATYPHBIX HICTOYHUKOB M MH(POPMALINH,
HEeOOXOIMMEIX 118 BhInojHeHns BKP;

— IPOBEACHHUE CUCTEMATUUECKUX KOHCYJIbTALUN IO IPOBOJUMOMY HCCIIEL0BAHUIO;

— KOHTPOJIb BBINOJIHEHUS X01a pabOoThI, OLIEHKA COJEPKAHUS BBIIOJIHEHHON paboThI

10 YacTSM H, B Cllydyae HEOOXOAMMOCTH, BHECEHUE KOPPEKTUPOBOK;

— Mpe/ICTaBIEHUE MMCbMEHHOTO OT3bIBA, COAEPIKALIETO XapaKTEPUCTUKY PaOOThI

CTYJEHTHI B iepuoa noarorosku BKP;

— OKa3aHue MOMOUIH (KOHCYJIbTUPOBAaHUE CTY/I€HTA) B IOJrOTOBKE IPE3EHTAllMU U
BCTYNUTEIBHOTO cJ10Ba (Aokaana) ais 3amuTtsel BKP.

B 00s13aHHOCTH KOHCYJITAHTA BXOJUT:

— OKa3aHue MOMOILHY CTYJEHTY B I0100pe HEOOXOAUMOM JINTEPATYPhI, B UACTH COAECPHKAHUS
KOHCYJIbTUPYEMOIO BOIIPOCa;

— KOHTPOJIb XO/a BBITOJIHEHHSI BHITYCKHOW KBaJTHM(PUKAIIMOHHON pabOThI, B YaCTH COACPIKAHUS
KOHCYJIbTUPYEMOIO BOIIPOCA.

[Tocne yTBep:KIeHHS TEMBI BBITYCKHOH KBAIM()UKAITMOHHOW pabOThI HAyYHBIN PyKOBOJUTEIND
COBMECTHO CO CTY/I€HTOM U, ITP1 HEOOXOAUMOCTH, C IIPUBJICYCHUEM KOHCYJIbTAHTA,
pa3pabarbIBaeT 3aJjaHne Ha MOATOTOBKY BBITYCKHON KBAIM()UKAITMOHHON

paboTHI.

3aaHue BKJIIOYAET B ce0sl Ha3BaHUE, IEPEUEHb MOJUIeKAIINX pa3paboTKe BOIIPOCOB,
nepevyeHb UCXOIHBIX JTaHHBIX, HEOOXOAUMBbIX AJ1s BeinoiaHeHus BKP (HopmatuBHbIe
IIPABOBbIE AKTHI, HAYYHAas U ClieUalIbHAsl JTUTEpATypa, KOHKpETHas IepBUYHAs HHPOpMaIus),
KaJIeHJapHbl{ IU1aH-rpaduK BHINOIHEHUS OTAENbHbIX pasznenoB BKP, cpok

IIPEJICTaBICHUSI 3aKOHUYEHHOM pabOTHI.

BKP BrInonssiercs cTyIeHTOM CaMOCTOSITEIBHO B COOTBETCTBUHU C 33JaHUEM.

KoHTposb 3a X0/10M BBINIOJIHEHUS pa0OT, IPETYCMOTPEHHBIX 3aJaHUEM, OCYIIIECTBIIAETCS
Hay4yHbIM pyKoBoauTeneM. OTcTaBaHUE OT KaJEHAApHOTO IJIaHa MOATOTOBKH

BBIMYCKHOM KBaJTNU(UKALMOHHON pabOThI TOBOJAUTCS HAyYHBIM PYKOBOAMTEIIEM JI0 CBEICHUS
3aBeyrouero kadeapoii.

Hammcanne BKP umeer nienbro 3aKperuieHne, CHCTEMAaTH3alUIO0 U PACIIMPEHUE TEOPETUYECKUX
3HaHUH U yriyOiaEHHOE UCClIeJOBaHUE aKTyalIbHBIX MTPo0OJieM B chepe

"TexHonoruu pazpaboTKu IporpaMmMHoro odecreyeHus". B mponecce BhIOIHEHUS

BKP cryneHT nomkeH nokaszaTh TEOpETHUECKUE 3HAHUSA, TOJIyUE€HHBIE B ITpoLecce 00yUeHHUs,
IIPOSIBUTH HABBIKK CAMOCTOSITENIbHOU paboThl, CHOCOOHOCTH pellaTh KOHKPETHbIE PAKTUYECKHE
3a/1a4H..

5.4. O0beM 1eMOHCTPALIMOHHOH YaCTH

K 3amuTe K BBIMYCKHOM KBaTHM(pUKAIMOHHON pabOThI 10MYCKAETCS CTYIEHT YCIEIIHO
CHABILNI IOCYIapCTBEHHBIN 3K3aMEH, a TAK)KE IIPU HAJIMYUU IIMCbMEHHOMN PELEH3UN PELICH3EHTa
Y OT3bIBa HAYYHOTO PYKOBOJUTEIIS, IOCTIE MOTYYEHHs] Ha TUTYJIHHOM JIMCTE BBITYCKHON
KBAJTM(PHUKAIIMOHHOHN pabOoThI MOANUCEH HAYYHOTO PYKOBOAUTEINS U JOIMYCKa 3aBEAYIOIIETO
Kadeapoi (WM 3aMecTUTEN 3aBeyIoNIero kKadeapou mo yudeoHoi padore)..

5.5. llopsinok BbimosiHeHust BKP

1. ITonyuenne 3ananus Ha BKP ot pykoBoaurens.

2. CornacoBaHue U yTBEpXKJI€HHE CTPYKTYpbI paboThl pykoBoauteiem BKP.

3. Bemoaaeane BKP B coOTBETCTBHM C 3aIaHUEM.

4. Odopmienue BKP B cooTBeTcTBHE € TpeOOBaHUSIMHU.

5. DKcnepTr3a roTOBON BBIMTYCKHOM KBaTU(UKAMOHHON pabOThl HA 3aMMCTBOBAHUS.

6. Ilepenaya HanrcaHHOW U 0()OPMIIEHHON PaOOTHI AJIS MTOIYYEHUS OT3bIBa PYKOBOIUTEIIS.
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7. IloaroroBka AOKJIaga U MIPE3EHTALIMOHHOT0 MaTepuaia ais 3amuTsl BKP.
5.6. Ilpouenypa 3amutsl BKP

3amurta BKP npoBoautcs B nopsjke, yrsepxaeHHOM B [losiokeHnn o rocyapCcTBEHHOM
uToroBou arrecranuu odydaromuxcs B DI'bOY BO «<HUY «MBON».

5.7. Kpurepun oueHkHu pe3yabTaToB 3amuTsl BKP

K T'MA pomyckaercss oOydYarOIIMICS IMOCJE YCIEIIHOTO MPOXOXKIACHUS MPOMEKYTOUHON
aTTeCTalluM IO BCEM AUCHUIUIMHAM (MOIYyJsIM) M IpaKkTUKaM 00pa30BaTENbHOM MPOTrpaMMBL.
CdopMUpOBaHHOCTh  KOMIIETEHIIM,  yCTAHOBJIICHHBIX  00pa3oBaTeNIbHOM  MpOrpaMMoH,
HOJTBEPKIACTCA pe3yJbTaTaMy 00ydeHUs 1O TUCHUIIMHAM (MOIYIISIM) U MPAKTHKaM y4eOHOTo
IIaHa.

Ha 3ammre BKP  omnenuBaercss — cmocOOHOCTh — BBIYCKHHMKA — OCYLIECTBIISTH
npodecCHOoHANBHYIO IeATeIbHOCTh HE MEHEee YeM B ofHoU obmactu (chepe) npodeccruoHalbHON
JEeSITeTbHOCTH M peIiaTh 3a7a4d IpopeCcCHOHATBHON ACATETPHOCTH HE MEHEE YeM OJIHOTO THUIIA,
YCTaHOBJICHHBIE 00Pa30BaTEIHHON MTPOrPAMMOii.

[Ixana u KpUTEepUU OLIEHUBAHUS pe3yabTaTOB 3auThl BKP

Ne | [Toka3zarenb HIkana | Kpurepuii oneHuBaHus Bec
OLIEHKH noKa3areJis,
%
1 | Ouenka pe3ynbTaToB 5 cpennuii 6amn mo npwioxeHuto | 30
00y4eHus 1o 4 K JUIJIOMY C OKPYTJICHHUEM J10
JTUCIUILTHHAM 3 COTBIX J0JIei
(Momynsim) U
MIPAaKTUKaM y4eOHOro
TTaHa
2 | doknag u 5 - IOKJIaJ 1 15
JEMOHCTPALIMOHHBIN JEMOHCTPALIMOHHBIN MaTepHuall
MaTepuan OXBaThIBaIOT Becb 00beM BKP,
UMEIOT JIOTHYECKOE U YETKOE
MIOCTPOCHHUE;

- 00beM U opopmIleHHE
JEMOHCTPALIMOHHON YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEeOOBAHMUSIM;
- BpeMsl JIOKJIaJia HaXOJIUTCA B
paMKax, YCTaHOBJICHHBIX B
ITonoxenuu o
rOCyJ1apCTBEHHOW UTOTOBOM
aTTecTaruu 00yJaronuxcs B
®I'bOY BO «HUY «MDBNx;

- o0yyJaromuiics yBEpeHHO U
npodeccrnoHanbHO, TPAMOTHBIM
SI3BIKOM, SICHO, YETKO U
MOHSTHO U3JIaraeT CoAepKaHnue
U CyTh pabOTHI

4 - IOKJIaJ 1
JIEMOHCTPAIIMOHHBIN MaTepuan
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O0XBaTBIBAIOT Bech 00beM BKP,
JOTHYHOCTh U
IMOCJICI0BATEIIBHOCTh
MTOCTPOCHHUS TOKJIaaa
HECYIIECTBEHHO HAPYIICHBI,

- 00beM U opopmIeHHE
JEMOHCTPAIIMOHHON YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMs JOoKIIaaa
HECYIIECTBEHHO BBIXOUT 3a
paMKH, yCTaHOBJICHHBIC B
ITonoxenuu o
rOCyJ1apCTBEHHOW UTOTOBOM
aTTeCTaluu 00yJaronIuXxcs B
®I'BOY BO «HNY «MDNx;

- 00yyJaromuiics B eJI0M
YBEPEHHO, TPAMOTHBIM SI3BIKOM,
YETKO U IOHATHO M3JIaract
COJIEp>KaHue U CYTh pabOTHI

- TOKJIaJ 1
JEMOHCTPALIMOHHBINA MaTepHal
OXBAaTHIBAIOT OOJIBIIYIO YACTh
oowema BKP, normunocts u
MOCIIeZI0BATEILHOCTD
MIOCTPOEHHUS JOKJIaJa
HapYIICHBI;

- 00BeM U opopMieHuE
JEMOHCTPALIMOHHON YacTH B
1IETIOM COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHMUSIM;
- BpeMsl JIOKJIaJia CYIIeCTBEHHO
BBIXOJIHT 32 PaMKH,
ycTaHoBiieHHbIE B [lonoxennn
0 rOCyAapCTBEHHOW UTOTOBOU
aTTecTaluy o0y4JaroluXxcs B
®I'BOY BO «HNY «MDNx;

- o0yyJaromuiics u3naraer
CoJIep’KaHue U CyTh pabOThI
HEYBEPEHHO, HEUETKO,
JOTTyCKaeT OITUOKHU B
HCIIOJIb30BaHUU
npodecCuoHATBHON
TEPMUHOJIOTUH;

- TOKJIaJ| OTINYaeTCs
ITOBEPXHOCTHOMN
aprymMeHTanuenl OCHOBHBIX
MOJIOKECHHH;

- JIOTUYHOCTD U
MIOCJIEI0BATEIBbHOCTh
IIOCTPOEHHUs T0KJIa1a

HapyIIEeHBbI;
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- BpeMs JOKJIajia CyIIeCTBEHHO
BBIXOJIHT 32 PaMKH,
ycraHoBieHHble B [lonoxxeHun
0 rOCYAapCTBEHHOM UTOTOBOM
aTTecTaluy 00y4aroluXxcs B
®I'bOY BO «HNY «MDBNx;

- o0yyJaromuiics u3araer
coJiepKaHue U CyTh pabOTHI
HEYBEPEHHO U JIOTHYECKH
HEIOCIIEA0BATEIbHO,
MOKa3bIBaeT ciiabble 3HAHUS
IIpeaMeTa BBIITYCKHOMN
KBaTM(UKAITMOHHON pabOTHI,

3 | OT3BIB pyKOBOJUTETS O
pabore

Ha OCHOBC OT3hIBa
PYKOBOOUTEIIA IO PECIICHUIO
I'OK

15

4 | OTBeTHI Ha BOMPOCHI
wieHoB [ DK

g1l W | 01

o0yyaroIuiicst OTBeYaeT Ha
BOIIPOCHI IPaMOTHBIM SI3BIKOM,
SICHO, YETKO U MOHATHO;
BOIIPOCHI, 33]JaBacMble
wieHamu ['OK, He BBI3BIBAIOT y
00yuaroIerocs CyueCTBEHHbIX
3aTpyAHEHUI;

oOydJaronuiics OTBEYaeT Ha
BOIIPOCHI TPAMOTHBIM SI3BIKOM,
4ETKO U MOHSTHO;
OOJIBIIMHCTBO BOIIPOCOB,
3ajaBaeMbIX wieHamu I DK, He
BBI3BIBAIOT y 00yYaroIIerocs
CYIIECTBEHHBIX 3aTPyIHCHHUI,

Ha MOCTaBJICHHbIE BOIPOCHI
oOydJaronuics oTBeYaeT
HEYBEPEHHO, JTOTMYECKH
HETIOCJIeI0BATENLHO,
JIOIyCKAeT MOTrpeIHOCTH,
myTaercs B NpohecCuOHaAIbHOM
TEPMUHOJIOTHH;

o0yyaroImuics: HempaBUIbHO
OTBEYAET HA [TOCTABJICHHBIE
BOIPOCHI WM 3aTPYIHSAETCS C
OTBETOM

40

* — cymMMa BecoB mokazatenei gomkHa 0b1th 100%

Kaxnapiii wieH ['OK BBICTaBISET OLEHKHM MO KaXKIOMY IIOKA3aTENI0 B COOTBETCTBUHU CO
LIKAJION M KPUTEPHUSIMHU OLICHUBaHUs pe3yiapTaToB 3amuThl BKP. OneHka pe3ynbTaTtoB 3aliuThl
BKP kaxnasiM unenom ['OK onpenensercs HHTErpajIbHO C yUETOM BeCca Ka)KJI0T0 MOKa3aTelsl.

Urorosast omenka 3a 3ammty BKP onpenensiercs xak cpemneapudmeTndeckas OIECHOK,

BBICTaBIICHHEBIX wieHamu ['OK ¢ OKPYTJICHUEM O LICJIOT0 YHUCJIa.

6. YYEBHO-METOANWYECKOE U UTHOOPMALIMOHHOE OBECIIEYEHHUE I'HA
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ITpu noaroroBke k 'MA cTyaeHT MOKET BOCIIOIb30BAThHCS

6.1 IleyaTHble U IJ1eKTPOHHbIE U3IAHUA:

1. MunzoB, A. C. IlpodeccuonanpnHas d3tuka B cdepe HHPOPMANMOHHON U
IKOHOMHYECKOU Oe3omacHocTH : [MoHorpadus] / A. C. Mun3zos, Hau. uccien. ya-t "MOUN", Un-
T uHpopMaIl. u 3KoHOMHY. Oe3oracHocTu. — M. : BHUMreocucrem, 2013. — 132 ¢. — ISBN 978-
5-8481-0135-5.

2. Ilerpenko, C. A. Aynut 6e3onacHoctH Intranet / C. A. Ilerpenko, A. A. Ilerpenko. —
M. : IMK Ilpecc, 2002. — 416 c. — (MadopmanmionHbIe TEXHOIOTHH IS nHKeHepoB). — ISBN 5-
940741-83-5.

3. babam, A. B. Madopmarmonnas 6e30macHOCTh: J1a00paTOpHbIA MPAKTUKYM : ydeOHOe
nocobue / A. B. babam, E. K. bapanosa, FO. H. MenbaukoB. — 2-¢ u3a., crepeotun. — M. :
KuoPyc, 2013. — 136 c. + CD. — (bakanaBpuar). — ISBN 978-5-406-02760-8.

4. babam, A. B. Kpunrorpapudeckue meroasl 3amuThl uHGopManuu. 1.3 : ydeOHO-
meroaunyeckoe nocobue mo creruanbHocT 080801 "Ilpukmagnas mHpOpMatuka" M APyrum
MEXIUCIUILTMHAPHBIM crienanbHocTsaM / A. B. babam. — 2-e uza. — M. : PUOP : UTH®PA-M,
2014. — 216 c. — (Bricmiee o6pa3oBanue. bakanaBpuart). — ISBN 978-5-369-01304-5.

5. llly6un, B. U. becripoBoaHbie ceTH nepeqadu JaHHBIX : yueOHOE ocoOue Jj1sl BY30B MO
Hanpasienuio 210700 "MHpOKOMMYHHUKAlIMOHHBIE TEXHOJIOTUH U cucTteMbl cBs3u" / B. W.
HIy6un, O. C. KpacunsHukoBa. — 2-e u3a. — M. : By3oBckas kaura, 2013. — 104 c. — ISBN 978-
5-9502-0725-9.

6. IlpaBoBoe oOecreyeHne KOHTpPOJIA, YydyeTa, ayAuTa U CyAeOHO-?KOHOMHUYECKON
JKCHEPTU3bl : YUYEOHMK JUIsl CTYJEHTOB BY30B, OOy4arolUXCs IO IOPUAWYECKUM,
SKOHOMHYecKHM HarpaBiaeHusMm / E. M. Amvapuna, H. M. Apremos, A. b. beuts, [u ap.] ; pen.
E. M. Ammvapuna. — 2-¢ u3n., nepepad. u gon. — Mocksa : HOpaiir, 2020. — 299 c. — (Bricmee
oOpa3zoBanue). — [lox obuum pykoBoactsom B. B. Epmiosa. — ISBN 978-5-534-09038-3.

7. Hao K.X. Uadpopmanmonnas 6ezonacHocts B ACY TII : marucrepckas muccepraims /
Hao K.X., Han. uccnen. yu-r "MOU", Kadenpa aBTOMaTU3MpPOBAHHBIX CHUCTEM YIPABICHUS
texHosornaeckumu mporeccamu ( ACYTII). — M., 2015. — 87 c. — muccepranusi TOJIHKO B
3JIEKTPOHHOM BHJIE, /NIl YTEHUS IEPENANTE B 3JIEKTPOHHYI0 OnbOanoTexky MOU.

8. Kubepbe3onacHocTh LU(POBOM MHAYCTPUHU : TEOpUS U TMpPaKTUKA (YHKIMOHAIHHOU
ycroitunBoctu Kk kubeparakam / [1. I1. 3erxna, E. b. Anexcanaposa, M. O. Kanunus, [u 1p.] ;
pea. J. I1. 3erxna. — Mocksa : ['opsiuas JIunus-Tenekom, 2020. — 560 c. — ABTOpbI yKa3aHbl Ha
oboporte Tut. 1. — ISBN 978-5-9912-0827-7.

9. l'anarenxo, B.A. Crannaptel nHhopmarmonHon 6e3omnacuHoctu. Kypc nexiuii : yaebHoe
nocoOue JUIsi BY30B IO CIEHUAIBHOCTSAM B 00JacTH MH(POPMALMOHHBIX TexHosoruit / B.A.
['anarenko ; Pex. B. b. berenun. — 2-e uzn. — M. : UaTtepHet-YH-T nHpopM. TexHonorui, 2012,
—264 c. — (OcHoBBI HHPOPMALMOHHBIX TexHOonoruit). — ISBN 978-5-9556-0053-6.

10. Manerun, B. ®. MHpopmanmonHas 0e300aCHOCTh KOMIBIOTEPHBIX CUCTEM U CETEH :
yuebHoe nocobue sl CpeHero npodeccHoHaIbHOr0 00pa3oBaHMsl 10 IPyIIe CHeHaIbHOCTEeN
"Undopmaruka u BerunciaurensHas Texuuka" / B. @. Hanerun. — M. : ®opym : UHOPA-M,
2012. — 416 c. — (IIpodeccronansrnoe odpazoBanue). — ISBN 978-5-8199-0331-5.

11. Capture the Flag [CTF]. UrpoBeie Momenu MOATOTOBKH CHEIHAINCTOB B cdepe
KOMITBIOTEPHOM 0€30MacHOCTH : [yueOHO-MeTonudeckoe nocodue ams npenojasatenei] / A. 1O.
EropoB, A. C. MunsoB, A. 0. Hesckuii, O. P. bapoHoB, MNHXEHEpHO-?KOHOMUY. HH-T
HalMoHanpHOrO wuccnen. yH-ta "MDOH", Kadenpa "besomacHoctn u HHpopmannoHHBIX
Texuonoruii" (BUT). — M. : BHHUUreocucrem, 2018. — 72 ¢. — ISBN 978-5-8481-0232-1.

12. B. U. ABepuenkoB- "Aynut uH(pOpManmoHHOW Oe3omacHocTH", (4-€ W3x., cTep.),
NznarensctBo: "OJIMHTA", Mocksa, 2021 - (269 c.)

13. Tpopumon B. b., Temkun U. O.- "OkcneptHsie cucremsl B ACY TII", M3natenbcTBo:
"Undpa-Unxenepus", Bomoraa, 2020 - (284 c.)
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6.2 JIuneH3MOHHOE ¥ CBOOOTHO PacnpocTpaHsieMoe NPOrpaMMHOe obecrneyeHue:
1. CAO "ITpomereir"
2. Office / Poccuiickuii makeT 0(pUCHBIX MPOrpaMm
3. Windows / OniepanimonHas cuctema cemeiictBa Linux
4. Buneoxondepenuuu (Maiiaa, Coepmxkas, BK u mp)
5. Aatunnaruat BY3

6.3 UnTepHeT-pecypchl, BKIWYAsA NpodeccuoHaIbHbIe 0a3bl JaHHBIX U HHPOPMAIIMOHHO-
CIIPaBOYHbIE CHCTEMBI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckasi 0ubJnoTexa onyaiin' -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunas yj1ekTponHnas ouéauoreka - https://elibrary.ru/

4. DJIeKTPOHHBIE pecypchl H3aTeabcTBa Springer - https://link.springer.com/

5. baza nannbix Web of Science - http://webofscience.com/

6. ba3za nannbix Scopus - http://www.scopus.com

7. HammonanbHas J1eKTpoHHasi 6udamoreka - https://rusneb.ru/

8. 9BC "KouncyasTanT crygenrta" - http://www.studentlibrary.ru/

9. Kypuaa Science - https://www.sciencemag.org/

10. DaexTponnas 6udmoreka MIU (3B MDIH) - http://elib.mpei.ru/login.php

11. Uudopmannonno-cnpaBouynasi cucrema «Koaexc/Texakcnepr» -
Http:\\proinfosoft.ru; http://docs.cntd.ru/

12. OTkpbITasi yHUBepcUuTeTcKas nHpopmaunonnas cucrema «POCCHUSA» -
https://uisrussia.msu.ru

13. ®enepanbublii moptaa "Poccuiickoe o6pazoBanme’ - hitp://www.edu.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE

[Tpu noaroroBke k 'MA u nmpoBeaenust ' MA ucnonb3yroTcs yueOHble ayTMTOPUU U IOMELICHHE
JUISL CAaMOCTOSITENbHON paboThl oOyyatonuxcs. [IpuMepHsblii nepeueHb NOMEIEHUH TPUBE/IEH B
TabIuIE.

Tun nomeuenus Homep ayauropuu, OcHamenue
HAMMEHOBAHHE
ITomemenus mis HTB-303, CTOJI KOMITBIOTEPHBIN, CTOJI TUCbMEHHBIM,
CaMOCTOSITEIbHON JlexkumonHnas CTYJI, MPUHTEDP, KOHIUIUOHED, BEIIAJIKA JJIsI
paboTsI ayAUTOpHUS OJIeKObI, CBETUILHUK ITIOTOJIOYHEIN C
JMOJHBIMH JIaMIIaMU, KOMIIBIOTEPHAs CETh C
BBIXOZIOM B IHTEpHET, KOMITBIOTEP
IIEPCOHAJIbHBIN
ITomemenus mis M-507, CTOJI MIPENO0IaBaTelIsl, KOMIIBIOTEP
KOHCYJIbTUPOBAHUS IIpenoniaBaTenpckas MEPCOHAJIbHBINA, KOHJAUIMOHED
Y4eOHble ayIUuTOpUN M-509, YueOHnas CTOJI NIPEenoAaBaTes, CTyJl, CTOJI
JUJIS1 IPOBEJICHUS nabopaTopus MUCbMEHHBIN, KOMITBIOTEP NEPCOHATBHBIN,
IIPOMEKYTOUHOU "NHxeHepHO- JKpaH, MyJIbTUMEIUUHBIN ITPOEKTOP, CTEH]]
aTTecTalnu TeXHUYECKas 71abopaTOPHBIH, TEIEBU30D, KOHIUIIUOHED
3almuTa
uHpopmanun"
Ilomemenus mis M-511, YueOHnas CTOJI IIpenoAaBares, mapTra, CTym, IKpaH,
KOHCYJIbTUPOBAHUS ayAuTOpHUs MYJIbTUMEIUNHBINA TPOEKTOP, T0CKA
MapKepHasi, KOMIIbIOTEp NEPCOHAIbHbIN
ITomemenus mis M-506, CTOJI TIPETTO/1aBaTeNsl, KOMITBIOTED
KOHCYJIbTUPOBAHUS [IpenonaBarensckas MEPCOHAJIbHBINA, KOHJAUIMOHED
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Tun nomemenust Homep aynuropuu, OcHamenue
HAaMMEHOBAHHUE
VYuebnsie ayauropun | JK-120, MamuHHbII cepBep, KOHAUIMOHEP, KOMMYTAaTOp
JUJTA IPOBEICHUSA 3an MBI]
MPOMEKYTOYHOM
aTTeCTalluu

TTomerenust misa K-202/2, Cxnan CTEJUTaX JJIA XpaHEHUs WHBEHTAps, IKad s

XpaHEHUs kadeapet BUT XpaHEeHUs] UHBEHTapsI, MKad 11 JOKYMEHTOB,

obopynoBaHUs U
y4e0HOT0 UHBEHTapPs

CTOJ, CTYJI, CBETHIILHHUK ITOTOJIOYHBIH C
JFOMUHECIICHTHBIMU JIaMIIaMHU, KOMMYTaTop,
TyMO0a, JJIEKTPHUYECKUE PO3ECTKH, 3aIlaCHbIC
KOMIUICKTYIOIIUE JITIs1 000pyI0BaHUS,
nH(pOpMaIMOHHBIC (MHTEPHET) PO3ETKH

ITomemmenust misa
CaMOCTOSITEIbHON
paboTsl

K-307, YueOnas
nabopaTopus
"OTKpBITOE
MIPOrpaMMHOE
oOecneueHue"

CTOJI IPEI0IaBaATENs], CTOJI KOMIIBIOTEPHBIH,
CTOJI y4€OHBIH, CTYII, KOMIIBIOTEP
[IEPCOHANIBbHBIH, CEPBEP, AIEKTPUUECKUE
PO3ETKH, KOMIIBIOTEPHAs CETh C BHIXO/IOM B
WNuTepHer, nHpOpMaMOHHbIE (MHTEPHET)
PO3ETKH, BelllayKa /Ui OJeK/bl, TymMOa,
KOHAMIIMOHEP, KOMMYTATOp, 10CKa
MapKepHasi, 3KpaH, MyJIbTUMEIUHHBII
IPOEKTOP

Ilomentenus st
CaMOCTOSITEITbHOM
paboThI

K-302, YucOnas
naboparopus
"UndopmannoHHo-
aHAJUTHYCCKUE
TexHoaoruu"

CTOJI IIPETo/1aBaTelisl, CTOJI KOMIIbIOTEPHBIH,
CTYJ1, KOMIIBIOTEp IIEPCOHAIIbHBIN, CEpBep,
UIEKTPUUECKUE PO3ETKU, HHPOPMALIMOHHBIE
(MHTEpHET) PO3ETKH, CBETUIBLHUK
IIOTOJIOYHBIN C TFOMUHECLEHTHBIMU JIAMIIaMH,
KOMMYTaTop, 10CKa MapKepHas, YKpaH,
MYJIbTUMEANMHBIN POEKTOP, KOHIUIIMOHED

16
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