MuHHCTEpPCTBO HAYKH U BbIcLIero oopa3osanusi PO
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpasienue noaroroBku/cnenuanbHocts: 10.03.01 Undopmanuonnas 6e30nacHOCTb
HaumeHnoBaHune o6pa3oBaTejibHOI NporpaMMel: Be3onacHocTh aBTOMATH3HPOBAHHBIX CHCTEM
YpoBeHb 00pa3oBaHusi: BbiciIee 00pa3oBaHue - faKkajaBpuaT

®opma o0yuenusi: OuHoO-32049HASA

Pabouass nporpaMma QM CHUILIHHBI
BE3OIIACHOCTDB BECITPOBO/IHBIX CETEU IIEPEJAYHA

HHOOPMALUU

BJok:

Baok 1 «/Iucuyuniaunbl (MoOxyJam)»

Yacrp 00pa3zoBaTebLHOM
NpPOrpaMMBblI:

YacTb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBIX OTHOIIEH Uit

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.09

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

10 cemectp - 4,

Yacos (Bcero) no yueoHomy
IIAHY:

144 yaca

Jexnun

10 cemectp - 16 yacos;

IIpakTnyeckue 3aHATHSA

10 cemecTp - 24 yaca;

JladopaTopHbie padoThI

10 cemecTp - 16 yacos;

Kouncynabranuu

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IUTOPHbIX 3aHSATHH

CamocTrosiTesibHasi padoTa

10 cemecTp - 87,7 uaca;

B ToM unciae Ha KIT/KP

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHasi padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

BKJIIOYAs:
KontpoabsHas padora

IIpomeskyTouHast aTTecTALUS:

3ayer ¢ OLEHKOM

10 cemectp - 0,3 uaca;
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1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI
Heasb ocBoenusi aucuumiannbl: ChopMupoBaTh y OyaylMX CHELUAIUCTOB CHUCTEMY IMOHATHH,
3HaHUH, YMEHMI M HaBBIKOB B OOJIACTH JEATEIILHOCTH, CBSI3aHHOM C TOA00pOM, SKCIUTyaTalnued u
o0city>)kxuBaHreM 000py10BaHUs HUPPOBBIX OECIPOBOAHBIX INPOKOMOJIOCHBIX CETEH CBS3U. .
3agauu AMCHMIIMHBI
- U3y4eHue (PU3MYECKUX OCHOB IIE€Peauy JaHHBIX 110 paJloKaHaIy U 0a30BbIMH IPHUHLIUIIAMU
OpraHu3aIy OECIPOBOAHBIX KOMITBIOTEPHBIX CETEH;;
- M3yuenune oCHOB HACTPOMKHU M SKCIUTyaTalluH LU(POBBIX OECIPOBOJHBIX KOMIIBIOTEPHBIX
ceTeit;;
- [TomyyeHne HaBBIKOB BBISBJICHUS YTPO3 U YSI3BUMOCTEH B O€CIIPOBOHBIX KOMIIBIOTEPHBIX CETIX
¥ IPUMEHEHUS] METOJIOB U CIIOCOOO0B 3aIUTH HH()OPMAIH B HUX;
- @opmupyeMble y 00ydaroerocss KOMIETEHIIMU U 3allJJaHUPOBAaHHbIE Pe3yJIbTaThl 00y4eHUs 110
JUCLUIIIINHE: .

dopmupyembie y 00yJaronierocs KOMNeTeHIUH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHIIUIi

Kox v HaumeHoBaHue Koa u HaumeHoBaHue 3amiaHNpPOBaHHbIE Pe3yJbTAThI 00yUeHHus
KOMIIeTeHIN U HHIMKATOPA T0CTHKEHUS
KOMIEeTeHLHH

[TK-1 I'oTOB K BHEIPCHUIO [IK-2.1nx-1 YcraHaBiuBaer u 3HATh:

CHUCTEM 3allUTHI HACTpauBaeT CpeCTBa 3auThl | - CYIIECTBYIOMNE CTAHaPThI JOKAILHBIX
unpopMaLmn uH(pOpPMALMY B O€CIIPOBOHBIX KOMITBIOTEPHBIX CETCH.
ABTOMATHU3HPOBAHHBIX ABTOMATHU3UPOBAHHBIX

CHCTEM cHCcTEMAxX YMETh:

- HaBBIKAMU HAaCTPOWKH CETEBBIX
nHTepdericoB OECITPOBOTHBIX
KOMITBIOTEPHBIX CETEH, METOIaMH
MOBBIIIEHUS 3alUIIIEHHOCTH
nepegaBaeMoi uepe3 HUX HHGopMaIuy;.

[IK-2 Cnocoben [TK-3.2nk-2 AnmuaUCTpUpyeT | SHATH.
aIMUHUCTPUPOBATH MIPOrPAMMHO-AIIAPATHBIE - IPUHIUIIBI TIOCTPOEHHs OECIPOBOIHBIX
CpEeJICTBA 3aIIUTHI CpEJICTBA 3ALIUTEI KOMIIBIOTEPHBIX CETEMN C PA3JIUYHON
WH(OPMAIIMH B MHMOPMAIHH B peanu3anuen puznyeckoro KaHaia, a
KOMITBIOTEPHBIX CUCTEMAX M | KOMIIBIOTEPHBIX CETAX TaK)Ke METO/IBI H CPEICTBA O0CCIICUCHHS
CeTAX nH(pOpMaIMOHHOW 0€30MaCHOCTH;.
PITIK-1 I'otoB o6ecnieunBats | UJI-1pnk-1 AIMUHUCTPUPYET 3HATh:
3amuTy HHQOpPMAaLIUY B CHCTEMBI 3aLUTHI - (pu3HYeCKHE OCHOBBI PAOOTHI
aBTOMaTU3UPOBAHHBIX uH(popManun TCICKOMMYHMKAIIMOHHBIX CUCTEM U
CHUCTEMax B IIPOLIECCe UX ABTOMATH3UPOBAHHBIX crcTeM | BO3MOIKHBIC YTDO3BI MH(OPMAIHOHHOM
IKCIUTyaTaluH 0€301MacHOCTH;.

YMETB:

- IPaKTUYECKHU MPUMEHATH TEOPETUUECKUE
3HAHUSA [IPU PELICHNH 33a4 3alUThI
nH(popMaluu B 6€CIPOBOIHBIX CHCTEMAX;.

2. MECTO JUCIUILIVHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JucuuniauHa OTHOCHUTCA K OCHOBHOM TpodeccHOHaIbHOM 00pa3oBaTeIbHOM MporpaMme
besomacHocth aBTOMaTu3upoBaHHBIX cuctem (nanee — OIIOII), nampasnenus moarotoBku 10.03.01
WNudpopmarinonHasi 6e30nacHOCTh, YPOBEHb 00pa30BaHus: BbIcIee 00pa3oBaHue - OakanaBpuar.




Bazupyertcst Ha ypoBHE cpeqHero oo1iero oopazoBaHusl.

Pe3ynbraTel 00yueHus, OTydeHHBIE IPH OCBOCHUH JUCLUILIMHBL, HEOOXOAUMBI IIPH BHIITOJTHEHUH
BBIITYCKHON KBaTM(PHUKAIMOHHOHN pabOoTHI.



3. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHbI
3.1 CTpyKTypa THCHUNIHHBI

OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET 4 3a4eTHBIX eMuHUIIbI, 144 yaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAIH 8 g | © |Jlex | Jlab | Ip — - VKK | TK A cemectpe | ATTECTALMH
M p /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Mogeins ceTeBoit 62 10 8 8 12 - - - - - 34 - Iloozomoska k nabopamopnoi pabome: Jlns
6e3omacHoCTH BBITIOJTHEHUS 33/1aHUH 110 JJaOOpaTopHOi padoTte
KOMMYTHPYEMBIX HEOOXOAUMO TPEBAPUTEIEHO U3YUHTh TEMY U
0ecrpoBOTHBIX 3a71a4M BBITIOJIHEHMS J1TA0OpaTOpHOil paboThI, a
JIOKQJIbHBIX CETEH. TaK K€ M3y4YUTh BOIPOCHI BApUAHTOB
ATaku Ha CeTeBYIO 00paboTKH pe3ysIbTaToOB 10 U3YYEHHOMY B
HHPOPMAMOHHYIO paszene "Mogens ceTeBoit 0€30IacHOCTH
uH(pacTpyKTypy KOMMYTHPYEMBIX OECTIPOBOTHBIX JIOKATBHBIX
6ecrnpoBOTHOM cereil. ATaku Ha ceTeBYIO HHPOPMAIMOHHYIO
KOMITBIOTEPHOM CEeTH nHppacTpyKkTypy O6ecrpoBOIHOI
1.1 ATaxu Ha CeTEeBYIO 62 8 8 12 - - - - - 34 - KOMIBIOTEPHOH ceTH" MaTepHaity.

nH(pOpMaMOHHYIO
HHQPACTPYKTYPY
0ecrpoBOTHON
KOMIIBIOTEPHOU CETH

1lo020mo6Ka K ayoumopHnovim 3aHAmMuAM:
[IpopaboTka JIEeKIIH, BEITOTHEHUE U
MOJICOTOBKA K 3amure jab. paboTh
Iloozomogka domauinezo 3adanua:
[ToaroroBka qOMaITHETO 3aJaHUSI HAIIPABJICHA
Ha OTpabOTKy yMEHUIl peneHus
npogeccCHOHANBHBIX 3a1a4. JloManrHee 3a1aHue
BBIIACTCS CTYACHTAM I10 H3YYCHHOMY B pa3Jieie
"Mozenb ceTeBOM 0€30I1acHOCTH
KOMMYTHPYEMBIX OECIPOBOIHBIX JIOKATEHBIX
ceTell. ATakd Ha CETEBYIO HH(POPMAITHOHHYIO
nHppacTpykTypy 6€CripoBOIHOM
KOMITLIOTEPHOM CETH" MaTepHany.
JIOTIOMTHUTETBHO CTYICHTY HEOOX0ANMO
U3YYUTh JTUTEPATYPY U Pa300paTh MPUMEPHI
BBITIOJTHEHUS TIOJ00HBIX 3aaanuid. [IpoBepka
JIOMAIITHETO 3aJ]aHusI TIPOBOJIUTCS TI0
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NPE/ICTaBICHHBIM TUCBMEHHBIM paboTaMm.
Ilo020mogKa K npaKmu4ecKum 3aHAMUAM:
W3y4yenue marepuana o paszaeny "Mopens
ceTeBOl 0€30MaCHOCTH KOMMYTHPYEMBIX
0ecrpoBOIHBIX JIOKAJIBHBIX CeTel. ATaKy Ha
CeTeBYIO MH(POPMAIMOHHYIO HHPPACTPYKTYpPY
OecrpoBOIHOW KOMITBIOTEPHOH ceTH"
MOATOTOBKA K BBITIOJIHCHUIO 3aJaHNH Ha
MPaKTHIECKNX 3aHATHIX
Camocmoamenvroe usyuenue
meopemuueckoz0 mamepuana: N3yuenue
JIOTIOJTHUTEJIBHOTO MaTepHaia o pasjieny
"Mopgenb ceTeBoil 0e3011acHOCTH
KOMMYTHPYEMBbIX OCCIPOBOIHBIX JIOKAIBHBIX
cereil. ATaku Ha CeTeBYIO HHPOPMAIMOHHYIO
HHPPACTPYKTYpPY OECIpOBOAHOIM
KOMITBIOTEPHOU ceTH"

H3yuenue mamepuanog 1umepamypuoix
UCIOYHUKOB:

[2], 32-45
[3], 3-20

MexaHu3Mbl 1
cpencTBa obecrieueHus
0€30IacHOCTH CETEBOM

nHpopMaMOHHOH
nHppacTpyKTyphl
0ecrpoBOTHON
KOMITBIOTEPHOM CeTH

64

12

36

2.1

MexaHu3MBbI U
cpezncTBa odOecIieueHus
0€3011acCHOCTH CETEBOH

nH}popMannoHHOH
nH}ppacTpyKTypHI
6ecrpoBOTHOM
KOMITIBIOTEPHOU CETH

64

12

36

Ilooz0mogka domauinezo 3adanun:
IToxroToBka OMAaINIHETO 3aJaHNUS HalpaBiIeHa
Ha OTpabOTKy yMEHUIl peneHus
npodeccuoHaNbHbIX 3aaa4. JlomaliHee 3a1aHne
BBIIAETCA CTYICHTAM I10 U3Y4YEHHOMY B pasjiene
"MexaHH3MBI B CPEICTBA 00CCIIeYCHUS
6e3omacHoCTH ceTeBOi HH(POPMAMOHHON
HHPPACTPYKTYPHI OSCIIPOBOTHOM
KOMITBIOTEPHOM ceTH" MaTepuay.
JIOTIOHUTENBHO CTYICHTY HEOOX0AMMO
N3Y4YUTH JIUTEPATYpPy U pa3odparh NpUMeEpsI
BBITIOJTHEHHS IOK00HBIX 3aanuil. [IpoBepka
JIOMAIITHETO 3a/IaHUs IPOBOIUTCS IO
NPE/ICTaBICHHBIM TUCBMEHHBIM paboTaMm.
ITodzomoeka Kk npakmuyecKum 3aHAMUAM:
Wzyuenne maTepuana 1o paszaeny "MexaHu3MBbI
U CpeacTBa obecrieueHus: 6€30MacHOCTH
ceTeBoil HH(POPMATMOHHON HHPPACTPYKTYPHI
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0ecrpoBOTHOM KOMITBIOTEPHOH ceTn"
MOJIrOTOBKA K BBIMIOJIHEHUIO 3aJaHUi Ha
MPaKTHYECKUX 3aHATHIX
Camocmoamenvroe usyuenue
meopemuyueckoz0 mamepuana: Vzyaeane
JIOTIOTHUTEIBHOTO MaTepHaia Mo pa3zieily
"MexaHU3MBI B CPEICTBa 00CCIICUCHNUS
0e30I1aCHOCTH CeTeBOI HH(POPMATMOHHON
HHPPACTPYKTYPHI OECIIPOBOAHOM
KOMIBIOTEpHOI! ceTH”

H3yuenue mamepuanoe 1umepamypHbix
UCHOYHUKOG:

[1], 225-245
[4], 5-15
[5], 33-40
3ayer ¢ OIeHKOH 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 144.0 16 16 24 0.3 70 17.7
HToro 3a cemecTp 144.0 16 16 24 - - 0.3 87.7

Ipumeuanue: Jlex — nexuuu; JIab — maboparopusie padboTsl; [Ip — npaktnyeckue 3ausatust; KIIP — aynuTopHble KOHCYIBTAUHU TI0 KyPCOBBIM
npoekTtam/padotam; MKKII — nnauBHTyanbHbIe KOHCYIBTALUH 110 KypCOBBIM IpoekTaM/pabotam; I'K- rpymnmnoBsie KOHCYIbTallMK O pa3jienaM
mucturuael; CP — camoctosarensHas padorta cryaenta; MKP — nunas konraktHas padota; TK — Texkymmii koHTposb; [TA — npomexyTrouHas

aTTeCcTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Modenv cemesoti 6e30nachocmu KOMMymupyembvlx 0ecnpos8oOHbIX JOKAIbHbIX cemetl. Amaku
Ha cemesyo UHDOPMAYUOHHYVIO UHPPACMPYKIYDY Oecnpo80OHOU KOMNbIOMEPHOU cemu

1.1. Ataku Ha ceTeByI0 HH()OPMAIIMOHHYIO HHPPACTPYKTYPY OECIIPOBOAHON KOMITBIOTEPHON
ceTH

JlokanbHbIE O€CIPOBOHBIE KOMITBIOTEPHBIC CeTH. JIoKanpbHBIE OECIIPOBOIHBIC KOMITBIOTEPHBIC
ceru crangaproB IEEE 802.11, 802.15. ®usuyeckuil, KaHaJbHBII M CETEBOM YPOBHHU.
Kondurypanust OeCpOBOMHBIX JIOKATbHBIX KOMITBIOTEPHBIX ceTeld. KoMmbroTepHbIE CceTh
crangapra [EEE  802.11: TtexHumueckas peanusanuss u  KoHpurypupoBanue. CereBas
uHpOpMaLMOHHAs HHPPACTPYKTYpa OECIIPOBOAHON U KOMIIBIOTEpHOU ceTr. CriocoObl coeTMHEHHI.
Apxurektypa u o0OopynoBaHHe OeCIpOBOJHBIX ceTeil. becrnpoBogHbBIE NMEPCOHAIBHBIE CETU U
texHonoruu. Knaccudukanus 6ecnpoBoaHbIx ceTeil. CeTeBble TEXHOJIOTHU CEKTOpa OeCIIpOBOIHBIX
JOoKaIbHBIX HMHTepdeiicoB. TexHomornn wHbpakpacHo cBsizu. CereBas TexHosorus Bluetooth.
Texnonoruu ceHcopHbix ceteit ZigBee. Texnomnorus Wireless USB. 6.2 BecipoBoiHbIEC TIOKAIbHBIE
cetu u texHosnoruu. TexHonorun WiFi u cranmaptel 802.11. OO6OOImIEHHBIN ClieHapUii aTak Ha
CETeBYI0  HMH(OPMAIIMOHHYIO  MHPPACTPYKTYpPY  OCCIPOBOMHON  KOMITBIOTEPHOH  CETH.
Knaccudukanus arak Ha ceTeByl0 HMHQOPMAIMOHHYIO HUHQOPACTPYKTYpy OECHpOoBOAHOMN
KOMITBIOTEPHOM CETH.

2. Mexanuszmol u cpedcmea obecneuerus 6€30nacHoCmuy cemesol UHDoOpMayuoHHOU
undpacmpykmypol 6ecnpo8oOHOU KOMNLIOMEPHOU cemu

2.1. MexaHu3MBbl U cpesicTBa obecrieueHus: 0€30IacCHOCTH CeTeBON MH(POPMALIMOHHON
UH(PacTpyKTYpbl OECIIPOBOIHON KOMITBIOTEPHON CETH

Kpunrorpadgus u cucremsl muppoBaHuss. OCHOBbI 0€30MAaCHOCTH M 3alllUThl JAHHBIX B
OecripoBoHBIX ceTsax. Kommbiorepubie cetu crapmapra IEEE 802.11: ocHoBbl 0Ge3omacHOCTH,
CHOCOOBl 3alIUTHl JAaHHBIX M adropuTMbl mmu¢ppoBanus. Crpykrypa mmdposanus Deifcrens.
AnropuT™bl  cTaHaaptHoro mmdpoBanus. Pacnpenenenne kimrouedt.  OOmMe MEXaHU3MBI
oOecrieyeHHuss 0€30MAaCHOCTH JIOKAJIbHBIX ceTed. OrpaHudyeHue KOJIMYECTBAa YIPaBIIEMBIX
koMrbioTepoB. DunbsTparuss MAC anapecoB. Ponu ycrpoiictB. MeToasl KOHTpOJISI TOCTyIa B
OecIpoOBOJIHBIX CeTAX ImepeAaud HMHPOpMaluu. MeXaHH3Mbl MEXCeTeBOil 0e30ImacHOCTH.
Cocrosinue moptoB kommyraropa. Ceru Ha 06a3e mopToB. MexceTeBble 3KpaHbl CHCTEMBI
oOHapyxeHHil atak W BropxkeHuil. Kiaccudukarms mexaHu3moB OesomacHoctr cetd Wi-Fi.
Crneunduxanuss WPA. Cucremsl TyHenupoBanusi. BupryanbHble yacTHble ceTH. O630p mpoTokaiia
PPPoE. O630p npotokana PPP. Private Network, VPN). bezonacHocTs yJaneHHOro ynpaBjieHUs.
Aynut 6e3onacnoctu nporokosna SNMP. O630p npoTtokosna SSH..

3.3. TeMbl IpaAKTHYECKUX 3aHATHI
1. 3.Moxens ceTeBOM 0€30MMacHOCTH;
. 5.Kpunrorpadus u ayreHTHPHUKAIUS COOOIIEHII Ha OCHOBE O0IIETO KITI0Ya;
. 2.00HapyxeHue aTak B 0€CIIPOBOIHON CETH;
. 7.AynuT 6€30MacHOCTH NMPOTOKOJIa cBsA3ytoliero aepesa STP;
. 8.Mexanu3Mmel obecrieyeHus: 0€30MacHOCTH OECTIPOBOIHBIX JIOKAJTBHBIX CETEH;
. 6.Mexanu3Msbl o0ecriedyeHns: 6e30MaCHOCTH KOMMYTHPYEMBIX JIOKAIbHBIX CeTeH;
. 11.MexcereBble DKpaHBbI;
. 1.O6HapyxeHne 6ecipoBOTHON CETH U MOJAKIIOYECHUE K HEH;
. 10.MexaHu3MBI MEKCEeTeBOI OS30IMaCHOCTH;
10. 4. KpunTorpadus u cuctreMsl HH(PppOBaHUS;
11. 9.00mme MexaHn3MBI OOecIIeYeHNsT 0€30IIaCHOCTH JIOKAJIBHBIX CETEH.
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3.4. TeMbl 1a00paTOPHBIX padoT
1. 4.ba3oBbie MeXaHNU3MBbI 0€30MTaCHOCTH KOMMYTaTOPOB;
2. 1.be3omacHocTts cereii Ethernet;
3. 6.Buptyansnsie nokanbHbie cetu IEEE 802.1q;
4. 7.Aynut 6e3onacHocTu poTokoiaa SNMP;
5. 5.be3onacHocth Ha ocHOBE npoTokoia IEEE 802.1x;
6. 3.1lIudpoBanue kaHaJIa C HCIIONTB30BaHUEM MTPOTOKOIa WPA;
7. 2.00HapyXxeHHE HECAHKIIMOHUPOBAHHON TOUKH JTOCTYIA. AyTeHTU(UKAIUS
OEeCIIPOBOIHBIX KIIMEHTOB Ha OCHOBE YUETHBIX 3alUCEel MOJIb30BaTEJICH U allapaTHbIX
aJIpecoB KOMITbIOTEPOB.

3.5 KoncyabTanum

I pynnosgvie koncyrbmayuu no pazoeiam oucyuniunol (I'K)

1. OOGcyxnenue wmarepualioB IO Keiicam pasaena "Mogenb ceTeBoid 0e30MacHOCTH
KOMMYTHUPYEMBIX  OECHpOBOJHBIX  JIOKAJbHBIX  CeTel. ATakKM Ha  CETEBYIO

nH(OPMALIMOHHYIO HHDPACTPYKTYPY OECIIPOBOIHOI KOMITbIOTEPHOI ceTu"

2. OOcyxIeHHe MaTephalioB MO Keicam pasnena "MexaHU3Mbl U CPEICTBa OOCCIICUCHUS
0e30macHOCTH  ceTeBOW  HMHGOPMAIMOHHOH  WHQPPACTPYKTYpbl  OECIpOBOIHOMU

KOMIIBIOTEPHOMU ceTn"
Texywui koumpoas (TK)

1. KoHcynpranuu HampasieHbl Ha MOJIyY€HUE MHAMBUAYAIBHOIO 33aJaHUS AJI BBIIOJHEHUS
KOHTPOJBHBIX ~ Mepompusituii 1o  pazzgeny "Mogenb  ceTeBoil  0€30MacHOCTH
KOMMYTHUPYEMbIX  O€CIpOBOJHBIX  JIOKAJBHBIX  ceTed. ATaku Ha  CETEBYIO

nH(OPMALIMOHHYIO HH(PACTPYKTYPY OECIIPOBOIHOI KOMITbIOTEPHOI ceTu"

2. KOHCYJH)TEIIII/II/I HaIpaBJICHBI Ha IMOJYYCHHUEC MHAUBUAYAJIBHOI'O 3adaHWs JJIS BBIIIOJIHCHUSA
KOHTPOJIbHBIX MEpONpHUATUH 1o pazzaeny "MexaHu3Mbl U cpelcTBa oOecreyeHUs
O0e3omacHOCTH  ceTeBOW  MHGOPMAIMOHHOM  HMH(QPAcTpyKTypel  OecrnpoBOIHOM

KOMITBIOTEPHOU ceTH"

3.6 TemaTnka KypcoOBBIX MPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

Howmep paznena
JACIUILINHBI (B

OueHo4HOE CPesCTBO
(TUII ¥ HAUMEHOBAHUE)

3aIIaHMPOBAaHHbBIE PE3ybTaThl 00YUYEHUS 110 TUCLUIIMHE Konbl
COOTBETCTBUHM C
(B COOTBETCTBHHM C pazneiiom 1) WHJIUKAaTOPOB n3.1)
1 | 2
3HaTh:
CYIIECTBYIOIME CTAaHAAPTHI JJOKAJIbHBIX OECIIPOBOIHBIX KOMITBIOTEPHBIX KonTtposnbHas padora/KonTposnbsHast
ceTen pabota Ne 1; JTaboparopnast pabota Ne
1;
MK-2.1nx-1 +
KonTpomnpHas padora/JlabopaTropHas
pabota Ne 2; JlaGoparopnas pabota Ne
3.
IPUHIUIBI TOCTPOEHUS OECIIPOBOHBIX KOMIIBIOTEPHBIX CETEH C KonTtponbHas padora/JlaGopaTopHas
pa3NUYHON peanu3anuei (U3nIecKoro KaHaja, a TaKkke METO/IbI U MK-3.2nx-2 + pabota Ne 2; JlaGopaTtopnast pabota Ne
cpencTBa obecniedeHus: HHOOPMAITMOHHOM 0€3011aCHOCTH; 3.
¢u3nyecKkre OCHOBBI pabOThI TEIEKOMMYHUKALMOHHBIX CUCTEM U KonTponsnas pabora/KonTponbHast
BO3MOYKHBIE YTPO3bl HH(POPMALMOHHON O€3011aCHOCTH; N-1pnx-1 + pabota Ne 1; JlaGoparopHast pabota Ne
1;
YMersb:
HaBbIKAMU HACTPOMKHU CETEBBIX MHTEP(EHCcOB OECIPOBOAHBIX KonTtponbHas padora/JlabopaTopHas
KOMITHIOTEPHBIX CETEH, METOIaMU MOBBITIICHUS 3aIUIIIEHHOCTH MK-2.1mk-1 + pabota Ne 6; JlaGoparopHast pabota Ne
nepeaaBaeMoi yepe3 HUX MH(popmaiuu, 7
MPAaKTUYECKH TPUMEHSITh TEOPETUICCKHIE 3HAHUS MPH PEIICHUH 3a1a4 KonTtpomnsHast padora/KonTponsHast
3alUThl HH(pOpPMAIMK B OECIIPOBOJHBIX CUCTEMAX; N-1pnx-1 + pabota Ne 4; JlaGopatopHast pabota Ne

=
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
10 cemecTp

dopma peanmuzanuu: [TuceMeHnHas padbota
1. KonTponbaas pabota Ne 1; Jlaboparopuas pabota Ne 1; (KonTposnbHas paboTa)
2. KontponbHas padota Ne 4; JlabopatopHas pabora Ne 5; (KonTposibHas pabota)
3. JTabopatopHas pabdota Ne 2; JTabopatopHas padora Ne 3. (KonTtponbHas padboTa)
4. JJaboparopnas padota Ne 6; JlabopatopHas padota Ne 7 (KoHTposibHast paboTta)

banmibHO-peHTUHIOBasA CTPYKTYpa AUCLUILINHBI SBIISETCS NPUIOKEHUEM A.

4.2 TIIpoMe:KyTOYHASI ATTECTAIUSA MO AUCHHUIJINHE
3auem ¢ ouenkou (Cemecmp Nel()

B numiom BeicTaBisieTcs onenka 3a 10 cemectp.

IIpumeuyanue: OueHOYHBIE MaTEpUAIbI 110 TUCHUILIMHE IPUBEICHBI B (DOH/IE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYUEHHUE JUCHUIIJIMHBI

5.1 IleyaTHbIE H IJIEKTPOHHBIE H3IAHNS

1. bpoarr, P. be3onacHocTs cetel : moHOE pyKOBOJCTBO : mep. ¢ aHri. / P. bparr, M. Ponc-Oycnu,
K. Crpaccoepr. — M. : OKOM : BUHOM. JlaGopatopus 3nanuii, 2006. — 912 c. — ISBN 5-7163-
0132-0.;

2. Baramantok, A. U. bectipoBosinas cetb cBoumu pykamu / A. WM. Baramantok. — CII0. : [Tutep,
2006. — 192 c. — ISBN 5-469-01384-7.;

3. HoBukos, 0. B. Annaparypa nokanbHbIx ceteil: @yHkunu,Bp100p,pazpadotka / FO. B. HoBukos,
. I'. Kapnienko. — M. : DKOM, 1998. — 288 c. : 21.60.;

4. llly6un, B. . becnpoBoaHble ceTu nepesaun JaHHbIX : yueOHOe mocoOue sl By30B 110
HanpasieHuto 210700 "MHpokoMMyHHKaIIMOHHbBIE TEXHOJIOTUH U cucTeMsl cBsizu" / B. U. llyOun,
0. C. KpacunpaukoBa. — 2-¢ u3q. — M. : By3oBckast kaura, 2013. — 104 ¢. — ISBN 978-5-9502-
0725-9.;

5. A. B. IIponerapckuii, U. B. backakos, /[. H. Yupkos, P. A. ®enoros, A. B. bookos, B. A.
[Tnaronos- "becnpoBoansie cetn Wi-Fi", 3garenscTBo: "UHTepHET-YHUBEPCUTET
Hudopmanmonnsix Texuonoruit (MHTYUT)|bunom. Jlaboparopus 3uanuii", Mocksa, 2007 - (216
c.)

https://biblioclub.ru/index.php?page=book&id=233207.

5.2 JIunieH3MOHHOE ¥ CBOOOHO pacnpocTpaHseMoe NPOrpaMMHoe odecreyeHue:
1. CAO "IIpomereit";

2. Office / Poccuiickuii maket o(hpUCHBIX IPOrpamm;

3. Windows / OnepannonHas cuctema cemeiictpa Linux;

4. Buneokondepenuuu (Maitna, Coepmxas, BK u np);

5. Windows Server / CepBepHas oniepalliOHHAas CUCTeMa ceMeicTBa Linux;
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6. Kali Linux.

5.3 UuTepHeT-pecypcsl, BKJIIOYast NpodeccHOHAIbHBIE 0a3bI JaHHBIX U HH(POPMAIIHOHHO-

CIIPpaBOYHbIC CUCTEMBbI:

1. 3BC Jlans - https://e.lanbook.com/

2. 3BC "YHuBepcuTeTcKasi 0M0JMOTEKAa OHJIAlNH" -

http://biblioclub.ru/index.php?page=main_ub_red
3. Hayunas s;1ekTpoHHas 0udamoreka - https://elibrary.ru/

4. JneKTPOHHBIE pecypchbl H3aaTesbeTBa Springer - https://link.springer.com/
5. ba3za nannbix Web of Science - http://webofscience.com/

6. ba3za mannbix Scopus - http://www.scopus.com
7. HanpoHanbHas 3JIeKTPOHHAs 0ndamoTeKa - https://rusneb.ru/

8. OBC "KoncyabTanT ctyaenra' - http://www.studentlibrary.ru/

9. Daexkrponnasi oudauoreka MOU (36 MDMN) - http://elib.mpei.ru/login.php
10. OTkpbITas yHuBepcuTerckas nnpopmannonnas cucrema «POCCHSD» -

https://uisrussia.msu.ru

11. ®enepanbHblii moptaa "Poccuiickoe o6pazoBanme’ - hitp://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHHUE JUCHUITJIMHBI

Tun nomeneHust Homep aynuropun, OcHaenue
HAMMEHOBaHUe
Y4eOHble ayIUTOPUU AJIS K-601, Yuebnas rapTa co CKaMbei, CTOJI IIpernoaBaTelis,
MIPOBEACHUS ayIUTOPUS CTyJ, TpUOYHA, TOCKA MEJIOBas,

JIEKUMOHHBIX 3aHITHIA U
TEKYIIEro KOHTPOJIS

MYJIBTUMEAUMHBIN POEKTOP, IKpaH

A-300, YuebOnas
aynutopus "A"

Kpecio padoyee, mapTa, CTeJUIax, CTOJ
npernoaBaTess, CToJ y4eOHbIH, CTYI,
TpuOyHa, MUKPO(DOH, MyITbTUMEAUIMHBIN
MPOEKTOP, IKPaH, JOCKa MapKepHasi,
KOJIOHKH, TEXHUYECKas ammaparypa,
KOHJIUITOHED, TEICBU30D

VY4eOHble ayAUTOPUH IS
IIPOBEICHUS
IIPaKTUYECKUX 3aHATUH,
KP u KII

M-510, YueOnas
naboparopus
UH(POPMAIMOHHO-
AHAJIMTUYECKUAN
TEXHOJIOTUH -
KOMITBIOTEPHBIN KJ1accC

CTYJI, CTOJI IUCbMEHHBIN,
MYJIbTUMEANMHBIN IPOEKTOP, IKPaH,
JI0CKa MapKepHasi, KOMIIBIOTED
IIEPCOHAIIbHBIN, KOHIUIUOHED

VY4eOHble ayAUTOPUH IS
[IPOBEICHUS
71a00paTOPHBIX 3aHATHH

M-510, YueOnas
naboparopus
UH(POPMAIMOHHO-
AHAJIMTUYECKUAN
TEXHOJIOTUH -
KOMITBIOTEPHBIN KJ1acc

CTYJI, CTOJI IUCbMEHHBIN,
MYJIbTUMEANMHBIA IPOEKTOP, IKPaH,
JI0CKa MapKepHasi, KOMIIBIOTED
IIEPCOHAIIbHBIN, KOHIULUOHED

VYyeOHble ayIUTOPUH IS

K-120, MamuHHBIN 3251

cepBep, KOHAUIIMOHED

IIPOBEICHUSA NBIJ
MIPOMEKYTOUHOMU A-317, YueOnas rapTa co CKaMbe, CTOJI IIPENOJaBATEs,
aTTecTaluu ayIUTOPUS CTYJI, TOCKa MEJIO0Bas
ITomemenus s HTB-303, JIlekinonHas CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITEIbHOU ayIUTOPUS MUCHMEHHBIN, BEIIAJIKa JIJIS OJNEKIbI,
paboThI KOMITbIOTEpHAs CETh C BBIXOJOM B

HHTepHeT, KOMIIBIOTED NMEPCOHAIBHBIN,
IIPUHTEDP, KOHIULUOHED
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IMTomemenus misa

A-317, YuebOnas

napTa co CKaMbeH, CTOJI TPENoIaBaTes,

KOHCYJIbTUPOBAHMS ayJIUTOpUS CTYJI, JOCKa MEJIOBAst
IMTomermenus misa K-202/2, Ckman kadenpb CTeJUIaX Ui XpaHEHUS! MHBEHTaps,
XpaHeHHus 000pyJOBaHUS bUT CTOJI, CTYJI, IKa( AJIs JOKYMEHTOB,

1 y4eOHOro UHBEHTaps

mkad Uit XpaHeHUsT THBEHTaps1, TymMOa,
3armacHbIe KOMILIEKTYIOIIHE IS
000pyTOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

be3onacHocTh OecripoBOIHBIX ceTel nepenadn nHhopMauu

(Ha3BaHME AUCIMILIMHBI)
10 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUILTHHE:
KM-1 KontpoasHas paborta Ne 1; JlabopaTopnas padora Ne 1; (KorrponbHas paboTa)

KM-2 JlaGopatopHas pabora Ne 2; JlabopatopHas padora Ne 3. (KonTtponbHas padboTa)

KM-3 KontpoasHnas paborta Ne 4; JlabopaTopnas padora Ne 5; (KortponbHas padoTa)

KM-4 JlaGopatopHas padora Ne 6; Jlabopatopnas padora Ne 7 (KonTponpHas pabota)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4€T C OLIEHKOM.

HNunexc KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4
paszena AT et Henens 4 8 12 15
KM:

Mogenb ceTeBoi 6€301MacHOCTH KOMMYTHPYEMBIX
0ecIIpOBOIHBIX JIOKAJIBHBIX CeTe. ATaKH Ha CETEBYIO

! UH(POPMALMOHHYIO HHOPACTPYKTYPY OECIIPOBOTHOM
KOMIIbIOTEPHOM CETH
11 ATaku Ha ceTeByI0 HH(POPMAITMOHHYIO HHPPACTPYKTYPY + +

OECIIPOBOTHON KOMIIBIOTEPHOM CETH

MexaHn3MBI U cpeicTBA 0OecedeHus: 0€30MacCHOCTH
2 ceTeBoil nH(pOpMaIIMOHHON HH(PACTPYKTYphl OECTIPOBOIHOM
KOMITBIOTEPHOU CETH

MexaHU3MBI U cpesIcTBa obecrieueHus: 0€30MacHOCTH
2.1 ceTeBol MH(OPMALIMOHHON UHPPACTPYKTYPbI OECTIPOBOTHOM + +
KOMIIBIOTEPHOM CETH

Bec KM, %: | 25 25 25 | 25
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