MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh
HaumeHoBaHune 00pa3oBaTe/bHOI NporpaMMel: be3onacHoCTh aBTOMATH3UPOBAHHBIX CHCTEM
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yueHusi: OUHO-3204HAA

PabGouyasi nporpaMmma IuCUUIIMHBI
BE3OITACHOCTb KPUTHYECKOU UTH®OPMAIIMOHHOHA
NHO®PACTPYKTYPbBI OBBEKTOB DOHEPI'ETUKH

BJok:

Baok 1 «/Iucuyuniaunbl (MoOxyJam)»

Yacrp 00pa3zoBaTebLHOM
NpPOrpaMMBblI:

Yacrb, popmMupyeMasi y4acTHUKAMHU 00pa30BaTeIbHBLIX OTHOIIEH Uil

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.4.02

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

7 cemecTp - 5;

Yacos (Bcero) no yueoHomy
IIAHY:

180 yacoB

Jexnun

7 cemecTp - 16 4acos;

IIpakTnyeckue 3aHATHSA

7 cemecTp - 24 yaca;

JladopaTopHbie padoThI

He NMPeyCMOTPEHO YUeOHbIM MJIAHOM

Kouncynabranuu

7 cemecTp - 2 yaca;

CamocTrosiTesibHasi padoTa

7 cemecTp - 137,5 yaca;

B ToM unciae Ha KIT/KP

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHasi padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

BKJIIOYAS:
KontpoabsHnas padora
JesoBasi urpa
TecTtupoBanue

IIpome:kyTouHast aTTecTALUS:

IK3aMeH

7 cemectp - 0,5 yaca;
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1. IEJIX U 3AJTIAYN OCBOEHUSA JUCHUIIJIMHBI
Ilesb ocBOCHMS AMCHUILIMHBI. N3Y4YE€HUE TEOPETUYECKUX OCHOB oOecredeHuss MH(GOpMamoHHON
0€30MaCHOCTH Ha 00BEKTAaX KPUTHUECKOW MH(MOPMAIIMOHHON MH(PACTPYKTYpHI, a Takke mpuoOpereHue
IPAaKTUYECKUX HaBBIKOB BHEAPEHHsS IPOTrPAMMHBIX M TEXHUYECKUX CPEACTB 3alUThl MHPOpMALUH, a
TakKe pa3pabOTKH HOPMATUBHBIX JIOKYMEHTOB B oOnactu oOecrieueHuss b Ha 00bEeKTaX KPUTUYECKOU
UH(POPMALMOHHON HHPPACTPYKTYPI SHEPIreTUUECKON OTPACIH
3agaum JUCHMIIMHBI
- IOJIy4eHHE 3HAaHUH B 00J1aCTH 3aKOHO/IATEIIbHOTO U HOPMAaTUBHOI'O PErYJIIMPOBAHUS
UH(POPMALMOHHOM 0€30MaCHOCTH 0OBEKTOB KPUTHUYECKOW HHPOPMALIMOHHON HHPPACTPYKTYPHI;
- IOJIyYeHHE 3HAaHUH B 00J1aCTH OCHOB IOCTPOEHHUS, CTPYKTYPBI U (YHKLIHOHUPOBAHUS
AIIEKTPUIECKON TU(POBOI TIOICTAHIINH;
- (hopMUpOBaHHME NIPAKTUYECKUX HABBIKOB B 00€CIIeYeHUH HH(POPMALIMOHHOM 6€3011acHOCTH
00bexToB KU Ha 0CHOBE CUCTEMHOIO ITOJIX0/1a;
- (hopMUpOBaHHME NPAKTUYECKUX HABBIKOB B pa3pabOTKe JOKyMEHTOB B o0nacti obecneuenus b
o0wvexToB KUN.

dopmupyembie y 00yJaronerocsi KOMNeTeHIMH U 3alJIaHUPOBAaHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIETeHIIUIi

KOI[ U HAMMCHOBAHHEC KOI[ 1 HAMMCHOBAaHHEC 3al'lJIaHI/Ip0BaHHI)Ie pe3yJabTaThl Oﬁy‘leHI/lﬂ
KOMIICTCHIMNH HHAUKATOPA TOCTUKCHUS
KOMIICETCHINH

PIIK-1 I'oroB o6ecnieunBars | MJ1-1pnk-1 AIMUHUCTpHPYET SHaTb.

3aIuTy HHQOPMALIUY B CHCTEMBI 3aLIUTHI - BOSMOKHOCTH IIPOTPAMMHBIX H
aBTOMATHU3MPOBAaHHBIX uHpopManuu TCXHHICCKUX CPEICTB MOHUTOPUHI'A
CHUCTEMax B MPOIECCe UX ABTOMAaTH3MPOBAHHBIX cHcTeM | 3AUIHMIIEHHOCTH 00bekToB KMM;;
SKCILTyaTaIHH - IepevYeHb TPeOOBAHU 3aLUThHI

uHpopmanuu Ha oObexTax KUU;.

YMETB:
- INIAHUPOBATh MEPOIIPUATHUS

MOHHUTOPHHTA 3alIUIICHHOCTH 00BEKTOB

KHNMN.
PIIK-1 I'otoB o6ecnieunBath | U/1-2prk-1 Ypasisier 3HATh:
3amuTy HHpOpMaluu B 3aIuUTON NH(pOpPMalUU B - IIPaBHIIa KaTErOPHPOBAHNS 0OBEKTOB
aBTOMATHU3UPOBAHHBIX aBTOMATHU3UPOBAHHBIX KWW snepreTuku;;
CHCTEMaX B MPOIECCE UX cucreMax - IPaBOBbIE OCHOBBI 3aIIUTHI HH(OPMALIUH
JKCILTyaTaluu Ha oobexTax KNU;.

YMETb:

- BBIMOJIHATH OCHOBHBIE Pa0OTHI 1O
KareropupoBanuio o0rekToB KN
DHEPreTHUKU;;

- (popmupoBaTh nepeveHp u
II0CJIE0BATENBHOCTD BBINOTHEHUS
Mepomnpustuii o 3amute KU o6bexToB

SHEPIeTUKU;.
PIIK-1 I'otoB o6ecnieunBats | MJI-3pnk-1 BeimonHser 3HaTb:
3amuTy HHGOPMAITUHU B MOHUTOPHUHT 3aIUIIEHHOCTH - nanmadT yrpos oobexram KUU
ABTOMATH3HPOBAHHbIX uH(pOpPMALUY B SHEPreTHKU M OCHOBHBIC BEKTOPHI aTaK Ha
CHCTEMaX B MPOIIECCE UX ABTOMATH3UPOBAHHBIX HHX;,
SKCIUTyaTaluu cucreMax - OCHOBBI KOHIICTILMH LIH(POBOIL




Koa u HaumeHoBaHue Koa u HaumeHoBaHMe 3anﬂaﬂnp03aﬂﬂue PeE3yJabTaThI 06yqemm
KOMIIETCHIINH HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

anektpuieckoit noacranuuu (LI1C);.

YMETh:

- BBIIIOJIHATH OCHOBHBIE IIPOLIEAYPHI,
aHAJIM3UPOBATh HHPOPMALIUIO
MOHHUTOPHHTA U pa3pabaThiBaTh
PEKOMEHIallUU 110 PE3yIbTaTaM aHaIN3a;
- IPaBUIILHO IPUMEHSTH TPEOOBAaHUS
IIPABOBBIX U HOPMATUBHBIX JOKYMEHTOB

1 o0ecriedeHus: 0€30IaCHOCTH O0BEKTOB
KHUUN.

2. MECTO JUCHHUILINHBI B CTPYKTYPE OBPA3OBATEJIbHOM NPOT'PAMMBI BO

JlucuunianHa OTHOCHTCS K OCHOBHOM TNpO(ECCHOHAIBHOH —00pa3oBaTeNbHON —Iporpamme
BbezonacHocts aBromarmsupoBaHHBIX cucteMm (nanee — OIIOII), nampaBnenus moaroroBku 10.03.01
NudopmannonHas 6e30macHOCTb, ypOBEHb 00pa3oBaHus: BhICIIEe 00pa3oBaHue - OaKalaBpuar.

bazupyercs Ha ypoBHE cpeHero o01iero oopa3oBaHusl.

Pe3ynbpTarhl 00y4eHus, MoJydeHHbIE P OCBOEHUM JTUCLUIUIMHBI, HEOOXOIMMBI IIPU BBIITOJHEHUN
BBIIYCKHOM KBaJU(UKALMOHHON PabOTBHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyI0eMKOCTh JUCHUIUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAINH 8| © | Jlex JIab | Ip A CeMECTDE aTTeCTalluu
o KITP 'K HKKIT | TK p /KOHTPOITH
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OpraHu3zaiys 3aiuThl 46 7 5 - 7 - - - - - 34 - Camocmoamenvroe uzyuenue
nHdopmanuu Ha meopemuueckoz0 mamepuana: HopmatusHoe
o0bekrax KU perynupoBanue 6e3onacHocT 00bexToB KU
11 IIpaBoBoe 10 1 - 1 - - - - - 8 - Ha OCHOBe nousioxkeHuit mpukaza PCTIK
peryiaupoBaHue Poccun No239 ot 25.12.2017. CoctaB mep
6e3omacHoCTH 6e3omnacHocTH 3HaYMMBIX 00bekTOB KU B
o0nexToB KM COOTBETCTBUH C UX KATETOPUEH 3HAYNMOCTH.
1.2 KareropupoBanue 11 1 - 2 - - - - - 8 - Camocmoamenvroe usyyenue
o0wexToB KM meopemuuecko20 mamepuana: AHanu3 yrpos
1.3 DHepreTuka Kak cdepa 11 1 - 2 - - - - - 8 - 6e3omacroctn o0bekTaM KU sHepreTnku u
(I)YHKL[I/IOHI/IPOBaHI/IH HOCJ'Ie,IlCTBI/Iﬁ peaiin3anunu yrpos.
KHN. Camocmoamenvnoe uzyuenue
1.4 Oo0ecrieueHue 14 2 - 2 - - - - - 10 - meopemuuecko20 mamepuaja. ITousrue
6e30MaCHOCTH 3HauYUMBIX 00bekTOB KU 1 ux xateropuu.
3HAUUMBIX 0OBEKTOB Camocmoamenbhnoe U3yueHue
KUMW. meopemuuecko2o mamepuana: ®3-187 ot
26.07.2017r. «O 6e30nmacHOCTH KPUTHYECKOIT
HHPOPMAIMOHHOW HHPPACTPYKTYPEI POy,
OCHOBHBIE TIOJIOKEHUS: CyOBEKTH H OOBEKTHI
KWW, noHATHSA, THUITBI ¥ BHBI.
H3yuenue mamepuanog 1umepamypHsix
UCHIOUHUKOB:
[1], 14-18
2 Konnenmus nudpoBoit 50 6 - 8 - - - - - 36 - CamocmosmenbHoe uzyuenue
AIIEKTPUIECKOI meopemuueckozo mamepuana: O0mas
nonctanun (LIIC) xapakTepuctuka ctangapta [EC 62351
2.1 OcHOBBI 8 1 - 1 - - - - - 6 - (Cybersecurity Standards). OcHoBHBIE
TrOCYJIapCTBEHHOU Mexauu3mMbl Ub nmpuMeHUTensHO K 00beKTaM
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MIOJIUTHKH B chepe

OHCPI'CTUKU.

SHEPreTUYECKOU Ilod20mogKa K npaKmu4ecKum 3aHAMUAM:
0€30MacHOCTH. [Monoxenus CTO 34.01 -21-004-2019 o
2.2 OcHOBBHI 8 6 CTPYKTYpPE€ U apXUTEKTYpe IPOTrPaMMHO-
U pOBU3AIIH texHmueckoro kommrekca LI1C. TpeboBanus k
SHEPTeTHKH. unrerpanun LIIC B cuctemy ¢ poBoit
2.3 Konnenmus nudpoBoit 11 8 3JIEKTPUYECKOM CETH.
3JIEKTPUUYECKOI Ilo020mo6Ka K npaAKmMUu4ecKuM 3aHAMUAM:
MTOJICTAHITUH HAa OCHOBE Konnenmust mudpoBoi 31eKTpHIeCKOH
OTKPBITOTO 00BEKTHO- MOJICTAHIIUM Ha OCHOBE OTKPBITOIO 0OBEKTHO-
OpUECHTHPOBAHHOTO opueHTHpOBaHHOTO cTtaHmapra MOK-61850.
cranaapta MOK- H3yuenue mamepuanoe numepamypHvix
61850. UCIOYHUKOB:
2.4 Crpykrypa 11 8 [3], 68-120
IPOrpaMMHO- [4], 14-35
TEXHHUYECKOTO
kommuiekca L{I1C.
2.5 Hanpasnenus 12 8
COBEPLICHCTBOBAHUS
3aIIUTH 0OBEKTOB
SHEPreTUKH OT
KuOepaTak u
JIECTPYKTUBHOTO
BO3JIEHCTBUS.
3 Oprasuzanys u 48 34 CamocmosamensbHnoe usyuenue
yIpaBJieHUE meopemuueckoz0 mamepuana: Ilapagurma
6€3011acHOCTHIO obecnieuerns 6e3onacHocTu 00pexToB KU
ob6bexkroB KU OHEPIeTUKU B KOHLIETIUU IIPEBEHTUBHOCTH
DHEPreTUKH 3alIUThI OT KHOepaTak.
3.1 locynapctBeHHast 10 8 Ilo020mo6Ka K npaKmu4ecKum 3aHAmuiIm:
cucTeMa OOHapyXKEeHHS, OmnpezneneHne TOMEHOB 0€30MaCHOCTH
NpeayNpexaeHHs 1 Pas3IMYHOTO YpOBHS TpeOOBaHMIt ¢
JIMKBHUIALUH UCTIONIb30BAaHUEM MH/IyCTPUAIIBHOTO LIII03a
MOCIEACTBHI oe3onacHoctd koMnanuu ViPNet. CucreMsl
KOMIIBIOTEPHBIX aTaK MoHuTOpHHra 3amumeHHoctu cetu ACYTII u
(IT'ocCOIIKA). oOHapy)keHHs KnbepaTak Ha €€ KOMITOHEHTEI
3.2 Opranuzanus coopa 11 8 ISIM kommnanun Positive Technologies.

nHpopmanuu o
coOprtusix ot HIIC.

CamocmosamenbHoe uzyuenue
meopemu4ecKozo mamepuaia. Cucrema c6opa
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3.3 IIporpammuo- 16 2 - 4 - 10 - COOBITHH: CTPYKTYypa, KOMIUIEKC MPOTrPaMMHBIX
anmnapaTHbIE PeIIeHHs U NIPOTPaMMHO-aNIapaTHBIX KOMIOHEHTOB.
6e3omacHoCTH Ilo020mogKa K npaKmu4ecKum 3aHAMUAM:
poccuiickux [lepedens, 00beM U OCIIEOBATEIEHOCTh
MIPOM3BOIUTENCH IS paboTsl o moakIroueHuro. PaspaboTka
o00vexToB KU KOMIUIEKTa TOKYMEHTALUHU AJIs1 OIKIIOYEHUS.
9HEPTETUKH. Camocmoamenvroe usyuenue
3.4 | IlepcueKTHBEI pa3BUTHA 11 1 - 2 - 8 - meopemuueckozo mamepuana: Ilonsrue,
MIPOTPaMMHOTO H MOJIOXKEHHE, LIENH, 33a491 M CTPYKTYypa
IIPOrpaMMHO- cucteMsl. Perynmuposanune I'ocCOIIKA.
annapaTHoro [Mopsiiok NOAKIIIOUSHHSI 3HAYUMBIX 00BEKTOB
obecrieueHust KHNU k I'ocCOIIKA.
6e3omacHoCTH H3yuenue mamepuanoe 1umepamyprbix
o6bexkToB KU UCHIOUHUKOB:
9HEPreTUKH. [2], 24-29
Ok3aMeH 36.0 - - - 0.5 - 335
Bcero 3a cemectp 180.0 16 - 24 0.5 104 335
Hroro 3a cemecTp 180.0 16 - 24 2 - 0.5 137.5

Ipumeuanue: Jlex — nexuuu; JIab — maboparopusie padboTsl; [Ip — npaktnyeckue 3ausaTust; KIIP — aynuTopHble KOHCYIBTAUHU TI0 KyPCOBBIM
npoekTtam/padotam; MKKII — nnauBHTyanbHbIe KOHCYIBTALUH 110 KypCOBBIM IpoekTaM/pabotam; I'K- rpymnmnoBsie KOHCYIbTallMK MO pa3jienaM
mucturuael; CP — camoctosarensHas padorta cryaenta; MKP — nunas konraktHas padota; TK — Texymumii koHTposb; [TA — npomexyTrouHas
aTTecranus




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Opeanuszayus sawumot undopmayuu na obvexmax KUHU

1.1. IIpaBoBoe perynupoBanue 6e3onacHoctn 00bekToB KM

®3-187 ot 26.07.2017r. «O 6e30MacHOCTH KPUTHUECKOH MH(OPMAIIMOHHON HH(PPACTPYKTYPHI
P®y». OcHoBHBIC TONOXKEHUSA: CYOBbeKThI U 00bekThl KWW, monsTHS, TUIIBI U BUIBL. «JlopoxkHas
KapTay 1O BHIMOIHEHHIO TpeboBaHuih ®3 «O 0e30MaCHOCTH KPUTHYECKOW HWH(POPMAIMOHHON
uHppacTpyKkTyphl PDO..

1.2. KareropupoBanue o6nexToB KUN
[Tonsitue 3naunMbix 00bekTOoB KU 1 ux kareropuu. Ilepeuens o6wexkroB KMU: UC, ACY,
NTKC. Csszp KU ¢ unpopmannonusivu cucremamu ['MIC, MUC, uasimu UC..

1.3. DHepretuka kak chepa byakunonupoBanus KNN.

Ananuz yrpo3 6e3onacHoctu oobektaM KWW sHepreTrku v moCiencTBUN peaau3ali yrpos.
AHanM3 COBPEMEHHOTO YPOBHS IU(GPOBHU3AIMKM JIHEPreTHUKH W TMEPCHEKTUBBI ee LudpoBon
tparcdopmarmu. [IpobGiemMa UMIopTO3aMEIICHUS B YHEPTETHKE M MIEPCIICKTUBBI €€ PEIICHHUS. .

1.4. OGecneuenue 6e3o0macHOCTH 3HAUMMBIX 00bekTOB KUU.

HopmartuBHoe perynmupoBanue OezomacHoctd 00bekToB KM Ha ocHOBE MoOOKeHMIA MpHUKa3a
OCTOIK Poccun Ne239 ot 25.12.2017. CocraB mep 6e3omacHOCTH 3HauuMbIX 00bekToB KU B
COOTBETCTBUU C UX KaTETOpUEH 3HAYUMOCTH..

2. Konuenuus uudbpoesou snexmpuueckou noocmanyuu (L{I1C)

2.1. OcHOBBI TOCYIAPCTBEHHOM MOJIUTUKH B chepe IHEPreTUIECKON Oe30acHOCTH.

OHepretudeckas crparerus Ha nepuol 10 2035 r. HamuoHanbHBIA IMPOEKT «OHEPAKUHET.
Peanuzamnus konuenumu «MHTepHeTa DHEprumy». JleleHTpann30BaHHAS SJEKTPOIHEPTreTHUYECKas
cucrema IDEA (Internet of Distributed Energy Architecture). OOmmii KOHTEKCT 0€30MacHOCTH
3HaunMbIX 00bekTOB KUU sHepreTuxm..

2.2. OcHOBBI LU (POBU3ALUHN SHEPTETUKH.

OO0muii koHTekcT 1M@poBuzauuu. Ilmocsl u MuHychl 1udpoBuzanuu. CoBpeMeHHbIE
HanpaBieHuss LupoBoi TpaHchopmanun sHepreTukd P®. YpoBeHb MHTEIUIEKTYaJbHOCTH U
yHUpHUKaUU 000py10BaHUS. .

2.3. Konuenuus nudpoBoii 31eKTpUUeCcKOi MOJICTAHIIMN Ha OCHOBE OTKPHITOTO 00BEKTHO-
opueHTHpoBaHHOTO cTaHaapra MOK-61850.

Nnes cranpapra MOK-61850. OcHoBHBIE NOHATHS cTaHAapTa. [lepeuens pas3nenos cranmapra.
[Ipobniema obmena wuHopMalueil: TexHOJOruueckas, ymnpasieHdeckas. [Iporokosnbr oOMeHa
uHpopmanueit 00bexkToB 3HepreTuku GOOSE, MMS u ananu3 u3 3amuiieHHoctu. [lpeumyiectsa
HIIC. Yazsumoctu LIIC..

2.4. CtpykTypa nporpaMmmHo- TexHuueckoro kommiekca LI1C.

[Monoxenns CTO 34.01 -21-004-2019 o cTpyKType W apXHUTEKType NpPOTPaAMMHO- TEXHH-
yeckoro komiuiekca L{IIC. Tpebosanus k unterpauuu LIIC B cucremy nudpoBoii 31eKTpudecKoit
ceTH. ABTOMATHU3UPOBAHHBIE CHCTEMbI YIPABIEHUS TEXHOJOTHYECKUMH MPOLIECCaMH, CUCTEMBbI
OIEpaTUBHO-TEXHOJIOITMYECKOTO U  ONEPAaTUBHO-IUCIETYEPCKOrO ynpasieHHs. KommiekcHas
cucreMa obecrieueHus 6e30macHOCTH U obecrieuenne napopmannonHoit 6e3omacuoctu LIIC..



2.5. HanpaBiieHusi COBEPIICHCTBOBAHMS 3aLIUTHI 0OBEKTOB SHEPTETUKU OT KHOepaTak u
JNECTPYKTUBHOTO BO3/IEUCTBUS.

O6mas xapakrtepuctuka crangapra IEC 62351 (Cybersecurity Standards).  OcHoBHBIC
Mexanu3mbl b mpumeHuTenbHO K oObekTaM sHepreTuku. llepcrekTuBbl, ¢GOpMbI U CHOCOOBI
IIPAKTUYECKOI0 NMPUMEHEHUSI MOJIOXKEHUM CTaHaapTa Ha o0bekTax sHepreTuku Pd. IlepcniekTuBbl
pa3paboTKu TPeOOBAHWI B OTHOIIEHWW 0a30BBIX (YHKIHUKA W MHPOPMAIMOHHON OE30MacHOCTH
00BEKTOB EKTPOdHEpPreTHKH PD 1 co31aHus CHCTEMBI YAaJICHHOTO MOHUTOPUHTA. .

3. Opzanusayus u ynpasierue bezonachocmovio obwvekmos KUU suepcemuku

3.1. T'ocynapcTBeHHas cucTeMa OOHAPYKCHHUS, TPEIYIPEKACHUS U JTUKBUIAINH MTOCIEICTBUI
koMibroTepHBIX aTak (I'ocCOIIKA).

[TonsiTue, monoxeHue, LEIH, 3a7adyd U CTpyKTypa cucrteMbl. PerymupoBanue I'ocCOIIKA.
[Topsimok  monkimrouenus  3HauyuMbiX  00bekTOB KUMKW k  T'ocCOIIKA. Opranuzanus
WH(OPMAIIMOHHOTO B3auMOJICHCTBUS M oOMeHa Mexay oObektamu ['ocCOIIKA.. TexHomorus
nonkitoueHus 3Haunmoro oonrexta KUU snepretuku k nentpy I'ocCOIIKA.. Tlepeyenn, 06beM u
MOCJIEIOBATEILHOCTh PabOThl MO MOAKIIOYEHUI0. Pa3paboTka KOMIUIEKTa JOKYMEHTALMH IS
MOJKIIIOUEHUSI. YCJIOBUA U YPOBEHb TEXHHYECKOW OCHAIIEHHOCTH [UIsi paboThl B COCTaBe
['ocCOIIKA. Tlopsaok mpeacrapieHuss nHGoOpMauu 00 MHIMICHTaX 0€30MacHOCTH Ha 00BEKTax
KHMU..

3.2. Opranuzanust coopa uaopmarmu o coositusx ot LIIIC.

Cucrema cbopa COOBITHH: CTPYKTYpa, KOMIUIEKC NMPOIPAaMMHBIX M IPOrpaMMHO-AINIapaTHBIX
KOMIOHEHTOB.  Curnanusauust  coctossHuii  APMos, SCADA  cepBepoB, BTOPHUYHOIO
KOMMYHHMKAIIMOHHOTO oOopynoBaHus. OpraHuzanus QUKcalMd W XpaHEeHUus HHpOpManuu B
KypHasax coOblTuil. BcTpoenHsle Mmexanu3mbl 3amuThl MasterSCADA..

3.3. IlporpaMMHo-anmapaTHbIe peleHHs 6€30MacCHOCTH POCCUICKUX POU3BOIUTENEH [UIs
o0wvextoB KU sHepreTuxy.

OO011ast xapakTepucTHKa U MepedeHb MPOrPaMMHBIX U MIPOrPaMMHO-ANINapaTHRIX PEIIeHUH IS
o0bexktoB KMUM osuepretuku. CpexactBa cermentupoBanuss JIBC mnoacraniuu. OnpeneneHue
JIOMEHOB 0€30IacHOCTH Pa3jIMYHOr0 YPOBHS TPeOOBaHUM C HCHOJIB30BAHWEM HHAYCTPHAIBLHOTO
nuto3a 6e3onacHoctu komnanuu ViPNet. Cuctemsl MoHUTOpHHTA 3amuiieHHocTH cetu ACYTII u
oOHapy>xeHHs kuOepaTtak Ha ee koMroHeHTs! ISIM kommnanuu Positive Technologies..

3.4. [lepcieKTHBBI pa3BUTHS IPOrPAMMHOTO U IPOrPaMMHO-ANIMAPaTHOrO 00eCeYeHUsI
6e3onacHoctn 00bexToB KMU 3HepreTux.

[Tapagurma obecnieueHust Oe3zonmacHOCTH 00bekTOoB KWW  sHEpreTkn B KOHIEMIIUH
NPEBEHTHUBHOCTH 3allUThl OT KuOepaTak. [losMTHKAa BCTPOEHHOCTM MEXAHM3MOB 3alllUTHl B
OCHOBHOI TE€XHOJIOTHUYECKUN (DYHKIMOHANT OOBEKTOB. MeXaHU3Mbl MPEBEHTUBHOCTH PEaKLUU Ha
KkuOepaTaky. AHanuTHYecKass o0OpaboTka COOBITHUI 0E30MaCHOCTH HAa OCHOBE KOPPENALMOHHBIX
METOJIOB M HCKYCCTBEHHOT'O UHTEJIEKTA..

3.3. TeMbl NIpaKTHYECKUX 3aHATHI
1. ITIpaBoBoe perynupoBanue 6e3omacHocti 0obekToB K. Jlenosas urpa;
2. HanpaBnieHus COBEpPIICHCTBOBAHUS 3aIUThI 0OBEKTOB YHEPIeTUKU OT KUOepaTak u
JECTPYKTUBHOTO Bo3nelcTBus. JlemoBas urpa. (4 gaca).;
3. Kareropuposanue oobekroB K. Jlenoas urpa.;
4. IlepcnieKTUBBI Pa3BUTHS IPOTPAMMHOTO U TIPOTPAMMHO-AIIIAPATHOTO 00eCTIeUeHUS
6e3onacHoctn 00bexkToB KU sHepreTuku.;



5. IlporpaMMHoO-anmaparHble peleHns 0e30MacHOCTH POCCUICKUX MPOU3BOJUTENCH ISt

o6bexToB KU sHepreTuku.;
6. Opranu3zanus coopa uapopmanuu o coositusix or LIIC. [lenosas urpa.;
7. CTpykTypa nporpaMMHo- Texuudeckoro komruiekca LIIC. .;

8. Texnomnorus noaxaoueHus 3Haunmoro oobexra KU suepretuku k nentpy 'ocCOIIKA.

HenoBas urpa;

9. Konnenmus LIIC Ha 0oCHOBE OTKPBITOT0 00bEKTHO-OPUEHTHPOBAHHOTO cTaHAapTa MOK-
61850.;

10. OcHOBBI IU()POBU3ALUHU SHEPTETUKH.;
11. OcHOBBI rOCYIapCTBEHHOM TTOJIMTHKH B c(hepe dHEpreTuuecKkor Oe3onacHocTH. JlemoBas

urpa.;

12. HopmatuBHOe perynupoBanue 6ezonacHocTi 00bekToB KNU. Jlenosas urpa.;
13. T'ocynapcTBeHHasi cucTeMa OOHApYKEHUs, MPEAYIPESKACHUS U TUKBUIAIIUHU TIOCIIECICTBUN

KOMITIBIOTCPHBIX aTakK.;

14. Ananu3 yrpo3 6e3onacHoctu o0bexTam KMUW sHepreTiku u mociaecTBUN peaan3aiu

yrpo3..

3.4. Tembl 12a60paTOPHBIX padoT

HE MIPEAYCMOTPEHO

3.5 KoncyabTanuu

2.

Ipynnoevie koncyremayuu no pazoeaam oucyuniunsl (I°'K)

HopmatuBHoe perynupoBanue Oe3omacHOCTH 00bekToB KM Ha OCHOBE MONOXKEHHIM
npukaza @CTOK Poccuu Ne239 ot 25.12.2017.
Unes cranmapra MOK-61850. OcHoBHble mOHATHS cTaHjaaprta. llepedennb pasnienion
craggapra. [Ipobrmema oOmeHa wuHGOpMAIMEH: TEXHOJOTUYECKAs, YIpaBIeHUYECKas.
[Iporokonbsl oomeHa uHOpManueir o0bekToB sHepreTukn GOOSE, MMS u ananus u3
samuieHHocty. [Ipeumymecrsa LIIC. Vsa3sumocTu LITIC.

Texywuti konmpoas (TK)

CocraB mep Oe3omnacHocTH 3HAUUMbIX 00bekTOB KMW B COOTBETCTBUM € MX KaTeropueiu
3HaYMMOCTH.
HOI[FOTOBKa K BBIITIOJIHEHHUIO TECTOBOT'O 3aJaHUS

3.6 TemaTnka KypcoBbIX POEKTOB/KYPCOBBIX padoT
KypcoBoii npoekT/ paboTa He MPeAyCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEeHIIU

Howmep paznena
JTVCIUIUTUHBI (B

OueHo4yHOE CPEACTBO
(TUII ¥ HAUMEHOBAHUE)

3amaHupOBaHHbIE PE3YAbTaThl 00YUYEHUS MO TUCIUILINHE Konpt
COOTBETCTBUHU C
(B COOTBETCTBHHM C pazneiiom 1) WHJIUKaTOPOB 1.3.1)
1 12 ] 3
3HaTh:
nepeveHb TpeOoBaHUM 3amuThl HHGopMauu Ha o0bekTax KUU, VLo + + Henoas urpa/KontponsHoe
) 3aganue 2
BO3MO>XHOCTH MPOTPAMMHBIX U TEXHUUYECKUX CPEACTB MOHUTOPHHTA V-Lpmca + HenoBas urpa/KontposnbHoe
3amuiIeHHoct oobekroB KNU; 3ajanue 2
MIPaBOBbIE OCHOBBI 3aIUTHI HH(OpManuu Ha oObekTax KNU; KonTponbHas
pabora/KonTponbHas padota 1
W-2pnix-1 + +
Henosas urpa/KontponbHoe
3ajanue 1
npaswiia kareropupoBanus oobexktoB KU snepreruky; W21 + Jenoas urpa/KoHTponbHOE
3amanue |
OCHOBBI KOHIIETIIIHH [IU(PPOoBOH dnekTpudeckoit moacranimu (L{I1C); KonTponbnas
UJ1-3pri-1 + pabota/KonTposnpHas padora 1
TectupoBanue/Tect
na"mwadt yrpo3 oobektam KU sHepreTku 1 0OCHOBHBIE BEKTOPBI aTak Ha VT-3pmic + Jenosas urpa/KoHtponbHoe
HUX; ] 3ajanue 1
YMersb:
IUTAHUPOBATh MEPONIPUATUS MOHUTOPUHTA 3aIIMIIEHHOCTH 00bekToB K VLo + [HenoBas urpa/KontposbHoe
] 3amanue |
(hopMHUpPOBATH MEPEUEHB U TIOCIICIOBATEIFHOCTD BHITTOTHEHUS V26 + Henoas urpa/KortponsHoe
MmeponpusTiii o 3ammre KMM 00beKTOB SHEPreTUKH; ] 3ajanue 1
BBITIOJHATH OCHOBHBIE Pa0OTHI MO KaTeropupoBanuio o0bexkroB KU WJT-2pmmc1 + KoHntponbHas
SHEPreTUKU; ] pabota/KonTposnpHas pabdora |
MIPABIJILHO MPUMEHSTH TPEOOBAHUS MTPABOBBIX U HOPMATUBHBIX VT-3pmic + + Jenosas urpa/KoHTponbHoe
JIOKYMEHTOB JIJIs1 obecnieuenns 6e3onmacHoctn 00bexToB KM i 3amanue 1
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BBINOJIHATh OCHOBHBIE IIPOLIEIyphl, AHATU3UPOBATh HH(POPMALIHIO
MOHHUTOPHHTA U Pa3pabaThiBaTh PEKOMEHJIAIMH MO PE3Y/IbTaTaM aHAJIN3a

W /I-3prik-1

enoas urpa/KontponsHoe
3ajiaHue 2
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
7 cemecTp

®dopma peanuzanuu: 3anmra 3aaaHus
1. KontponbHoe 3amganue 1 (enosas urpa)
2. KontponbHoe 3aganue 2 (JlemoBas urpa)

Dopma peanuzanuu: [TucemenHas padora
1. Konrponpnas padota 1 (KonTponsHas pabora)
2. Tect (TectupoBaHnue)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIUINHBI SABJIACTCA ITPUITOKCHUCM A.

4.2 Ilpome:KyTOYHAS aTTeCTALMS 10 JUCHUIIMHE

Ixzamen (Cemecmp No7)
WrtoroBast oleHKa MO KypCy BBICTaBIseTCS HCXoAs u3 TmonoxeHudd cucreMbl BAPC  kak
CEMECTpOBas U IK3aMEHALlMOHHAs! COCTABJISIIOLIAS

B auniom BeICTaBIISIETCS OLIEHKA 32 7 CEMECTP.

IIpumeuyanue: OueHOYHbIE MAaTEpUAIbI 110 TUCLMITIIMHE IPUBEICHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOANMYECKOE OBECIIEYHEHUE JUCIUIIJINHbI

5.1 IleyaTHbIE H 3JIEKTPOHHbIE H3IAHNS

1. Pa3zpabotka u BHeapenue komiuiekcoB P3A LIIC ¢ pa3nu4yHbIMU apXUTEKTypaMH
(ueHTpaIM30BaHHAas, ACLEHTpaTN30BaHHas1, rudpuaHas) rno reme: [IpoekrupoBanue u
JabopaTOpHOE MOJIEIMPOBAaHUE KIIFOUEBBIX 1eMeHTOB TexHojoruu P3A HIIC ¢ ucnonszoBaHnem
nosmrona 1udposoit noactaniuu. Jtan 2. [Ipomexyrounsiii otuer : HUP / Ham. uccnen. yu-t
"MON" (HUY"MBN"), Lentp HTU MOU "TexHon0rnu TpaHCIIOPTUPOBKH 3JIEKTPOIHEPTUH U
pacripeieIeHHbIX HHTEIUIEKTYaTbHBIX dHEeprocucteM" ; pyk. Tembl E. H. KonoGponos . — Mockaga,
2020 . - 62 c.

http://elib.mpei.ru/elib/view.php?id=11184;

2. Abnyxamuios, I'. A. Pa3paboTka METOIMKH aBTOMaTU3UPOBAHHOTO MTPOEKTUPOBAHUS CXEM
onepaTuBHOM OJOKUpOBKU NUPpoBbIX noacTanimit: 05.14.02 "DnekTpudeckue CTaHIIUU U
AIIEKTPOIHEPTETUUECKUE CUCTEMBI" : IUCCepTalMs KaHu1aTa TEXHHYeCKuX Hayk / I, A.
AOGnyxamunos, Ham. uccnen. ya-t "MOU" . — M., 2017 .- 135 c.
http://elib.mpei.ru/elib/view.php?id=9391,

3. . M. Baznees, B. I'. Makapos- "Konuenius ynpasiieHus: Hu(pOBbIMU MOJCTAHIIMSIMU
Oynymero", M3natenbctBo: "Ka3zaHckuii HaydYHO-UCCIEIOBATENIbCKIM TEXHOIOTUYECKHHA
yausepcuteT (KHUTY)", Kazans, 2019 - (152 c.)
https://biblioclub.ru/index.php?page=book&id=612961,;

4. B. B. Cxusp- "O6ecneuenue 6e3omnacnoctd ACYTII B cOOTBETCTBUHU C COBPEMEHHBIMU
crangapramu”, UsnatensctBo: "Undpa-Umxkenepus", Mocksa, Bonoraa, 2018 - (385 ¢.)
https://biblioclub.ru/index.php?page=book&id=493885.
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5.2 JIunieH3MOHHOE ¥ CBOOOHO pacnpocTpaHsaeMoe MPOrpaMMHOe ofecrnedeHue:
1. CAO "IIpomereii";

2. Office / Poccuiickuii makeT 0(h)UCHBIX IPOrpam;

3. Windows / OnepanimonHas cucrema cemeiicTpa Linux;

4. Buneoxondepenuuu (Maiiua, Coepmkas, BK u np);

5. SCADA TRACE MODE;

6. ModelSim;
7. ERwin Data Modeler.

5.3 UnTepHeT-pecypchl, BKJIWOYasA NPodeccuoHaTbHbIe 0a3bl JAHHBIX 1 HH(OPMAIIUOHHO-

CIIPaBOYHBIC CUCTEMBI:

1. 9BC Jlanb - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 6u0J1M0TeKA OHIANH" -

http://biblioclub.ru/index.php?page=main_ub_red
3. ba3za nannbix Web of Science - http://webofscience.com/
4. ba3za nauabix Scopus - http://www.scopus.com
5. Kypnaa Science - https://www.sciencemag.org/
6. DnexkTponnas 6udmorexka MOU (36 MIOMU) - http://elib.mpei.ru/login.php
7. OTkpbITasi yHuBepcuTerckasi uHgopmanuonHas cucrema «POCCHUS» -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomeeHus Homep aynuropun, OcHamenne
HAaMMEeHOBaHUe
Y4eOHble ayAUTOPUH IS K-601, YueOnas rapTa co CKaMbe, CTOJI IperoaaBaress,
IPOBEACHUSA ayauTOpUs CTyJ, TpUOYHa, TOCKa MeJIoBas,

JIEKIIMOHHBIX 3aHITHH U
TEKYIIETO KOHTPOJIA

MYJIbTUMEIUMHBIA IPOEKTOP, IKPaH

A-300, Yuebnas
aynutopus "A"

Kpeciio pabouee, napra, CTEIUIaXk, CTOI
npernojaBaress, CToa yueOHbIH, CTyI,
TpuOyHa, MUKPO(QOH, MyJIbTUMEAUNHBIN
IIPOEKTOP, IKPaH, JOCKa MapKepHas,
KOJIOHKH, TEXHUYECKas anmnaparypa,
KOHAMLIMOHED, TEJIEBU30D

VY4eOHble ayAUTOpUH IS
IIPOBEJICHUS
MPAaKTUYECKUX 3aHITUH,
KP u KII

M-510, Yuebuas
nabopaTopus
MH(OpPMaLIOHHO-
aHaAITUTHYECKUI
TEXHOJIOTHIA -
KOMITBIOTEPHBIN KJ1acc

CTYJ1, CTOJI MUCbMEHHBI,
MYJIBTUMEIUNHBIN ITPOEKTOP, IKPaH,
JIOCKa MapKepHasi, KOMIIbIOTEP
IIEPCOHAJIbHBINA, KOHAUIMOHED

VY4eOHble ayAUTOpUH IS
MIPOBEICHUS
1ab0paTOPHBIX 3aHATUN

M-504, Yuebuas
nabopatopus
"TexHuueckue cpencTa
3anmThl HHpopManuu"

napTa, CTyJ, 9KpaH, I0CKa MapKepHas,
71a00paTOPHBIA CTEH[, KOMIIBIOTEP
MepPCOHAIbHBIN, KOHTUIIUOHED

VY4eOHble ayAUTOpUH IS
MIPOBEICHUS
IIPOMEKYTOUHON
aTTecTaluu

K-120, MamuHHBIH 3471
UBI],

cepBep, KOHIUITHOHED

A-300, Yuebnas
aynutopus "A"

Kpeciio pabouee, napra, CTeJUIaXk, CTOI
IpernoiaBaTensi, CToJ y4eOHbIH, CTyI,
TpuOyHa, MUKPO(DOH, MyJIbTUMEIUIHHBIN
IIPOEKTOP, IKpaH, J0CKa MapKepHas,
KOJIOHKH, TEXHUYecKas anmnaparypa,
KOHJUIIMOHED, TENEBU30D
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IMTomemenus misa
CaMOCTOSTEILHOU
paboThl

HTB-201, KomnbsroTepHsbIit
YUTATBLHBIN 3271

CTOJI KOMIIBIOTEPHBIH, CTYJI, CTOJ
IIACbMEHHBIN, BEIIAJIKA JJI OLCKIbI,
KOMIIBIOTEPHAsI CETh C BBIXOJIOM B
HHTepHeT, KOMIIBIOTEDP NIEPCOHANIBHBIN,
IIPUHTEP, KOHIULIMOHED

ITomenienus miis
KOHCYJbTUPOBaHUS

A-300, YueOnas
ayautopus "A"

Kpecio pabouee, mapra, CTeJUIax, CTOI
IpernoaaBaTes, CTOJ Y4eOHbIH, CTYI,
TpuOyHa, MUKPO(OH, MyTbTUMETUITHBIHI
IPOEKTOP, FKPaH, JOCKa MapKepHasi,
KOJIOHKH, TEXHUYECKasl armaparypa,
KOHJMIIMOHED, TEIEBU30D

[Tomewmenus s
XpaHeHHus 000pyOBaHUs
1 y4eOHOTO MHBEHTaPA

K-202/2, Cxman xademnpbl
BUT

CTEJUIaX Il XpPaHEHUs] HHBEHTaPS,
CTOJI, CTYJ, IKaQ JUI JOKYMEHTOB,
mKad Uit XpaHeHUs. MHBEHTaps, TyMOa,
3amacHble KOMIUICKTYIOIINE JUIs
000py10BaHUS
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bezonacHocTh kpuTHUECKON MHDOPMAIITMOHHON HHPPACTPYKTYPHI OOBEKTOB

IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

OHCPICTUKH

(Ha3BaHME AUCIMILIMHBI)

7 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUITHHE:
KM-1 KontpoasHnas pabota 1 (Kontposbhas pabota)
KM-2 KontponbsHoe 3aaanue 2 (JlenoBas urpa)
KM-3 KontpoasHoe 3ananue 1 (enoBas urpa)
KM-4 Tecr (TectupoBanue)

Bujx npome:xyTo4HOI aTTecTanu — JK3aMeH.

Wnnekc KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4
paszena AT et Henens 4 8 12 15
KM:
1 Opranu3anus 3amuTel ”HGopManuu Ha o0bekTax KNUNU
11 [TpaBoBoe perynupoBanue 6e3omnacHoctu 00bekToB KN + +
1.2 Kareropuposanue oobextoB KM + +
1.3 OHepreruka kak cpepa pynkuuonuponanuss KUN. + +
14 Obecneuenne 6e3onacHOCTU 3HaYMMBbIX 00bekTOB K. + +
2 Konnenmus nudporoii anexrpudeckoit noacrannuu (LI1C)
21 OCHOBBI rOCyJapCTBEHHOM MOJIUTUKH B chepe + +
' HHEPreTUYECKON OE30MacCHOCTH.
2.2 OcHOBBI 1TU(POBU3ALNH YHEPTETUKU. +
Konuenus undpoBoii anekTpuueckoi NoACTaHIMH Ha
2.3 OCHOBE OTKPBITOTO O0BEKTHO-OPUEHTUPOBAHHOTO CTaHAapTa + +
M3K-61850.
2.4 CrpykTypa nporpaMMHO- TexHru4eckoro komrekca LIIC. +
25 Hanpasienust coBepiIeHCTBOBAHMS 3alIUTH 0ObEKTOB +
' SHEPreTUKN OT KHOepaTak 1 JIeCTPYKTHBHOTO BO3JICHCTBHSI.
3 Opranuzanus U ynpasieHue 6e3onacHocTbio 00bexToB KU
SHEPTreTUKU
['ocynapcTBeHHas cucteMa 0OHApYKEHUS, TPeyTPEeKICHUS
3.1 ¥ JIMKBUJIAIIAY TIOCIIEJICTBUN KOMITBIOTEPHBIX aTaK +

(T'ocCOIIKA).
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3.2

Opranuzanus c6opa nuaopmaruu o coobrTusx ot LIIIC.

3.3

[TporpamMMHo-arinapaTHbie penieHust 0e30MacHOCTH
pOCCUCKHX TIpou3BoAuTENeH st 00bekToB KN
SHEPIeTHUKHU.

3.4

[TepcrieKTUBBI Pa3BUTHUS IPOTPAMMHOIO U IPOIPAMMHO-
anmapartHoro obecrneueHus 6e3onacHoctu oobexkroB KUU
SHEPreTHUKHU.

Bec KM, %:

20

20

30

30
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