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OHNEHOYHBIE MATEPHAJIBI PA3PABOTAUJI:

MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»

Ceefenua o Bragensue L3N M3aKn

Bnageney Kanrep W.B.
IIpenonaBarenb MaeArngrarop R5d33dfle-KapgerlV-059h09ee N.B. Kanrep
(1OIKHOCTB) (moxnuce) (pacuudpoBka
TTO/ITUCH)
COI'JTIACOBAHO:
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
PyKOBOI[HTeHB w A (EPQ,LLEHMS-I [s] Brﬂuennue uan man
00pa3oBaTebHOM Bragered Baporos OF.
IIPOTPAMMBI Vaermndvatop R90d76356-BaronovOR-7bfafd7e O.P. baponoB
(IOJDKHOCTD, YUeHas CTEHCHb, YICHOE (mozucs) (pacuudpoBka
3BaHHE) TIO/ITUCH)
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
w CeepeHuna o snagensue U3MN M3K
3aBeHyIOH-IHH Bnageney HeBckui A.HO. A.IO. o
BBINYCKAIOIIEH Kadeapbl MaeArngrarop RAbc65573-NevskyAY-0b6e493d Hesckuit
(IOJDKHOCTD, YUeHas CTENeHb, YICHOe (mozrucs) (pacmudpoBka
3BaHHE) TIO/ITUCH)



OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-3 crmocoOHOCThIO MPUMEHSTH TOJIOKEHHS JICKTPOTEXHUKH, FJICKTPOHUKH U
CXEMOTEXHHUKH ISl pelieHus MpodecCnOHATbHBIX 331a9

2. I1K-1 ciocoGHOCTHIO BHIIOIHATH PaOOTHI 10 YCTaHOBKE, HACTPOHKE U 00CTYKHBAHUIO
IPOTrPaMMHBIX, IPOTPAMMHO-ANIAPATHBIX (B TOM YUCIIE KPUNTOTPAUUECKHUX ) M TEXHUUECKUX
CPEeACTB 3alIUTHI HH(OPMAITHH

3. IIK-5 crmocoOHOCThIO MPHHUMATH YUaCTHE B OPTaHU3AINH U COMTPOBOXKICHUN aTTECTAIlUN
00bekTa nHGOpPMATH3ALKUU 110 TPeOOBaHUIM 0€30MMacHOCTH HH(MOpMaIUn

4. ITIK-6 criocoOHOCTBIO NPUHUMATh Y4acTUE B OpTraHU3alMU U IPOBEACHUN KOHTPOJIBHBIX
POBEPOK paboTOCIOCOOHOCTH M AP (HEKTUBHOCTH MPUMEHSEMBIX ITPOrPAMMHBIX, IIPOTPAMMHO-
anmnapaTHbIX ¥ TEXHUYECKUX CPEJICTB 3aILUThl HHPOpPMaLUU

5. IIK-7 crnocoGHOCTHIO MPOBOJUTH aHATIN3 UCXOAHBIX JAHHBIX JIJIS POSKTUPOBAHUS MOJCUCTEM
U CpelCTB oOecnieyeHus: HH(MOPMAIMOHHOM 0€30MaCHOCTH M Y4aCTBOBATh B MPOBECHNUN TEXHUKO-
HKOHOMHUYECKOTO 0OOCHOBAHMS COOTBETCTBYIOUINX MPOESKTHBIX PEIICHUN

6. IICK-2 CriocoOHOCTb IPUMEHSTH IPOrPaMMHBIE CPEJICTBA CUCTEMHOTO U CIIELUAIIBHOTO
Ha3HAYCHMsI, B TOM YHUCIIE JJIs o0ecrieueHus: 6€30MmacHOCTo (PyHKIIMOHUPOBAHHUS 0OBEKTOB
sHepreTuku ¢ sneMentamu ACY TII

M BKJIIFOYACT:

MJISl TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

®Popma peanuzanuu: ITucemenHas padora
1. Otuet no npaktudeckoit padore Nel «YcraHOBKa B HACTPOITKa CPEACTBA TOBEPEHHOMN
3arpy3ku «Akkopa-GX» (Otuer)
2. Otuer no nmpakTU4eckoit pabore No2 «¥YcTraHOBKa M HACTPOHKA MPOTPaMMHO-aIapaTHOTO
KOMILJIEKCa CPEJICTB 3aIUThl HHPOPMALIMU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIA «AKKOP/-
Win64K» (Otuer)
3. Ortuer no mpaxkTuyeckoit padote Ne3 YcraHoBKa M HaCTpOHKa NEPCOHATBHOTO CPEJICTBA
kpuntorpaduueckoii 3amutel uHGopmanuu «LINUTTKA» (Otyer)
4. Otuet no npakTuueckoit padbore Ne4 YcTaHOBKa M HACTpOMKa CpecTBa
kpuntorpaduueckoit 3amutsl uHGopmanuu «Crypton ArcMail» (Otuer)



BPC aucuunjiauHbI

8 cemectp
Beca KOHTPOJIBHBIX MEPONIPHUITUH, %o
Pa3znen nucuuninHbl Unnexe KM- | KM- | KM- | KM-

KM: 1 2 3 4

Cpox KM: 4 8 12 15
TexHonoruu uaeHTUPUKAINH, ayTeHTU(DUKAINH, aBTOPU3ALINU U
YIPaBICHUS TOCTYIIOM
[IpenMert u 3aa4u MpOrpaMMHO-ANIaPATHOM 3aIIUTHI + +
uHpopManun
CpencTBa nporpaMMHO-aIIapaTHON 3alUThl HH(POpMALUN + +
ABTOMaTU3MpPOBAHHAS CUCTEMA + + + +
Wnentudukanus u ayreHTUGUKAIISL + + +
CaHKIIMOHUPOBAHHBIN U HECAHKIIMOHUPOBAHHBIN TOCTYII + + +
Pasrpanudenue pecypcoB B JIOKaTbHBIX aBTOMAaTU3UPOBAHHBIX + + +
CUCTeMax
YnpaBieHnue J0CTYIIOM P IIOMOIIH CPEJCTB 3aIUTHI + +
nH(pOpMaIlMU OT HECAHKITMOHUPOBAHHOTO JOCTYIIA
ObecrieueHne KOHPUICHIIUATBHOCTH, IIETIOCTHOCTH U
JIOCTYIMHOCTU MH(POpMAIUN
Kontpoinbnsie cymmsl. LenoctHocts B AC +
MexkcereBble DKpaHbl +
3amuIeHHbe HOCUTEIN + +
[{enTpann3oBaHHOE yIpaBICHUE CPEICTBAMU 3aLTUTHI 4 +
uH(popMalun

Bec KM: | 25 25 25 25

$06m1as gacts/Jy1s1 MPOMEKYTOUHOMN aTrTecTaund




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunekc
KOMIIETEHIINHU

Nunukarop

3armIaHupOBaHHbIE
pe3yiabTaThl OOyYEHHsS IO
JUCHUTIIINHE

KOHTpOJ’IBHaﬂ TOYKa

OIIK-3

OIIK-3(Kommerenmus)

3HaTh:

OCHOBHBIE€ PYKOBOJSIIINE
MIPaBOBBIC, METOAMYCCKHE, U
HOpMaTUBHbIE TpeOOBaHUS
IO OIEHKE 3alTUIIICHHOCTH
CPEICTB MPOTrPaMMHO-
arrmapaTHOM 3alUThI
nHpopmaruu

YMeTs:

BBISIBJISITH M OIIEHUBATh
yYIpo3bl 6€30MacHOCTH
nH(pOpMaLINY B KOHKPETHBIX
KOMITBIOTEPHBIX CHCTEMaX, a
TaK)Ke OLIEHHWBAThH CTETICHb
WX aKTYaJIbHOCTH

Otuer o npakTrueckoil padore Ne2 «YcTaHOBKa U HaCTpoOiiKa
IPOrpaMMHO-aIIIapaTHOI0 KOMITJIEKCa CPEJCTB 3alUThl MH)OPMAIK OT
HECAaHKIIMOHUPOBAHHOTO A0cTyna «AKkopa-Win64Ky» (Ortuer)

Otuer no mpakTudeckoi padbore Ned YcTaHoBKa M HaCTpOHKa CpeiCcTBa
Kpunrorpaduueckoii 3amutel nHPopmanuu «Crypton ArcMail» (Otuer)

I1K-1

[TK-1(Kommnerenius)

3HATh:

OCHOBHBIE TEOPETHYECKHE
CBEJICHMSI: CYIIIHOCTb, LIEJIH,
3a/1a4M U MPUHIIUIIBI
IpOrpaMMHO-aIapaTHON
3aluThl HHOpMaLIUU

Ortuer o npaxkTuueckoi padore Nel «YcTaHOBKa U HaCTpoiiKa cpesncTBa
noBepeHHoM 3arpy3ku «Akkopa-GX» (Otuer)

I1K-5

[TK-5(Kommerenius)

3HaTh:

OCHOBHBIE PYKOBOISIIIINE
MpaBOBbIE, METOJIUYECKUE, U
HOPMAaTHBHBIE TOKYMEHTHI

Otuer no npaxkTuyeckoit pabore Ne3 YcraHoBKa M HaCTpoHKa
MEPCOHAIBHOIO CPEJICTBA KpUNTOrpaduyecKoil 3auThl HHGOpMaLUu
«IIHUTIKA» (Otuer)

Otuer no npaktuueckoi pabore Ned VcTaHoBKa M HaCTpOIKa CpesIcTBa
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10 IIPOrPAMMHO-AIIIAPaTHON
3amuTe HHPOpMaLUK
YMers:

BBISIBJIATh U OLICHUBATh
yrpo3bl OE30MACHOCTH
nH(pOpMaLIUY B KOHKPETHBIX
KOMIIBIOTEPHBIX CUCTEMAX, a
TaK)X€ OLIEHUBATh CTEIICHb
UX aKTYaJIbHOCTH

Kpunrorpaduueckoii 3amutel nHpopmanuu «Crypton ArcMail» (Otuer)

I1K-6 [TK-6(Kommereniius) 3HaTh: Otuer no mpakTudeckon padore Ne2 «YcraHoOBKa U HACTPOKa
NepeveHb, KIaCCU(PHUKAIHNIO, | MPOrPaMMHO-ANIAPATHOTO KOMILIEKCA CPEJICTB 3aIIUTHl HHPOPMALIUU OT
MPUHIUI JEHCTBUS HECaHKLMOHUPOBAHHOTO JocTyna «AKkopa-Win64K» (Otuer)
IIPOrpaMMHO-aNNapaTHBIX Otuer o npakTuueckoii padore Ne3 YcraHOBKa M HACTPOWKa
CPEICTB 3aIIUThHI MIEPCOHANBHOTO CPEJICTBA KPUITOrpapuuecKoil 3amuThl HHGOpMaLHK
uH(pOpMaIN «IUTIKA» (Otuer)
YMers:
BBITNIOJIHATH AEUCTBUSA 11O
YCTaHOBKE,
KOH(UTYPUPOBAHUIO U
HAaCTpOMKE NPOrpaMMHO-
anmnapaTHbIX CPEICTB
3a1uThl HH(QOpMALIUU

[K-7 [MK-7(KoMmneTteHniiusi) 3HaTh: Otyet no npakTuueckon padbore Ne3 YcranoBka u HacTpoiika
METO]Ibl OLIEHKU MIEPCOHATIBHOIO CPEICTBA KPUIITOrpadhuuecKoi 3amuTsl HHGOpMaLuu
3¢ pexTUBHOCTU MEP «IIHUTITKA» (Otuer)
IIPOrpaMMHO-aIIapaTHON
3aluThl HHOpMaLIUU

I1CK-2 [1CK-2(KomneTrenuust) YMers: Otuer no npakTuueckoil pabore Ned YcTaHOBKa M HaCTpOiKa CpecTBa

HpI/IMCHSITB HpOFpaMMHI)Ie
CpEeICTBA CUCTEMHOTO,
HpI/IKHa}IHOFO "
CIIENMAILHOIO Ha3HAYECHHUS
IUTSL 00ecTeueHUst

Kpunrorpaguueckoi 3amutsl nHPopmauu «Crypton ArcMail» (Otuer)




0e30I1acHOro
(YHKIIMOHUPOBAHUS
00BEKTOB MPOMBIIIUICHHOCTH
c anementamu ACY TII




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. Ot4er no npaktu4yeckoi padore Nel «YcraHoBKa M HacCTpoiika cpeacTsa
JAOBepeHHOoM 3arpy3ku «Akkopa-GX»

®opmbl peanauzanuu: [luceMennas padora

Tun KOHTPOJIBLHOr0 Meponpusitusi: Otuer

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBeaeHHsi KOHTPOJABbHOrO Meponpusitusi: [IpakTtudeckoe 3azaHue 1o TeMe
"VcTaHOBKa U HaCTpOIKa CPECTBA TOBEPEHHOM 3arpy3ku «AKkopa-GX»

Kparkoe conepxanue 3a1aHus:
Y CTaHOBUTH U HACTPOUTH CPEICTBA JOBEPEHHOMU 3arpy3ku «Akkopa-GX»

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: OCHOBHbBIE TEOPETUUYECKUE 1.2. Ilpuniun paboThl CPEICTB JOBEPEHHOM 3arpy3Ku
CBEJICHUS: CYIIHOCTb, 1€, 3a/1a41
u IPUHLIUIIBI IIPOrpaMMHO-
anmnapaTHoOM 3aluThl HH(OpMALUU

OnucaHue MKAJbI OlleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 0
Onucanue xapakmepucmuxu evlnonenus 3Hanus: OueHKa "0TIMYHO" BBICTaBISETCS €CIIM 3aJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBIITOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakxmepucmuxu evinoaneHus snanua: OueHkKa "XopoIo" BbICTABIIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMpPaBICHHUE JUIsl pEICHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanusa: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYIIECTBEHHO BHIIIOJIHEHO

KM-2. Ot4eT no npakTuuieckoii padore Ne2 «YcTaHOBKA H HACTPOITKA MPOrPaMMHO-
annmapaTHoro KOMILIEKCa CPeACTB 3alMThl HHPOPMALUH OT HECAHKIIMOHMPOBAHHOI'0
pocryna «Akkopa-win64K»

®opmbl peanusanuu: [lucbMenHas padora

Tun KoHTpPOILHOr0 MeponpusaTusi: OTyer

Bec koHTpObHOrO MeponpusTusi B BPC: 25

IIpouenypa mnpoBeaeHusi KOHTPOJIbHOro Meponpusitusi: [IpakTudeckoe 3amaHue mHo TeMe
«YCcTaHOBKa U HAaCTPOHKa MPOrpaMMHO-AIAPATHOIO KOMIUIEKCA CPEACTB 3alUThl HHPOPMALIUU OT
HECaHKITMOHUPOBAHHOTO JOCTyMa «AKKop-Win64K»

Kparkoe conepxxanue 3agaHus:
VY CcTaHOBUTH U HACTPOUTH CPEICTBA JOBEPEHHOM 3arpy3ku «Akkopa-Win64K»

KoHTpoJibHbIE BONPOCHI/3a1aHUA:




3HaTh: IepeYCHb, KIacCU(PUKAITHIIO, 1.2. ITpunIMT paboThl U PYHKIIMOHAT CPE/ICTB

MPUHIUIT JEHCTBUS IPOrPAMMHO- JIOBEPEHHOM 3arpy3Ku

anmapatHblX  CPEJACTB  3allUTHI

uHpopManun

VYMeTh: BBIABIAT U OLIEHUBATH 1.2. Ilopsimok HacTpoiiku «AKkopa-Win64K»»
yrpo3bl 0e30MmacHOCTH

uHbpopMallud B KOHKPETHBIX
KOMITBIOTEPHBIX CUCTEMAX, a TaK¥kKe
OLICHUBATD CTETeHb ux
AKTYaJIbHOCTH

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISETCS €CIIM 3aJaHue
BBIIOJIHEHO B TIOJTHOM 00'bEME HMJTH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "Xopoio" BEICTABISAETCS €CITU
OOJIBIITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CITU 3aJIaHUE MMPEUMYILECTBEHHO BBITIOJHEHO

KM-3. OT4er no npaktuyeckoi padore Ne3 YcTaHOBKA U HACTPOHKA MEPCOHAIBHOTO
cpeacrsa kpunrorpagpuueckoi 3amutbl uHGopmauun «IHITUTTKA»

®opmbl peaausanun: [lucemennas padbora

Tun koHTpOBHOTrO MeponpusaTHs: OTueT

Bec konTposbHoro meponpusitusi B BPC: 25

IIpoueaypa mnpoBeaeHHsi KOHTPOJABLHOIO Meponpustusi: IIpakTudyeckoe 3amaHue IO TeMe
"VcTaHOBKa M HacTpOMKa MEPCOHAIBHOTO CPEACTBA KPUIITOrpapuuecKod 3alluThl MHPOpMAIUU
«IATTKA»"

Kparkoe cogep:xanue 3aiaHus:
VY CTaHOBUTH U HACTPOUTH CPEJICTBA EPCOHATBLHON KpUIITOrpaduiyecKoi 3auThl HHGOpMaIu

«ITUTTKA»

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: METOBI OILIEHKU 1.3. Hasnauenue [ICK3U cemetictsa HIUTIKA
3¢ (HEKTUBHOCTH MEp MPOTrpaMMHO-
arnmapaTHOM 3alUThl HH)OpMaIuu

YMeTh: BBISIBISATH U OLECHHUBATH 1.2. ITopsaiok HACTPOMKH MEPCOHAIIBHOTO CPEACTBA

yYIpO3bl 6e30macHOCTH Kpunrorpaduueckoi 3amutel nHGopmanuu «ITUTTKA»
uHpOpMallMd B KOHKPETHBIX
KOMIIBIOTEPHBIX CUCTEMAX, a TAK¥Ke

OIICHUBATh CTEIECHb ux
AKTyaJIbHOCTH

YMeTh: BBIOIHATH ACHCTBUS 1O 1.1.TTopsnoK yCTaHOBKHM EPCOHATBLHOTO CPE/ICTBA
yCTaHOBKE, KOH(OUTYPHUPOBAHUIO U kpunrorpaduueckoit 3ammtel nHGopmarmu « TTNUITKA»
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HaCTpOMKe MPOTrPaMMHO-
amnmapaTHbIX  CPEICTB  3alllUThl
nHpopmanuu

Onucanue MKAJbI OICHUBaAHUSA:

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MTOJIHOM 00'bEME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIH
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a]1a4

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evinonenus 3Hanus: OueHka "yJoBIETBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

KM-4. Ot4er no npaktuyeckoi padore Ne4 YcraHoBKa U HACTPOIKa cpe/ICTBA
Kpunrorpaguyeckoii 3amutsl uHGopmanuu «Crypton ArcMaib»

®opmbl peaquzanun: [TuceMennas padora

Tun KOHTPOJIBLHOr0 MeponpusTusi: OT4eT

Bec kouTposabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeaeHHsi KOHTPOJIbHOTO Meponpusitusi: l[IpakTuyeckoe 3amaHue MO TeMe
"YcTaHoBKa W HAcTpoika cpeicTBa Kpuntorpaduyeckoil 3zammuTsel uHpopmanuu «Crypton
ArcMail»"

Kparkoe conepxxanue 3agaHus:
VY CTaHOBUTH U HACTPOUTH CPEACTBA KpUINITOrpaguueckoi 3amutsl nHGpopmaruu «Crypton

ArcMail»

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3HaTh: OCHOBHBIE PYKOBOJSAIIUE 1.
[IpaBOBEIE, METOJIUYECKHUE, n | 1. HasHayeHue cpeacts KpunTorpaduUyeckon 3awmTol
HOpPMaTUBHbIE  TpeOOBaHUS  TIO nHoopmaumm «Crypton ArcMail»

OLCHKC 3alMIICHHOCTU CpPCACTB
nporpaMMHo-annapaTHoﬁ 3allINThI

uH(popMaluu
3HaTh: OCHOBHBIE PYKOBOASIIUE 1. 2. [Tpuntumn paboTe u pyHKIMOHAT cpeAcTB «Crypton
MpaBoOBble,  METOAUYECKHE, U ArcMaily

HOpPMAaTUBHbIE  JTOKYMEHTHI IO
MPOrpaMMHO-AINapaTHON  3alIuTe

uHpopManun

YMeTb: NpUMEHSATh MPOrpaMMHBIE 1.2. ITopsimok HACTPOHKH EPCOHANBHOTO CPEJICTBA
cpeacTBa CHCTEMHOTO, KpUnTorpaduueckoi 3ammThel nHPopmanuu «Crypton
OPUKIAJAHOTO U CIELHaIbHOTrOo ArcMail»

Ha3HavyeHust g  oOecreyeHus
0e30macHOr0  (PyHKIIMOHUPOBAHUS
OOBEKTOB  TPOMBIIINICHHOCTH €
snmemeHTamu ACY TII
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Onucanue MKAJbI OIICHUBAHUSA:

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MOJIHOM 00'beME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a/1a9

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISETCS
€CJIM 3aJJaHUE TPEUMYIIECTBEHHO BHITIOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
8 cemecTp

@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

1. AnmapatHble Cpe/ICTBa TOBEPEHHOM 3arpy3Ku. DTambl IOBEPEHHOM 3arpy3KHu.
2. Paznnums Mexy OTKPBITHIM U 3aKPBITHIM KIIOYaMHU.
3. Ilpaktuueckoe 3aganue Ne 1 (Bapuant A).

IIpouenypa npoBenenust
DK3aMeH IPOBOIUTCS B TUCHbMEHHOW (hopMe 1o OMieTaM COrIacHO MporpamMme IK3aMeHa

L Ilepeuens Komnemenyuil/uHOUKaAMOpPoO8 U KOHMPOIbHBIX 60NPOCOB NPOBGEPKU PE3YbHAN 08
0CBOCHUSA OUCUUNTUHDL

1. Komnerenuust/Muaukarop: OIIK-3(Komnerenius)

Bomnpocel, 3axanus
1.IlporpamMMHO-annapaTHble CpeACTBA KOHTPOJIA JOCTYIA. Y CTpOKCTBa BBOAA
UICHTU(PUKAIIMOHHBIX TPU3HAKOB. Kiaccudukanus, XxapakTepucTuKa.

Matepuanbl AJis1 IPOBEPKH OCTATOYHbIX 3HAHUM
1.

1. Kakwue HOPMaTUBHbIE AOKYMEHTbI onpeaenAaroT 3IIEKTPOMArHUTHYHO COBMECTUMOCTb CpeacTsB No 3n?

Bepusiit otBer: [OCT P MOK 61326-1-2014 O60pyaoBaHue 31EKTPUUECKOE IS
M3MEPEHUs, YIIPaBJICHUS U TaOOpaTOPHOTO MpUMEHEHUs. TpeOoBaHuUs dIIEKTPOMAarHUTHOM
COBMECTHMMOCTH

2. Komnerennusi/Mugukarop: [1K-1(Komnerenuus)

Bonpocel, 3aganus
1.ITpeamer u 3a1aun MporpaMMHO-aNnapaTHON 3amuTel HHGopMauu. OCHOBHBIE TOHSATHS.
2.CpenctBa kpunrtorpapuieckoi 3amuts! nHGopmauu. Knaccugpukarus, xapakTepucTHKa.

Matepuaibl 1/151 IPOBEPKH 0CTATOYHbIX 3HAHUM

1.2. TTopsiiok MCIIOIB30BaHUS MEKCETEBBIX DKPAHOB [UIsl pasfeseHns AC U MOHMKEHUS Kiacca

onnoii 3 AC.
Bepnpiii otBet: [Ipu Brimrouennn MO B AC omnpeieneHHOro Kiacca 3alluIeHHOCTH, KJ1acce
3aIUIIEHHOCTH COBOKYIMHOM AC, MOTy4eHHON W3 UCXOAHOU ITyTeM J00aBIEeHUS B HEE
M?D, ne nomxen nonmxarscs. s AC knacca 3b, 2b nomknbl npumeHsaTbeas MO He HUXKeE
5 knacca. lna AC kitacca 3A, 2A B 3aBUCUMOCTH OT BaKHOCTH 00OpabaTbiBaeMOi
MH(pOPMAIIUU JTO0JDKHBI IPUMEHATHCS MD ciieayronmx KiIaccoB: npu oopadboTke
nHpopmanuu ¢ rpudom "cekpeTHo" - He HuKe 3 Kiacca; pu o0padoTke HHPOpMAIUH C
rpudoM "COBEpIIEHHO CEKPETHO" - He HIDKE 2 Kiacca; Mpu 00paboTke HHGOpMaIMK ¢
rpucdom "ocoboii BaxkHOCTH" - HE HIDKE | Kitacca.
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3. Komnerenunst/Unaukarop: [1K-5(Komnerenius)

Bomnpocel, 3axanus
1.CpenctBa 3amuTsl nHGopmaruu. Knaccupukaims, xapakTepucTrka.

MartepuaJbl 1Jisi IPOBEPKH OCTATOYHBIX 3HAHUI

1.3. TlonsTHE NACHTU(GHUKAIMY U ayTEHTU(PUKAIIN
Bepubliit otBet: MaeHTudukamus — 3to npouecc, Npu KOTOPOM IPOUCXOIUT ONpe/ieieHre
MOoJTHOMOUHi cyOBekTa mpu ero pomycke B UC, KOHTPOIMPOBaHNE YCTAHOBIEHHBIX
IIOJJHOMOUUH B ITpoLiecce ceanca paboThl, perucTpanus 1eicTBui u ap. AyreHTHGUKanus
(ycTaHoBIIEHHEM IMOJUTMHHOCTH) - IPOBEPKa MPUHAUIEKHOCTH CYyOBEKTY T0CTyIa
IPEIbSBIECHHOIO UM UACHTU(DHUKATOPA U MOATBEPKIACHUE €T0 MOJUIMHHOCTH.

2.4. IIporpaMMHO-anmapaTHbIE CPEICTBA AYTCHTU(UKAIINHI: OMOMETPUYECKHE, TACCUBHBIC U

aKTUBHbBIE YCTPOMCTBA.
Bepusriii otBet: B cocraB anmaparno-niporpamMmubix CUA BXoasaT uneHTH(GUKATOPHI,
yCTpOICTBa BBOAA-BbIBOJIA (CUNTHIBATEININ, KOHTAKTHBIE YCTPOWCTBA, aJjalTephl, IJI1aThl
JIOBEPEHHOM 3arpy3KH, pa3beMbl CUCTEMHOM ILIAaThI U JIp.) U cooTBeTcTBYIOLIEe [10.
W nenTudukaTopsl NpeiHa3HAUYEHBbI U1 XPaHEHUs] YHUKAIbHBIX UIeHTH(PUKALMOHHBIX
npu3HakoB. Kpome TOro, OHM MOTYT XpaHUTh U 00pabaThIBaTh Pa3sHOOOPA3HbIE
KOH(UIeHIIMATIbHbIE JTaHHbIE. Y CTpoiicTBa BBOJa-BbIBOIA U [1O mepecbulatoT JaHHbIE
MEXy UACHTUPUKATOPOM H 3alIMIAeMbIM KOMIIbIOTepoM. Ha MupoBOM phIHKE
nHpOpMalMOHHOI Oe3omacHocTH cerMeHT AAA ctabuibHO pacteT. Knaccudukanus
cucreM uneHTuukanum u ayreHTudukanuu Cospemennsie CMA 1o BUAY HCIIOIB3YEMBIX
UACHTU(DUKALIMOHHBIX IPU3HAKOB PA3JENAIOTCS Ha AIEKTPOHHBIE, ONOMETPUYECKHE U
KOMOMHHMpOBaHHBIC (puc. 6.6) [74, 75,76]. B 3JIeKTpOHHBIX cHCTEMaX
UACHTU(UKALIMOHHBIE IPU3HAKY MPE/ICTABIIAIOTCSA B BUJIE IM(DPOBOro KoJia, XpaHsIIErocs
B namsatu uaeHtugukaropa. Takue CHA pa3pabateiBatoTcs Ha 0a3e CIeTyOnuX
unentudukatopon: O uaeHtudukarops! iButton (information button - nundopmanronHas
«rabnerka»); O KOHTaKTHbIE CMapT-KapThl (smart card - nHTeIeKTyalbHas kapta); O
OECKOHTaKTHbIE paguoyacToTHble uaeHTUGUKaTOpsl (RFID-cuctemsl); O 6eCKOHTaKTHbIE
cmapt-KapThl; O USB-kimtoun mim USB-TokcHs! (token - orno3HaBarenbHbIN IPU3HAK,
Mapkep). B buomerpuueckux cucremax UaeHTU(UKAITMOHHBIMU MPU3HAKAMHU SBIISIOTCS
MHIUBUAYaJIbHbIE OCOOEHHOCTH YEJIOBEKa, Ha3bIBa€Mble OMOMETPUYECKUMU
XapaKTepucTHUKaMu. B ocHOBe MAEHTHU(PHUKAIMY U ayTEeHTU(PHUKAIIMHA ATOTO TUIIA JISKUT
MIpoLEypa CYUTHIBAHUS MTPEIBSABIIEMOr0 ONOMETPUUECKOTO MTPU3HAKA MTOJIb30BATENS U
€ro CpaBHEHUE C MPEBAPUTENILHO MTOJYYEHHBIM 1a0I0HOM. B 3aBucuMocTy oT Buaa
HCIOJIb3YEMBIX XapaKTEPUCTUK OMOMETPUYECKHE CUCTEMBI JENIATCSA HAa CTATUYECKUE U
nuHaMmudeckue. Ctatndeckas 6uomeTpus (Takke Ha3zblBaeMasi (PU3H0IOrMYECKON )
OCHOBBIBA€TCS Ha JaHHBIX, [TOJyYa€MBIX U3 U3MEPEHHUI aHATOMUYECKHX OCOOCHHOCTEM
4eJIoBeKa (OTHEeUaTKOB MajibleB, GOPMBI KUCTH PYKH, Y30pa paayKHOM 000JI0UKH Ii1a3a,
CXEMbI KPOBEHOCHBIX COCY/IOB JIMIIA, PUCYHKA CETYATKH TJ1a3a, 4epT Jula, pparMeHToB
T€HETUYECKOT0 KOoJa  JIp.).

4. Komnerennusi/Mngukarop: [K-6(Komnerenuus)

Bomnpocel, 3axanus
1.Opranuzanus xpaHneHus naposei B onepanuonsubsix cuctemax OC MS Windows. basa
JAHHBIX YYETHBIX 3alIMCEN N0JIb30BaTENEN U BO3MOKHBIE aTaK/ Ha HEeE.
2.006ecneueHme KOHQUICHITUATLHOCTH 3JIEKTPOHHBIX JIOKYMEHTOB C PIMEHEHUEM TTapoJiei B
MS Office. Ananu3 ysa3BUMOCTEH CUCTEMBI 3alIUThI JOKYMEHTOB B npriiokeHusx MS Office.
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MarepuaJsl 1JI1 NIPOBEPKHU OCTATOYHBIX 3HAHUM

1.5. Tlopsimok arrecTanuu CpeacTB 00paboTKH KOH(PUAEHITNATBLHON HHPOPMAIIHH TTOCTIE

YCTaHOBKH Ha HUX CPEJICTB MIPOTPaMMHO-AIIAPATHON 3alUTHI.
Bepnsriii oteT: [lomaua 3asiBKH aTTECTYIONIYIO OpraHU3aIiion. ATTECTOBATH 0 HOpMaM
6e3omacHoCcTH HH(DOPMALIMKA MOKET UCKITIoUnTenbHO Junen3natr ®CTOK B wactu
TEXHUYECKOH 3aIUThl KOHGUAEHIIMaTbHON nHbopManmu. Korga aTTecTyrommii opran
MOJTy4aeT 3asBKy, OH paccMarpuBaeT ee B TeueHue 30 aueid. Eciu ucxoaHpie cCBeIeHUS
OKaXXyTCsl HEIOCTATOYHBIMU, TIPEANPUHUMACTCS MPEBAPUTEITHFHOE 03HAKOMIICHHE C
00BekTOM. OpraH Mo aTTeCTaluy COCTABIISET MPOTPaMMYy aTTECTAIIMOHHBIX UCIIBITAHUH, B
KOTOPOU YKa3bIBAIOTCSI CPOKH U METOJIBI ITPOBEPOK, KOHTPOJIbHOE 000PYI0BAaHUE, COCTAB
KOMHUCCHUH. JJOKyMEHT OTIPaBIISICTCS HA COTJIACOBAHUE 3asBUTEIIO. 3aKII0YACTCS JOTOBOP
Ha attectainuto. [IpoBoasTcs aTTecTanmonHbie ucnbiTanus. [1o gakty npoBepku
COCTaBJISIOTCSI IPOTOKOJIBI UCIIBITAHUN U 3aKITIOYEHHE, B KOTOPOM MEPEUUCTISIOTCS
BBISIBIICHHBIE HEJOUYETHI M IAIOTCS YKa3aHUS 110 UX yCcTpaHeHUIo. Eciu 00beKT oTBEYaeT
YCTaHOBJICHHBIM HOPMaM, Ha HETrO BBIJIAETCS aTTecTaT cooTBeTCTBH. [Ipu oTKaze
3asBUTENIb MOXeT nofath anesusinuio B @CTOK. AtrectaT aeiicTByer 10 3 J€T, 3T0 Bpems
HEO0OXO0IMMO COXPaHATh HEM3MEHHBIMU yCI0BHs padboTsl ¢ KU.

5. Komnerennusi/Ungukarop: [1K-7(Komnerenius)

Bomnpocel, 3axanus
1.OcHOBHBIC MTOHATHSA U onpeeacHus B chepe nHGopMarmoHHON 0€30MacHOCTH. YTPO3bI
uHpOpMaUU. AHAIU3 METOZOB U CPEJICTB 3aIIUTHI HH(POPMAIIHH.
2.IIporokomnsl ayreHTHGUKauu Windows. YS3BUMOCTH OCTYIA K ONEPAlIMOHHBIM CUCTEMaM
MS Windows.

MarepunaJsbl 1J151 IPOBEPKH OCTATOYHbBIX 3HAHUMI

1.6. TpeGoBanus no 3ammrTe HHGOPMAITUH IO OLICHKH 3aLIHIIEHHOCTH CPECTB MPOrPaMMHO-

anmapaTHOM 3alUThl HHQOPMAIUH.
Bepnpsiii oret: [{ns 311 cymmecTByroT cBou TpeOOBaHUSI, KOTOPBIM Ba’KHO
cooTBeTcTBOBaTh. OHU KacaroTcs U pacnoioxenus 311 u o6craHoBkM BHyTpu. Hanpumep,
MMeeT 3HaUeHHE KOJIMYECTBO OKOH, OaTapell M BEHTWISALUHN, MaTeprall CTEH U JIBEPH.
ITonrotosnennoe 311 He TOJIKHO TOMYCKaTh YTEUKH HMH(POPMALIUH 110 pa3IUYHBIM
kaHanaMm. Ha 3To u HanpaBieHbl IPOBOAUMBIE B XO/1€ aTTECTALlUN UCIIBITAHUS:
MIPOBEPAIOTCS aKyCTUUECKUH, BUOPOAKyCTHUECKUH, 3JEKTPOAKYCTUUECKUI KaHaIbI
yTreuku. JlJig oXpaHbl JaHHBIX UCIIOJIB3YIOTCS CEPTU(PUIIMPOBAHHBIE CPECTBA 3AILUTHI
uHpopmanuu. UtoOb! moaAroToBUTHCS K arrectauuu 311 Hy)kKHO U3y4uTh TpeOoBaHMS,
YKa3aHHbIE B IOKYMEHTAaX OTPaHUYEHHOro JAocTymna. [lomydyuTs MX MOXKHO, OTIPaBUB
3as1BKy B DCTOK. A Bor AC arTecTyroTcs 0 IpyruM IpaBuiaM, KOTOPBIE 3aBUCST OT
BUJa cucTeMbl. Becero ux cymiectByer 7 TUIIOB: HHPOPMAIIMOHHBIE CHCTEMBI
nepcoHanbHbIX qaHHbIX (UCII/H), rocynapcTBenHbIie nHpopMannonubie cucteMsl (I'T1C),
AC 06paboTtku koHpuaeHIMaIbHON nHpopMmanyu, AC yrpaBieHUs! TEXHOJIOTUYECKUMU
npoueccamu (ACY TII), undopmanronssie cuctemsl obiero nmonb3oBanus (MCOIT),
Kputnieckue nHpopmannonusie ctpykTypsl (K1), aBTOMaTH31poBaHHbIE OAHKOBCKUE
cucremsbl (ABC). Baxuo npaBuibHO kareropupoBats AC, OTOMY 4TO Ui Pa3HbIX CUCTEM
TpeOOBaHUS OTIUYAIOTCS U AUKTYIOTCS Pa3HbIMU HOPMAaTUBHBIMH JIOKYMEHTaMHU.
OCHOBHBIMH NpaBWJIAMH JUTsI SKCIUTYaTaluu 11000i AC SIBIISIOTCS OrpaHUYEHHBIH T0CTYII
K CBEJICHUSM, YUET HOCUTEeNeH HHPOopMaIiK, aHTUBUPYCHAS 3alIUTa, IOJCUCTEMA
BBISIBJIEHUS (DAKTOB HE3aKOHHOTO JIOCTYIA, UCIOIb30BaHKE TOJIbKO pazperieHHoro I10.
CII0)KHOCTh COCTOUT B TOM, UTO OJHA U Ta ke AC MOXKET aTTECTOBATHCS M0 JBYM
HanpasieHusM. [103ToMy caMOCTOSTEIBHO ONPENeIUTh TpeOOBaHUS K CUCTEME HE BCera
BO3MOXHO. J{pyroii mpo6iieMoil npu aTTectaluu sBisieTcs pa3padoTka BHyTpEeHHEH
JOKYMEHTAIMH. YKa3aHUs Ha 3TOT CYET MOT'YT ObITh TyMaHHBI  HE TOUHBI, @ KOJMYECTBO
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TpeOyeMbIX TOKYMEHTOB — nyraromuM. Hanpuwmep, s arrecranuu MCIT/IH TpeGyercs
paspabotarh okoJio 60 1okyMeHTOB. LleHTp 6e30macHOCTH HHPOPMAITMOHHBIX CUCTEM
MIOMOJXKET B pa3pabOTKe JOKYMEHTAIMH U IOJrOTOBKE MO TPeOOBaHUAM HH(GOPMAIIMOHHOMN
0€30I1aCHOCTH C MOCJIEAYIOUIeH aTTecTalell 1 rapaHTHEN MPOXOKACHUS IPYTUX
IIPOBEPOK.

6. Komnerenuus/Mugukarop: [1CK-2(KomnereHus)

Bomnpocel, 3axaHus
1.Ilonarus uneHTHGUKAINK, ayTeHTUGUKAIUY 1 apTopu3arui. O0mue NpUHIUIIBL. 3a1auu
IPOTOKOJIAa AyTeHTU(UKAIIH.
2.OCHOBBI OMOMETPHUUECKOTO JTOCTYMA K pecypcam. O030p OMOMETPHUESCKUX TEXHOJIOTHI.

Marepuaibl A1 NPOBEPKH OCTATOYHBIX 3HAHUH
1.7. TpeboBaHMsI K LIETOCTHOCTH B PYKOBOISIIUX JOKYMEHTaX

BepHblii 0TBET: - 10DKHA OBITH OOECTIeUeHa IIEIOCTHOCTh TPOrpaMMHBIX cpencts C3U1U
HC/1, oOpabaTbiBaeMoit HH(OpMALUK, a TAK)KE€ HEU3MEHHOCTh IporpaMMHoi cpeabl. [Ipu
stoM: enoctHocth C3U HC/I npoBepsieTcs mpu 3arpy3Ke CUCTEMBbI 0 HAIUYUIO UMEH
(upentudukaropon) komnoHeHT C3H; 11eI0CTHOCTH IPOrPaMMHOM cpe/ibl 00ecTIeurBaeTCs
orcyrcTBreM B AC cpeacTB pa3pabOTKH M OTIAAKH IPOTPaMM; - JTOJDKHA OCYIIECTBIIATHCS
¢usnueckas oxpana CBT (ycTpoiicTB u HocuTenei nupopmalnun), npeycMaTpuBaromias
KOHTPOJIb 1ocTyma B momemmeHust AC MOCTOPOHHUX JIUII, HATMYHE HaJIe)KHBIX
HPENATCTBUNA JJ11 HECAHKLIMOHUPOBAHHOIO IPOHUKHOBEHMsI B oMenieHus AC u
XpaHWIUIIE HOCUTENeH nHpopManuu, OCOOCHHO B Hepaboyee BpeMs; - T0JKHO
IPOBOJUTHCS Nepuoandeckoe trectupoanue pynkuuit C3W HCl npu nu3amenenun
IIporpaMMHO#1 cpeabl U nepcorHana AC ¢ MOMOIIBI0 TECT-NPOrpaMM, UMUTUPYIOLINX
nonbITkd HCJI; - momkHBI ObITh B HaM4uK cpeacTBa BocctanonieHuss C3U HC,
IpelycMaTpuBarolue BeeHue AByX Konuil nporpamMubix cpeacts C3U HC/I u ux
NepUOINYEeCKOe OOHOBIIEHUE U KOHTPOJIb pa00TOCIIOCOOHOCTH.

II. Onucanue wkKanvl ouenueanus

Oyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 10
Onucanue xapakmepucmuku 6blnoHeHus 3uanus: PaboTa BeIIOJIHEHA B paMKax "MPOABUHYTOT0"
ypoBHs. OTBETHI 1aHbI BEPHO, YETKO CPOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapakmepucmuku 6blnoHeHus 3uanus: PaboTa BeIloIHEHa B paMKax "06a30Boro"
ypOBHS. BOJIBIIMHCTBO OTBETOB J]aHbl BEPHO. B yacTu MaTtepuana ecTh He3HAUUTEIbHbIE
HEJ0CTaTKU

Oyenka: 3
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku 6binoiHeHus 3nanus: Paborta BBIMOIIHEHA B paMKax "ToporoBoro"”
ypoBHs. OCHOBHasI 4aCTh 3aJJaHHs BHIMIOJIHEHA BEPHO. HAa BOMIPOCHI YIIIYOJICHHOTO YPOBHS

1I1. Ilpasuna évicmasienus umozo80i OyeHKu no Kypcy
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