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1. IEJIb ¥ 3AJJAYU TOCYJAPCTBEHHOM UTOTOBOM ATTECTALIMU

Ienp rocynapcTBeHHOW WMTOrOBOM AaTTeCTANMH — OIPEICIUTh COOTBETCTBUE
pe3yJIbTaTOB OCBOEHUS 00YyJaroIIUMCcs OCHOBHOM 00pa3oBaTeabHON nmporpamMmbl «be3onacHocTh
ABTOMATH3UPOBAHHBIX CHUCTeM» MO HampasieHuto moarotoBku 10.03.01 «Mudpopmannonnas
0e30MacHOCTbY»,  COOTBETCTBYIOIIMM  TpeOoBaHUsIM  (enepaibHOr0  TOCYJapCTBEHHOTO
00pa30BaTeNbHOIO CTaHapTa.

3ajayaMu rocy1apCcTBeHHO UTOrOBOM aTTeCTAIIUN:

— OlleHKa C(OPMHUPOBAHHOCTH BCEX KOMIIETCHIMH, YCTAaHOBJICHHBIX 00pa30BaTEIbHOM
MIPOTrPaMMOoit;

—OIEHKAa  OCBOGHHUS  pe3yiJpTaToB  OOy4deHHs  TpeOoBaHUSM  (enepantbHOTO
TrOCYJapCTBEHHOTO 00pa30BaTeIbLHOTO CTaHAapTa Mo HampaieHuto noaroToBku 10.03.01
«MupopmanronHast 6€30MacHOCTb» U MPO(HECCHOHATBHBIX CTAaHIAPTOB.

2. PE3YJIbTATHI OGPA3OBATEJIBHOM ITPOT' PAMMBI

K pe3ynbraTtam 0O0yueHus BHITIYCKHUKA OTHOCATCS CIEAYIOIINE KOMIIETEHIIUHU:

OK-1. crmocoOHOCTBIO MCTIONIB30BaTh OCHOBBI (PHIOCO(PCKUX 3HAHUU U (POPMHUPOBAHUS
MHUPOBO33PEHUYECKOHN MO3UIIH.

OK-2. crocoOHOCTBIO HCIIOJIB30BaTh OCHOBBI SKOHOMHUYECKHX 3HAaHUH B pa3IMYHBIX
cdepax nesTeIbHOCTH.

OK-3. CcnocoOHOCTBIO  aHANM3UPOBaTb OCHOBHBIE JTalbl M  3aKOHOMEPHOCTH
ucTopuyeckoro paspurus Poccuu, ee MecTo u poib B COBPEMEHHOM MHpe s (GOPMHPOBAHUSA
IpaXAaHCKOW MO3ULIMHU U Pa3BUTHUS NATPUOTU3MA.

OK-4. crocoOGHOCTBIO HCIOJIb30BaTh OCHOBBI IPABOBBIX 3HAHUI B pasjIMYHBIX cdepax
JeSITEIbHOCTH.

OK-5. criocoOHOCThIO OHMMATh COLMANBHYIO 3HAaYMMOCTh CBoed Oynymieil mpocdeccuu,
00yanaTh BHICOKOW MOTHBAIMEl K BBIOJHEHUIO MPO(ecCHOHaNbHON AeATeIbHOCTH B 00J1aCTH
oOecrieyeHnss MHGOPMALMOHHON 0€30MaCHOCTH M 3alllUThl MHTEPECOB JUYHOCTH, OOILIECTBA U
rocyapcTBa, co0JI0/1aTh HOPMBI TPO(EeCCHOHATTBHOM 3THUKH.

OK-6. crocoOHOCThIO paboTaTh B KOJIJIEKTHBE, TOJIEPAHTHO BOCHPUHHUMAS COLIMANIbHBIE,
KYJIbTYPHbIE Y UHBIE Pa3IIUUHMsL.

OK-7. criocOGHOCThIO K KOMMYHMKALIUU B YCTHOM M NMUCBMEHHOH (opMax Ha PycCKOM U
MHOCTPAaHHOM  s3bIKax JUId pelIeHHs 3aJad MEXKJIMYHOCTHOIO U MEXKYJIbTYpPHOTO
B3aMMO/ICICTBUS, B TOM UHuCIie B chepe nMpodhecCHOHAIBbHON AeITeIbHOCTH.

OK-8. crnocoGHOCTBIO K CAaMOOPTaHU3aIlMU U CaMO0OPa30BaHHUIO.

OK-9. cnocoOHOCTBIO HCMONB30BATh METOABI M CpeAcTBa (PU3MUECKOW KYIbTYpBl JUIS
obecrieueHust MOJTHOIICHHOW COIMAaIbHOM U MPOo(deCCHOHATBHOM IeATeTbHOCTH.

[ICK-1. Crioco6HOCTh aIMUHUCTPUPOBATH MOJCUCTEMBI HH(POPMALITMOHHONW 0€30MaCHOCTH
00BekTOB, 00bekThl FHEpreTukd KBO P®, skcrutyatupyromue ACY TII.

[1CK-2. CnocoGHOCTh NPUMEHSTH NMPOrPAMMHBIE CPEACTBA CUCTEMHOTO M CIIELUAILHOTO
Ha3HAYCHHs, B TOM 4YHCIE I oOecredeHus 0e30macHOCTo (YHKIIMOHUPOBAHUS OOBEKTOB
sHepreTuky ¢ anementamMu ACY TIIL

[ICK-3. CrocoOHOCTP  TPUMEHSATH  KOMIUIGKCHBIM  MOAXOJM K  OOECIEYCHHIO
UH(POPMALIMOHHON 0€30MacHOCTH B PAa3NUUYHBIX cdepax IesTeNTbHOCTH B TOM YHCIE M Ha
0o0BeKTax 3HepreTuky, sxcruryarupyromux ACY TII.

OIIK-1. cnocoGHOCThIO aHATM3UPOBATh (PU3NUECKUE SBICHUS U MPOLECCHI AJS PEUIeHUs
npodecCuoHANBHBIX 3a/1ay.

OIIK-2. cnocoOHOCThIO MPHUMEHSATh COOTBETCTBYIOUIMM MaTeMaTWYeCKHH ammapar Juis
penieHus npodeccuoHaNbHBIX 3ajau.

OIIK-3. cnocoOHOCTBIO TIPUMEHSTH TOJOXKEHUS JJIEKTPOTEXHUKH, OJIEKTPOHUKU H
CXEMOTEXHHUKH ISl pelieHus podeccnoHalbHbIX 3a/1ad.
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OIIK-4. criocoGHOCThIO TMOHUMATh 3HAYEHHWE HH(POPMAIMU B Pa3BUTUU COBPEMEHHOIO
o01recTBa, MPUMEHATh MHPOPMAIIMOHHBIE TEXHOJIOTHH JJIS IOMCKAa U 00paboTKK HH(pOpMaIuu.

OIIK-5. CcHOCOOHOCTBIO  HCIOJB30BaTh ~ HOPMAaTUBHBIE  IIPABOBBIE  aKThl B
npohecCuoHaNBHOM NeSTEbHOCTH.

OIIK-6. cnocoOHOCTBIO MPHUMEHSATH NPUEMBbl OKa3aHHUs TEPBOM IMOMOIIM, METOJbl U
CPEJICTBA 3alUThI MIEPCOHANIA IPEINPHUATHS 1 HACEJICHUS B YCIOBUAX UPE3BBIYAITHBIX CUTYaIUH,
OpraHu30BaTh MEPONPUATHS 10 OXPaHe TPYy/a U TEXHUKE 0€30IacHOCTH.

OIIK-7. crnocoGHOCThIO OMpeneisTh HHPOPMAIMOHHBIE PECYPCHI, MOJIeKaIINe 3alllUTe,
yrpo3bl 0€30MacHOCTH MH(OPMAIMK U BO3MOXKHBIE ITyTH WX pealu3alliil Ha OCHOBE aHAJIN3a
CTPYKTYpHI U coJiep>KaHuss UHPOPMAITMOHHBIX MPOILECCOB U 0COOCHHOCTEN (DYHKIMOHUPOBAHUS
00BEKTa 3aLUTHI.

[TK-1. cmocoOHOCTBIO BBIMOIHATH PadOTHI MO YCTAHOBKE, HACTPOMKE U OOCITY>KUBAHUIO
IPOTPaMMHBIX, TPOTPAMMHO-AIMAPATHBIX (B TOM YHUCIE KPUNTOrpapUUecKuX) U TEXHHUUYECKUX
CPEICTB 3alUThl HHPOPMAIIH.

[1K-2. crmocoOHOCTBIO MPUMEHSTHh MPOrPaMMHBIE CPEACTBA CHCTEMHOTO, MPUKIATHOTO H
CHEIMAIbHOTO  Ha3HA4YeHHs,  MHCTPYMEHTaJIbHBIE  CpPEACTBA, SI3bIKK U CHCTEMBI
IPOTPaAMMHUPOBAHUS LTSI pEIICHUS TPOPECCHOHATBHBIX 3a]1a4.

[TK-3. cnocoOHOCThIO aIMUHUCTPUPOBATH MOJCUCTEMBI HH(GOPMAIMOHHON 0OE€30MacHOCTH
00BEeKTa 3aLUTHI.

[IK-4. cnocoGHOCTBIO yyacTBOBaTh B  paboTax MO  peaju3alud  IMOJUTUKH
MH(OPMALlMOHHOM  0€30lacHOCTH, NPUMEHATh KOMIUJIEKCHBIM MOAX0A K 00ECIEeYeHHIO
nH(pOpMaIMOHHOM 0€301MacHOCTH 00BEKTa 3aIUTHI.

[1K-5. cnocoOHOCTHIO MPHHUMATH y4acTHE B OPTraHU3AIMU U COMPOBOXKICHUH aTTECTAINH
00bekTa nHGOPMATH3AIIMHU 110 TPeOOBaHUAM 0€30MMaCHOCTH UH(OPMAITUH.

[1K-6. criocoOHOCTHIO PUHUMATH Y4acTHE B OPTaHU3AIMH M MPOBEIECHUH KOHTPOJIBHBIX
MIPOBEPOK pabOTOCHOCOOHOCTH M YPPEKTUBHOCTU MPUMEHSIEMBIX MPOTPAMMHBIX, IPOTPaMMHO-
anmapaTHBIX ¥ TEXHUYECKUX CPEJICTB 3aIIUTHI HHPOPMALIUH.

[1K-7. cmocoOGHOCTbIO MPOBOAMTH AHAIU3 HCXOIHBIX JaHHBIX JUIS IMPOEKTUPOBAHMS
MOJICUCTEM U CcpeAcTB oOecredeHus WHGPOPMAIMOHHONM O€30IacHOCTH W Y4acTBOBaTh B
NPOBEIEHUHN TEXHUKO-3KOHOMUYECKOI0 00OCHOBAHUS COOTBETCTBYIOUIMX MPOEKTHBIX PELICHUH.

[1K-8. crmocoOHOCTEI0O OQOPMIISATE PadOUYI0 TEXHUYECKYIO TOKYMEHTAIUI0 C Y4E€TOM
JeMCTBYIOIMX HOPMATUBHBIX M METOJJUUECKUX JJOKYMEHTOB.

[1K-9. cmocoOHOCTBhIO OCYIIECTBIATH TOAOOp, H3y4eHHE U O000O0IIEHHWE HAay4YHO-
TEXHUYECKOH JINTepaTypbl, HOPMATUBHBIX U METOJUYECKUX MaTEpUaoB, COCTABIATh 0030p MO
BompocaMm  oOecriedeHuss  MHPOpPMANMOHHON  Oe30macHOCTH MO  MpPOQMII0  CBOEH
npodecCHOHATBHOMN 1eATENTbHOCTH.

[1K-10. cmocoOHOCTRIO TPOBOJUTH aHAIN3 UH(POPMAIMOHHON OE30MaCHOCTH OOBEKTOB U
CHCTEM Ha COOTBETCTBUE TPeOOBaHUAM CTaHJAPTOB B 00;1aCTH MH(OPMAIIMOHHON 0€30aCHOCTH.

[TK-11. cnocoOGHOCTRIO MPOBOJIUTH AKCIEPUMEHTHI MO 3a/JaHHON MeToJuke, 00paboTKy,
OLICHKY IIOTPEIIHOCTH U JOCTOBEPHOCTH UX PE3YJIHTATOB.

[1K-12. cmocoOHOCThIO MPUHUMATh Yy4YacTHE B TPOBEACHUHM HKCIEPUMEHTAIbHBIX
UCCIIEIOBAaHUI CUCTEMBI 3aLIUThI HH(OPMAIIHH.

[1K-13. crnocoOHOCThIO NPUHMMATh y4yacTHe B (POPMHUPOBAHUHM, OPraHU3OBBIBATH U
NOJ/ICP)KUBATh  BBIIIOJHEHHWE KOMIUIEKCAa Mep 1o  oOecrneyeHuo  HH(GOpMaIlMOHHON
0€30MacHOCTH, YIPABIATh IPOLECCOM UX peaIU3alliH.

[1K-14. cnocoOHOCTBIO OpPraHU30BBIBaTH PA0OTy MAaJOr0 KOJUJICKTHUBA MCIOIHUTENCH B
npodhecCuoHaTBbHON NeSTENbHOCTH.

[1K-15. cmocoOHOCTBIO ~ OpraHM30BBIBATH  TEXHOJOTHUECKUH  IMpOILECC  3aIUTHI
uH(pOpPMalLlU OIPAaHUYEHHOTO JOCTYIa B COOTBETCTBUU C HOPMAaTUBHBIMU MPAaBOBbIMH aKTaMU U
HOPMAaTUBHBIMU  METOJMYECKUMH JoKyMmMeHTamu DexepanbHoi ciaykObl 0e30mMacHOCTH
Poccutickoit ®enepannu, GenepanbHOM cITyKObI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO.
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3. °OPMA, CPOKH W TPYJIOEMKOCTh T'OCYJIAPCTBEHHOH HUTOIOBOMH
ATTECTAIIMA

OO0mmas TpyA0eMKOCTh TOCYIapCTBEHHONW WTOTOBOW aTTECTALMU COCTaBISET 6 3a4eTHBIX
enuHuIl, 216 Jacos.

['ocynmapcTBeHHAss UTOTOBasi aTTeCTallUsl MPEACTaBIsACT cO00H (POpMy OILIEHKH CTETICHU H
YPOBHS OCBOEHUS 00yUaIOIUMUCS 00pa30BaTeIbHON MPOrPAMMBI.

[ocymapcTBeHHass WTOTOBasi  aTTECTAalldUs MPOBOJUTCS HA  OCHOBE  IMPUHITUIIOB
00BEKTUBHOCTH U HE3aBUCUMOCTH OLIEHKU KayecTBa MOATOTOBKU 00YyYarOIINXCS.

[ocymapcTBeHHass ~ WTOrOBas ~ aTTeCTallUs  SBISETCS  3aBEpUIAIONICH  YaCThIO
o0Opa3oBaTenbHOI mporpaMMbl U mipoBoAuTcs B 10 cemecTpe mocie yCHneurHoro mpoxXoxkKIeHus
MIPOMEKYTOYHOM aTTECTAIUH 110 BCEM JAUCIMILTUHAM (MOIYIISIM) M MPAKTUKaM 00pa3oBaTeIbHON
MIPOrPaMMBI.

B rocymapcTBeHHYIO HTOTOBYIO aTTECTAIMIO BXOJIUT MOJATOTOBKA K MPOIEIYpEe 3alIUThl U
IpoLeAypa 3Tkl BHITYCKHON KBaU(UKAIIMOHHOW PabOTHI.

['ocynmapcTBeHHass WTOTOBasi aTTECTallds MPOBOAWTCS B (OpME 3aIIUTHl BBITYCKHOM
KB (UKAIIMOHHON PabOTHI.

4. IOAI'OTOBKA K CIAYE U CJAYA I'OCYJAPCTBEHHOI'O DK3AMEHA
["ocynapcTBEeHHBIH SK3aMeH Y4eOHBIM IIAHOM HE MPEIyCMOTpPEH.

5. TPEBOBAHHMSA K BbIIIYCKHBIM KBAIM®UKAIIMOHHBIM PABOTAM H
INOPAAKY UX BBIITOJIHEHU A

5.1. TpeGoBanus K TeMATHKE BBITYCKHBIX KBAJIN(PUKAIMOHHBIX Pa0doT

Tematuka BKP momxna coorBercTBOBaTh OOsactu (cepe), 0ObEKTy M THIIaM 3aaad
npodeCCHOHATIBHON JEATeNbHOCTH, K KOTOPHIM T'OTOBHUTCS BBITYCKHHK B paMKaX OCBOEHUS
00pa3oBaTeNbHOI MPOrpaMMBl.

TemaTuka BBITYCKHOW KBalM(PUKALMOHHOM pabOThl JOMKHA OBITh  aKTYaJIbHOM,
COOTBETCTBOBATH OCHOBHBIM CTPAaTETMYECKHM IEJISIM pPa3BUTHs HAyKH H  TPAKTHKH,
COBPEMEHHBIM TEOPETUYECKHM U MPAKTUYECKUM IMOJXOAaM, OTpaXkaTh CHELU(PHUKY MPOrpamMMbl
«be3onacHOCTh aBTOMATU3UPOBAHHBIX cUCTeM» 1o HampasieHuto 10.03.01 «Mudopmamnmonnas
0€30I1aCHOCTbY.

OOyyaroniemMycsi MOKET MpPeNoCTaBIATbCA MpaBo BblOopa Tembl BKP B ycTaHoBIEeHHOM
HOpsiIKe, BIUIOTH JI0 MPEUIOKEHUS CBOEH TEMaTHKH C HEOOXOJUMBbIM OO0OCHOBaHHEM
nenecoodpasHoctu ee pazpadbotku. Temaruka BKP nomxkna cootBeTcTBOBaTh 001actu (cdepe),
00BEKTY M TUIIAM 3a/1a4 MPo(PeCcCUOHANBHOMN NesTeTbHOCTH, K KOTOPBIM TOTOBUTCS BBITYCKHUK B
paMKax OCBOEHHS 00pa30BaTeIbHONU MPOrPaMMBI.

ITpumepHas Tematuka BKP:

1. PaspaGoTka cucTeMbl JAMArHOCTUKM HAJIWYUS BPEJOHOCHOTO MPOrPaMMHOTO
oOecrieyeHns («B JIOKAIBbHOM CEeTH OpraHM3aluu» WM «Ha ceTax [0T-ycTpoilcTB» mnmm «B
MPOMBIIIIEHHON CEeTH OpraHU3aLumy;.

2. OueHka 3alMIIEHHOCTH IIOMEIIEHUs OpraHu3aluyd OT YTEUYKH PpEedYeBOU
KOH(pHUICHIIMAITBHON HH(OPMAITUH TT0 aKyCTHYECKOMY (BUOPOAKYCTHUECKOMY) KaHAIY;.

3. OueHka 3alIMIIEHHOCTH IIOMEIIEHUS OpraHU3aluud OT YTEUYKH PpPEUYEBOU
KOH(UIEHIMATBbHON HH(OPMAaLIUY MO KaHAIy IEKTPOaKyCTUUECKUX MpeoOpa3oBaHMii;.

4. OueHka 3allMIICHHOCTH TEXHUYECKUX CPEACTB M CUCTEM  OpraHu3alluy,
IpelHa3HaYeHHbIX Uil  OOpaOOTKH, XpaHEHHUS U TMepeAayd 10  JIMHUSM  CBSI3U
KOH(HIEHIIMATBHON UH(OpMAIIHH;.

5. Ouenka 3amuiieHHocTH APM ot yTeuku KoH(uIeHIMaTbHON HHOPMAIUH 110 KaHATy
I[TOMMU maTpuLibl MOHUTOPA;.
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6. OrmeHka 3allUIIEHHOCTH AaBTOMAaTU3MPOBAHHOTO pabouero Mmecra OT YTEUYKH
kKoH(puaeHnranbHON nHopmaruu o kanany [I9MU cuutsiBatens SD-kapT;.

7. OneHka 3allMIIEHHOCTH AaBTOMAaTU3MPOBAHHOTO pabodero Mecra OT YTEUKH
KoH(puaeHIMabHOW HHpopManuu 1o kKaHainy [IOMW npu mpuMeHEeHWH CpEACTB aKTUBHOU
3allUTHI;.

8. HccnenoBanue ysa3BUMOCTEM CHCTEMBbl PaAMOTEXHUYECKOM MAEHTH(HUKALUUA CUCTEM U
OOBEKTOB;.

9. MoaenupoBaHue yrpo3 nepcoHajlbHbIM JIaHHBIM B OpraHU3alllu;.

10. Ouenka 3alIMIIEHHOCTH  KOH(QHUICHIMAIbHOH WHPOpMAMKM  OpraHHU3AlNH,
obpabateiBaecmoii B TCIIM oT yTeuku 3a c4eT HaBOJIOK;.

11. MopaenupoBaHue pUCKOB HH(DOPMANMOHHONW O€30MacHOCTH B HH(MOPMAIMOHHBIX
cucTeMax, HOCTPOCHHBIX 110 TEXHOJIOIUU OJIOKUEHiH;.

12. Opranusanus mporpaMMHOM 3alUTHI BeO-CepBepa ¢ UCIOIB30BaHUEM BO3MOKHOCTEH
OTiepalMOHHOM cucTeMbl Astralinux;.

13. Bueapenue cucteMbl MOHUTOPHHTa MH(POPMAIMOHHON 0e30MacHOCTH B (PMHAHCOBO-
KPEIUTHOM YUPEXKJICHHUM;.

14. Buenpenue cucteMbl cOopa U KOppENsuu COOBITHI MH(POPMAIIMOHHON 0€30MacHOCTH
B (PMHAHCOBO-KPEIUTHOM YUPEKICHUU;.

15. BHenpenue cucTeMsl peIoTBpaIIeHs YTeUKH HHPOPMAUU B (HHAHCOBO-KPEAUTHOM
YUPEKACHUY;.

16. Opranuzanuys nNporpaMMHOM 3aIIUTHI BEO-CEpBEPA C HUCIOIB30BAHMEM BO3MOKHOCTEH
onepannonHoi cuctemsl ALT Linux;.

17. Arrecranusi cucreMbl HMH(OPMAIIMOHHONW  OE30MAaCHOCTH  TOCYIapCTBEHHOU
UH(POPMALIMOHHOM CUCTEMBI;.

18. OneHka 3alMIIEHHOCTH MOMEUIEHHUs] OT YTEUKHM pedyeBOd HMH(OpMalMU MO JIUHUIM
OXPaHHO-TIOKAPHOW CUTHAIN3ALIUY;.

19. Opranuzamus nporpaMMHON 3amMThl  (DaliIoBOrO cepBepa C HCIOJIB30BaHUEM
BO3MOYKHOCTEH omnepanMoHHON cuctembl Astralinux;.

20. Pa3zpaboTka cpeICTB aBTOMATHU3ALMH JIsl HACTPOWKH CPEACTB 3alllUThl UH(POpPMALIUU OT
HECaHKLMOHUPOBAHHOTO JOCTYIIA;.

21. Pa3zpaboTka 1 BHEApEHHE 3JIEKTPOHHOU MOJAIUCH B TIOKYMEHTOOOOPOT OpraHU3allu;.

22. OueHka ¥ aHaJIu3 PUCKOB C UCIOJIb30BaHKUEM NporpamMmmHoro obecnedenus CORAS;.

23. Pa3zpaboTka anropuTMa MOWCKA CUTHAJIOB CO CJIOKHBIMH CTPYKTYpamH B TIpoliecce
pPaZiOMOHUTOPHHTA;.

24. ABTOMAaTH3UPOBAaHHBIN BHIOOP MEp M CPEACTB KOHTPOJS M YIPABIEHUS IO 3aJaHHBIM
PHCKaM C UCIIOJIb30BAaHUEM HEHPOHHBIX CETEH;.

25. OueHka 3alMIIEHHOCTH IJIAHIIETHBIX KOMITBIOTEPOB OT YTEYKH KOH(UICHIIMAIbHOM
uHpopmanuu no kanany [I1OMU;.

26. Pa3zpaboTka cpeACTB aBTOMATH3aLMU JIJIsl UCCIIEI0BAaHUSI IPOTPAMMHOTO 00€CIIeUeHHUsI
1o TpeboBaHUAM 0€30MacCHOCTH UH(OpMaIUHY;.

27. Pa3paboTka  CpeICTB  aBTOMATH3aIlMU  JUJIT  KOHTPOJS  3alIUIICHHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM 110 TpeOOBaHUAM 0€30MaCHOCTH UH(POPMALINY;.

28. MeTtoauka reHepaluy cleHapreB LEeNIeBbIX aTak Ha HH()OPMAallMOHHbIE CHCTEMBI;.

29. Pa3zpaboTKa KBECTOB 110 O0YUYEHHIO TEXHOJIOIUU TPOHUKHOBEHHUS B 3aIIMIICHHYIO CETh
(3TUYHBIN XaKHUHT);.

30. MuBeHTapu3anus U KiacCUPHUKAMI MHPOPMAIMOHHBIX AaKTUBOB OPraHU3aIMM MPU
OILICHKE PUCKOB;.

31. 3amura uapopmanun B KoHuenuuu crangapra [OCT P 27001-2006 (ma mpumepe
00IIIeCTBEHHOM OpPTraHU3aIin );.

32. Opranuzanus pexxuma 3aIlluThl KOH(QUASHIMATbHOW MH(pOpPMAlUU Ha NPEeANpUITUU
rOCy/IapCTBEHHOTO CEKTOPa SKOHOMHUKHU;.
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33. Opranuzanyst pacciefoBaHHs HHUUACHTOB HH(OPMAIIMOHHOW O€30MacHOCTH Ha
PEANPUSITHH;.

34. OneHka onacHOCTH ySA3BUMOCTEH CMAapT-KOHTPAKTOB B TEXHOJIOTUH OJOKYEHH;.

35. TexHonoruu peBepcHHra (0OpaTHOTO MPOTPAMMHUPOBAHHS) U UX MPUMEHEHHE IPH
UCCIICIOBAaHUN HEIEKJIApUPOBAHHBIX (DYHKIIMNA TPOTPAMMHOT0 OOECTICUCHHUS;.

36. AHanu3 TEXHOJOTUH Pa3padOTKH CMapPT-KOHTPAKTOB M BBISIBJICHUE UX YSI3BUMOCTEH;.

37. Aynur 0€301aCHOCTH JIOKAJbHOW BBIUYMCIUTENBHOW CETH OpraHu3aluud ¢
UCIIOJIb30BaHUEM CKaHEepa Oe30MaCHOCTH;.

38. TexHoyOTUs 3alIMTHI ABTOPCKUX MPaB MYJIbTUMEAMUHBIX (AilJIOB C MCIOIB30BaHUEM
U (POBBIX BOJSHBIX 3HAKOB;.

39. AHanu3 MeTOoJ0B oOecreueHus] HHPOPMAIMOHHOW O0€30MacHOCTH B OECIPOBOIHBIX
CeTsX nepenayu UHGoOpMaLuu;.

40. MonenupoBaHue ys3BUMOCTEH MPOTOKOJIOB 3alUThHI HH(popMmarmu B cetsax Kerberos.

41. MoaenupoBaHue ys3BUMOCTEH MPOTOKOJIOB 3amuThl TLS;.

42. AcuMMeTpUYHbIE KPUIITOCUCTEMBI M METOJIbI 0OecrieueHUs] KOH(PHUICHIIMATBLHOCTH TIPH
MX UCIOJIb30BaHUMU;.

43. Opranuzauus CHELUAIBHBIX HHCTPYMEHTAJIBHBIX IIPOBEPOK IE€pCOHana Ul
MIPOTUBOACUCTBUS MHCAIIEPCTBY B (DUHAHCOBOM YUPEXKICHUU (HA MIPEINPUITHA SHEPTETHKN );.

44. TlpoBenenme aymuta HMHDOPMAIMOHHOW  OE30MACHOCTH  OpPraHHU3AIMH  C
HCIIOJIb30BaHUEM CKaHEepa Oe30MaCHOCTH;.

45. PaccnenoBaHue MHIUACHTOB HH(GOPMAIIMOHHON O€30MaCHOCTH B OpraHU3alIuM;.

46. Opranu3anus LIEHTpa ynpaBieHUs HH(GOPMAIMOHHON 0e30MacHOCTbIO B (PUHAHCOBO-
KPEAUTHOM YUPEKACHUU;.

47. IlpuMeHeHHE MEKCETEBbIX 3KPAaHOB 3KCIEPTHOIO YPOBHS ISl 3allUThl PECYpCOB
JIOKaJIbHOM BBIYMCIIUTEIBHON CETH B OPTaHU3ALUY;.

48. Pa3zpaboTka KOMIUIEKCa MpaBUJl, MPOLEAYp U MPAKTHUUYECKUX TMPUEMOB 3aIIUTHI
uHPOpPMALUK B MOOMIIBHBIX YCTPOHCTBAX;.

49. OGecrnieuenue wuHpopMalMOHHON Oe3omacHocTH MHTepHeTra Bemiel B LU(POBOIL
HSKOHOMUKE;.

50. Opranumzauus ayauta UHGOpPMAlMOHHOM  O€30MAaCHOCTM  OpraHM3aluu ¢
MCIIOJIb30BaHUEM CIELIMATILHOTO MPOTrPAMMHOI0 00ECIeUEHUS;.

51. Opranuzanus NOporpaMMHON 3aIiuThl (hail;loBoro cepBepa C HCHOJIb30BaHHEM
BO3MOXKHOCTeH onepannoHHoi cuctembl ALT Linux;.

52. MopenupoBaHue ya3BUMOCTEN IPOTOKOJIOB 3aIUThI SSL;.

53. 3amuTa cereBoro xpanuiuia cpeacrsamu Synology NAS oT HecaHKIIMOHUPOBAHHOTO
JIOCTyTa ¥ HapyLIEHUsI LIEJIOCTHOCTH JaHHBIX;.

54. Pa3paboTka mporpaMMbl CIIEIIHAIBHOTO MCCIIeI0OBaHus 3antuiiieHHocT cpeacts BTCC
B KOH(]epeHII-3ajie OT YTeUKH peueBOi HH(POpMAIMU MO aKyCTOIIEKTPUIECKOMY KaHaIYy;.

55. Pa3paboTka TEXHHUYECKOTO MPOEKTa CHUCTEMBbI 3allUThl MH(OPMALlMU OpraHU3alUu OT
YTEUKH [0 MIOCTOSIHHO JEHCTBYIOIIMM KaHallaM CBSI3H;.

56. JluarHocTuka CTeraHorpa@uueckux BO3MOXXHOCTEH W MPOTHUBOACHCTBHE UM NIpU
peanu3aiyy HHPOPMALIMOHHBIX POLIECCOB B OPTaHU3AIUHY;.

57. 3amuTta wHGOPMAIMH B BBIUMCIUTEIHHOM CETH OpPraHU3AlMH C HMCIOJIb30BAaHUEM
BO3MOXHOCTEHN MTPOBANUIEPOB;.

58. 3ammTa JOKaJIbHOW BBIYMCIUTENBHON CETH OpraHU3alMid OT HECAaHKIIMOHMPOBAHHOIO
JocTyna K €€ pecypcam ¢ UCIOJIb30BAHUEM MapIIPyTH3aTOPOB YPOBHSI JJOKAIbHBIX CETEH;.

59. OOecneuenne 0€30MaCHOCTH CETEBOTO B3aUMOJENWCTBHA C€ HCIHOJIb30BAaHHEM
texHosnorun OpenVPN;.

60. Opranu3zanus MPOrpaMMHOM 3allIUTHI CEpPBEPA C UCIOIb30BaHHEM BO3MOkHOCTEH OC
Microsoft Windows;.

61. Ilporpammuas 3ammura HWH(OPMALMOHHOM CHCTEMbl OpraHHU3alMd Ha OCHOBE
BO3MOYKHOCTEH OIEPALlMOHHON CUCTEMBI;.
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62. AIMUHUCTPUPOBAHHE MPOTrPaMMHO-aNNapaTHOTO KOMILIEKCa «AKKOpA» Ha pabouyux
CTAaHLUAX OpraHU3ALUY;.

63. 3amuTa CeTeBOro XpaHwInIla OpraHu3alu;.

64. AIMMHUCTPUPOBAHHE MPOrpaMMHO-ANIapaTHOro kKomiuiekca «Co0osib» Ha pabounx
CTaHIUAX B OpraHU3aluy;.

65. 3amura OECHPOBOJHBIX IMOJKIIOUECHUNW K JIOKAJbHOH BBIYUCIUTEIBHON CETH IpHU
UCTIOJIb30BaHUH TOUYEK JOCTYyMa OOIIETO MOIb30BAHMUS;.

66. AJIMUHUCTPUPOBAHME JIOKAJbHOW BBIUUCIHUTEIBHON CETH OpraHu3aluu Ipu
MCII0JIb30BaHUU CEPBUCOB U PECYPCOB CETU UHTEPHET;.

67. AZMUHUCTPUpPOBAHHE CHUCTEM OE30IIaCHOCTH CETEBOTO B3aMMOJEHCTBHS Ha OCHOBE
Texaoaoruu VPN;.

68. ABTOMaTHM3alMs Ipolecca MOArOTOBKM OTYETHBIX JOKYMEHTOB IO pe3yjbTaTaM
IIPOBEJCHUSI MHCTPYMEHTAJIBHOTO KOHTPOJISI YPOBHSI 3alUIIEHHOCTH AaBTOMATH3WPOBAHHOIO
pabouero Mecra;.

69. BHenpeHue METOA0B U CIIOCOOOB OpraHU3alMy aBTOMAaTU3UPOBAHHOI'O IMPOITYCKHOTO
peKuMa Ha NpeAnpUsITUY;.

70. NHcTpyMeHTaNIbHBIE MPOBEPKU MEPCOHANIA OpPraHU3alliM, UCIIOJIL3YIONEro B paboTe
KOH(UICHIMATBHYIO HH(POPMAIIHIO;.

71. MOHUTOPHUHT COCTOSTHUSI OOBEKTa HA OCHOBE OLICHKH PUCKOB;.

72. MeToauKa MHBEHTApU3aLUK, KIACCUPHUKALMY U aHAINW3a UH(OPMAIIMOHHBIX AKTHBOB
OpraHu3aLuy;.

73. 3ammTa HHTEIUIEKTYaJIbHONH COOCTBEHHOCTH B OpraHU3aLIUH.

74. 3ammTa JOKaJIbHON BBIYMCIMTENBHON CETH OpraHM3aluu ¢ ucnoinr3oBanuem IDS/IPS
CHCTEM;.

75. Ob6ecrieuenne 0€30MacHOTO MOAKIIOYECHUST PA00YHNX CTAaHIUH (Ha3BaHHE OPraHU3aLNH ),
oOpabaTbiBaronux KOHGUICHIMATBEHYIO HHPOpMAIHIO, K ceTh HTepHET;.

76. IlpuMeHeHne cucTeM KOHTPOJIS U YIIPaBICHUs Ipoleccamu («BbIBOJIa HA MeYaTh» WIN
«BBIBOJIA HAa BHEIIHWE HOCUTENTU MH(OpMAIUI» WIN «OTIpaBKU (aillloB yepe3 WHTEPHET» WU
«OTIpaBKH (alJIoOB MO JICKTPOHHOU MOYTE») B (HA3BaHUE OPTaHU3AIINH );.

77. 3anmra (ailioBoro apxuBa OpraHu3aluy CpeICTBAMU ONEPALlMOHHON CUCTEMBI;.

78. ABTomaru3aius IMpOLECCOB MEHEeIKMEeHTa HWH(OPMalUOHHONW O€30IacHOCTH B
OpraHu3alLuy;.

79. AIMUHUCTPUpPOBAaHHME CHUCTEMBl  PE3EPBHOIO  KOMUPOBAHUSA  JUIS  3alllUTHI
UH(POPMALIMOHHBIX aKTUBOB OPraHU3aIUH;.

80. Baenpenue cuctemMbl aHTUBUPYCHOW 3aIlIUThI B OpraHU3aUH;.

81. 3ammura cereBoro xpanwimma cpeacrsaMu QNAP NAS oT HecaHKIIMOHMPOBaHHOIO
JOCTyNa U HapyIIeHUsI LIEIOCTHOCTU JaHHBIX;.

82. 3amura OT HECAaHKIMOHUPOBAHHBIX IPOBOJIHBIX MOJAKIIOUEHUH K JIOKAJIBHOW CETH
(Ha3BaHUE OpraHU3alun);.

83. Pa3paboTka TEXHHYECKOTO TMPOEKTa CO3[JaHMs 3allMIIaeMOro IOMELIEHUs B
OpraHu3aIuy;.

84. Pa3paboTka mporpamMmbl MpPOBEACHUS AaTTECTAI[MOHHBIX HCIBITAHUN IO OLIEHKE
3alUIIEHHOCTH AaBTOMAaTU3MPOBAHHOIO padoyero MecTta OT YTEUKH HHQOpMAIUH 10
IIEKTPOMAarHUTHOMY KaHaJy;.

85. PazpaboTka mnporpaMMbl MPOBEIEHUS aTTECTAIMOHHBIX MCHBITAHHN 110 OIICHKE
3alUIIEHHOCTH MEePEeroBOPHOIl KOMHATHI (KOH(EpeHI-3aja 1 T.J.) OT YTeUkd HH(POpMAIHUU IO
aKyCTHMUeCKOMY (BHOpPOAKyCTHYECKOMY, aKyCTOAJIEKTPUUYECKOMY, JJIEKTPOAKYCTUUECKOMY)
KaHaiy;.

86. MeToapl M TEXHOJOTMH OOHApYKEHHsI CKPBITBIX KOHTEWHEPOB B COOOIIEHMSIX
METOJJaMH CTaTUCTUYECKOIO aHAJIN3A;.

87. Pa3paboTka mporpamMmsbl creruaibHOro ucciaeaoBanus 3ammmenHoctd TCIIU u
BTCC B kabuHeTe pyKOBOAMTENS OT YT€UKH onacHbIX curHanos [I9MUH;.
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88. PazpaboTka mporpammbl CIIEHUAIBHOM MPOBEPKH TEXHUYECKHX CPEACTB U CHCTEM
opraHu3arym, oopadaTbBaOMNUX KOH(DHUICHIIMATEHYIO HH(POPMAITHIO;.

89. Pa3paboTka TEXHWYECKOrO 3aJaHHsi Ha NPOBEIEHHUE IIOMCKOBBIX paboT 1o
00OHapYyKEHHIO CKPBITHIX HEU3YUYaroIUX YCTPOHCTB YTEUKH HH(POPMALIUY;.

90. Pa3paboTka TEXHMYECKOrO 3aJaHMs Ha CHCTEMY 3allUuThl HHPOpPMALUU B
IIEpEeroBOpHON KOMHare (KOH(EpeHI[-3ajle) OpraHu3alud OT YTEUYKH IO (KOHKPETHBIH BHI
TKVYN) kanainy;.

91. Pas3paboTka mporpamMmbl CHELMAIbHOIO OOCIIEJOBAaHUS 3aLIUIIAEMOI0 MOMELICHUs
(xaOuHeTa, IeperoBOPHON KOMHATHI, KOH(EpeHI-3aJ1a U T.J1.) IPEANPUATHS (OpTaHU3aLIUN);.

92. Pa3paboTka nporpaMmsbl IPOBEAECHUS PAJMOMOHUTOPHUHIA B 3aILMIIAEMOM IOMEIIEHUU
OpraHu3aIuy;.

93. PazpabGoTka nporpaMMbl CHELHATBHOIO OOCIEIOBaHUS IO BBIABICHUIO BPEMEHHO
OTKJIFOYECHHBIX AJIEKTPOHHBIX YCTPOWCTB HETJACHOTO MOIY4eHHUS MHPOPMALUHU B 3aLIUIAEMOM
IIOMEIIEHUY NPEAIIPUATHUS;.

94. Pa3paboTka mporpaMMbl TPOBEACHHUS CICIHUATHLHOTO OOCIEAOBAHUS TTOMEIICHUS
OpraHu3alMK 10 BBISIBICHUIO aKyCTOIIapaMeTPUUYECKOro KaHajla yTeukd HHPOpMaLny;.

95. Pa3paboTka mporpamMmbl CHEUATBLHOTO O0CIIEI0BAHUS 10 BBISBICHHUIO JIEKTPOHHBIX
YCTPOMCTB HErJIAaCHOI'O MOIy4eHUsI HH(POPMaIUK B 3aLUIAEMOM ITOMELEHUH MPEAIPUATHS;.

96. Pa3paboTka mpoekTa TEeXHHYECKOH 3amuThl MH(OpMAIMM HAa aBTOMAaTH3WPOBAHHOM
paboueM MecTe OT ee YTeUKH 10 (KOHKPETHBIN BHJI) KaHaIY;.

97. Pa3paboTka NpoeKkTa TEXHWYECKOH 3alIuThl KOH(HISHIHMAIHHONH HHPOpPMAaIUU Ha
OPEANPUATHH OT €€ YTEUKH MO (KOHKPETHBIA BU) KaHAIY;.

98. Oo0ecneuenne OezonmacHOCTH  HWH(MOPMAIMK HAa  OOBEKTaX  KPUTHUYECKOMH
UH(POPMALIMOHHON HHPPACTPYKTYPBI;.

99. VmuTaunMoHHOE  MOJENHPOBAHWUE  CLEHApUEB  PUCKOB  HMH(OPMAIMOHHON
0€30I1aCHOCTH;,.

100. Pa3paboTka mporpaMMHOTO OOCCIICUEHUS BBIJACICHUSI arperaToB PHUCKOB IO OOIIMM
yrpo3aM, y3BUMOCTSIM U aKTHBAM;.

101. Ceptudukauus CMUD no crangapry 'OCT P UICO/M3K 27001;.

102. Pa3paboTka nMpoeKkTa TEXHUYECKON 3aIIUThl HHPOPMAILUU B KaOMHETE PYKOBOJIUTENS
OpraHu3aIuy OT YTEUKH 10 (KOHKPETHBIH BU) KaHAITY;.

103. Meroauka OOOCHOBaHUS CTPYKTYpPbI CiIykObl HMH(OpMarMOHHONH 0e30MacHOCTH,
(GYHKIIMOHATIBHOTO pa3/iesieHHs 00S3aHHOCTEH TIepCOHa U CTETIEHU UX JTyOIMPOBaHUS;.

104. Pa3paGoTka mNpoeKTa CHUCTEMBbl 3allUThl KOH(HUAECHIHATbHOW HWHPOpMAaLUU B
OpraHu3aInig;.

105. Pa3paboTka mnpeanoXeHUH MO TMOBBILEHUIO 3alIUIIEHHOCTH BBIYMCIUTEIBHON
TeXHUKH 1o KaHainy [IDMMU naccuBHbIMU METOaAMU;.

106. Pa3paboTka pexkoMeHaalui Mo 3amure KOHGUASHIMaTbHONU HH(OPMALIUK OT YTEUKU
10 aKyCTUYECKOMY KaHaITy U3 3al[UIIAaeMOT0 TIOMEIIEHHSI TACCHBHBIMHI METOIAMU;.

107. TIIpoekTupoBaHHE CHCTEMBl OXPAHHOTO BHJCOHAOIIOJEHUS OpraHMu3aluu C
MCIIOJIb30BaHUEM MPOGECCHOHATBHBIX IPaQUUeCKUX HHCTPYMEHTOB;.

108. OreHka OorMacHOCTH YSI3BUMOCTEH OecripOBOAHBIX MH(POPMALMOHHBIX TEXHOJIOTUH Ha
ocrHose Kali Linux;.

5.2. TpeboBanusi kK BKP

BKP cocrout u3 nByx 00s3aTeiabHbIX YacTe:
— TEKCTOBOM YacCTH;
— JIEMOHCTPAIIMOHHAs YacTb, MPEACTaBISIOmas coooi rpadguueckuii MaTepuan u/mmm
AIIEKTPOHHYIO Mpe3eHTalnIo. /JleMoHCTpallMoHHas 4acTh COAEPKUT HEOOX0oAUMBIE /7Sl Harbouee
MIOJTHOTO MPE/ICTaBIEHUS pabOThl KOHCTPYKTOPCKUE MPOPAOOTKU (UEePTEXkKH), CXEMHbIE PELLICHHS,
JIEMOHCTpPAIIMOHHBIE IIJ1aKaThl (C OTpaKEHUEM Ha HUX, B TOM YHUCIIE, CAHTE3UPOBAaHHBIX U/WIN
UCIIOJIb30BAHHBIX MATEMATUUYECKUX MOJENIEH, AITOPUTMOB, CTPYKTYP IIPOIPaMM, ITOJTYYEHHBIX
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pe3ynbTaToB H T.1.). [Io cormacoBaHuio ¢ pyKOBOJAMUTENIEM BO3MOKHO IIPEICTABIIEHUE MAKETOB,
buzndeckux mMojenei, Buaeodaitio, JOKyMEHTUPOBAHHBIX aKTOB U T.II.

K conepxxanuro BKP npenssBnsitores cienyromme TpeOoBaHUS:

— COOTBETCTBHE COJIEpKaHuUs C(HOPMYTUPOBAHHOMN TEME;

— [OJIHOTA PACKPBITUS TEMBI,

— JIOTUYECKasl MOCJIeI0BATEIbHOCTD U 3aBEPUICHHOCTbD.

B cootBercTBru ¢ uianom BKP nomkna ObITE pa3ieneHa Ha OTACTbHBIC TOTHYECKH CBSI3aHHBIC
YacTH, CHAO>KEHHBIE KOPOTKUMH U SICHBIMH 3ar0JIOBKAMH, OTPAKAFOIITUMHU CMBICIT U3JIaraeMoro B
HUX MaTepuaa.

5.3. O0beM TeKcTOBOI YacTH

Pexomenmyemsbrit o00beM ocHOoBHOM yacTu BKP (He BKITtOUast MpuiIoKeHHi ) TOJKEH OBITh HE
meHee 40 u He 6oee 80 MuCTOB cTaHAapTHO HaObpaHHOTO TekcTta (1,5 uHTepBaa, He MeHee 12
KerJsl, eAMHBINA TUT pudTa mo Beei padore), opopmiernnoro no 'OCT 7.32-2017, TOCT P
2.105-2019, TOCT 2.106-2019. Pekomenayemsiii o0bem BKP 1o pazaenam:
— BBenenue — 1-3 c1p.,
— OCHOBHas 4acTh (IJ1aBbl) — HE MeHee 35-55 cTp.,
— 3akmouenue — 1-3 crp.
PexomenryeMblii 00beM MPUIIOKEHUN HE PETIIAMEHTHPYETCS, OJTHAKO JIOJKEH ObITh 000CHOBaH
peabHOI HEOOXOAUMOCTBIO TIPECTABICHUS MAaTEPUAJIOB.

5.4. O0beM 1eMOHCTPALIMOHHON YaCTH

Pexomenayercs B rpadyecKyro 4acTh BKItouaTh 3—4 nucra gpopmara Al B 3aBUCUMOCTH OT
HEOOXOUMOCTH PACKPBITHS 0OBEKTA.
PexomenryeTcsi B 3JIEKTPOHHYIO MPE3SHTAIMIO JO0JDKHA COJIEpKaTh He MeHee 6 u He Oornee 12
CJIalI0B.

5.5. llopsanok BeimosHeHusi BKP

. Ilonnyuenne 3ananus va BKP ot pykoBoaurens.

. CornacoBaHue U yTBEpXACHHUE CTPYKTYpbl padoThl pykoBoauTeneM BKP.

. Bemmonnenue BKP B cooTBeTcTBUY C 33a1aHHEM.

. Opopmnenue BKP B cooTBeTCTBUU € TpeOOBAHHUSIMHU.

. DKcIepTr3a roTOBOM BBIMTYCKHOW KBaTM(PHUKAIIMOHHON pabOoThl Ha 3aMMCTBOBAHMUSL.

. [lepenaya HanmcaHHOM U OPOPMIIEHHOM pabOTHI JUIs TOJIYYE€HHUS OT3bIBA PYKOBOIUTEIIS.
. IlonroroBka noknajga v Npe3eHTAMOHHOTO MaTepuana i 3amuTel BKP.

N NN R W

5.6. IIpouenypa 3amursl BKP

3amura BKP npoBoautcs B nopsiake, yrBepkaeHHOM B [lonoxeHun o rocy1apcTBEeHHOU
uToroBou arrectanuu odydaromuxcs B DI'bOY BO «<HUY «MBN».

5.7. Kpurepum oueHkHu pe3yabTaToB 3amuTsl BKP

K THA nomyckaercst oOy4aromuiicss mocje yCIeurHoro MpoXoXKJIeHUsI MPOMEXKYTOUHOM
aTTeCTalluy 10 BCEM AUCHUIUIMHAM (MOIYyJsM) M IpaKkTUKaM 00pa30BaTEbHOM MPOrpaMMBblI.
ChopMHpPOBAaHHOCT, ~ KOMIIETCHIIMM, YCTAHOBJIEHHBIX  00pa30BaTENbHOM  MPOTPAMMOMH,
HOJTBEPXKIAETCS pe3ysbTaTaMu 00yUeHHs IO TUCHUIUIMHAM (MOAYNSAM) U MPAKTUKAM Yy4eOHOro
JIaHa.

Ha 3ammre BKP  ounenuBaercss  cmocoOHOCTh — BBIYCKHHKA — OCYILIECTBIISTH
npodeccuoHaNbHYIO IEATEIbHOCTh HE MEHEee YeM B OJJHOM obnacTH (cdepe) npodeccroHanbHON
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ACATCIIBHOCTH U PCIIaTh 3aa4un HpO(bGCCHOHaHBHOﬁ ACATCIIbHOCTH HEC MCHEC YEM OJHOI'O THUIIA,
YCTaHOBJICHHBIE 00pa30BaTEIILHOM MPOTPAMMOHA.

[IIxana u KpUTEpPUU OIIECHUBAHUS Pe3yJbTaTOB 3aUThl BKP

Ne | IToka3arean

Mlxkana
OLICHKH

Kpurepuii oueHuBanus

Bec
nokKa3zareJis,
%

1 | Ouenka pe3ynbTaToB
o0OydeHus 1o
JAUCHUIITHHAM
(Monynsm) u
IpaKkTHUKaM y4eOHOTro
TIaHa

5

4

CpeIHH 0asuT IO MPHIIOKEHHUIO
K JIUIUIOMY C OKPYTJICHUEM JI0
COTBIX J10oJIeH

25

2 | doknag u
JIEMOHCTPALIMOHHBII
Marepuan

- JOKJIad B
JEMOHCTPALIMOHHBINA MaTepHal
0XBaThIBAIOT Becb 00beM BKP,
HMEIOT JIOTHYECKOE U YeTKOE
MOCTPOECHUE;

- 00beM 1 opopmIeHHE
JIEMOHCTPAIIMOHHOMN YacTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl IOKJIaJia HaXOJIUTCA B
paMKax, YyCTaHOBJICHHBIX B
ITonoxenuu o
rocyJapCTBEHHON UTOrOBOM
aTTecTaluu oOy4aroluxcs B
®I'bOY BO «HNY «MDBNx;

- 00yyJaromuiics yBEpeHHO U
npodeccnoHanbHO, TPaMOTHBIM
SI3BIKOM, SICHO, YETKO U
MOHSATHO U3JIaraeT CoAepKaHnue
U CyTh pabOTHI

- JOKJIag B
JIEMOHCTPAIIMOHHBIN MaTepuan
OXBaTHIBAIOT Bech 00beM BKP,
JIOTHYHOCTh B
MOCJIEI0BAaTEIbHOCTh
MOCTPOEHUS TOKJIa1a
HECYILLECTBEHHO HAPYIIEHBI;

- 00beM u opopmileHHE
JIEMOHCTPALIMOHHOM 4aCTH
COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHMUSIM;
- BpeMs JI0KJIa1a
HECYILLECTBEHHO BBIXOAMT 32
pPaMKH, YCTaHOBJICHHBIEC B
ITonoxenuu o
rOCyJIapCTBEHHOW UTOTOBOM
aTTecTaluu o0y4JaroluXxcs B
PI'BOY BO «HNY «MBN»;

20
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- 00yJaroIHMIACs B IEJIOM
YBCPCHHO, I'PAMOTHBLIM $S3BIKOM,
YETKO U IOHITHO M3JIaraet
coJiepKaHue U CYTh pabOTHI

- JOKJIad B
JEMOHCTPALIMOHHBINA MaTepHal
OXBaTBIBAIOT OOJIBIITYIO YaCTh
oobema BKP, noruunocts u
MOCJIEJ0BATENbLHOCTh
MOCTPOEHHUS IOKJIaja
HapyUICHBI;

- 00beM U opopmIeHHE
JIEMOHCTPAIIMOHHOM YacTH B
LIETIOM COOTBETCTBYET
YCTaHOBJICHHBIM TPEOOBAHUSIM;
- BpeMsl JIOKJIaJia CYIIECTBEHHO
BBIXOJUT 32 PAMKH,
yCTaHOBJICHHBIE B [TonoxeHun
0 rOCyAapCTBEHHOW UTOTOBOU
aTTecTaluu oOy4aroluxcs B
®I'bOY BO «HUY «MDBNx;

- 00yJaroIuiics u3naraet
COJIep>KaHue U CYTh paOOTHI
HEYBEPEHHO, HEUETKO,
JIOTIYCKaeT OUINOKHU B
HCTIOJIb30BAaHUH
npodecCuoHAIBHON
TEPMUHOJIOTHH;

- TOKJIaJl OTINYAETCS
ITOBEPXHOCTHOM
apryMeHTaluel OCHOBHBIX
MOJI0KCHHH;

- JIOTUYHOCTD U
MIOCJIEZI0BATEIBLHOCTD
IIOCTPOEHHUS JOKJIaa
HapyLICHBbI;

- BpeMs JOKJIaJia CYIIECTBEHHO
BBIXOJMT 3a PaMKH,
ycTraHoBieHHbIE B [lonoxenun
0 FrOCYAapCTBEHHOW UTOTOBOM
aTTecTaluu o0yJaromuxcs B
OI'BOY BO «HNY «MDWNx»;

- 00ydJaromuiics u3naraer
coJiep’KaHue U CyTh pabOThI
HEYBEPEHHO U JIOTHYECKH
HEMoceA0BaTeNbHO,
MOKa3bIBaET cadble 3HAHUS
MpeaMeTa BbITYCKHOM
KBaJIM(UKAIIMOHHON paboTHI;

3 | O3B pykoBOAHTENSA O | 5

pabote 4

Ha OCHOBE OT3hIBA
PYKOBOOUTEIIA IO PECIICHUTIO
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3 I'OK

4 | OTBeThl Ha BOIPOCHI ) 00yyYaroImuiicsi OTBeYaeT Ha 40
yineHoB ['OK BOIIPOCHI TPAMOTHBIM SI3BIKOM,
SICHO, YETKO U IIOHSITHO;
BOIPOCHI, 33]JaBacMbIe
wieHamu ['OK, He BBI3BIBAIOT y
00y4aroIerocs CyueCTBEHHbIX
3aTpyAHECHU;

4 oOyJaronuiicss OTBeYaeT Ha
BOIIPOCHI IPAMOTHBIM SI3BIKOM,
4ETKO U TTOHITHO;
OOJIBIIMHCTBO BOIIPOCOB,
3ajaBaeMbIX wicHamu I OK, He
BBI3BIBAIOT y 00y4aroIerocs
CYIIECTBEHHBIX 3aTPyIHCHHUI,
3 Ha TIOCTaBJICHHBIE BOMPOCHI
oOydJarouuics oTBeYaeT
HEYBEPEHHO, JJOTHYECKH
HEIOCIIeA0BATEIbHO,
JIOTYCKaeT MOTPElIHOCTH,
yTaeTcs B IpopecCuOHATBHON
TEPMHUHOJIOTHH,

2 00yJaroImuiics: HeMPaBUIBHO
OTBEYAET HA MTOCTABIICHHBIE
BOIIPOCHI WM 3aTPYIHSAETCS C
OTBETOM

* — cyMMa BecoB nokasatesiei 1omkHa 0b1Th 100%

Kaxnprit wien 'DK BBICTaBISET OLIEHKH MO KaXJIOMY TOKA3aTeNt0 B COOTBETCTBUU CO
LIKaJION M KPUTEPHUSIMU OLIEeHUBaHUs pe3yiabTaToB 3amuThl BKP. Ouenka pe3ynbTaTtoB 3alliuThl
BKP kaxasim wienom ['OK omnpenensieTcss HHTErpaibHO ¢ YIETOM Beca Ka)A0ro MoKa3aTels.

HtoroBas ouenka 3a 3amuty BKP ompenensercs kak cpenHeapudmernyeckas OLEHOK,
BbICTaBJIeHHBIX wieHamMu ['JK ¢ okpyriieHnem 10 11e510ro yncia.

6. YYEBHO-METOANWYECKOE U UTH®OPMALIMOHHOE OBECIIEYEHHUE 'HA
IIpu noaroroske k 'MA cTyIeHT MOKET BOCIIOIB30BATHCS

6.1 IleyaTHble M JIEKTPOHHbIE U31AHUS:

1. Munsos, A. C. IIpodeccuonanpHas 3Tuka B cdepe HUHPOPMALUOHHON U
IKOHOMHUYECKOM Oe3omacHocTH : [MoHOTpadwms] / A. C. Mun3zos, Ham. uccnen. ya-t "MOU", Un-
T uHpOpMaIl. ¥ SKOHOMUY. Oe3omacHocTH . — M. : BHUWreocucrem, 2013 . — 132 c. - ISBN 978-
5-8481-0135-5 .

2. Ilerpenko, C. A. Aynut 6e3onacHoctH Intranet / C. A. Ilerpenko, A. A. Ilerpenko . —
M. : IMK Tlpecc, 2002 . — 416 c. — (MHDOpMaIMOHHBIC TEXHOJIOTHH JUTsl HHXEeHepoB) . - ISBN
5-940741-83-5 .

3. Mao K.X. Uudopmanmonnas 6e3onacHocts B ACY TII : marucrepckas aucceprauus /
Hao K.X., Han. uccnen. yu-r "MOU", Kadenpa aBTOMATU3MpPOBAHHBIX CHUCTEM YIPABICHUS
texHosiormaeckumu mponeccamu ( ACYTII) . — M., 2015 . — 87 c. - muccepTarusi TOJBKO B
AIIEKTPOHHOM BUJIE,JISl UTCHUS MIepeiuTe B 3JeKTPOHHYI0 Onbmuoreky MOU .
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4. BacunbeB, B. WM. VHTennekTyanbHble CHUCTEMbI 3aIIUTHl HWH(pOpManUU : y4deOHOE
nocoOue i BY30B IO CIeNHAIM3alUsaM crenuaibHocTH  "KomriekcHoe obecrieueHune
UH(POPMALMOHHON 6€e30IacHOCTH aBTOMAaTU3UpOBaHHBIX cucteM" / B. U. Bacunbes . — 2-¢ usn.,
uctp . — M. : Mammnoctpoenune, 2013 . — 172 c. — (Jlns By30B) . - ISBN 978-5-94275-667-3 .

5. babam, A. B. Madopmarmonnas 6e30macHOCTh: J1a00paTOpHbIA NPAKTUKYM : ydeOHOE
nocobue / A. B. babam, E. K. bapanora, FO. H. MenpHuKOB . — 2-¢ u3a., ctepeotun . — M. :
KuoPyc, 2013 . — 136 ¢. + CD . — (bakanaspwuar) . - ISBN 978-5-406-02760-8 .

6. llly6oun, B. 1. becripoBoaHbBIE cEeTH Nepeaadn TaHHBIX : yueOHOE TT0OCOOHue TS BY30B 110
Hanpasienuio 210700 "MHpoKOMMYHHUKAlIMOHHBIE TEXHOJIOTUH U cucTteMbl cBs3u" / B. W.
[Iy6un, O. C. KpacunpHukoBa . — 2-¢ u3n . — M. : By3oBckas kuawura, 2013 . — 104 c. - ISBN
978-5-9502-0725-9 .

7. llpaBoBoe oOecriedeHHe KOHTpPOJSI, y4yeTa, ayauTa U CyJeOHO-PKOHOMUYECKOM
OKCHEepPTH3bl : Y4YEOHMK s CTYACHTOB BY30B, OOYYalOMIMXCS TIO IOPUAUYECKHM,
SKOHOMHUYeCKHM HarpasieHusM / E. M. Ammvapuna, H. M. Aptemos, A. b. beuns, [u 1p.] ; pen.
E. M. Ammapuna . — 2-e u3f., nepepad. u gon . — Mocksa : FOpaiit, 2020 . — 299 c. — (Bsiciiee
oOpa3zoBanue) . - [Tox obuum pyxosojactsom B. B. Epmiosa . - ISBN 978-5-534-09038-3 .

8. AbOnyxammmos, I'. A. PazpaboTka METOIMKHM aBTOMAaTH3UPOBAHHOTO MPOCKTHPOBAHUS
CXEM OIepaTUBHON OIOKUPOBKH UGPOBBIX moacTanimil: 05.14.02 "DnekTpuyeckue CTaHIUHA U
AIIEKTPOIHEPTEeTHUECKUE CcHCTeMBbI" : aBropedepar KaHAaumaTa TexHudeckux Hayk / . A.
AGpyxanunos, Ham. uccnen. yu-t "MOU" . — M., 2017 . - 20 c.

9. Cxpriios, E. M. YerpolicTBO KOHTpOIIS M Iepeladl Ha BEpXHUHM YPOBEHb IIapaMeTpOB
u(GpOBBIX TpaHCHOPMATOPOB TOKA HA COBPEMEHHBIX IU(POBBIX MOACTAHIUAX : Marucrepckas
muccepranust / E. W. Cxpsiaos, Ham. wuccnen. yu-t "MOW", Kadenpa wunbopmanmoHHO-
n3mepurenbHor Texuuku ( UAT ) . — M., 2015 . — 49 c. - nquccepranus TOJIBKO B AJICKTPOHHOM
BUJIC,/UISI UTEHUS TIEPEUTUTE B DJIEKTPOHHYIO Onbimmoreky MOU .

10. Mamok, A. A. HWudopmanuonnas 0€30MaCHOCTh: KOHIENTyaJbHbIE H
METOJIOJIOTUYECKUE OCHOBBI 3allMThl MHpoOpManuu : ydeOHoe mocoOue uis BY30B 10
cneunanbHocT 075400 "KommiekcHas 3amuTa 06bexkToB nHpopMamu" / A. A. Mamok . — M. :
[opstaas Jluaws-Tenexom, 2004 . — 280 c. - ISBN 5-935171-97-X.

11. Munszos, A. C. VYmopasineHue puckamu HHGPOPMALMOHHON 0€30M1aCHOCTH
[Monorpadus] / A. C. Munzos, A. 10. Hesckuii, O. P. baponos ; pen. A. C. Mun3zos ; Hair.
uccnen. yu-T "MOUN" (HUY"MDOU"), NHkeHepHO-9KOHOMHY. WH-T HAIMOHATIBHOTO UCCIIE. YH-
ta "MON", Kadenpa "besonacnoctu n Uupopmanmonnsix Texnomoruit" (BUT) . — Mocksa :
BHHMHreocucrem, 2019 . — 106 c. - ISBN 978-5-8481-0240-6 .

12. CxopoaymoBa, O. b. Xakepsl kak ¢peHOMEH MHPpOopMaMoHHOro npoctpaHcTea / O. b.
CxoponymoBa . — 2004 // Couunonoruueckue wuccneaoanus (COLUC) : ExemecsuHbiit
HAY4YHBIA ¥ OOIIECTBEeHHO-NOMUTHYUeCKHiA KypHai . — 02/2004 . — N2 . — ¢.70-80 . - B cratbe
UCCIIelyeTCs OJUH W3 BAKHBIX AacleKTOB obOecneueHUs MH(GOpPMAIMOHHON O€30MacHOCTH -
0oprba ¢ xakepamH, pacCMaTPUBAIOTCA HMCTOKU XaKEpCTBA, MPOTUBOPEUMBOCTH OLIEHOK 3TOTO
(dbeHoMeHa U JIp. aCHeKTHI.

13. B. 1. Aepuenkos- "Ayautr uHpopmanmonHoi OeszomacHoctu", (4-¢ u3md., crep.),
N3natensctBo: "®JIMHTA", Mocksa, 2021 - (269 c.)

14. Tpodumos B. b., Temxun U. O.- "Okcneptasle cuctemsl B ACY TII", M3natenscTBo:
"Undpa-NUnxenepus", Bonorna, 2020 - (284 c.)

15. A. Ab6penoB, I'. [ponoBa, B. Tpymmn- "CoBpeMeHHBIE CHUCTEMBI YIPaBICHUS
uHpOpMalMOHHON Oe3omacHocThio", WM3marenbcTBo: "HoBocmOHMpCKUit rocynapcTBEHHBIN
TexHudeckuii yausepcutet", HoBocubupck, 2017 - (48 c.)

16. "Undopmanmonnas 6ezonacHocts", M3narensctBo: "I'POTEK", Mockga, 2012 - (51

c.)

6.2 JIuueH3uoHHOe U CBOOOIHO PACIIPOCTPaHsieMOe MPOrpaMMHoe odecrneyeHue:
1. CO "IIpomerent"
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2. Office / Poccuiickuii makeT opUCHBIX MPOTrpaMm

3. Windows / OnepaninonHas cucrema cemeiictpa Linux
4. Maitan Buneoxondepenuuu

5. Aatuniaruat BY3

6.3 UnTepHeT-pecypchl, BKIWYAsA NpodeccuoHaIbHbIe 0a3bl JaHHBIX U HHPOPMAIIMOHHO-
CIPABOYHbIE CUCTEMBI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckasi 0udJnoTexa onyaiin' -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunas yj1ekTponHas ouéauoreka - https://elibrary.ru/

4. DJIeKTPOHHBIE pecypchl H3aTeabcTBa Springer - https:/link.springer.com/

5. ba3a nannbix Web of Science - http://webofscience.com/

6. baza nannbIx Scopus - http://www.scopus.com

7. HauuoHabHasi 3JIeKTPOHHAas1 0udmoTeka - https://rusneb.ru/

8. 9BC "KouncyasTanT crygenrta" - http://www.studentlibrary.ru/

9. Kypuaa Science - https://www.sciencemag.org/

10. DaexTponnas 6udmoreka MIU (3B MDIH) - http://elib.mpei.ru/login.php

11. Uudopmannonno-cnpaBouynasi cucrema «Koaexc/Texakcnepr» -
Http:\\proinfosoft.ru; http://docs.cntd.ru/

12. OTkpbITasi yHUBepcUuTeTcKas nHpopmaunonnas cucrema «POCCHUSA» -
https://uisrussia.msu.ru

13. ®enepanbublii moptaa "Poccuiickoe o6pazoBanme’ - hitp://www.edu.ru

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHE

[Tpu moaroroBke k 'MA u npoBenenus [ A ucnonb3ytores yueOHbIe ayTMTOPUU U IIOMEIICHNE
JUTSL CAMOCTOSITENTbHOU paboThl o0yyaromuxcs. [IpuMepHsbIii nepeyeHs TOMEIEHUH TPUBEICH B
TabIuIE.

Tun nomeuenus Homep ayauropuu, OcHamenue
HAMMEHOBaHHUe
ITomemenus mis HTB-303, CTOJI KOMITBIOTEPHBIN, CTOJI TUCbMEHHBIM,
CaMOCTOSITEIIBHON KomnsrorepHslii CTYJ1, IPUHTEDP, KOHAULUOHED, BEIIAJIKA JJIs
paboThI YUTAJIbHBIN 3aJ1 OJZIEK/Ibl, CBETHJIBHUK ITOTOJIOYHBIN C
JVOHBIMHU JIAMITAMH, KOMITBIOTEPHAs! CETh C
BBIXOJIOM B IHTEpHET, KOMIIBIOTEP
IIEPCOHAJIbHBIN
ITomemenus mis M-509, YueOHas CTOJI IpenoAaBaTes, CTyJl, CTOJ
KOHCYJIbTUPOBAHHUS naboparopus MMACbMEHHBIA, KOMITBIOTEDP IEPCOHAIBHBIN,
"NHxeHepHO- JKpaH, MyJIbTUMEIUWHBINA TPOEKTOP, CTEH
TEXHUYECKas 1a00paTOpPHBIH, TeIEBU30p, KOHAULILOHED
3aluTa
uHpopmanun"
Y4eOHbIe ayIuTOpUN M-509, YueOnas CTOJI NIpenoAaBaTes, CTyJl, CTOJI
JUISl TIPOBEJICHUS naboparopus MMACbMEHHBINA, KOMITBIOTEDP MEPCOHAIBHBIN,
IIPOMEKYTOUHOU "NHxeHepHo- JKpaH, MyJIbTUMEIUNHBINA TPOEKTOP, CTEH
aTTecTaluu TEXHUYECKas 1ab0paTOpPHBIH, TeIEBU30p, KOHAUIIMOHED
3aluTa
uHpopmanun"
VYuebnsle aynutopun | XK-120, MammnHbIH cepBep, KOHIAULMOHEP, KOMMYTAaTOP
JUTA TPOBEJICHUS 3an MBI
IIPOMEKYTOUYHOU
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aTTecTaluu

ITomemenus st K-202/2, Cknaxg | creiiax [Uid XpaHEHHUsS UHBEHTAps, MIKad s
XpaHEHUs kadenpet BUT XpaHEHUs UHBEHTapsl, MKad Ui JOKYMEHTOB,
000pyn0BaHUs U CTOJI, CTYJI, CBETHJIbHUK ITOTOJIOUHBIN €
y4eOHOro MHBEHTaps JFOMHHECLEHTHBIMHU JIaMIIaMH, KOMMYTATOp,

TyMOa, 3JIEKTPUYECKUE PO3ETKH, 3aIlaCHbIE
KOMILIEKTYIOLIHE Ui 000pYyOBaHus,
nH(pOpMaIMOHHbIE (MHTEPHET) PO3ETKH

TTomerenust misa K-307, YuebOnas CTOJI IpenoaaBaTess, CTOJI KOMITbIOTEPHbIH,
CaMOCTOSTEIIBHOU naboparopus CTOJI Y4€OHBIi, CTYJI, KOMIIBIOTED
paboThI "OTKpBITOEC MIePCOHAJIbHBIN, CepBEP, FTECKTPUUECKUE
MPOrpaMMHOE PO3€TKH, KOMIIBIOTEPHAsI CETh C BBIXOJIOM B
obecrieuenue" Hutepuer, nHbOpMaIInOHHBIC (MHTEPHET)

PO3ETKH, BEIIaJKa JIJIsl OJIeKAbI, TymOa,
KOHAMIIMOHEDP, KOMMYTAaTOp, 10CKa
MapKepHasi, 5KpaH, MyJIbTHMEIHHBIN

POEKTOP
[Tomemenus ans K-302, YyeOnas CTOJI IIPEI0/1aBaTENsl, CTOJI KOMIIBIOTEPHBIH,
CaMOCTOATEIILHON JTabopaTopHst CTYJI, KOMITBIOTEP TIEPCOHAIBHBIN, CepBeEp,
paboThI "MHpOpMaIMOHHO- | 3JIEKTPHUYECKUE PO3ETKH, HH(POPMAITMOHHBIC
AQHAJMTUYECKHUE (MHTEpHET) PO3ETKH, CBETUIILHUK
TEXHOJIOTUH" MOTOJIOYHBIN C TIOMHUHECHEHTHBIMH JIAMITAMH,

KOMMYTaTop, 10CKa MapKepHas, SKpaH,
MYJIbTUMEAUMHBIN IPOEKTOP, KOHIUIIUOHED
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