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1. HEJIM U BAJAYU OCBOEHM S TUCIHUAIIJINHBI
Leab ocBOeHUs] AUCHUILUIMHBI. M3ydCHUE TCOPETHYCCKUX OCHOB M IOJYYCHHE MPAKTHUYCCKHX
HABBIKOB II0 OpFaHI/ISaLII/II/I 148 HpOBeI[eHI/IIO aYI[HTa 6€3OHaCHOCTI/I I/IH(i)OpMaLII/IOHHBIX CUCTEM
HPEITPHUITHS
3amauu QM CHUILINHBI
- I3YYCHHE TEOPETUIYCCKUX OCHOB OpTaHHM3aIlMH U ITPOBEJICHUS ayauTa 0€301aCHOCTH
UH(POPMALIMOHHBIX CHCTEM Ha IMPEANPUATHH (B OPraHU3alNN);;
- PaCCMOTPEHHE OCHOBHBIX CITIOCOOOB M METOJIOB OLICHUBAHHUS COCTOSTHUS HH(POPMAIIHOHHOM
0€30I1aCHOCTH;;
- IpUOOPETEHNE IPAKTHYSCKUX HABBIKOB B IIPOBEJCHUH OIICHOK COOTBETCTBHS MH()OPMAIIMOHHOM
0€30MaCHOCTH C UCIOJIb30BAHUEM CTICIIHATTU3HPOBAHHOTO MTPOTPAMMHOTO O0ECTICUEHUSI. .

dopmupyembie y 00y4aronerocs KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCIUIIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHINIi

Kox v HaumeHoBaHue Koa u HaumeHoBaHue 3amiaHNpOBaHHbIE Pe3yJbTAThI 00yUeHHus
KOMIICTCHIIUU HHAUKATOPA TOCTUKCHUS
KOMIICETCHINH

OIIK-7 ciocoGHOCTBIO 3HATh:

OIIPENENATh - TpeOOBaHUSI HOPMATHUBHBIX U MTPABOBBIX

UH(OPMAIMOHHBIE JIOKYMEHTOB (3aKOHBI, CTAHJapPTHI,

PECYpChI, MOJIEXKAIIIE perIamMeHThl) B MPEAMETHON 001acTh

3allUTEe, YTPO3bI JMCUUIIIIUHBI;.

0e30macHOCTH HHGOPMAITIH

Y BO3MOXKHBIE ITYTH UX YMETB:

peannu3ani Ha OCHOBE - OIIpeNIENIATh BUABI M (POPMBEI

aHaJIn3a CTPYKTYPHI U uH(pOopMaLnH, OABEP>KEHHON yrpo3am,

COEPKAHHMS BHJIBI M1 BO3MOYKHBIE METObI U TTYTH

UH()OPMAIIMOHHBIX peanu3anuy yrpo3 Ha OCHOBE aHAJIW3a

MPOIIECCOB U OCOOCHHOCTEM CTPYKTYpPBI U CONACPIKAHNA

q)yHKHI/IOHHPOBaHI/Iy[ I/IH(i)OpMaI_[I/IOHHLIX IMponeccoB

00BeKTa 3alTUThI MPEANPUATHS, LeJIeH U 3a]1a4
JIEATEITbHOCTH NPEIIPUSATHUS;.

[TK-10 cnoco6HOCTBIO 3HATh!

NPOBOJIUTH aHAITN3 - TpeOOBaHUS CTaHIAPTOB.

UH(POPMALIMOHHOM

0€30IMacHOCTH 0OBEKTOB H YMETh:

CHUCTEM HA COOTBETCTBHUE - Y4aCTBOBAaTh B pa60Tax 1o peajin3anuun

TpeOOBaHMAM CTaHIAPTOB B MOJIMTUKU WH(POPMAIMOHHON

obnactu nHGOpMaIIMOHHON 0e3onacHOCTH;;

0e30I1aCHOCTH - IPOBOJUTH aHATN3 UHHOPMAITMOHHOMN
0€30MacHOCTH 0OBEKTOB U CUCTEM C
UCIOJIb30BAaHUEM OTEYECTBEHHBIX U
3apyOEKHBIX CTaH/IapTOB, pa3padaThIBaTh
MPEAJIOKEHUS IO COBEPILIEHCTBOBAHUIO
CHCTEMBI yIIpaBiieHUs HHPOPMAITMOHHOMN
0€30MacHOCTHIO;.

[TK-12 croco6HOCTHIO 3HATh:

NPUHUMATH Y4aCTHE B - HAMpPaBIICHUSI U TIEPCIIEKTUBbI

IPOBEJIEHUN JATBHEHIIIETO COBEPIICHCTBOBAHUS CHCTEM

SKCIEPUMEHTANIBHBIX oOecrieueHHs 6€30MacHOCTH

VCCIIETOBAHUIN CUCTEMBI XO3AUCTBYIOIIHX CYOBEKTOB;.




Koa u HaumeHoBaHue
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHUsI

3aIUTHl HHGOPMAITUH

YMETh:

- IPOBOJIUTH IKCIIEPUMEHTAILHBIC
WCCJICIOBAHMSI CUCTEMBI 3aIUTHI
nHpopmaIuu.

2. MECTO JUCHHUILIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM NPOT'PAMMBI BO

JucuumnimHa OTHOCUTCS K dYacTd, (GOopMHUpyeMOH y4acTHHKaMH OOpa30BaTEIbHBIX OTHOLICHHM
O5oka JUCHMIUIMH OCHOBHOM mpodeccHoHalbHOW 0oOpa3oBaTenbHONW mporpamMme be3omacHocTh
aBTOMaTU3UpoBaHHBIX cucteM (nanee — OITOIT), nanpanenus noaroroBku 10.03.01 Muadopmanmonnas
0€3011aCHOCTb, YPOBEHb 00Pa30BaHUs: BBICIIEE 0Opa30BaHME - OaKalaBpHaT.

baszupyercs Ha ypoBHE cpeiHET0 0011ero 00pa3oBaHMUsl.

PesynbTarel 00yueHus, MOTYICHHBIE TIPU OCBOSHUH JTUCIUTUIHHBI, HEOOXOIUMBI IPU BBIMTOJTHCHUN
BBIMTYCKHOM KBaTU(UKALMOHHON PabOTHI.




3. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHbI
3.1 CTpyKTypa THCHUNIHHBI

OO01as TPyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET 6 3a4€THBIX eIUHMIL, 216 9acoB.

Pasnensr/TeMsl

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

m
05| &
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i [POMEIKYTOIHOM o &| 3 Koncynbranus UKP PaGora B [Toxroroska k METOIMYECKHE YKA3ZaHUs
aTTeCTAINH 8| © | Jlex JIab | Ip A CeMECTDE aTTeCTalluu
o KIIP 'K HKKIT | TK p /KOHTPOITS
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 BBoyiHas ekuust 40 9 4 - 4 - - - - - 32 - Ilodz0mogKa K ayoumopHsim 3auamusam:
11 BBognas nexius 40 4 - 4 - - - - - 32 - [TpopaboTka JeK1nH, BBIOJIHEHHE U
MOJIrOTOBKA K 3amuTe jJab. padoTh
Camocmosamenvnoe usyuenue
meopemuueckozo mamepuana: Visyaenue
JIOTIOJTHUTEJIBHOTO MaTepHaia o pasjieny
"BBogHas nekiusa"
H3yuenue mamepuanog numepamypHsix
UCHOYHUKOB:
[1], 1-416
[4], 1-55
2 MeHeKMEHT ayIuTa 50 4 - 4 - - - - - 42 - Ilo0zomoeKa K ayOumopHvim 3aHAMUAM:
6e3omacHoCTH [TpopaboTka JeKnH, BBIOJIHEHHE U
HHPOPMAIIMOHHBIX MOJIrOTOBKA K 3alIuTe J1ad. paboThI
CHCTEM Ilodzomoeka pepepama: B pamkax
2.1 Tewma 1. [Tonstue u 12 1 - 1 - - - - - 10 - pedepaTHBHO YacTH CTYACHTY HEOOXO UM
BBl AyIUTA IIPOBECTH 0030p JINTEPATYPHBIX HCTOUHHKOB IO
0e30macHOCTH BBIOpAHHOW TeME, KOMILJIEKCHO OCBETUTh
nH(pOpMaMOHHBIX BOTIPOC B COOTBETCTBHH C TeMO pedepara,
CHCTEM MOJITOTOBUTH MIPE3CHTAIHNIO IS BBICTYIDICHUS
2.2 Tema 2. CranaapTsl 22 1 - 1 - - - - - 20 - 0 pe3yibTaTaM pabOThl HA CEMUHAPCKOM
ayauTa 6e301acHOCTH 3aHATHH. B KauecTBe TeM pedepaTa CTyneHTY
nH(pOpMaMOHHBIX MIPE/IaraloTCst CIEAYIONIe BApUAHTHI:
CHCTEM. Camocmoamenvhoe usyuenue
2.3 Tema 3. MeHEIKMEHT 16 2 - 2 - - - - - 12 - meopemuuecko20 mamepuaia: V3yuenuve

ayauTa 6e30IacHOCTH
nH(pOpMaMOHHBIX
CHCTEM.

JIOTIONTHUTEIHHOTO MaTepraa o pasery "2.
MeHeKMeHT ayauTa 0€301macHOCTH
nHPOPMALMOHHBIX CHCTEM"




Ilo020mo6Ka K npaKmu4ecKum 3aHAMUIM:
W3yuenne maTepuaina no pasgeny "2.
MeHeKMEHT ayTuTa 0e30MacHOCTH
WHPOPMAIMOHHBIX CUCTEM'" TIOATOTOBKA K
BEITTOJTHEHHIO 3aJaHUHA Ha TPAKTHYECKIX
3aHATHAX

Ilo02omoeka K KOHMPOILHOU padome:
W3y4yenue MaTepuanoB 1o pasneiy 2.
MenemKkMeHT ayIuTa 0e30MMacHOCTH
MH(POPMAIMOHHBIX CUCTEM U TIOATOTOBKA K
KOHTPOJIBHOII paboTte

Ilodzomoeka domauinezo 3a0anus:
[ToaroroBka qOMaITHETO 3aJaHUS HAIIpaBJICHA
Ha OTPabOTKY YMEHUI pelIeHus
npodecCHOHATIBHBIX 3a1a4. JloMalHee 3a1aHue
BBIIACTCS CTYACHTAM I10 H3YYCHHOMY B pa3Jieie
"2. MeHeKMEHT ayauTa 0e30MacHOCTH
WHPOPMALIMOHHBIX CUCTEM" MaTepHaly.
JIOTIOTHUTEIBHO CTYICHTY HEOOXOAUMO
W3YYUTH JUTEPATyPy U pazo0paTs IpUMEpHI
BEITIOJTHEHUS TTOTOOHBIX 3aqaHuid. [IpoBepka
JTOMAIITHETO 3aIaHus IPOBOIUTCSI 1O
MPECTABICHHBIM TUCBMEHHBIM paboTaM.
Ilo020moeKa K meKyuiemy KOHmpoJiio:
[ToBTOpEeHNe MaTepuana mo pasaeny "2.
MeHeKMEeHT ayuTa 0€30macHOCTH
HHPOPMAMOHHBIX CHCTEM"

H3yuenue mamepuanog numepamypHsix
UCHOYHUKOB:

[1], 1-416
[2], 1-176
3 OcobenHoctu 54 38 Ilodz0mogKa K meKyuiemy KOHmpoio:
NIPOBEJICHUS ayIUTa [ToBTOpeEeHue MaTepuana no paszaeny "3.
6e3omacHOCTH Oco0GeHHOCTH TIPOBEICHHS Ay TUTa
MHPOPMATMOHHBIX 6e30macHOCTH HHPOPMALMOHHBIX cUCTEM"
cUCTEM IHoozomogka Kk ayoumopnvim 3auamusm:
3.1 Tema 4. OcHOBHBIE 14 10 [IpopaboTka JIEKIINH, BEIITOJHEHHE U

STallbl ayzu/ITa
0€30IacHOCTH

MOJITOTOBKA K 3amuTe 1ab. paboThI
Camocmoamensnoe uzyuenue




nH(pOpMaMOHHBIX
CUCTEM

3.2

Tema 5. Metoanl
OLICHMBaHUS
HHPOPMATMOHHON
06e30macHOCTH

14

10

3.3

Tema 6. Ayaur
yIpaBICHUS
HEMPEPHIBHOCTHIO
Ou3Heca 1
BOCCTAHOBIICHUS TIOCTIE
cboen

14

10

3.4

Tema 7. AKTUBHBIN
ayJIuT
nHpopManoOHHOH
0e30MmacHOCTH

12

meopemuueckozo manepuana: N3ydenne
JIOTIOJTHUTENBFHOTO MaTepHaa o pasaeny "3.
OCOOEHHOCTH MTPOBEJICHNUS ayIUTa
0e30macHOCTH HHPOPMAMOHHBIX CUCTEM"
I10020mo6Ka K npaKmu4eckum 3auAmMuam:
Wzyuenne maTepuana mo pasgeny "3.
OcoOeHHOCTH TIPOBENICHHS Ay TUTA
0e30macHOCTH HHPOPMAMOHHBIX CUCTEM"
MOATOTOBKA K BBIIOJIHEHUIO 3aJaHNH Ha
MPaKTHYECKUX 3aHATUIX

Ilodzomoska Kypcosoit padomur: Kypcopas
pabora npezacTaBieHa B BUAE KPYIHOMU 3a1a4u
1o y4eOHOMY KelCy, OXBaThIBaIOIICH
HECKOJIBKO PAaCUETHBIX BOIIPOCOB U BBIOOD
BapuaHTa IPOEKTHOTo pemenus. [Ipumep
3a7aHus:

Ilo020moeKa K KOHmMPOIbHOU padome:
W3ydenue MatepuanoB mno pasaemny 3.
OcCo0OeHHOCTH MTPOBEICHNUS Ay IUTa
6e3omacHOCTH HH(POPMAIIMOHHBIX CHCTEM U
MIOJITOTOBKA K KOHTPOJIBHOH paboTte
Iloozomogka doknada, gblcmynieHuA:
3ajjaHue CBSI3aHO C YIIyOJCHHBIM U3yYEHUEM
pas3/iesioB AUCIMIUIMHBI U CAMOCTOSITEIbHBIM
TIOUCKOM MaTE€pHralioB JJid paCKPbITUA TEMbI
JIoKsIaga. Matepualibl BBITOTHEHHOM paboThI
TIPE/ICTABISIFOTCS B SJICKTPOHHOM BHZE WIIH B
(opmMe pacriedaTaHHbIX IPE3EHTANOHHBIX
ciaiioB. B kauecTBe TeM J0KIIAIOB CTY/IEHTAM
TIPE/IaraloTCsl CIEAYIONIE BApUAHTHI:
Ilod2omoeka domauinezo 3adanusn:
[ToaroroBka joMaIiHero 3a1aHUS HAaIIpaBiIeHa
Ha OTPabOTKy YMEHUI pemeHus
npodeccroHabHBIX 3a/1a4. JlomalHee 3ajaHue
BBIJJAETCS CTY/ICHTaM I10 U3YYCHHOMY B pasJielie
"3. OcoOeHHOCTH MPOBEACHUS ayAnTa
6e30macHOCTH HHPOPMALMOHHBIX cUCTEM"
Marepuainy. JlONOJHUTENIBHO CTYACHTY
HEO0OX0IMMO M3YYHUTh JINTEPATypy U pazo0paTh
IIPUMEPHI BHINTOJHEHUsI OJJOOHBIX 33aHHUM.
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HpOBepKa JAOMAIIHCTO 3aJlaHus MTPOBOAUTCA 11O
NnpeACTaBJICHHBIM IMUCbMCHHBIM pa60TaM.
H3yuenue mamepuanog 1umepamypHsix
UCMOUYHUKO6.

[3], 1-256
OKk3aMeH 36.0 - - - - 0.5 - 335
Kypcosas pabora (KP) 36.0 - - - 16 0.3 15.7 -
Bcero 3a cemecTp 216.0 16 - 16 16 0.8 127.7 335
Hroro 3a cemecTp 216.0 16 - 16 18 4 0.8 161.2

IIpumeuanue: Jlex — nexuuu; JIab — naboparopHsie padoTsl; [Ip — npaktuueckue 3ansatust; KIIP — aynuTopHble KOHCYIbTALUU IO KYPCOBBIM
npoektam/padoram; UKKII — nnauBHTyanpHble KOHCYIBTAIIUH 110 KypCOBBIM IIpoekTam/padoram; ['K- rpynmoBsie KOHCYIbTallMK TIO pa3ienaM
mucuuiuinHel; CP — camocrostenbHas padora crynenta; UKP — unas konraktHas padora; TK — Texymumii KoHTposb; [TA — npomexxyrouHas

arrecranusa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Beoouas nexyus

1.1. BBoaHas nekusa

[Ipenmer u 3amaun Kypca. 3Ha4€HHWE U MECTO Kypca B MOJATOTOBKE CIICIHAIMCTOB MO 3allUTe
uHpopmanuu. Bzaumocss3p Kypca ¢ JpyruMu JTUCHUMILIMHAMU. Posb 1 MecTo ayuTa 6€301macHOCTH
MH(POPMALIMOHHBIX CHUCTEM B O0ecle4eHWH WH(POPMALMOHHON O0€30IMacHOCTH XO3SIMCTBYIOIIETO
cyobekta. Paszmenbl M TeMbl, MX pacopeieieHHe IO BHJAM ayJUTOPHbBIX 3aHATHUH. Dopmbl
NPOBE/ICHUS] CEMUHAPCKUX 3aHATHUH. .

2. Meneoxcmenm ayouma 6e30naciocmu UHGOPMAUUOHHBIX CUCHIEM

2.1. Tema 1. IlonsiTie 1 BUABI ayuTa 0€301MacHOCTH HH()OPMAIIHOHHBIX CUCTEM

Aymut 6e30macHOCTH  HMH(OPMALMOHHBIX CHUCTEM (OL€HKAa COOTBETCTBHSI TPeOOBAaHUAM
MH(OPMaLlMOHHON 0€30IaCHOCTH): CYLIHOCTb ayJuTa, NOHATHE ayAUTa, OCHOBHBIC BHJbI ayJUTa.
Heo6xonuMocTh B IPOBEACHUH ayauTa 0€30MacHOCTH MHPOPMALMOHHBIX cucTeM. [lepruoanyHocTh
NpoBeeHUsT ayauTa 0e30macHOCTH HMH(GOPMAIMOHHBIX CHCTeM MeEXIyHapOJHbIe CTaHAApPTHl B
oOnactu MHGOPMAIIMOHHOM O€30MaCHOCTH U JIy4yIlIMe MPAKTUKU [0 OLIEHKE COOTBETCTBUS
O6esomacHocTH  MH(OpManMOHHBIX cucteM. llenm wu  3amaum  ayaura  0€30MacHOCTH
UHGOPMALMOHHBIX cucTeM. OCHOBHBIE NPUHIUIMBI ayAuTa O€30MacHOCTH HH()OPMALMOHHBIX
CHCTEM..

2.2. Tema 2. CtangapTsl ayauta 6€30MacHOCTH HH()OPMALIMOHHBIX CHCTEM.

OcHOBHBIE CTaHIAPTHI B O0OJIACTH YIpaBJIeHUS WHPOPMAIMOHHONW O€30MacHOCThIO U
MH(OPMALIMOHHBIX TEXHOJIOTHI 00 OlleHKe KauecTBa HH(POPMAIIMOHHBIX CUCTEM M UX COOTBETCTBUS
TpeOoBaHUSIM WHGPOPMATMOHHON Oe3omacHocTH. [loaxombl K CTaHmapTU3alMu OOJIACTH OLCHKU
uH(popMallMOHHON Oe3omacHocTH B craHaaprax cepuu [SO 270xx, 15408, COBIT, ITIL.
Mexnynapoansiii crangapt [SO 19011..

2.3. Tema 3. MeHe)KMEHT ayAuTa 0€30MacHOCTH HH(POPMAIIMOHHBIX CHCTEM.

[TonsiTe MeHEKMEHTa ayiuTa 0€30MacHOCTH HH(popMaMoHHbIX cucteM. [IporieccHas Mmoaenb
aynuta 0e30MacHOCTH MH(OPMAIIMOHHBIX CHUCTEM. OJTambl MEHEIKMeHTa ayauTa. [loaroroBka u
MJIAHUPOBAHUE CHUCTEMBl MEHEIXMeHTa. Vcmonb3oBaHWe CHUCTEMBl MEHEIKMEHTA. AHAIU3 H
COBEpIICHCTBOBAHUE CHCTEMBI MEHEKMEHTa ayauTa 0e30MacHOCTH HH(POPMAIIMOHHBIX CHUCTEM.
[Tnan u mporpamma ayauTa 6€30MacHOCTH MH(QOPMaIMOHHBIX cucTeM. PazpaboTka, ynpaBieHue u
COBEpIIICHCTBOBAHUE TMporpaMMbl ayauTta.  DopMmupoBaHHe TpYNIbl ayAuTa OE30MacHOCTH
MH()OPMAIIMOHHBIX CUCTEM, PACTIPEICIICHUE POJICH B TPYTIIE..

3. Ocobennocmu nposedenus ayouma 6e30nacHoCmu UHGOPMAUUOHHBIX CUCHEM

3.1. Tema 4. OcHOBHBIE 3Tallbl ayAUTa 0€30MaCHOCTH UH()POPMALIMOHHBIX CUCTEM

OcHOBHBIE JTambl NPOBEJNEHHUS ayauTa 0Oe30MacHOCTH  HH(POPMALMOHHBIX  CHCTEM:
MHUIMUPOBAHUE TMPOLEAYphl ayAauTa, cOop uHGOpMaluW ayAuTa, aHAIU3 JaHHBIX ayAuTa,
BbIpabOTKa peKOMeHJaluii, MOAroTOBKa ayauTopckoro oryera. CocTaB M MOPAJOK paboT IO
kaxaoMy ortamy.  Ilopsmoxk u  Qopmbl ToMydeHHS CBUAETEILCTB ayAuTa O€30MacHOCTH
UHPOPMaLMOHHBIX crucTeM. OCHOBHBIE MOAXO/IbI K OIIEHKE MOJyYEHHBIX CBUIETENILCTB ayAUTA. .

3.2. Tema 5. Metob! onieHHBaHUs HHPOPMAITMOHHON 0€30MMacHOCTH
OnenuBanue MHPOPMAIIMOHHON O€30MacHOCTH HAa OCHOBE TMOKazareneld HH(OpPMAIMOHHON
6e3omacHoCTH. Mopenb oreHKr nHGOpMaIMoHHON 6e3omacHocTH. OCHOBHBIE AJIEMEHTHI Tpoliecca
MpoBeJeHUs ayauTa 0e30macHOCTH HH(popMamuoHHBIX cucteM. [llkanma orneHMBaHUS MPOIECCOB
9



oOecrieyeHuss WH(POPMAIIMOHHON 0€30MacHOCTH. METPHUKH OIEHKH COCTOSHHS MH(OPMAIOHHON
6e3onacHocTH. [Toaxon Ha mpuMepe HOpMUPOBAHUS METPUK B COOTBETCTBUH cO cTaHaapToM NIST
Special Publication 800-55 Security Metrics Guide for Information Technology Systems.
OcoOenHoctd  (OpMHUpPOBAHUS  YACTHBIX, OOOOIIEHHBIX W  KOMIUIEKCHBIX  IIOKa3aTesen
UH(POPMALIMOHHOM OE30MaCHOCTH...

3.3. Tema 6. Aynut ynpaBieHUs] HEIPEPHIBHOCTHIO OM3HECA K BOCCTAHOBJICHHUS ITOCiE cOOEB

Meromonorun, CTaHAapThl W HOPMATHUBHBIE TpeOOBaHUS B  OONACTH  yIpaBJICHHS
HENpPephIBHOCThI0 OuzHeca. (OCHOBHBIE HANpPaBIEHUS OLEHKM B OO0JACTH  yIpaBiICHUS
HENpepbIBHOCTHIO On3Heca. [Ipouenaypsl pesepBupoBanusi obopynoBanus. Ilpouenypsl pe3epBHOTO
KOIUPOBAaHUS U BOCCTaHOBIEHUS NaHHBIX. [loHsATHEe KaTacTpodoycToiunMBOil Monenu OusHeca,
OCHOBHBIC HallpaBlIeHUA ee peanuzanuu. [Iman BocctaHOBIEHUS TOCIIE TpEephIBaHus On3Heca..

3.4. Tema 7. AKTUBHBIN ayauT HHGOPMAITMOHHONW O€301TaCHOCTH

[TonsATHE aKTHBHOTO ayauTa WH(GOPMAIMOHHON O€30macHOCTH. BHIBl aKTUBHOTO aynuTa.
Metononoruu, craHgapThl W HOPMATHUBHbIE TpeOOBaHUS B O0JIACTH AaKTHUBHOTO ayJauTa
uHpopMalnnoHHONM  Oe3onmacHocTtd. CkaHUpoBaHHE  HMH(POPMALMOHHBIX  pecypcoB.  Bumbl
ysi3BuMocTeil. [lopsgok 00paboTKH BISIBICHHBIX ysi3BUMocTel. Mcnonb3dyemoe I10 ckanupoBaHus.
TecTsl Ha TPOHUKHOBEHHE. BHIIBI TECTOB M1 0COOEHHOCTH WX TpoBeneHus. [1opsiiok TecTupoBaHus
Y UCIIOJIb30BaHUs MONYYEHHBIX pe3ynbTaToB. Mcnonszyemoe 110 s tectupoBanusl..

3.3. TeMbl NIpaKTHYECKUX 3aHATHH
1. 2.Mexnynapoansbiii cranaapt [SO 19011. PykoBoasiiue ykazaHus 10 ayIuTy CUCTEM
meHepkMenTa. Komrieke crannaproB banka Poccun CTO BP UBBC «Ob6ecnieuenue
UH(POPMALIMOHHOM 6€30MacHOCTH opraHu3anuii 0aHKOBCKOU cucteMbl Poccuiickoii
denepanuny;
2. 8.Mcnonp30BaHue crieUalIn3upOBaHHOIO IPOrPAMMHOI0 OOECTIEYeHUs ayJUTa
uH(popMarnoHHou 6e3onacHocty Ha npuMepe [10 Estimate Tools;
3. 7.0TueTHOCTH 110 ayaUTy 6e30nacHOCTH HHPOPMALMOHHBIX cucTeM. [loaroroBka oTueTa u
3aKIIFOYCHHS TI0 ayTUTY;
4. 6.CxaHMpoBaHuE HA ySI3BUMOCTH, TECThI HAa MPOHUKHOBeHHE. OCOOEHHOCTH NMPOBEICHUS U
UCTIOJIB30BaHUS TTOTYUYEHHBIX PE3YyIbTATOB;
5. 5.AxTuBHBIN aynuT MHGOPMAITMOHHON 6€30MaCHOCTH: BUbI, METO/IbI, HCIIOJIb3yEeMbIe
CpEJICTBA;
6. 4.0cobeHHocTH npoBeieHHs padoT B X0/€ ayJAuTa 6€30MaCHOCTH HH(POPMALIMOHHBIX
CHCTEM;
7. 3.Ilnan u mporpamma ayura 6€30MacHOCTH HHPOPMALIMOHHBIX CUCTeM. MeHeIKMEHT
porpaMMa ayauTa;
8. 1.CnocoObl KOHTPOJIS U POBEPKH MPOLIECCOB MH(DOPMAIIMOHHBIX cUCTeM. e KoHTposis
U TIPOBEPKU MPOIIECCOB U CHCTEM.

3.4. Tembl 1a60paTOPHBIX PadoT
HE MPelyCMOTPEHO

3.5 KoncyabTanumu

Ayoumopiivie KoHCyIbmauuu no Kypcoeomy npoexmy/pabome (KIIP)

1. KonHcynbTanuu HampaBi€Hbl HA BBIMOJHEHHWE pa3/IeIOB KYpPCOBOTO IMPOEKTa IOJ
PYKOBOJCTBOM HacTaBHHMKa (mpemogaBarens). B pamMkax 4YacoB Ha TpPYNIOBBIE
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KOHCYJbTallMM pa30mparoTcs Hauboliee BaXKHBIE YAaCTH PACUYETHBIX 3aJaHHil pasjena
"BBonuas nekusg"

2. KoHcynbranuu HampaBleHbl Ha BBIIIOJIHEHHWE PAa3JeliOB KYpCOBOTO TPOEKTa TIOJ
PYKOBOJCTBOM HacTaBHMKa (mpemojaBareis). B pamMkax dYacoB Ha TPYNIOBBIC
KOHCYJbTAllMM pa30mparoTcs Hauboliee BaXKHBIC YAaCTH PACUYCTHBIX 3aJaHHWil pasjena
"MeHeKMEHT ayiuTa 0€301MacHOCTH HH()OPMAITMOHHBIX CUCTEM"

3. KoHCynbTamMu HampaBICHBl Ha BBINOJIHEHHUE pPAa3JelioB KYpPCOBOTO MPOEKTa O]
PYKOBOJCTBOM HAacTaBHMKa (mpemojaBarens). B pamMkax dYacoB Ha TPYNIOBBIC
KOHCYJIbTAIlMHM pa3duparoTcs Hanbosiee Ba)KHBIE YAaCTH PacUETHBIX 3afaHuil paszgena "3.
OcobOeHHOCTH MPOBEACHUS ayIuTa 0€30MacCHOCTH HH(OPMAITMOHHBIX cCUCTEM"

I pynnosvie koncyromayuu no pazoeiam oucyuniunst (I'K)

1. OO6cyxneHue MaTepHralioB 10 Kelicam pasnena "BBogHas nekius"
2. OOcyxneHne MaTepualioB MO Keiicam pasnena "MeHemKMEeHT aynuTa 0e30macHOCTH
MH(pOPMAITMOHHBIX cUCTEM"
3. OOcyxnenue MarepuaioB 1o kedicam pasnena "3. OCOOSHHOCTH TMPOBEICHUS AyAHUTa
0e301acHOCTH HH(POPMAIIMOHHBIX CHCTEM"
Hnousuoyanvhuvie koncyibmayuu no Kypcosomy npoemy /pabome (MKKII)

1. Koucynpranuu npoBoaarcs no paszaeny "BogHas nexuus"
2. Koncympramuu mnpoBomsaTcs 1o pasgeny "MeHeKMEHT —ayauTra  0e30MacHOCTH
HH(pOpPMAITMOHHBIX cUcTEM"
3. Koncymprammm mpoBomsaTcss 1o pasmeny "3, OcoOeHHOCTHM TIPOBEICHHS —ayauTa
6e3o0macHOCTH UH()OPMALIMOHHBIX cucTeM"
Texywuti konmpoas (TK)

1. Koncynpranuu HampaBlieHbl Ha MOJIyY€HHUE WHAUBUAYAIBHOTO 33aJaHUS AJIs BBHIIOJHEHUS
KOHTPOJIBHBIX MEPOIPUATUH 110 paszaeny "BBoanas nekius"

2. Koncynbranuu HampaBlieHbl HA MOJyY€HUE WHIAWUBUAYAIBHOTO 3aJaHUS AJIS BBHIOTHEHUS
KOHTPOJIBHBIX ~ MEPONPUATHM T0 pazaeny "MeHemKMEHT ayauTa 0e30MacHOCTH
MH(POPMAIIMOHHBIX CUCTEM"

3. Koncynpranuu HampaBieHbl Ha MMOJyYe€HHE WHIWBHUIYaTHHOTO 3aaHUS JJISI BHITOJHEHHS
KOHTPOJIBHBIX ~MepolpuaTuil 1o pasgeny "3. OcoOEHHOCTH MpPOBEAEHUS aylauTa
0e30MmacHOCTH HH(OPMALIMOHHBIX cucTeM"

3.6 TemaTnka KypcoBbIX POEKTOB/KYPCOBBIX padoT
9 CemecTtp
Kypcosas pabora (KP)
Temsbl:
- AHanu3 3akoHoJarenbcTBa Poccuiickoii ®enepanuu B 006JacT ayAUTOPCKOM eI TEIbHOCTH.
- AHanu3 3apy0eXHOTO 3aKOHO/IaTeIhCTBA B 00JIACTH ayiuTa HHPOPMAIIMOHHON 0€30MacHOCTH.
- TpebGoBaHUs HALMOHAIBHBIX M MEXTYHAPOHBIX HOPMATUBHBIX aKTOB, PEANUCHIBAIOIINX U
perIaMEeHTHPYIONINX POBEICHIE HHCTPYMEHTAILHOTO KOHTPOJISI B KOMMEPYECKOM OaHKe.
- OpraHu3anoHHbIE aCHIEKThl POBEICHHs BHEIIIHETO TeCTa Ha IPOHUKHOBEHHE B KOMMEPUYECKOM
OaHke.
- OcoOeHHOCTH TUIAHUPOBAHMS U BHEJIPEHUS POTPaMMBbI ayIUTa HHPOPMAIIMOHHOMN 0€301MacHOCTH.
- OCOOCHHOCTH KOHTPOJISI H COBEPIIEHCTBOBAHUS MMPOTPaMMBbI ayAUTa HHPOPMAITHOHHON
0€30IacCHOCTH.
- Paspabotka mana ayaura Ub mst kommepueckoro 6anka (CTO BP UBBC 1.0-2014).
- Pazpabotka mana ayaura b st kommepueckoro 6anka (ITonoxxenue BP Ne 382-1T).
- Pa3paboTka rutana ayaura b s kommepueckoro 6anka (IT11-1119).
- OCHOBHBIE TEXHUYECKHE OTJIMYMS MTpoliecca OOHAPYKEHUS YSI3BUMOCTEH U TecTa Ha
IPOHUKHOBEHHE.
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- MeTosbl ¥ TEXHUKH, IPUMEHsIEMbIE Ha dTare cOopa nHpopMalun («reconnaissance») o
KOMMepUuecKoM OaHKe MPpH MOJArOTOBKE TeCTa Ha MPOHUKHOBEHHE.

- CocTaB u copiep>kaHue MEPOIPUATHH, TPOBOJAUMBIX HA PA3UYHBIX 3Talax TecTa Ha
MIPOHUKHOBEHHUE B KOMMEPYECKOM OaHKe.

- O030p ¥ CpaBHEHHE CYMIESCTBYIOIMUX 0a3 NaHHBIX ys3BuMocTell b (HarmoHa bHBIX U
MEXIYHAPOAHBIX ), IPUMEHUMBIX JI UCIIOJIB30BaHUs B KOMMEPUYECKOM OaHKe.

- 3aBepieHue ayuTa HHHOPMAIIMOHHON 0€30MacHOCTH (IIPOBECTH aHAIN3 POBOIUMBIX
MEPOTIPUSITHH ).

- OcobeHHOCTH MPOBEICHUS ayuTa HH(POPMAIIMOHHOM 0€30macHOCTH B OAaHKOBCKOH cdepe.

- [IpoBenenue ayauTa HeNmpepbIBHOCTU OM3HECA JIJIsI KOMMEPUYECKONW OpraHU3aIiy.

- Opranu3anoHHbIC U TEXHUYECKUE aCIIEKThl HAMMCAHUS OTYeTa O MPOBEACHUHU TeCTa Ha
MIPOHUKHOBEHUE.

- KomnieTeHTHOCTB 1 OlLleHKa ayAuTOpOB B 001acTu nH(popMarmonHoi 6e3onacHocT. COCTaBUTH
npoduiIb ayauTopa HHGOPMAITMOHHON 0€30IMacHOCTH.

- Anamm3 TpeboBanmii cranaapta COBIT mo Bompocam npoBeneHus ayiuta HHPOPMAITMOHHON
0e30MacHOCTH.

- Ananmu3 TpeboBaHUIl KOMIUIEKca cTaHAapToB banka Poccun o npoBeaeHuio ayaura
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

- Ananu3 tpeboBanuii crangaptoB [OCT P UCO\MOK 270xx 1o MpoBeIeHHIO aynuTa
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

- Kitaccudukanus aynnra nHGOpMaIMOHHON 0e30macHOCTH (TIPOBECTH aHAIHM3 TIPU3HAKOB
KJ1accuuKanun).

- AHaJIM3 OCHOBHBIX CIIOCOOOB ¥ METOOB ITPOBEICHUS ayIuTa HHPOPMAITMOHHOW 0€3011aCHOCTH.
- KonuenryanpHas cxema ayauta uHQopmalronHoit 6ezonacuoctu. Llenu u 3axaum ayaura.

- OCHOBHBIE THIIOBBIC CHUTYAIlUH, IIPU KOTOPBIX BO3ZHUKAET HEOOXOANMOCTD B IIPOBEJICHUH ayIUTa
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

I'padguk BbINOJHEHHS KYPCOBOIO IIPOEKTA

Henens 1-4 5-8 9-12 | 13-15 | 3auernas
Paznen 1 2,3 2,3 4 3amura
KypCOBOTO KypCOBOTO
IIPOEKTa IIPOEKTa

O6bem 15 25 25 35 -

paznena, %

Bermonmuennsni | 15 40 65 100 -

o0beM

HapacTaroLUIM

uroromM, %

Howmep pasnena | Pa3nen kypcoBoro mpoekra

1 3amanne Ha KypcoBYIo paboty. BBenenue kypcoBoit paboTsl
2 ITepBas r1aBa OCHOBHOW 4aCTH KYpPCOBOM pabOTHI

3 Bropas riaBa OCHOBHOM 4acTH KypcOBOW pabOThI

4 3axsroueHre. CMcoK UCIO0JIb30BAHHBIX HCTOYHUKOB
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OPpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3ariaHupOBaHHbIE PE3YIbTaThl 00Y4YEHHUS 110
JUCLIUILINHE

Kol uaankaTopoB

Howmep paznena
JUCUUILIMHEI (B
COOTBETCTBHH C

O1neHOYHOE CPEICTBO
(THI ¥ HAUMEHOBAHUE)

(B COOTBETCTBHHM C pazneisiom 1) n.3.1)
1 ]2 3

3HaTh:

TpeOOBaHUSI HOPMATUBHBIX U IIPABOBBIX KonTponbnas pabora/lIpaktinueckoe 3aganue Ne 1.

JOKYMEHTOB (3aKOHBI, CTaHIAPThI, PETIIAMEHTHI) TpeboBaHMsI HAMOHATLHBIX U MEKTYHAPOTHBIX

B [IPEIMETHOM 00JIACTH TUCIUILINHBI, OIIK-7(Kommerenmus) | + | + HOPMATHBHBIX aKTOB, IPEANUCHIBAIOIINX U
pETIIaMEHTHPYIOIIUX IPOBEACHUE HHCTPYMEHTAILHOTO
KOHTPOJISI B KOMMEPYECKOM OaHKe

TpeOOBaHUS CTAHIAPTOB TTK-10(KommeTenmus) + TectupoBanne/CuctemMa MEHEPKMEHTA ayTuTa
6e30MmacHOCTH HH()POPMALIMOHHBIX CHCTEM

HaIPaBJICHUS U TICPCIIEKTUBHI TaJbHEHIIIero TectupoBanne/CuctemMa MEHEPKMEHTA ayTuTa

COBEpIICHCTBOBAHUS CUCTEM OOecTieueHUs [IK-12(Komnerenmust) | + | + 0€30MacHOCTH UH(POPMAILIMOHHBIX CHCTEM

0€30MaCHOCTH XO03HCTBYIOINX CYObEKTOB,;

YmMmeTh:

OIpeNIeNIATh BUABI U (POpMBI HHPOPMALIUH,
MO/IBEPKEHHON yrpo3aM, BUbl U BO3MOKHBIE
METO/IbI U ITyTH PEAIN3ALMN YTPO3 Ha OCHOBE

KonTponsnas pabora/IIpaktudeckoe 3amanue Ne 2-3.
[1nanupoBanue ayaura nHGOpPMaLOHHON
0€30MaCHOCTH, C UCIIOJIB30BAaHUEM PA3ITMUHBIX

OIIK-7(KommereHmus) + .
aHaJIM3a CTPYKTYPHI U COACPKAHUS cTangapToB nHpopMannonHoi 6e3omnacHoctu (CTO
MH(OPMAIMOHHBIX MPOLIECCOB MPEINPUATHS, BP UBBC 1.2-2014, I'OCT 57580.2-2018, ITonoxenune
LeJIel U 3a71a4 ACSITEIbHOCTU MPEINPUSITHUS; Neo 382-T1, 'OCT 27001, PCI DSS u 1.11.);
MIPOBOJIUTH aHAIN3 HH(POPMALIMOHHOM KontponbHas padora/lIpaktuyeckoe 3aganue Ne 4.
0€30MacHOCTH 0OBEKTOB U CHCTEM C Pa3paboTka oTuera U 3aKIIOYEHUS 110 AYAUTY
HCIOJIb30BAHUEM OTEUECTBEHHBIX M 3apyOEKHBIX TTK-10(KoMneTers) + MH(POPMAIMOHHOI 0€301MacCHOCTH aTTECTyEMOTO
CTaHJIapTOB, pa3padaTbIBaTh MPEIOKEHHS 110 o0BeKTa
COBEPILIECHCTBOBAHHIO CUCTEMBbI YIIPABJICHUS
nH(OpMalMOHHON 6€30MaCHOCTHIO;
y4acTBOBaTh B paboTax 1o peanu3aiuu TTK-10(KoMneTers) + | KonrpomnbHas pabora/lIpakTuyeckoe 3amganue Ne 2-3.

TTOJIMTHKY WH()OPMAITMOHHOM 0€3011aCHOCTH;

[1nanupoBanue ayaura nHGOpMalMOHHON
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0€30MacHOCTH, C UCTIOJIb30BAHUEM PA3THYHBIX
cTangapToB nHpopmannoHHoi 6ezomacuoctu (CTO
BP UBBC 1.2-2014, T'OCT 57580.2-2018, Ionoxenue
Ne 382-I1, 'OCT 27001, PCI DSS u 1.11.);

MIPOBOJUTH DKCIIEPUMEHTAJIbHBIE UCCIEAOBAHUA
CHCTEMBI 3alIUTHI HH(POPMALIUN

ITK-12(KommereHmus)

Kontponbnas padota/llpaktnueckoe 3amanue Ne 2-3.
[TnanupoBanue ayauTa HHPOPMALUOHHOM
0€30MMacHOCTH, C UCTIOJIb30BAaHUEM PAZTUUHBIX
cTangapToB nHpopmMannoHHoi 6ezomacHoctu (CTO
bP UBBC 1.2-2014, 'OCT 57580.2-2018, [Tonoxenue
Ne 382-I1, TOCT 27001, PCI DSS u 1.11.);
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
9 cemecTp

Dopma peanuzaruu: [lncemennas padota
1. Ilpaktudeckoe 3ananue Ne 1. TpeOoBaHUS HAMOHAIBHBIX U MEXKITYHAPOIHBIX
HOPMAaTUBHBIX aKTOB, MPEANUCHIBAIONINX U PETJIAMEHTUPYIOLINX [IPOBEICHUE
MHCTPYMEHTAJIBLHOTO KOHTPOJIS B KoMMepueckoM Oanke (KontponpHas pabora)
2. IIpaktraeckoe 3aganue Ne 2-3. [InanupoBaHue ayaura nHOOPMaAIMOHHOW 0€30MMacCHOCTH, C
UCTIOJIb30BaHUEM PA3IMYHBIX CTaHIapTOB nHpopMannonHoit 6ezomacHoctu (CTO BP UBBC
1.2-2014, 'OCT 57580.2-2018, ITomoxxerue Ne 382-I1, TOCT 27001, PCI DSS u T.11.);
(KontponpHas pabota)
3. IIpakTuueckoe 3aganue Ne 4. PazpaboTka oTyeTa U 3aKJIFOYECHUS [0 aAYAUTY
nH(popManmoHHOM Oe301macHOCTH aTTecTyeMoro oobekrTa (Kontponsnas padbora)
4. Cuctema MeHeKMEHTa ayuTa 0e30nacHoCTH HHGOPMAIMOHHbBIX cucteM (TectupoBaHue)

bamibHO-pedTUHIOBasA CTPYKTYpa AUCLUILINHBI SABISETCS NPUIOKEHUEM A.
bamibHO-pedTHHTOBas CTPYKTYpa KypCcOBOil pabOTHI ABIISETCS MPUIOKEeHUEM b.

4.2 IIlpome:KyTOYHAS aTTeCTALMS 110 JUCHUIIMHE
Ixzamen (Cemecmp Ne9)
OrieHKa BBICTABIISICTCS KaK cpe/iHee apu(pMeTHIecKoe - OIICHKA 110 KypCy M OIICHKA 3a YK3aMEH.

Kypcosas paboma (KP) (Cemecmp Ne9)
HToroBasi OIlCHKAa BBICTABIIICTCS IO MTOTAM 3K3aMeHa, C y4ETOM OIIEHKH 3a KypCOBYIO paboTy U
OIICHOK I10 TEKYIIeH yCrieBaeMOCTH.

B numiom BeICTaBIsIeTCS OIICHKA 32 9 cemMecTp.

IIpumeuyanue: OLeHOYHBIE MAaTEPUAIIbI 110 TUCIUITIIMHE IPUBECHBI B (DOH/IE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYEHHUE JUCHUIIJIMHBI

5.1 MleyaTHbIe U 3JIeKTPOHHbIE H3IAHUSA

1. ITerpenko, C. A. Ayaut 6e3onacHoctu Intranet / C. A. [lerpenko, A. A. Ilerpenko . — M. : JIMK
[Tpecc, 2002 . — 416 c. — (MadopMaimoHHbIe TEXHOJIOTHY JiJisl MHXKeHepoB) . - ISBN 5-940741-83-5
2. AaucumoB, A. A. MeHemxMeHT B chepe nHDOpMaAITMOHHOM 0€30MMacCHOCTH : yueOHOoe mocooue /
A. A. Aaucumos . — M. : BUHOM. Jlaboparopus 3nanuii : IHTepHET-YH-T HH(OPM. TEXHOJIOTHH,
2010 .- 176 c. — (OcHOBBI HHpOPMAITMOHHBIX TexHOJIOTHH) . - ISBN 978-5-9963-0237-6 .;

3. OpranuzanroHHO-TIPaBOBOE o0ecrieueHrne NHGOPMAITMOHHOM 6e30MacHOCTH : yuebHoe mocobue
11t By30B 110 crierimanbHocTsaM 090102 "Kommnberotepras 6e3omacHocts", 090105 "KommiiekcHoe
obecrnieueHrne HHGOPMAIMOHHON OE30MacCHOCTH aBTOMAaTU3UpOBaHHBIX cucteM", 090106
"NnpopmarninonHas 60€30MacHOCTh TEJIEKOMMYHHUKAIIMOHHBIX cucteM" / A. A. CtpenbLos, [u ap.] .
— M. : AKAJIEMUA, 2008 . — 256 c. — (Boiciee npodeccruonansuoe odpasosanue) . - ISBN 978-
5-7695-4240-4
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4. "Broadcasting: TeneBunenue u paguoserianue", M3narensctro: "TPOTEK", Mocksa, 2013 - (55

c.)
https://biblioclub.ru/index.php?page=book&id=210606.

5.2 JIuueH3MoHHOEe U CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoe odecneyeHue:
1. CO "TIpomereit";

2. Office / Poccuiickuii makeT o(pUCHBIX MPOTpaMM;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Maiian BuneokoHndepeHmm.

5.3 UnTepHeT-pecypchl, BKJIWOYasA NPodeccuoHaTbHbIe 0a3bl JAHHBIX 1 HH(OPMAIIUOHHO-
CIPABOYHbIE CUCTEMBI:

1. 9BC Jlanub - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 6u0J1M0TeKA OHIANH" -

http://biblioclub.ru/index.php?page=main_ub_red

3. Hayuynas 3;1ekTpoHHasi ondamoreka - https://elibrary.ru/

4. DneKTPOHHBIE pecypchbl U3aaTesibecTBa Springer - https://link.springer.com/
5. ba3za nannbix Web of Science - http://webofscience.com/

6. 9BC "Koncyabrant cryaenrta' - http://www.studentlibrary.ru/

7. Kypnaa Science - https://www.sciencemag.org/
8. DnexkTponnas oudmorexka MOU (36 MIMU) - http://elib.mpei.ru/login.php

9. Undopmanmonno-cnpaBounas cucrema «Koxexc/Texakenepr» - Http:\\proinfosoft.ru;

http://docs.cntd.ru/

10. ®enepanbHblii moptaa ""Poccuiickoe o6pazoBanue' - hitp://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHUE JUCHUITJIMHBI

Tun nomemeHus Homep ayauropumn, OcHaleHue
HAHMEHOBaHHe
Y4eOHble ayIuTOpUN M-511, YueOHas rapra, CTOJ IIPENoaaBaTess, CTyml,
JUISL TIPOBEJICHUS ayAUTOpHUS MYJIbTUMEAUNHBINA TPOEKTOP, IKPaH,

JICKIIMOHHBIX 3aHATHH U
TEKYIIEro KOHTPOJIS

JIOCKa MapKepHasi, KOMIIbIOTEP
MePCOHAIbHbBIN

A-300, YuebOnas
aynurtopus "A"

Kpeciio pabouee, napra, CTeJIaxk, CTOI
IpernoJiaBaTess, CToa y4eOHbIH, CTYI,
TprOyHa, MUKPO(QOH, MYJIbTUMEAUNHBII
IIPOEKTOP, PKpaH, J0CKa MapKepHas,
KOJIOHKH, TEXHUYECKas anmnaparypa,
KOHJUIIMOHED, TEJIEBU30D

VY4eOHble aynuTopun
JUIS TPOBEJICHUS
MPAKTUYECKUX 3aHITUH,
KP u KII

M-510, YuebOnas
nabopaTopus
nH(}OPMALIMOHHO-
aHAJIMTUYECKUI
TEXHOJIOTHH -
KOMITbIOTEPHBIN KJ1acc

CTYJI, CTOJI TIUCbMEHHBIN,
MYJIbTUMEIUNHBIN TPOEKTOP, IKPaH,
JIOCKa MapKepHasi, KOMIIbIOTEP
MEPCOHAJIbHBINA, KOHAUIMOHED

K-120, MammuHHBIN 3471

cepBep, KOHIUIHOHED

NBI]
VYuebHbIC ayAUTOPUHN M-511, YueOnas rmapTa, CTOJ MPEenoaaBares, CTyl,
JUISL IPOBEICHUS ayAUTOpHUS MYJIBTUMENUNHBIN IPOEKTOP, IKPaH,

MTPOMEKYTOUHON
aTTecTanuu

JIOCKa MapKepHasi, KOMIIbIOTEP
MIEPCOHAJIbHBIN

K-120, MammuyHHBIN 3471

cepBep, KOHIUITHOHED
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MBI

ITomentenus mis
CaMOCTOSITEIbHON
paboThI

HTB-303, KomnerotepHblii
YUTAJILHBIN 341

CTOJI KOMITBIOTEPHBIN, CTYJ, CTOJ
MUCHbMEHHBIN, BEIIaIKa JJIsl OJIXK/IbI,
KOMITbIOTEPHAs CETh C BBIXOJOM B
NHTepHeT, KOMIBbIOTEP MEPCOHATIbHBIN,
MIPUHTEDP, KOHJIUIIMOHED

K-307, YuebHnas
naboparopus "OTKpbITOE
MPOrpPaMMHOE
obecrieueHue"

CTOJI IIPENOIABATENIS, CTOJ
KOMIIBIOTEPHBIH, CTON Y4eOHBIH, CTYI,
BelIaJIKa JUIsl OACKIbI, TyMOa,
KOMIIBIOTEpHAsI CETh C BBIXOJIOM B
HuTepHeT, MyJIbTUMEIUINHBIN TPOCKTOP,
9KpaH, J0cKa MapKepHasi, CepBep,
KOMITBIOTEP MEPCOHAIBHBIM,
KOHIUIIOHED

K-302, YucOnas

CTOJI IIpIrioaaBaTeiid, CTOJI

naboparopus KOMITBIOTEPHBIN, CTYJI, MyJIbTUMEIUIMHBINA
"UudopmaninoHHO- MIPOEKTOP, IKPaH, J0CKa MapKepHas,
AHAJIUTUYECKUE cepBep, KOMIBIOTEP MEPCOHAIIbHBIN,
TexHomaorun" KOHAUITMOHED
ITomewmenus st M-511, Yuebnas napra, CTOJI penoaaBaTens, CTyJI,
KOHCYJIbTUPOBAHMS ayIUTOpUs MYJIbTUMEIUMHBIA TPOEKTOP, IKPaH,

JIOCKa MapKepHasi, KOMIIbIOTEP
MePCOHAIIBHBIN

ITomemenus s
XpaHEHUs
000opy0BaHuUA U
yueOHOT0 UHBEHTAPs

K-202/2, Ckian xadenps
BUT

CTEJUIAX JIsi XpaHSHUsS] MHBEHTaps, CTOI,
CTyJ, Kad 1Ist TOKYyMEHTOB, IKad ams
XpaHEeHUs] UHBEHTaps1, TymOa, 3armacHbIe

KOMIUIEKTYIOILIHUE JIJIs1 000pyIOBaHUS

17




IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

Aynut 6e301macHOCTH MH(GOPMAIIMOHHBIX CUCTEM

(Ha3BaHME AUCIMILIMHBI)

9 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2

KM-3

KM-4

Cucrema MeHeKMEHTa ayauTa 6e3omacHocTH nHpopmannoHHbx cucteM (TectupoBanue)
[TpakTtuyeckoe 3ananue Ne 1. TpeGoBaHus HAIMOHATIBHBIX U MEXKIYHAPOIHBIX HOPMAaTHBHBIX
aKTOB, MPEAMKUCHIBAIOIIUX U PETIIAMEHTHUPYIOIIUX MTPOBEIEHUE HHCTPYMEHTAIBHOIO KOHTPOJIS B
komMmepueckoM Oanke (KonTponbHas padoTa)

[TpakTuueckoe 3amanue Ne 2-3. [lnanupoBanue ayauTa nHGOPMAITMOHHONM O€301TaCHOCTH, C
MCIIOJIb30BaHUEM Pa3IMYHbIX CTaHAapTOB HHPopMaronHoi 0ezonacHoctu (CTO BP UBEC 1.2-
2014, TOCT 57580.2-2018, ITonoxenue Ne 382-11, 'OCT 27001, PCI DSS u 1.11.);
(KontponpHas pabota)

[TpakTueckoe 3aganue Ne 4. PazpaboTka oTyeTa U 3aKJIIOUEHUS 10 ayIuTy WH()OPMALIMOHHON
Oe3omacHocTH arrectyeMoro oobekra (KonTposiabHas padora)

Buja npoMexyToYHOI aTTecTANMU — DK3aMEH.

WNnupexe KM- | KM- | KM- | KM-
Howep Paznen qucuuminHb KM: L 2 3 4
paszena Henens 4 8 12 15
KM:
1 BBoaHasg nekmus
1.1 BBoanas neknus + +
2 MenemxMeHT ayauTa 6€30nacHOCTH MH(POPMAIIMOHHBIX
CUCTEM
21 Tewma 1. [TonsaTue u BuABI ayiuTa 6€30MaCHOCTH +
' MH(POPMALMOHHBIX CHCTEM
29 Tema 2. Ctannaptel ayiuta 0€30MacHOCTH + +
MH(OPMALIMOHHBIX CHCTEM.
23 Tema 3. MeHemKMeHT ayiuTa 0€30MacHOCTH +
MH(OPMALIMOHHBIX CHCTEM.
3 OcobeHHOCTH TPOBeIeHHs ayIuTa 6€30MacHOCTH
MH(OPMAIIMOHHBIX CUCTEM
31 Tema 4. OcHOBHBIE 3Talbl ayAUTa 0€30IaCHOCTH + +
' MH(OPMAIIMOHHBIX CUCTEM
32 Tema 5. MeTo1pl oOLIeHUBaHUS UH(OPMAIIMOHHOMN + +
] 0€30MacHOCTH
33 Tema 6. Ayaut yrpaBiieHUSI HEIPEPBIBHOCTBIO OU3HECA U + +
' BOCCTAHOBJIEHHMSI 1TOCJIe COOEB
3.4 Tema 7. AKTUBHBIN ay1uT HH()OPMAITMOHHON 6€3011aCHOCTH + +

Bec KM, %: | 35 35 15 15
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BAJLJIbHO-PEUTUHIOBASI CTPYKTYPA

IIpuioxenue b

KYPCOBOI'O ITPOEKTA/PABOTHI 1O IUCIUAIIVIMHE

Aynaut 6e301macHOCTH MH(HOPMAIIMOHHBIX CUCTEM

(Ha3BaHME AUCIMILIMHBI)

9 cemecTp

Hepeqenb KOHTPOJ/IbHBIX MEPOHPHﬂTI/Iﬁ TEKYIIEIr0 KOHTPOJAHA YCIIEBA€eMOCTH 110 KprOBOﬁ

padore:

KM-1 Cobmonenue rpaduka Boimonnenus: KP
KM-2 Orenka BointotHeHHS pa3aenoB KP
KM-3 KauectBo opopmiienus: KP

KM-4 KaugectBo conepkanus KP

Buja npomexyTounoii arrectanmu — 3amura KP.

Nunekc KM- | KM- | KM- | KM-
Howmep Paznen kypcoBoro npoekra/KypcoBoi KM: 1 2 3 4
pasnena paboThI Henens 4 8 12 15
KM:
1 3anaHue Ha KypcoByro padoty. BBenenue kypcoBoit +
paboThl
2 ITepBas raBa OCHOBHOW 4aCTH KypCcOBOM paboThI + +
3 Bropas riaBa ocHOBHO#M 4acTH KypcoBOH pabOThI + +
4 3axmrodeHne. CIIMCOK MCIIONIb30BaHHBIX HCTOUHUKOB +
Bec KM, %: | 15 25 25 35
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