MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh
HaumeHoBaHune 00pa3oBaTe/bHOI NporpaMMel: be3onacHoCTh aBTOMATH3UPOBAHHBIX CHCTEM
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yueHusi: OUHO-3204HAA

Pabouass nporpaMma QM CHUILIHHBI
BE3OIIACHOCTDB BECITPOBO/IHBIX CETEU IIEPEJAYHA

HHOOPMALUU

BJok:

Baok 1 «/Iucuyuniaunbl (MoOxyJam)»

Yacrp 00pa3zoBaTebLHOM
NpPOrpaMMBblI:

ba3zoBasn

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.B.19

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

10 cemectp - 2;

Yacos (Bcero) no yueoHomy
IIAHY:

72 gyaca

Jexnun

He MPeAYCMOTPEeHO Y4eOHbIM MJIAHOM

IIpakTnyeckue 3aHATHSA

10 cemecTp - 16 yacos;

JladopaTopHbie padoThI

10 cemecTp - 16 yacos;

Kouncynabranuu

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IUTOPHbIX 3aHSATHH

CamocTrosiTesibHasi padoTa

10 cemecTtp - 39,7 uaca;

B ToM unciae Ha KIT/KP

He NMPeyCMOTPEeHO YUeOHbIM MJIAHOM

HNnas koHTaKkTHasi padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ayIUTOPHbIX 3aHSATHH

BKJIIOYAs:
KontpoabsHas padora

IIpomeskyTouHast aTTecTALUS:

3ayer ¢ OLEHKOM

10 cemectp - 0,3 uaca;
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NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu Monak P.W.
[IpenomaBaTelib NaerTbnratop Rbc0e923e-PoliakRI-10208dd2 P.U. ITonsax
(OIKHOCTR) (moamuck) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

BaporoB O.P.

Waentuduratop

R90d76356-BaronovOR-7bf8fd7e

O.P. baponos

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

3aBenyIOLIMI BbIITyCKatOIeH
kadenpsl

(mozmycs)

%Mo ¢

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6ed493d

(pacmudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI
Heasb ocBoenusi aucuumiannbl: ChopMupoBaTh y OyaylMX CHELUAIUCTOB CHUCTEMY IMOHATHH,
3HaHUH, YMEHMI M HaBBIKOB B OOJIACTH JEATEIILHOCTH, CBSI3aHHOM C TOA00pOM, SKCIUTyaTalnued u
o0city’)kuBaHHEM 000py10BaHUs HUPPOBBIX OECIPOBOAHBIX IMINPOKOMOIOCHBIX CETEH CBA3H.
3agauu AMCHMIIMHBI
- U3y4eHue (PU3MYECKUX OCHOB NepeJauu JaHHBIX 110 pajloKaHaly U 0a30BbIMHU PUHLIUIIAMU
OpraHu3aIy OECIPOBOAHBIX KOMITBIOTEPHBIX CETEH;;
- M3yuenune oCHOB HACTPOMKHU M SKCIUTyaTalluH LU(POBBIX OECIPOBOJHBIX KOMIIBIOTEPHBIX
ceTeit;;
- [TomyyeHne HaBBIKOB BBISBJICHUS YTPO3 U YSI3BUMOCTEH B OECIIPOBOAHBIX KOMIIBIOTEPHBIX CETSIX
¥ IPUMEHEHUS] METOJIOB U CIIOCOOO0B 3aIUTH HH()OPMAIH B HUX;
- @opmupyeMble y 00ydaroerocss KOMIETEHIIMU U 3allJJaHUPOBAaHHbIE Pe3yJIbTaThl 00y4eHUs 110
JUCLUIIIINHE: .

dopmupyembie y 00yJaronerocs KOMNeTeHIMH U 3alJIaHUPOBAHHBIC Pe3yJbTaThl 00yYeHHs TI0
JUCITUILIMHE, COOTHECEHHBIE C HHAMKATOPAMH A0CTUKEHUs KOMIIeTeHIIUIi

Kox v HaumeHoBaHue Koa u HaumeHoBaHue 3amiaHNpPOBaHHbIE Pe3yJbTAThI 00yUeHHus
KOMIICTCHIIUU HHAUKATOPA TJOCTUKCHUS
KOMIICETCHINH
OIIK-7 ciocoGHOCTBIO 3HATh:
OIIPCACIIATH - CYHICCTBYIOIIUE CTAHAAPTHI JIOKAJIIbHBIX
MHPOPMALOHHEIE 0ecIpOBOHBIX KOMITBIOTEPHBIX CETEI;
PECYpChI, MOJIEXKAIIIE - u3nuecKkre OCHOBHI pabOThHI
3aIUTE, YITPO3bI TEJICeKOMMYHUKALIMOHHBIX CUCTEM U
0€30IacHOCTH MH(POPMALIUH BO3MOXKHBIE YTPO3bI HH(POPMAITMOHHOM
M BO3MOXKHBIC TTyTH HX 0€301acHOCTH;.
peanu3alnuy Ha OCHOBE
aHajn3a CTPYKTYPHI U YMETB:
CoJlepIKaHUsI - MPAKTUYECKU TPUMEHSTH TEOPETUUECKUE
UH(OPMAIMOHHBIX 3HaHUS IPU PEUICHUH 3a]a4 3aIUThI
IPOIIECCOB M OCOOEHHOCTEM nH(popMaluu B 0ECIIPOBOIHBIX CHCTEMAX;.
(GYHKIIMOHUPOBAHUS
00BeKTa 3alTUThI
[TK-1 crtocoOHOCTRIO 3HaTh:
BBITIOJIHATH PabOTHI 110 - IPUHIIUAIIBI TTOCTPOEHUST OECTIPOBOTHBIX
YCTaHOBKE, HACTPOUKE M KOMITBIOTEPHBIX CETEH C pa3InyHON
00CITy)KUBAHUIO peanu3anuen puznyeckoro KaHaia, a
IPOrPaMMHBIX, TaK)Ke METOJIbI U CPEJICTBA OOECTIeUeHus
IPOrpaMMHO-aIIapaTHBIX nH(pOpMaIMOHHOW 0€30MaCHOCTH;.
(B TOM uncie
KpUNTOrpaQuuecKkux) u YMETB: )
TEXHUYECKUX CPEJICTB - HABBIKAMU HACTPOUKHU CETEBBIX
3a1UThl HH(GOpPMaUK nHTepdericoB 6ECITPOBOTHBIX
KOMITBIOTEPHBIX CETEH, METOIaMU
TTOBBIIICHUS 3alTUIIICHHOCTH
nepesaBaeMoi uepe3 HuX nHGOpMaIuu;.

2. MECTO JUCIUILIMHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JlucuumrHa OTHOCUTCS K 00s3aTeNIbHOM YacTH OJI0Ka AMCLUUIUIMH OCHOBHOM NpodeccrHoHalbHON
oOpa3oBatenbHOl mporpamme be3omacHOCTh aBTOMATH3MpPOBaHHBIX cucteM (mamee — OIIOID),
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Hanpasienus: noarorosku 10.03.01 Mudopmanmonnas 6e30nacHOCTb, YpOBEHb 00pa30BaHU: BBICIIEE
obOpasoBanmue - bakajaBpuar.

bazupyercs Ha ypoBHe cpesiHero o01ero oopa3oBaHus.

Pe3ynbpTaThl 00y4eHus, MoJIy4eHHbIE P OCBOEHUM JUCLUIUIMHBI, HEOOXOAMMBI IIPU BBIITOJHEHUN
BBIITYCKHON KBaTM(PUKALIMOHHOM PabOTHI.



3. CTPYKTYPA U COAEP)KAHUE JUCHUIIJIMHbI
3.1 CTpyKTypa THCHUNIHHBI

OO01as TpyJI0eMKOCTb JUCIUIUIMHBI COCTABIISIET 2 3a4€THBIX €IMHHMIIBI, 72 Jaca.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i IPOMEXYTOTHOM o &| 3 Koncyubraums UKP PaGora s | LOATOTOBKA K METONYECKUE YKa3aHHsI
aTTeCTAIH 8 g | © |Jlex | Jlab | Ip — - VKK | TK A cemectpe | ATTECTALMH
M p /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Mogeins ceTeBoit 26 10 - 8 8 - - - - - 10 - Iloozomoska k nabopamopnoi pabome: Jlns
6e3omacHoCTH BBITIOJTHEHUS 33/1aHUH 110 JJaOOpaTopHOi padoTte
KOMMYTHPYEMBIX HEOOXOAUMO TPEBAPUTEIEHO U3YUHTh TEMY U
0ecrpoBOTHBIX 3aJ1a4M BBITIOJHEHHMS JTAOOpaTOpHOIl paboThl, a
JIOKQJIbHBIX CETEH. TaK K€ M3y4YUTh BOIPOCHI BApUAHTOB
ATaku Ha CeTeBYIO 00paboTKH pe3ysIbTaToOB 10 U3YYEHHOMY B
HHPOPMAMOHHYIO paszene "Mogens ceTeBoit 0€30IacHOCTH
uH(pacTpyKTypy KOMMYTHPYEMBIX OECTIPOBOTHBIX JIOKATBHBIX
6ecrnpoBOTHOM cereil. ATaku Ha ceTeBYIO HHPOPMAIMOHHYIO
KOMITBIOTEPHOM CEeTH nHppacTpyKkTypy O6ecrpoBOIHOI
1.1 ATaxu Ha CeTEeBYIO 26 - 8 8 - - - - - 10 - KOMIBIOTEPHOH ceTH" MaTepHaity.

nH(pOpMaMOHHYIO
HHQPACTPYKTYPY
0ecrpoBOTHON
KOMIIBIOTEPHOU CETH

Camocmoamenvhoe usyuenue
meopemuyuecko20 mamepuana: Mzyuenue
JIOTIONTHUTEIHHOTO MaTepraa o pasaery
"Mogenb ceTeBoil 6e301macHOCTH
KOMMYTHPYEMBIX OECIIPOBOIHBIX JIOKAIBHBIX
ceTel. ATaku Ha CEeTeBYI0 HH(POPMAIIHOHHYIO
HHPPACTPYKTYpPY OECTIpOBOAHOIM
KOMITBIOTEPHOM ceTH"

I10o020mo6Ka K npaKmu4eckum 3auAmuam:
W3yuenne maTepuana no pasgeny "Monens
ceTeBoii 0€30MMacCHOCTH KOMMYTHPYEMBIX
0ecrpOBOTHBIX JIOKAJIBHBIX ceTel. ATaku Ha
CeTeBYI0 HH(POPMAITMOHHYIO HHPPACTPYKTYpPy
OecrpoBOIHON KOMITBIOTEPHOH ceTH"
MIOJITOTOBKA K BBITTOJIHEHHIO 3aJaHUN Ha
MPAKTHYECKUX 3aHITHSIX

Iloozomoexa domawnezo 3adanua:
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[ToaroroBka goMalHero 3a1aHus HaIlpaBiIeHa
Ha 0TPabOTKY YMEHUI peleHus
npodeccroHaNBHBIX 33/1a4. JlomanHee 3a1aHne
BBIJAETCS CTYACHTAM I10 U3yICHHOMY B pa3Jele
"Mozenb ceTeBOM 0€30IIaCHOCTH
KOMMYTHPYEMBIX OECTIPOBOJHBIX JIOKAIBHBIX
ceTel. ATakd Ha CETeBYIO HH(POPMAITHOHHYIO
HHPPACTPYKTYpPY OeCpOoBOAHOIM
KOMIMBIOTEPHOI ceTH'" MaTepuaiy.
JIONIONHUTENBHO CTYIEHTY HEOOX0AMMO
U3YUYUTH JIUTEPATypy U pa3oOpaTh MpUMEpEI
BBIMOJIHEHHS ITOTOOHBIX 3a1aHuid. [IpoBepka
JIOMAIITHEro 3aJIaHusl IPOBOJUTCS 1O
MpeACTaBJICHHBIM IMTUCbMCHHBIM pa60TaM.
Ilodz0mogKa K ayoumopHsim 3auamusam:
ITpopaboTka neKnnH, BEIOIHEHUE U
MOJITOTOBKA K 3auTe 1ab. paboTHI

H3yuenue mamepuanog 1umepamypuoix
UCIOYHUKOB:

[1], 1-288

MexaHu3Mbl U
cpencTBa obecrieueHus
0€30I11aCHOCTH CETEBO

nHpopMaMOHHOH
nHppacTpyKTyphl
0ecrpoBOTHON
KOMIIBIOTEPHOU CETH

28

12

2.1

MexaHu3Mbl 1
cpencTa obecriedyeHHS
0€30MacHOCTH CETEBOM

HHPOPMAMOHHOM
nH}ppacTpyKTypHI

OecrpoBOTHON

KOMITBIOTEPHOU CEeTH

28

12

Ilo0zomoeKka K npaKmu4ecKum 3aHAMUAM:
W3yuenne maTepuana 1o paszaeny "MexaHu3MBbI
U CpeacTBa obecrieueHus: 6e30MacHOCTH
ceTeBoi HH(OPMAIIMOHHON HHPPACTPYKTYPHI
6ecrpoBOIHON KOMIIBIOTEPHOH ceTH"
MIOJITOTOBKA K BBIMOJIHEHHIO 3aJaHUN Ha
MIPAKTUIECKUX 3aHATUAX

Ilod2omoeka domauinezo 3adanusn:
[MoxroToBka AOMAaITHETO 3aJaHUS HAIpaBJIcHA
Ha OTPabOTKy YMEHUH perieHHs
npogeccHOHANBHBIX 3a1a4. JloManrHee 3a1aHue
BBIIAETCS CTYJIEHTaM 110 U3yUY€HHOMY B paszelie
"MexaHHU3MBI B CPEICTBa 00CCIICUCHUS
0e30I1aCHOCTH CeTeBOIl HH(POPMATMOHHON
HHPPACTPYKTYPBI OECIIPOBOTHOM
KOMITEIOTEPHOU CETH" MaTepHay.
J1OTIOTHUTEIBHO CTYICHTY HEOOXO0IMMO
W3YYUTH JIUTEPATypy U pazodpaTh MpUMeEphI
BBITIOJTHEHUS TOJOOHBIX 3aganuid. [IpoBepka
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JIOMAIITHEro 3aJJaHus! POBOJUTCS MO
NPE/ICTaBICHHBIM TUCBMEHHBIM paboTaMm.
Camocmoamensnoe uzyuenue
Hmeopemuueckozo mamepuana: Vzyuenue
JOIIOJTHATEIEHOTO MaTepHalia 1o paseiy
"MexaHHU3MBI B CPEICTBa 00CCIICUCHHUS
0e30I1aCHOCTH CeTeBOI HH(POPMATMOHHON
HHPPACTPYKTYPHI OECIIPOBOAHOM
KOMIBIOTEpHOI1 ceTH"

H3zyuenue mamepuanog iumepamypHsix
UCHOYHUKOG:

[2], 1-192
[3], 225-245
[4], 5-15
[5], 33-40
3a4er ¢ OLEHKOI 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 72.0 - 16 16 0.3 22 17.7
Hroro 3a cemecTp 72.0 - 16 16 - - 0.3 39.7

Ipumeuanue: Jlex — nexuuu; JIab — maboparopusie padboTsl; [Ip — npaktnyeckue 3ausatust; KIIP — aynuTopHble KOHCYIBTAUHU TI0 KyPCOBBIM
npoekTtam/pabotam; MKKII — nnauBuIyanbHble KOHCYIBTAIUMH 110 KYPCOBBIM IpoekTaM/pabotam; I'K- rpyrnoBsie KOHCYIbTallUU TO pa3ienaM
mucturuael; CP — camoctosarensHas padorta cryaenta; MKP — nunas konraktHas padota; TK — Texymmii koHTposb; [TA — npomexyTrouHas

aTTeCcTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Mooenv cemesoti 6e30nachocmu KOMMYmupyemvblx 0ecnposoOHbIX TOKANbHbIX cemell. Amaxu
Ha cemesyro UHDOPMAYUOHHYVIO UHPPACMPYKIYDY OeCnpo80OHOU KOMNbIOMEPHOU Cemul

1.1. Ataku Ha ceTeByI0 HH()OPMAIIMOHHYIO HHPPACTPYKTYPY OECIIPOBOAHON KOMITBIOTEPHON
ceTH

JlokanbHbIE O€CIPOBOHBIE KOMITBIOTEPHBIC CeTH. JIoKanpbHBIE OECIIPOBOIHBIC KOMITBIOTEPHBIC
ceru crangaptoB I[EEE 802.11, 802.15. ®us3nueckuil, KaHAJIbHBII M CETEBOM YPOBHHU.
Kondurypanust OeCpOBOMHBIX JIOKATbHBIX KOMITBIOTEPHBIX ceTeld. KoMmbroTepHbIE CceTh
crangapra [EEE  802.11: TtexHumueckas peanusanuss u  KoHpurypupoBanue. CereBas
uH(pOpPMaLMOHHAs HHPPACTPYKTYpa OECIIPOBOIHON U KOMIBbIOTEpHOU ceTH. CriocoObI COeTMHEHHH.
Apxurektypa U o0OopyaoBaHHEe OeCIpOBOJHBIX ceTeil. becrnpoBogHbBIE NMEPCOHAIBHBIE CETU U
texHonoruu. Knaccudukanus 6ecnpoBoaHbIx ceTeil. CeTeBble TEXHOJIOTHU CEKTOpa OeCIIpOBOIHBIX
JoKaabHBIX HHTep(eiicoB. TexHomornn uHbpakpacHo cBs3u. CereBas TexHosorus Bluetooth.
Texnonoruu ceHcopHbix ceteit ZigBee. Texnonorus Wireless USB. 6.2 BecipoBoiHbIC TOKAIBHBIE
cetu u texHosnoruu. TexHonorun WiFi u cranmaptel 802.11. OO6OOImIEHHBIN ClieHapUii aTak Ha
CETeBYI0  HMH(POPMAIIMOHHYIO  HHPPACTPYKTYpPY  OCCIPOBOTHOW  KOMITBIOTCPHOH  CETH.
Knaccudukanus arak Ha ceTeByl0 HHQOpMALMOHHYIO HHOPACTPYKTYpY OECrpoBOAHOI
KOMITBIOTEPHOM CETH.

2. Mexanuszmol u cpedcmea obecneuerus 6€30nacHoCmuy cemesol UHDoOpMayuoHHOU
undpacmpykmypol 6ecnpo8oOHOU KOMNLIOMEPHOU cemu

2.1. MexaHu3MBI U cpelicTBa obecrieueHus: 0€30MacHOCTH CeTeBOM MH(POPMALIMOHHOM
UH(PacTpyKTYpbl OECIIPOBOIHON KOMITBIOTEPHON CETH

Kpunrorpadgus u cucremsl muppoBaHuss. OCHOBbI 0€30MAaCHOCTH M 3alllUThl JAHHBIX B
OecripoBoHBIX ceTsax. Kommbiorepubie cetu crapmapra IEEE 802.11: ocHoBbl 0Ge3omacHOCTH,
CHOCOOBl 3alUTHl JAaHHBIX M anropuTmbsl ImudpoBanus. Crpykrypa mmdpoBanus Deifcrens.
AnropuT™bl  cTaHaaptHoro mmdpoBanus. Pacnpenenenne kimrouedt.  OOmMe MEXaHU3MBI
oOecrieyeHHuss 0€30MAaCHOCTH JIOKAJIbHBIX ceTed. OrpaHudyeHue KOJIMYECTBAa YIPaBIIEMBIX
komnbtorepoB. @unerpauuss MAC aapecoB. Pomu yctpoiictB. Metoasl KOHTpoJi AOCTyNa B
OeCIIpOBOJIHBIX CeTAX IHepeAaud HMHPOpMaluu. MexXaHH3Mbl MEXKCeTeBOil 0e30ImacHOCTH.
Cocrosinue moptoB kommyraropa. Ceru Ha 06a3e mopToB. MexceTeBble 3KpaHbl CHCTEMBI
oOHapyxeHHii aTak W BropxkeHuil. Kiaccudukarms mexaHu3moB OesomacHoctn cetn Wi-Fi.
Crneunduxanuss WPA. Cucremsl TyHenupoBanus. Buptyanbasle yacTHble cetu. O630p nmpoTokana
PPPoE. O630p npotokana PPP. Private Network, VPN). bezonacHocTs yJaneHHOro ynpaBjieHUs.
Aynut 6e3onacnoctu nporokosna SNMP. O630p npoTtokosna SSH..

3.3. TeMbl IPaAKTHYECKUX 3aHATHH
1. Ayaut 6e30macHOCTH MPOTOKOJIA CBA3YoIIero aepesa STP;
. Mexanu3mbl obecrieueHrs 0€30MacHOCTH KOMMYTHPYEMBIX JIOKATbHBIX CETEH;
. OOHapyxeHHe aTak B OECIIPOBOIHON CETH;
. Kpunrorpadust u cuctemsl mmdpoBaHus;
. Kpunirorpadus u ayrentuduxaryst cooOuieHni Ha 0CHOBE OOIIET0 KIII04a;
. MexaHu3Mbl MEXKCETEBOM 0€30I1aCHOCTH;
. OOHapy>xeHHe 0eCITPOBOIHON CETH U TIOJIKITIOYCHHE K HEH;
. Mexanu3mbl obecrieueHust 0€30MacHOCTH OeCITPOBOAHBIX TOKAIBHBIX CETeH;
. 11.MexcereBble DKpaHBbI;
10. Mopenb ceTeBoi 0€30I1aCHOCTH;
11. O6mme MexaHu3Mbl 00ecTiedeHsT 0€30NaCHOCTH JIOKAJTbHBIX CETEH.
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3.4. TeMbl 1a00paTOPHBIX padoT
1. Ayaut 6e3omacHocTH npoTokosia SNMP;
2. Bupryansnsle nokaneHble cetd IEEE 802.1q;
3. bezonacHocTh Ha ocHoBe npotokoiia IEEE 802.1x;
4. bazoBble MEXaHU3MBI OE€30MTACHOCTH KOMMYTAaTOPOB;
5. lllndpoBanue kaHaga ¢ UCIOIL30BaHKEM MPOTOK0Ia WPA;
6. OOHapyxeHUe HECAaHKIIMOHUPOBAHHOM TOYKH J0CTyna. AyTeHTU()UKanus 0eCpOoBOIHBIX
KJIMEHTOB Ha OCHOBE YUETHBIX 3alKCe MOJIb30BaTeNeH U annapaTHbIX aJpecoB
KOMIIBIOTEPOB;
7. bezonacHoctsk ceteit Ethernet.

3.5 KoncyabTanum

I pynnosgvie koncyrbmayuu no pazoeiam oucyuniunol (I'K)

1. OOGcyxnenue wmarepualioB IO Keiicam pasaena "Mogenb ceTeBoid 0e30MacHOCTH
KOMMYTHPYEMBIX ~ OECIPOBOJHBIX  JIOKABHBIX  CeTe. ATakM HA  CETCBYIO
nH(OPMALIMOHHYIO HHDPACTPYKTYPY OECIIPOBOIHOI KOMITbIOTEPHOI ceTu"

2. OOcyxIeHHe MaTephalioB MO Keicam pasnena "MexaHU3Mbl U CPEICTBa OOCCIICUCHUS
Oe3omacHoCTH ~ ceTeBoi  WHGOPMAIMOHHONW  HMH(PACTPYKTypel  OECIpOBOIHOM
KOMIIBIOTEPHOMU ceTn"

Texywuti konmpoas (TK)

1. KoncynpTanuu HampaBiIeHbl HAa NMOJYYCHUE MHIMBUAYAIBHOTO 3aJaHHsI JUIS BBITIOJTHEHUS
KOHTPOJIbHBIX ~ MEpoIpuaATHil 1o  pasgeny "Mopenb  cereBoil  Oe3omacHOCTH
KOMMYTHPYEMBIX  OECIPDOBOJHBIX  JIOKAIBHBIX  CeTeid. ATaku Ha  CETEBYIO
MH(pOpPMaLMOHHYIO MH(pacTpyKTypy OecripoBOIHOM KOMIIbIOTEpHOH ceTn"

2. KoHcynpranuu HampaBieHbl HA MOJyYSeHHE WHAWBUIYAIBHOTO 3a/aHUs ISl BHIIOJTHEHHUS
KOHTPOJIbHBIX MEpONpHUATUH 1o pazzaeny "MexaHu3Mbl U cpelcTBa oOecreyeHUs
O0e3omacHOCTH  ceTeBOW  MHGOPMAIMOHHOM  HMH(QPAcTpyKTypel  OecrnpoBOIHOM
KOMITBIOTEPHOU ceTH"

3.6 TemaTnka KypcoOBBIX MPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI



3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEeHIIU

3arutaHMPOBaHHbIE PE3YIbTATHI O0YUYEHHS [0 AUCIUILTHHE
(B COOTBETCTBUH C pa3zieiioM 1)

Kol nHIMKaTOPOB

Howmep paznena
JTMCUUILTAHEI (B
COOTBETCTBUH C

OueHo4yHOE CPEACTBO
(TUII ¥ HAUMEHOBAHUE)

n.3.1)
1 | 2
3HaTh:
¢bu3nyeckre 0OCHOBBI pabOThI TEICKOMMYHHUKALIMOHHBIX CHCTEM U KontposnbHas
BO3MOYKHBIE YTPO3bl HH(POPMAITMOHHOW O€301IaCHOCTH; OIIK-7(Komnerenuus) | + pabora/JlaboparopHnas padorta Ne 2;
JlaGopaTopnas pabora Ne 3.
CYIIECTBYIOIIME CTAaHAAPTHI JIOKAILHBIX OECIPOBOIHBIX Konrponsnas padora/KonrponbHas
KOMITBIOTEPHBIX ceTel OIIK-7(Kommnerenuus) | + pabota Ne 1; Jlaboparopnas paboTa
Ne 1;
IPUHIUIBI TOCTPOEHUS OECIIPOBOAHBIX KOMIIBIOTEPHBIX CETEH C Konrponsnas padora/KonrposnabHas
pa3nuyHOl peanusanueil pusndeckoro kanana, a Takxe meroasl u | [IK-1(Komnerenuust) + pabota Ne 4; JlaboparopHas paboTa
cpezacTBa obecnedeHrs HHPOPMALMOHHOM O€3011aCHOCTH; Ne §;
YMersb:
MPAaKTUYECKH TPUMEHATHh TEOPETUUECCKHUE 3HAHUS MTPH PEIICHUN Konrponsnas pabora/KontponbsHas
3aJ1ay 3aIlUThl HHPOPMAaLUU B OECIIPOBOJHBIX CHCTEMAX; pabota Ne 1; JlaGopaTtopHas pabora
Ne 1;
OIIK-7(Komnerenuus) | +
KonTponbHas
pabora/Jlaboparopnas padota No 2;
JlaGopatopHas pabota Ne 3.
HaBbIKaMU HAaCTPOMKU CETEBBIX HHTEP(ECOB OECTIPOBOIHBIX KoHntponbnas
KOMIIBIOTEPHBIX CETeH, METO1aMH MOBBILIEHUS 3aIUIIEHHOCTH ITK-1(Komnerenuus) + pabota/JlaboparopHas pabota Ne 6;
nepeiaBaeMoil uepes HuxX nHhopMaIuy; JlaboparopHnas padota Ne 7
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
10 cemecTp

dopma peanmuzanuu: [TuceMeHnHas padbota
1. KonTponbaas pabota Ne 1; Jlaboparopuas pabota Ne 1; (KonTposnbHas paboTa)
2. KontponbHas padota Ne 4; JlabopatopHas pabora Ne 5; (KonTposibHas pabota)
3. JTabopatopHas pabdota Ne 2; JTabopatopHas padora Ne 3. (KonTtponbHas padboTa)
4. JJaboparopnas padota Ne 6; JlabopatopHas padora Ne 7 (KoHTposbHas padora)

banmibHO-peHTUHIOBasA CTPYKTYpa AUCLUILINHBI SBIISETCS NPUIOKEHUEM A.

4.2 TIIpoMe:KyTOYHASI ATTECTAIUSA MO AUCHHUIJINHE
3auem ¢ ouenkou (Cemecmp Nel()

B numiom BeicTaBisieTcs onenka 3a 10 cemectp.

IIpumeuyanue: OueHOYHBIE MaTEpUAIbI 110 TUCLMIIIIMHE IPUBEICHBI B (DOHIE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOJUYECKOE OBECIIEYUEHHUE JUCHUIIJIMHBI

5.1 IleyaTHbIE H IJIEKTPOHHBIE H3IAHNS

1. HoBukos, 0. B. Annaparypa nokansnbix cereil: @ynkiuu,Bpi00p,pazpadorka / FO. B. HoBukos,
. T'. Kaprnienko . — M. : OKOM, 1998 . — 288 ¢. : 21.60 .;

2. Batamantok, A. . becipoBoanas cetb cBoumu pykamu / A. U. Batamantok . — CII6. : ITutep,
2006 . — 192 c. - ISBN 5-469-01384-7 .;

3. bporr, P. bezonacHocTk cetell : monHOe pyKOBOJCTBO : mep. ¢ aHri. / P. bparr, M. Ponc-Oycnn,
K. Crpaccoepr . — M. : DKOM : BUHOM. Jla6oparopwus 3nanwmii, 2006 . — 912 c. - ISBN 5-7163-
0132-0 .;

4. lyoun, B. U. becipoBoHbIe ceTu nepeaadn JaHHBIX : ydeOHOe mocoOue /st By30B 1O
HanpasieHuto 210700 "MHpokoMMyHHKaIIMOHHbBIE TEXHOJIOTUH U cucTeMsl cBsizu" / B. U. llyOun,
O. C. KpacunpaukoBa . — 2-e u3gq . — M. : By3oBckas kaura, 2013 . — 104 c. - ISBN 978-5-9502-
0725-9 ,;

5. A. B. IIponerapckuii, U. B. backakos, /[. H. Uupkos, P. A. ®enotos, A. B. bookos, B. A.
[TnatonoB- "becnipoBoanbie cetn Wi-Fi", U3natensctBo: "MHTepHET-Y HUBEpCUTET
Hudopmanmonnsix Texuonoruit (MHTYUT)|bunom. Jlaboparopus 3uanuii", Mocksa, 2007 - (216
c.)

https://biblioclub.ru/index.php?page=book&id=233207.

5.2 JIunieH3M0HHOE ¥ CBOOOHO pacnpocTpaHseMoe NPOrpaMMHoe odecrneyeHue:
1. CAO "IIpomereit";

2. Office / Poccuiickuii maket o(hpUCHBIX IPOrpamm;

3. Windows / OnepannonHas cuctema cemeiictpa Linux;

4. Maitan Buneokondepenuuu;

5. Windows Server / CepBepHas oniepalliOHHas CUCTeMa ceMmeicTBa Linux;
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6. Hyper-V Server.

5.3 UuTepHeT-pecypcsl, BKJIIOYast NpodeccHOHAIbHBIE 0a3bI JaHHBIX U HH(POPMAIIHOHHO-

CIIPpaBOYHbIC CUCTEMBbI:

1. 3BC Jlans - https://e.lanbook.com/
2. 3BC "YHuBepcuTeTcKasi 0u0JMOTEKA OHJIANH" -
http://biblioclub.ru/index.php?page=main_ub_red
3. Hayunas s;1ekTpoHHas 0udamoreka - https://elibrary.ru/

4. ba3a nannbix Web of Science - http://webofscience.com/

5. Daexkrponnasi oudauoreka MOU (36 MDMN) - http://elib.mpei.ru/login.php

6. llopTan oTKpBITHIX TaHHBIX Poccuiickoii @exepanun - https://data.gov.ru

7. Ba3a oTKpBITHIX JaHHBIX MUHHCTEPCTBA TPY/AA U COUMATbHOM 3a1IUTHI PD -
https://rosmintrud.ru/opendata
8. ba3a oTKpBITHIX JaHHBIX NPO¢ecCHOHATBbHBIX CTAHIAPTOB MUHHUCTEPCTBA TPYAA U
conuaabHoi 3ammThl P® - http://profstandart.rosmintrud.ru/obshchiy-informatsionnyy-
blok/natsionalnyy-reestr-professionalnykh-standartov/

9. OTkpsITasi yHuBepcuTeTcKkas nHdopmanuonnas cucrema «POCCHUS» -

https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUME JUCHUIIJIMHBI

Tun nomeeHus Homep ayauropun, OcHamenue
HauMCHOBaHHue¢
Y4eOHbIC ayAUTOPHH IS K-601, Yuebnas napTa co CKaMbei, CTOJI IIPernoaBares, CTy,
MIPOBEJCHUS JIEKIIMOHHBIX ayuTopus TpuOyHa, JOCKa MEJIOBast, MyJIbTUMEINITHBIN

3aHATUI U TEKYILIETO
KOHTPOJIA

IPOEKTOP, IKpaH

A-300, YuebOnas
aynuropus "A"

Kpecio pabouee, napra, CTeIIaxk, CTOI
IpernoJiaBaTess, CToa yueOHbIH, cTy, TpuOyHa,
MUKpPO(QOH, MyJIbTUMEIUNHBIN TPOEKTOD,
JKpaH, J0CKa MapKepHasi, KOJIOHKH,
TEXHUYECKas aIIaparypa, KOHIULHOHED,
TENEBU30D

VY4eOHble ayAUTOpUH IS

M-508, Yuebnas

mapra co CKambei, CTOJI TpenoaBareis, CTyI,

MIPOBEICHUS ayIuTOpus JIOCKa MeJIoBast
MPAKTUYECKUX 3aHITUH,
KP u KII
VYueOHbIe ayAUTOPUH IS M-508, YuebOnas rapTa co CKaMbel, CTOJ IIPernoiaBaress, CTy,
MIPOBEICHUS ayIuTOpus JIOCKa MeJIoBast

71a00pATOPHBIX 3aHATUN

VYyeOHble ayAUTOPUH IS

M-508, YueOHas

rnapra co CKaMLeﬁ, CTOJI Ip€nioAaBaTeiid, CTYlI,

MPOBEACHUS aAyIUTOPUS JIOCKa MEJIOBas
MIPOMEKYTOUHOMU 2K-120, MarmuHHbIH cepBep, KOHAULMOHED
aTTecTaluu 3a1 BI]
[Tomemenus ans HTB-303, CTOJI KOMIIBIOTEPHBIH, CTYJI, CTOJ
CaMOCTOSATEIILHON PabOThI KomnbrorepHbIi MMMCHbMEHHBIHN, BEIIaIKa I OJICKIEL,

YUTaIbHBIN 3aJ1

KOMIIBIOTEPHAs CETh C BBIXOAOM B MIHTEpHET,
KOMITBIOTEP MEPCOHAIBHBIN, IPUHTED,
KOHJIULIUOHED

ITomemenus s

M-508, YuebHas

nmapTa co CKaMbeil, CTOJI TpernoiaBaTesis, CTyJ,

KOHCYJIbTUPOBAHMS ayIUTOpUS JIOCKa MeJIoBas
ITomerenus s XpaHEHUst K-202/2, Cknag CTeJUIaX I XpaHEHUS MHBEHTAps, CTOJI,
000pyI0BaHUs U Y9€OHOTO kadeapsr BUT CTyJ, mKad yIsi JOKYMEHTOB, ITKad s
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WHBEHTaps

XpaHEHUsl HHBEHTaps, TyMO0a, 3aracHbIe
KOMILICKTYIOITHE /11 000pYJOBAHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

be3onacHocTh OecripoBOIHBIX ceTel nepenadn nHhopMauu

(Ha3BaHME AUCIMILIMHBI)
10 cemecTp

IlepeyeHb KOHTPOJIBLHBIX MEPONIPUSITHI TEKYIIIET0 KOHTPOJISI YCIE€BAEMOCTH MO THCIUILTHHE:
KM-1 KontpoasHas paborta Ne 1; JlabopaTopnas padora Ne 1; (KorrponbHas paboTa)

KM-2 JlaGopatopHas pabora Ne 2; JlabopatopHas padora Ne 3. (KonTtponbHas padboTa)

KM-3 KontpoasHnas paborta Ne 4; JlabopaTopnas padora Ne 5; (KortponbHas padoTa)

KM-4 JlaGopatopHas padora Ne 6; Jlabopatopnas padora Ne 7 (KonTponpHas pabota)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4€T C OLIEHKOM.

HNunexc KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4
paszena AT et Henens 4 8 12 15
KM:

Mogenb ceTeBoi 6€301MacHOCTH KOMMYTHPYEMBIX
0ecIIpOBOIHBIX JIOKAJIBHBIX CeTe. ATaKH Ha CETEBYIO

! UH(POPMALMOHHYIO HHOPACTPYKTYPY OECIIPOBOTHOM
KOMIIbIOTEPHOM CETH
11 ATaku Ha ceTeByI0 HH(POPMAITMOHHYIO HHPPACTPYKTYPY + +

OECIIPOBOTHON KOMIIBIOTEPHOM CETH

MexaHn3MBI U cpeicTBA 0OecedeHus: 0€30MacCHOCTH
2 ceTeBoil nH(pOpMaIIMOHHON HH(PACTPYKTYphl OECTIPOBOIHOM
KOMITBIOTEPHOU CETH

MexaHU3MBI U cpesIcTBa obecrieueHus: 0€30MacHOCTH
2.1 ceTeBol MH(OPMALIMOHHON UHPPACTPYKTYPbI OECTIPOBOTHOM + +
KOMIIBIOTEPHOM CETH

Bec KM, %: | 25 25 25 | 25
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