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1. IEJIX U 3AJTIAYN OCBOEHUSA JUCHUIIJIMHBI
Heab ocBoeHUS] JMCHMILIMHBI. COCTOMT B M3YYEHHH COBPEMEHHBIX METO/MOB CHHTE3a
KPUITOCUCTEM M KPUIITOIMPOTOKOJIOB, a TAaK)KE METOJOB MX aHaiu3a Juisi obecrieueHus 3¢(deKkTuBHOIM
KpHUIITOrpaguyecKoi 3auTsl HH(POPMAIHH.
3agauM JUCHMINIMHBI
- KOH(pUICHIINATBHOCTE;
- IIEJIOCTHOCTH;
- ayTeHTU(DUKAIUS;
- HEBO3MOXXHOCTh OTKa3a (0T aBTOPCTBA);
- HEOTCJICKMBAEMOCTb.

dopmupyembie y 00y4aronierocs KOMneTeHIHH U 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JTUCHHUIIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTEeHIHI !

Koa m HauMeHOBaHHue
KOMIIeTeHIINH

Kox 1 HamMeHOBaHHe
HHIMKATOPA T0CTHKEHHS
KOMIIETEeHI{UH

3anaHupoBaHHbIE Pe3yJbTATHI 00yYeHH s

[TK-1 crnocoGHOCThIO
BBITOJIHATH PAOOTHI 110
YCTaHOBKE, HACTPOUKE U
00CITy>)KMBaHUIO
POTPaMMHBIX,
IPOTPaMMHO-aIapaTHBIX
(B TOM umcie
KpUNTOrpagpuuecKux) u
TEXHUYECKHUX CPEIICTB
3alIUTHl HH(OPMAIHH

3HATh:
- ICHCTBYIOIIYIO KJIACCH(HUKAIMIO CPEIICTB
KpunTorpaduueckoi 3ammThl
uHpopmanuu.

YMETh:

- II0JIb30BATHCS CTAHIAPTHBIMHU
MaTEMaTUYECKUMHU METOJIaMU TIPU aHAJIN3E
KPUNTOTpaQUUECKUX alTOPUTMOB.

ITK-4 cmocoOHOCTBIO
y4acTBOBaTh B paboTax 1o
peanu3anuy NOJIUTUKA
MH(pOpMallOHHON
0€30MacHOCTH, TPUMEHSTh
KOMILIEKCHBIH IMOIX0/ K
00eCcIeYeHHIO
UH(pOpMallOHHON
0e30MmacHOCTH 00BbEKTA
3aIUTHI

3HATH:
- COCTOSIHUE HOPMaTUBHO-
3aKOHOJAATEIbHON 0a3bl U CTaH/IAPTHI B
o0acTi KpunTorpadu4ecKoi 3amTbl
uH(popMaLnu;

- CYIIIHOCTb CUCTEMHOIO MOAX0/1a K
3amuTe nHpopMaIuu.

YMETh:
- (hopmynHpoBaTh U pemaTh 3a1a4u

MPOCKTUPOBAHUA 3aAIUIICHHBIX
HpO(I)eCCI/IOHaJ'ILHO'OpI/IeHTI/IpOBaHHLIX
ABTOMATU3HWPOBAHHBIX CUCTEM C
HUCITIOJIB30BaHHEM KpI/IHTOFpa(bI/I‘-ICCKI/IX
METOJ0B.

OK-5 crnocoOHOCTEIO
MOHUMAThH COIMATEHYIO
3HAYNMOCTE CBOEH
Oynyuieit mpodeccuu,
00J1a1aTh BEICOKOM
MOTHBAIMEH K
BBITTOJTHEHHIO
npodhecCHOHANBHOM
JIeITEeJILHOCTH B 00J1aCTH
obecreueHust

3HATh:
- KiaccuuKkanuio, TpeOboBaHus K mudpam
¥ OCHOBHBIE XapaKTePUCTUKH HIH(POB.

YMETh:

- IPUMEHSTH Ha MIPAKTUKE MMOJTOKEHHUS
3aKOHOB P® 1 BeTOMCTBEHHBIX
HOPMATHBHBIX aKTOB B 00JIACTH 3aIUTHI
uHpOpMaIUH.




Koa u HaumeHoBaHue
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHUsI

nH(pOpMaIMOHHOM
0€30MacHOCTH U 3aITUTHI
UHTEPECOB JINYHOCTH,
oOuiecTBa U rocy1apcraa,
COOJIFOIaTh HOPMBI
npohecCHOHATLHOM STUKU

IICK-2 CriocoOHOCTE
MPUMEHSTH IPOTrPAMMHEIE
Cpe/ICTBa CHCTEMHOTO H
CIIEIIMaIbHOI'0 Ha3HAYCHHS,
B TOM 4HCJIE s
obOecreyeHus 0E30aCHOCTO
(bYHKIIMOHUPOBAHHUS
00BEKTOB SHEPTETUKHU C
anementamu ACY TII

3HaTb.
- IPUHIUIIBI IIOCTPOCHHUA COBPEMCHHBIX
KPHUIITOCUCTCM U KPUIITOIIPOTOKOJIOB.

2. MECTO JUCIUILINHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOT'PAMMBI BO

JluciumuimHa OTHOCUTCS K 00s3aTeNbHOM YacTH 0J0Ka JTUCHUIUIMH OCHOBHOW MPO(eCcCHOHATLHOM
oOpa3oBaTenpHON Mporpamme besomacHocTh aBTOMaTU3MpoBaHHBIX cucteM (manee — OIIOII),
HanpasieHus: noarorosku 10.03.01 Mudopmanmonnas 6e30nacHOCTb, ypOBEHb 00pa30BaHU: BBICIIEE

obOpasoBaHue - OakajaBpuar.

bazupyercs Ha ypoBHE cpeHero o01ero oopa3oBaHus.

Pe3ynbpTarsl 00y4eHus, MojrydeHHbIE TP OCBOEHUH JTUCHUIUIMHBI, HEOOXOIUMBI TIPU BBIITOJTHEHUN
BBIMTYCKHOM KBaJTU(UKALMOHHON PabOTHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET 4 3a4eTHBIX eMuHUIIbI, 144 yaca.

Pasnensr/TeMsl

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

m
o= | =
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i [POMEIKYTOIHOM o &| 3 Koncynbranus UKP PaGora B [Toxroroska k METOIMYECKHE YKA3ZaHUs
aTTecTalMy 8 g | O |Jlex JIab | Ip — - VIKKTL | TK A CeMECTDE aTTeCTalluu
/M P /KOHTPOJTB
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 PA3JIEJI 1. OcHOBBI 24 8 6 4 4 - - - - - 10 - Ilodz0moeKa K meKyuiemy KOHmpoJiio:
Kpunrorpaduaeckoit [ToBTOpenue marepuana no pasaeny "PA3JIEJL
3alIMTHl HHOPMAIHH. 1. OcHOBBI KpUNTOTPA()UUECKOMN 3aLIUTHI
1.1 Beenenue 4 2 - - - - - - - 2 - uHpopmanuu."
1.2 Tema 1. OcHOBHBIE 8 2 2 2 - - - - - 2 - Ilodzomogka K ayoumopHlm 3aHAMUAM:
MOHSTHUS [TpopaboTka JeK1nH, BBIOJIHEHHE U
KpHunTorpahuueckoi MOJTOTOBKA K 3amuTe 1a0. paboTs
3aIUThl HHPOPMAIUU Ilodzomoexa domawinezo 3adanus:
1.3 Tema 2. OCHOBBI 12 2 2 2 - - - - - 6 - ITonroroska qoMalIHETO 3aJaHUs HampasJjIcHa

Kpunrorpaduueckux
METO/IOB 3aIlUThI
nHpOpMALUH

Ha OTPabOTKY YMEHHUI pelIeHus
npodeccnoHaNBHBIX 3a/1a4. JlomalHee 3agaHue
BBIJJAETCS CTY/ICHTaM I10 U3y4EHHOMY B pasJielie
"PA3JIEJI 1. OcHOBHI KpUNTOTpadUIECKOM
3aIUThl HHGOPMAaLUKU." MaTepuaty.
JIOTIOTHUTEIBHO CTYICHTY HE0OX0AUMO
U3YYUTH JIUTEPATYpPy U pa3odpaTh MpUMEpEI
BBITIOJTHEH U TTOJI00HBIX 3aaanuid. [IpoBepka
JIOMAIITHET0 3aJJaHus! IPOBOJMUTCS 1O
MIPE/ICTaBICHHBIM THCEMEHHBIM paboTaMm.
I10o020mo6Ka K npaKmu4eckum 3auAmuam:
W3zyuenne matepuana no pasgeny "PA3JIEJI 1.
OcHOBBI KpUNTOrpadgUIecKon 3amuThl
nH(opManum." MoAroToBKa K BHIIOJIHEHUIO
3aJaHUi Ha MPAKTUIEeCKUX 3aHATHIX
Camocmoamenvroe usyuenue
meopemuueckozo mamepuana: VI3yaenue
JIOTIONTHUTEIHHOTO MaTepraia 1o pasaerry
"PA3JIEJI 1. OcHOBHI KpunTOTpadUIECKOM

5




3amuThl HHGOpManuu."
H3yuenue mamepuanog 1umepamypHslx
UCHLOUHUKOB:

[6], 1-528

PA3JIEJI 2.
CuMMeTpHYHBIE 1
ACHMMTETPHYHbIE

(G pCUCTEMEI.

50

30

2.1

Tema 3.
CuMMeTpUYHBIC
OJIOYHBIC MTUQPHL.

18

10

2.2

Tema 4. IToTouHbIe
HIHQPBL

16

10

2.3

Tema 5. Konuenmus
KPHIITOCUCTEM C
OTKPBITBIMHU KITIOYaMH
U ee peanau3anys Ha
6a3e MOIyIAPHOM
apu(pMeTHKH U
SITMITHIECKUX
KPHBBIX.

16

10

Ilo0z0mogKa K meKyuiemy KOHmMpoJio:
[oBTopenne matepuana mo pasaeny "PA3JIEJI
2. CuMMeTpHUYHBIE 1 ACHMMTETPUIHBIC
mmdpcucTemsr."

1lo020mo6Ka K ayOumopHovim 3aHAmusaM:
ITpopaboTka IeKnnH, BEIOTHEHUE U
MOJIrOTOBKA K 3amure jJab. paboTh
Iloozomogka domauinezo 3adanun:
[MoaroroBka goMalHero 3aiaHus HaIlpaBieHa
Ha OTPabOTKY YMEHUI pelIeH s
npodeccrnoHaNBHBIX 3a/1a4. JlomalHee 3aganue
BBIJJAETCS CTY/ICHTaM I10 U3yYEHHOMY B pasJielie
"PA3AEJI 2. CumMeTpUYHBIE U
ACHMMTETPHUYHBIC NIN(PCUCTEMBL." MaTepHaIy.
JIOTIONTHUTENBHO CTYICHTY HEOOX0ANMO
U3Y4IHUTh JIUTEPATYpPy U pa3oOpaTh NpUMeEpHI
BBITIOJTHEHHS IOX00HBIX 3aanuil. [IpoBepka
JIOMAIITHEro 3aJIaHus! IPOBOJIUTCS MO
MMpEACTABIICHHBIM IMTMCbMCHHBIM pa60TaM.
I10020mogKa K npaKmu4eckum 3aHAMUAM:
Wzyuenne matepuana no pasgeny "PA3JIEJI 2.
CI/IMMeTpI/I‘IHBIe 1 aCUMMTCTPUYHBIC
mrppcucTeMbl." MOJrOTOBKA K BBITTOJIHEHUIO
3a7aHUH Ha IPAKTHYECKUX 3aHATHIX
Camocmoamenvhoe usyuenue
meopemuyueckozo mamepuana: Vzyaenne
JIOTIOJTHUTENBHOTO MaTepHaa o paszierny
"PA3JIEJI 2. CuMMeTpu4HbIE U
aCHMMTETpUYHbIE NIH(PCUCTEMBI."

H3yuenue mamepuanos 1umepanmypHsix
UCOYHUKOG:

[1], 1-257
[2], 1-328
[3], 1-136

[7], 116-180




[8], ctp.12-40

3 PA3JIEJI 3. 34 20 Iloozomoeka K meKyuwiemy KOHmMPOJII0:
Kpunrorpaduueckue IToBTOopenue matepuana no pasaeny "PA3JIEJI
MIPOTOKOJIBL, X3~ 3. Kpunrorpadudeckue mpoToKoIbl, X31-
dhyHKIMH 1 (YHKINU ¥ 3JIEKTPOHHBIE TOATHCH"
JIEKTPOHHBIE NOANUCH Ilo0z0mogKa K ayoumopHsim 3aHAMUAM:
3.1 Tema 6. 17 10 ITpopaboTka IeKnnH, BEIOTHEHHUE U
Kpunrorpaduaeckue MOATOTOBKA K 3amuTe 1a0. paboTs
IIPOTOKOJIBL. Ilodzomoexa domawnezo 3adanus:
3.2 | Tema 7. Xaur-¢pyHKun 17 10 IToaroroBka JOMaIIHETO 3a1aHK HAIIPaBJICHA

" 3JICKTPOHHBIC
IOAITHCH.

Ha OTPabOTKY YMEHUI pelieH s
npodeccroHaNBHBIX 3a/1a4. JlomalHee 3agaHue
BBIJIACTCA CTYICHTaM 10 U3Y4EHHOMY B pasjiene
"PA3JIEJI 3. Kpunrorpaduueckie npoToKOJIb,
X3I-(DYHKIMH U 3JICKTPOHHBIC TOAMUACH"
Marepuainy. JlOmOJIHUTENBHO CTYACHTY
HEOOX0MMO M3Y4HUTh JINTEPATypy U pazo0paTh
MIPUMEPHI BHITOJHEHUSI TOJOOHBIX 3aTaHHUMH.
ITpoBepka gOMamIHEro 3aAaHus MPOBOANTCS T10
MIPE/CTABICHHBIM ITHUCEMEHHBIM paboTaMm.
Ilo020mo6Ka K KOHMPOIbHOU padome:
Wzyuenne matepuainos 1o paszaerny PA3EJI 3.
Kpunrorpaduueckie npoTOKOJIbI, X31I-
(GYHKIMY U 3JIEKTPOHHBIEC TIOANUCH U
MOATOTOBKA K KOHTPOJIBHOU paboTe
110020mogKa K NpaKmuuecKum 3auAMuaM:
Wzyuenne matepuana no pasgeny "PA3JIEJI 3.
Kpunrorpaduaeckie mpoTOKOIIBI, X311~
(YHKINU ¥ 3JIEKTPOHHEIE TOMTUCH"
TIOZITOTOBKA K BBITIOJIHEHUIO 3aJaHNH Ha
MPAaKTHYECKNX 3aHATHIX

Camocmoamenvroe usyuenue
meopemuueckozo manepuana: Nzydenve
JIOTIONTHUTEIHHOTO MaTepraa o pasaery
"PA3JIEJI 3. Kpunrorpadudaeckue mpoTOKOIIEI,
X31I-(DYHKIMH ¥ 3JIEKTPOHHBIE TIOATIHCH"
H3yuenue mamepuanos 1umepanmypHsix
UCIOYHUKOG:

[4], 1-512




[5], 1-200
[7], 253-285
[8], cTp. 52-95
OKk3aMeH 36.0 - - - 0.5 - 33.5
Bcero 3a cemecTp 144.0 16 16 16 0.5 60 335
Hroro 3a cemecTp 144.0 16 16 16 2 0.5 93.5

Ipumeuanue: Jlex — nexuuu; JIab — naboparopusie padoTsl; [Ip — npaktudeckue 3ausatust; KIIP — aynuTopHble KOHCYIBTAUU IO KYPCOBBIM

npoektam/padboram; MKKII — unauBuayansHbie KOHCYIbTAIIMU 0 KYpPCOBBIM IpoekTam/padoram; ['K- rpymnoBsie KOHCYIbTAIUU 110 pa3aesaam
muctuiuinaer, CP — camocrositennbHas pabota crynenrta; MKP — unast konraktHas padota; TK — Texynuit koHTpoiis; [TA — npoMexyrodHas

aTTcCcTanuAa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. PA3JIEJI 1. Octoevl kpunmozpagduueckou 3auumvl UHGopMayu.

1.1. BBenenue

Mecto kpunrorpaduyeckoil 3amuThl WHGOpManuMu B obOecrieyeHHH HHGOPMAIMOHHON
6esonmacHoctu.  Ilpenmer, wmenu, 3ajgadd, CoOJAEpkKAHME W CTPYKTYpa  JUCLUILIMHBI
Kpunrorpaduueckue Mero sl 3amuTsl nHpopmanuu (KM3M). bazoBsie 3HaHUS, HEOOXOTUMBIE IS
u3yuyeHust Kypca. Bunael u gopmbl otueTHOCTH. PexomeHnyemble ydeOHbIe MOCOOMS OCHOBHOH U
JIOTIOJIHUTEIIbHOM JINTEPATyphI 110 JUCLUIIIINHE. .

1.2. Tema 1. OcHOBHBIE TOHATHS KpUTITOTpaduuecKoi 3auThl HHOOPMAITUN

Ocobennoctu 3aga4 Kpunrorpaduyeckoit 3amutel nHpopmanuu. HopmarusHas 6a3a B obsactu
kpunrorpadgudeckoit 3amuthl uHbopmaruu. IloHsTne mudpa u npumepbl MUGPOB: MHUDPHI
3aMEeHBI, MEPEeCTaHOBKU, ramMMupoBaHus. TpeOoBanusa k mmdpam. Teopernyeckas CTOHKOCTBH
umdpoB. CosepiieHHO cToikue mudpbl. [IpakTudeckas cTOHKOCTh MUGPOB U MOAXOIBI K €€
oneHke. Ataku Ha mm@psl. [loHsTHe 0 kpunTorpapuueckux nmporokonax. Kpunrocucremsl n ux
BU/IBL..

1.3. Tema 2. OCHOBBI KpUIITOTPAPUUECKUX METOAOB 3AIIUTHI HHPOPMALIUU

Knaccudukanus cpeacts kpunrorpaguueckoi 3amuTel uHpoOpManuu. MaTtemaTuueckue
monenu mugpos. KimoueBas cucrema mudpa. DIeMEHTH MAaTEMAaTHYECKON TeopuH WH(OPMAIIUH.
Mopenn OTKpBITBIX TEKCTOB M MOAXOAbl K PACIO3HABAHUIO OTKPBITOTO TEKCTa. DHTPOIHUHU
mmdpTekcToB W kimoueid. PacctosiHme eamHcTBeHHOCTH mUdpa. KoHeuHble aBTOMATBI, WX
(GyHKIIMOHUPOBAHKUE, BUJBI, CIIOCOOBI 33/laHUs, OTHOLIEHHUS M omepanuu ¢ HumH. Lludpyromme
aBToMartbl. ABTOMaTHBIE Mozenu mudpos. IlceBnocaydaiinpie mociaenoBaTeIbHOCTH. [Toaxombpr K
aHAIM3y OTHUX TMOCJIEI0BaTeNbHOCTEH, TpeOoBaHMs K HHUM M TecTUpoBaHue. JluHeiHbIe
pexyppeHTHble nocienoparenbHoctu (JIPIT) M ux peanuzanusi Ha JUHEHHBIX PETUCTPax CABUIA
(JIPC). JluneitHas  CIOXXHOCTH  MOcCiHenoBaTeNnbHOCTH.  AnroputMm  beprekemma-Meccu.
Kpunrorpaduueckue renepaTopsl U UX BUJBL..

2. PA3JIEJI 2. Cummempuynble U acumMmmempuytvle mudpcucmemol.

2.1. Tema 3. CummeTpuuHble OJ10YHBIE HUQPHI.

[TpuHIMOBI TOCTPOEHUS OJOYHBIX MHUGPOB. AMEPUKAHCKMNA CTaHIApT MH(POBAaHUS JaHHBIX
DES. OreuectBennsbiii crannapt mudposanus gaHnHbix ['OCT 28147-89. Crangapt mudpoBaHus
nanHbiX AES. Pexxumbl ucnonb3oBaHus OMOYHBIX IMIHGPOB. MeToJapl aHalInW3a ajlroOpuTMOB
6souHOrO MmIK(ppoBaHUs. PekoMeHaauy M0 UCIOIb30BAaHUIO AITOPUTMOB OJIOYHOTO MIKM(POBAHUS.
Anroputmsl «obnerueHHoi» (lightweight) kpunrorpaduu u o61acTu X NPUMEHEHUS. .

2.2. Tema 4. [Torounsle mMUQpHI.

Bonpochl CHHXpOHHM3allMKM TMOTOYHBIX cUCTeM MMppoBaHus. CHHXPOHHBIE U ACHHXPOHHBIE
cuctembl. [IpHHIUMIBI MTOCTPOEHUS MOTOYHBIX KPUITOCUCTEM, TPUMEPHI KPUITOCUCTEM. DJIEMEHTHI
KPHUITOAHAJIN3a MOTOYHBIX MH(POB..

2.3. Tema 5. KoHneniusi KpUIITOCUCTEM C OTKPBITHIMU KJIIOYaMH U €€ peanu3anus Ha 0aze
MOJYJISIPHOM apu()METHKHU U IIITUITHYECKUX KPUBBIX.

OnnonanpasieHdbie PyHKIUH. OCOOEHHOCTH UCTIOIBb30BAaHUSI ACUMMETPUYHBIX KPUIITOCUCTEM.
HIudppcuctema RSA, BozmoxkHble ataku Ha Hee. lludpcucrema Dnb-I'amans. Koauposanue u
mdpoBanue, mudpcucrema Mak-Onuca. [ludpcuctema Ha OCHOBE «IIpPOOIEMBI PIOK3aKay.
HIudpcucrema [Nonura-Xemmana. KpunrocucremMsl Ha SITUITHYECKUX KPUBBIX..



3. PA3JIEJI 3. Kpunmozpaduueckue npomoxoavl, Xoui-OYHKYUU U 31eKMPOHHble NOONUCU

3.1. Tema 6. Kpunrorpaduueckue mpoTOKOJIBI.

[Tonsatne  kpunTorpaduueckoro  mpoTokona. Mnentuduxamms W ayTeHTHDUKAIUSL
noab3oBarenei. IIpoTokonsl pacnpeneneHue KiIrO4ed C HCHOJIb30BAHUEM CHMMETPUYHOIO U
acuMMeTpuyHoro mmdpoBanus. OTKpbITOe  pacnpeneneHue  kmoueil.  IlpeaBapurensHoe
pacripeniesieHue Kiroueil. ATaku Ha MIPOTOKOJIBI pacrpenesneHus kiaroded. Kpunrorpaduyeckue
IIPOTOKOJIbI HA AIIJIMITHYECKUX KPUBBIX..

3.2. Tema 7. Xou-yHKIIUU U JIEKTPOHHBIE TIOIITHUCH.

[Tonstue X5m-QyHKIMHA UM UX MpeaHazHaueHue. Tumbl Xom-(QyHKIUH 1 TpeOOBaHUS K HHUM.
Peanuzanus xsm-¢pyHKUMi ¢ nomouplo 0J04HbIX MM(poB. OAHOHANpaBIEHHbIE X3I-(DYHKIMH.
ATaku Ha X31I-(QyHKIMU. MeTOIbl BEIYMCICHUS KOJUTM3HH [Tt X3 -pyHKuuid. CTaHIapThl Ha X31I-
¢ynkuuu. IToHATHE 37MEKTPOHHON MOANUCH U €€ Hclojb30BaHHE. [loAXOoAbl K CO3/IaHUIO CXeM
DIIEKTPOHHON moAnucH. LlenmocTHOCT MaHHBIX W ayTEHTHU(UKAIMS COOOMICHHNA. AJNTOPUTM
3iekTpoHHOW mnoanucu RSA. AnropuTtM 3ieKTpoHHOW mnoanucu Oib-I'amans. AJroputm
anekTpoHHoM moxanucu DSA. Cxembl cienoil u HeocropuMoil noanucu. CraHmapTel Ha
3JIEKTPOHHBIE TOIHCH..

3.3. TeMbl NIPaKTHYECKUX 3aHATHH
1. ITorounsle mudpsl. [IpuMepsl peanu3anuy CHHXPOHHBIX U aCUHXPOHHBIX IU(POB.;
2. Cummerpuunbie 6510uHbIe UG PEL. Peann3anus onepanuii OTeueCTBEHHOTO CTaHIapTa
mudpoBanus qaHHaex [[OCT 28147-89.;
3. Cummerpuunsbie 61o4nbie mudpel. Ctanaapt mmdposanus nanasix AES. Peannszanus
BbIUKCIICHHM B KOHeUHBIX moyisix ["amya GF(28). Peanuzanus onepauu BS. O6paboTka
YeThIpeXx-0aliTOBBIX MACCHBOB (CIIOB).;
4. ITonarue X>1m-QpyHKUUN U UX IpegHasHaueHue. Tumsl xam-QyHKIuil 1 TpeGoBaHMsI K HUM.
Peanu3zanus xam-QyHkuuii ¢ noMonibio 0J049HbIX mKdpoB. OJHOHANIPABIEHHbIE XAIII-
¢byHkuuu. ATaku Ha X31-QyHKIUH. MeTobl BIYUCIEHUS KOJUTU3UN IS X3 -(DyHKIUH.
Cranpaptel Ha X31-QyHKIUY. [IoHATHE 31EKTPOHHON MOMUCHU U €€ UCTIOJIb30BaHUE.
[Tonxobl K CO3IaHUIO CXEM IEKTPOHHOM noAnucH. LleaocTHOCTh JaHHBIX U
ayTeHTU(UKaKs COOOIIEHUNH. ANrOpUTM 3J1eKTpoHHOM noanucu RSA. Anropurm
IEKTPOHHOM noanuck Jib-I"amansa. Anroputm anexkTpoHHOM noanucu DSA. Cxewmsl cienoin
1 HeocriopuMoil noanucu. CTaHaapThl Ha ANEKTPOHHBIE TIOITUCH.;
5. Kpunrorpagudeckue renepatopsl 1 UX BUJbl. OUIBTPYIOLIME FeHEPATOPHI.
Komb6unupyromue renepatopsl. I'eHepaTopbl raMMbl ¢ HEPABHOMEPHBIM JABUKEHHUEM.
I'eHepaTOpBI C TOMOJHUTENBHOMN TaMATHIO.
6. [lceBnocnyyaitnble mocaenoBaTebHOCTH. [loaX0abI K aHAINU3Y 3TUX
nocje0BaTeNbHOCTEN, TpeOOBaHUS K HUM U TecTUpoBaHue. JInHEeHbIe peKyppeHTHbIE
nocnenoBareabHocTH (JIPIT) 1 ux peanuzanms Ha nuHeWHBIX peructpax casura (JIPC).;
7. DneMeHTHI KpUIITOaHANIN3a MK(POB MPOCTOH 3aMeHBI, IN(POB NEPECTAHOBKU U MM (POB
raMMHpPOBaHUS.;
8. Xomr-¢pyHkuuu. Peanuzamust xam-QyHKIUN ¢ TOMOIIBI0 OJOYHBIX HIM(POB U CIEIUATBHBIX
anroputMoB. OTe4eCTBEeHHBIN CTaHIaPT Ha X3UI-PYHKIINH.;
9. Cummerpuunsble 6104nble mUQpbl. CTanaapt mudposanus nanusix DES. Peanuzanus
npe-obpazoBanuii netau deiicrens. ['eHepupoBaHre payHIOBBIX KITFOYCH. ;
10. Onextponnsie noanuck. [Ipumeps! peanusanuu anropuTMOB NIEKTPOHHON MOIITUCH
RSA, Onp — TI'amans u DSA. OteyecTBEHHBIN CTaHAAPT HA AIEKTPOHHYIO MOIHUCH.;
11. Acummerpuunble mudpcructemsl. Peannsanus pacmupenHoro anropurMa EBkina u ero
Moaudukanuu B Buae metona [aycca. Peanuzamus mmdpcuctemsr RSA.;
12. JInneliHas CI0KHOCTH MOCIIEI0BATENILHOCTH U €€ OIIPEIEICHUE TOCPEICTBOM
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UCIIONIb30BaHus anroputMa bepnexkemmna-Meccu.;
13. Kpunrorpadudeckue npoTokosl. [Ipumeps! MpOTOKOIOB HACHTH(UKALINH 1
ayTeHTU(UKALINKU TTOIb30BaTeNeil U KPUITOMPOTOKOJIOB HA SJUIMNTHYECKUX KPHUBBIX..

3.4. TeMbl 1a00paTOPHBIX padoT
1. JJTabopaTtopHnas padota Ne 1. Mcmonap30BaHue KIACCHUYECKUX KPUITOAJITOPUTMOB
MOJICTAHOBKH U MIEPECTAHOBKH IS 3AIIUTHI TEKCTOBOW MH(OpMAIIHH.;
2. JJabopartopHnas padota Ne2. MccnenoBanre pa3audHbIX METOJIOB 3aIUTH TEKCTOBOM
UH(OPMALIUU U UX CTOUKOCTH Ha OCHOBE MOA00pa KIroueii. ;
3. JlabopaTtopHas padota Ne3. [lludpoBaHue METOIOM CKOJIB3SIICH MEPECTAHOBKH.
4. JlTaboparopuas pabota Ne4. Crangapt cummeTpuyHoro mudpobanus AES.;
5. JlabopaTtopHas pabota Ne5. DieKTpOHHAsI MOJIHUCH..

3.5 KoncyabTanuu

Texywui koumpoas (TK)

1. KoxcynpTanuu HamnpaBieHbl Ha NOJY4YEHUE MHIMBUAYAIBHOTO 3aJaHMsl Ul BBITOJIHEHUS
KOHTPONBHBIX Meponpusitiii mo pasgeny "PA3JEJI 1. OcHoBbl KpunTorpadu4eckoi

3aImuThl HHGoOpMaIruu."

2. KOHCYJH)TEIIII/II/I HaIpaBJICHBI Ha IMOJYYCHHUEC MHAUBUAYAJIBHOI'O 3aAaHWs JJIs BBIIIOJHCHUSA

KOHTpPOJIbHBIX ~ Meponpustudi  no  pasgeny "PA3JIEJT 2. CummerpuuHbie

ACHMMTETPUYHBIC H(PCUCTEMBL."

u

3. Koncynpranum HampasieHbl Ha MMOJIy4Y€HUE MHIUBHUYaIbHOIO 3aJaHUS JJIS BBITOJHEHHS
KOHTpPOJIbHBIX Meponpustuil no pasaeny "PA3JIEJI 3. Kpunrtorpadguueckue npoTokoisl,

X31I-()YHKIIMH U JIEKTPOHHbBIE TOIHCH"

3.6 TemaTnka KypcoBBIX MPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTeHIIU

Howmep paznena O11€HOYHOE CPEeJICTBO
3arIaHMpOBaHHBIC PE3YAbTAThl 00YUYEHUS 110 JUCLUIUINHEI (B (TUII ¥ HAUMEHOBAHHUE)
JUCLUIUINHE Kozp! unaukaTopos COOTBETCTBUH C
(B COOTBETCTBUH C pa3zeiioM 1) n.3.1)
1] 2] 3

3HATh:

JEHCTBYIOIIYIO KJIacCH(PHUKALUIO CPEICTB
KpUNTOTrpaguuecKor 3alUThl HHPOPMALIUN

[1K-1(KoMneTeHus) + Pedepar/3ammura pedepara

CYUIHOCTh CUCTEMHOTI'0 MOJIX0/1a K 3alIuTe HH(opMaluu JomamrHee 3a1anue/3amura JOMaIIHETO
[TK-4(Komnerenuus) + 3ananus «/lemmppoBanue KIIacCCHYECKNX
10007(00) 010): %
COCTOSIHME HOPMATHBHO-3aKOHO/IaTEIbHOM 0a3bl U Jlomarminee 3aianue/3ammnra JOMaIIHETo
CTaHJIapPThI B 00JIACTU KPUNTOrPaPUUECKO 3aIUTHI [TK-4(Kommnerenius) + 3ananus «/lemudpoBanue Ki1accu4ecKux
nHbOopMauu mdpoB»
KJ1acCUpUKaINI0, TpeOOBaHMsI K mH(pamM U OCHOBHBIE JlomamnnHee 3a1anne/3ammTa JOMaTHero
XapaKTepUCTHKU U (POB OK-5(Kommnerenius) + 3ananus «JlemudpoBanue Ki1accu4ecKux
mudpoB»
MPUHIUIBI TOCTPOECHUS! COBPEMEHHBIX KPUITOCUCTEM U Pegepar/3amura pedepara
KPHITOTPOTOKOIIOB TICK-2(K KonTponbhas padota/KonTposbHas paboTa
OMIIETEHLINA) +
Nel «CummeTpuiHbIE U ACUMMETPUYHBIE
KPUIITOCHCTEMBD)
YMersn:

IMOJIB30BAThHCA CTAHAAPTHBIMU MAaTCMATHYCCKUMU
MCTOdaMU IIPpHU AHAJIN3C KpI/IHTOFpaq)I/ILICCKI/IX AJITOPUTMOB

TTK-1(Kommererus) + Pedepar/3amura pedepara

(dhopMyTUpOBaTh M peliaTh 3a/1a9u MTPOCKTUPOBAHMS Kontponbnas pabora/KonTponsHas pabora
3alUIIEHHBIX TPO(eCcCHOHATbHO-OPHUEHTUPOBAHHBIX Nel «CumMmeTpuyHBIC U aCHMMETPUYHBIE
HL pod p P [TK-4(Kommerenius) + P p

ABTOMATH3MPOBAHHBIX CHCTEM C MCIIOJIb30BaHUEM KPUIITOCHCTEMBD
KPUNTOTpapHUECKUX METOIOB
MPUMEHATH HA MPAKTUKE TIOJIOKEHUS 3aKOHOB PD 1 Pedepar/3amura pedepara
BEJOMCTBEHHBIX HOPMAaTUBHBIX aKTOB B obsactu 3ammtel | OK-5(Kommnerenuus) + +

Konrponsnas padora/KonrposnbHas pabora
nHpopManuu
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No2. «Kpunrorpaduaeckue mpoTOKOIIbI,
X3MI-(QYHKIH U JICKTPOHHBIE TIOIITHCH)
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
8 cemecTtp

®dopma peanuzanuu: 3anmra 3aaaHus
1. 3amuTa nomarnero 3ananus «/lemmdposanue kiraccuueckux mudposy» (JomamHee
3aJIaHHE)
2. 3amuTa pedepara (Pedepar)

Dopma peanuzauuu: ITucbmMenHas padbora
1. Kontponbnas padora Nel «CuMMeTpuyHbIE U aCHMMETPUYHBIE KPUTITOCUCTEMBI»
(KonTpoawpHas pabora)
2. Kontponbnas padora Ne2. «Kpunrorpaduueckue mpoTOKOIb, XA -PyHKIUU 1
aekTpoHHbIe ToAnuck» (KoHTposibHas paboTa)

bamibHO-pedTUHTOBas CTPYKTYpa AUCLUILIIMHBI SBISETCS MPUIOKEHUEM A.

4.2 IIpoMe:XyTOUYHasI aTTECTALUSA 110 AU CHMUILJIMHE

Okzamen (Cemecmp Ne§)
Onenka ompenensercs B cooTBeTCTBUM C [lonokeHuem o OayIbHO-PEHTHMHIOBOM cHUCTeME AJIs
cryneatoB  HUY «MDW» Ha OCHOBaHMM CEMECTPOBOM M 3a4eTHOM / SK3aMEHAIIMOHHOH
COCTaBJIIAIOIIUX.

B numiom BeICTaBIsIeTCS OIICHKA 3a 8 CEMECTP.

IIpumeuyanue: OLeHOYHBIE MAaTEPUAIIbI 110 TUCIUITIIMHE PUBECHBI B (DOH/IE OLIEHOYHBIX
matepuaios OITOII.

5. YYEBHO-METOANYECKOE OBECIIEYHEHUE JUCIUIIJINHbI

5.1 MleyaTHbIe U 3JIeKTPOHHbIE H3IAHUSA

1. ba6am, A. B. Kpunrorpadguueckue MeTo/ 1! 3alUThl UH(OPMAIMH : y4eOHUK IO HAlpaBJIEHUIO
"ITpuxnannas uapopmatuka" / A. B. babam, E. K. bapanosa . — M. : KnoPyc, 2016 . — 190 c. —
(bakanaBpuar u maructparypa) . - ISBN 978-5-406-04766-8 .;

2. bonoros, A. A. DneMeHTapHOE BBEJICHUE B SJUIMIITUYECKYIO Kpunrorpaduto. IIpoTokosnsl
Kpunrorpadguu Ha ammunTudeckux kpusbix / A. A. bonotos, C. b. I'amkos, A. b. ®posnos . — 2006 .
—280 c. - ISBN 5-484-00444-6 ;

3. babam, A. B. UndopmanmonHas 6€30macHOCTh: 1a00paTOpHBIN MPAKTUKYM : ydeObHoe mocobue /
A. B. babam, E. K. bapanosa, 0. H. MensHuKOB . — 2-¢ u31., crepeotun . — M. : KnoPyc, 2013 . —
136 ¢. + CD . — (bakanaspuar) . - ISBN 978-5-406-02760-8 .;

4. babam, A. B. Kpunrtorpadus / A. B. ba6am, I'. I1. llankun ; Pex. B. I1. llepctiok, D. A.
[Mpumenko . — M. : Comon-IIpecc, 2007 . — 512 ¢. — (Acnekts 3ammThl) . - ISBN 5-934551-35-3 ;
5. Knanos, O. H. Dmmuntuyeckue kpusble. OCHOBBI TEOPUU U KpUNTOrpaduyecKue IpuaokeHus /
O. H. XKnanos, B. A. Yankun, Cub. aspokocmuyeckas akaa. uM. M.®D. Pemernesa . — M. :
Omurtopuan YPCC, 2013 . — 200 c. — (OcHoBsl 3amutsl nHGOpManmn) . - ISBN 978-5-397-03230-8

6. Cmapr, H. Kpunirorpadus : nep. ¢ anrin. / H. Cmapt . — M. : Texaocdepa, 2005 . — 528 ¢. — (Mup
nporpammupoBanus) . - ISBN 5-948360-43-1 .;
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7. 'amikos, C. b. Kpunrorpadguueckue MeTo bl 3aIUTH HHPOPMALIKH : yueOHOe ocodue s
BY30B 110 HampasieHuto "[Ipuknagnas matemaTuka u nuapopmaruka" u "Mubopmarmonasie
texHonorun" / C. b. amkos, D. A. Ilpumenko, M. A. Uepennes . — M. : AKAJIEMUS, 2010 . —
304 c. — (Bricmiee npodeccuonanbHoe oopazoanue) . - ISBN 978-5-7695-4962-5 .;

8. Psi6ko b. 5., ®uonos A. H.- "Kpunrorpapudeckne Metonsl 3auutsl nHpopmanun”, (2-e u3.,
crep.), U3marensctBo: "["opsiuas nunus-Tenekom", Mocksa, 2017 - (230 c.)
https://e.lanbook.com/book/111097.

5.2 JIuueH3MoHHOEe U CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoe odecneyeHue:
1. CO "TIpomereit";

2. Office / Poccuiickuii makeT 0(h)UCHBIX IPOrpamMM;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Maitnn BuaeokoHdepeHmy;

5. Visio.

5.3 UnTepHeT-pecypcsl, BKIOYas NMpodeccuoHaTbHble 0a3bl JAHHBIX H HHGOPMALIMOHHO-
CIIPaBOYHbIE CHCTEMBI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 0u0J1M0TeKa OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3JiekTpoHHasi Gub.moreka - https://elibrary.ru/

4. ba3a nannbix Web of Science - http://webofscience.com/

5. ba3za qannbix Scopus - http://www.scopus.com

6. 9BC "KoncyabsTanT crygenta' - hitp://www.studentlibrary.ru/

7. Kypuaa Science - https://www.sciencemag.org/

8. Dnexrponnas o6udmoreka MOU (36 MOH) - http://elib.mpei.ru/login.php

9. Uudopmanmonno-cnpaBouHasi cucrema «Komexc/Texakenepr» - Http:\\proinfosoft.ru;
http://docs.cntd.ru/

10. HaumoHaIbHBII NOPTAJ OHJIAIH 00y4ueHns1 «OTKpbITOE 06pa3oBanue» - https://openedu.ru
11. OTkpbITas ynuBepcuterckas nHgpopmaunonHas cucrema «POCCHUSD» -
https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomeneHus Homep ayauropun, OcHamenue
HAaUMMCHOBAHUC
VYueOHbIe ayAUTOPUH IS K-601, YueOnas rapTa co CKaMbel, CTOJ IIPernoiaBares, CTy,
IIPOBEJECHUS JIEKIINOHHBIX ayuTopus TpuOyHa, T0CKa MeJIoBast, MyJIbTUMEIUHHBIN
3aHATUHI U TEKYIETO TPOEKTOP, IKPaH
KOHTPOJIA A-300, YyeOHnas Kpeciio pabouee, nmapra, CTeJIaxX, CTOJ
aynutopus "A" npernojaBaTesis, CToa y4eOHbIH, cTyl, TpuOyHa,

MHUKPO(DOH, MYTbTUMEAUHHBIA TIPOEKTOD,
9KpaH, J0cka MapKepHasi, KOJIOHKH,
TEeXHUYECKas amnnaparypa, KOHJUIIHOHED,

TEJIEBU30P
YueOHbIC ayAUTOPUH IS A-317, YaeOHas MmapTa co CKaMbe, CTOJI MPenoaBaTes, CTyJl,
MPOBEACHUS ayIUTOpUs JIOCKa MeJIoBast
MPAKTUYECKUX 3aHITUH,
KP u KII
YueOHbIC ayAUTOPUH IS A-317, YaeOHas MapTa co CKaMbel, CTOJI MPENoIaBaTes, CTyJ,
MPOBEACHUS ayIUTOpUS JIOCKa MeJIoBast

71a00paTOPHBIX 3aHATUN
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YueOHbIC ayAUTOPUH IS

K-120, MammHHBII

cepBep, KOHIUITUOHED

MPOBEICHUSA 3an MBI
MIPOMEKYTOUYHOM A-317, Yuebnas napTa co CKaMbei, CTOJI IIpenoaaBareis, CTyl,
aTTecTalnuu aAyIUTOPUS JIOCKa MEJIoBast
[Momewmenus mst HTB-303, CTOJI KOMITBFOTEPHBIN, CTYJI, CTOJ
CaMOCTOSITEITLHON pabOTHI KomrnbrorepHblit MHUCHMCHHBIN, BEITAIKA JIUIST OJICKIbI,

YUTAJILHBIN 341

KOMIIBIOTEPHAsI CEThb ¢ BBIXOIOM B IHTEpHET,
KOMIIBIOTEP MEPCOHAIIBLHBIN, IPUHTED,
KOHIAMIIMOHED

ITomenienus mis

A-317, Yuebnas

mapra co CKambei, CTOJI IpenoaBaTeis, CTyl,

KOHCYJIbTUPOBaHUS ayJIuTopus JI0OCKa MeJIoBast
[Tomemenus ans xpanenus | K-202/2, Cxnan CTeJUIaX I XPaHEHUS UHBEHTAps, CTOJI,
o0opyIoBaHUs U y4€OHOTO kadeapsr BUT CTyJI, mKad sl JOKYMEHTOB, IIKad s

VHBEHTaps

XpaHEeHUs1 UHBEHTaps, TyMOa, 3a1lacHbIe
KOMILJIEKTYIOIME [ 000pyIOBAHHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

Kpunrorpaduueckue MeTo bl 3a1IUTHI HHOOPMAIIUU

(Ha3BaHME AUCIMILIMHBI)

8 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2

KM-3

KM-4

3ammra gomarrHero 3ananus «/lemmdpoBanue kiaccuueckux mmdpoy (lomainHee 3anaHue)
Konrtponbnas padora Nel «CummeTpuyHbIe B aCUMMETpHYHBIE KpuniTocucteMbl» (KoHTponpHas
pabora)

Konrtpomnbnas padora Ne2. «Kpuntorpadudeckne mpoToKOIbl, X3II-()YHKIIUUA U 3JIEKTPOHHBIE
noanucu» (KonTponbHas padora)

3amuta pedepara (Pedepar)

Bujx npome:xyTo4HOI aTTecTanmu — JK3aMeH.

WNnupexe KM- | KM- | KM- | KM-
Howep Paznen qucuumimHbl KM: L 2 3 4
paszena H Henens 4 8 12 15
KM:
1 PA3JIEJI 1. OcHOBBI KpunTOrpaduuecKon 3anuThI
uHpopmanuu.
11 BBenenue + +
12 Tema 1. OcHOBHBIE MOHATHUS KPUNTOIPahUUECKON 3allUThI + +
' uHpopMaLuu
13 Tema 2. OcHOBBI KpUNTOrpadhuIeCKUX METOI0B 3aIUThI + +
' uHpopMaLuu
2 PA3JIEJI 2. CumMmeTprUYHBIE U ACUMMTETPUYHBIE
HIU(PPCUCTEMBI.
2.1 Tema 3. CumMeTpuuHbIe OJIOYHBIE MU(PHI. + +
2.2 Tewma 4. [ToTounbie HQPHL. + +
Tema 5. KoHuenus KpUNTOCUCTEM C OTKPBITHIMH KITFOYaMU
2.3 U ec peaym3anus Ha 0a3e MOIYISIPHON apu(PMETUKH U + + +
HIUTMIITUYECKUX KPUBBIX.
3 PA3JIEJI 3. Kpunrorpadudeckue npoToKobl, X3I-(QyHKIUN
Y DJIEKTPOHHBIE MOAINCH
3.1 Tema 6. Kpunrorpadudeckue npoToKobl. + +
3.2 Tema 7. Xou-QyHKIUH U SJIEKTPOHHbBIE TTOIUCH. + +

Bec KM, %: | 25 25 25 | 25
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