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JlabopaTopHbie pa6oThI

He NMPeyCMOTPEeHO YUeOHbIM IIAHOM
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MPOBOJIUTCHA B paMKaX 4YaCoB ay/IMTOPHbIX 3aHSATHH

CamocrosiTesibHasi padoTa

8 cemecTp - 147,7 yaca;

B ToM unciae Ha KII/KP

He MPeyCMOTPEHO YUeOHBIM MJIAHOM

HNnasi koHTaKkTHas padoTa

MPOBOJIUTCHA B paMKaX 4YaCoB ay/IUTOPHbIX 3aHSATHH

BKJIIOYasi:
KontpoabsHas padora

IIpome:kyTouHast aTTecTALUS:

3ayer ¢ OLEHKOM

8 cemecTp - 0,3 yaca;
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1. EJIX 1 3AJAYHN OCBOEHMUSA JUCIIUITJIMHbI
Leasb ocBoeHusi qucuunauHbl. OcBoeHHE 00y4YarOUIMMHUCA NMPO(YECCHOHAIBHBIX KOMIIETEHIHH,
3aKJIIOYAIOIIUXCA B OOIIed TOTOBHOCTH M CHOCOOHOCTH NPHUMEHSTh Ha NPAKTUKE IpeliaracMble B
HACTOsIIee BPeMsl METOJbI 3allUThl KOH(UIEHIHaNbHOM nHpopManuu (IpaBOBbIE, OPraHU3ALMOHHBIE,
IpOTrpaMMHBIE U allllapaTHbIE) IPH OPTaHU3ALNHU U MOIECPIKKE AIEKTPOHHOTO OH3Heca
3agaum JUCHMIIIUHBI
- IOJTyYCHUS TEOPETUUECKUX 3HAHUN B 00JIACTH MPUMEHEHHUS 3alIUTHBIX MEXaHU3MOB TPU
OpraHu3allK U BEIEHUU JIEKTPOHHOr0 OM3Heca;
- IOJTyYeHUS IPAKTUYECKUX HABBIKOB B 00JaCTH MPUMEHEHUS 3aIIUTHBIX MEXaHU3MOB TIPU
OpraHu3alliM U BEIEHUU 3JIEKTPOHHOI0 OM3Heca.

dopmupyembie y 00y4aronierocs KOMneTeHIHH U 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JTUCHHUIIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTEeHIHI !

Kon n HanmeHoBanue Kon u HaumeHOBaHMe 3anaHupoBaHHbIE Pe3yJbTATHI 00yYeHH s
KOMIIeTeHLH HHIUKATOPA JOCTHKEHHS
KOMIETEeHINU

[TK-3 criocoGHOCThIO 3HATh:
aJIMUHUCTPHUPOBATD - METO/IbI 3aIIUTHI KOH(PHICHIIUATbHON
MMOJICUCTEMBI uHpopmanuu (IpaBoBkIE,
UHGOPMAIMOHHOM OpraHHU3alOHHbIE, IPOTPAMMHBIE U
0e30IMacHOCTH 00BEKTA anmnapaTHbIe) IPU OPraHU3alUU U
3aIHATHI MOJJEPKKE ANEKTPOHHOTO OH3HECA.

YMETB:

- aIMUHUCTPUPOBATH MOJICUCTEMBI
nH(pOopMaMOHHOM 0€30IMacHOCTH 00BbEKTa

3aIIUTHI.
[TK-13 cnnocoGHOCTHIO 3HATh:
IIPUHUMATH Y4aCTHUE B - IPUHIUIT OpraHru3allvi BBITIOJTHCHUA
dopmMupoBanum, KOMIUIEKCa Mep Mo 00eCIedeHHI0
OpraHM30BHIBATH U nH(pOpPMaAIIMOHHOM 0€30MMaCHOCTH.
noAACPKUBATH BBITIOJIHCHUEC
KOMILIIEKCa Mep 0 YMETB:
00ecreyeHnIo - IPUMEHSTh HAaBBIKH B 00J1aCTH
I/IH(l)OpMa]_II/IOHHOf/'I MPUMCHCHUA 3alIUTHBIX MCXaHU3MOB IIpH
0€30MaCHOCTH, YIPABIIATh OpraHu3aIluH U BEJICHUU JICKTPOHHOTO
MPOLIECCOM HX pealTH3alliy OusHeca;

- OPTaHU30BBIBATh U TOJICPKUBATD
BBITTOJTHCHHUE KOMILICKCAa MEP IO
o0ecrnieyeHHIo HH(OPMAIIMOHHOMN
0€30MaCHOCTH OpPTaHM3aINH.

2. MECTO JUCIUILIVHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOT'PAMMBI BO

JlucuuruimHa OTHOCHUTCS K 4acTH, (GopMupyemMoil ydacTHHKaMu 00pa30BaTEeNbHBIX OTHOIICHHUN
O5oka JUCHMIUIMH OCHOBHOM mpodeccrHoHalbHOW oOpa3zoBaTenbHONH mporpamMme besomacHocTh
aBTOMaTHU3MpoBaHHBIX cucteM (nanee — OIIOII), nanpasienust noaroroBku 10.03.01 Mudopmarnmonnas
0€3011aCHOCTb, YPOBEHb 00pa30BaHMs: BbICIIEE 0Opa3oBaHUe - OaKalaBpHar.

bazupyercs Ha ypoBHE cpeaHero oomero oopa3oBaHusl.




P€3y.HBTaTI>I O6y‘ICHI/ISI, MOJIYYCHHBIC TPpHU OCBOCHUU JUCHUIIIINHBI, HCOGXOI[I/IMBI IIPpU BBIITOJIHCHUN
BBITTYCKHOM KBJIM(PUKAIIMOHHON pabOTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

Pasnensr/TeMsl
JTUCIUTUTAHBL/ (D OPMBI
IIPOMEXKYTOUHOMI
aTTecTalluu

Ha paszen

Cemectp

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

KonrakTHas pabora

CP

Jlex

JIab

IIp

Koncynpranus

HKP

KIIP I'K

HKKII

TK

A

Pabora B
ceMecTpe

ITonroroBska x
aTTecTalun
/KOHTPOJIb

CopneprkaHue caMOCTOSTENTFHON paboThl/
METOIUYECKHE YKa3aHHs

2

]

~

8 9

10

11

12

13

14

15

OCHOBHEIE MOJIENIH
3JIEKTPOHHOU
KOMMEPIHU

|| Becero sacos

oo

|~

10

11

Tema 1. Beenenue B
JTUCIUTUIAHY

18

10

Yrpo3sl 6e30macHOCTH
3JIEKTPOHHOU
KOMMEPITHH U
AIEKTPOHHBIX

IUTaTEXKEMH.
Be3omacHoCTh
0aHKOBCKHX CTPYKTYP

44

36

2.1

IToreHUMAILHEIE
YTPO3bI AIEKTPOHHOTO
Ou3Heca

14

12

2.2

ITocTpoenue Mmoaenu
3JIOYMBINUJICHHHUKA

14

12

2.3

Knaccudukanus
MPECTYIUICHUH B
AIIEKTPOHHOM OHM3HECE

16

12

Mertopsl U cpeacTBa
obecnedeHus
nHGOPMATMOHHON
0e30IMacCHOCTH
AJIEKTPOHHOTO OM3HEca

56

48

3.1

[IpaBoBbIC OCHOBBI
obecrieueHus
nH}popMannoHHOH

14

12




0e30MacHOCTH

3.2

MeTo/p1 KOHTPOJIS U
pasrpaHHYeHUs
JocTymna K
nHpOpPMAUH

14

12

3.3

Hcnons3oBanne
MEXaHU3MOB U CPENICTB
Kpunrorpaduaeckoit
3aIIUTH HHPOPMALIAU B
cHcTeMax
AIEKTPOHHOTO OM3HECca

14

12

3.4

OcHOBBI O€30T1aCHOCTH
3JIEKTPOHHOU TOPrOBIIU
Ipy UCIIO0JIB30BaHUU
TIJIaCTUKOBBIX KapT.

14

12

ITomuTuka
nHpopManOHHOH
0€30I1acHOCTH.
[TocTpoenue cuctem
0€e301IacHOCTH
JJIEKTPOHHOTO OH3HECa

44

36

4.1

TTomuTHnka
HHPOPMALMOHHOM
0€30IaCHOCTH B
CHCTEMaX AIIEKTPOHHOMH
KOMMEpIHU

16

12

4.2

Crannapr
LenTtpansHOTO OaHKa
Poccuu o 3ammure
undopmanuu (CTO BP
MBBC-1.0-2008
«O0ecneyenue
nH}popMannoHHOH
0e30IMacCHOCTH
opraHuzanuit
0aHKOBCKO# CHCTEMBI
Poccuiickoi
denepanym» (¢
m3Mmenerusmu 2010 u

14

12




20141.)

4.3 | OcHOBBI NOCTPOCHHUS U 14 1 - 1
MEHEKMEHTA CHCTEM
6e3omacHocTH
AIEKTPOHHOTO OM3HEca.
Aynur cuctem
HHPOPMATNOHHON
6e3omacHoCTH
ANIEKTPOHHOTO OM3HECa

3adeT ¢ OLIEHKOH 18.0 - - - - - - - 0.3 - 17.7

Bcero 3a cemectp 180.0 16 - 16 - - - - 0.3 130 17.7

16 - - 0.3 147.7

Hroro 3a cemecTp 180.0 16

IIpumeuanue: Jlex — nexuuu; JIab — naboparopHsie padboTsl; [Ip — npaktuyeckue 3ausatust; KIIP — aynuTopHble KOHCYIbTALUU IO KYPCOBBIM
npoektam/padoram; UKKII — nnauBHIyanbHbIe KOHCYIBTAIIUH 110 KypCOBBIM IIpoekTam/padoram; ['K- rpynmoBsie KOHCYIbTallMK TIO pa3ieinaM
mucuuiuiniel; CP — camocrostenbHas padora crynenTa; UKP — unas konraktHast padora; TK — Texymumii koHTposb; [TA — npomexxyrounas

arrecranusa



3.2 KpaTkoe coaep:kaHue pa3iejioB
1. OcnosHble MoOenu INeKmMpPOHHOU KOMMEPUUU

1.1. Tema 1. BBenenue B qJUCUUILUIMHY
OcCHOBHBIC TIOHSITHSI ¥ TEPMHUHBI AIEKTPOHHOW KOMMepIHH U OuzHeca. [loHATHE 3IEKTPOHHOM
koMMepiuu. Kpatkuit 0030p OCHOBHBIX MOHATHHA. THITONOTHS JIEKTPOHHONH KOMMEPITUH.

2. Yeposui beszonacnocmu 3JZ€Kmp0HHOZZ Kommepuuu u 3J1eKmMpOHHbIX niameicell.
beszonacuocms bankosckux cmpyKkmyp

2.1. IloTeHanbHble yTpo3bl AIEKTPOHHOTO OM3HEca
OcHoBHBIE 33aun o0ecrnieyeHHs 0e30MacHOCTH MH(OpMaLUK XO035ICTBYIOIIEro CyObeKTa Mpu
BEJICHHUH JJICKTPOHHOTO OU3Heca.

2.2. HOCTpOCHI/Ie MOZCIIN 3JIOYMbIINIJICHHUKA
HCJII) 3JIOYMBIIIJICHHUKA, ITYTU IPOHUKHOBCHUA, CPCACTBA aTaAKU, ITOATOTOBKA U NOJIKHOCTD.

2.3. Knaccudukarus npecTyIryIeHH B 3JIeKTPOHHOM OM3Hece
Knaccugukanus u obmas XxapakTepucTuKa KOMIBIOTEPHBIX MPECTYIUICHNH. AHAIN3 W OICHKA
MOCJIE/ICTBUIM KOMIIBIOTEPHBIX MPECTYIUIEHU HA OCHOBE COBPEMEHHOU CTaTUCTUKHU.

3. Memooul u cpedcmesa obecneyerus UHGOPMAUUOHHOU OE30NACHOCINU JIeKMPOHH020 busHeca

3.1. [IpaBoBBIe OCHOBBI OOecTieYeHHs] HHPOPMAIIMOHHOM 0€30MacCHOCTH

3aKOHOJATETLCTBO W HOPMATHUBHO-TIPABOBOE peryinupoBaHue B chepe wuHDOpMAMOHHON
6e3onacHocTH. [IpoOGimeMbl obecriedeHus: 0€30MaCHOCTH AJIEKTPOHHOrO OW3HEca IpH padboTe B
Internet. MeTob! u cpencTBa 3amuThl HHGOpMaIuu pu padote B Interne.

3.2. MeTo1bl KOHTPOJISL ¥ pa3rpaHUyeHHs 10CTyNa K HHGOpMaIuu

Nnentuduxanuss u ayreHTHUPUKALMSA. DJIEKTPOHHBIE KIHOYM. buoMmerpuueckue MeEToabl U
cpenctBa. [lpumenenne OpaHAMAay’poB IS 3aIIUTHl WH(GOPMALMKM B CHUCTEMaX DSJIEKTPOHHOTO
OuzHeca.

3.3. Ucnonb30BaHuEe MEXAaHU3MOB M CPEJCTB KpUNTOrpahuuecKoi 3aiuThl HHHOpMAIK B
cHcTeMax IEKTPOHHOIro OM3Heca

Kpunrorpaduueckass ayreHtudukamus. Cxembl ayTeHTH()UKAIMM HA OCHOBE CUMMETPHYHBIX
KJtoueil. DnekTpoHHas nudpoas noAnuch. Xemuponanue . Kpunrorpaduueckue alropuTmsl.

3.4. OcHOBBI 6€30MTACHOCTH IEKTPOHHON TOPTOBIIM MPHU MCIIOJIB30BaHUU TUIACTUKOBBIX KapT.

Knaccudukanust minactTukoBbix kapT. ObecrieueHne 0€30mMacHOCTH OAaHKOBCKHX TEPMHHAIOB.
3ammmenasie npotokonsl (SSL, SET). Meronsl 3amuThl nHGOpMAMM B Hanbojee M3BECTHBIX
IJIATEKHBIX CUCTEMAX.

4. Ilonumuxa qu)ODMdquHHOIZ beszonacrocmu. Ilocmpoenue cucmem beszonacrHocmu
ANEeKMPOHHO20 busneca

4.1. lNonuTnka nHGOPMAIIMOHHON 0€30aCHOCTH B CUCTEMAaX JIEKTPOHHON KOMMEPILIUU

CTaHHapTI)I IMOCTPOCHUA CHCTEM 3alllUThI I/IH(i)OpMaHI/II/I H TPAKTHYCCKOEC IMPUMCHCHUEC HX
TpeGoBaHu 17151 obecreueHuss HHPOPMALMOHHONW O€30MAaCHOCTH CUCTEM AJIEKTPOHHOW KOMMEPIIHH.
Kopnoparushsle cTanapThl obecreueHus: HHPOPMAIIMOHHON 0€30MaCHOCTH CHCTEM.



4.2. Crangapt HentpansHoro 6anka Poccun no 3ammre uagopmanuu (CTO BP UBBC-1.0—-
2008 «O6ecneuenne nHGOPMAITMOHHOM 0€301TaCHOCTH OpraHU3ali 0aHKOBCKON CUCTEMBI
Poccuiickoit ®denepanun» (¢ usmenenusmu 2010 u 2014 r.)

Obecneuenne 0e30macHOCTH B OaHKOBCKOW cdepe. DIEKTPOHHbBIE IIIATEKHbBIE CHUCTEMBI.
Knaccugukamus u ocobernoctu npuMeHeHns B PO. OCHOBHBIC TPUHIHITBI BHEIPEHUS TUIATEKHBIX
CHCTEM B 3JIEKTPOHHYIO KoMMepLuto. CucreMa opraHu3aliOHHO-PACHOPSAUTENbHBIX T0KYMEHTOB
OpraHu3aIiy [0 BOIpocaM obecreyeHns 6e30MacHOCTH HH(OPMAIMOHHBIX TEXHOJIOTHHA.

4.3. OCHOBBI IOCTPOEHUS U MEHEJKMEHTA CUCTEM 0€30M1aCHOCTH JIEKTPOHHOI0 OM3Heca.
Aymut cucteM HHGOPMAIIMOHHOHN 0€301MacCHOCTH 3JIEKTPOHHOTO OM3HECca

CocraB M OpraHuM3allMOHHAs CTPYKTypa CHUCTeMbl oOecredeHus HHGOPMALMOHHON
6esomacHocTH. Pacmpenenenue QyHKIMH U TOPAIOK B3aUMOICUCTBHS MOJpa3leiCHU Ha
pasIMYHbIX JTamax >KU3HEHHOro IMKJIa HH()OPMAlMOHHBIX MojcucTeM. OTBETCTBEHHBIE 3a
UH()OPMALMOHHYIO 0€30I1aCHOCTD B IO/IPA3/IEIICHUSX.

3.3. Tembl NpaKTHYECKUX 3AHATHHI
1. 3.0cHOBHBIE 3alIUTHBIE MEXaHU3MBL. MneHTudukanus u ayreHTuukanus, pasrpaHiueHme
JOCTYTIa, PETUCTPALIUA U ayJTUT, KOHTPOJIb IIEIOCTHOCTH, KpUNITOrpadrueckue MeXaHU3Mbl
oOecrieyeHNs KOH(PHUACHIINATLHOCTH, IIEJIOCTHOCTH M ayTEHTHYHOCTH HH(OpMAITHH,
bunbTpaus NakeToB, TPAHCIAIMS aIpecOB, KOHTPOJIb BIOKEHUH, OOHApyKEeHUE U
MPOTUBOJICUCTBHUE aTakaM, CKaHUpOBaHUE ysi3BUMOCTeH u 1ip (1 gac).;
2. 11.Crioco0sl ycTpaHeHUs yA3BUMOCTEH U MPOTHUBOCHCTBUS BTOP)KEHUSIM HapytuTeneit (1
4ac).;
3. 10.ITpo6nemsr obecrieueHus 6e30macHOCTU B ceTsX. CeTeBble yIpo3bl, YSI3BUMOCTH U
ataku. CpencrBa oOHapyKeHH ys3BUMOCTEH y3110B [P-ceTelt u atak Ha y3I1bl, POTOKOJIBI U
ceteBble CiykObl. [lonydyeHne onepaTuBHOI HH(POPMALIMK O HOBBIX YSI3BUMOCTSIX U aTakax(1
4ac).;
4. 9.3anauu, peraeMmble CpeACTBAMU 3AIIUTHI HHPOPMALIUU OT HECAHKIIMOHUPOBAHHOTO
noctyna. TpedoBanus pykoBosiux nokymeHToB @CTIOK (INocrexxkomuccun) Poccuu
CpeACTBaM 3aIIUThl HH(POPMALIUK OT HECAHKLIMOHUPOBAHHOT0 1ocTyma (1 Jac).;
5. 8. 0030p 1 METOBI UCIIOJB30BAHUS TUIATEXKHBIX cucTeM. OOpabOTKa KPEAUTHBIX KapT U
udpoBoii HamuuHoCTH. [1nacTukoBbIe KapThl UX KiIaccupukanus. [IpuMeHeHus B cucremax
aJIeKTpOoHHOTO On3Heca (1 Jac).;
6. 2.Yrpo3bl nH(pOpMAIIMOHHOM 0e30macHOCTH U uX kinaccudukanus. OCHOBHbIE HCTOYHUKH
U IIyTH peanu3anuu yrpo3. Mozaenn Hapymurenei. [Ionxonsl kK aHanu3y ¥ yIpaBICHHUIO
pHCKaMH, K KaTETOPUPOBAHUIO PECYPCOB U OIPEEIICHUIO TPEOOBaHUN K YPOBHIO
obOecneueHus nHpopmanroHHon 6e3omacuocTu. Poccuiickue, 3apy0OexHbie (OpuTaHCKUI
BS7799 - ISO 17799 u repmanckuit BSI) u MexxyHapoaHble CTaHIAPThHl U KPUTEPUU
samumieHHocTH cucteM (ISO15408-99) (1 gac).;
7. 5.CocTaB 1 OpraHM3allMOHHAas CTPYKTypa CUCTEMBbI o0ecriedeHns HHPOPMaLMOHHOM
6e3omacHocTH. Pacnipenenenue GpyHKINN U MOPSI0K B3aUMOJACHCTBHS MOpa3ieIeHUi Ha
Pa3IMYHBIX ATarax *KU3HEHHOTO LUKJIa HH(POPMAIIMOHHBIX NojchcTeM. OTBETCTBEHHBIE 32
MH(OPMALIMOHHYIO 0€30MacHOCTh B MOJpPa3AeIeHUsIX. AAMUHUCTPATOPHI IITATHBIX U
JIOTIOJTHUTEIIBHBIX CPEACTB 3auuThl. [Tonpasnenenus TexHuueckon 3amuthel nHpopmanuu (1
4ac).;
8. 14.KonTpoabs MH)OPMAIIMOHHOTO HAMOJIHEHHs (KOHTEHTA) JIEKTPOHHON mouThl 1 Web-
Tpaduka. KoMnoHeHTh U GyHKIIMOHUPOBAHUE CUCTEM KOHTPOJIS KOHTeHTa. [loauTrku
0€30I1aCHOCTH, CIICHapUU M BapHaHThI IPUMEHEHUs U pearupoBanus (1 gac).;
9. 15.Bupryansusie yacthbie cet (VPN). Haznauenue, OCHOBHBIE BO3MOXXHOCTH, IIPUHITATIBI
(YHKIMOHUPOBAHUS U BapHaHThI peanu3aunu. CTpyKTypa 3allUIIEHHON KOPIIOPaTUBHON
cetu. BapuanTsl, tocTonncTBa v HepoctaTku VPN-pemennii. O0mue peKoOMEeHIauH Mo UX



npumeHeHuto (1 gac).;

10. 1.OcHOBHBIE TTOHATHS 0€30MTaCHOCTH IEKTPOHHOTO On3Heca. CyOBeKThI
WH(OPMAIIMOHHBIX OTHOIICHHH, UX HHTEPECHl M 0€30MaCHOCTh, ITYTH HAHECEHUS UM yIepoa.
OcHoBHbIE TEpMUHBI U onpezeneHus. KoHpuaeHnaibHOCTh, [IeTOCTHOCTD, JOCTYITHOCTb.
OOBEKTHI, IeNK U 33/1a4U 3alIUTH HHPOPMAIIMOHHBIX cucTteM (1 gac).;

11. 7.0npeneneHue TpeOGOBaHUMN K 3aIIUIIEHHOCTH pecypcoB. OOcienoBaHNE MOACUCTEM,
WHBEHTApH3AIlHs U KATETOPUPOBAHUE peCypcoB HHPOPMAIMOHHBIX cucTeM. [lonoxenue o
KaTeropupoBaHuu pecypcos. [lepedenb nHOOPMALIMOHHBIX PECYPCOB, MOANEKAIIUX 3aAIUTE
(1 gac).;

12. 16.CpenctBa BBISBICHHS YSI3BUMOCTEH y3JI0B CETEH U cpeficTBAa OOHAPYKEHHS aTakK Ha
y3J1bI, IPOTOKOJIBI U CETEBBIE CIy:KObI. HazHaueHue, BO3MOKHOCTH, PUHITUIIBI PAOOTHI.
CpaBHeHUE BO3MOXKHOCTEN C MEKCETEBBIMU SKpaHamMu. BapuaHTsl penieHuit no
obecrnieueHnt0 O6e30macHoCTH cetr opranu3anuu (1 Jac).;

13. 6.006ecrnieuenre 6€30MacCHOCTH B OAaHKOBCKOM cepe. DIEKTPOHHBIC TIATSKHBIE CHCTEMBI.
Knaccudukanus u ocobeHnocT npumeHeHusi B PO. OcHOBHBIC TPUHIUIIBI BHEIPCHHUS
IUTATEKHBIX CHCTEM B AJIEKTPOHHYIO KoMMepnio. CucTeMa opraHu3aliioHHO-
pacropsIANTENbHBIX TOKYMEHTOB OpraHu3aIliy 10 BoIpocam odecrieueHus 6€301acHOCTH
MH(OPMAaILIMOHHBIX TEXHONOTHH. PernaMenTamus n1eicTBUN BCeX KaTerOpUil COTPYTHUKOB,
JOIYIIEHHBIX K padoTre ¢ nHpopMannoHHbIME cucteMami (1 gac).;

14. 12.MexcereBble 3kpanbl. HazHauenue u Buabl. OCHOBHBIE BO3MOKHOCTH U BAPUAHTHI
pa3memienus. JloctouHcTBa U HepocTaTku (1 gac).;

15. 4. Ananu3s 3akoHoaTenbcTBa PO 1 Ipyrux HOpMaTUBHO-TIPABOBBIX JOKYMEHTOB,
PeTJIaMEHTHPYIONIMX OTHOIICHUS CYyOBEKTOB B HHPOPMAITMOHHOM cepe U 1eATeTbHOCTh
OopraHu3anuii no 3ammre nHbpopManuu. 3anura nHHOPMaLUKd OTPAHUYEHHOTO JJOCTYTIA,
00513aHHOCTH U TIpaBa CyObeKTOB. JINIEeH3upOBaHUE NESATETLHOCTH, CEPTUPHUKAIHS CPEICTB
3alUTHI U aTTecTalus HHPOPMAITMOHHBIX CUCTeM. TpeOoBaHMs PyKOBOIAIINX JOKYMEHTOB
OCTIK (I'ocrexxkomuccun) Poccun u @Cb (1 gac).;

16. 13. OcHOBHBIE 3alIUTHBIE MEXAHU3MBI: (PUIBTPAIUS TAKETOB, TPAHCISIUS CETEBBIX
aZIpecoB, TPOMEXKYTOUHAS AyTEHTU(PHUKAIINS, TPOBEPKA MOUTHI, BAPTYaIbHbIC YACTHBIE CETH,
MPOTUBOICUCTBUA aTakaM, HalleICHHBIM Ha HapylIeHHne pab0TOCIIOCOOHOCTH CETEBBIX CITYXkO,
JOTIOTHUTEbHBIE QYHKIMH (1 yac)..

3.4. Tembl 1a60paTOPHBIX PadoT

HE MPESyCMOTPEHO

3.5 KoncyabTauuu

3.6 TemaTnka KypcoBbIX POEKTOB/KYPCOBBIX padoT
KypcoBoii npoekT/ paboTa He MPeayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3arIaHupOBaHHbBIE PE3YIbTATHI 00yUEHUS

10 JUCIUAILINHE

Kol uaanKaTOpoB

Howmep paznena
JUCUUILIMHEI (B
COOTBETCTBHH C

O1eHOYHOE CPEICTBO
(THI ¥ HAUMEHOBAHUE)

(B COOTBETCTBHHM C paznesiom 1) n.3.1)
11234
3HaTh:
METO/IbI 3aIUTH KOH()HUICHIIHATEHON Kontponbnas padora/Kontponsnas padora Nel : Ctpykrypa
nHpopManuu (paBoBkIE, OCHOBHBIX OM3HEC-MO/elel AJIEK-TPOHHON KOMMEPIUH.
OpraHu3alMOHHBIC, POrPAMMHBIC U [MK-3(Kommnerenmus) | + OcHoBHbIE 0TIHYHUSA U 0coObeHHOCTH Mozeneit. O630p co-
anmnapaTHbIe) IPU OPraHU3alUU U BpEMEHHBIX POpM 1 MeT0/10B BeacHus Db B PO. Bridop
MOJIJIEPKKE ANEKTPOHHOTO OH3HECa Buja Db 1u1g cBoero BapraHTa mpenpusITH
MIPUHITUIT OPTaHU3AINH BBITTOTHEHUS KonTponbras padora/KontposbHas padota Ned : Beioop
KOMIUIEKCa Mep 10 00eCIIeYeHHIO yrpo3 J7Isl CBOETO BHIOPAHHOTO MPEA-MPUSATHS IIEKTPOHHOTO
nH()OPMAIMOHHOK 0€30MacHOCTH [MK-13(KomneTrentus) + ousneca. [loctpoenue cxemsl yrpos. [lepeuens yrpos.
BricTpanBanue Moieny 311I0yMBIIIJIEHHUKA HA CBOEM
PEIITPUATHH
YMersb:
aIMUHUCTPUPOBATH MOJCUCTEMBI Kontponbnas pabora/Kontponsnas padbora Ne3 : Pacuer
MH(POPMALMOHHOM 6€30MacHOCTH 00BEKTa BEJIMYMHBI CTOMMOCTH yliepOa U BepOSITHOCTH aTaku. Pacuet
3aIIUTHI [TK-3(Komnerenus) + | CTOMMOCTH yIIepOa OT aTak Ha MPeINpUsITHE FITEKTPOHHOTO
6usHeca. Pacuer puckoB notepu nHdopMaIu Ha
npeanpusTHy ( BApUAHT)
OpraHU30BBIBATH U MOJCPKUBATH Kontponbnas pabora/Kontponsnas pabora Ne2 [IpaBoBoe
BBITIOJTHEHUE KOMILJIEKCA MED 10 peryanupoBaHye OTHOLICHHUH B cdepe 3aIuThl HHPOpMauu
o0ecrnieueHno HH(POpMalMOHHON Poccuiickoe 3akoHOAaTENLCTBO B chepe obecrneueHus
0€301acHOCTH OpTraHU3aINH MH(POPMALIMOHHOM 6€30MacHOCTH. AJITOPUTM HOCTPOCHUS
[1K-13(KoMmeTeHms) + cUCTEM 3aIuThl Ob.
Konrponsnas padora/Konrponsnas pabora Ne4 : Beibop
yIpo3 JIJIsl CBOETO BHIOPAHHOTO MPEA-TIPUSATHS JIEKTPOHHOTO
6usneca. [locrpoenue cxems! yrpos. Ilepedens yrpos.
BricTpanBaHue MoJieH 3JI0yMbIIIIJIEHHUKA HA CBOEM
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peIPUITHH

MIPUMEHSITh HaBBIKU B 00JIaCTH
MPUMEHECHHUS 3aIIUTHBIX MEXaHU3MOB TIPH
OpraHH3alMH U BEJCHUH JICKTPOHHOTO
OusHeca

[MK-13(KomnereHnius)

Konrponsnas padora/Konrponsuas padora Ne4 : Beibop

YIpo3 411 CBOETO BI)I6paHHOFO Ipea-IpruATUA SJICKTPOHHOI'O

ousHeca. [Toctpoenue cxemsl yrpo3. [lepeuers yrpos.
BricTpanBanue Moienu 3110yMbIIIJIEHHUKA HA CBOEM
NpEeaIpUATUI
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
8 cemectp

Dopma peanuzaruu: [lncemennas padota
1. KonTponbaas padota Nel : CTpykTypa OCHOBHBIX OM3HEC-MOJIENeH dIIeK-TPOHHOM
koMMepuuu. OCHOBHBIE OTIMYUSA U 0COOEHHOCTH Mojeneil. O030p co-BpeMeHHBIX (GopM U
MeTo10B BeseHus Ob B PO. Beibop Buna Ob 115 cBoero BapuaHTa npeanpusaTus
(KonTpoawsHas pabora)
2. Kontponbnas padora Ne2 [IpaBoBoe peryanpoBaHHe OTHOLICHHUN B cepe 3aIuThl
uHpopmannu Poccuiickoe 3akOHOIAaTENbCTBO B cepe odecredeHusi HHPOPMAIIMOHHOM
06e30macHOCTH. AJITOpUTM nocTpoeHus cuctem 3amuThl Db. (KonTponsHas padota)
3. Kontponbnas pabota Ne3 : PacueT Benn4MHBI CTOUMOCTH yIliepOa U BEPOATHOCTH aTaKU.
Pacuer croumocTu yuiep0a ot aTak Ha NpeANnpusTUE JIEKTPOHHOT0 Ou3Heca. Pacuer puckos
notepu nHGpopManuu Ha npeanpustau ( Bapuant) (KonTponasHas padota)
4. KontponbHast padota Ne4 : Beibop yrpo3 assi cBOEro BHIOPAaHHOTO MPEA-TIPUSTHS
anekTpoHHoro 6usHeca. [Toctpoenue cxemsl yrpos. [lepeuens yrpos. BeictpauBanue moaenu
3JI0yMBIIIJIEHHUKA Ha cBoeM npeanpustun (KontponsHas padora)

BaHHLHO-peﬁTHHFOBaﬂ CTPYKTYpa JUCHUIIINHBI ABJIACTCA ITPUITOKCHUCM A.

4.2 IIlpomMe:KyTOYHAS aTTeCTALMS 110 JUCHUIIMHE

3auem c ouyenxoti (Cemecmp Ne§)
OneHka ompenensercs MO0 COBOKYIMHOCTH pE3YJIbTaTOB TEKYIIEro KOHTPOJS YCIIEBAEMOCTH B
cootBeTcTBUM ¢ [lonoxxeHnem o OanabHO-peHTHHIOBOM cucteme A cryneHToB HUY «MOW» Ha
OCHOBAaHUU HK3aMEHALMOHHOM COCTaBIISIOIIEH.

B numnioMm BBICTaBIsE€TCA OIIEHKA 3a 8 CEMECTD.

IIpumeuanue: OrieHOYHBIE MaTEpUabI IO AUCHUILIMHE MPUBEIEHBI B (DOH/IE OLICHOYHBIX
matepuanos OITOII.

5. YYHEBHO-METOANYECKOE OBECIHHEYHEHUE JUCLHUIIJINHBI

5.1 ITeyaTHbIE U IJIEKTPOHHbIE H3IAHNS

1. JJanmuayc, JI. B. Ludposas sxoHOMuUKA. YTIpaBieHUE JIEKTPOHHBIM OM3HECOM U 3JIEKTPOHHOMN
KOMMepIHeHn : yaeOHHK JUIs By30B 1o HampasieHusM 38.03.01 "Oxonomuka”, 38.03.02
"MenemxmenT" (kBanudukanus (ctenens) "0akanasp") / JI. B. Jlanuayc, Mock. roc. yH-T uUM.
M.B. JlomonocoBa (MI'Y) . — Mocksa : UH®OPA-M, 2020 . — 479 c. — (Bsiciee obpazoBaHue .
bakanaspwuar) . - ISBN 978-5-16-013640-0 .;

2. bapanosa, E. K. UadopmanmonHas 6e30nacHOCTb U 3a1uTa nHpopMaluu : yauedOHoe mocodue mo
Hanpasienuto "[lpuxinannas uapopmaruka” / E. K. bapanosa, A. B. babam . — 3-e u3., nepepad. u
nor . — M. : PUOP : UH®PA-M, 2017 . — 322 c. — (Bsicuiee obpazoBanue) . - ISBN 978-5-369-
01450-9 ,;

3. Bacunbkos, A. B. be3onacHOCTb 1 ynpaBieHHe JOCTYIOM B MHPOPMALMOHHBIX CUCTEMAX :
yaeOHOe mocoOue It cpeHero mpodeccuoHabHOTo 00pa3oBanusi / A. B. Bacunbkos, U. A.
BacunpkoB . — M. : ®opym : UTHDOPA-M, 2018 . — 368 c. — (Cpennee npodeccronaibHoe
obpa3zoBanmue) . - ISBN 978-5-91134-360-6 .;
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4.T. . KypueeBa, M. A. bakaes, B. A. XBopocToB- "MH}popmMaiimonHoe U nporpaMmMHOe
obecrmieuenue eKkTpoHHOro OouzHeca", M3parenbcrBo: "HoBoCMOMpPCKUit TOCY1apCTBEHHBIN
TexHuueckui yuusepcutet", HoBocubupcek, 2018 - (107 c.)
https://biblioclub.ru/index.php?page=book&id=576386;

5. CxoBukoB A. I'.- "Lludpoas s3xoHOMHKA. DIEKTPOHHBIN OM3HEC U SIEKTPOHHAS KOMMEPIIHs ",
(2-e u3x., crep.), UsmatensctBo: "Jlanp", Cankr-IleTepoOypr, 2021 - (260 c.)
https://e.lanbook.com/book/152653,;

6. J1. I1. [IlenucoB- "MIHTEpHET-TEXHOJIOTHH B JICKTPOHHOM OHM3Hece U kKomMepiuu'", M3naTenscTBo:
"JlabopaTtopus kauru", Mocksa, 2012 - (112 c.)
https://biblioclub.ru/index.php?page=book&id=140249.

5.2 JIunieH3MO0HHOE ¥ CBOOOHO pacnpocTpaHsaeMoe MPOrpaMMHoOe odecrneyeHue:
1. CAO "IIpomereii";

2. Office / Poccuiickuii makeT o(h)UCHBIX MIPOrpamm;

3. Windows / OnepanimonHas cucrema cemeicTra Linux;

4. Maiing BuneokoHpepeHuu.

5.3 UnTepHeT-pecypcesl, BKIOYasA NMpodeccuoHa bHble 0a3bl JAHHBIX H HHGOPMAIMOHHO-
CIIPaBOYHbIE CHCTEMBI:

1. 9BC Jlaus - https://e.lanbook.com/

2. 9BC "YHuBepcurerckas 0u0J1M0TeKa OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3JiekTpoHHasi Gubamoreka - https://elibrary.ru/

. DJIeKTPOHHBIE pecypchbl U3aaTebeTBa Springer - https://link.springer.com/

. Baza nannbix Scopus - http://www.scopus.com

. HammonanbHas ynekTponHas 6udiamoreka - https://rusneb.ru/

. 9BC "KoncyasTanr crygenra" - http://www.studentlibrary.ru/

. Kypnaa Science - https://www.sciencemag.org/

. DaexkTponHasi 6udimoreka MIU (36 MDIM) - http://elib.mpei.ru/login.php

10. Mudopmanmonno-cnpaBouynas cucrema «Kogexc/Texakenepr» - Hitp:\\proinfosoft.ru;
http://docs.cntd.ru/

11. OTkpbITas ynuBepcuterckas nHgpopmaunonHas cucrema «POCCHUSD» -
https://uisrussia.msu.ru

©O© 00 ~NO O

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUIIJIMHBI

Tun nomemeHus Homep ayauropun, OcHamenue
HaAanMMCECHOBaHUE
VYuebHbIe ayAuTOpUN M-511, YueOnas rapra, CTOJ MpenoaaBaTens, CTyl,
JUTS1 IPOBEJICHUS ayIUTOpUs MYJIbTUMEANIHBIN MPOEKTOP, FIKpaH, JOCKa
JIEKITMOHHBIX 3aHATUH 1 MapKepHasi, KOMIIbIOTEP MePCOHATBHBIN
TEKYILETO KOHTPOJIA K-601, YucOnas rapTa co CKaMbe, CTOJI IIPENOJABATENIs,
ayIUTOPUS CTyl, TpuOyHa, T0CKa MeJIoBasl,
MYJIbTUMEANIHBIN POEKTOP, IKPaH
Y4eOHble ayIUuTOpUN A-317, YueOnas rapTa co CKaMbe, CTOJI IIPENOJaBaTENs,
JUTSL TIPOBEICHUS ayIUTOPUS CTyJ1, IOCKa MEJIoBas
MPaKTUYECKHUX 3aHITHH,
KP u KII
VY4eOHble ayIUTOPHH K-120, MamuHHbIH 3a1 cepBep, KOHIULMOHEP
JUTSA TPOBEJICHUS MBI,
MIPOMEKYTOUHOMN A-317, YueOnas rapTa co CKaMbel, CTOJI IIPENOAABATEIS,
aTTecTauu AyIUTOPUS CTyJI, TOCKa MEJIOBas
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TTomermenust misa
CaMOCTOSITCIILHOU
paboThI

HTB-303,
KomnbrotepHsiii
YUTAJILHBIN 341

CTOJI KOMIIBIOTEPHBIH, CTYJI, CTOJ
MIACbMEHHBIN, BEIIAIKA ISl OJEXKIbI,
KOMIIBIOTEPHAsI CETh C BBIXOJIOM B
HHTepHeT, KOMIIBIOTED NIEPCOHANIBHBIN,
IPUHTEP, KOHJUIMOHED

K-307, YueOnas
nabopatopust "OTKpBITOE
MIPOrpaMMHOE
obecneuenue"

CTOJI MIPEINO0/1aBaTeNs, CTOJ
KOMITBIOTEPHBIN, CTOJI YU€OHBIH, CTYI,
BeLIAJIKa JUIsl OAEKbl, TyMOA,
KOMITIbIOTEPHAs CETh C BBIXOJOM B
WHTepHeT, MyJIbTUMEIUUHBIN IPOEKTOP,
JKpaH, J0CKa MapKepHas, cepsep,
KOMIIBIOTEP NEPCOHAIbHBINA, KOHAULINOHED

K-302, Yuebnas

CTOJ IIp€noaaBaTeisd, CTOJI

naboparopus KOMITbIOTEPHBIN, CTYJI, MyJIbTUMEANIMHBIN

"NUudopmaninoHHO- MIPOEKTOP, IKPaH, J0CKa MapKepHas,

AHAJTUTUYECKUE cepBep, KOMIBIOTEP NEPCOHAIIbHBIN,

TexHomaoruun" KOHJIMITUOHED
[Tomewmenus nis A-317, YueOHas rapTa co CKaMbei, CTOJI MPENOJABATEIS,
KOHCYJIbTUPOBAHUS ayIUTOpUs CTYJI, JOCKa MeJOoBast

[Tomewmenus nis K-202/2, Ckian CTeJUIaX IJIA XPaHECHUS MHBEHTaps, CTOJI,
XpaHeHus: 000pyI0BaHUs kadenpst BUT CTYJ, mKad U1 TOKyMEHTOB, KA s

¥ y4eOHOT0 MHBEHTaps

XpaHEeHUs] UHBEHTapsI, TyMOa, 3a1lacHbIC
KOMILJIEKTYIOLHE JUIs 000pyJOBAHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

OOecrieuenne 0€30MaCHOCTH QJICKTPOHHOTI'O OusHeca

(Ha3BaHME AUCIMILIMHBI)
8 cemecTp

ITepeyeHb KOHTPOJIBHBIX MEPONPHUATHI TEKYIIEr0 KOHTPOJIS yCIIeBAeMOCTH 10 JAMCIUILIHHE:

KM-1 KontpoasHas padora Nel : CTpykTypa OCHOBHBIX OU3HEC-MOJIeIIEH JIEK-TPOHHONH KOMMEPITUH.
OcHoBHBIE OTIIMYHS U 0cOOeHHOCTH Moenel. O030p co-BpeMeHHBIX (POPM U METOJIOB BECHHS
Ob B P®. Beibop Buna Ob mis cBoero Bapuanta npeanpustus (KontpoiasHas padoTa)

KM-2 KonrtponsHas padora Ne2 [IpaBoBoe perynupoBaHie OTHOIIECHHI B cepe 3ainThl HHPOpMaLUU
Poccuiickoe 3akoHOAATENLCTBO B chepe obecreueHuss HHPOPMAIIMOHHOM 0€3011acCHOCTH.
Anroput™m noctpoenust cucteM 3amuthl Ob. (KorTponsHas padora)

KM-3 KontponbHas pabota Ne3 : Pacyer Benmu4MHBI CTOUMOCTH yiiepOa U BEpOsTHOCTU aTaku. Pacuer
CTOMMOCTH YyIIepOa OT aTak Ha MpeaIpUsATHE FIEKTPOHHOro Ou3Heca. PacueT puckoB norepu
uHpopmanuu Ha npeanpusatuu ( BapuanT) (KoHtposibHas padoTa)

KM-4 KonrtponbHas padora Ne4 : BeiOop yrpo3 assi CBOero BHIOPAaHHOTO MPEA-TIPUATHUS SJIEKTPOHHOTO
6usHeca. [loctpoenue cxemsl yrpo3. Ilepeuens yrpos. BeictpauBanue moaenu
37IOYMBIIIUIEHHHUKA Ha cBoeM npeanpusituu (KontponsHas pabora)

Buja npomexyTouHOi aTTecTanMu — 3a4€T C OLICHKOM.

Wnpnexc KM- | KM- | KM- | KM-
Howep Pazpen nucnurimmHbl KM: L 2 3 4
paznena Henens 4 8 12 16
KM:
1 OcHOBHBIE MOJIENH IEKTPOHHOW KOMMEPIIMH
1.1 Tema 1. BBeneHnne B AUCUUIUIMHY +
VYrpo3bl 0e30naCHOCTH 3JIEKTPOHHON KOMMEPIUU U
2 AJIEKTPOHHBIX IUIaTexel. bezonacHoCTh OaHKOBCKHUX
CTPYKTYD
2.1 [ToreHnuanbHbIE YTPO3BI JIEKTPOHHOTO OU3HECA +
2.2 [TocTpoenne Moenu 3110yMBIIIUIEHHUKA +
2.3 Knaccugukarus npecTymnieHuid B 3JIeKTPOHHOM Ou3Hece +
3 MeTonsl U cpeacTBa odecrieueHus: HHGOPMaIMOHHON
0€30I1aCHOCTH JIEKTPOHHOI0 OHU3HECa
31 [TpaBoBbIe OCHOBBI 0OecTieyeHHs] HHPOPMAIIMOHHOM + +
' 0e30macHOCTH
39 MeTo 161 KOHTPOJIS U pa3rpaHUYeHHsl JOCTya K + +
' uHpopManun
33 Hcnonp30BaHre MEXaHU3MOB U CPEICTB KpUNTOrpadhudecKoi + +
' 3alIUThl HHQOPMAIMK B CHCTEMax 3JIEKTPOHHOT0 On3Heca
34 OcHOBBI 6€3011aCHOCTH JIEKTPOHHON TOPTOBIIU MPH + +

HCITOJIb30BAHWHU IIJIACTUKOBBIX KapT.
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[Tonmutrka nadopmarmonHoi 6e3omacHoctu. [loctpoeHune
crcTeM 0€30IacHOCTH 3JIEKTPOHHOTO OM3Heca

4.1

[Tonutrka nHGOPMALMOHHOM 6€3011aCHOCTH B CUCTEMAX
AJIEKTPOHHON KOMMEPLIHH

4.2

Crannpapt LlenTpanpHoro 6anka Poccun mo 3amure
unpopmanuu (CTO BP UBBC-1.0-2008 «Obecneuenue
nH(}OPMaLMOHHON 06€30MacCHOCTH OpraHu3anuii 0aHKOBCKON

cuctembl Poccuiickoii @enepauyn» (¢ nsmenenusamu 2010 u
2014 r.)

4.3

OCHOBBI IOCTPOCHUS U MCHEIKMEHTA CUCTEM 0€30MaCHOCTH
AIEKTPOHHOTO Ou3Heca. AyAUT CUCTEM UH(POPMAIIIOHHOM
0€30I1aCHOCTH JIEKTPOHHOT0 OM3HECa

Bec KM, %:

25

25

25

25
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