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OHNEHOYHBIE MATEPHAJIBI PA3PABOTAUJI:

MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»
Ceefenua o Bragensue L3N M3aKn

AIO.

Bnageney HeBckun A.KD. o
HpeHOI[aBaTeJIL WaeHTuduraTop R4bc65573-NevskyAY-0b6e493d HeBCKI/II/I
(1OIKHOCTB) (moxnuce) (pacuudpoBka
TTO/ITUCH)

COI'VIACOBAHO:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CeepneHwna o Bnagensue L3N M3K

AIO.

3aBeHyIOH-IHH o s Bnageney, Heeckuia A.HO. o

BBIHyCKaIOH_[eI/I Kaq)e[[pbl * MO ¢ WaeHTUdMKaTOp R4bc65573-NevskyAY-0b6e493d HeBCKI/II/I

(IOIKHOCTB, YUeHasl CTETICHb, YICHOE (mozmycs) (pacuudpoBka
3BaHKE) TIO/AITUCH)



OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OneHouHble MaTepuabl 0 JUCHMIUIMHE BKIIOYAIOT OLEHOYHBIE CPEJICTBA AJIS IPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembIe y 00yJaronierocsi KOMIETSHIIUH:
1. I[TK-3 crmocoOHOCTHIO aIMHHUCTPUPOBATH MOJACUCTEMBI HH(POPMAITMOHHON 0€301acCHOCTH

00BeKTA 3aIUTHI

2. I1K-10 crnocoOHOCTHIO0 TPOBOIUTH aHAIN3 HHPOPMALIMOHHOM 6€301MacHOCTH 0OBEKTOB U
CHCTEM Ha COOTBETCTBHE TPEOOBAHHUSM CTAH/IAPTOB B 00JaCTH MH(POPMALIMOHHOI O€30MacHOCTH

3. IICK-1 Crioco6HOCTh aAMUHUCTPUPOBATH MOJCUCTEMbBI HHPOPMAIIMOHHON 0€30MacHOCTH
00BeKTOB, 00beKThI SHepreTuku KBO P®, sxcruryarupyromue ACY TIT

" BKIIFOYACT.

JJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

DPopma peanmsanuu: [Iposepka 3ananus
1. KM-1 (Cemunap)
2. KM-2 (CemuHap)
3. KM-3 (Cemunap)
4. KM-4 (Cemunap)
5. KM-5 (Cemunap)

BPC aucuunjainubl

8 cemectp
Beca KOHTPOJIBHBIX MEPONIPUATHIL, %o
Wnpnexc KM- | KM- | KM- | KM- | KM-
Paznen qucuumimHbl KM- 1 5 3 4 5

Cpox KM: 2 4 8 12 15

TeopeTnueckne OCHOBBI KOMIIBIOTEPHOTO ayAUTa
06e30MacHOCTH UH()OPMAIIMOHHBIX CUCTEM

TeopeTquCKHe OCHOBBI KOMIIBIOTCPHOT'O ayJIuTa

+ + +
0€301acCHOCTH HH(POPMALIMOHHBIX CHCTEM
TexHOJIOrMH KOMIBIOTEPHOTO ayAuTa
TexHOJIOrMH KOMIBIOTEPHOTO ayAuTa + + +

Bec KM: | 10 20 20 20 30

$O6m1as yacts//1s1 MPOMEKYTOUHOU aTTecTauud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMITETCHIIMHT pe3yiabTaThl OOyYEHHsS IO
JUCIUILINHE
I1K-3 [MK-3(KommereHrwst) 3HaTh: KM-3 (Cemunap)
IIEpEYEHb U BO3MOKHOCTH KM-4 (Cemunap)

nporpaMMHbIX npuiiokeHuit | KM-5 (Cemunap)
I10 BBIMOJIHEHUIO OCHOBHBIX
GbyHKIMN ayauTa, BKIIOYas
open source peuieHus
IIepeyueHb U CoepKaHHE
uHpopMalnU ayanTa,
MOJy4aeMOM U3
MIPOrpaMMHBIX PUITOKEHUH
Ymers:

BBINOJIHATH NEPEUEHb
oreparuii no padore ¢
IPOrpaMMHBIMU
MIPUIIOKEHHUSMU,
BBINOJIHAIOIMMU (YHKIIUN
ayauTa, BKJIIOYas open
SOurce perIeHus

MPUMEHSTH PE3YIbTATHI
aHanu3a HH(popMaun
ayauTa JIsl IPUHATHS
yIIpaBJIEHYECKUX PEIICHHH B
nH(}OPMALIMOHHON CUCTEME
OpraHu3aIyu

ITK-10 ITK-10(KomneTentus) 3HaTh: KM-1 (Cemunap)




MepeUeHb U COACPKAHHE
crannaptoB cepuu ['OCT P
NCO/M3K 27000 B o6nacti
ayauTa HHPOPMAIMOHHOM
0e30macHOCTH

MIEPEYCHb U COJICPIKAHKC
TpeOOBaHUI PYKOBOISIINX
JOKYMEHTOB K ayIUTy
HEKOTOPBIX
WH(POPMAIIMOHHBIX CHCTEM:
WCIIAH, KU, TUC
YMers:

pa3paboTaTh u pean30BaTh
TUTaH TIPOBEJICHUS ayIuTa
MH(POPMAIIMOHHON CUCTEMBI
OpraHu3aIu

paspaboTarh u
KOPPEKTHPOBATH TUIaH
BBITIOJTHEHUS TPEOOBAHUI
PYKOBOJSIINX JOKYMEHTOB
110 00ecreyeHuto
0€30MacHOCTH
WH()OPMAIMOHHBIX CHCTEM
Ha OCHOBE JIAaHHBIX ayJIUTa

KM-5 (Cemunap)

[1CK-1

[ICK-1(KomneTenuust)

3HaTh:

BO3MOKHOCTH
KOMITBFOTEPHOTO ayINTa,
BCTPOCHHBIE B
OHepaHI/IOHHBIe CHCTEMBI,
0a3bl JaHHBIX U JpyTHE
HpOFpaMMHLIe HpI/IJ'IO)KeHI/Iﬂ
OCHOBBHI ay/IUTa
0e30macHOCTH

KM-1 (Cemunap)
KM-2 (Cemunap)
KM-3 (Cemunap)




MH(POPMAIIMOHHBIX CHCTEM,
BKJIIOYAsi OTPACIIEBbIE
CUCTEMBI (0OBEKTHI
SHEPreTHKHU, OTHOCSIIIUECS K
KBO P®)

YMers:

HACTpauBaTh NPUIOKECHUS
ayJuTa, BCTPOCHHBIE B
OTIEPALMOHHBIE CUCTEMBI,
0a3bl JaHHBIX U JpyTHE
MIPOrpaMMHBIE KOMILICKCHI
MIPOBOJUTH aHAJN3 CBEACHUIA
ayauTa, MOJIy9aeMbIX W3
MIPOTrPaMMHBIX MTPUIIOKEHUH,
BKJIIOYAst U CIIOJIb3YEeMbIE B
OTpacIIeBbIX CUCTEMAX
(OOBEKTHI PHEPTETHUKH,
otHocsamuecs kK KBO PO)




II. Cooeporcanue oyenounvix cpeocme. Illlkana u kpumepuu oyenusanus
KM-1. KM-1

®opmbl peaausanuu: [IpoBepka 3amanus

Tun KoHTpPoBLHOr0 Meponpusitusi: CeMuHap

Bec konTpoabHoro meponpusitusi B bPC: 10

IIpoueaypa npoBeleHUsi KOHTPOJIBLHOr0 Meponpusitusi: 3amanus 1,2 ans MHIUBUAYAIBHOTO
BBITIOJIHEHUS Y CIIOBUS MPOBEJCHUs Y4ueOHas rpymma: | denoBek. lcmonb3yemble TEXHUYECKHE U
nporpamMubie cpeactBa:  Kommbrotep ¢ OC Linux, Windows. Bcrpoennoe mnporpammHoe
obecrnieueHue

Kpatkoe cogepxanue 3agaHus:
3aganue 1.1.
1). OnpenenuTh TEKyIyo KoH(pUrypanuo o00opyIoBaHus KoMmibiotepa (ucmonbzyembiii CPU,
KoaudecTBo saep, O3Y u 1.1.).
2). Onpenenutsb Tekymlyto Harpy3ky Ha OC.
3). Onpenenuth ycranoBieHHY0 OC U apXUTEKTYpYy.
4). OnpenenuTh Kakue MpOoIEecChl MOTPEOIIAIOT O0IbIIE BCETO pecypcoB. MOXKHO Jin
ONTUMHU3UPOBATh NOTPEOIEHNE CUCTEMHBIX PECYPCOB JaHHBIMU IpolrieccaMu?

3aganue 1.2.

1). Onpenenuts [P-anpec, macky, nuito3 u ucnoiaszyembie DNS cepsepa.
2). Onpenenuts MAC-aapec ceTeBoi KapThl.

3). Onpenenuts BHemHu [P-anpec kommnbroTepa.

4). OnpenenuTh KOJTMYECTBO CETEBBIX aaNTePOB U UX MpeJHA3HAUYCHHUE.

3ananue 1.3.

1). Onpenenute MAC aapec 1uit03a o yMoJ4aHHIo.

2). Omnpenenuts coBnaaaeT au otBetT Bamero DNS cepsepa ¢ otBetom DNS cepsepa 77.88.8.3.
3). OnpenenuTh JOCTYITHOCTSH y3ia 8.8.8.8 ¢ Baliero KoMmproTepa.

4). Onpenenuts MapuIpyT a0 y3ia 8.8.8.8.

5). OnpenenuTs Kakue MOPThl OTKPBITHI HA BAllleM KOMITBIOTEPHI U KAKMMH TPOLIECCaMHU.
PesynbTar coxpanuTh B (haii.

3ananue 1.4.

1). OnpenenuTs UCTIONB3YETCS JTU AHTHBUPYCHOE TIPOTpaMMHOE 00eCIIeUeHHE.
2). OnpenenuTth UCHOIB3YETCS TU MEXKCETEBOM dKpaH.

3). Onpenenuts ypoBenb UAC (ms Windows).

3aganue 2.1.

1). O3HakoMuUThCS ¢ PyHKIMOHAIOM HpuioxkeHus [IlpocmoTp coObITHit

2). Co3nath npeycTaHOBICHHBIN GUIBTP A PUABTPALIMM OIIUOOK U MPeyNpeKICHUN 13
KypHaJila IPUI0KEHUHN U CHCTEMBI

3). Ilpoananu3upoBaTh OJTY4YEHHBIN pPE3yNbTar.

4). CoxpaHuTh NOJIYYEHHBIN pe3yibTatT B (haiin

3aganue 2.2.
1). Hactpouts aynut Windows Ha ycIelnrHble MOMBITKY BX0Ja B CHCTEMY U Ha OTKa3 BXOJa B
CUCTEMY.



2). Hactpoutb ayiuT Ha Ha3HAYEHUE NAPOJIsl JUIMHOM MEHEE 5 CUMBOJIOB.

3). Co3naTh npeycTaHOBIECHHBIE (PUIIBTPBI 1711 HACTPOEHHBIX COOBITHH ayuTa.

4). IlpoBeputh pabOTOCTIOCOOHOCTH CO3AAHHBIX MOJIMTHK ayAnuTa [t HacCTpOWKH ayauTa
UCIIOJIb30BaTh PEAAKTOP JIOKAIbHBIX IPYNNOBbIX NoAUTUK. WintR u BBectu gpedit.msc.

3amanue 2.3.

1). HacTpouth MOJUTUKH ayAUTa HA MOMBITKY 10CTYyNa K JUPEKTOPUH.

2). Co3nath AByX MoJib3oBaTenei. OrpaHUYHUTh TOCTYII K JUPEKTOPUH ISl BTOPOTO
nosib3oBatens. [leppomy gaTh MakcUMalibHbBIE TIPaBa.

3). IIpoBeputh paboTOCIIOCOOHOCTH CO3/JTaHHBIX MOJUTHK aynuTa. Co31aTh
MPEyCTaHOBJICHHBIN (QUIBTP JIJI1 HACTPOCHHBIX MOMUTHK ayauTa. COXpaHUTh Pe3yIbTaThl B
daiin.

Samanue 2.4.

1). HacTpouTh MOHUTOPHHT UCTIOIB30BAHUS ChbeMHBIX HocuTesen. [Ipu gukcammu Takoro
COOBITHSI ONIOBEIATh MOJIH30BATENS C TOMOIIIBIO OTIPABKHU €-mail nin 3amyckomM nporpamMmmsl
(ckpuIiTa) O TOM, 4TO MPOU3OLLIO COOBITHE.

2). MOXHO 7T HACTPOUTH OTCIE)KUBAHUE OTKPBITUS TIOPTOB MPUIIOKESHUSIMU UITH CITYKOaAMH
Windows?

3). Kakue BO3MOXKHOCTH ayiUTa CYIIECTBYET AJI OTCICKUBAHUS MTOBEICHUS MPUITOKECHHM,
ciryx6 B OC Windows? (TpoeMOHCTPHPOBATH)

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: NEpeYeHb U COJIEp)KaHUe 1.HazoBure nepeuens crangapros cepuu ['OCT P
crangaproB cepun [OCT P NCO/MBK 27000+

NCO/MBK 27000 B obnactu

ayauTa UH(POPMALIMOHHOM

0€30MacHOCTH

3HaTh: TepeYeHb U COJIep’KaHue 1.13n0%uTe OCHOBHOE COJEp’KaHUE CTaHApTa CEPUU
TpeGoBaHUI PYKOBOZSAIINX I'OCT P UCO/M3K 27002

JOKYMEHTOB K ayAHTy HEKOTOPBIX 2.M3101T€ OCHOBHOE COZEpk aHHE CTaHAapTa CEpUn
UH(pOPMaIMOHHBIX CHUCTEM: I'OCT P UCO/MDBK 27005

WCITAH, KU, TUC

YMeTb: HacTpauBaTh MPHIOKEHUS 1.0Onpenenute KOHPUTypanuo padouero Mecra Jyis
ayauTa, BCTPOCHHEBIE B MPOBE/ICHNUS] KOMITBIOTEPHOTO ayIUTa.

ONEpallMOHHbIE CHCTEMBI, 0a3bl 2.Pa3psacHuTe, KaKk HaCTpauBaTh MPUIIOKEHUS ayaAUTa
JMAHHBIX W JIpyTHe TpOTpaMMHBIC

KOMILJIEKCBHI

OnucaHue MKaJbI OlleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 10
Onucanue xapaxmepucmuxu evinoineHus snanus: OueHka "oTIMYHO" BBICTABIISETCS €ClU 3aJaHKe
BBITIOJTHEHO B TTOJTHOM 00bEME WITH BBITIOJTHEHO MMPEHMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoineHus snanus: OneHkKa "XopoIo" BEICTABISIETCS CIH
OOJIBIIMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABICHHUE [Tl PEIICHUS 32,124

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50




Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHKa "y10BIETBOPUTENIBHO" BHICTABIIAETCS
€CIIM 3aJJaHue MPEUMYIIECTBEHHO BBITOJIHEHO

KM-2. KM-2

®opmbl peaausanun: [Iposepka 3aganus

Tun KOHTPOJIBLHOro MeponpusaTusi: CeMuHap

Bec koHTpOobHOr0 Meponpustusi B BPC: 20

IIpoueaypa mnpoBeaeHHsi KOHTPOJIBHOIO MepONPHUATHS: 3aJaHus 3 Uil WHAUMBUIYAJIBHOTO
BBITIOJIHEHUS Y CIIOBUS MpOBeJeHNUs YueOHas rpymnma: 1 denoBek. Mcmonp3yemble TEXHHUYECKUE U
nporpammubie cpenctBa:  Kommpiorep ¢ OC Linux, Windows. BcrpoenHoe mnporpammHoe
oOecnieueHue

Kparkoe conepxkanue 3aianus:
3ananue 3.1.
H606X0,I[I/IMO MOJIYYHUTb KOHTAKTHYIO I/IH(l)OpMaI_II/IIO H aapecC paciioJIOKCHUA OCHOBHOI'O 0(1)I/IC211
Pecypcsl nis uccnenoBanus:
https://www.booking.com/index.ru.html
https://www.facebook.com/
https://lenta.ru/
https://www.ozon.ru/
https://magnit.ru/
https://www.croc.ru/
https://mail.ru/
https://www.tadviser.ru/
https://www.lada.ru/
https://aliexpress.ru/

3aganue 3.2.

1). BosicHuTh KTO r71aBa KomrnaHuu. Ero koHTakTHbIe JaHHbIE. CTpaHUIBI B COLMAIBHBIX
CeTsX.

2). OnpenienuTh CTPYKTYpPY OpraHU3aLUH.

3). Ilpoeputs komnanuto no MHH. Bersichuts pazmep yctaBHOro Kanurana, yupeaurenei,
OCHOBHO# BUJI IESITENILHOCTH, y4acTue B cyneOHbIx aenax. (https://kontur.ru/compass/spravka-
compass/606-bankrotstvo).

4). IIpoBeputh Kommanuto Ha 6aHkpoTcTBO (https://kontur.ru/articles/401).

5). OueHuthb G1aroHaaeKHOCTh KOMITAaHUHU
(https://www.nalog.ru/rn72/news/tax_doc_news/5404050/).

3aganue 3.3.

1). OnpenenuTh UCIIONIB3yeMbIi BeO-cepBep U BepcHio. BozmoskHas OC.

2). Onpenenutsh ucnois3yeMblie [P-anpeca Be6-cepBepom. B kakoii cTpaHe pacmosokeH BeO-
cepsep?

3). Onpenenuth ucnomis3yetcs u CMS. Ecin uconbs3yercs, To Kakas.

4). Kakue cTpaHHUIIBI 3allpetieHbl JUisd nHAeKcauuu? Bo3MoxkHas mpuyrHa.

5). Ha xoro 3apeructpupoBaHO JOMEHHOE UMsI? KOHTaKTHas WH(OpMaIns BIaaebIla.

6). KTo siBiIsieTcst XOCTHHT IIpoBaiiiepom?

3ananue 3.4.

1). CkonbKO cTpaHMIl TPOUHIEKCHPOBAHO B MOMCKOBOI cucteme Google?
2). OcHOBHOI UCTOYHUK Tpaduka?

3). I'eorpadus ayautopuu.



4). Kakue noasomMeHsl 3aperucTpupoBansl? Bo3zMo)kHOE npejHa3HAuEHUE.

5). Pa3memniens! 11 B o011eM gocTyne KOH(OHUICHIIMATBHBIE TOKYMEHTHI?

6). ComeprkaThCsl TU B MHICKCE MMOMCKOBBIX CHCTEM (haiiiibl ¢ maposiem?

7). CnenaTh BBIBOJ O IICJICBOM ayAUTOPHHU.

8). OmpenenuTh cay)eOHbIe CTPAHMIIBI IS YIIPABJICHUS KOHTEHTOM caiiTa (CTpaHMIa J0CTyIa
k CYB/I, ctpanuia BXoaa ajisg aIMUHUCTPUPOBAHUS H T.1I.).

3amaunue 3.5.
1). Ilpoananu3upoBaTh MOTYICHHYIO HHHOPMAITHIO.
2). Onpenenuth Kakue yI3BUMOCTH MOTYT IIPUCYTCTBOBATh Ha UCCIIEyEMOM pecypce.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3HaTh: BO3MO>KHOCTH 1.KakoBbI BO3MOKHOCTH KOMITBIOTEPHOTO ayAuTa JJIst
KOMITBIOTEPHOTO ayquTa, ONEPALMOHHBIX CUCTEM?

BCTPOCHHBIE B  ONEPALMOHHBIE 2.KakoBBI BO3MOKHOCTH KOMITBIOTEPHOTO ayAUTa
CUCTEeMBbI, 0a3bl JAaHHBIX U JApPYyTUE Ui 6a3 JaHHbBIX?

MPOTPAMMHBIE TPUIIOKEHUS

YMmers: MIPOBOJIUTH aHaIu3 1.Kak npoBOoAUTh aHANIN3 CBEACHUH ayIuTa, OJIy4aeMbIX
CBEJICHUHM ayJWTa, MOJy4Ya€MbIX W3 Y3 MPOTPAMMHBIX TPUIIOKEHHI?

IPOrpaMMHBIX MPUIOKEHUH, 2.Kak npoBOaUTh aHAIN3 CBEACHUH ay/InTa, OJIy4aeMbIX
BKJIIOYAass M  MCIIOJb3yEMbIE B Y3 MPOTPAMMHBIX TPUIOKEHUI 0O0BEKTOB SHEPTETUKHU ?
OTpacieBbIX cHucTeMax (OOBEKTHI

sHEepreTuku, otHocsmmecs k KBO

PO)

OnucaHue MKAJbI OlleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTABISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BhEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHkKa "XopoIo" BbICTABIIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHHE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYIIECTBEHHO BHITIOJIHEHO

KM-3. KM-3

®opmbl peaausanun: [Iposepka 3aganus

Tun koHTpoBbHOrO MeponpusaTus: CemuHap

Bec konTposbHoro meponpusitusi B BPC: 20

IIpouenypa mpoBeaeHHsi KOHTPOJIBHOIO Meponpusitusi: 3ajaHus 4 A1 HWHIUBUAYAIbHOIO
BBITMIOJTHEHUs Y CJIOBUS MpoBeieHuss YueOHas rpynma: 1 yenoBek. Mcnonb3yemble TEXHUUECKHUE U
nporpamMublie cpenctBa:  Kommbtotep ¢ OC Linux, Windows. BcTpoeHHoe mnporpamMmmHoe
obecrieueHue

Kpartkoe conepixkanue 3a1aHusi:
3aganue 4.1.
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1.

Jist paboThl HEOOXOAUMO YCTAHOBUTH 2 BUPTYaJIbHbIC MALITHHBIL:

1) PC1 - mammmua ¢ OC Windows wiu Linux ¢ GUI u ycranosienasim [10 Zenmap
(https://nmap.org/zenmap/).

2) IPS - BupTyasibHas MaliiHa ¢ 2 CETEBBIMU 1Al TEPaMH U ¢ YCTAHOBICHHOM CHCTEMO
pfsense (https://www.pfsense.org/download/) mwnm opnsense (https://opnsense.org/download/).

3ananue 4.2.

1). Heobxoamumo ckoHGUTYpUPOBaTh CeTeBbIe MHTEP(DECHl Ha BUPTyalibHON MamuHe ¢ [PS:
https://itarticle.ru/console-setup-pfsense-opnsense/ u Ha BupTyanbHo#t Marmne PC1.

2). Jlyist ynpolieHust HaCTpOMKH CeTeBOro ajanrtepa Ha BUpTyaiabHO#H MammmHbel PC1 MokHO
aktuBupoBatb DHCP-cepBep Ha BupTyansHoit mammne IPS na LAN unTtepdeiice.

3). [y HarIsIIHOCTH PEKOMEHIYETCS HCIIOJIb30BaTh aJApecaliio BHYTPEHHEH CeTH
10.10.x.x/24.

3ananue 4.3.
1). YcranoButh nakeT Snort unu Suricata ans go6asnenus ¢pynkiuonana IPS (cucrema -
YCTaHOBKA [1aKETOB).

3ananue 4.4.

1). Hactpouts npaBuna i1 oOHapyeHus ckaHupoBanus nmap uis WAN untepdeiica.
2). IlpousBecTy CKaHUPOBAHKE U MPOJAEMOHCTPUPOBATH PE3YJIbTAThl OOHAPYKEHUS
CKaHUPOBAHMS CUCTEMOM MPEJOTBPALEHUS BTOPKEHUH.

3aganue 4.5.
Hactpoutb 610KMPOBKY TpadurKa B ciydyae ob6HaPYKEHMA CKAHMPOBAHUA.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: OCHOBBI aynura 1.Ilepeunciante OCHOBHI ay/IuTa O€30MACHOCTH

6e30macHOCTH  MH(pOPMALMOHHBIX MH(OPMAIIMOHHBIX CUCTEM

CUCTEM, BKJIOYas  OTpacieBble 2.IlepeuncanTe OCHOBBI ayJuTa 0€30aCHOCTH

cucTeMbl (OOBEKTBI 3SHEPreTHUKH, OTpacieBbIX HH(OPMAIIMOHHBIX CUCTEM OOBEKTOB

otHocsiuecst K KBO PO) SHEPTeTUKU

YMeTh:  BBINOJHATH  II€PEYEHB 1.Kakue omneparuii cienyer BBIIIOJHUTH B paboTe C

ornepanuit 1o pabote c MIpeICTaBICHHBIM POTPAMMHBIM ITPUIIOKEHUEM,

IIPOrPaMMHBIMH  ITPUJIOKEHUSIMU, BKJIIOYAIOIMM OpEN SOUICe PELICHMs] U BBIIOIHAIOIINM

BBIMOJIHSAIOUIMMH (QYHKIIMU ay/nTa, ¢byHkuu ayaura?

BKJIIOUAsl OpEN SOUrce pereHus 2.Kakwue onepanuii cieayet BBIIOJIHUTE B paboTe ¢
MIpe/ICTaBICHHBIM IPOTPAMMHBIM MIPUIIOKEHUEM,
BBINOJIHAIONMM QYHKIMU ayauTa’?

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu evinonneHus snanus: OueHka "oTIMYHO" BBICTABIISAETCS €CIIU 3aJjaHKe
BBITIOJTHEHO B MOJTHOM 00BEME HJIH BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 60
Onucanue xapaxmepucmuxu ebinoaneHus snanus: OLueHkKa "XopoIo" BHICTaBISIETCS €CIH
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHHE JUIsl pEIIeHUs 3a/1a4

Oyenxka: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
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Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHKa "y10BIETBOPUTENIBHO" BHICTABIIAETCS
€CIIM 3aJJaHue MPEUMYIIECTBEHHO BBITOJIHEHO

KM-4. KM-4

®opmbl peasuzanuu: [Iposepka 3aganus

Tun KOHTPOJIBLHOro MeponpusaTusi: CeMuHap

Bec koHTpOobHOr0 Meponpustusi B BPC: 20

IIpouenypa mpoBegeHUs1 KOHTPOJBLHOI0 MeponpusiTusi: 3agaHus 5, 6 il MHAUBUIYAIBHOIO
BBITIOJTHEHMS Y CTIOBHSI TIPOBeIeHUsT YueOHas rpymma: 1 denoBek. Mcmonb3yembie TEXHHYECKUE U
nporpammubie cpenctBa:  Kommpiorep ¢ OC Linux, Windows. BcrpoenHoe mnporpammHoe
obecnieuenne Docker, docker-compose, Elasticsearch, Logstash, Kibana, Filebeat

Kpartkoe cogep:xxanue 3aganus:
3ananue 5.1.
Passepuyts ELK ¢ nomompsto docker-compose. [IpoBepuTh AOCTYIHOCTH BCEX CEPBHUCOB.

3aganue 5.2.

1) Ha BupTyanbHO# MaimmHe yctanoButh: filebeat

2) JTanee HeoOxoquMoO HacTpouTh KoH(purypanuto filebeat.yml, mis dero ykasars IP-aapec mist
Elasticsearch, B Ture ayreHTH(UKANN YKa3bIBATh JOTHH U MAPOJIb.

3) Ioce HacTPOMKK OTHPABKH KypHAIOB coObiTHiI B Kibana B pexuMe peabHOro BpeMeHH
MO>KHO HaOIIOAaTh COOBITHSI, KOTOpBIC MPUXOAT OT filebeat.

3ananue 5.3.

1) Jlns BU3yanu3aiuu KypHaioB COOBITHI MOXHO BbIOpaTh rotoBblii Dashboard umm coznath
HOBEIH. Bb10op mim HacTpoiika Ha Bkinanke Dashboard.

2) [Tocne BBIOOpa COOTBETCTBYIOIIEH BKIAIAKU BbIOpaTh npeaycTanoBineHHbI Dashboard:
[Filebeat System] Syslog dashboard ECS.

3) AKueHTHPOBaTh BHUMaHUE Ha BOBMOXKHBIX OIMIMOKAX MPU HACTPOIKE M OMPEIeTUTh BApUAHT
penieHuUs.

3aganue 6.1.

. CMonenupoBarts ataky Ha ssh-cepsep.

1) Ucnonb3oBare yrumut Ncrack. Bmecto «ncrack» Bo3M0OXKHO HCIIOJIb30BATh JIFOOBIC
NOJ00HBIE YTHITUTHI.

2) YcranoButh yruiiut Ncrack Ha KoMmmbproTep, ¢ KOTOPOTO €CTh BO3MOXKHOCTh TIPOBECTU aTaKy
Ha MO/ATOTOBJICHHBIN cTEH/. 3alyCK YTUIMTHI TPOUCXOAUT U3 KOMaH/IHOM CTPOKH.

3) 3amycTHTh KOMaHIHYIO CTPOKY B TIalKe YCTAHOBKH YTHIIUTHI M BBITIOHSAEM CIIETYIOIIYIO
KOMaHJy.

3) BoiiTu B cuctemy HCIob3yst MOMyYeHHbIH JJOTHH 1 napoib. [locne ycnentHoro Bxoaa B
CUCTEMY HEOOXOUMO MEPEUTH B PEKUM CyIeprnoib3oBaTes (root) u mponsBectu go00aBiIeHNE
HOBOTO I10JIb30BAaTENs B CUCTEMY.

3ananue 6.2.

1) B Kibana Heo6xoaumo co3iaTth wik BeiOpath rotoBbiii Dashboard ([Filebeat System] New
users and groups ECS) nns ananuza CUCTEMHBIX KypHAIOB COOBITHIA.

2) Jlst onipeienicHHs OMBITOK BXoAa SSH ucmons3yercs npeaycranoBienusiii Dashboard
([Filebeat System] SSH login attempts ECS). HecankiimoHupoBaHHbIE MOMBITKH BXOAa MOXKHO
JOCTATOYHO MPOCTO OMpeaesuTh 1Mo auarpamme SSHIogin attempts [Filebeat System] ECS, na
KOTOPOH BCe MOIBITKM pa3jieneHbl Ha kateropun Accepted, Failed, Invalid, error.
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3) Ilo nuarpamme HEOOXOAUMO ONPEACTUTH BpeMs Hadala U OKOHUYAHUS aTaku;
HECaHKIIMOHMPOBAHHBIE TIOMBITKKA BXOa ONMPEaeInuTh 1o auarpamme SSHlogin attempts
[Filebeat System] ECS, Ha KOTOpO#1 BCe MONBITKH pa3/ielieHbl Ha kareropuu Accepted, Failed,

Invalid, error.

4) HeoOxoauMOo 100aBUTH GHIBTP 1O BpeMeHH i TeKyuiero Dashborad, mis atoro
HaxumaeM Ha Add filter u yka3piBaeMm 3HaY€HUS JaThl U BPEMEHH.
5) OmnpenenuTh yCHenHbie MONBITKA BXOAA, JJIs Yer0 BBECTH B CTPOKE MIOMCKA 3aIpOC:

system.auth.ssh.event :"Accepted".

6) ITo moJtro SOUrce.ip onpenenuTh ip-apec MallHHbL, C KOTOPO OBLT IPOU3BE/ICH BXO/I.
7) U3mMeHuTh 3ammpoc MoKucKa Ha CJICTYIOIIUN:

source.ip : “ip_adpec_mawunbl_C_YCHEUHbIM_8X000M "~

8) B ciyuae, ecnu ¢ 3Toro ip-aapeca O0b110 MHOTO 3anpocoB Failed u Invalid, Heo6xoaumo
OTIpEeNIeNIUTh KaKue IEHCTBHS COBEPILMII 3I0OYMBIIIICHHHK ITOCIIE BX0/Ia B CUCTEMY.

3aganue 6.3.

1) Onpenenuts UM MOJIL30BATENS, 101 KOTOPBIM OB COBEPIIEH BXOJ.
2) Kakue neficTBus ObUIM COBEPILIEHBI ITOCIIE BXOJa B CUCTEMY.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: MEpPEYeHb U BO3MOXKHOCTHU
MPOrpaMMHBIX  TNPUJIOKEHUH 10
BBITTOJIHEHUIO OCHOBHBIX ()YHKIIMA
ayiuTa, BKIIOYasg open source
pelieHus

1.Ilepeuncinure nepedeHb MPOrpaMMHBIX MPHIIOKEHUN
10 BBIMOJIHEHUIO OCHOBHBIX (DYHKLIMH ay/nTa, BKIIIOYast
open source peleHus

2.JlaiiTe aHanU3 BO3MO>KHOCTEM MPOrpaMMHBIX
MPUIIOKEHHUN TIO BHIITOJTHEHUIO OCHOBHBIX (DYHKITHIA
ayJuTa, BKJIIOYas Open SOurce peleHus

YMeTh: HPUMEHSTh Pe3yJbTaThl
aHaym3a uHpoOpManMM ayauTa JUIs
NPUHSITUS yIpaBICHUECKUX
pemieHuid B MH(OPMAIMOHHOM
cucTeMe OpraHu3anuu

1.Kak npuMeHuTh pe3ynbTaThl aHau3a HH(OpMaLUn
ayJnTa JUIsl IPUHSATHUS YIIPABICHYECKUX PEIICHUN B
MH(OPMALIMOHHON CUCTEME MPEITI0KEHHOM
OopraHu3aIuu?

2.Ilpeanoxxkure anropuT™ aHanu3a HHGOpMaLIUY ayIuTa
JUTSL IPUHSITHUS YIIPABICHYECKUX PEIICHH B
MH(OPMAIIMOHHON CUCTEME OpTaHu3aIluu

Onucanue MKaJbI OlleHUBAHUS

Oyenka: 5

Huorcnuii nopoe sevinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evinoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BHEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu ebinoneHus snanus: OueHkKa "Xopoo" BICTaBISIETCS €CIH
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMpaBICHHE JIsl pEIICHUS 3a/1a4

Oyenxa: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 50
Onucanue xapaxmepucmuxu evinoaneHus snanusa: OueHKa "y10BIETBOPUTEIBHO" BHICTABIIAETCS
€CJIM 3aJJaHle MPEUMYIIECTBEHHO BHITIOJIHEHO

KM-5. KM-5

®opmbl peaausanun: [Iposepka 3aganus
Tun koHTpOBLHOrO MeponpusaTusa: CemuHap
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Bec koHTpobHOr0 Meponpustusi B BPC: 30

IIpouenypa mpoBegeHUus1 KOHTPOJbLHOI0 MeponpusiTusi: 3agaHust 7, 8 Uil UHAMBUIYaJIbHOTO
BBITIOJIHEHUS Y CIIOBUS MpOBeJeHUs YueOHas rpymnma: 1 denoBek. Mcmonb3yemble TEXHHUYECKUE U
nporpammubie cpenctBa:  Kommbiorep ¢ OC Linux, Windows. BcrpoenHoe mnporpammHoe
obecnieuenne Docker, docker-compose, Elasticsearch, Logstash, Kibana, Filebeat

Kpatkoe cogep:xanue 3a1aHusi:
3ananue 7.1.
J151st BeIIOSTHEHUS pabOThI € MOMOUIBIO BUPTYaIbHONW MAIIMHBI HEOOXOAUMO:
1) TlonyuuTh y mpenojaBaresisi BAPTYaJIbHYIO MaIIMHY ¢ HACTPOCHHBIMH CEPBHCAMHU.
2) UWmers HacTpoeHusiii ELK.
3) Ilomyuynts HAOOP CKPUIITOB JUISI BBITOJHEHUS aTaK.
4) Ckauars live-o6pa3s kali linux (https://www.kali.org/downloads/) u 3amyctuts ero Ha
BUPTYAJIbHOW MalllMHE.
5) HacTpouTh MOAKIOYEHUE MOYYEHHON BUPTYyanbHO# MarmHbl K ELK.
[Tpu BBITIOJTHEHUU Pa0OTHI HA TTOATOTOBJICHHOM CTEHJIE HEOOXOIMMO:
1) Tloay4uTh yueTHbIC JaHHBIC /IS TOAKIFOUCHUS K CTEHIY
2) 3amyCTHTh aTaku (3alyCcK aTak MOXET 3aIllyCKaThCs MpenoaBaTeieM Wil B
ABTOMATUYECKOM PEXHUME M0 PACITUCAHUIO)
Jli1s oTIpaBKM U aHaNIM3a JIOroB OYAYT HCIOIb30BaThCS:
1) Auditbeat - mo3BossieT aHATM3UPOBATH ACUCTBHS TOJIB30BATENIEH U IIPOILIECCOB B CHCTEME.
(https://www.elastic.co/guide/en/beats/auditbeat/7.6/auditbeat-overview.html)
J1s HacTpONKM MOJAKIIFOYEHHS (TOJIBKO B CIy4ae UCIOJIb30BAHUS MTOATOTOBICHHOMN
BUPTYaJbHOW MaIIHbI) HEOOXOAUMO OTpeaakTUpoBaTh (aiin /etc/auditbeat/auditbeat.yml u
yKa3arb napamerpsl noakiatouenus Kk ELK.

3aganue 7.2.

UCTIONB3Ys BUPTYaIbHYIO MamuHy Ha kali [inux Heo6XxoaumMo mpou3BecTH aTaku Ha
BUPTYAIBHYIO MallMHY (B CIy4ae MCIOIb30BAaHMS CTEH/IA, aTaKyeT NPeroaaBaTelb I aTakK
MIPOUCXOAUT IO PACITUCAHUIO).

PexoMenryemble STarbl Mpy BHIOJTHEHUN 33/1aHHS:

a) OtkpeITh pazaen SIEM u/unm oTKpeITh npeaycTanoBieHnbii Dashboard.

0) 3amycTuTh cKpunt ajs araku: bash attackN.sh.

B) [Ipoananu3upoBarh KaKue U3MEHEHHSI TPOUCXOISAT B CUCTEME TP aTake.

r) Onucarp MO KaKMM MpU3HAKaM MOYKHO MOHSTh, YTO IIPOUCXOIUT aTaKa.

1) Beiopats/co3nats Dashboard onTiumanbHbIi 11 OnpeieieHns aTak JaHHOTO TUIIA.
e) OnpenenuTh Kakas ataka ObLIa IPONU3BEACHA.

3ananue 7.3.

1) Heobxoaumo co3naTh panroHansHbi Dashboard, koTopslit Obl MO3BOJIHIT ONIPEACIIATE
HAYaJIo aTaku, KMEJI BO3MOXKHOCTh ONEPATUBHO MEPEKITFOYATHCS I 00Jiee AeTaIbHOTO
OTIpe/IeIICeHHUs THIIA aTaKH.

3ananue 8.1.

1). YcranoButh zabbix Ha BUPTyalbHYIO MAIINHY.

[Ipennaraercs ycraHoBKa zabbix ¢ momomibio umnopta ovf oopasa B VirtualBox
https://cdn.zabbix.com/zabbix/appliances/stable/5.2/5.2.6/zabbix_appliance-5.2.6-ovf.tar.gz
2). Ha npyroii ManirHe yCTaHOBUTH areHT 3ab6ukca. Y 100aBUTh y3ell CeTH B CUCTEMY
MOHHUTOPHHTa

https://www.zabbix.com/ru/download_agents

3). Y6enuTbcs, 4TO JaHHbIE IPUXOIAT B 3a00HKC.
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3amaumne 8.2.

1). HacTpouth aBTOMaTH4ECKyI0 MHBEHTAPU3AIMIO y3JIa.

HasBanue nporeccopa - wmi.get[root\cimv2,select name from Win32_Processor].
Apxutekrypa OC - wmi.get[root\cimv2,select OSArchitecture from Win32_OperatingSystem].
Bepcus OC - wmi.get[root\cimv2,select version from Win32_OperatingSystem].

[MTonnoe nasBanue OC - wmi.get[root\cimv2,select name from Win32_OperatingSystem].

2). Hactpouts oTripaBKy J10roB. PekoMeHayercss HacTpauBaTth OTIPaBKY JIOTOB ¢ Linux
MamuHbl. Hanmpumep, ¢ cepBepa zabbix.

3). Hactpouts Tpurrep.

KoHTposibHbIe BONPOCHI/3aJaHUA:

3HaTh: TEpevYeHb M COJCpKAHUE
UHPOPMALIUU ayANTa, MTOJIy4aeMOi
U3 IPOrPaMMHBIX IPUIIOKCHUN

1.Ilepeuncnute nepeyeHb MHPOPMALUU ayaUTa,
IIOJIy4a€MOU U3 IIPOrPaMMHBIX ITPUIIOKEHUN
2.Ilepeuncaure cogepxkanue HHGOpPMaLUKU ayIUTa,
IIOJIy4a€MOM U3 IPOrPaMMHBIX NPUIIOKEHUN

YMmeTs: pa3paboTartb u 1.Ilpennoxxute 00K TUIaH TPOBEACHUS ayAUTa
KOPPEKTUPOBATh J1aH MH()OPMAIIMOHHON CUCTEMBI TIPSO KCHHON
BBITIOJTHEHUS TpeboBaHUit OpraHHu3aIu

PYKOBOASIIMX  JOKYMEHTOB  TIO

00ecrneveHuo 0e30MacHOCTH

WH)OPMAIIMOHHBIX  CHUCTEM  Ha

OCHOBE JIaHHBIX ayJIuTa

YMers: paspaboTartb u 1.IIpeanoxxure KOPPEKLUIO MJIaHa BHIIOJHEHUS
peann3oBaTh IUIaH TPOBEICHUS TpeOOBaHUI PyKOBOISAIINX JOKYMEHTOB 10

ayauTa uH(OPMAMOHHON obecrieueHnto 0€30MacHOCTH HH(POPMAITMOHHBIX CUCTEM

CUCTCMbI OpraHn3aluu

Ha OCHOBC JdHHBIX ayJIWUTa HpCHHO)KeHHOﬁ OpraHu3anuu

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5

Huorcnuii nopoe svinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BHEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu vinonneHus snanus: OueHka "Xopomo" BEICTaBISETCS €CIH
OOJIBIIMHCTBO BOIIPOCOB PACKPBITO. BBIOPAHO BEPHOE HAIIPABICHUE JJIS PEIICHUS 3a/1a4

Oyenka: 3

Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CIIU 3a/l1aHU€e NTPEUMYILLECTBEHHO BBITIOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
8 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

3K3AMEHAIIMOHHBIN BUJET Ne 1 Ymsepoicoaro:
. | 3ae. kagp. BUT
HUAY Kadenpa  Besonacnocmu u ung)opMayuonoix mexuonouii | oy oo
MDA Jucuurmnaa «OCHOBBI yIIpaBICHUs HHPOPMAITMOHHON Mpotoxon Ne or 20
0e30IaCHOCTHIOY o

1. Metonas! TecTipoBanus penetrationtesting (PT).
2. Ayaut 6e30nacHOCTH HH(POPMALIMOHHBIX AKTHBOB OPTraHU3aIINH.

JlouieHT, K.T.H. A JO.HeBckuit

IIpoueaypa nposenenus
DK3aMeH MPOBOIUTCS B yCTHOU (hopMe 1o OMIeTaM COTIIaCHO MPOTrpaMMe IK3aMeHa

L Ilepeuens Komnemenyuit/uHOUKAMOPO8 u KOHMPOIbHBIX 60NPOCO8 NPOBEPKU PE3Y1bHAN 08
0CBOCHUA OUCUUNTUHDI

1. Komnerenuunst/Muaukarop: [1K-3(Kommnerenius)

Bonpocsl, 3aganus
1.9Tansl npoBeeH!s] KOMIBIOTEPHOTO ayHTA.
2.9Tanbl paboThl TEXHUYECKOTO IKCIEPTa MO0 KOMITBIOTEPHOMY ayIUTY.
3.IToacucremsr ayaura cobbrtTuii OC Windows
4.Yt0 coxpaHsieTcs B XKypHaJlax COOBITUI?
5.B xakom HampaBieHUH pa3BUBalOTCs coBpeMeHHble OC?
6.Kax obecrnieunTs 10BEpHE K pacCMOTPEHHBIM MexaHu3MaM OezonacHoctu OC?
7.Ilouemy HemB351 CTPOUTH OTBETCTBEHHBIE HH(POPMAIIMOHHBIE CCTEMBI Ha 3apy0ekHbIXx OC?
8.I1pemsioxuTh criocod HanboJee MOJIHOTO cOOpa OTKPHITON HH(POPMAIIMK HA YEIIOBEKa,
IPETEHIYIOIIEr0 Ha BaKaHCHIO.
9.C xakoii 11enpto BeieTcst cOOp OTKpBITON HHpOpManuu 00 00beKTe ayauTa?
10.Kak o6Hapy»uTh HHPOPMALIHIO O KOHPUTYPAIIMOHHBIX (paiiiiax B OTKPHITBIX web-
MIPUIIOKEHUAX ?
11.Kax rcrionb3yroTcs colMaibHble CeTH Ui cOopa MHPOPMALIMU O IIPETeH/ICHTE Ha
BAKAHCHUIO?
12.IIpoBeneHue 3KCIpecc-TecToB Mo oleHKe 3 dexTuBHOCTH 3amuThl HHPopmanuu B MC.
13.Anamu3 3ammmennocta mo 'OCT P UCO/MOBK 27001.
14.0nenka 3heKTUBHOCTH 3aIIUTHI BEO-TIPUITOKEHUH.
15.TexHOIOTHH BBIITOJIHEHUS TECTUPOBAHNS HA IPOHUKHOBEHHE.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN
1.Yem He oOecnieurBaeTcs 0€30MacCHOCTh MPU UCTOIb30BAaHUN MOOMIIBHBIX ITpOrpaMm?
OtBeThI:
a JIOTMYECKHU M30JIMPOBAHHOM CPENOi;
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b GnoxupoBaHnueM J1F0OOr0 HECAHKIIMOHUPOBAHHOTO UCIIOIB30BaHUS MOOWIIBHOW TIPOTPaMMBI;
C He OJOKMpOBaHWEM TMTpHEMa MOOMIILHON TTPOTPaAMMBI,
d obecrieueHUEM YBEPEHHOCTH B OTCYTCTBUU MOOMIIHOM MPOTPaMMBI;
€ KOHTPOJIE PECYPCOB JIOCTYITHBIX MOOMIIBHOM MTPOTpamMme;
f mpuMeHneHreM KpuUnTorpagpuyeckiux Mep 1 CpeCTB KOHTPOJIS U YIPABICHUS IS
OJTHO3HAYHOH ayTeHTU(UKAITUH MOOMIIBHOM MTPOTPaMMBI.

Bepusrii otBer: cd

2. Komnerenuust/Uugukarop: [1K-10(Komnerenius)

Bomnpocel, 3axanus
1.Metonsl TecTrpoBanus penetrationtesting (PT).
2.Yro takoe uaentudukaropsl 6ezomacuoctu SID (Secureldentifier)?
3.IIpumepsnr SID Ge3omacHOCTH.
4.Kaxk y3HaTh 3HaueHue SID KOHKpETHOro nojib3oBaress?
5.Cxema mudposanus EFS B OC Windows
6.Metozpl orydeHus: UH(PpOPMAIUU U3 OTKPBITHIX UCTOUYHUKOB.
7. TexHONIOrH1 KOMITBIOTEPHOTO ayauTa Ha ocHoBe SIEM.

MaTtepuabl 1J1sl IPOBEPKH OCTATOYHBIX 3HAHUM

1.C kakoil 1e7bI0 TPOBOAUTCS YIPABJICHHE MPOU3BOIUTEIBHOCTHIO NHPOPMAIIMOHHBIX

cucrem?
OTtBeTsI:

a TIPOTHO3UPOBAHHUSI IPOU3BOIUTEIIBHOCTH 000PYIOBAHS HCXO I OYAYIIUX [eei 00paboTKu

uHpopmanuu

b onTuMU3anMs TPOU3BOIUTEILHOCTH HH()OPMAIIMOHHBIX CHCTEM

¢ pa3paboTku TpeOoBaHUI K MPOU3BOAUTEIHLHOCTH 000pyI0BaHuUs 10 00paboTKK HHPOpMaIUU
BepHsl1ii oTBeT: ac

3. Komnerenuusi/Muaukarop: [ICK-1(Kommerenus)

Bonpocsl, 3aganus
1 .ITonsitne KoMnbroTepHBI ayIUT U METOABI €70 IPOBEACHMUS.
2.Mopenu ayauTa.
3.KTo npoBoaut ayaut?
4.1lenu, nporpamma 4 IjIaH ayauTa.
S.IIpunuuns! ayaura.
6.Bunel aynura u GopMel €ro NpoBeICHUS.
7.DopMalIbHOE OIMCAaHUE CUCTEMBI B MOJIeU XappucoHa-Py330-YibMaHa.
8.Monens nenoctocT Kitapka-Buiicona. JJocTOMHCTBA ¥ HETOCTATKH MOJIEITH IICIIOCTHOCTH
Knapka-Bunbcona.
9.Mogenb 0e3omacaoct OC Windows. IToacuctemer Windows, oOecnieunBaroniye
0€3011aCHOCTb.
10.IIpennoxuTh crnocoO BISIBICHUS BO3MOXKHBIX HHCAHEPOB MPU IPUEME COTPYTHUKOB MO
OTKPBITBIM BaKaHCHSAM B OpraHU3aLUIO.
11.AynuT Gpusnyeckoro KOHTPOJIS AOCTYIa B IOMELICHHUS.
12.Aynut 6e30nmacHOCTH MHPOPMALMOHHBIX aKTUBOB OpraHU3alHMH.
13. Ayt opraHu3aiiiOHHOTO 00eCIIeYEHUSI.
14.AynuT COOTBETCTBHSI HOPMAaTHBHOMY OOECIIEYEHHUIO.
15.Aynut 6e3onacHoctu IT-cTpykTypBbI.
16.AHann3 BO3MOXHOCTEN IPUMEHEHUS TEXHOJIOTUH COLIMATIbHOW NHKEHEPHUH.
17.Ananus 3¢ pexTUBHOCTH 3aUTUTHI OT BPEIOHOCHOTO KO/A.
18.AHanu3 nosnyueHust ”HGOPMAIMU OT CETEBBIX CEPBUCOB.
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19.01eHKa 3aMUIICHHOCTH O€CIIPOBOIHBIX CETEH.
20.AHann3 BO3MOXKHOCTEN 00X01a cucTeM O€30IIaCHOCTH.

Matepuanbl 1Jisl IPOBEPKH OCTATOYHBIX 3HAHUM
1.Pemenue kakux BOIPOCOB BKJIKOYAET PE3EPBUPOBAHUE?
OTBeTHI:
a HEOOXOIMMO OIPEICITUTh KOJTMUYECTBO KOMUM, POPMBI UX XpaHEHHs U OOHOBJICHHUS;
b mudpoBanue KONMui;
C TECTHPOBAHUE KOIIHIA;
d obecrieueHme GpU3NIECKON 3aITUTHL;
t HEHTPAIM30BAaHHOE XPAaHCHHE;
f 06beM (T.e. MOTHOE UITH BEIOOPOYHOE PE3EPBUPOBAHKE) M YACTOTA PE3EPBUPOBAHUS JJOIKHBI
oTpakaTh TpeOOBaHMUsI OM3HECA OpraHu3aIny, TPeOOBaHUS K O€30MACHOCTH 3aTPparuBaeMOM
UH(OPMALIUU U KPUTHYHOCTH MH(OPMAINK I HETIPEPHIBHOIN paboThl OpraHu3aluu;
g ayJIUT PE3EPBHBIX KOMUN
Bepusrii otet: abedf

11. Onucanue wikanvt ouenusanus

Ouyenxa: 5
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 70
Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa BeIMOIHEHA B paMKax "MPOJBUHYTOTO"
ypoBHs. OTBETHI JaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu 6blnoineHus 3nanus: PadboTa BelmogHeHa B paMKkax ""0a3oBoro"
YPOBHS. BOJIBIIMHCTBO OTBETOB JIaHbl BEpHO. B yacTh MaTepualia ecTh He3HAUUTEIIbHBIC
HEJ0CTaTK!

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapakmepucmukuy 6blnoaneHus 3uanus: PaboTa BeIIOJIHEHa B paMKax "MmoporoBoro”
ypoBHs. OCHOBHAs 4acThb 3a/1aHUs BBIIIOJHEHA BEPHO. HA BOIPOCHI YIIIYyOJIEHHOTO YPOBHS

II1. IIpaguna évicmaenenusn umo2o60i OUEeHKU no Kypcy
Ouenka omnpezensercss B cooTBeTcTBUM ¢ [lonoxeHuem o OamsIbHO-PEUTHHIOBOM CHCTEME MJis

ctyneHtoB  HUUY «MDU» Ha OCHOBaHMHM CEMECTPOBOW M 3a4eTHOM / 3K3aMEHAIMOHHOM
COCTAaBIISTIOIINX.
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