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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. I[TK-1 crtocoGHOCTBIO BBIMIOIHATH PA0OTHI IO YCTAaHOBKE, HACTPOMKE U 0OCTYKUBAHUIO
MPOrPaMMHBIX, IPOTPAMMHO-ANTIAPATHBIX (B TOM YHCIIE KPUITOTPAQUISCKIX) M TEXHUIESCKIX
CPEICTB 3alIUThl HHOPMAITUU

2. IIK-11 crnocoOHOCTBIO MPOBOAUTH SKCIIEPUMEHTHI 110 33JJaHHON METOJIUKE, 00pabOTKY, OILICHKY
MOTPEITHOCTH U TOCTOBEPHOCTH UX PE3yJIbTAaTOB

3. IICK-2 CriocoOHOCTh TPUMEHSTH TPOTPAaMMHBIE CPEJICTBA CUCTEMHOTO U CIIEUAIIEHOTO
Ha3HAuEHUs, B TOM YKCIIe AJs obecrieueHus: 0e30nacHoCro (PyHKIIMOHUPOBAHUSA OOBEKTOB
sHepreTuku ¢ snmementamu ACY TII

4. IICK-3 CiocoGHOCTh MPUMEHSATh KOMIUIEKCHBIN MOIX0A K 00ecrieueHrI0 HH()OPMAITMOHHON
0€30I1aCHOCTH B PA3JIMYHBIX cepax AesITeIbHOCTH B TOM YUCIIE U Ha 00BbEKTAaX SHEPreTUKH,
skcruryatupyroumx ACY TIIT

1 BKIIFOYACT.
JJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

®Popma peanusanuu: BeinmoaHeHue 3a1aHus
1. AHanu3 yrpo3 0€30MacHOCTH C UCIOIb30BAHNEM TEXHOJIOTUH MPOAKTUBHOTO MTOUCKA,
oOHapyXeHHs COOBITUI B CETH U cOOpa COOBITHI ¢ KOHEUHBIX YCTpoiicTB Ha ocHOBe OC
Windows. (Otuer)
2. N3yueHne TeXHOJIOTHI IBPUCTHYECKOTO JETEKTUPOBAHUS M TOBEICHUECKOTO aHATTN3a B
KOHTpOJMpyeMoii nzonupoBaHHoi cpese Ha ocHoBe OC Windows (Otuer)
3. Pa3paboTka apXUTEKTyphl CHCTEMBI IPOAKTHBHOM 3aIInThI B opranu3anmu (KoHTponbHas
paborta)
4. Pa3paboTtka Mozenu 6e30MmMacHOCTH KOMITbIoTepHOU cuctemsl (Keiic (perienne KOHKpeTHBIX
MPOM3BOJICTBEHHBIX CUTYallUi))
5. Pa3zpabortka mana ocegoMieHHOCTH 1o Bonpocam Ub (Otuer)

Dopma peanuzanuu: KomnboTepHoe 3a1aHue
1. [Ipaktuka unaTerpanuu IDS/IPS B komnbroTepHyto ceth (Jlaboparopras padoTa)
2. IlpakTuka IpUMEHEHHUs! TEXHOJIOTMH HACTPOMKH 3aIIUIIIEHHOW BUPTYaJIbHON MaIlIUHbBI
(JTaboparopnas paboTa)
3. Pa3paboTka 3BpUCTHYECKUX AITOPUTMOB ¢ ToMolbio Yara (Jlabopatopnas pabora)

®Popma peanuzaruu: [lucbmennas padbora
1. Pa3zpaboTka KOppensiUOHHBIX MTpaBUiI MpH ucnoiab3oBanuu SIEM cucrem (OTuer)
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Tema 1. Beeneunue B
MIPOAKTUBHYIO 3AIUTY

[TpoakTHBHAS 3aIIUTa KOHEUHBIX
ycTpoicTB (endpoint protection)

Tema 2. Opranuzanus
MPOAKTHBHOM 3aIUThI Ha 0a3e
3alIUTHBIX MEXaHU3MOB,
BcTpoeHHBIX B OC (Windows,
Linux).

Tema 3. Texuonoruun
BUPTYyaJIU3aIMU B 3a/1a4ax
MIPOAKTUBHOM 3aIIUTHI.

Tema 4. Texuomorun
ABPUCTUYECKOTO JETEKTUPOBAHUS
U IIOBEIEHYECKOI0 aHaIN3a

Tema 5. Pemenus kiacca
endpoint protection.

IIpoakTuBHAs 3a11UTa CETEBOTO
nepumetpa (network protection)

Tema 6. Texuomoruu
MOHHUTOPHHTA ¥ OOHAPY>KEHUS
COOBITHI B CETH.

Tema 7. Beenenue B threat
hunting.

Tema 8. Texnomorusa Threat
Intelligence.

Tema 9. OCHOBBI TIOCTPOEHUS
3alMIIEHHBIX KOMITBIOTEPHBIX
CETEM.

Tema 10. Pertenus s 3aluThl
KOMITbIOTEPHBIX CETEMN

CoBeplIeHCTBOBAHHE
MPOAKTUBHOM 3amnThl B 1C

Tema 11. IlepciekTuBHBIE
TEXHOJIOTHH NMPOAKTUBHOU
3aIUTHI.

Tema 12. OpranuzanyoHHbIE
MEpbI TPOAKTUBHOM 3AILMTHI.
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$O6m1as yacts//1s1 MPOMEKYTOUHON aTTecTauud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunekc
KOMIIETEHIINHU

Nunukarop

3armIaHupOBaHHbIE
pe3yiabTaThl OOyYEHHsS IO
JUCHUTIIINHE

KOHTpOJ’IBHaﬂ TOYKa

[1K-1

[TK-1(Kommerenmus)

3HaTh:

(GyHKIIMOHATIbHBIE
BO3MOKHOCTH HACTPOUKHU
IIPOrpaMMHBIX U
MPOrpaMMHO-aIapaTHBIX
CPEZCTB 3alIUTHI
uH(pOpMaIU

YMersb:

aHATM3UPOBATH TPHUYUHBI
HapyLEeHUs
(YHKIIMOHUPOBAHUS CPE/ICTB
3alUThl HH(OpPMAIINH,
WCTIOIB3YIOIIHX
MIPOAKTUBHbBIE TEXHOJIOTUU
MPUMEHSTh HaBBIKH
aJIMUHUCTPUPOBAHUS
CpPEACTB 3alIHTHI
uHpopManuy,
WCTIOB3YIOIIHX
IPOAKTHUBHBIE TEXHOJIOTUU

Pazpabotka Monenu 6e30macHOCTH KOMIBbIOTEpHOI cuctemsl (Ketic
(pelieHre KOHKPETHBIX MPOU3BOJCTBEHHBIX CUTYAIHiT))

[IpakTrika npUMEHEHUs TEXHOJIOTMHM HACTPOMKH 3aIUIIEHHON BUPTYAJIbHON
MamuHbl (JTabopaTopHast pabota)

IK-11

[TK-11(Komnerenuust)

3HaTh:

TEXHOJIOTHIO CO3/IaHUs
MIPaBUJI, NETEKTUPYIOLIUX
yrpo3bl OE30MaCHOCTH
COBPEMEHHBIX

Ananu3 yrpo3 0€30MacHOCTH C UCTIOJIb30BAHUEM TEXHOIOTHH
MIPOAKTHUBHOT'O MIOMCKA, 0OHAPYKEHUs COOBITUH B CETH M cOOpa COOBITHII ¢
KOHEYHbIX ycTpoiicTB Ha ocHoBe OC Windows. (OTuer)

PazpaboTka 3BpHCTHYECKUX aITOPUTMOB C IOMOIIb0 Yara (JIabopaTopHas
pabora)




KOMITBIOTEPHBIX CUCTEM
VYMeTs:

MIPUMEHATh UHCTPYMEHTBI
CO3JIaHUs TTPABUJI,

JNETEKTUPYIOIINX YIPO3bI
0€e30I1aCHOCTH

[1CK-2

[NCK-2(Komnierenuusi)

3HaTh:

OCHOBHBIE BH/IbI,
Ha3HAYECHUE U IPUHIHIT
paboThl COBPEMEHHBIX
CPEICTB 3aIUThI
nHpopManuu,
MCTIOIB3YIOLIHX
MIPOAKTUBHBIE TEXHOJIOTUU U
TEXHOJIOTHH pPeaTu3aliu
Mojeneit 6e30macHOCTH
KOMIIBIOTEPHBIX CUCTEM
YMers:

BBIOMPATH ¥ IPUMEHSTh
CpeZACTBa 3aIIUTHI
nHpopmanuu,
HCTOJIb3YIOLINX
MIPOAKTHUBHBIE TEXHOJIOTHH,
JUIs HEUTpau3alu yrpo3
0€30MMacCHOCTH COBPEMEHHBIX
KOMIIBIOTEPHBIX CUCTEM

Pa3paboTka apXUTEKTYphl CHCTEMBI POAKTUBHOM 3aIUTHI B OpPraHU3aIuN
(KonTponbsHas pabora)

Pa3paboTka KOppesSIMOHHBIX MTPaBWII IPH UCIONIb30BaHuU SIEM cuctem
(Otuer)

[1CK-3

[1CK-3(KomneTenuusi)

3HaTh:

OCHOBHBIE MTOHATHUS U
Ha3HAYCHHE TEXHOJIOTUI
MIPOAKTUBHOW 3alUThI, B T.4.
HCMOJIb3YIOIINE
MEPCIIEKTUBHBIE TEXHOJIOTUU
MPOAKTUBHOW 3aIUThI

N3yueHne TeXHOIOTUI 3BPUCTUYECKOTO JETEKTUPOBAHUS U
IIOBEJIEHYECKOI0 aHAIM3a B KOHTPOJIIMPYEMOM U30JIMPOBAHHOM CpeJie Ha
ocHoBe OC Windows (Otuer)

[Ipaktuka unaterpanuu IDS/IPS B komnbroTepHyto ceTh (JlaboparopHas
pabora)

PazpaboTka mana ocBegomieHHocTH 1o Borpocam Ub (Otuer)




YMers:

BHE/PATh OpraHU3alluOHHbIE
MCPBI IMOJIMTUK OOHOBJIEHHUS
CHCTEMHOI'0 U NIPUKJIATHOTO
10, pe3epBHOTO
KOIIMPOBAHUS U YIPaBJICHUS
YA3BUMOCTAMHA

IIPUMEHSTh HaBbIKH
MHTETPALUU CPENICTB
3alUThl HH(OpMALNY,
HCIIONB3YIOIINX
[IPOAKTUBHBIE TEXHOJIOTUU U
aBTOMAaTu3all1 UX HACTPOCK
IIPU BBISIBIIEHUH YTPO3
0€30MaCHOCTH COBPEMEHHBIX
KOMIIBIOTEPHBIX CUCTEM




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. IIpakTnka npuMeHeHHUs] TeXHOJOTHM HACTPOIKH 3alMILeHHON BUPTYaJIbHOM
MAaIIMHbI

®opmbl peaju3anuu: KoMIbroTEPHOE 3a1aHKE

Tun koHTpoaBLHOr0 Meponpusitus: Jlabopatopnas padora

Bec koHTpobHOr0 Meponpustusi B BPC: 10

IIpouenypa npoBeaeHus KOHTPOJBLHOIO MeponpuaTHsa: [IpoBepka 3ananus npenoaaBareaemM

KpaTtkoe conepkanue 3a1aHusi:
IHoBenenueckuii ananus ¢aiisios B cpene Cuckoo sandbox
Jyist BRIIOJTHEHUS JTAHHOTO 3a1aHus moHanoourcs BM ¢ Windows u3 nipornuioro pasuena +
norn. BM ¢ OC Debian ninu Ubuntu
Xon paboTsi:
1. YcranoButh cuckoo sandbox, coriacHoO HHCTPYKIIUU
https://cuckoo.sh/docs/installation/index.html . B kauecTBe rocTeBOi MalIUHBI KCIIOJIL30BATh
BM ¢ Windows 13 npomuioro pasuaena

2. [TpoBepuTH KOPPEKTHOCTH YCTAHOBKHU (KPUTHUECKUX OIMMOOK B host MaimHe ObITh HE
JIOJKHO)
3. Bamyctuts cuckoo https://cuckoo.sh/docs/usage/start.html
4. 3arpy3uts B cuckoo yrunuty Mimikatz Ha ananus
5. JloknaTbCcs OKOHYaHMS aHAJIU3a U U3YYUTh pPe3yibTar
6. Onwucare GyHKLIHMOHAT [IPOrpaMMBbI 110 pe3yJibTaTaM aHalIu3a.
7. Crenatp BbIBOJ 110 JAaHHOM YacTH 3a/laHus
KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:
3HaTh: (GyHKIIMOHATIbHBIE 1. Bupryanuzauus. OCHOBHbIE IPEUMYILIECTBA.
BO3MO>KHOCTH HACTpONKHU BupTtyanbHble MalIMHbI
OPOrpaMMHBIX M TIPOTPaMMHO- 2.Bunpl BUpTYanu3aun
anmapaTtHbIX  CpPEACTB  3alUThI
uH(popMaluu
YMers: IPUMEHSTD HaBBIKU 1.Bupryanu3zanus B nH(OopMaMOHHOH 0€30MacHOCTH
aIMHUHUCTPUPOBAHHUS CpEACTB 2.Tlopsiiok HaCTPOMKHU 3aLIUIIEHHON BUPTYaaIbHOU
3aIUTHI uHpopMaluy, MaIINHbI
MCIIOJIB3YIOIINX MIPOAKTHUBHbIE
TEXHOJIOTHH

Onucanue MKaJbl OLICHUBAHUA:

Oyenka: 5
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu evinoineHus snanus: OueHka "oTIMYHO" BBICTABIISETCS €ClU 3aJaHHe
BBITIOJTHEHO B TTOJTHOM 00bEME WITH BBITIOJTHEHO MMPEHMYIIIECTBEHHO BEPHO

Oyenka: 4
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu vinoneHus snanus: OueHkKa "XopoIo" BEICTABISIETCS €CIH
OOJIBIIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE JUTS PEIICHUS 3a]1a9

Oyenxka: 3



https://cuckoo.sh/docs/installation/index.html
https://cuckoo.sh/docs/usage/start.html

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuku evtnonanenus 3nanus. OueHka "yJI0BIETBOPUTENBHO" BBICTABISETCS
€CJIM 3aJjaHuE PEUMYIIECTBEHHO BBITIOJIHEHO

Ouenka: 2
Onucanue xapaxmepucmuxu evinoinenus: snanus: ONeHKa "HeyI0OBICTBOPUTEIILHO" BEICTABIISICTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO MJIU MPEUMYIIECTBEHHO HE BBIMTOJTHEHO

KM-1. PazpaboTka Mo/ie/in 6€30MaCHOCTH KOMIIbIOTEPHOI CHCTEMBI

®opmbl peaausannu: BelogHeHue 3a1anus

Tun koHTpoabHOro Meponpusitus: Keiic (pemenne KOHKPETHBIX MPOU3BOJCTBEHHBIX CUTYaLUIN)
Bec koHTpobHOr0 Meponpustusi B BPC: 10

IIpouenypa npoBeaeHns KOHTPOJBLHOIO MeponpuaTHsa: [IpoBepka 3ananus npenoaaBareaemM

Kpatkoe cogepxanue 3agaHus:
ITo monenu bemna-Jlallanysisl
[Tycts mmeetcst MangaTHas cucreMa gocrymna X(v0,Q, FT), B koTopoii pemnieTka ypoBHei
6e3omacHocT AL siBiisieTcs inHelHON 1 uMeeT Tpu yposHs — 11, 12, 13; 11>12> 3; 11>13.
[TycTh MeeTcs cienyroias cucteMa CyobeKTOB (TI0JIb30BaTelIei) JOCTyIA!
Ul — aAMHHHUCTPATOP CUCTEMBI;
U2 — pYKOBOJHUTEIb TPEATIPUSITHUS;
U3 — AemOonmpON3BOAUTEID;
u4 — user, T.e. psIOBOI HEMPUBUICTUPOBAHHBIN MOJIB30BATEIIb.
[Tycth uMeeTcs crneayromias cucteMa 00beKTOB JOCTYTIA:
01 — cucremuoe I10;
02 — nokymMmeHT "CTpaTerusi BbIX0/1a MPEANpUATHs Ha HOBbIE PBIHKU COBITA MPOIYKIHH'";
03 — noxymenT "llpuka3 o moourpennn paboTHUKOB 1o ciaydaro [Just [Ipennpusarus';
04 — AUC "bopeii" (mpuem, 06padboTka 1 ucnoaHeHue 3akazoB kaueHToB) (11O u BJI).
3anagya Ne 1. O60cHOBaTh U COCTaBUTH CUCTEMY YPOBHEH JIOIYCKOB I0JIb30BaTeNel, rpudos
CEKPETHOCTH 0OBEKTOB IOCTYIIA U MaTPHILy Joctymna A[u,0] .
3anaua Ne 2. CocTaBUTh U 000CHOBATH CUCTEMY JOIMYCKOB U IPU(POB CEKPETHOCTHU AJIS ABYX
COCTOSIHMI CCTEMBI:
Cocrosiaue 1 — I[Toaroroska (pa3paboTka) ToKymeHTa 02.
Cocrosiaue Il — JlokymMeHT 02 yTBEpX/IeH 1 BBEJIEH B JIEiiCTBHE.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

YMeTb: aHanuM3upOBaATh NPUUYHMHBI 1. JIuckperinoHHbIN KOHTPOIb AocTyna Windows.

HapymeHus  QyHKIIMOHUPOBAHUS Jleckpuntop 0€30MacHOCTH U Pa3peIIeHUs

CPEICTB 3alUThl HH(OpMAILINH, 2.ManpaaTtHblid KOHTPOJIb LeTOCTHOCTU. CTaHAapTHas

HCIIOJTB3YIOIINX MIPOAKTHUBHBIE nonuTHKa. [Ipumeps! nCronb30BaHus.

TEXHOJIOTHH 3.0cHoBHas KoHIleNHs 6e30nmacHOCTH. Pazrpanndenue
npaB foctyna. OCHOBHBIE MTPaBUJIa U MOJIENH

Onucanue MKAJbI OIICHUBAHUA:

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku ebtnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNe
BBHITIOJTHEHO B MOJIHOM 00'beME WIJIHM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Hudicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 60




OnucaHnue xapakmepucmuxu eblnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCs €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a9

Oyenka: 3
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTENIHLHO" BHICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHUE BBIMIOJIHEHO HEBEPHO WJIM MTPEUMYILIECTBEHHO HE BBIITOJIHEHO

KM-2. Pa3zpa6oTka 3BpUCTHYECKHX AJITOPUTMOB ¢ IOMOLIbIO Yara

®opmbl peanuzanuu: KoMneoTepHoe 3a1aHue

Tun KOHTPOILHOT0 MeponpusiTus: Jlaboparopnas padora

Bec koutposabHoro meponpusitusi B BPC: 15

IIpouenypa npoBeaeHnst KOHTPOJILHOro MeponpusaTus: [IpoBepka 3a1aHus peroaaBaTeIeM

Kpartkoe cogep:xxanue 3aganus:
JleTeKTHpOBaHKeE YIPO3 ¢ MOMOLIBIO Yara-3BpUCTHK
TpeTbs yacThb 3a/1aHus BBIMOJIHIETCS B IOATOTOBICHHON BUpTyanbHOH MamuHe (BM) ¢ OC
Windows, moyueHHO# B X0/1¢ BHITOTHEHUS IEPBOM YacTH TaHHOTO 3aaHuUs
JokymeHTanus 1o yara - https://yara.readthedocs.io/en/latest/

Xox paboTshl:

1. JIns co3gaHus npaBuil CleqyeT UCIOIb30BaTh yCTaHOBICHHbIE HA BM HHCTpyMEHTHI.
Takue xak hex pemakrop, strings. ..

2. Co3pnatp yara paBuiIo JUisl AETEKTUPOBaHUS ciiel. (aiiia
https://support.kaspersky.ru/downloads/eicar/eicar.zip

3. Co3natp yara mpaBuJIO JJis I€TEKTUPOBaHUs yTUIUTE Mimikatz

4. Coznatsp yara npaBuio i getektupoBanus doc, xls, pdf noxkymenros (JIroOwie, Ha cBOM
BBIOOD)

S. Co3znarp yara mpaBwiIo ISl IeTeKTHpoBaHus pe, elf ¢aitnos (JItoOwie, Ha cBOI BHIOOD)
6. Co3natp yara mpaBuiIO JUisl AETEKTUPOBaHMS IpYIIbl (HailioB* (0JHOTO paCHIUPEHUS U
CXOXHeE I10 apameTpaM, KoTopblie Bbl noikHBI onpenenuts camu. JIroOsie, Ha cBOi BEIOOD)
7. Hcnonb3ys co3laHHbIE yara IpaBuiia IpOCKaHUPOBaTh (aitoByto cucremy BM.

Co3aHHbIe TpaBUiIa JODKHBI JETEKTUPOBATH TOJIBKO T€ (ailiIbl, IS IETEKTa KOTOPBIX OHU
HanMcaHsbl (BKJIIOYas rpynisl Gailsion).

8. B cnyuae BrisiBnenus FP cpabateiBanmii, ucnpasuts ux. Bece FP oTpasuts B oTuere u
OIIUCATh IIPOLECC UX YCTPAHEHUs
9. Crenatp BBIBOJ IO JAaHHOM YacTH 3a/laHus

[Mpumeuanue: mocie Co3anus KaKI0To yara NpaBuiia MPOBEPUTH €ro paboToCOCOOHOCTb.

KoHTpoJibHbIE BOIPOCHI/3a1aHUA:

YMeTh: NPUMEHATH WHCTPYMEHTHI 1.43b1k Yara. Cunrakcuc. [IpuHuun Hanucanus
CO3JaHusA MpaBUII, JIETEKTUPYIOIIUX MPaBUIL.

JIETEKTUPYIOLINX YI'PO3bI 2.JlerextupoBanue ucnonasemsix ¢aitnos (PE, ELF) ¢
0e30MacHOCTH MMOMOIIBIO ABPUCTUYECKUX aJITOPUTMOB

Onucanue MKAJbI OIICHUBAHUA:

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
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https://yara.readthedocs.io/en/latest/
https://support.kaspersky.ru/downloads/eicar/eicar.zip

Onucanue xapakmepucmuKu 6blNOJIHEHUA SHARUA. OI_[CHKa "OTINYHO" BBICTABISACTCS €CIIN 3aJaHuc
BBIIOJIHEHO B ITOJTHOM 00BbEME MJIHM BEITIOJHEHO NpEUMYIICCTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evlnoineHus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIU
OOJIBITMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTENIHLHO" BHICTABIISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapakmepucmuku 8binoanenus 3uanus. OueHka "Hey10BIETBOPUTEILHO" BBICTABIIACTCS
€CJIM 3aJ]JaHue BBIMIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBITTOJIHEHO

KM-2. U3yuyeHue TeXHOJIOTHii IBPUCTHYECKOT0 1eTEKTHPOBAHMS U MOBEIEHYECKOT0
aHa/IM3a B KOHTPOJHUPYeMOi U30/1MpoBaHHoI cpene HA ocHoBe OC Windows

®opmbl peaausannu: BeinonHenue 3a1anus

Tun koHTpPOBHOTrO MeponpusaTHs: OTUeT

Bec konTposbHoro meponpustusi B BPC: 10

IIpouenypa npoBeaeHns KOHTPOJBLHOIO MeponpuaTHsa: [IpoBepka 3ananus npenoaaBareaeM

Kpatkoe cogepxxanue 3agaHusi:
H3yyeHne 0CHOBHBIX KOMIIOHEHTOB apxuTeKTyphl 0ezonacHoctu OC Windows
3ananue BeIONHACTCS B BUpTyansHoi MamuHe (BM) ¢ OC Windows
Xoxa padoThI:
1. VYcranoButh VirtualBox https://www.virtualbox.org/wiki/Downloads
2. Ckauats BM OC Windows 10 g Virtual Box.
https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/

3. HNmnoptupoBats BM B virtual box
4.  3amyctuth BM. ([lannbie aus Bxoaa - IEUser:PasswOrd!)
5.  Ilo-ymomuanuio, BUupTayiabHasi MalllHa YK€ JOJKHA UMETh aKTUBUPOBaHHYIO 90

JTHEBHYIO MPOOHYIO JINLIEH3UI0. B ciiyyae HEOAHOKPATHOTO MOSBICHUS COOOIIEHUS O
HE00XO0/IMMOCTH NMPOBEACHUS MPOLETYyPhl aKTUBAHUU, HEOOXOMMO BBIIIOJHUTD CIIEAYIOLIEE:
«Otxkpoiite cmd.exe u akTuBUpyite 90-1HEBHYIO JIMIICH3MIO, BBES slmgr / atoy»

6. Crenarp CHAMNIIOT TEKyHIETO cocToAsHUsI BM

7. YcranoButh HeoOxomumebIii codt (https://github.com/fireeye/flare-vm). Jlanubie
poTrpaMMbl MOHAJ00SATCS MO3XKe, NMPpH BeINoIHeHUH 3 yactH [13-1 u J13-2.

8.  Ckauatp Process Explorer (https://docs.microsoft.com/en-
us/sysinternals/downloads/process-explorer)

9. CrenaTe CHANMIIOT TEKYILIEro cocTostHUu BM

10. 3amyctuth Process Explorer oT umMenu agmMuHucTparopa (€CTh B , U3yUUTh IPOTPaMMy.
11. Haiitu Bce komnoneHThl 6e3onmacHocT OC Windows 0 KOTOpBIX IIJ1a pedb BO BpeMs
JIEKIIMOHHBIX U MPAKTUYECKUX 3aHATUH (yKa3aTh Ha3BaHUS KOMIIOHEHTOB U MYTh K (aiinam.
Cnenatpb B BUJie TaOIUIIBI)

12. W3zyuuts npouecc Isass.exe. [lepeuncants u onucate KOMIIOHEHTHI IIpoliecca

13. Ckauatp yruuty Mimikatz (https://github.com/gentilkiwi/mimikatz/releases). ITpu
HeoOxoaumMocTH, oTKIounTh Windows Defender.

14. 3Banyctuts yTunuTy mimikatz oT *MEHH aIMUHUCTpATOpa
(https://github.com/gentilkiwi/mimikatz/releases) u BbIOIHUTD CICTYIONIHE KOMAHIbI

15. Tlpoananu3upoBaTh MOJTYHYECHHbIE JAHHBIE U 3allUCaTh UX B OTYET
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https://developer.microsoft.com/en-us/microsoft-edge/tools/vms/
https://github.com/fireeye/flare-vm
https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer
https://docs.microsoft.com/en-us/sysinternals/downloads/process-explorer
https://github.com/gentilkiwi/mimikatz/releases
https://github.com/gentilkiwi/mimikatz/releases

16. 3amyctuth cmd.exe OT UMEHU aAMHHHUCTPATOPA U BHITIOJTHUTH CIEAYIONTYI0O KOMaHTY:
«reg add HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest /v
UseLogonCredential /t REG_DWORD /d 1»

17. Tlepesarpy3uts BM

18. TloBropuTts m.14

19. TIpoananu3upoBaTh MOJyYCHHBIC JAHHBIC, CPABHUTH UX C JAHHBIMH, TOJIYYCHHBIMH U3
n.15 u 3anucarh pe3yabTaT B OTYET.

20. Otsetuthb Ha Bompoc: «[loyeMy ObLI IMOJTydeH MapoJb MOJIb30BATENS B OTKPHITOM BHJIE
¢ Mpo0IEeMOi KAKOTO KOMITOHEHTa 0€30IaCHOCTH 3TO CBSI3aHO?»

21. HcnpaButh npobiieMy B KOMIIOHeHTe Oe3onacHocTH Windows (11 HE0OXO0AMMO BHECTH
COOTBETCTBYIOIIINE U3MEHEHUS B CUCTEMHBIN PeecTp).

22. TloBtoputh m.17

23. Cpenatb BBIBOJ IO JAHHOW YacTH 33JJaHUS

Homn. 3aganue (co 3BE3109KOM ):

CxomnmmpoBath Mimikatz Takum o0pazom, 94ToObl ckaunBanue, nepemenienne B ®C u
3amyck He nerektuponaincs Windows Defender’om.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: OCHOBHBIE TMOHATUS U 1.IIpoakTuBHas 32Tl HHPOPMAITMOHHBIX CUCTEM.
Ha3HaA4YCHUC TEXHOJOTHI I[OCTOI/IHCTBa 1 HEJOCTATKHU. OTnauuus ot PCAKTUBHBIX
NPOAKTUBHOM  3allIUTBl, B T.4. METOJIOB
UCIOJIB3YIOUINE  NEPCIEKTUBHbBIC 2.0C Linux. ITogcucremsl 6€30MaCHOCTH. KPaTKOE
TEXHOJIOTUH MTPOAKTUBHOMN 3aIUTHI OIMCAaHUE U MPHUMEPbI UCTIOJIE30BAHUS

3.IToncucremsr 6e3onacaoct OC Windows

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 10
Onucanue xapakmepucmuxu eblnonenus 3Hanus: OLeHKa "0TIMYHO" BBICTABIISIETCS €CIIU 3a1aH1e
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHKa "XopoIo" BBICTABIIAETCS €CIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANPABIEHUE JUIsl pELIEHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIN 3aJJaHU€E NIPEUMYILIECTBEHHO BBITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu 8vinoineHus sHanus: OTeHKa "HeyI0BISTBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MIPEUMYIIECTBEHHO HE BBITOJTHECHO

KM-3. Pazpa0oTka apXuTeKTypbl CHCTEMbI IPOAKTHBHOM 3aIUThI B OPraHU3alHU

®opmbl peaju3anum: BeinoaHeHne 3a1aHus

Tun koHTpoabHOro MeponpustTus: KourponsHas pabota

Bec koHTposbHOrO0 Meponpusitusi B BPC: 10

IIpouenypa npoBeaeHnsi KOHTPOJILHOr0 MeponpusaTusa: [IpoBepka 3aanus npenoaaBaTeaeM

Kpartkoe cogep:xanue 3aganus:
IlocTpoenue cucreMbl NPOAKTUBHOIM 3ammMThI HA 6a3ze SIEM Qradar
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TpeboBanms

Windows 7/8/8.1/10 x64

Virtualbox

CPU 4 Core, 16 Gb RAM

CentOS 7.5 (Oxpyxenne GNOME)

https://developer.ibm.com/qgradar/wp-
content/uploads/sites/89/2018/08/b_gradar_community_edition.pdf

3a1auu KOHTPOJIBHOM paboThI

1. Pazsepnytb SIEM Qradar CE

2. Hacrpouts otnpaBky coObITHII )XypHanoB 6e3omacHoctd Windows (13 coznannoit BM B 1
13) B SIEM cucremy (Ha oTmyHO, HACTPOUTH OTIIPABKY KYPHAJIOB SySmMon)

3. Cnenarp mapcunr coowsituii Windows security events (B KOJ-Be TJOCTATOYHOM, JIJIs
BBITIOJIHCHHS TaHHOU YacTu /[3)

4. HamucaTh mpaBuiia KOPPEISIIUU:

3amyck teamviewer

Hcnons3oBanne mimikatz (He Toabko 3amyck!!!)

JHerextupoBanue no0oit araku u3 marpuisl Mitre / Kill Chain

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: OCHOBHbIE BUJIBI, 1.SIEM cucrembl. OCHOBHBbIE MEXAHU3MBbI U pelIacMble
Ha3HAYCHWE W TPUHIUI PabOTHI 3a/1a4u.

COBPEMEHHBIX CPEACTB  3aLLUTHI 2.SIEM cucrtemsl. TunoBas apXuTeKTypa.
uH(pOopMaIuy, HCMOJIB3YIOIIUX

IPOAKTHBHbIE  TEXHOJOTMH U
TEXHOJIOTMM pealu3aluy MoJelen
6e3011acHOCTH KOMITbIOTEPHBIX
CUCTEM

Onucanue MKaJbI OLleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoanenus 3Hanus: O1eHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJTHOM 00bEME HIIU BBHITTOJIHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHkKa "Xopoo" BICTABIIAETCS €CIIN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HANPABJICHUE JJIS pEIIeHUs 3a/1a4

Oyenka: 3
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyernmax: 50
Onucanue xapakmepucmuku évinonnenus snanus: OneHka "ya0BICTBOPUTEIHLHO" BBICTABIISCTCS
€CITH 3aJIaHUE MMPEUMYIIIECTBEHHO BBITIOJTHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus sHanus: ONeHKa "HeyI0BISTBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JITaHUE BBITOJIHEHO HEBEPHO HITU MIPEUMYIIECTBEHHO HE BBIMIOJTHEHO
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https://developer.ibm.com/qradar/wp-content/uploads/sites/89/2018/08/b_qradar_community_edition.pdf
https://developer.ibm.com/qradar/wp-content/uploads/sites/89/2018/08/b_qradar_community_edition.pdf

KM-3. Anayiu3 yrpo3 0€30nacHOCTH € HCN0JIb30BAHUEM TEXHOJIOTHd IPOAKTUBHOIO
MONCKA, O0HAPYKeHUsI COOBITHI B CeTH M cO0pa cOOBLITHI C KOHEYHBIX YCTPOMCTB HA OCHOBE
OC Windows.

®opmbl peaausannu: BeiogHeHue 3a1anus

Tun KOHTPOJIBLHOr0 Meponpusitusi: Otuer

Bec konTpoabHoro meponpustusi B BPC: 10

IIpoueaypa npoBeaeHusi KOHTPOJbHOr0 Meponpusitusi: [IpoBepka 3a1anus npenogaBaTeiemM

KpaTlcoe CodcpiKaHUuE 3alaHUA:
N3y4yenne Bo3moxnocTeir SIEM-cucremnl IBM Qradar
BBoanas unpopmanus
Honyckaercs BoinosHenue J[3-2 B rpymnmnax mo 5 4ejaoBek.
HN3y4yenue Bo3mo:kHocTell SIEM-cucremsl IBM Qradar
Ilomne3Hrie CCBUIKU:
https://developer.ibm.com/qradar/ce/
https://developer.ibm.com/qradar/wp-
content/uploads/sites/89/2020/02/b_gradar_community edition 7.3.3GA_v1.0.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS DSM/com.ibm.dsm.doc/b_dsm_quid
e.pdf?origURL=SS42VS DSM/b_dsm_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS 7.3.3/com.ibm.qradar.doc/b_qradar
gs_quide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS 7.3.3/com.ibm.qradar.doc/b_qradar
users_quide.pdf
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://ibm.ent.box.com/s/ichOyyiw54y0ek6s9a66xvtjku8ed2rc/file/619638909365
https://attack.mitre.org/

3agaun:

1. Ycranosuts SIEM Qradar CE B BM Ha ocHoBe CentOS

2. W3yuuts unrepdeiic u ocioBHbie komnoHeHTs! SIEM Qradar CE

3. Hactpouts oTnpaBky coObITuii )xypHanoB 6e3onacHoct Windows Sysmon (13
cosnanHoit BM B 1 13) B SIEM cucremy.

4. Cnenatp napcunr coosituit Windows security events (B Koi-Be, JOCTaTOUHOM, JUIS
BBITIOJIHEHHS TaHHOU yacTH J[3)

S. Hanucath npaBuiio koppensiuu Ha 3anyck Remote Access Tool (RAT).

Ne papuanTa | Hazpanue RAT

1 TeamViewer

2 AmmyAdmin

3 AnyDesk

4 VNC

5 LogMeln

JIonOTHUTENBHO OTBETUTH Ha BOIPOC: YeM MOXeT ObITh onaceH RAT B KOprnopaTHBHO#M ceTH.
6. Hanucars npaBuio koppensiuy Ha UCob30BaHNe mimikatz Ha XocTe (He TOIbKO
3amyck!!!).

7. (Ha onenxy otnnuHo) JlerektupoBanue ato00oi TexHuku u3 Matpuilsl Mitre ATT&CK
1o srarna Command and Control. ¥ komaH/1 He 10/1:KHO ObITh NepecedeHUil B BbIOPAHHBIX
TexHuKax!!!

8.  IloaroToBUTH BBIBOJBI U C/IENATh CXEMY NOJTYUMBIIEHCS HHPPACTPYKTYPHI.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

| 3HaTh:  TEXHONOTHMIO  CO3JAHHS | 1.Texnonoruu coopa coObiTuii (winlogbeat, auditbeat,
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https://developer.ibm.com/qradar/ce/
https://developer.ibm.com/qradar/wp-content/uploads/sites/89/2020/02/b_qradar_community_edition_7.3.3GA_v1.0.pdf
https://developer.ibm.com/qradar/wp-content/uploads/sites/89/2020/02/b_qradar_community_edition_7.3.3GA_v1.0.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_DSM/com.ibm.dsm.doc/b_dsm_guide.pdf?origURL=SS42VS_DSM/b_dsm_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_DSM/com.ibm.dsm.doc/b_dsm_guide.pdf?origURL=SS42VS_DSM/b_dsm_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.3/com.ibm.qradar.doc/b_qradar_gs_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.3/com.ibm.qradar.doc/b_qradar_gs_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.3/com.ibm.qradar.doc/b_qradar_users_guide.pdf
https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.3/com.ibm.qradar.doc/b_qradar_users_guide.pdf
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://ibm.ent.box.com/s/ich0yyiw54y0ek6s9a66xvtjku8e42rc/file/619638909365
https://attack.mitre.org/

IPaBWI, JETEKTHPYIOLIUX YIPO3BI
0€e301acHOCTH COBPEMEHHBIX
KOMIBIOTEPHBIX CUCTEM

auditd).

2. Sysmon. Haznauenue. Buabl coObITHI.
3.Texnonoruu xpaneHnus u anaiauza coosituii (ELK
stack).

Onucanne MKAJbI OIlEHUBAHUS

Ouyenxa: 5

Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuxu evlnoineHus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WJIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapakmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opouIo" BICTaBISETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAIIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3

Hudienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu evinoaneHus snanus: OueHka "y10BIeTBOPUTENIBHO" BHICTABIIAETCS
€CJIM 33JaHUE IPEUMYILIECTBEHHO BBIIIOJIHEHO

Oyenka: 2

Onucanue xapaxmepucmuxu gblnoanenus 3Hanus: OLeHKa "HeyJOBIETBOPUTEIBHO" BBICTABIISACTCA
€CJIM 3aJ]JaHue BBITIOJHEHO HEBEPHO WJIM MTPEUMYIIIECTBEHHO HE BHITIOJIHEHO

KM-3. Pa3zpa6oTka KoppeJssHOHHBIX NPaBHJI NpH ucnoab3oBannu SIEM cucrem

®opmbl peaausanun: [lucemennas padbora

Tun koHTpPOABHOTrO MeponpusaTHs: OTueT

Bec konTpoabHoro meponpustusi B BPC: 10

IIpouenypa npoBeaeHHs KOHTPOJLHOr0 Meponpusitusi: [IpoBepka 3ananus npenogaBaTenem

Kparkoe cogep:xanue 3aiaHus:
1 Bapuamnr.

Pa3paboTrka nporpammsl (ckpunra) 1is oooramenus IP ¢gugos.
Heo6xonnMo HamucaTh CKpUNT, KOTOPOMY Ha BXoJl nojaeus IPv4 anpec. Ha Boixone
nosydaernib JSON ¢ oboramennoi nunopmanueit. [Tomydennsiii JSON nomkeH conepxaTh

clleiyIolIee:
1. Whois undopmaruto (ctpana, xocrep, hostname (eciu ectb)...)
2. JlerekThl aHTUBMPYCHBIX IBMKKOB, Hanuuue B black nuctax. OtoOpasuts B BUJE

OuHapHOro 3HaueHus (K npumepy, «clean unm malicious» nnm «clean nnu blacklisted»). Ecnu
MPUCYTCTBYIOT JETEKTHI 1O [P, OTaeNnbHBIM MoeM 0TOOpa3uTh Ha3BaHUS JIBUXKKOB B BUJIE
criucka (K mpumepy “detect_engines”™ : “Kaspersky, ESET, Symantec”

3. Paszpemiaercs CTIOIH30BaTh BIOKEHHBIN json

B xadecTBEe OCHOBHOI'O MCTOYHHUKA JaHHBIX IJIA 0601"aI_HeHI/I$[ PEKOMEHAYETCSA UCIIO0JIb30BaTh
https://developers.virustotal.com/v3.0/reference#overview

SI1 — mo6oit Ha BeIOOp. MHTEepdeiic — koHcoNnbHBIH, ¢ help nndopmarmeii.

2 Bapuant

Pa3padorka monenn s odoramenus IP ¢punos.
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https://developers.virustotal.com/v3.0/reference#overview

Heo6xoaumo pazpaborats Monens oboramenus [P open source ¢pumos. 3a ocHOBY B3sTh [P
¢un c https://threatfeeds.io (1 m060i#i, Ha BIOOpP) U MpopaboTaTh mporecc odoramienus. Ot
npoctoro IP no nomunonennoro IP duna. J{ns 3Toro Hy)HO:

1. BrissBuTh HeoOXoauMbIe 11 puaa TaHHbIE (MCXO/M U3 KOHTEKCTa Gua) — Kakoi
uH(popMalrei odoranark, CKOJIBKO BHEITHUX HCTOYHUKOB UCTIONIL30BaTh U T.1. K mpumepy,
eciu QU o MajBape, TO He0OX0IMMO, KaK MUHUMYM, 000TamaTh BEpAUKTaMU

AHTUBUPYCHBIX JIBUKKOB.

2. OnpeaenuTh CTPYKTypy 00OTameHHbIX GUI0B (jSON UM CSV, IMOJIS M KX Ha3BaHWE U T.JI.)
3. [Tony4yeHHbIE JaHHBIE CTPYKTYPUPOBATH M OTOOPA3UTH B ViSiO B BHJIE CXEMBI.
O0s3aTenbHO yKazaTh npuMmep odorameHHoro [P ¢humga co Bcemu moyisiMu ¥ UX ONHCaHUEM
(memaeTcst pykamu 1o 3aaHHoi Mojienu). Ha cxeMe J0/KHBI ObITh YKa3aHbl B3aUMOCBSI3H C
BHEITHUMH UCTOYHHKAMH JJIs1 OOOTaICHHSI.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

YMeTh: BBIOMpAaTh M IPUMEHATH
Cpe/CTBa 3alUThl HH(OpMAINH,
HCIIOJIB3YIOIUX IIPOAKTUBHBIC
TEXHOJIOTUH, UIA HEHTpaIu3aiuu
yrpo3 0e30MacHOCTH COBPEMEHHBIX
KOMITBIOTCPHBIX CUCTEM

1.Threat Intelligence. ®uapl. OborameHne 1 aHaIu3.
[TpuBectn mpumepsl.

2.ITopsimok cOopa v aKKyMYJISIHST JAaHHBIX.
3.06o0ramieHye 1 aHaJIn3 MOJYyYeHHBIX JaHHBIX.

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5

Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnonenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CJIU 3aJJaHue
BBITIOJTHEHO B MOJIHOM 00bEME WIIH BBITIOJHEHO MPEHMYIIICCTBEHHO BEPHO

Oyenka: 4

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoaneHus snanus: OueHKa "XopoIo" BBICTABIIAETCS ECIIN
OOJIBITMHCTBO BOIIPOCOB PACKPBITO. BBIOPAHO BEPHOE HAIIPABICHUE AJIS PEIICHUs 3a1a4

Oyenka: 3

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanus: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CIIU 3a/l1aHU€E TPEUMYILECTBEHHO BBITIOJIHEHO

Oyenka: 2

Onucanue xapakmepucmuxu evinoanenus sHanusa: OneHKa "Hey10BIETBOPUTENIbHO" BBICTABIISAETCS
€CJIM 33JJaHUE BBINIOJHEHO HEBEPHO WJIM MPEUMYILIECTBEHHO HE BBIIIOJIHEHO

KM-4. Pa3zpaboTka niiana ocBegoMyieHHOCTH 0 Bonpocam Ub

®opmbl peajausanun: BeinoaHeHue 3a1aHus

Tun KOHTpPOILHOr0 MeponpusaTus: OTyer

Bec koHTpObHOrO Meponpusitusi B BPC: 15

IIpouenypa npoBeaeHnsi KOHTPOJILHOr0 MeponpusaTusa: [IpoBepka 3aanus npenoaaBaTeIeM

KpaTkoe cogep:kanune 3a1aHus:

B opranuzanuu pekoMenayeTcs pa3padoTaTh IporpamMmy U IUIaH PEryaspHOro oOydeHus u
MOBBIIIIEHUS OCBEIOMIIEHHOCTH B 001acTH MH(OPMAIIMOHHON 6€30MaCHOCTH.

[TporpaMmy u maH 00y4eHHs U MOBBIIIEHUS OCBEJOMJIEHHOCTH HEOOXOMMO pa3paboTaTh Mo
CJIEYIOIIMM OCHOBHBIM HalpaBICHUIM:
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https://threatfeeds.io/

- IOBBIIIEHUE OCBEIOMJICHHOCTH paOOTHUKOB OpraHU3aIMK 110 BOIIPOCAM HCIIOTHEHHS
periaMenTa ooHapyxeHust coobiTuii b 1 omoBerieHust o HUX, B TOM YHCIIE TIO COCTaBy
coObITHil UB;

- IOBBILIEHUE OCBEJOMIICHHOCTH IIPEACTABUTEINIEH BHEIIHUX OPTaHU3ALMN U KIMEHTOB
OpraHu3aINH, UCTIONB3YIOUINX HH(POPMAITMOHHYIO HHPPACTPYKTYPY OpraHU3aIMH, O TIOPSAKE
U npoueaypax UHHOPMUPOBaHUS OpraHu3aluu 00 oOHapykeHHbIX nHIKIeHTax 1b;

- o0yueHue 1 MOoBbIIeHHE 0cBeoMIeHHOCTH wieHoB | PUNB 1 paOoTHUKOB OpraHu3aluu,
IPUBJIEKAaeMbIX K pearupoBaHuIo Ha nHIMAeHTs! 1B, no Bonpocam cOopa, pukcanuu u
JTOKyMEeHTHpoBaHUs nHpopmarmu o0 nanuaentax Ub, ucrnons3oBanus kinaccudukaropa
nHIHaeHTOB Ub;

- o0yueHue 1 MOoBbIIeHHE ocBeoMIeHHOCTH wieHOB | PUMB 1 paOoTHUKOB OpraHu3alum,
IPUBJIEKAaeMbIX K pearupoBaHuIo Ha HHIMEHTHI 1B, ¢ nenbto npuodpereHus 3HaHUi 110
TEXHUYECKOH 3KCITyaTanuu HH(PpOPMaMOHHONW HHPPACTPYKTYpPhI OpraHU3alnHy,
MO3BOJIAIOIIUX OCYIIECTBUTH ONIEPATUBHOE 3aKpbITHE MHIUACHTOB Ub;

- o0yueHne pabOTHUKOB MOApa3AeICHUN HHPOPMATU3ALUN OPTraHU3ALUUIIO BOTIPOCAM
JKCIITyaTalluy TEXHUYECKUX CPEJIICTB;

- 00yuenue paboTHUKOB ci1y>k0b1 b opranuszanuu 1o BompocaMm KOHTPOJIS SKCILUTyaTalluu
TEXHUYECKUX CPEICTB.

Pexomenyercst o3HakoOMIIeHHE PAOOTHUKOB OPTraHU3AINH C IPOLEAYPO HH(HOPMUPOBAHHS O
cobbiTusx Ub, a Takxke 0 HE0OOXOAMMOCTH HE3aMeUIUTEIBHOT0 co00IeH sl 00 00HapyKEHHBIX
coObiTusix Ub onepatopy-nucneruepy I'PUNB. B npouenypbl 03HaKOMIIEHUS] pEKOMEHAYETCS
BKJIIOYATh!

- IepeveHp Wi onucanue coobiTrii b, 0 KOTOphIX TpedyeTcs coodmarp;

- (hopmy coobuieHus o coObiTusax UMb, Bkiovas aeranu, CylmecTBeHHbIE Il KilacCu(UKaluu
uHuuaenta Ub, u onucanue neiicTBUi 0 pearupoBaHuio (HanpuMep, 0 TUIIE HECOOTBETCTBUS
WIY HapylIeHUs, BOSHUKHOBEHUX HENPaBWIbHBIX cpadaThIBaHUM, OABICHUN COOOLICHUH Ha
9KpaHe, HETUIIMYHOM IOBEJCHUH );

- criocoObl MEPBUYHOTO IOKYMEHTHPOBAaHUS HHPOpMaLuu 0 coobITHsIX U1B;

- PEKOMEHIalliH T10 TIOBEACHUIO B CiIydae sIBHbIX HapyuieHui Mb, HarpuMep O BBIITOJIHEHUHT
WK, HA000pOT, 3ampeTe KaKuX-1100 AeUCTBUI, KpoMe HEMEAJICHHOTO ONOBELICHHUS
oneparopa-ngucneryepa [ PUUB.

KoHTpoJibHbIC BONIPOCHI/3aJaHHA:

YMers: BHEJIPATH 1.ITopsinok pa3pabOTKU OCHOBHOTO CO/IEP KAHUS
OpraHU3alMOHHBIE MEphl MOJIUTUK IIPOrpaMMbl MOBBILIEHNS OCBEJJOMJIEHHOCTH B 00JIACTH
OOHOBJICHUS CHUCTEMHOT'O u MH(}OPMAaLIMOHHON 6€30MacHOCTH

npuknagHoro IO, pesepBHOrO 2.ITopsinok pa3pabOTKH OCHOBHOTO COJIEpKaHMsI IIaHa
KOTIMPOBAHUS W YHPaBJICHUS MTOBBIILIEHUS] OCBEJOMJIEHHOCTH B 00J1aCTH
YSI3BUMOCTSIMU H(pOpPMaIMOHHOM 0€30MacCHOCTH B OpraHU3aLUuU

OnucaHue MKaJbI OlleHUBAHUS:

Ouyenxa: 3a4TCHO
Onucanue xapakxmepucmuxu 6bINOJIHEHUS SHAHUSL:

OueHKa.‘ HC 3a4TCHO
Onucanue XapakmepucmuKu 6blnOJHEeHUsl 3HAHUA.!

KM-4. Ilpaktuka uarerpauuun IDS/IPS B koMnbloTEepHYIO CeTh

®opmbl peanauzanuu: KomneiorepHoe 3a1anue
Tun koHTpoLHOrO MeponpusiTus: Jlaboparopnas padora
Bec koHTpOBbHOrO Meponpusitusi B BPC: 10
IIpoueaypa npoBeieHHsI KOHTPOJIBLHOT0 MeponpusATHsi: [IpoBepka 3a1aHus IpenogaBaTeneM
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Kpatkoe cogep:xanue 3aganus:
Pa3paborka nemo-miiargopmsl Threat Hunting na ocnose ELK stack
ITone3Hble CCHUIKU:
https://www.elastic.co/elastic-stack
https://www.elastic.co/beats

3agaun:

1.  Passepnyrs Elastic stack mocnenneii Bepcuu B BupTyansHoit Mammne Unix (Debian nn
Ubuntu)

2. N3yuuth komnoneHTs! Elastic stack, BKIIOUHUTE B OTYET X KPATKOE OIHCAHUE.

3. N3yuuTh areHThl cOOpa cCOOBITHI ¢ UCTOYHUKOB (beats), BHIOpaTh 1 000CHOBATh BHIOOD
areHToB /s coopa codbITHii ¢ BM 1 co31anus cUCTeMBbl IPOAKTUBHOTO TIOMCKA YTPO3

4, Coznarp hunt s nerextuposanus (Ha BeiOop):

Texuuku Remote Access Tool (RAT) - https://attack.mitre.org/techniques/T1219/
Texuuku Credential dumping - https://attack.mitre.org/techniques/T1003/

(Ha onenky otimuno) Suspicious powershell - https://attack.mitre.org/techniques/T1086/
5. JloGaBuTh GyHKIIMOHAT neTekTupoBanus 1o threat intelligence dumam.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

YMers: [IPUMEHATD HAaBBIKU 1.Texuuku Threat Hunting. Busyanmsanuu u arperanuu
UHTErpallMM  CPEACTB  3allMThI 2.Texuuku Threat Hunting. MammnHOe 00y4eHue
uHpopManuy, UCIOJIB3YIOLINX 3.Uctounuku unpopmanuu u runote3 B Threat Hunting

IMPOAKTUBHBIC TEXHOJIOI'HU nu
AaBTOMATHU3allMd HMX HACTPOEK IIpH
BBISIBJIEHUM YIrpo3 0e30macHOCTH
COBPEMEHHBIX KOMITBIOTEPHBIX
CHCTEM

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BEME HJIM BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHkKa "XopoIo" BICTABIIAETCS €CIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huosienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinonnenus snanus: OueHka "yIoBIeTBOPUTEIBHO" BBICTABIISETCS
€CIIH 3a/1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO

Oyenka: 2
Onucanue xapaxmepucmuxu evinoineHus sHanus: OTNeHKa "HeyIOBISTBOPUTENLHO" BEICTABIISCTCS
€CJIM 33JIaHUE BBITOJIHEHO HEBEPHO HJIU MPEUMYIIECTBEHHO HE BBITOJTHEHO
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https://www.elastic.co/elastic-stack
https://www.elastic.co/beats
https://attack.mitre.org/techniques/T1219/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1086/

COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
7 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

HHY M5H SK3AMEHAIIMOHHBII BILIET Nel Vmeepacoaio.
Kadenpa Bezonacnocmu u ungpopmayuonnvix

mexsono2ui 3ae. kagh. BHT

Jluctmmumiza « TeXHOMOT I IPOaKTHBHOIT A.JO.Hesckuit
3aITHl HHGOPMAIIOHHBIX CHCTEM» IIpomoxon HMK HOB

Hu ) KMl HHCTHTYT

1. OC Linux. IToacncTems! 6e30macHOCTH. KpaTKOe ONIICAHIIe I TPIMepHI TCTIOTb30BaHIA.
2. Threat Hunting. HcTounnkn HHGOPMALIHH I THIIOTE3.
3. ITpakTiaeckoe 3aganne Ne 3

IIpoueaypa npoBenenust
[TpoBepka nmpernoaaBareneM NUCbMEHHOTO OTBETA HA BOMPOCHI OUeTa

L. Ilepeuenv Komnemenyuit/uHOUKaAMOpPoO8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbIANO8
0C80eHUA OUCUUNTUHDL

1. Komnerenuuss/Muaukarop: 11K-1(Komnerenius)

Bonpocel, 3a1anns
1.Mopnenu 0e3011acHOCTH KOMIIBIOTEPHBIX cCUCTEM. /IUCKpEIIMOHHAs U MaH1aTHAs! TIOJTUTHKU.
2.Yupasnenue goctynom B OC Windows.
3. AuckpennoHHbINA KOHTpoub Joctyna Windows. CIUCKU KOHTPOJIS JOCTYIIA U ONpeesieHue
IIPaB.
4.JluckpennoHHbIi KOHTpOJb gocTyna Windows. Jleckpunrop 6€30MacHOCTH U pa3pelieHusl.
5.MaHzaaTHbII KOHTPOJIb 1eNOCTHOCTH. CTaHgapTHas noauTuka. IlpuMeps! ncnonap3oBaHusl.
6.Bupryanuzanus B ”HGOpPMAIIMOHHON O€30MaCHOCTH.
7 .MexcereBoii akpaH HoBoro nokosnenust (NGFW). TexHosoruu BHeIpeHUs! B KOPIOPATUBHYIO
CETb.

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUNA
1.IIpenmyniecTBa BUpTyaIH3aLUN.
OtBeTsI:

Bepublit otBeT: D PeKkTrBHOE NCIIOIB30BAHNE BBIYUCIUTENBHBIX pecypcoB. CokparieHue
pacxon0B Ha HHPpacTpyKTypy. CHIKEHHE 3aTpaT Ha MPOrpaMMHOe oOecrieueHue.
[ToBbIieHue THOKOCTH U CKOPOCTH pearupoBaHusi cucteMbl. HecoBMecTuMble
MIPUJIOKEHUS. MOTYT paboTaTh Ha OAHOM KoMmrbioTepe. [loBbIIeHne JOCTYTHOCTH
MPUIIOKEHUH U oOecrieueHre HeMPepHIBHOCTH paboThl npeanpustus. Bosmoxxnoctu
nerkoi apxuBauuu. [loBblienne ynpasiasieMocTd HHGPacTpyKTyphl. bezonacHOCTS.
2.Bupryanuzanus NpuIOKEHUN.
OtBerTsI:

BepHsiit otBeT: BupTyanusanus NpHIOKEHUH - 3TO TUIT BUPTYaJIU3aliH, IPU KOTOPOM

IIPOUCXOJUT U30JISALUS IPUIIOKEHHUS OT PECYPCOB OllEpallMOHHON cucteMbl. OCHOBHOM
MIPUHIUIT BUPTyAJIN3a[UU IPWIOKEHUH 3aKJIF0YAEeTCsl B TOM, YTO CaMO IIPHIIOKEHUE
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(u3MYeCKU BBIMOJIHACTCS HA JIOKAJTILHOW MallliHe, HO IIPY 3TOM OHO HE UMEET JAOCTYI HHU K

IpaiiBepam, HA K peecTpy, HH K (HaiIoBOM CHCTEME, BCE 3T PECYPCHI SMYIUPYIOTCS.
3.Bupryanu3zanus npeacraBieHui (pabounx Mecr).

OTtBeTsI:

Bepnsiii otBeT: BupTyanuzaius npeacTaBIeHHH Mopa3yMeBaeT dIMYIISINI0 HHTepderica
M0JIB30BATEIS, T.€. MOJIH30BATENh BUIUT MPUIOKECHHE U PA00OTAET C HUM Ha CBOEM
TEepMHHAJIE, XOTS Ha CaMOM JIeJie IPUIIOKEHKE BBIMOIHICTCS Ha yIaIEHHOM CepBepe, a
MOJIH30BATENIO MepeAaETCs JIUIb KAPTUHKA YIATEHHOTO PUIIOKEHUSI.

4 OYHKIIMK MEKCETEBOTO dKpaHa.
OTBeTHI:

Bepusriii otBet: Kaxaplii n3 GuibTpoB npeaHa3HAYeH I HHTEPIPETALUHU OTACITbHBIX
IpaBUJ (PUIBTPALIMM ITyTEM BBIIOJIHEHUS CIEAYIOIUX neiicTBuii: 1. AHanu3 uadopmanuu
110 33/IaHHBIM B MHTEPIPETUPYEMBIX IPAaBUIIAX KPUTEPUSIM, HAIPUMEP 10 aapecam
NOJTyYaTesst U OTIPABUTEIS WM IO TUILY NPHIIOKEHUS, U1l KOTOPOTO 3Ta HH(pOpMaIHs
npenHasHauyeHa. 2. [IpuHsaTHE HAa OCHOBE HHTEPIIPETUPYEMBIX NTPABUI OAHOTO U3
CIICAYIOIIMX PEIIEeHUIl: - He IPOIYCTUTh JaHHbIE; - 00paboTaTh JaHHbBIE OT UMEHU
IIOJTy4aTelisi U BO3BPATUTh PE3YJIbTAT OTIPABUTEINIO; - IEPENATH JaHHBIE HA CICAYIOLIUN
GUIIBTP U1 NPOJOJDKEHUS aHAIIN3a; - IPOIYCTUTh JaHHbIE, UTHOPUPYS CIEIYIOLIIe
¢unbTpsl. 3. [IpaBuna punabpTpanu MOTYT 3a/1aBaTh U JONIOJHUTEIBHBIE EHCTBUS,
KOTOPbIE OTHOCATCS K (DYHKIMSIM [TOCPEIHNYECTBA, HAaIpUMep IpeoOpa3oBaHue TaHHbIX,
peructpanuio coObITuit u 1p. COOTBETCTBEHHO, MPaBMIIa (PHIIBTPALIMUA ONIPEACTSIOT
IIEPEUYEHb - - YCIIOBUM, 110 KOTOPHIM OCYILECTBIISIETCS: - Pa3pEIIEHUE WU 3aIIPELLEHUE
JaJIbHENIIeN 1epeiayul JaHHBIX; - BHIITOJIHEHUE JONOJHUTENbHBIX 3alIUTHBIX (PYHKIMM. 4.
B kauectBe KpuTepueB aHaln3a HHPOPMALMOHHOTO OTOKA MOTYT UCIIOJIb30BATHCS
CIIEAYIOIINE TTapaMETPBI: - CIyKeOHBIE OIS TAKETOB COOOIICHHIA, COAEPIKAIINE CETEBbIC
aznpeca, MJIeHTU(UKATOPBI, aipeca HHTepQeiicoB, HOMepa MOPTOB U APYrHe 3HaUMMbIe
JTaHHbBIE; - HETIOCPEJCTBEHHOE COJIEP’KUMOE ITaKETOB COOOIIEHUH, TPOBEPSIEMOE,
HaIpuMep, Ha HaJIM4Ne KOMIBIOTEPHBIX BUPYCOB; - BHEIIHNE XapAaKTEPUCTUKH ITOTOKA
nH(popMaluY, HapuMep BpEMEHHbIE, YaCTOTHBIE XapaKTEPUCTUKH, 0OBEM JIaHHBIX U T. 1.

2. Komnerennus/Uuaukarop: [1K-11(Komnerenius)

Bonpocsl, 3aganus
1.OBpucTHYECKUE ANTOPUTMBI IE€TEKTUPOBAHUSI YTPO3.
2.513p1k Yara. Cunrakcuc. [IpuHIun HanucaHus JETEKTUPYIOIIUX ITPABHIL.
3.IloBenenueckuii ananus. binokuparop HIPS.
4.Omynsauus koxaa. [Ipouecc nerekruposanus. CooupaeMblie apTeaKThbl.
5.Threat Intelligence. ®uapt. O6oraimenue u ananus. [I[puBecTy mpumepsl.
6.IlpakTuyeckoe 3aganue Nel
JlerektupoBanue (HailioB ¢ MOMOIIBIO Y ara-IpaBuil.

) eam.bat

JlaHo miecTHaAUAaTepUYHOE MpeicTaBieHue bat ¢aitna. Heodxomumo:
1. Kpatko onucats pyHkunoHan aiina;
2. Cosnatp JeTeKTUpylollee MPaBUIo Ha sS3bIKe Yara.
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MarepuaJsl 1JI1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.CurHaTypHBIi MeTOJT OOHAPYKEHHUSI 3TO ....
OTBeTHI:

Bepwnbrii otBeT: CUTHATYpHBIC METOIBI OOHAPYKEHUS - TOUHBIC METOJIbI OOHAPYKEHUS,

OCHOBaHHBIE Ha CpaBHEHUU (haiiia/ceTeBoro nakera ¢ U3BECTHbIMU 00pa3lamMu.
2.9BpUCTUYECKUE METOAbI OOHAPYKEHUS ITO ....

OTBeTHI:

BepHblit 0TBeT: DBpUCTUYECKHE METOBI - HEYETKUE METOJIbI OOHAPYKEHUS, KOTOPBIE
MO3BOJISIFOT C OTPEICIIEHHOW BEPOSITHOCTBIO MIPEIONIOKUTE, 4TO (paiis / ceTeBoi makeT
SIBIISICTCS BPSIOHOCHBIM.

3.Texnonorus Threat Intelligence 3to ...
OTBeTHI:

Bepnwiii otBet: Threat Intelligence (TI, kuGeppaspenka) — 3HaHue (BKJIIOYAs IPOLIECC €TO
MI0JIy4€HUs1) 00 yrpo3ax U HapyLIMTENAX, 00ecreuynBaroiee IOHUMaHUE METO/10B,
HCIOJIb3YEMbIX 3JI0YMBILIUIEHHUKAMH U1 HAaHECEHUs yiepoa, U croco0oB
npoTuBojeiicTBUs M. T1 onepupyer He TOJIBKO M HE CTOJIBKO CTaTHYECKOW HHpOpManueit
00 OT/AEIBbHBIX YA3BUMOCTSX U YTP0O3ax, CKOJIbKO 0oJiee TMHAMUYHON U UMEoILel
MpaKkTUYecKoe 3HaueHNe nHpopManrein 00 HCTOYHUKAX yrpo3, MpU3HaKax
KoMIpoMeTaluy (00beMHSIOIUX PA3pO3HEHHbIE CBEICHUS B €IUHOE 11eJI0€),
BPEIOHOCHBIX IoMeHax U [P-anpecax, B3aMMOCBA35X U T.1I.

4 MammaHoe oOyuenue B TexHonoruu Threat Hunting.
OTBeThI:

Bepusriii otBet: AnroputMbl MammmHHOTO 00yueHust (Data Mining), B KadyecTBe eIie OJHOH
texHuku Threat Hunting, ycnienino mpuMeHUMBI IPH GUIBTPAIMH clilaMa, OOHapYKEeHUU
BPEIOHOCHOTO TpaduKa U IETEeKTUPOBAHUHM MOIIEHHUYECKUX JICHCTBUN. Y CIIEITHO
BHEJIPEHHBIE B MPOIIECC XaHKUHTA AITOPUTMBI CIOCOOHBI CYIIIECTBEHHO TTOBBICUTh

3¢ PEeKTUBHOCTD 3alIUTH HH(OPMAITUU. YKa3aHHBIC aJITOPUTMBI MOKHO BHEAPATH B
CpeICTBa 3alIUTH HHPOPMAIH, KOTOPbIE TPEOYIOT CEpbe3HON PECYPCHOI U
OpraHu3alMOHHON MOATrOTOBKH, Kak B IT, Tak u B Ub-cekTope.

3. Komnerenuusi/Muaukarop: [ICK-2(Kommerenus)

Bonpocsl, 3aganus
1.0C Linux. OCHOBHbIE KOMIIOHEHTbI apXUTEKTYpPbI U UX HazHaueHue. [Ipuniun paboTsl spa.
2.INoncucremsl 6e3onacaoct OC Windows.
3.MaHaTHBIN KOHTPOJb LEIOCTHOCTH. Y POBHHU LIETOCTHOCTH.
4.CuctemMbl MOHUTOPUHTA MPOU3BOAUTEIBHOCTHU U JocTynHOCTH. VX ¢ynkuuu. [IpuBectu
IPUMEPBHI.
5.SIEM cucrembl. OCHOBHBIE MEXaHU3MBI U pertaeMble 3aaauu. [Ipumepst SIEM cuctem.
6.SIEM cucremsl. [IpuMmensiemMble METOBI U CPEICTBA.
7.MesxcereBoit 3xpan HoBoro nokosienus (NGFW). Ilpunnun pa6otel. OTinuuus ot
KJIACCUYECKOT0 MexcereBoro akpana. [Tpumeper NGFW.

MarepuaJbl 1Jisl IPOBEPKH OCTATOYHBIX 3HAHUI
1. TexHonOruM NpOAKTUBHOM 3aIIUTHI.
OTBeETHI:

Bepnsriit otBeT: 1. DOBpucTHUecKui aHanu3; 2. OMynsanus koaa; 3. [loBegeHyecknii anammus;
4. Sandboxing (Ilecounuia) — orpaHuyeHre NPUBUIIETHIA BBINOJIHEHUS; 5.
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Bupryanu3zamus pabodero okpyxeHus; 6. 3amuTa Ha OCHOBE OJHUTHUK; 7. «bernbie
cruckn» (Whitelisting); 8. Threat Hunting etc.

2 IToncucremsr 6e3onacaoctr OC Linux.
OTtBeTsI:

Bepmnsriii orBeT: POSIX ACL - Pa3rpannuenue rpaB qoctyna K ¢aiiiam Ha OCHOBE UX
arpubytoB (Discretionary Access Control, DAC). Sudo - BeimonHenue mporpamm ot
cBoero u/unu ayxoro umeHu. Chroot - Oneparusi, orpaHuYMBarONIast JOCTYH Mpoliecca K
(aiinoBoit cucreMe, U3MEHsS €€ KOPEHb B KOHTEKCTE npoiiecca. PAM - [Moakimrodaembie
Moaynu ayrentudukanuu. SELinux - Peanuzanus cucteMbl IPUHYAUTEIBHOTO KOHTPOJIS
nocryma (Mandatory Access Control, MAC), ocHOBaHHas Ha MOJIUTUKAX ¥ KOHTEKCTAX
6e3omacHocTi. AppArmor - CucreMa yrnpexxJIaroiieil 3aiuThl, OCHOBAaHHAs HA MOJUTHKAX
6e3onacuoctu (mpoduisix). PolicyKit - CpencTBo KOHTPOIISE CHCTEMHBIX TPUBUIICTHH.
3.0cuoBHbIe 3amaun SIEM-cuctem.
OTBeTHI:

Bepnpiii otBet: 1. OnepaTuBHOE 0OHapYyXeHUE aTak U HapyleHuil nonutuku Ub; 2.
CooTHeceHuE B pexXUMe PEaIbHOTO BPEMEHU COOBITHI OT Pa3HBIX YCTPOUCTB, BHISIBICHUE
uHueHToB Ub u ux nmpuopuresanus; 3. ABTOMaTU4ECKOE pearupoBaHre Ha WHIIUICHTHI;
4. ®opmupoBaHue 0a3bl 3HAHMI 110 UHLIKUAEHTaM; 5. [IpoBeieHre ayIuTOB U
paccienoBaHuil HHIUACHTOB; 6. O1ieHKa YpOBHS yrpo3 JAJI OTACIBHBIX KOPIOPATUBHBIX
pecypcoB.

4 Mexanusmel SIEM cucteM.
OTBeETHI:

Bepubliit otBet: Hopmanu3zanus 3akirodaeTcst B IPUBEICHUN COOPaHHBIX U3 PA3IMYHbIX
MCTOYHMKOB ayJNTa JaHHBIX O COOBITHAX K €IUHOMY BUAY U (hopMaTty, "moHATHOMY"
cucTeMe U He0OX0IMMOMY JUIs JallbHEHIero aHanusa u XxpaHeHusi. @uibTparus coObITHI
HCIIOJIb3YETCs 111 OTCEMBaHUs 30BITOUHBIX U HEHYXHBIX JIJIS JaJIbHEHIIEero aHanusa
coObITHi. Knaccugukaius ycranaBiauBaeT aTpuOyThl COOBITHS B COOTBETCTBUU C €TI0
MIPOUCXOXACHUEM, THUIIOM U T.11. MeXaHu3M arperaiuu 00beIuHAET HECKOIbKO CX0XKUX
COOBITHI B OJIHO IO ONpE/IeTICHHBIM TapaMeTpaM WiH npu3HakaMm. Koppemnsius coobrtuii
MTO3BOJISIET BBISIBJISITH B3aUMOCBSI3b MEX/1y Pa3HOPOJHBIMU COOBITUSIMU OT Pa3IU4HbIX
YCTPOICTB, IPUIOKEHUN U CUCTEM OE30ITaCHOCTH, YTO MO3BOJISIET HE TOJIBKO
oOHapyXH1BaTh aTaKH Ha KOPIOPATUBHYIO HH(OPMALIMOHHYIO CUCTEMY, HO U BBISBIISTD
HapyleHus TpeOoBaHUM 1 MOMUTHK Oe3omacHocTH. [IpropuTesanus - 3To nporecc
aBTOMATHUYECKOTO BBICTABJICHMS 3HAUUMOCTH U KPUTHYHOCTH MTPOU3OLIEAIIETO COOBITUS
WJIN TPYIIIBI COOBITUI Ha OCHOBAHUU KaK MPEAyCTaHOBIEHHBIX B CUCTEME MPaBUWJI, TaK U
Ha OCHOBAaHUH KPUTEPHUEB, pa3pabOoTaHHBIX aIMUHUCTpAaTOpaMu cUcTeMbl. B npocrelimem
cllyyae Mnopsiiok 00paboTKH COOBITUI OCYIIECTBISETCS UMEHHO B MOPSIKE MEPEUNCICHUS
JAHHBIX MEXaHU3MOB.

5.Kakwue ObiBatoT Gusi?
OtBerTsI:

Bepnwsiit otBet: 1. [P u DNS-aapeca BpeJoHOCHBIX CalTOB, CIIAMEPOB, BXOJIHBIX Y3JIOB
Tor, aHOHUMa3epOB, OTKPBITHIX MPOKCH... ; 2. 3arosioBku E-mail; 3. URL u URI; 4.
Xemu u iytu (aitnos; 5. CVE-3anucu; 6. [IpaBuna CIDR; 7. Pemmyranus daitnos, y35108,
caiitoB; 8. Kirtoun peecrtpa; 9. Unaukaropsl komnpomerarmu (IoC); 10. Whois nanusie;
11. GeolP — reorpaduyeckast napopmanms o6 [P-agpece; 12. Craructiueckas u
NoBeIeHUeCKast MH(pOopMaIus — TEXHUKH, TAKTUKH U IPOLETyphl IPOBEICHUS aTaK.
6.Kakue MHCTpYMEHTHI NCIIOJIB3YIOTCS Ui KJIacCU(UKALUU JaHHBIX U3 (PUII0B.
OtBeThI:
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Bepnsriit otet: [l kitaccudukanuy 1aHHBIX 13 GUI0B UCIIOJIB3YIOTCS CIIEIYIONINe
uHcTpyMeHTHI: 1. Tern; 2. Takconomun — Habop 6UOIHMOTEK, KIacCU(PUIMPOBAHHBIX 110
mpoleccam MpoBEACHUS aTaKu, PACIIPOCTPAHEHUS YyTPO3, 0OOMEHA JaHHBIMU U JIp.
Hampumep, ENISA, CSSA, VERIS, Diamond Model, Kill Chain, CIRCL, MISP umerot
cBou TakcoHomuH; 3. Kimactepuzarus — Habop OubinoTek, KiaccupuuupoBaHHbBIX 110
CTaTUYECKUM IpU3HAKaM Yrpo3 U aTak. Hampumep, CeKTOpbl 5KOHOMUKH; UCTIONIb3YEMbIe
uHcTpyMeHTHI U dKkcrutonThl, TTP (Tacticks, Techniques & Procedures), aTamnbr 1 MeTo b1
IIPOHUKHOBEHUS, KCIUTyaTalluM U 3aKpeIUIeHHs B cucteme, ocHoBaHHble HA ATT&CK
Matrix.

7.MexcereBble sKpanbl HOBoro nokojieHus (NGFW) —ato ...
OTtBeTsI:

Bepnsiii otBeT: MexceTeBbie 3kpanbl HOBOTo nokosieHust (NGFW) — aTo ycTpolicTBa, B
KOTOPBIX TIPOBOJIUTCS TITyOOKasi MPOBEPKa MAKETOB (BBIXOSAIAS 32 PAMKH
MOPT/TIPOTOKOIT), C BO3MOXKHOCTHIO MHCTIEKTUPOBATh U OJOKHPOBAThH TpahuK YpOBHS
MIPUIIOKEHU S, BKITIOYAIOIIUE B C€0s1 BCTPOCHHBIE CUCTEMBI MPEIOTBPAILICHHS BTOP>KEHUN U
MHTEJUIEKTYalbHYI0 00pa0oTKy Tpadrika Ha OCHOBE MHTErPAllUU C BHEITHUMH CHCTEMaMHU.

4. Komnerennusi/Mngukarop: [1CK-3(Komnerenuust)

Bonpocel, 3a1anns
1.0C Linux. I[Toxcuctembl 0€30mMacHOCTH. KPATKOE ONKUCAHUE U TIPUMEPHI UCTIONB30BaHUSI.
2.Apxutektypa OC Windows.
3.Active Directory. Jlomensl. ba3a qanHbIX. YipaBieHHe yYETHBIMH 3aITUCSIMH.
4.CepBuc NpOBEPKH MOATUHHOCTH JIOKaIbHOM cucteMsl 6e3onacHocTH. [Tpunnun paboTsl.
baza nonuruk.
5. Texnonorus necoynuul. [Ipumenenue u Moaesn U30JSALMH.
6.Crangaptaeie xypHaibl coobTuil OC. OCHOBHBIE COOBITHS 0€30MIaCHOCTH. BUIbI )KypHAIIOB.
Kpartkoe onucanue Ha3HaYeHHUS.

MartepuaJbl 1Ji1 IPOBEPKU OCTATOYHBIX 3HAHUM
1.IIpoakTUBHBIE TEXHOJIOIMH 3ALTUTHL.
OTBETHI:

Bepnsiit orBeT: [IpoakTUBHBIE TEXHOJIOTHH 3AIIUTHI — COBOKYITHOCTh TEXHOJIOTUN U
METOJIOB, HCIIOJIb3yEeMbIX B IPOTPAMMHOM H MPOTPAMMHO-AMNMapaTHOM 00eCIeYeHNH,
OCHOBHOM IIE€JIbI0 KOTOPBIX, B OTJINYUE OT PEAKTHUBHBIX (CUTHATYPHBIX ) TEXHOJIOTHH,
SIBJISIETCSI IIPEAOTBpalleHUe peanuszanuu yrpo3 1b.

2. TexHONMOTHUU TPOAKTUBHOM 3aTUTHI - aHATN3a TTOBEIACHUSI.
OTBeTHI:

Bepublit otBet: TexHOMOrus aHanu3a MoBeICHHs pean3yeTcs Kak mepexsaTt Habopa
BaKHEHMIINX CUCTEMHBIX (QYHKIUI WM yCTaHOBKA T.H. MUHU-GUILTPOB. [Ipu Heit
OTCJIEKUBAETCS BCSL aKTUBHOCTD I10JIb30BATENIS B CUCTEME. TEXHOJIOTHEN MIOBEIEHYECKOTrO
aHaJIM3a OIleHUBaeTC KaK eAUHUIHOE JEeHCTBHE, TaK M BCS IIEOYKA JSHCTBHH.

3. TexHODOTHs MPOAKTUBHOM 3aILUTHI - BUPTYaAIU3aUH pab0ouero OKpyKeHus.
OtBerTsI:

Bepnpiii otBeT: TexHOMOTHIO BUPTYanu3aii pabodyero OKpy>KeHusl OCYIIECTBISET
CHUCTEMHBIH JIpaiiBep, UCIIOJIB3Ys IIEPEXBAT BCEX 3alIPOCOB Ha 3aIMCh HA KECTKUH JIUCK C
BBITIOJTHEHUEM 3aITHMCH B CIICIIHAIBHYIO TUCKOBYIO 0071acTh — Oydep BMECTO 3alucu Ha
peanbHbIN JKeCTKUH Tuck. OHAKO, TEXHOIOTUS BUPTyaIU3alii pabouero OKpyKeHus He
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rapaHTUPYET 3aIIUTY OT BPEIJOHOCHBIX MPOTPaMM, IIeTTh KOTOPBIX Kpaxka
KOH(UIEHIMATBbHBIX JaHHBIX, TaK KaK HE 3alpellaeT JOCTYI Ha YTEHUE K )KECTKOMY
TTUCKY.

4 KommonenTa 6e3onacHoct Windows - mporieaypa peructpamuu (Logon Processes),
OTBeTHI:

Bepusriii otBet: [Iponenypa peructpamuu (Logon Processes), kotopast oOpadarsiBaet
3aIpocCkl OJIb30BaTeNNel Ha BXo/[ B cucTteMy. OHa BKIIFOYAIOT B ce0s1 HAYaIbHYIO
MHTEPAKTHUBHYIO MPOLIEYPY, OTOOPAKAIONIYI0 HAYaIbHBIN TUAJIOT C MOJIb30BaTEIeM Ha
9KpaHe, M yJaJICHHBIC TPOIIEYPhl BX0/1a, KOTOPhIC TO3BOJISIOT YAaICHHBIM
MOJIb30BATEIISIM MOJTYYUTh JJOCTYI C paboueil CTaHIIMK CETH K CEPBEPHBIM IMPOIECCaM
Windows NT. IIporiecc Winlogon peanuzoan B daiine Winlogon.exe u BBITOITHIETCS KaK
IpoIiecc NoIb30BaTeNbCKOro pesxkuma. CtangaptHast Onbaroreka ayrenrupukamun Gina
peanu3oBana B (aitie Msgina.dll.

5.Active Directory u nomens Windows.
OTtBeTsI:

Bepmbiii otBet: Active Directory («AKTHBHBIN KaTtanor», AD) — ciyxObI
Karajoros kopropanuu Microsoft mis onepannonnsix cucrem cemeiicta Windows
Server. [lepBonayanbHo co3naBanach, kak LDAP-coBMecTuMas peanu3zaius ciryxO0bl
KaTaJIoros, ogHako, HauuHas ¢ Windows Server 2008, BKIIro4aeT BO3MOXKHOCTH
UHTETPALUH C APYTUMH CITY)KOaMH aBTOPHU3AIMH, BBITOJHSS ISl HUX HHTETPUPYIOUIYIO U
00BETMHSFONIYIO poJib. [103BOIISIET aAMIHICTPATOPAM HCIIOJIB30BATh TPYIIOBBIC
MOJIUTHKH JUIsE 00ECTICYCHUS €IMHO00pa3usl HACTPOIKH MOJIb30BaTEIILCKOM pabouei
CpeIbl, Pa3BOpaYMBaTh MPOTPAMMHOE 00ECIIeYCHHE Ha MHOYKECTBE KOMITBIOTEPOB Yepe3
IpYIIOBbIC MOMUTHKH WK mocpeactsom System Center Configuration Manager (panee —
Microsoft Systems Management Server), ycTaHaBIHBaTh OOHOBJICHHS OTIEPAIIMOHHOM
CHCTEMBI, IIPUKJIATHOTO U CEPBEPHOI0 IPOTPAMMHOTO 00ECTICUEHHSI Ha BCEX KOMITBIOTEPAX
B ceTH, ucnonb3ys Cinyx0y ooHoBneHuss Windows Server. XpaHuT JaHHbIE B HACTPONKH
Cpebl B IEHTPAIM30BaHHON 0a3e JaHHBIX.

6.IToxcucremsr 6e3omacaoctu OC Windows.
OTBeTsI:

Bepublit otBeT: Snpom noacucteMbl 0€30MaCHOCTH SIBIISETCS JIOKabHAasK CiIyk0a

6e3onacHoctH (Local Security Authority, LSA), pasmemiaromasicst B paitie Isass.exe.

CrannapTHbIi npoBaiinep ayreHTH(UKanuu pa3Meraercs B ¢aitne msgina.dll u B

KauyecTBe ayTeHTUUIUPYIOIeH HHDOpMalMK NCIIOIb3YET MapOoJIv OJIb30BaTENEH.
7.Y ARA mnpasuna 310 ....

OTBeThI:

Bepwnsriit otBeT: YARA mpaBuiia - 3170 crmoco0 BBISBICHHS BPEIOHOCHBIX TPOTpaMM (UK
Ipyrux ¢aiioB) myTeM CO3/1aHus IPABHII, KOTOPHIE OMUCHIBAIOT OMPeIeTICHHBIC
XapaKTePUCTHKU OOBEKTA.

8. TexXHOJIOTUH MOCTPOCHUSI 3AUTUIIIEHHBIX KOMITBIOTEPHBIX CETEH.
OTtBeTHI:

Bepnpiii otet: 1. MexceteBoii skpaH (Firewall vs Next Generation FireWall); 2.
HemunutapuzoBannas 30Ha (demilitarized zone i DMZ); 3. Cicok KOHTPOJIS IOCTyTa
(Access Control List wiu ACL ).

9.CocraBmstomue texHonoruu Threat Hunting.
OTBeTHI:
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Bepusriit otBet: 1. Jlanusie (ut0?), B ToM uncie u Big Data. BceBo3MoxHBIE TOTOKH
Tpaduka, nHGopmMarus o paHee npoBeneHHbIX APT, aHanmuTka, TaHHBIC O
0JIb30BATEIBCKON aKTHBHOCTH, CETEBBIE IaHHBIC, MH()OPMAIIHUS OT COTPYIHHUKOB,
nH(popManus B 1apkHeTe U MHOTOE Jpyroe. 2. TexHonoruu (kak?) o0paboTKH 3TUX
JAaHHBIX — BCE BO3MOKHBIE CITOCOOBI 00pabOTKHM ITHX JaHHBIX, BKItoYas Machine
Learning. 3. JIroqu (kT0?) — T€, KTO 001a1aeT OOJBIIMM ONBITOM aHaJIN3a Pa3HOOOPa3HBIX
aTak, pa3BUTON MHTYUIIUEH U CIIOCOOHOCTHIO OOHAPYXUTH aTaky. OOBIYHO 3TO AHATUTUKU
nH(OPMAaLIMOHHON 6E€30MaCHOCTH, KOTOPhIE JOKHBI HMETh CIIOCOOHOCTh T€HEPUPOBAThH
THIIOTE3Bl M HAXOAUTh UM MOJATBEpkAeHUe. OHM — OCHOBHOE 3BEHO IpoIiecca.
10.Ucroununku uadopmarmu Threat Hunting.
OTBeTHI:

Bepuslii oTBeT: THIOBBIMU UCTOYHHKAMU MPAKTHUECKH B JII000H HH(]pacTpykType OynyT
nanuble oT cpeacts 3amuTel: DLP, SIEM, IDS/IPS, WAF/FW, EDR. Takxe THIOBBIMU
HMCTOYHUKAMU WH(OPMAIIUU OYAYT SBISTHCS BCEBO3MOKHBIC MHIUKATOPHI
KoMipoMeraiuu, cepBuckl Threat Intelligence, nanusie CERT u OSINT. JlononHuTensHO
MOJKHO HCIIOJIh30BaTh HH(POPMAIIHIO U3 TapKHETa (HallpruMep, BHE3AITHO €CTh 3aKa3 Ha
B3JIOM MOYTOBOTO SIIIMKA PYKOBOJIUTEIIS OpTraHU3aIUH, U CBOCH aKTUBHOCTHIO
3aCBETHJICS KaHAMIAT Ha TOJDKHOCTh CETEBOTO MHXKEHEPa), NH()OPMAIIHIO, TTOIYICHHYIO OT
HR (o13BIBBI 0 KaHIUAATE C TPOILIOTO MeCTa paboThl), UHOOPMALIUIO OT CIY>KOBI
Oe3omacHOCTH (HapUMep, Pe3yJIbTaThl TPOBEPKH KOHTPATEHTA).

11.Texuuku Threat Hunting. ba3oBblii mouck.
OTBeTHI:

Bepusriii otBet: ba3oBeiii mouck — 310 HanboJee YacTo ncnojab3yeMast TexHuka B Threat
Hunting. 3ToT MeTo/ mopa3ymMeBaeT HCIOJIb30BaHHUE CIICIUATM3HPOBAHHBIX 3AIIPOCOB,
KOTOPBIE BO3BPAIAIOT HEKOTOPBIE PE3yJIbTaThl MoMcKa. M3-3a ciioskHOCTH (popMaTH3aum
3aJ1a4M I10 TIOUCKY HEM3BECTHON yrpo3bl HE BCETJa BO3MOXHO OJTHO3HAYHO yKa3aTh, YTO
UIIET aHAIUTHK, KOTr/1a HauMHaeT nouck. [1o 3Toi npuyrHe 001acTh MOMCKa HE JI0JKHA
OBbITh HU CITUILIKOM IIMPOKOM, OXBAaThIBAIOIIEH MHOXKECTBO (DaKTOPOB U BhIJIAIOIIEH 00MIIne
PE3yJIbTaTOB, HU CIIMILIKOM Y3KOM, TaKk Kak MOSBIISETCS BBICOKAsk BEPOSITHOCTh YIYCTUTh
MOTEHIHAJIbHBIE YTPO3bl, KOTOPBIE HE OBLIM BKIIOYEHBI B TOUCK.

12.0Oprann3aninoHHbIe MEpPBI TPOAKTUBHON 3aLUTHI.
OtBeTsI:

Bepnwsiii otet: 1. Ouenka 3¢ pexTuBHOCTH 3auUThl IepuMeTpa ceTu. 2. [loBbimeHne
OCBEIOMJIEHHOCTH COTpyAHUKOB B obsactu Ub. 3. [lonuTnka 0OHOBIEHHS CHCTEMHOTO U
npukiagyoro [10. 4. [Tonutuka pe3epBHOTO KOMMPOBaHUsA. 5.
VYipasneHue ys3BUMOCTIMHU
13.Opranu3zanmonHas Mepa MpoaKTUBHOW 3aIIUTHI - OleHKa () (HEKTUBHOCTH 3aIIUTHI
nepuMeTpa CeTH.
OTBeThI:

BepHblit oTBeT: AyIUT 1 aHAIU3 3alIMIIEHHOCTH — 3TO KOMIUIEKCHBIE PEIIEHUs, KOTOPbIE
MTOMOTAIOT OPTaHU3AIUSIM ONPEACIIATh YI3BUMOCTH HAXOIAT cabble MeCTa B CETH,
MIPOBOJAT MPOBEPKU COOTBETCTBUS CTAHJAPTaM M TECTUPOBAHUS HA IPOHUKHOBEHMSI.
AHanuM3 3aMIIEHHOCTH CETH BKIIIOYAET B ce0s1: - OOHapyKEHHE PECYPCOB CETEBOTO
MepuMeTpa, yA3BUMBIX JIJIS aTaK yepe3 UHTEPHET; - OLleHKa YPOBHS KPUTHYHOCTH
YSI3BUMOCTEHN M MX BO3JCUCTBUS HA OM3HeC; - OCyIIECTBICHHE CKAaHUPOBAHUS BEO-
MPUIOKEHUH; - BO3MOKHOCTh TPOBEPKHU Ha UCIOJIb30BaHUE HANICHHBIX YSI3BUMOCTEH; -
[IpoBepka COOTBETCTBUS 3alIUTHI TIEPUMETPa TPEOOBAHMSIM O€30TTaCHOCTH; -
Ocy1ecTBiieHre MOHUTOPHUHTA MpoOliecca YCTpaHEHHUs ysI3BUMOCTe; - OnpeneneHne
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3aKpBITOM MH(POPMALIUY B CUCTEMAX WU TIOKYMEHTAX; - AHAJIN3 TeHICHIMNA B 00JI1aCTH
npoOsieM 6e30MacHOCTH.

14.YupaBneHue ys13BUMOCTSIMHU.
OTtBeTsI:

Bepublil oTBeT: YSA3BUMOCTB — 3TO XapaKTEPUCTUKA, KOTOPAsi MOXKET ObITh HCIOJIb30BaHA
HapyIIUTENIEM IIPH MPOBEACHNN aTaku Ha M TakTHB ¥ MPUBECTH K peau3aiiy yrpo3bl.
IIponecc ympapieHust ysI3BUMOCTSIMH — LIMKJINYECKHUE AEHCTBUS, HAllpaBJICHHbIE
OOHapyKEHHE U KIACCU(PHUKAIHIO YSI3BUMOCTEH, a TAK)KE HAa UX YCTPaHEHHUE WM CHIDKEHHUE
MOCJIEJICTBUM UX SKCIUTyaTalllu.

15.Co3nanue nporpaMMbl OCBEAOMIEHHOCTH.
OTtBeTsI:

Bepnslii otet: [Inanuposanue: — OnpenennTe OTBETCTBEHHBIX 3a CO3JaHUE U
peann3anuio nporpammsl; — OnpeaenuTe Ueau 1 3a1a4u nporpammsl; — Onpeaenure posiu
(kareropuu Ballei 1ieseBoi ayauTopun). PasHeiM possiMm notpedyercst pazHoe oOyueHue B
pa3HoM o0beMe, HallpuMep, BCe COTPYIHUKH, [T-epconan, MeHePKMEHT, BHEIITHUE
UCIIOJIHUTEIH U T.IL.; — [l KayKk10M KaTeropuu LeIeBOil ayAUTOPUH OIPEIEIINTE
aKTyaJIbHBIM HaOOp MeponpuaTuil (Kypchl, TPEHUHTH, PACCBUIKH ...); — Onpenenure
CocoObl B3aUMOJCHCTBUSA C ayAUTOPUEH (CeMUHApbI, TPEHUHT U, MYJIbTUMEIUA KYPChI,
pacchuTkH, OroJuIeTeHH O€30MTaCHOCTH, TIOCTEPHI U T.11.); — Onpenenute MeTPUKH IS
a”anu3a 3¢ dexkTuBHOCTH porpaMmsel — Pa3paboTaiite miaH peaau3anuy IporpaMmMsl U
TUTaH MEPOTIPHUATHHN TI0 TIPOBEPKE/TECTUPOBAHUIO 3HAHUW. BHenpenne: —
PazpaOoraiiTe/mpuobpeTute MaTeprasl A1 peajlu3aluu nporpammsl; — Beibepure
HE00X0AMMbIE HTHCTPYMEHTHI JUTsl peaitu3anun; — [[poBoanTe MEpONIpUsTUS B
COOTBETCTBHUHM C ITporpaMmoii; — IIpoBoauTte MeponpusiTHs 10 TECTUPOBAHUIO
OCBEZIOMJICHHOCTH. AHANIN3: — AHAIM3UPYHUTE PE3yabTaThl U TOKa3aTean 3HEeKTUBHOCTH;
— JloBoauTe pe3ynbTaThl M MOydaiTe 0OOpaTHYIO CBSI3b MEHE/DKMEHTA KOMIIAHUU; —
[TonyuaiiTe 0OpaTHYIO CBSA3b OT ayAUTOPUH, BOBJICYCHHOU B 00yueHue (10JIe3HOCTb,
Ka4yecTBO MaTepUaloB, pEeKOMEHIyeMble U3MEHEHUs U T.11.). COBEpILICHCTBOBAaHHE: —
Pa3BuBaiiTe cBOIO CUCTEMY B COOTBETCTBUU C MOJTYYEHHBIMU MOKa3aTeNIMU

3¢ GEKTUBHOCTH, Pe3y/IbTaTaMH TECTUPOBAHUS (IIPOBEPKH 3HAHUIN) U 110 pe3yabTaTaM
oOpaTHOH CBSI3U; — AHAU3UPYHTE JTaHIIA(T yrpo3 U JOMOIHINTE CBOIO POrpaMmy
00y4eHHs HOBBIMHM MaTepuaiaMu; — AHaJTM3UpPyiTe HOBbIE TPEOOBAHUS U BHOCUTE
W3MEHEHHUs B IporpaMMy o0ydeHusi; — Pa3BuBaiiTe cBOIO IpOrpaMMy C y4eTOM
J0JATOCPOYHBIX OM3HEC-TIENIMU KOMIIaHHH.

II. Onucanue wkKanvl ouenueanus

Oyenka: 5
Huorcnuii nopoe svinonnenus 3adanus 6 npoyermax: 10
Onucanue xapakxmepucmuxu vinoineHus sHanus: PaboTa BeINONHEHA B paMKaX "MPOJABHHYTOrO"
ypoBHs. OTBETHI JIaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIC OCOOCHHOCTH MPAKTHYSCKUX PEIICHUAN

Ouyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu vinoiHeHus sHanus: PaboTa BeIONHEHA B paMKax "6a3oBoro"
ypOBHs. BOJBIIMHCTBO OTBETOB JaHBI BEpHO. B yacTu MaTepuana ecTh He3HAUUTEIbHBIE
HEJIOCTATKU

Oyenka: 3
Huoichuii nopoe svinonnenus sadanus 6 npoyernmax. 50
Onucanue xapaxmepucmuku 6blnoHenus: 3uanus: PadboTa BeIOJIHEHA B paMKax "moporoBoro”

YPOBH:I. OcHoBHas 4acThb 3aaHus BBIIIOJIHCHA BEPHO. HAa BOIIPOCHI er'Iy6J'IeHHOFO YPOBHHA
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Oyenka: 2
Onucanue xapakmepucmuxu vinoiheHus 3nanus: Pabora He BBITOJIHEHA WIH BBITIOJTHEHA
MPEUMYIIIECTBEHHO HETPABUIHHO

111. Ilpasuna évicmasienus umozo8oi OyeHKu no Kypcy
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