MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh
HaumeHnoBaHune 06pa3oBaTe/bHOI NPorpaMMbl: be3onacHoCTh KOMIIBIOTEPHBIX CHCTEM
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yuenusi: OuHas

Pabouass nporpaMma QM CHUILIHHBI
TEXHOJIOI'MM 3AHIUTHBI UTHOOPMAILIMOHHBLIX CUCTEM OT

KHUBEPATAK

BJok:

Baok 1 «/Iucuyuniaunbl (MoOxyJam)»

Yacrp 00pa3zoBaTebLHOM
NpPOrpaMMBblI:

Bapuarusnas

Ne IMCHUNJIMHBI 0 YYeOHOMY
IJIaHy:

b1.B.09.04.01

TpynoeMKOCTh B 3a4eTHBIX
eIMHULAX:

6 cemecTp - 6;

Yacos (Bcero) no yueoHomy
IIAHY:

216 yacoB

Jexnun

6 cemecTp - 28 yaca;

IIpakTnyeckue 3aHATHSA

6 cemectp - 28 yaca;

JladopaTopHbie padoThI

6 cemecTp - 28 yaca;

Kouncynabranuu

6 cemecTp - 16 yacos;

CamocTrosiTesibHasi padoTa

6 cemectp - 111,2 yacoB;

B ToM unciae Ha KIT/KP

6 cemecTp - 11,7 yacos;

HNnas koHTaKkTHasi padoTa

6 cemecTp - 4 yaca;

BKJIIOYAs:
KontpoabsHas padora

IIpomeskyTouHast aTTecTALUS:

3amuTa KypcoBoii padoThI
JK3aMeH

6 cemectp - 0,4 yaca;
6 cemectp - 0,4 yaca;
Bcero - (0,8 yaca

Mocksa 2018




NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnageneyu ApaTesk A.B.
[IpenomaBaTelib Waenmugmarop | R1a0ecc29-DratviakAV-b9b11303 A.B. JlparBsik
(OIKHOCTR) (moamuck) (pacummgpoBka
TIO/AITUCH)

COI'ZTACOBAHO:

PykoBogurenn
00pa30BaTeIbHON MPOTrPaMMBbI

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

BaporoB O.P.

Waentuduratop

R90d76356-BaronovOR-7bf8fd7e

O.P. baponos

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

3aBenyIOLIMI BbIITyCKatOIeH
kadenpsl

(mozmycs)

%Mo ¢

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»

CseneHva o snagensuye L3N M3K

Bnapeney

HeBckui A.HO.

Waentuduratop

R4bc65573-NevskyAY-0b6ed493d

(pacmudpoBka
MIOJITIHUCH)

A YO. HeBckuit

(Z[OJ'DKHOCTB, yd€Has CTCIICHb, YUCHOE 3BaHHe)

(mozrucs)

(pacmudpoBka
MOJITTHCH)



1. IEJIX U 3AJTIAYN OCBOEHU A JUCHUITJIUHBI
Les» ocBOeHHNS AMCHUILUINHBI. OCBOCHHE KOMIIETCHIINN, CBSI3aHHBIX C H3YYCHHUEM COBPEMEHHOTO
COCTOSTHUSI U aKTyaJIbHOCTH TpobiieM kubOepOezomacHoctd B Poccum m mupe. V3yueHue OCHOBHBIX
HAIpaBJICHUH NEATEILHOCTH MO 00ECIICUCHHIO 0€30MMaCHOCTH CUCTEMHBIX M MPHUKIIAJIHBIX MPOTPAMMHBIX
IPOAYKTOB, a TaKXKe Web-IIpHIoKeHH U pecypcoB cetu "MHTepHeT" oT knbepyrpos
3agaun TUCHHIIHHBI
- OCHOBaHHE NPUHIIUIIOB a[IMUHUCTPHUPOBAHKS TPOTPAMMHO-AIIIAPATHBIX CPEACTB 3aIUTHI
UH(POPMAIIUU B KOMITBIOTEPHBIX CETSAX IS 3alIUThI OT KHOepaTak Ha MHPOPMAIMOHHBIC CHCTEMBI;
- 00yueHue pa3padoTke TPeOOBAHUIN K CUCTEME 3aIIUTH ABTOMATU3UPOBAHHBIX CUCTEM H
UH(POPMAIMOHHBIX PECYPCOB KOMITAHUH OT KHOepaTax;
- IpUOOPETEHUE HABBIKOB M0 HACTPOWKE U a]MUHHCTPUPOBAHUIO CPEIICTB 3aIIUTHI OT KHOepaTak
Ha MH()OPMAIIMOHHBIE PECYPCHI XO3SIMCTBYIOMIETO CYOBEKTA.

dopmupyembie y 00ydaronierocsi KOMNneTeHIHH U 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JTUCHHUIIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTeHIHIi !

KOI[ U HAMMECHOBaHUE KOI[ U HAMMEHOBaHUE 3al'lJ'IaHI/Ip0BaHHI)Ie pe3yJabTaThl Oﬁy‘leHI/lﬂ
KOMIIETEeHL MU HHAUKATOPA JOCTUKEHUsI
KOMIIETCHIIUHN
ITK-7 cmocoOHOCTBIO 3HATh!
IPOBOIUTH aHAJIN3 - TUTIOBBIC AJITOPUTMBI aTaKH U
WUCXOHBIX JAHHBIX JIJIS MEXaHHU3MBI 3aIIUTHI OT KHOepaTak Ha
IPOEKTUPOBAHUS UH()OPMAIIMOHHBIE CHCTEMBI.
MOJICCTEM M CPEJICTB
obecrieueHus YMETB:
MH(OPMALIMOHHOM - aHAJIM3UPOBATH UCXOHBIC TAHHBIC IS
0e30IMacHOCTH U MIPOCKTUPOBAHUS CUCTEM O00eCIIeUeHUs
y4acTBOBATh B IIPOBEICHUU nH(OPMAIMOHHOK 0€30MacHOCTH
TEXHHUKO-DPKOHOMHUYECKOT O 00BEKTOB HH(POPMATH3ALUH OT
000CHOBaHUS KuOepyrpo3.
COOTBETCTBYIOIIUX
MPOEKTHBIX pPelIeHui
TIK-12 cnocoOHOCTBIO 3HATh:
NPpUHHUMATh Y4aCTHUC B - IPpOrpaMMHBIC U TPOTrPaMMHO-
MIPOBEJICHUU anmnapaTHbIe CPECTBA 3AIUTHI
SKCIIEPUMEHTAIIBHBIX KOMITBIOTEPHBIX CHCTEM OT KHOepaTak.

HUCCIEN0BAHUNA CUCTEMEI

3alllUThI I/IH(I)OpMaI_II/II/I YMCTh:
- pa3pa6aTLIBaTL PEKOMEHIalu 1o

IIPUMEHEHHUIO MIPOIPAMMHBIX 1
[IPOrpaMMHO-AMIapATHBIX PELIECHUN IS
3AIIATHI CACTEMHBIX U IPUKJIATHBIX
MPOTPaMMHBIX TPOIYKTOB, a TaKXke web-
MIPUIJIOKEHUH U pecypcoB cetH "MHTepHeT"

0T KHbepyrpos.
[1K-13 crioco6HOCTbHIO 3HATh:
IPMHUMATh y4aCTHE B - IOPSIIOK TPOSKTUPOBAHUS CUCTEM
(GopMHUpOBaHUH, obecnieueHust THGHOPMAITHOHHON
OPraHU30BLIBATH U 0e30macHOCTH OT KHOepyrpos.
TIO/IJICPKUBATh BBIIOJIHEHNE
KOMIIJIEKCa MEP 110 YMCTh!
o0ecIeueHHIo - IPOBO/IUTH aHAITU3 YTPO3 0E30MACHOCTH
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Koa u HaumeHoBaHue
KOMIIETCHIINH

Koa u HaumeHoBaHMe
HHAUKATOpa JOCTHKCHUSA
KOMIICTCHIIUHA

3amiaHupoBaHHbIE Pe3YabTATHI 00yYeHUsI

uH(pOpMaITMOHHOM
0€30MaCHOCTH, YIPABIATh
IPOIIECCOM UX pPeaji3aliu

MH(POPMALIMOHHBIX CHCTEM B
COOTBCTCTBUHU C MCKAYHAPOAHBIMU N
0TE4YEeCTBEHHBbIMU 0a3aMU JJaHHBIX
ySI3BUMOCTEM.

[ICK-1 CriocoGHOCTH
aJIMUHHCTPUPOBATh
MOJICCTEMBI
nH(}OpMaITMOHHOM
0e30ImacHOCTH 00BEKTOB,
00bekThI SHepreTuku KBO
P®, skcrutyatupyromue
ACY TII

3HATh:
- 0COOEHHOCTH 3aIIUTHI
ABTOMATH3MPOBAHHBIX CHCTEM YIIPABJICHUS
TEXHOJOTUYECKIMH MPOIIECCAMHU OT
KHOepyrpo3, B TOM 4ncjie O0BEKTOB
suepreruku KBO PO.

YMETB:

- aJIMUHUCTPUPOBATh KOMIIOHEHTHI
CHCTEMBI HH(POPMALIMOHHOM
oe3omacHocTH, Bkiroyas ACY TII
00bekToB 3Hepretuk KBO PO.

I[ICK-2 Croco6HOCTE
MIPUMEHSThH TPOTrPaMMHBIE
CpEICTBA CHCTEMHOTO H
CIIELMAILHOrO Ha3HAYEeHH,
B TOM YHCJIIE IS
obecneyeHns 6€30MaCHOCTO
(G YHKIIMOHUPOBAHUS
00BEKTOB SHEPTETUKHU C
snmementamu ACY TII

3HATh:
- KJIacCU(UKAIUIO KHOEepyTrpo3
nH(pOpMaIMOHHOM 0€301MaCHOCTH B
COOTBETCTBUU HOPMATHBHBIMU
JIOKYMEHTaMH PETYJISTOPOB.

YMETB!
- IPUMEHSATh KOMIIEKCHBIE TPOTPAMMHBIE
peleHns 11 TECTUPOBaHus,
OoOHapyXeHHs U JTUKBHUJIALUU KHOEpyrpo3
B UH(OPMALIMOHHBIX CHCTEMAX.

I1CK-3 Cnioco6HOCTb
NPUMEHSTh KOMIUIEKCHBIN
HOJX0/1 K 00€CIIeYeHHIO
UH(pOpMallOHHON
0€30I1aCHOCTH B PA3JIUYHBIX
chepax eaTeTbHOCTH B TOM
qucie U Ha 00beKTax
SHEPreTHKH,
skcrryatupyromux ACY
TII

3HATh!
- TUTIOBBIE MTOJIXO/IbI K 00€CIIeUeHUIO
KOMIUIEKCHOM 3alUThl UHPOpMAIIUU Ha
o0BeKTax, akciuryarupyroumx ACY TII.

YMETh!
- popMupoBaTh 000CHOBAaHHBIE
PEKOMEHIALMH 110 TPUMEHEHUIO
KOMIIJIEKCHOTO TI0JIX0/1a K
MH(POPMALMOHHOM 6€30MacCHOCTH Ha
o0bekTax, skcryatupyromux ACY TIL

2. MECTO JUCIUILIVHBI B CTPYKTYPE OBPA30OBATEJBHOM ITPOT'PAMMBI BO

JlucuuiuimHa OTHOCHTCS K 4YacTH, (GopMupyeMoil ydacTHHKaMu 00Opa30BaTEeNbHBIX OTHOIICHHUN
O5oka JUCHMIUIMH OCHOBHOM mpodeccHoHalbHONW oOpa3zoBaTenbHONH mporpamMme besomacHocTh
KoMnbloTepHbIX cucteM (nanee — OIIOII), nanpasnenuss moarotoBku 10.03.01 Mudopmanmonnas
0€30I1aCHOCTb, YPOBEHb 00Pa30BaHUs: BbICIIEE 0Opa3oBaHMe - OaKalaBpHar.

bazupyercs Ha ypoBHE cpeaHero oomero oopa3oBaHusI.




P€3y.HBTaTI>I O6y‘ICHI/ISI, MOJIYYCHHBIC TPpHU OCBOCHUU JUCHUIIIINHBI, HGOGXOI[I/IMBI IIpU BbIIIOJITHCHHUN
BBITTYCKHOM KBJIM(PUKAIIMOHHON pabOTHI.



3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TPyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET 6 3a4€THBIX eIUHMIL, 216 9acoB.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasnenbl/TeMbl § 5| e ™
Ne JTUCIUTUTAHBL/ (D OPMBI g 2|8 OHTaKTHas pabora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/o IPOMEKYTOYHOU o &| 3 Koncyunpranus UKP PaGora s | LOATOTOBKA K METOMYECKUE YKA3AHMS
aTTeCTAINH 8g|© Jlex | JIab | Ilp ITA CeMECTDE aTTecTaluu
o KITP 'K HKKIT | TK p /KOHTPOITS
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 OCHOBBI 3aIIUTHI 22 6 4 4 4 - - - - - 10 - Ilodzomogka K npaKmu4ecKum 3aHAMUAM:
nH(pOpMaMOHHBIX Wzyuenne maTepuaina no paszaeiny "OCHOBBI
CHCTEM OT Kubeparak 3aIIUThl HTHPOPMAIIMOHHBIX CHCTEM OT
1.1 | BseneHue B 3alUTY OT 10 2 2 2 - - - - - 4 - knbepartak" MOArOTOBKA K BHIOJIHEHHIO
Kubeparax 3aJlaHUi Ha IPaKTHYECKUX 3aHATHIX
1.2 Monens yrpo3 u 12 2 2 2 - - - - - 6 - Ilodzomoeka doknada, ebicmynieHus:
MOJIeIIb HapyIINTEIs 3agaHue CBS3aHO C YIIyOJCHHBIM N3yYeHUEM
nHpopMaMOHHOH pa3ziesioB AUCIMIUINHEI U CAMOCTOSTETIbHBIM
6e30macHoOCTH B MIONCKOM MaTEpHAJIOB ISl PACKPBITHS TEMBI
THITOBBIX JIOKJIa1a. MaTepuaibl BIIOJTHEHHOW paboThI
nH(pOpMaMOHHBIX TIPE/ICTABIIFOTCS B SJICKTPOHHOM BHIE WIIH B
crcreMax (opmMe pacriedaTaHHbIX IPE3EHTALNOHHBIX
craiiioB. B kauecTBe TEM NOKIAN0B CTYEHTAM
NPe/IaraloTCst CIEAYIOIe BAPHAHTHI:
Ilodzomoeka Kypcosoit padomut: Kypcopas
pabora npejacTaBieHa B BUE KPYITHOMU 3a1a4u
o yueOHOMY Keicy, OXBaThIBaIOIIEH
HECKOJIBKO PACUYETHBIX BOIIPOCOB M BBIOOD
BapuaHTa IIPOEKTHOTO pemenus. [Ipumep
3a7aHus:
Camocmoamenvhoe usyuenue
meopemuueckozo mamepuana: VIsyaenue
JIOTIOJTHUTENBHOTO MaTepHaia o pas3zierny
"OCHOBBI 3aITUTHl HH(POPMAIIMOHHBIX CHCTEM
oT Kkubeparak”
2 CrpykTypa KubepaTaku 64 12 12 | 12 - - - - - 28 - Camocmoamenvnoe uzyuenue

Ha HHHOPMAIIMOHHYIO
cUCTeMY O0BEKTa

meopemuueckozo mamepuana: VI3ydaenue
JIOTIOJTHUTEIHHOTO MaTepraia 1o pasaerry
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nHpopmaTuzanmu

"CrpyKkTypa knoepataku Ha HHGOpMaMOHHYIO

2.1 Artaku Ha 10 2 2 2 4 cucreMy o0bekTa HHpopMaTH3auu"
KOpHOpPaTHBHBIE I10020mogKa K npaKmuuecKum 3auAmMuam:
nH(OpMaLMOHHbIE Wzyuenne matepuana mo pasaeny "Crtpykrypa
CHCTEMBI KOMITAaHUH KnbepaTaky Ha HH()OPMAIMOHHYIO CHCTEMY
(KHNC) o0bekTa nHpopMaTH3aMu" TOATOTOBKA K
2.2 ATaku Ha 12 2 2 2 6 BBINOJIHEHHIO 33JaHUH Ha TPAKTHYECKUX
MIPOMBIIIIICHHBIE 3aHATHAX
npennpustas (ACY Ilodzomoexa Kypcosou padomwi: Kypcopas
TII) pabora npezacTaBieHa B BUAE KPYIHOH 3a1auu
2.3 OOHapyxeHHE aTak Ha 12 2 2 2 6 10 y4eOHOMY KEHCY, OXBaThIBAIOIIEH
nc HECKOJIBKO PAaCUETHBIX BOIIPOCOB M BBIOOD
2.4 Ataxu ga YIC. 12 2 2 2 6 BapUaHTa NMPOEKTHOro peuieHus. [Ipumep
DoS/DDoS 3aJ1aHHs:
25 ATaxu Ha UC. 18 4 4 4 6 Iloozomoska 0oknaoa, 6bICHynIeHUA:
CouuanbHas 3agaHue CBS3aHO C YIIyOJCHHBIM H3y4eHUEM
HHKEHEPHS pa3ziesioB AUCIMIUINHEI U CAMOCTOSTETIbHBIM
MIONCKOM MaTEpHAJIOB ISl PACKPBITHS TEMBI
JIoKJIaga. MaTepuasl BRIIOTHEHHOW paboThI
TIPE/ICTABILIIOTCS B SJICKTPOHHOM BHIE HIIH B
(opmMe pacriedaTaHHbIX IPE3EHTALNOHHBIX
caiiioB. B kauecTBe TEM NOKIAN0B CTYEHTAM
NPe/IIaraloTCsl CIEAYIONIe BAPUAHTHI:
3 CrpykTypa kubeparaku 64 12 12 | 12 28 Ilodzomoska doxknada, evicmynienus:
Ha BeO-NIPUIIOKEHUS U 3amaHue CBA3aHO C YIiyOJIeHHBIM H3y4eHUEM
PECYPChI CETU pa3aciioB AMCHUIIIMHBI U CAMOCTOATCIIbHBIM
"UnTeprer” [IOMCKOM MAaTepHUaJIOB JUJIsl PACKPBITHS TEMBI
3.1 BrisBnenue u 10 2 2 2 4 JIoKJIa1a. MaTepuaibl BEIIOJTHEHHOW paboThI
skcryatanus SQL- TIPE/ICTABISIFOTCS B SJICKTPOHHOM BHZE WIIH B
WHBEKIHUN B (opmMe pacriedaTaHHbIX IPE3EHTALNOHHBIX
TIPUJIOKCHHUSX ciaiioB. B kauecTBe TeM J0KIIAIOB CTY/IEHTAM
3.2 3ammra BeO- 12 2 2 2 6 [peaaralTcs ciaeayonue BapuaHThl:
MPUIO0XKEHUHN OT Ilodzomogxa Kypcosou padomui: Kypcopas
MHBEKIIMH KOMaH]| pabora npejcTaBieHa B BUE KPYITHOMU 331241
3.3 3amura BeO- 12 2 2 2 6 o y4eOHOMY KelCy, OXBaThIBAIOIIEH
NPWIOKEHUH OT aTak HECKOJIbKO PAaCUETHBIX BOIIPOCOB U BBIOOD
tina XSS BapUaHTa IPOEKTHOro peweHus. [Ipumep
34 Mepsl 12 2 2 2 6 3aJJaHus:
NPENOTBPALIECHHS Iodzomoeka Kk npakmuyecKum 3aHAMUAM:
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stored u reflected XSS.

Wzyuenne matepuana no pasgeny "Crpykrypa

CSRF. SSRF. KnbepaTaky Ha BeO-TIPHIIOKEHUS U PECYPChI
3.5 IIpumenenue nmoaxoaa 18 4 4 4 - - 6 - cetu "UHTepHeT"" MOATOTOBKA K BBHITIOJHEHUIO
DevSecOps B 3aJaHUi HAa MPAKTUYECKUX 3aHATUIX
COBPEMEHHBIX Camocmoamenvroe usyuenue
cHCcTeMax pa3paboTKH meopemuyueckoz0 mamepuana: Vzyaeane
MIPOTPaMMHOTO JIOTIOTHUTENBHOTO MaTepHaia o pa3zieiny
obecrnieueHHs "CrpyKTypa KnOepaTaky Ha BeO-TIPHIIOKECHUS U
pecypcesl cetr "VHTEpHET"
OK3aMeH 35.9 - - - - 0.4 - 33.5
Kypcosas pabora (KP) 30.1 - - - 14 0.4 11.7 -
Bcero 3a cemecTp 216.0 28 28 28 14 0.8 1.7 335
HToro 3a cemecTp 216.0 28 28 28 16 4 0.8 111.2

Ipumeuanue: Jlex — nexuuu; JIab — maboparopusie padboTsl; [Ip — npaktndeckue 3ausaTust; KIIP — aynuTopHble KOHCYIBTAUHU TI0 KyPCOBBIM
npoektam/padboram; MKKII — nnauBuIyansHbie KOHCYIBTAIIMU MO KYPCOBBIM MpoekTam/padoram; ['K- rpymmnoBsie KOHCYIbTAIIUU 110 pa3aenam
muctuiuinael, CP — camocrositenbHas pabota crynenrta; MKP — unast konraktHas padota; TK — Texynuit koHTpoIis; [TA — npoMexyrodHas
aTTecTalus




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. OcHo8bl 3auumsl UHGOPMAYUOHHBIX CUCHIEM Om KUubepamax

1.1. BBenenue B 3auTy OT KuOepaTak

[TonsTHe aTtaku Ha KOMIIBIOTEpHBbIE cucTeMbl. Kiaccudukauus ys3BUMOCTe M KuOepaTak.
[Ipumepsl atak Ha kommbroTepHble cuctembl. baza mganneix CVE u CWE. PerpocnektuBa
kubOepuHIUaeHTOB B Poccuum u wmupe.  Onucanuwe pealbHBIX pealn3anuii Kubeparak 3a
npenuiecTByomuil rog. BBoanas undopmanus mo Temam npeacrosimux gokianos: WannaCry,
Stuxnet, NonPetya, Mirai, BEC, Zeus, Lazarus (ataku rpynmnupoBku), Industroyer, Cobalt, Dark
Hotel, Turla (ataku rpynmupoBku), DarkVishnya, KoffeyMaker u apyras tema nokmnana Ha BeIOOD
CTyJieHTa (110 COTJIACOBAHUIO C MIPEMNO/IaBaTeNIeM).

1.2. Mozens yrpo3 1 MoJiesib HapyLuTesss MHGOpMaIMOHHON 0€3011aCHOCTU B THIIOBBIX
UH(POPMALIMOHHBIX CUCTEMAX

Mogens yrpoz ®CTOKa Poccun. Llenn 3noymplnienHuka. Kpanudukanys 3710yMbIIUIEHHUKA.
OCHOBHOW HHCTpYMEHTapUHl. BBognas wH(OpManus Mo TeMaM MPEICTOSAMIMX JIOKJIAIOB:
CO3JaHME MOJENM HapyIIUTENss Ha KOHKPETHBIX IPUMEPE THUIIOBOM  KOPIOPAaTHBHOMN

UH(QPaCTPYKTYPBHL..

2. CmpVKWZVDCl Ku6epama1<u HAa MHd)ODMauMOHHVIO cucmemy obvexma qu)opMamu3auuu

2.1. Ataku Ha KoprnopaTuBHble HHPOpMamoHHble cucteMbl koMmnanuit (KHUC)

Tunosas crpykrypa KUC ¢ Ttouku 3penus 6e3omacnoctu. [Ipumepst atak nHa KHUC. Tumnossie
3amuTHele Mepel oT kubeparak Ha KHMC. BBognas uHpopmanusg mo Temam HpPeACTOSLIMX
JIOKJIQJIOB: € Y4ETOM CO3JaHHOM MOJAENIM HapyLIMTEds MOoA00paTh HEepeueHb 3alllMTHBIX MEp U
000CHOBATH €rO..

2.2. Ataxu Ha npombliieHHsle npeanpusatust (ACY TII)

Tunosast crpykrypa ACY TII ¢ touku 3penust 6ezonacHoctu. [Ipumepst arak Ha ACY TIIL
TumnoBele 3amMTHBIE Mepbl.  BBomHas wuH(OpMamus MO TeMaM MPEACTOSIIUX JOKJIaIO0B:
Pazpaborka 3ammtHbIx Mep qns npeanpustus ACY TII Ha OCHOBE CO3MaHHOW MOICIH
Hapymurens. Pazmuuus ACY TII u kopnopatusnoit HC..

2.3. O6napyxenue atak Ha UC

Texnonorust ananusa atak Ha MC. Meronapl oOHapyXeHusi aTak (IIPU3HAKM KOMIPOMETAIUH
cucrem). CpenctBa oOOHapyKeHHs aTak (CUCTEeMbl OOHapy)XeHUs BTOpxeHHil).  BBogHas
uHpOpMalLKs O TEMaM MPEACTOSIUX 10KIaaoB: IloapoOHbIil pa3dop TEXHOIOTUM aHANIK3a aTak
(aTamel, HeoOXxoaMUMas HHPOpMaIHs, CPEICTBA U T.11.).

2.4. Araxu va UC. DoS/DDoS

[Tousitue DoS/DDoS ataku, ux oco6eHHocTh. TexHosorus obHapykeHus aTtaku. MeToasl u
cpeactBa 3ammTel oT DDoS. Bpoanas uH(opmamus mo TemMaM NPEACTOSIIUX JOKJIAI0B:
JletanbHbIi pa36op METOA0B U cpelicTB oOHapyx eHus u 3amuThl oT DoS/DDoS araxk.

2.5. Araku Ha MC. ConnanibHast HHXEHEpUs

[TonsiTve couuanbHON WHXKEHEPUHU, NpUMephl. TexHonorus oOHapyXeHHs aTaku. MeToabl u
CpeZCTBa 3aIUTHI OT COIMAJIBHON MHXeHepuHu. BBoaHas uHMOpMAIMs MO TeMaM MPEACTOALINX
noknanoB: IlogpobHoe M3yueHue METOJO0B COIHAIbHON HHKEeHepUH ((UIIMHT, MPETEKCTUHT U

T.J.).



3. Cmpyxkmypa kubepamaxu Ha eeb-npunodcenus u pecypewl cemu "HUnumepnem "

3.1. BeisiBinenue u sxcrutyatanusi SQL-UHBEKIUN B MPUITOAKEHUIX
[TpuunHbl BOo3HUKHOBeHUs SQL-uHbeKuui. TeXHMKH, NPUMEHSEMblE IpPHU AKCIUTyaTallUU
SQLunwexuwmii. [Iponecc oOHapykenus u dkcruryatanuu SQL-UHBEKIUH.

3.2. 3amuTa BeO-pUI0KEHUH OT UHBEKIINI KOMaH/]
XapakTepHuCTHKa OCHOB BHEJAPCHHUS OIACHBIX KOMaHA. MeToJbl OOHApy)KEHHsS BHEIPCHHS
omacHeix komana. OWASP CheatSheet.

3.3. 3amuTa BeO-npHIIOKeHUH OT aTtak Thma XSS
Ooitee moustre XSS. Buasr XSS. Konrekcrs! Beintonaenusa. Common Weakness Enumeration.

3.4. Meps! npenotBpanieHus stored u reflected XSS. CSRF. SSRF.
Mepsl npenorparienust stored u reflected XSS. Mepsl npenorspamienuss DOM-based XSS.
Hcnonb3zoBanue CSP..

3.5. [Ipumenenue noaxona DevSecOps B COBPEMEHHBIX CUCTEMAX Pa3pabOTKU IPOTrPaAMMHOIO
obecrnieueHus
[Torsitme DevSecOps. Opranuzanus $as33unra ucxogHoro koga. CpaBHeHHnEe HEKOTOPBIX SCA.

3.3. Tembl NpaKTHYECKUX 3AaHATHI
1. 5 O6napyxenue atak Ha UC;
2. 6 Ataku Ha IC. DoS/DDoS;
3.7 Araku Ha UC. ConnanbHas HHKEHEPUS;
4. 10 3amura BeO-pUIIOKEHHM OT aTtak Tumna XSS;
5. 9 3amuTa BeO-IPIIIOKCHHUI OT HHBEKIIUN KOMaHT,
6. 2 Mozenb yrpo3 1 MoJiellb HapyLIHUTeNs UHOOPMAIIMOHHON 0€30aCHOCTH B TUITOBBIX
UH(POPMAIMOHHBIX CHCTEMAX;
7. 12 Ilpumenenue noaxona DevSecOps B COBpEMEHHBIX cUCTeMax pa3paboTKu
MIPOrpaMMHOTO 00€CTICUEHHUST;
8. 8 BrisiBnenue u sxcruryatauus SQL-MHBEKINIA B IPUITIOKEHUSIX;
9. 1 BeezneHue B 3aIUTy OT KHOEparax;
10. 4 Ataku Ha npomsbituieHHbIe pennpuatus (ACY TII);
11. 11 Meps! npenorBpamenus stored u reflected XSS. CSRF. SSRF.;
12. 3 ATtaku Ha KopriopaTuBHbIe HHPopManMoHHbIe cucTeMbl komnanuit (KUC).

3.4. TeMbl 1a00paTOPHBIX padoT
1. 7. [IpenoTBpanieHne aTak, CBI3aHHbIX C SQL-UHBEKIUAMH;
2. 6. 3HaKOMCTBO C MHCTPYMEHTaMHU COLIMAJIbHON MHXeHepuu Ha nnpumepe SET;
3. 1. MccnenoBanne cepBUCOB ySI3BUMOW BUPTYaIbHOM MalIMHbI ¢ npumeHeHueM CVE;
4. 2. O3HaKOMJIEHHE C OCHOBHBIM HHCTPYMEHTAapHeM 3JI0yMbIIIIEHHUKa Ha puMmepe Kali
Linux;
5. 5. Anmunuctpuposanue IDS/IPS-cuctemsl Snort B 1iensix MpOTHUBOACHCTBUS KnubepaTakam
Ha aBTOMaTU3UPOBAHHYIO CUCTEMY;
6. 4. YcranoBka u Hactpoiika IDS/IPS-cucrems! Suricata u ELK;
7. 3. U3ydyeHue Bo3MokHOCTeH npumeHeHust unctpyMmenTa Responder 8 OC Kali Linux s
BBITOJIHEHUS! aTaKU YEJIOBEK-TIOCEPEMHE B OTHOLIEHUH METO/I0B ayTeHTU(UKAIIUH B
Windows;
8. 10. IIpenoTBpamenue arak, cBsizaHHblx ¢ XSS. Yacts 1;
10



9. 11. [IpenotBpaienue arak, cesizanubix ¢ CSRF;

10. 12. TIpenorsparenue Path/Directory Traversal u Open Redirect;

11. 13. IlpenoTBpaienue BcTpanBanus BeO-puiiokeHus B iframe Ha caifrax
37I0YMBIIICHHUKA;

12. 8. [IpenoTBpailieHre aTak, CBI3aHHBIX C MHBbEKIIUSIMU KOMAH]I;

13. 9. IIpenorBpanieHue arak, cBsizanHbix ¢ XSS. Yacts 1.

3.5 KoncyabTanum

Hnousuoyanvnvie koncyrbmauuu no kypcogomy npoemy /pabome (MKKII)

1. Koncynpramuu npoBoasatTcs mo pasneny "OCHOBBI 3aUuThl HHPOPMAIMOHHBIX CHCTEM OT
kuOeparak"
2. Koncynpramuu mpoBomstcs mo pasaeny "Crpykrypa kuOeparaku Ha WH()OPMAIMOHHYIO
cucreMy o0beKkTa nHpopMaTu3anuu"
3. Koncynpramuu npoBoasaTcs no pasaeny "CTpykrypa KuOepaTakud Ha BEO-IPUIIOKEHUS U
pecypcesl cetn "Untepuer""
Texywuii koumpons (TK)

1. KoHcynpranuu HampasieHbl Ha MOJIyY€HUE MHAUBUAYAIBHOIO 33aJaHUS JJI BBIIOJHEHUS
KOHTPOJIbHBIX MEpONPUATUH 10 pa3zaeny "OCHOBBI 3alUThl HH(POPMAILIMOHHBIX CUCTEM OT
kuOeparak"

2. KoHcynbTanuu HampapjeHbl HA MOJyYEeHUE WHAMBUIYAIBbHOTO 3a/laHUs ISl BBIIOJHEHUS
KOHTPOJIbHBIX MeponpusTuil no pasaeny "CTpykTypa kubepaTaku Ha MH()OPMALMOHHYIO
cucreMy o0beKkTa nHpopmMaTu3auuu"

3. Koncynpranum HampaBiieHbl Ha MONYyYE€HHE WHIMBHYaIbHOTO 33aHUS JJISI BBITOTHEHHS
KOHTPOJIbHBIX MeponpusaTHil 1o pasaeny "CTpykTypa kubGepaTaky Ha BEO-IPUIIOKEHUS U
pecypcesl cet "Untepuer""

3.6 TemaTnka KypcoBbIX POEKTOB/KYPCOBBIX padoT

6 Cemectp
Kypcosas pabora (KP)
Temsbl:
- 10cobeHHOCTH peanu3auy 3alUTHBIX Mep oT kubeparak 11 ACY TII va o6pextax KN
2Ananu3 MeToI0B OOHAPYKEHUS U TIPEIOTBpaIIeHUs MexcaiToBoi noanenku 3amnpoca (CSRF) u
MOJIIENKH 3ampoca Ha ctopoHe cepBepa (SSRF) 3Ananus ocobennocreit ucnoiapzoBanuss WAF s
oOHapyXeHHs U OJIOKMPOBAHUS CETEBBIX aTak Ha BEO-NPUIIOKEeHHs 4 AHAIN3 1OCIEI0BATEIbHOCTH
paboT o oOHapy>KEHHUIO U MPEJOTBPALLICHUIO KMOepaTaK ¢ UCIOIb30BAHUEM MEXaHU3Ma
"BeImostHeHHE" (execution) SAHaNN3 MOCAEA0BATEIbHOCTH PabOT 1O OOHAPYKEHUIO U
MPEeIOTBpPAIICHUIO KnOepaTak ¢ UCIOIb30BaHUEM MexaHu3Ma "Bo3jelicTBue" (impact) 6 AHanu3
MOCJIEIOBATEILHOCTH padOT MO OOHAPYKEHHIO U TIPEIOTBPAIICHUIO KHOEepaTak ¢ UCTIOIb30BaHIUEM
MexaHu3Ma "HadanpHOTro noctyna (initial access) 7AHanu3 mocien0BaTeNbHOCTH PaboT 1Mo
0OHapYXEHHIO U TIPEIOTBPAICHUIO KHOEepaTak ¢ UCIIOIb30BaHUEM MeXaHu3Ma "00x0 1 3auTh"
(defense evasion) 8AHanM3 MOCIEAOBATENLHOCTH PabOT 0 0OHAPYKEHHUIO U MTPEIOTBPALLICHHUIO
KrbOepaTak ¢ UCIOJIb30BaHNEM MeXaHn3Ma "mepeMenienrs BHyTpu nepumetpa’ (lateral movement)
9 AHaiu3 Moce10BaTeIbHOCTH PadOT M0 OOHAPYKEHUIO U MPEAOTBPALCHUIO KubepaTak ¢
HCIIOJIb30BaHNEM MeXaHu3Ma "moBbleHne npusmieruit” (privilege escalation) 10Ananus
MOCJIEI0BATEIBHOCTH PA0OT MO OOHAPYNKEHUIO U MPEAOTBPAIICHUIO KHOEepaTak ¢ UCIOIb30BaHUEM
MexaHHu3Ma "moryueHus yueTHbIX TaHHBIX" (credential access) 11AHanu3 nocneaoBaTeIbHOCTH
paboT o oOHapy>KEHHUIO U MPEJOTBPALLICHUIO KHOepaTaK ¢ UCIOIb30BAHUEM MEXaHU3Ma
"pa3Benku" (discovery) 12 AHanu3 mocaea0BaTeIbHOCTH PaboOT 1O OOHAPYKEHUIO U
MPeIOTBPAICHUIO KHOepaTak ¢ UCTOIb30BaHUEM MexaHu3Ma "'cOopa maHHbIX" (collection)
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13 AHanu3 nocnea0BaTeIbHOCTH paboT 10 0OHAPYKEHUIO U MPEIOTBPAILEHHIO KHOepaTak ¢
HCITOJIh30BaHWEM MeXaHu3Ma "yrpasieHue u KoHTposb" (command and control) 14 Ananm3
MOCJIEI0BATEIBHOCTH PA0OT MO OOHAPYKEHUIO U TPEAOTBPAIICHUIO KHOEpaTak ¢ UCIIOIb30BaHUEM
MexaHu3Ma "IxkcuiabTpanus JaHHbIX " (exfiltration) 15 AHanu3 mocaea0BaTeIbHOCTH PaboT 1O
00HapyXEHHIO U NPEAOTBPAILEHUIO KMOepaTak ¢ HCII0JIb30BAHUEM MeXaHHU3Ma '"3akperienue”
(persistence) 16AHanu3 mocie10BaTEILHOCTH padOT MO MPEAOTBPAIICHUIO KHOEpaTaK ¢
UCTIOJIb30BaHUEM MexaHu3Ma "(ukcarun ceccun” (session fixation) 17 AHanu3 npenMyIecTs
HCITOJIH30BaHUS MEKCETEBBIX IKpaHOB HOBoro mokojieHus (NGFW, next-generation firewall) mo
CPAaBHEHMIO C MEXCETEBBIMU IKPaHAMHU IIPEABIAYIINX MOKOJIEHUH 18 AHAIN3 COOTHOLIEHUS
TpeOOBaHUIl MO 3alIUIIIEHHOCTH IPOrPaMMHOTr0 oOecreueHus: 0T Kudeparak K YpOBHIO IOBEpHUS
19V cnionb30BaHNe CKaHEPOB YSA3BUMOCTEH JUIst 3aIUTHI OT Kubeparak 20V crionb30Banue
texnosioruu SD-WAN security 11t mpetoTBpalieHus: kuoepaTak Ha IpUMeEPe BUPTYaTbHOTO
mapuipytuzaropa Cisco CSR1000v 21Meto b1 00Hapy>KEHHS U IPEAOTBPALICHUS MEKCAUTOBOM
noanenku 3anpoca (CSRF) u moanenku 3anpoca Ha ctopoHe cepepa (SSRF) 220pranuzanms
mporiecca co3anus 6€30MmacHo cpebl yaaleHHoW paboTel coTpynHukoB 23[1ocnenoBarensHOCTh
co3manus pabounx mporeccoB B pamkax merononoruu DevSecOps 241 Ipumenenune metoaa
OYHUCTKH U SKPaHUPOBAHUS MOJIB30BATEIBCKHIX JaHHBIX MIPH PEATH3AINHN 3AIMUTHBIX MEpP OT
kubepatak 251 Ipumenenue metona nporuBoaeicTeust APT (Advanced Persistent Threats) npu
OpraHu3alliy 3alUTHl OT KHOepaTak Ha HHPOPMAIMOHHYIO cucTeMy npeanpustus 26l lpumeHenne
MeTo1a GUIBTPAIUN U SKPAaHUPOBAHUS TOJIH30BATEIbCKUX JAHHBIX [P peaIU3allH 3allUTHBIX
Mep OT Kubeparak Tuna BHeApeHus 27Pa3paboTka anroputma 3auiuThl HHOOPMAITMOHHON CHCTEMBI
OPEIpHUATHS OT KHOepaTak ¢ UCIOIb30BAaHUEM CPEICTB OOHAPYKEHUS U MPEAOTBPAILICHUS
Brop>kenuit (IDS/IPS) 28Pa3paboTka U BHEPEHUE TPOTPAaMM MOBBIIICHUST OCBEIOMIEHHOCTH
nepconana (SAP), HarpaBlIeHHBIX HA TPOTHUBOICHCTBUE METOAAM COIIMAIbHON HH)KEHEPUH
29Pa3paboTka ¥ BHEAPEHHUE MPOTPAMMHOI0 MTPOAYKTA, IPEAHA3HAYECHHOTO JJIS TOBBIIIICHUS
OCBEJIOMJICHHOCTH IIepCOHaia OT Yyrpo3 couuaibHoi nHxenepuu 30PazpaboTka miana
pearupoBanms Ha kuOeparaku 3 1Pa3zpaboTka pekoMeHIamii yist 3airThl HHHOPMAITMOHHBIX
CHCTEM OT aTakK ¢ MPUMEHEHNEM METOI0B COllManbHOM nHxkeHepun 32Pa3paboTka peKoMeH 1aluii
10 HaCTpOMKE cucTeMbl OOHapykeHHs BTop:keHui A 3auuThl ceteit ACY TII 33Pa3paboTtka
pEeKOMeH1alui 110 MOPAIKY BHEAPEHHS U HACTPOMKHU CPeACTB OOHAPYKEHHS U TIPEAOTBPAILCHUs
BTOPKEHUH JIJ1s1 3alIMThI OT Kubepartak 34Pa3paboTka pekoMeH1aluii 0 YCTPAaHEHUIO YA3BUMOCTH
¢dopmbl aBTOpH3aLnu B BeO-npuiokeHuu 35CoBpeMeHHbIE TEXHOJIOTHMH U METO/IbI
ayTeHTU(UKaluU B BeO-npuiiokeHusX 36 CpaBHUTENbHBIN aHAJIN3 CKAHEPOB YSI3BUMOCTEH JI1s
3aiUThl OT kuOeparak 37CpaBHUTENBHBINA aHATIN3 CPEJICTB OOHAPYKEHUS U MPETOTBPAILIEHUS
BTOPKEHHM JIJIs1 3a1IUTHI OT KubepaTtak 38DopMupoBaHue peKOMEHIAIHI IO 00€CTICUSHUIO
3alUThI OT TAPreTUPOBAHHON aTaKH HAa MH(POPMAITMOHHYIO CUCTEMY KOMMEPYECKOI0 MPEANPHUSITHS.
39®opmupoBaHue TpeOOBAHNUN K KOMIUIEKCHOW CUCTEME 3alllUThl HH(pOpMALIUK OT KHOepaTak c
UCIIOJIb30BaHUEM CUCTEM OOHApY>KEHHsI U IpeAOoTBpalleHus BTop:keHuit 40PopmupoBanue
TpeOOBaHUH 110 MCITOJIF30BAHHUIO CKAHEPOB YSA3BHUMOCTEH /IS 3aIUTHl Web-TIpHIIokeHui oT
KubepaTak

I'padguk BbINOJHEHHS KYPCOBOIO IIPOEKTA

Henena 1-4 5-8 9-12 | 13-15 | 3aueTHas

Pasgen 1,2 2,3 4.5 6,7 3ammra
KypCOBOT'O KypCOBOTO
IPOCKTa IPOCKTA

O0beM 25 25 25 25 -
paznena, %

Brimonuennslii | 25 50 75 100 -
00BeM
HaApaCTAIOIUM
uTorom, %
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Howmep paznena

Paznen kypcoBoro npoekra

TUTYJIBHBIN JTUCT

Coneprkanue

Bsenenue

IlepBblii pazaen

Bropoii pasaen

3aKIr0YeHne

~NOoO|O AR WINIEF

Cnucok UCnoIb30BaHHOM JTUTEPATyphl
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3arutaHUPOBAHHBIE PE3YAbTATHl O0YUYEHHS MO AUCIUIUIHHE
(B COOTBETCTBHH C pa3aesioM 1)

Kol nHIMKaTOPOB

Howmep paznena
JCUUILIUAHEI (B
COOTBETCTBUH C

OueHo4HOE CPeCTBO
(TUII ¥ HAUMEHOBAHUE)

n.3.1)
1] 2] 3
3HaTh:
TUIIOBBIE AJITOPUTMBI ATAKU M MEXAHU3MBI 3alUTHI OT KMOepaTak Ha KonrpomnbHas
WH()OPMAIIMOHHBIE CHCTEMBI [TK-7(Kommereniius) + pabota/KoHTposbHOE
Meponpusarue Ne |
pOTrpaMMHBIE U TIPOTPAMMHO-ANIIAPaTHBIE CPEJCTBA 3ALTUTHI KontponbHas
KOMITHIOTEPHBIX CUCTEM OT KHOEepaTak [TK-12(KommereHmus) + pabora/KoHTponsHOE
meponpusitue Ne 2
HOPSI0K IPOEKTUPOBAHUS CUCTEM obOecrieueHust UH(OpMAIMOHHOMN KonTtponbHas
0€30MMacHOCTH OT KUOEpyTrpo3 pabota/KoHTpobHOE
MeponpusaTue Ne 3
[IK-13(Komnerenuust) +
Kontponbnas
pabota/KoHTponbHOe
MeponpusaTue Ne 5
0COOEHHOCTH 3allUThl ABTOMATU3UPOBAHHBIX CUCTEM YIIPABICHUS KonTtponbHas
TEXHOJIOTUYECKUMH TIpolieccaMu OT KUOepyrpo3, B TOM YHCIIE OOBEKTOB paborta/KoHTponbHOe
snepretuku KBO PO meponpusitue Ne 4
[1CK-1(Komnerenuusi) + +
Kontponbnas
pabota/KoHTponbsHOe
meponpusitue Ne 6
KJ1accupukamnuio Kuoepyrpo3 nHGOPMAITHOHHONW O€301TaCHOCTH B KontponbHas
COOTBETCTBUU HOPMATUBHBIMU JTOKYMEHTAMHU PETYISATOPOB [ICK-2(KomneTtenuust) + pabota/KonTponbHoe
Meponpusitae Ne 7
TUIIOBBIE MOIXObI K 00€CTIEYeHNI0 KOMIIEKCHOM 3aIlUThl HHPOPMALUU KonTtponbHas
Ha 00bekTax, skcuryatupyromux ACY TII [ICK-3(KomnieTeHtius) + pabota/KoHTpoabHOE
meponpusitue Ne 8

YMeTh:
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AHAIIM3UPOBATh HCXOAHBIC JAHHBIC IJIA IPOCKTHUPOBAHUA CUCTEM

KonTtponbHas

obecriedeHrss THPOPMALMOHHOM O€30MacCHOCTH 0OBEKTOB [K-7(KommereHmms) pabota/KonTponsHoe
uH(opMaTH3aIMK OT KHOEPYyrpo3 mepomnpusitae Ne 1
pa3pabarbIBaTh PEKOMEHAALNH 110 IPUMEHEHHUIO POTPAMMHBIX H Kontposnbnas
HPOrpaMMHO-ANIAPATHBIX PEIICHUH IS 3aIIUThI CHCTEMHBIX U pabora/KoHTposbHOe

MIPUKJIAIHBIX TIPOTPAMMHBIX TIPOAYKTOB, a TAKXKe Web-TIpriiokeHul u
pecypcoB cetu "MaTepHET" OT KHOEPYTpO3

ITK-12(KommereHtus)

meponpusitue Ne 2

MIPOBOJIUTH aHAIN3 YTPO3 OE30MACHOCTH WH(POPMALIMOHHBIX CHCTEM B
COOTBETCTBUH C MEXIYHAPOIHBIMU U OTE€UECTBEHHBIMU 0a3aMU JaHHBIX
YS3BUMOCTEMN

ITK-13(KommereHius)

Kontposbnas
pabora/KoHTponbsHOE
meponpusitue Ne 3

KonTponbHas

pabota/KonTponsHoe

Meponpusarue Ne 5
aJIMHHHCTPUPOBATH KOMITOHEHTBI CUCTEMBI HH(POPMAITMOHHON KoHnTponbsHas
6e3onacunoct, Bkiouas ACY TII o6bexToB sHepreTiku KBO PO pabota/KoHTponbHOE

[1CK-1(Komnetenmusi)

meponpusitue Ne 4

KoHnTponbHas
paborta/KoHTponbHOE
meponpusitue Ne 6
MPUMEHSTh KOMIUIEKCHBIE TIPOTPAMMHBIE PEIICHHUS JJISl TECTUPOBAHHMS, KontponsHast
oOHapyKeHMs U JIMKBUIAIMU Knubepyrpo3 B uHopMarmonHsix cuctemax | [ICK-2(Kommnerenuus) pabota/KoHTponbHOe
MeponpusTre Ne 7
¢dbopmupoBaTh 000CHOBAHHBIE PEKOMEH/IAITUH 110 TPHMEHEHHIO KontponsHast
KOMIUIEKCHOTO MOAX0/1a K MH(OPMAIIMOHHON O€301MacHOCTH Ha [ICK-3(KomneTenmusi) pabota/KoHTponbHOE

o0BeKTax, FkcruryatTupyronmx ACY TII

meponpusitue Ne 8
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMILINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
6 cemecTp

dopma peanmuzanuu: [TuceMeHnHas padbota

1. KonTtponbaoe meponpusarue Ne 1 (KonrposnbHas padota)
. KorrponpHoe meponpusitie Ne 2 (KonTtponsHas paboTa)
. Kontponsaoe meponpusarue Ne 3 (KontposnbHas padbota)
. KorrponpHoe meponpusitie Ne 4 (KontponpHas padoTa)
. Kontponsaoe meponpusarue Ne 5 (KonrposnbHas pabora)
. KorrponpHoe Mmeponpusitie Ne 6 (KonTponpHas paboTa)
. Koutponbaoe meponpusitue Ne 7 (KontponsHas pabota)
. KorrponpHoe meponpusitue Ne 8 (KontponpHas pabota)

0 31 O\ L KW

banmibHO-pedTUHTOBasA CTPYKTYpa AUCLUILINHBI SABIISETCS NPUIOKEHUEM A.
banmibHO-pedTHHTOBas CTPYKTYpa KypCcOBOil pabOTHI ABIISETCS pUoKeHueEM b.

4.2 Ilpome:KyTOYHAS aTTECTALMS 110 JUCHUIIMHE
Ixzamen (Cemecmp No6)

Kypcosas paboma (KP) (Cemecmp Ne6)
Pesynbrar paboThl B CEMECTpe OLIEHHWBAETCS C YYETOM BBIIOJHEHHUS CPOKOB IO3TAIHOM chauu
pa3zienoB KypcoBoil paboThl, MOCEIIEHUs] KOHCYIbTALMH, a TaKKe MPAaBUIBHOCTH H3JI0)KEHHBIX B
KypCOBO# paboTe TEOPETUYECKOTO U MPAKTUUECKOTO aCEKTOB TEMbI pabOThI

B numnioMm BBICTaBIsE€TCA OILIEHKA 3a 6 CEMECTD.

IIpumeuanue: OrieHOYHBIE MaTEpUAbI IO AUCHUILIMHE MPUBEIEHBI B (DOH/IE OLIEHOYHBIX
matepuanos OITOII.

5. YYEBHO-METOANYECKOE OBECIHHEYHEHUE JUCLHUIIJINHbI

5.1 IleyaTHbIe U YJIEKTPOHHbIE H3IAHNS

1. KuGepOe3zonacHocTh IUGPOBOI MHIYCTPUH : TEOPUS U MPAKTHKA (PYHKIIMOHATBHON
ycroifunBoctH Kk kubeparakam / [1. I1. 3erxnaa, E. b. Anexcanaposa, M. O. Kanunum, [u ap.] ; pea.
J. II. 3erxna . — Mocksa : I'opsiuas JIunus-Tenekom, 2020 . — 560 c. - ABTOpbI yKa3aHbl Ha
obopore TuT. 1. - ISBN 978-5-9912-0827-7 .;

2. benoyc, A. U. Kubep6e3zonacHOCTh 00BEKTOB TOIUIMBHO-PHEPIe€TUUECKOTO KOMILIEKCA.
Konuenmuu, metozas! u cpeacrsa odecneuenus / A. U. benoyc . — Mocksa; Bosnorna : Mndpa-
Wmxenepus, 2020 . — 644 c. - ISBN 978-5-9729-0512-6 .;

3. YnopaBneHue coObITUIMU HHPOPMAITMOHHOM Oe30macHoCTH : yuyebHoe mocobue / A. C. MUH30B,
O. P. baponos, C. A. Mun308, I1. A. Ocunos, Ham. uccrnen. yu-tr "MOU" (HUY"MBHN"),
NHXeHepHO-9KOHOMMY. MH-T HallMOHAIbHOIO uccien. yH-ta "MOU" ; pen. A. 1O. Hesckuit . —
Mocksa : BHUUreocucrem, 2020 . — 110 c. - {5 cTryaeHToB 6akanaBpuaTa, MarucTpaTyphl,
aCMMpPaHTOB M MperoiaBaTeNei, 3aHMMAarOIIUXCs BOMPOCaMH CO3aHUs dPPEKTUBHBIX CUCTEM
yrpaBJieHUs knoepoe3onacHocThio . - ISBN 978-5-8481-0244-4 ;
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4. Nuorenec 0., O3kaiis 3.- "KubepOe3omnacHocTh. cTparerus atak 1 000oponsl", M31aTenscTBo:

"IIMK IIpecc", Mockaa, 2020 - (326 c.)
https://e.lanbook.com/book/131717.

5.2 JIuueH3MoHHOEe U CBOOOIHO pacnpocTpaHsieMoe MPOrpaMMHoe odecneyeHue:
1. CO "TIpomereit";

2. Office / Poccuiickuii makeT o(pUCHBIX MPOTpaMM;

3. Windows / OniepanrionHasi cucrema cemeiictsa Linux;

4. Maitna BuaeokoHdepeHmy;

5. Windows Server / CepBepHas onepaliluoHHasi cuctemMa cemerictsa Linux;

6. Kali Linux.

5.3 UHTepHET-pecypchl, BKJIOYasi MPodeccHoHATbHbIE 0a3bl JaHHBIX U HHPOPMAIHOHHO-
CIIPaBOYHbIE CHCTEMBI:

1. 3BC Jlans - https://e.lanbook.com/

2. 9BC "YHuBepcuTeTckas 6u0JM0TEKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3siekTpoHHasi oubauoreka - https://elibrary.ru/

4. ba3za nannbix Web of Science - http://webofscience.com/

5. ba3za nannbix Scopus - http://www.scopus.com

6. 9BC "Koncyabrant cryaenra' - http://www.studentlibrary.ru/

7. Kypnaa Science - https://www.sciencemag.org/

8. DunexTponnas 6udmorexka MOU (36 MOH) - http://elib.mpei.ru/login.php

9. Unopmanmonno-cnpaBouHas cucrema «Koxexc/Texakenep» - Http:\\proinfosoft.ru;
http://docs.cntd.ru/

10. HauuoHabHBII MOPTAaJI OHJIAKH 00yyeHusi «OTKpbITOE 0O6pa3oBanue» - https://openedu.ru

11. OTkpbiTas yuuBepcurterckas nngpopmaunontas cucrema «POCCHUSD -
https://uisrussia.msu.ru
12. ®enepaabublii moptas "Poccuiickoe odpasoBanue" - http://www.edu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHUE JUCHUIIJIMHBI

Tun nomeneHus Homep aynuropun, OcHamenne
HauMCHOBaHue
VY4eOHble ayAUuTOpUU IS H-204, Yuebnas rapTa co CKaMbeH, CTOJI IIPEMNO1aBaTes,
MIPOBEICHUS JEKIITUOHHBIX ayIUTOpUS CTyJ, TpUOYHA, TOCKa MEJIOBasi, KOJIOHKU
3aHATHI U TEKYIIETO 3BYKOBBIE, MYJbTUMEAUNHBINA POEKTOP,
KOHTPOJIA SKpaH
K-601, YueOnas rmapTa co CKaMbel, CTOJI IIPErno1aBaTes,
ayIUTOpUs CTyJ, TpUOYHa, TOCKa MeJIoBas,
MYJIbTUMEIUNHBIN IPOEKTOP, IKPAH
VY4eOHble ayAUTOpUU IS M-508, YuebHnas IapTa co CKaMbeH, CTOJI IPENOo1aBaTes,
MPOBEACHUS IPAKTUYECKUX ayIUTOpUs CTYJI, TOCKa MENOBas
3aasatuit, KP u KII
Y4eOHble ayAUTOPUH IS M-508, YueOHas rapTra co CKaMbe, CTOJI IIPENOJaBaATENs,
MIPOBEACHUS JTA0OPATOPHBIX ayIuTOpHUs CTYJI, TOCKa MEIO0Bas
3aHATHI
VY4eOHble ayAUTOpUN IS M-508, YuebHnas IapTa co CKaMbeH, CTOJI IPENOo1aBaTes,
MIPOBECHUS ayIUTOPHUS CTYJI, TOCKa MEJIOBas
MIPOMEKYTOUHOMN K-120, MamuHHbII cepBep, KOHAULIHMOHED
aTTecTaluu 3an MBI
ITomemmenus qis HTB-303, CTOJI KOMITBIOTEPHBIN, CTYJI, CTOJI
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CaMOCTOSITEIbHOU PabOThI

KomnbrorepHbIit
YUTAJIbHBIN 321

MMCHbMEHHBIN, BEIIaIKa JJI 01K IbI,
KOMITBIOTEpHAs CETh C BBIXOJOM B
HNHTepHeT, KOMNBIOTEP MEPCOHATIBHBIM,
MIPUHTEP, KOHJIULIUOHED

TTomerenust misa

M-508, Yuebnas

mapTa co CKaMbefI, CTOJI Ip€roaaBaTelis,

KOHCYJIbTUPOBAHUS ayJIUTOPUS CTYJI, JOCKa MEJIOBast
[Tomerenus 1y1st XpaHEHUsI K-202/2, Cknan CTeJUIaX ISl XpaHEHUsI MHBEHTaps, CTO,
000pyI0BaHUS M YU€OHOTO kadenper BUT CTYJ, IWKa( I JOKYMEHTOB, HIKaQ JUIs

HWHBCHTaps

XpaHEHHsI MHBEHTapsl, TyM0a, 3aracHble
KOMILICKTYIOIHE [ 000pYJOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

TexHonoruun 3al1IUThI I/IH(i)OpMaHI/IOHHBIX CHCTCM OT KI/I6epaTaK

(Ha3BaHME AUCIMILIMHBI)

6 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1
KM-2
KM-3
KM-4
KM-5
KM-6
KM-7
KM-8

Kontponbnoe meponpusrue Ne 1 (KontposbHast pabota)

KonTponsaoe meponpusarue Ne 2 (KonTposbHas padota)
Kontponbraoe meponpusarue Ne 3 (KontposbHas pabota)
KonTponsaoe meponpusarue Ne 4 (KontposabHas padota)
Kontponbraoe meponpusarue Ne 5 (KoHTposbHast padota)
KonTponsaoe meponpusrue Ne 6 (KontposabsHas padbora)
Kontponbaoe meponpusrue Ne 7 (KontpoiabHas pabota)
Kontponsnoe meponpusarue Ne 8 (Kourposnbnas padora)

Bujx npome:xyTo4HOI aTTecTalmu — JK3aMeH.

Wunekc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-
Howmep N KM: 1 2 3 4 5 6 7 8
paszena Henens 4 6 8 10 12 14 16
KM:
OCHOBBI 3aLIUTHI
1 WH()OPMAIMOHHBIX CUCTEM OT
kubeparak
11 BBenenue B 3amury ot +
KrOepaTak
Mozens yrpo3 u MoJieNb
19 HapymuTesns HHOOPMaIMOHHOK +
' 0€30I1aCHOCTH B THITOBBIX
WH(POPMAIMOHHBIX CHCTEMAX
CrpykTypa kubeparaku Ha
2 MH(OPMALIMOHHYIO CUCTEMY
00beKTa HH(pOpMaTU3ALUU
ATaku Ha KOpIOpaTUBHbIE
2.1 MH(OPMaLIMOHHBIE CUCTEMBI +
kommanuii (KHC)
29 ATaku Ha IPOMBIIIICHHBIE +
] npennpustust (ACY TII)
2.3 Ob6Hapyxenue arak Ha IC + +
24 Ataxu Ha C. DoS/DDoS + +
25 Artaku Ha UC. ConmnanpHas + +
UH)KEHEepus
CrtpykTtypa kubepaTtaku Ha BeO-
3 NPUIIOKEHUS U PECYPCHI CETH

"NHTepuer”
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Brissienue u OKCILTyaTauus

3.1 SQL-uHBEKIHIA B TPUIIOKESHUSIX *
32 3amura BeO-TIPUIIOKEHUN OT +
WHBEKIINH KOMaH]I
33 3amura BeO-TIPUIIOKEHUN OT + +
arak thna XSS
34 Mepsl nnpegoTBpaiieHus stored u +
' reflected XSS. CSRF. SSRF.
[Ipumenenue moaxona
35 DevSecOps B cOBpeMEHHBIX +
' cucreMax pa3paboTKu
IPOrPaMMHOTO O0eCTICUeHUS
Bec KM, %: | 10 10 15 15 15 15 10 10
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BAJLJIbHO-PEUTUHIOBASI CTPYKTYPA

IIpuioxenue b

KYPCOBOI'O ITPOEKTA/PABOTHI 1O IUCIUAIIVIMHE

TexHonoruun 3alIUThI I/IH(l)OpMaHI/IOHHBIX CHCTCM OT KI/I6epaTaK

(Ha3BaHME AUCIMILIMHBI)

6 cemecTp

Hepeqenb KOHTPOJ/IbHBIX MEPOHPHﬂTI/Iﬁ TEKYIIEIr0 KOHTPOJAHA YCIIEBA€eMOCTH 110 KprOBOﬁ

padore:

KM-1  VtBepxkaeHue TeMbl U COAEPKaHUS

KM-2 OdopmiieHne BBeACHHUS U TIEPBOTO paszeiia
KM-3 Odopmienne mepBoro u BTOPOTo pasieioB
KM-4 Odopmienne 3aKII04eHUs U CIIHCKA TUTEPATYPHI

Buja npomexyTouHoii arrectanmu — 3amura KP.

Nunekc KM- | KM- | KM- | KM-
Howmep Paznen kypcoBoro npoekra/KypcoBoi KM: 1 2 3 4
pasnena paboThl Henens 4 8 12 15
KM:
1 TUTynbHBIN JHUCT +
2 Coneprkanue + +
3 BBenenue +
4 ITepBslit pa3nen +
5 Bropoii paznen +
6 3aKiIro4eHne +
7 Cnucok uCnoab30BaHHON JTUTEPATypPhl +
Bec KM, %: | 25 25 25 25
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