MuHHCTEpPCTBO HAYKH U BbIcIIero oopasosanusi P®
DenepanbHOE roCyJapCcTBeHHOE 0K0I:KeTHOE 00pa30oBaTe/IbHOE YUpPeKIeHNEe
BbICIIET0 00Pa30BaAHUA
«HanuoHanbHBIN HccIeI0BaTeIbCKUN yHUBepcuTeT « MIU»

Hanpagienue noaroroBku/cnenuaiabiocts: 10.03.01 UndopmanuonHasi 6€30mMacHOCTh
HaumeHnoBaHune 06pa3oBaTe/bHOI NPorpaMMbl: be3onacHoCTh KOMIIBIOTEPHBIX CHCTEM
YpoBeHb 00pa3oBaHus: BbiclIee 00pa3oBaHue - faKkajlaBpuaT

®opma o0yuenusi: OuHas

Pabouass nporpaMma QM CHUILIHHBI
TEXHOJIOI'MA TIPOAKTUBHOMU 3AIIIUTBI HHO®OPMALIMOHHBIX

Baok: Baok 1 «/Iucuyuniaunbl (MoOxyJam)»
Yacrp 00pa3zoBaTebLHOM
Bapuarusnas
NMPOrPaMMBblL:
Ne IMCHMIIMHEI 110 YYEOHOM
y y B1.B.09.05.01
IUIAHY:
TpynoeMKkocTh B 3a4eTHBIX
py. 7 cemecTp - 5;
eTMHHIIAX:
Yacos (Bcero) no yueoHom
( ) noy y 180 yacos
IUIAHY:
Jlekuuu 7 cemectp - 32 yaca;
IIpakTnyeckue 3aHATHSA 7 cemectp - 32 yaca;
JladopaTopHbie padoThI He NMPeyCMOTPEHO YUeOHbIM MJIAHOM
Koncyabranun MPOBOJAUTCS B PAMKAX YacOB ay/IMTOPHBIX 3aHATHI
CamocTrosiTesibHasi padoTa 7 cemecTp - 115,7 yacos;
B ToM ynciae Ha KII/KP He MPe1yCMOTPeHO Y4eOHbIM MJIaHOM
HWHas koHTaKTHasi padoTa MPOBOJAUTCS B PAMKAaX YacoB ay/IMTOPHBIX 3aHATHI
BKJIIOYAS:
Otuer
KontpoabsHnas padora
Keiic (penieHne KOHKPETHBIX MPONU3BOACTBEHHBIX CHTYAIMii)
JlabopaTopnasi pa6ora
IIpome:kyTouHast aTTeCTAINS:
3aueT ¢ oleHKOI 7 cemectp - 0,3 yaca;

Mocksa 2020



NPOI'PAMMY COCTABMUJI:

MNognucaHo anekTpoHHoi nognuckio ®r6OY BO «HUY «M3U»
CseneHva o snagensuye L3N M3K

Bnageneyu BapoHoB O.P,
[IpenomaBaTelib NaerTbnratop RO0d76356-BaronovOR-7biaid7e O.P. baponos
COI'TACOBAHO:
MNMopgnucaHo anekTpoHHOW nognuceio $rE0Y BO «HUY «M3U»
Ceenennn o enagensue L3N M3K
PykoBogutens naneren BapoHos 0P,
O6paSOBaTeJ'ILHOI/I HpOFpaMMI)I WaeHTuduratop R90d76356-BaronovOR-7bf8fd7e OP BapOHOB

MNopnucaHo 3NeKTPOHHOW Nnognuceio $TEOY BO «HHUY «M3U»
Ceefenua o Bragensue L3N M3aKn

Soocasadid Bnagenel, HeBckun A.KD.

* MoK ¢ WUaeHTuduraTtop R4bc65573-NevskyAY-0b6e493d A.IO. HeBCKI/Iﬁ

3aBeyIOIIMI BBITYCKAIOIICH
kadenpoi




1. IEJIX 1 3AJTAYU OCBOEHUA TN CHUITJIMHBI
Henp ocBoeHMs NUCHHUIVIMHBI. HM3YyYEHUE TEXHOJIOTMM IPOAKTHBHOM 3allUTBl U METONOB

IPEOTBPALICHUS BO3ACUCTBUI HAa HH()OPMAITMOHHYIO CHCTEMY

33[{3‘11/1 AUCHHUITIMHbI

- IOJIy9E€HUE 3HAHUH TI0 YyCTPOUCTBY M MPUHIUITY PAOOTHI COBPEMEHHBIX MPOTPAMMHBIX H
IPOTPaMMHO-aNapaTHBIX CPEICTB 3alIUThl HH()OPMAIIMH, UCIIOIB3YIOIINUX MPOAKTUBHBIC TEXHOJIOTHH;

- (hopmupoBaHUE MpeACTaBICHUS O TEHACHIUIX PAa3BUTHS MPOAKTUBHBIX TEXHOJIOTUH 3aIIUTHI U
croco0o0B UX MpUMEeHEHHS B chepe HHHOPMAITMOHHOM 0€3011aCHOCTH;

- IOJIyYC€HHE HABBIKOB 110 IPOSKTUPOBAHUIO, HACTPOIMKE U CO3/IaHUI0 KOHTEHTA CHCTEM 3allHTHhI,
UCTIOJIB3YIONINX TPOAKTUBHBIC TEXHOJIOTHH.

dopmupyembie y 00y4aronierocs KOMneTeHIHH U 3alJIaHUPOBAaHHBIE Pe3yJIbTaThl 00yUeHHs 110
JTUCHHUIIIINHE, COOTHECEHHBIE C HHAMKATOPAMHU JOCTHKEHUS KOMIIeTEeHIHI !

Koa m HauMeHOBaHHue
KOMIIeTeHIINH

Kox 1 HamMeHOBaHHe
HHIMKATOPA T0CTHKEHHS
KOMIIETEeHI{UH

3anaHupoBaHHbIE Pe3yJbTATHI 00yYeHH s

[TK-1 crnocoGHOCThIO
BBITOJIHATH PAOOTHI 110
YCTaHOBKE, HACTPOUKE U
00CITy>)KMBaHUIO
POTPaMMHBIX,
IPOTPaMMHO-aIapaTHBIX
(B TOM umcie
KpUNTOrpagpuuecKux) u
TEXHUYECKHUX CPEIICTB
3alIUTHl HH(OPMAIHH

3HATh!
- (DyHKIIMOHAJIbHbIE BO3MOXXHOCTH
HACTPOMKU IPOrpaMMHBIX U IPOTPaMMHO-
annapaTHbIX CPE/ICTB 3aILUTHI
MH(pOpMaLINH.

YMETB:

- QHAJIM3UPOBATh NPUYUHBI HAPYIICHUS
(YHKIIMOHUPOBAHUSI CPEJICTB 3ALUTHI
uH(pOpMaLINH, UCIIOIb3YIOIIUX
IMPOAKTUBHBIC TCXHOJIOTUH;

- IPUMEHATHh HaBBIKM aJMUHUCTPUPOBAHUS
CPEJICTB 3alIUThl HH(OpMaIUH,
HCIOJIb3YIOUIUX ITPOAKTUBHbIE
TEXHOJIOTHUH.

IIK-11 cnocoGHOCTBIO
MIPOBOUTH HKCIIEPUMEHTHI
10 3aJITaHHOM METOJIHKE,
00paboTKy, OIICHKY
HOFpCIHHOCTI/I nu
JIOCTOBEPHOCTH HX
pe3yJIbTaTOB

3HATh:
- TEXHOJIOTHIO CO3/IaHUS TTPABUII,

JNETEKTUPYIOUINX YTPO3bl OE30MACHOCTH
COBPEMEHHBIX KOMITHIOTEPHBIX CUCTEM.

YMETB:
- IPUMEHATh UHCTPYMEHTBI CO31aHUS

MIPaBWI, JETEKTUPYIOLIUX YIPO3bI
0€30I1aCHOCTH.

I[ICK-2 Croco6HOCTB
MPUMEHSTH TPOTrPAMMHEBIE
CpEICTBA CHCTEMHOTO H
CITEIIMAILHOI0 Ha3HAYEHHS,
B TOM YHCJIE A
obecneyeHns 0€30IaCHOCTO
(GYHKIIMOHUPOBAHHUS
00BEKTOB SHEPTETUKH C
anementamu ACY TII

3HATh:

- OCHOBHBIE BU/Ibl, HA3HAUYEHUE U IPUHIUI
paboThl COBPEMEHHBIX CPECTB 3aIIUThI
uH(pOpMaIINH, UCTIOTIb3YIOIIUX
MIPOAKTHUBHBIE TEXHOJIOTUU U TEXHOJIOTUU
peanu3aiuu Mojienei 6e30nacHOCTH
KOMITBIOTEPHBIX CUCTEM.

YMETB:
- BBIOMPATh ¥ IPUMEHSATH CPEJICTBA

3alIUThI I/IH(l)OpMaHI/II/I, HCIOJIB3YIOIUX




Kox n HanmMeHoOBaHue Koxa n HanmMeHOBaHue 3anIaHHPOBAHHbBIE PE3YJIbTATHI 00yYeHHUSsT
KOMIIETCHINH HHAUKATOpa JOCTHKCHUSA
KOMIIETCHIIUHU
MIPOAKTHBHBIC TEXHOJIOTUH, IS
HEUTpanm3anuu yrpo3 6€30MacHOCTH
COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM.
[1CK-3 CriocoGHOCTB 3HaTb.
[IPHMEHSTh KOMILICKCHBIIT - OCHOBHBIC ITOHATHS U HA3HAYCHHE
TOJIXO1 K 06ECIIeUeHHIO TEXHOJIOTUH MPOAKTHBHOW 3aIUTHI, B T.4.
MH(pOPMALMOHHO UCTIOJB3YIONIHE IEPCIICKTUBHBIC
6€30MaCHOCTH B Pa3IMUHBIX TEXHOJIOTUH NMPOAKTHBHOW 3aIIUTHI.
cdepax AeSITeTbHOCTH B TOM
4HCIIe U HAa 00BEKTaX YMCTb.
SHEPreTuKY, - BHE/IPSITh OPTraHU3AIMOHHBIC MEPHI
skcmutyatupyomux ACY HOJHUTUK OOHOBJICHUSI CHCTEMHOT'O U
TII npukiaaaoro [10, pezepBHOTO
KOIUPOBAHUS U YIIPABICHUS
YSI3BUMOCTSIMH;
- IPUMCHSTh HABBIKA MHTETPAIIMH CPEJICTB
3alUThl HH(OPMAIIMH, UCTIOJB3YIOIINX
NPOAKTUBHBIC TEXHOJIOTUHU U
aBTOMATH3AIlUU UX HACTPOCK MPHU
BBISIBIICHUH YTPO3 O€30MaCHOCTH
COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM.

2. MECTO JUCUHHUILIUHBI B CTPYKTYPE OBPA3OBATEJIbHOM NPOT'PAMMBI BO

JlucuumnirHa OTHOCHUTCS K 4acTH, (opMupyeMoil ydacTHHKaMH OOpa30BaTeNbHBIX OTHOILIEHHUH
0JloKa JUCUMIUIMH OCHOBHOM mpodeccnoHalbHOM o00pa3oBarenbHOW mporpamMme besomacHocTb
KommnbloTepHbIX cucteM (manee — OIIOII), nanpaBnenuss moxarotoBku 10.03.01 MudopmarmonHas
0e30macHOCTh, YPOBEHb 00pa30BaHMs: BhICIIEe 00Opa3oBaHue - OaKagaBpHar.

basupyercst Ha ypoBHE cpeiHero oo1ero oopazoBaHus.

PesynbTarsl 00yueHus, NoIy4eHHbIE IPYU OCBOEHUU JAUCLUUIUIMHBI, HEOOXOAUMBI PU BBITIOJTHEHUH
BBIITYCKHON KBaTM(PUKALIMOHHON pabOoTHI.




3. CTPYKTYPA U COAEPKAHUE JUCHUIIJINHbI

3.1 CTpyKTypa THCHUNIHHBI
OO01as TpyJI0eMKOCTh JUCHUTUTMHBI COCTABIISIET S 3a4eTHBIX eauHuIl, 180 9acoB.

PacnpenencHue TpyoeMKocTH pasjena (B 4acax) Mo BHUIAM YIeOHOH paboThI

Pasesb1/TeMbl 8| a
Ne JTUCIUTUTAHBL/ (D OPMBI § % § KonrakTHas pa6ora cp CopneprkaHue caMOCTOSTENTFHON paboThl/
/i [POMEIKYTOIHOM o &| 3 Koncynbranus UKP PaGora B [Toxroroska k METOIMYECKHE YKA3ZaHUs
aTTeCTAINH 8| © | Jlex JIab | Ip — - VKK | TK A CeMECTDE aTTeCTalluu
/M P /KOHTPOJIb
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 Baenenue 16 7 2 - 4 - - - - - 10 - H3yuenue mamepuanog 1umepamypHsix
11 Tema 1. Benenue B 16 2 - 4 - - - - - 10 - UCHIOUHUKOB:
OPOAKTHBHYIO 3aIUTY [7], 8-15
2 [IpoakTuBHas 3amura 50 10 - 10 - - - - - 30 - Ilo0z0mogKa K meKyuiemy KOHmMpoiio:
KOHEYHBIX YCTPOWCTB [ToBTOpEHe MaTepuaa no pasziaety
(endpoint protection) "IIpoakTHBHAS 3aIMTa KOHEYHBIX YCTPOMCTB
2.1 Tema 2. Opranusanust 10 2 - 2 - - - - - 6 - (endpoint protection)"
MPOAKTHBHOM 3aIUTHI Ilodzomoska pacuemuo-zpaguueckozo
Ha 0a3e 3aIIUTHBIX 3adanun: B paMkax pac4eTHO-TPpaHIECKOro
MEXaHH3MOB, 3a/IaHMS BBITIOHSICTCS YePTEX KOHCTPYKIIHH.
BcTpoeHHbIX B OC J71s1 BBITIOJTHEHUS YePTEKEN BBIMOIHIIOTCS
(Windows, Linux). IpeBapUTEIbHBIE PACUeThl OCHOBHBIX
2.2 Tema 3. TexHonoruu 10 2 - 2 - - - - - 6 - MoKa3aresel, KOTOpbIe YKa3bIBalOTCS Ha
BUPTYaJIM3aLUH B yepTexke. 3ajaHue BBIIOIHAETCS
3aj1a4ax MPOaKTHBHOM WHIIMBH/IYaJIbHO 110 BapuaHTaM. B kauecTBe Tem
3aIIMTHI. 3aJIaHusI IPUMEHSIIOTCS CIIeYIOLINE:
2.3 Tema 4. Texaonoruu 20 4 - 4 - - - - - 12 - Ilo020mogKa K ayoumopHsM 3aHAMUAM:
IBPUCTUYECKOTO [TpopaboTka JeKnH, BBIOJIHEHHE U
JETeKTHPOBAHUS U MOJICOTOBKA K 3amute jab. paboTh
MOBE/IEHYECKOTO Ilodzomogka domauinezo 3adanusn:
AHATN3a [ToaroroBka jgoMaliHero 3a1aHKs HAIIpaBiIeHa
2.4 Tema 5. Pemenns 10 2 - 2 - - - - - 6 - Ha 0TPAabOTKY YMCHHIT peLICHHs

kiacca endpoint
protection.

npodeccnoHABHBIX 3a/1a4. JlomalHee 3aaHue
BBIIA€TCA CTYAECHTaM 110 U3YYEHHOMY B pasnene
"IIpoakTHBHAs 3aIIMTa KOHEYHBIX YCTPOUCTB
(endpoint protection)" marepuainy.
JIOTIOTHUTEIBHO CTYICHTY HEOOXO0ANMO
W3YYUTH JIUTEPATYpPy U pa3odpaTh NpUMepHI
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BBITIOJTHEHHS OA00HBIX 3a1aHuid. [IpoBepka
JIOMAIIIHETO 33/1aHusl IPOBOAUTCS O
NPE/ICTaBICHHBIM TUCBMEHHBIM paboTaMm.
Ilodzomoeka doknada, evicmynienus:
3amaHue CBSA3aHO C YTIyOICHHBIM H3YICHUEM
pa3/iesioB AUCIMIUINHBI U CAMOCTOSTEIbHBIM
MIOMCKOM MaTEPHAJIOB ISl PACKPBITHS TEMBI
IToKIIaga. MaTtepuralbl BEITIOTHEHHOH paboThl
MIPEICTABILIIOTCS B SJICKTPOHHOM BHAE WIIH B
(opMe pacriedyaTaHHbIX PE3EHTAHOHHBIX
claiiioB. B kadecTBe T€M NOKIAA0B CTyIEHTaM
MIpeIaraloTCs CIeyIoIue BApHAHTHI:
Ilo020mo6Ka K KOHMPOILHOU padome:
W3yueHne maTepuaoB Mo pas3zaeiny
IIpoaxkTHBHAs 3allUTa KOHEUHBIX YCTPOUCTB
(endpoint protection) i MOATOTOBKA K
KOHTPOJILHOH paboTte

I10020mo6Ka K npaKmu4eckum 3auAmuam:
W3ydyenune marepuana 1o paszieiny
"IIpoakTHBHAs 3allUTa KOHEUHBIX YCTPOUCTB
(endpoint protection)" moaroToBKa K
BBITTOJIHEHHIO 33aJJaHUH Ha TPAKTHYECKUX
3aHATHIX

Camocmoamenvroe usyuenue
meopemuyuecko20 mamepuana: Mzyuenue
JIOTIONTHUTEIHHOTO MaTepraa o pasaery
"IIpoakTHBHAs 3allUTa KOHEYHBIX YCTPOUCTB
(endpoint protection)”

H3yuenue mamepuanog 1umepamypnbix
UCIOYHUKOB:

[2], 1-112
[3], 1-70
[4], 47-68
[5], 1-48
[6], 1-55
[8], 10-88

IIpoakTuBHas 3amura
CETEBOI0 IIEPUMETPA
(network protection)

70

14

14

42

Iloozomoexa kK meKkyuiemy KOHmMpOJI0:
IToBTOpEeHue MaTepuana no pasaeny
"[IpoakTHUBHAs 3alIUTa CETEBOTO MEPUMETPa
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3.1

Tema 6. TexHomoruu
MOHHUTOPHHTA U
0OHapy)KEHUsI COOBITHI
B CETH.

20

12

3.2

Tema 7. BBenenue B
threat hunting.

10

3.3

Tema 8. Texnonorus
Threat Intelligence.

10

3.4

Tema 9. OcHOBBI
MOCTPOEHUS
3AIMUIIEHHBIX
KOMIIBIOTEPHBIX CETEH.

20

12

3.5

Tema 10. Pemrenns mst
3aI[UTEI
KOMIIBIOTEPHBIX CETEH

10

(network protection)"

Ilodzomoeka K nadopamopnoit padome: Jlns
BBITIOJTHEHHS 33/1aHUH 110 JTabopaTopHOW padore
HEOOXOANMO TPEIBAPUTEIBEHO U3YIHTh TEMY 1
3a[auH BBITIOJTHEHUS Tab0paTOpHOI paboTEHI, a
TaK K€ U3y4UTh BOIPOCHI BAPHAHTOB
00pabOTKH pe3yNIBTAaTOB 110 H3YICHHOMY B
pasznene "IIpoakTHBHAs 3aIIUTa CETEBOTO
nepumetpa (network protection)" maTepuany.
Ilodz0mogKa K ayoumopHsim 3auamusam:
[IpopaboTKa JICKITUH, BBITOJHCHHE U
MOJIrOTOBKA K 3amuTe jJab. padoTh
Iloozomogka domauinezo 3adanua:
[MoaroroBka joMalHero 3aiaHus HaIllpaBiIeHa
Ha OTPabOTKY YMEHUI peleH s
npodeccrnoHaNBHBIX 3a/1a4. JlomanHee 3agaHue
BBIJAETCS CTYACHTAM I10 U3yICHHOMY B pa3Jielie
"IIpoakTHBHAs 3aIlUTa CETEBOIO MEPUMETPA
(network protection)" marepuay.
JIOTIONTHUTENBHO CTYICHTY HEOOX0ANMO
U3Y4IHUTh JIUTEPATYPy U pa3oOpaTh MpUMeEpHI
BBITIOJTHEH U TTOJI00HBIX 3aganuid. [IpoBepka
JIOMAIITHEro 3aJIaHus! IPOBOJIUTCSI MO
MMpEACTABIICHHBIM IMTUCbMCHHBIM pa60TaM.
Iloozomogka doknada, gblcmynieHuA:
3ajjaHue CBSI3aHO C YIIyOJCHHBIM U3y4EHUEM
Ppa3/esioB AUCIMIUINHBI U CAMOCTOSTETIbHBIM
MIONCKOM MaTEPHaJIOB JUISl PACKPBITHS TEMBI
JI0KJIa1a. MaTepuaibl BRIIOJTHEHHOW paboThI
TIPE/ICTABIIFOTCS B SJICKTPOHHOM BHZE WIIH B
(opmMe pacriedaTaHHbIX IPE3EHTALNOHHBIX
craiio. B kayecTBe TEM JI0KIJIAIOB CTY/IEHTAM
MPE/JIaraloTCst CIEAYIOIIIe BAPUAHTDI:
ITodzomoeka Kk npakmuyecKum 3aHamuam:
M3yuenne marepuana o pasaeny
"IIpoakTHBHASI 3aIIUTa CETEBOTO MEPUMETPa
(network protection)" moaroToBKa K
BBIIIOJIHCHUIO Sa}IaHI/Iﬁ Ha IMMPAKTUICCKUX
3aHATHAX

Camocmoamenproe usyyenue




meopemuuecKo2o mamepuajia. I/I3yquHe
JONOJIHUTCIIBHOTO MaT€puasia 1o pasaciy
"IIpoakTHBHAsI 3aIIUTa CETEBOTO MEPUMETPA
(network protection)"

H3vuenue mamepuaios jiumepamypHoblxX
UCMOUYHUKOGB:

[1], 50-134
[7], 55-210

CoBepIIIeHCTBOBaHHUE
MIPOAKTUBHOM 3aIUTHI B
nucC

26

16

4.1

Tema 11.
[IepcriekTuBHBIE
TEXHOJIOTHH
TIPOAKTUBHOU 3allIUTBHI.

16

10

4.2

Tema 12.
OpraHuzanoHHbIE
Mepbl IPOAKTUBHOI

3aILUTBL.

10

Iloozomoeka K meKyuiemy KOHmMPOJII0:
[ToBTOpeHNe MaTepHaa 1mo pasaeny
"CoBepIIeHCTBOBAHNE TPOAKTUBHOMN 3aIIUTHI B
I/ICH

Ilodz0mogKa K ayoumopHnsim 3auamusm:
[IpopaboTKa JICKITUH, BBITOJHCHHE U
MOJIrOTOBKA K 3amure jJab. padoTh
Iloozomogka doknada, gblcmynieHuA:
3amaHue CBA3aHO C YIIyOJICHHBIM H3YICHUEM
pa3nenoB AUCIUILTHHEI H CAMOCTOSATEIEHBIM
MTOWCKOM MAaTEepHAIIOB IS PACKPBITHS TEMBI
IokIaga. Matepuralbl BEITIOTHEHHOH paboTh
MPEJCTABILIIOTCS B JICKTPOHHOM BHJE WIH B
(dbopme pacreyaTaHHbBIX MPE3CHTAIUOHHBIX
craiiioB. B kauecTBe TEM NOKIAN0B CTYEHTAM
MPEIaratoTCsl CICAYIOIINES BAPUAHTHI:
Ilo020mo8Ka K npaKkmu4eckum 3auamusm:
N3yueHnue marepuana no pasaeny
"CoBepIIeHCTBOBAHNE MPOAKTUBHOMN 3aIIUTHI B
HMC" noaroroBka K BBIIOJHEHUIO 3aJaHUN HA
MPAKTUIECKHUX 3aHATUIX

CamocmosamensbHnoe usyuenue
meopemuyueckozo mamepuana: VI3yienue
JIOTIOTHUTEIBHOTO MaTepralia o pasaery
"CoBepIICHCTBOBAHUE NMPOAKTUBHOMN 3aIIUTHI B
HCIV

Iloozomoexa pacuemusix 3adanuii: 3anaHus
OpPHEHTHUPOBAHBI HA PEIICHUS MHUHUA3aIa4 110
pazneny "CoBepIIeHCTBOBaHUE TIPOAKTUBHOM
3amuTel B UC". CTyneHTsl He00X0AnMO
MTOBTOPUTH TEOPETHUCCKHI MaTePHAJ,
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pa3o0parh NpUMephI PEIICHNsT aHATOTHYHBIX
3aja4. MPOBECTH PACUETHI [10 BAPHAHTY 3aJaHUS
U cJieNaTh BBIBOJBL. B kauecTse 3amaHus
HCTIONB3YIOTCS CIIEAYIOINE YIPaKHCHUS:
H3yuenue mamepuanog 1umepamypHbix
UCIOYHUKOG:

[1], 213-302
3adeT ¢ OLIEHKOH 18.0 - - - 0.3 - 17.7
Bcero 3a cemecTp 180.0 32 - 32 0.3 98 17.7
Hroro 3a cemecTp 180.0 32 - 32 - - 0.3 115.7

IIpumeuanue: Jlex — nexuuu; JIab — naboparopHsie padoTsl; [Ip — npaktuueckue 3ansatust; KIIP — aynuTopHble KOHCYIBTALUU IO KYPCOBBIM
npoektam/padoram; UKKII — nnauBHTyanpHble KOHCYIBTAIIUH 110 KypCOBBIM IIpoekTam/padoram; ['K- rpynmoBsie KOHCYIbTallMK TIO pa3ienaM
mucuuiuiniel; CP — camocrostenbHas padora crynenta; UKP — unas konraktHas padora; TK — Texymumii kKoHTposb; [TA — npomexxyrounas

arrecranusa




3.2 KpaTkoe coaep:kaHue pa3iejioB
1. Bgeoenue

1.1. Tema 1. BBeneHnue B MpoOakTUBHYIO 3aLIUTY

3amaun kypca. PeakTuBHBIE W TPOAKTUBHBIE TEXHOJOTMU 3amuThl. WcTtopusi pa3BUTHS
MPOAKTUBHBIX TEXHOJIOTUW 3alIMThl. YTPO3bl O€30MaCHOCTH COBPEMEHHBIX KOMIIBIOTEPHBIX
CHUCTEM...

2. Ilpoakmuenas 3auuma KOHEeYHblX YCMPOUCmE (endpoint protection)

2.1. Tema 2. Opranuzanus MPOAKTUBHOMN 3alIUTHI HA 0a3e 3alUTHBIX MEXaHU3MOB, BCTPOCHHBIX
B OC (Windows, Linux).

OcnoBuple 3ammutHble MexaHm3mMbl OC Windows. Waentudukamnus, ayTeHTUQHUKALUS |
aBropu3anus. Pasrpanmuenue noctyma k oobektaM OC. Apxurektypa OC Windows. Kosbia
3anmtel. Kommonentsr Oe3zomacHoctn Windows (Security Reference Monitor (SRM). Local
Security Authority Subsystem Service (LSASS). Credential Providers. Windows Access Control.
Malicious Credential Providers. Access Token. Impersonation. Privileges. Discretionary Access
Control. Mandatory Integrity Control. User Account Control). OcCHOBHBbIE 3aLIIUTHBIE MEXaHU3MbI
OC Linux (ITomp3oBarenu u ux mnpasa. besonacHoe ymnpasieHue mporeccamu. Pabora ¢ o0bekTamu
daitnoBoii cucreMsl. bezomacnocts Qaitnoeix cucreM EXT*FS. POSIX ACL. Sudo. Chroot. PAM.
SELinux. AppArmor. PolicyKit)..

2.2. Tema 3. TexHOJIOTMH BUPTYAIM3aLUU B 337a4aX MPOAKTUBHOMN 3aIIUTHI.

OcHOBHBIE MOHATHSI TEXHOJOTHHM BUpTyalu3anuu. Bupryanuzauus cepBepoB. Bupryanuzanus
Ha YpOBHE ONEpalMOHHBIX cuUcTeM. Bupryanuzauusa ceru. Bupryanuzauus nOpuiioxxeHHi.
Bupryanuzauus npeacraBieHud. Bupryanusanms xpaHwmml.  ['unepBusop. BupTyanbHble
MamuHbl. SandboX, 0cOOEHHOCTH peanu3alu U GYHKIIMOHUPOBAHHUS, IPUMEPHI. DMYISIIHS KOJa.
Cnoco6s1 smymsitiuu. [IpuMepbl UCIONb30BaHUSI TEXHOJIOTUU IS IE€TEKTUPOBAHMS BPEJOHOCHOTO
I10..

2.3. Tema 4. TexHONOrMH IBPUCTUYECKOTO I€TEKTUPOBAHMSI U NTOBEJIEHYECKOT0 aHaJIN3a

Oppuctudeckuil ananus. Ctpykrypa wucnonHsembix ¢aitnos (PE, ELF). lerektupoBaHue
ucnonusemelx ¢aino (PE, ELF) ¢ nomouipio 3BpUCTUYECKUX aIrOpUTMOB. TexHomoruu
peanu3alMM  3BPUCTUYECKMX alropuTMoB. Yara. MalScan. IloBeneHueckuii aHanmusz u
neTeKkTupoBanue. JIoxkHble cpabaTbiBaHUSl, 0COOEHHOCTH BBISIBICHUS U 00PaOOTKH..

2.4. Tema 5. Pemenus kiacca endpoint protection.
O630p BenaopoB u pemeHuid. CpaBHHUTENnbHas XapakTepuctuka pemeHuid. Ilpumepst Use
case’0B..

3. Ilpoakmusnas 3auuma cemeso2o nepumempa (network protection)

3.1. Tema 6. TexHOIOrMH MOHUTOPHUHTA U OOHAPYKEHUS COOBITUI B CETH.

SIEM cucrembl. Apxutektypa SIEM. Mcrounuku nanubeix. Koppensuus coObiTuil. AHanus
CTaHJAPTHBIX JKypHAJIOB COOBITMH Ui BBISBIEHUS Yrpo3bl. TexHoioruu cOopa coObITHI
(winlogbeat, auditbeat, auditd). Pacimupennsrit aynut cobpiTuii B cucreme (Sysmon). TexHonoruu
xpaneHus u a”amuza coObiTuil (ELK stack). Cucremsl honeypot, Ha3HaueHHe, pa3HOBUIHOCTH,
cueHapuu ucnonb3oBanud. IDS/IPS cucrtembl, OCHOBHBIE pelIaeMble 3agaud. |eXHOJOTHUU
JIeTeKTUPOBaHUs mojo3putensHoro Tpaduka. IDS Suricata. IDS Suricata B IPS pexume.
Texnomorun Hamumcanus mpaBun ais IDS Suricata. Network Security Monitor (NSM) Zeek.
[Tpuniun pabotsl. OCOGEHHOCTH BHEAPEHHS B KOPIIOPATUBHYIO HHPPACTPYKTYPY..
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3.2. Tema 7. Benenue B threat hunting.

O030p TEXHOJOTMM TPOAKTUBHOTO TIOMCKAa M OOHapykeHus yrpo3. Mojenb 3penoctu
ucnionb3oBanust Threat Hunting B unpopmammonnoit cucreme. Texuuku Threat Hunting.
Hcrounnku nHpopManuu u runore3 B Threat Hunting. IIpomecc nmpoBepku rumnore3. Co3mpaHue
uHdpacTpykTypsl s Threat Hunting..

3.3. Tema 8. Texnonorus Threat Intelligence.
0O030p TtexHomoruu. COOp W akkKymymsimus AaHHBIX. OOorameHHe TOTYyYEHHBIX JTaHHBIX.
Amnanus. BHepeHne pe3ylbTaToB B HHPOPMAIMOHHYIO CUCTEMY..

3.4. Tema 9. OCHOBBI IOCTPOEHUS 3AUIUIIEHHBIX KOMIIBIOTEPHBIX CETEH.

Pa3HOBHIHOCTH apXUTEKTyp 3allUIIEHHBIX KOMIIBIOTEPHBIX ceTeil. [Ipokcu cepBepa.
Owibtparus cereBoro tpaduka. NGFW. IP penyranus. Jlomennas pemyrarus. OcoOeHHOCTH
MOCTPOCHHS PEITYTAIMOHHBIX CIUCKOB..

3.5. Tema 10. Pemenus as 3aiuThl KOMIBIOTEPHBIX CETEH

O0630p BeHmOopoB W pemieHUi. CpaBHUTENbHAs XapakTepucTuka pemieHui. [Ipumepsr Use
case’OB..

4. Cosepwercmeoganue npoakmugrou sauumol 6 AC

4.1. Tema 11. [lepcieKTUBHBIE TEXHOJIOTHH MPOAKTUBHOM 3aIIHUTHI.
Data science B 3amauax Vb. Beenenne B MammnHoe oOydenue. OOydeHue € ydyuTeIeM.
OO6yuenue 6e3 yuntens. Meron baiieca. Knacrepuzauus. ['myounHoe oOyueHue..

4.2. Tema 12. Opranu3aluOHHbIE MEpPbI NPOAKTUBHOM 3aIUTHI.

Ouenka »SddexkTuBHOCTH 3amUTHI  TepuMeTpa ceTd. [loBbIIIEHHE OCBEIOMIEHHOCTH
corpynuukoB B obnactu Ub. Ilonutuka o6HOBIEeHUs cucremHoro u npukiagHoro [10. [Tonutuka
pPEe3epBHOTO KOMUPOBAHUS. YTIPABICHUE YI3BUMOCTSIMU. .

3.3. TeMbl IpaAKTHYECKUX 3aHATHI
1. OcobGenHoctu BHeapeHus TexHoioruu threat hunting B muH(pOpMallnoHHYIO CUCTEMY;
2. Unrerpamus IDS/IPS B KOMIOBIOTEPHYIO CETh;
3. [loakmrouenue nctouHnkoB kK SIEM cucreMe u co3nanue KOppeIsiMOHHBIX MPABUIT;
4. Yrpo3bl COBPEMEHHBIX KOMIIBIOTEPHBIX CHCTEM;
5. Coznanue 3BpUCTHUECKHUX AJITOPUTMOB € TOMOIIbIO Yara;
6. IP penyranus. Jlomennas penyranus. OcoOEHHOCTH MOCTPOEHUS pemyTallMOHHbBIX
CIIMCKOB.;
7. OcoOeHHOCTH MPaKTHUECKON peann3anuy Mojeneil 6€30MacHOCTH KOMITBIOTEPHBIX CUCTEM;
8. Unrerpauus SIEM B uHQOpMAIIIOHHYIO CUCTEMY;
9. CpaBHuUTENbHAS XapaKTEPUCTHKA PELIEHUH JUIsl 3alIUThl KOMIIBIOTEPHBIX.;
10. Knactepuzamus nansusix B 3agavax Mb;
11. TexHomOrMs1 HaCTPOMKM 3aLUILEHHON BUPTYaabHOW MAIVHBI;
12. Co3nanue miaHa oCBEIOMJIEHHOCTH 10 Bonpocam Mb.

3.4. Tembl 1a60paTOPHBIX PadoT
HE MPelyCMOTPEHO
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3.5 Koncyabranumn

Ipynnoewle koncyremavuuu no pazoeaam oucyuniunsl (I'K)

1. OOGcyxnenue MaTepuasioB Mo Keiicam pasgena "llpoakTuBHas 3amuTa KOHEYHBIX
ycTpoticTB (endpoint protection)"
2. OOcyxaeHne MaTepralioB 1o Kelicam pazzaena "[IpoakTuBHAs 3alIUTa CETEBOTO MEPUMETPa
(network protection)”
3. OOcyxnenue marepualioB Mo keicam paszgena "CoOBEpIICHCTBOBAHUE IMPOAKTHBHOU
3amutel B UC"
Texywuti konmpoas (TK)

1. KoxcynpTanuu HamnpaBieHbl Ha NOJYYEHUE MHIMBUAYAJIBHOTO 3aJaHUsl Ul BBIIOJIHEHUS
KOHTPOJIbHBIX MepoIpusiTUil no paszzneny "lIpoakTuBHas 3aliuTa KOHEYHBIX YCTPOMCTB
(endpoint protection)”

2. KoHcynbranuu HampaBieHbl HA MOJYyYCHUE WHAWBUIYAIBHOTO 3aaHUs JJISI BHITOJIHEHHS
KOHTPOJIbHBIX MEPONpUATHH 1O pasfeny "lIpoakTuBHas 3amura CETEBOro IEpUMETpa
(network protection)”

3. KoHcynpranuy HampapieHbl Ha MOJIy4€HHE WHIUBHYaIbHOIO 3aJaHUs JJIS BBIITOJIHEHHS
KOHTPOJIBbHBIX MEpONpUATHH 10 paszzaeny "CoBeplIeHCTBOBAaHUE NMPOAKTUBHOM 3alllUThl B
nc"

3.6 TemaTnka KypcoBBIX NPOEKTOB/KYPCOBBIX padoT
KypcoBoii npoekt/ pabota He IPeayCMOTPEHBI
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3.7. CooTBeTCTBHE Pa3/1eJIOB IHCHHMILIMHBI U OpMHUPYEMBbIX B HUX KOMIIeTEHIIU

3arIaHupOBaHHbBIC PE3YAbTAThI 00YUEHUS 110
JMCIUIIIIHE

Kol naIMKaTOPOB

Howmep paznena
JTUCLUILIUHEI (B
COOTBETCTBUHU C

OueHo4YHOE CPEeACTBO
(TUII 1 HAUMEHOBAHUE)

(B COOTBETCTBUH C pa3ieioM 1) n.3.1)
11234
3HaTh:
(GYHKIMOHAJIBHBIE BO3MOKHOCTH HACTPOIKHU JlaGoparopHas pabota/llpakTuka npumMeHeHus
IIPOrpaMMHBIX U IporpammHo-anmnapatHbix cpeacts | [IK-1(Komnerenuust) + TEXHOJIOTMHY HACTPOMKH 3aIlHUILEHHON
3alUThl HH(pOpMaLUU BUPTYaJIbHON MALIMHbI
TEXHOJIOTUIO CO3/1aHUs MIPABUII, IE€TEKTUPYIOIINX OTtuer/AHanu3 yrpo3 6e30MacHOCTH ¢
yIpo3bl 6€30M1aCHOCTH COBPEMEHHBIX UCIIO0JIb30BaHUEM TE€XHOJIOTHH TPOAKTUBHOI'O
KOMITBIOTEPHBIX CUCTEM [IK-11(Komnerenuust) + |+ noMcka, 0OHapyeHHUsl COOBITUI B CETU U cOOpa
COOBITHI ¢ KOHEUHBIX YCTPOHCTB Ha ocHoBe OC
Windows.
OCHOBHBIE BH/Ibl, HA3HAYCHHUE U MPUHLIUI pabOTHI KonTtposnbHas padora/Pa3paboTka apXUTEKTypbl
COBPEMEHHBIX CPE/ICTB 3aIIUTHI HHPOPMALIUH, CUCTEMBbI IIPOAKTUBHOM 3allUThl B OpraHU3aluu
UCIIONIB3YIOIUX IPOAKTUBHBIE TEXHOJIOTUU U INCK-2(KomnereHius) + |+
TEXHOJIOTUH pealn3aluy Mojiesiel 0e30I1acCHOCTH
KOMIIBIOTEPHBIX CUCTEM
OCHOBHBI€ MTOHATHS U Ha3HAYCHHE TEXHOJIOTUI Otuer/U3yueHne TeXHOIOTHI 3BPUCTHUECKOTO
IIPOAKTUBHOM 3alIUTHI, B T.4. HCIOMb3yollHe TICK-3(KomneTermys) + JETEKTHPOBAHH 1 MOBEJCHIECKOro aHaIN3a B
MEPCTIEKTUBHBIE TEXHOJIOTUU MTPOAKTUBHOM 3alIUThI KOHTPOJIMPYEMOI H30IMPOBAHHOMN Cpefie Ha
ocHoBe OC Windows
YMerb:
IIPUMEHATH HABBIKU aJIMUHUCTPUPOBAHHUSI CPEICTB JlaboparopHas padota/llpakTka mpuMEHEHU
3alIUThI HH(OPMAIIMH, UCTIONB3YIOIINUX ITK-1(Komnerennus) + TEXHOJIOTMH HAaCTPOMKHU 3alUIIEHHON
MIPOAKTUBHbBIE TEXHOJIOTUU BUPTYaJIbHOW MaIIHbI
aHAJIM3UPOBATh IPUUMHBI HAPYIIEHUS Keiic (pemenne KOHKPETHBIX POU3BOACTBEHHBIX
¢byHKIIMOHUpOBaHUs cpencTB 3amuThl nHpopManuu, | [IK-1(Komnerenuus) + cutyanuii)/PazpaboTka mosienu 6€30nacHOCTH
MCHOJIB3YIOUINX TPOAKTUBHbBIE TEXHOJIOTUN KOMIIBIOTEPHOU CUCTEMBI
MIPUMEHSITh HHCTPYMEHTBI CO3/1aHUS MTPaBUIL, [1K-11(Komnerenuust) + | + JlaboparopHas pabota/Pa3zpaboTka
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JETEKTUPYIOMIUX Yrpo3bl 0€30MacCHOCTH

OBPUCTUYCCKUX aJITOPUTMOB C ITIOMOIIIBIO Yara

BBIOMPATH M IPUMEHSTH CPEJICTBA 3aIUTHI
nH(pOpMaLIUY, UCTIONB3YIOIIUX POAKTUBHBIE
TEXHOJIOTHH, I HEUTPAIIM3ALMU YTPO3
0€30MacCHOCTH COBPEMEHHBIX KOMITBIOTEPHBIX CUCTEM

[ICK-2(KomnieTeHius)

Otuet/Pa3paboTka KOPPEIAHMOHHBIX TPABUI MIPH
ncnoin3oBauuu SIEM cucrem

MIPUMEHATH HABBIKU MHTETPALlUU CPEICTB 3ALTUTHI
nH(pOpMaLIUY, UCTIONB3YIOIIUX POAKTUBHBIE
TEXHOJIOTHMHU M aBTOMATHU3allMU UX HACTPOEK MpHU
BBISIBJICHHH YTP0O3 0€30MaCHOCTH COBPEMEHHBIX
KOMITHIOTEPHBIX CUCTEM

[ICK-3(Komnerenius)

JlaboparopHas pabora/lIpakTrka HHTErparuu
IDS/IPS B KOMIIBIOTEPHYIO CETh

BHEJIPATH OPraHU3alMOHHBIE MEPBI ITOJTUTUK
OOHOBJICHHS CUCTEMHOTO U npukiagaoro 110,
PE3epBHOIO KOIMMPOBAHUS U YIIPABICHUSA
YS3BUMOCTSIMU

[1CK-3(Komnerenuust)

Otuet/Pa3paboTka miaHa OCBEAOMIICHHOCTH 11O
Borpocam Mb
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4. KOMIIETEHTHOCTHO-OPUEHTAPOBAHHBIE OIIEHOYHBIE CPEJICTBA JUISA
KOHTPOJISI OCBOEHMS PE3VJIbTATOB OBYUEHMS 11O JUCIMUIIIMHE
(TEKYIIU KOHTPOJIb YCIIEBAEMOCTH, IPOMEKYTOUYHASI ATTECTALMSA
1O JUCLMIIINHE)

4.1. Tekymuii KOHTPOJIb yCIIeBA€MOCTH
7 cemecTp

®opma peanuzaiuu: BeinonHeHue 3ajaHus
1. Ananu3 yrpo3 0€30macHOCTH C UCIOJIb30BAHNEM TEXHOJIOTUH MPOAKTUBHOTO MTOMUCKA,
0OHapy>XeHHS COOBITHI B CETH U cOOpa COOBITHI C KOHEYHBIX YCTPOUCTB Ha ocHOBe OC
Windows. (Otuer)
2. V3y4yeHue TeXHOIOTHI 3BPUCTHUECKOTO IETEKTUPOBAHMS U MTOBEJACHYECKOT0 aHan3a B
KOHTPOJHPYEeMO# n3onupoBanHo# cpeae Ha ocHoBe OC Windows (Otuer)
3. Pa3paboTka apXUTEKTypbl CUCTEMBI IPOAKTUBHOMN 3a1IUTHI B opranu3anuu (KonrponbHas
pabora)
4. PazpaboTtka Mojenu 6e30MacHOCTH KOMITbIoTepHOU cuctembl (Keiic (pemienne KOHKPEeTHBIX
IIPOU3BOJICTBEHHBIX CUTYAIIHI))
5. Pa3zpabortka mana ocBegomieHHOCTH 1o Bonpocam Ub (Otuer)

Popma peanmnzanun: KomnerorepHoe 3a1anue
1. [TpakTuka unterpauuu IDS/IPS B komnbroTepHyto ceTh (Jlaboparopnas padota)
2. IlpakTika NpUMEHEHUS] TEXHOJIOIMH HACTPONKHU 3alUIIEHHON BUPTYaJbHON MAIIMHBI
(JTaboparopnas pabota)
3. Pa3paboTka 3BpUCTHUYECKUX AJITOPUTMOB ¢ TIoMoIIbIo Yara (Jlaboparopnas pabora)

®Popma peanuszauuu: ITucbmenHas padora
1. Pa3paboTka KOppeIsMOHHBIX IPpaBuil Ipu ucnoib3oBanuu SIEM cuctem (Otuer)

bannpHO-pedTHHrOBast CTPYKTYpa AUCLUIUIMHBI SABJSETCS NPUIOKEHHEM A.

4.2 IIpoMe:KyTOYHasI ATTECTALUSA 110 M CIHILIMHE
3auem c ouyenxoti (Cemecmp Ne7)

B numnioMm BBICTaBIsAE€TCA OILEHKA 3a 7 CECMECTD.

IIpumeuanue: OrieHOYHBIE MaTEpUAbI IO JUCHUILIMHE MPUBEIEHBI B (DOH/IE OLICHOYHBIX
matepuanos OITOII.

5. YYHEBHO-METOANYECKOE OBECHHEYHEHUE JUCHUIIJINHBI

5.1 ITeyaTHbIE U YJIEKTPOHHbIE H3IAHNUS

1. [Hanberun, B. ®. MudopmanionHas 6e30mMacHOCTb KOMITBIOTEPHBIX CUCTEM U CEeTel : yueOHoe
nocoOue JUIst cpeHero mpogeccuoHanbHOro 00pa3oBaHus 1o rpymmue cnenunansHoctel 09.00.00
"Undopmaruka u BerunciaurensHas Texuuka" / B. @. Hlanerun . — M. : ®opym : UTHOPA-M, 2018
.—415 c. — (Cpennee npodeccuonansuoe odpasosanue) . - ISBN 978-5-8199-0754-2 ;

2. Boiito, H. M. OcHoBbI paboTs! ¢ Linux : yuebnsiit kypce / H. M. Boiitos . — M. : JIMK, 2016 . —
216 c. - ISBN 978-5-94074-380-2 .,

3. Tanenbaym, O. CoBpeMeHHBIE OTeparmoHHbIe cucTeMbl = Modern operating systems : mep. ¢
anrn. / O. Tanenbaym, X. boc . — 4-e u3g . — Cankr-IlerepOypr : ITutep, 2021 . - 1120 c. —
(Kmaccuka computer science) . - TuT. 1. mapamiensH. anri. - ISBN 978-5-4461-1155-8 .;
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4. Tanen6aym, O. CoBpeMeHHBIE OTIepallMOHHbIE cucTeMbl = Modern operating systems : miep. ¢
anri. / O. Tanenbaym, X. boc . — 4-e u3n . — CII6. : [Turep, 2018 . — 1120 c. — (Kimaccuka computer
science) . - Tut. 1. napaiensH. anri. - ISBN 978-5-496-01395-6 .;

5. BotitoB H. M.- "AnmunauctpupoBanue OC Red Hat Enterprise Linux. Y4ueOusrit kypc",
M3narensctBo: "JIMK Ilpecc", Mocksa, 2011 - (192 c.)
http://e.lanbook.com/books/element.php?pll_cid=25&pl1 id=1081;

6. BoiitoB H. M.- "OcHoBsl pabotsl ¢ Linux. YueOusiit kypc", M3aarenscrBo: "MK Ilpecc",
Mocksa, 2010 - (216 c.)

http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1198;

7. lllanbprun B. @.- "Uadopmanmonnas 6e3omacHocts", M3natenscTBo: "JIMK Ilpecc”, Mockaa,
2014 - (702 c.)

http://e.lanbook.com/books/element.php?pll_id=50578;

8. E. KorenbHukoB- "BBeaenue Bo BHyTpeHHee ycTpoiictBo Windows", (2-e u3n., ucnpas.),
N3narensctBo: "Hammonanpabiid OTKpeITEIN YHUBEpcHTET «MHTYUT»", Mocksa, 2016 - (261 c.)
https://biblioclub.ru/index.php?page=book&id=429084.

5.2 JIulleH3M0HHOE 1 CBO0OOIHO pacnpocTpaHsieMoe NPOrpaMMHoe o0ecnieyeHne:
. CHO "IIpomereit";

. Office / Poccuiickuit makeT 0(MCHBIX IPOTpamMm;

. Windows / Oniepaniionnast cucrema cemeiictsa Linux;

. Maiinn Buneokondepenuuu;

Dr.Web;

. Kali Linux;

Python;

. OC Linux.

0N U AW~

5.3 UnTepHeT-pecypchl, BKIKYas NpodeccunoHaIbHble 0a3bl JAHHBIX H HH(POPMAIMOHHO-
CIIpaBOYHbIE CHCTEMBI:

1. 3BC Jlans - https://e.lanbook.com/

2. 9BC "YHuBepcuTeTckas 6u0JIM0TEKA OHIANH" -
http://biblioclub.ru/index.php?page=main_ub_red

3. Hayunasi 3siekTpoHHasi oubauoreka - https://elibrary.ru/

4. ba3za nannbix Web of Science - http://webofscience.com/

5. ba3za nannbix Scopus - http://www.scopus.com

6. HaumonasibHasi 3JieKTpoHHasi 6ubanorexka - https://rusneb.ru/

7. 93BC "KoncyabstanT crygenra' - hitp://www.studentlibrary.ru/

8. ’Kypmuaa Science - https://www.sciencemag.org/

9. Dnexrponnas oudmoreka MOU (36 MOMH) - http://elib.mpei.ru/login.php

10. UudopmannonHo-cipaBouHas cucrema «Kongexc/Texakenepr» - Http:\\proinfosoft.ru;
http://docs.cntd.ru/

11. OrkpbITas yauBepcuTerckas nngopmanuonnas cucrema «POCCHUSA» -
https://uisrussia.msu.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECHEYEHHUE JUCHUITJIMHBI

Tun nomemennst Homep aynutopun, OcHamenne
HauMEHOBaHUue
Y4eOHble ayIuTOpUN H-204, YueOnas rapTa co CKaMbeM, CTOJI MPENOJaBaTeNs,
JUJIS1 IPOBEJICHUS ayIuTOpHUs cTyJ, TpuOyHa, T0CKa MEJIOBast, KOJOHKU
JIEKIIUOHHBIX 3aHATHH U 3BYKOBBIE, MYJbTUMEIUWHBIA POEKTOP,
TEKYIIEro KOHTPOJIA SKpaH
K-601, YucOnas 1apTa co CKaMbei, CTOJI MPENOJaBaTENs,
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ayIuTOpus

CTYyJI, TpUOYHa, JOCKa MEJIOBas,
MYJIbTUMEAUMHBIN IPOEKTOP, IKPAH

Y4eOHble ay1uTOpUn
JUTSL IPOBEJICHUS
MPAKTUYECKHUX 3aHSATHUH,
KP u KII

M-503, Yuebnas
naboparopus

"[IporpammHo-anmnaparHas

CPEJCTBA 3aIMUThI
nHpopmanun"

napra, CTOJI NpenoaBaTess, CTyJ, mKad
JUIsL XpaHEHUs1 UHBEHTapsl, KOMIIbIOTEPHAs
ceTh ¢ BbIX0JI0M B MIHTEpHeT, A0CKa
MapKepHasi, CEpBEP, KOMIIBIOTEP
MIEPCOHANIbHBIN, KOHIUITMOHED

VY4eOHble aynuTopun
Ul IPOBE/ICHUS
IIPOMEKYTOUHOU

aTTecTalluu

M-503, YuebHas
nabopaTopus
"IIporpaMMHoO-amnnaparHas
CpEICTBA 3aIIUThHI

napra, CTOJI MpEenoAaBaTes, CTyII, Kad
JUISL XpaHEHUsl UHBEHTaps, KOMIIbIOTEpHAS
ceTh ¢ BbIXoJ0M B MHTEpHET, M0CKa
MapKepHasi, CepBep, KOMIIbIOTEP

uHpopmanuu" IIEPCOHAJIBHBIN, KOHAUIMOHED
K-120, MamuHHbIH 3271 cepBep, KOHAUIMOHEP
MBI

Ilomentenus st
CaMOCTOSITEITbHOM
paboThI

HTBb-303, KomnbsroTepHbIit
YUTATBHBIN 3aJ1

CTOJI KOMIIBIOTEPHBIH, CTYJI, CTOJI
IIMCbMEHHBIN, BEIIAJIKA IS OEXKIbI,
KOMIIBIOTEpHAsI CETh C BBIXOJIOM B
HHTepHeT, KOMIIBIOTEDP IEPCOHAIBHBIN,
IIPUHTEP, KOHJUIMOHED

K-307, YuebHnas
naboparopust "OTKpbITOE
MIPOTrpaMMHOE
obecrieueHue"

CTOJI MIPENoIaBaTelis, CTOJ
KOMIBIOTEPHBIN, CTON YUeOHBIN, CTY,
BEIIAJIKa I OJSXK b, TYMOA,
KOMIIBIOTEPHAsS CETh C BBIXOJIOM B
HHTepHeT, MyJIbTUMEIUUHBIN IPOEKTOP,
JKpaH, J0CKa MapKepHas, cepBep,
KOMITBIOTEP MEPCOHATBHBIN, KOHIUIIUOHED

K-302, YuecOnas

CTOJI IIpeIrioaaBaTeiid, CTOJI

naboparopus KOMITBIOTEPHBIN, CTYJI, MyJIbTUMEIUIMHBINA
"NudopmaninoHHO- IIPOEKTOP, DKpaH, J0CKa MapKepHas,
AHAJIUTUYECKUE cepBep, KOMIIBIOTEP NIEPCOHAIIBHBIN,
TEXHOJIOTHH" KOHJIUIIHOHED
ITomemenus s M-503, Yuebnas napTa, CTOJ MpernoaaBaTeis, CTyl, mKag
KOHCYJIbTUPOBAHHUS naboparopus JUISl XpaHEHUsI HHBEHTaps, KOMIIbIOTEpHAs

"IIporpaMMHoO-amnnaparHas
CpeACTBa 3aIIUTHI
uHpopmanun"

CETh C BbIXOJOM B MIHTEpHET, 10CKa
MapKepHasi, cepBep, KOMIIbIOTEP
NIEPCOHAJIbHBIN, KOHTUITUOHED

TTomemenust misa
XpaHeHus
000pyI0BaHUS U
y4eOHOT0 MHBEHTaps

K-202/2, Cxnan xadgenpb
BUT

CTeJUIaXK JJIs XpaHEHUsl HHBEHTaps, CTOJ,
CTYI, WKad JUIg JOKYMEHTOB, IIKad 11
XpaHEHUs1 UHBEHTaps, TyMO0a, 3aracHbIe

KOMILIEKTYIOUIHE 1J1s1 000PYAOBaHUS
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IIpunoxenne A

BAJJIBHO-PEUTUHITOBAS CTPYKTYPA JIUCHOUILJIAHBI

TexHonoruu HpO&KTHBHOﬁ 3aIIUThI I/IH(bOpMaHI/IOHHI)IX CHCTCM

(Ha3BaHME AUCIMILIMHBI)

7 cemecTp

HepequL KOHTPOJIBHBIX MePOHpHﬂTHﬁ TEKYIIET0 KOHTPOJIA yCII€BAEMOCTH MO JUCHUIIJIMHE:

KM-1

KM-1

KM-2
KM-2

KM-3

KM-3

KM-3

KM-4
KM-4

[TpakTiKa mpUMEHEHUs TEXHOJIOTMH HACTPOIKHU 3alUIIEHHON BUPTYaIbHOU MalIMHbI
(JIaboparopuas paboTta)

Pa3paboTtka Mmozenu O6e3onacHocTH KoMnbloTepHO# cucteMsbl (Keiic (pemieHne KOHKpETHBIX
MIPOU3BOJICTBEHHBIX CUTYyaIUi))

Pa3paboTka 3BpHUCTHYECKHUX aITOPUTMOB C MMoMoIIbIo Yara (JJaboparopHas padota)
W3y4eHne TeXHOIOTHA SBPUCTHYECKOTO JICTCKTHPOBAHMSI M ITOBEJACHUECKOTO aHAIN3a B
KOHTpPOJIMpYeMOil n3onupoBanHoi cpeae Ha ocHoBe OC Windows (Otuer)

Pa3zpaboTka apXUTEKTYphl CHCTEMBI IIPOAKTUBHOM 3aIUThI B opranu3anuu (KoHTponsHas
pabora)

AHanu3 yrpo3 0e30MacHOCTH ¢ UCIIOJIb30BAHUEM TEXHOJIOTHH MPOAKTUBHOTO TTOKCKA,
oOHapyX eHHs COOBITUI B CETU U cOOpa COOBITHI ¢ KOHEUHBIX YCTpoiicTB Ha ocHOBe OC
Windows. (Otuer)

PazpaboTka KoppesImoHHBIX PaBWII Mpu ucnoyibzoBanuu SIEM cuctem (Otuer)
Pa3pabotka miana ocBegoMieHHOCTH 1o Bonpocam Ub (Otuer)

[TpakTuka uaterpamuu IDS/IPS B kommnbioTepHyto ceTh (Jlaboparopras padota)

Bujx npome:xyTo4HOI aTTecTanMu — 3a4€T C OLIEHKOM.

Howmep
pasnena

Hnanexc KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM- | KM-
Pasgen KM: 1 1 2 2 3 3 3 4 4

mucuuiuiiabel | Hemens 4 4 8 8 12 12 12 15 15
KM:

Bseneunue

11

Tema 1. Beenenue B
MIPOAKTUBHYIO 3AIUTY

HpoaKTI/IBHaH 3amuTa
KOHEUYHBIX YCTPOMCTB
(endpoint protection)

2.1

Tewma 2. Opranuzanus
MPOAKTUBHOM 3aIUTHI HA
0a3e 3amMTHBIX + +
MEXaHHU3MOB, BCTPOCHHBIX
B OC (Windows, Linux).

2.2

Tema 3. Texnomoruu
BHUPTYyaJIM3aIliM B 3a1a4ax + + +
MIPOAKTUBHOM 3aILUTHI.

2.3

Tema 4. TexHonOrUN
ABPUCTUYECKOTO
JETeKTUPOBAHUS U
MOBEJICHYECKOr0 aHAIN3a
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2.4

Tema 5. Pemenus kiracca
endpoint protection.

HpoaKTI/IBHaH 3almuTa
CETEBOI0 IIEpUMETPa
(network protection)

3.1

Tema 6. Texnonoruu
MOHHUTOPHHTA U
oOHapyXeHHsI COOBITUH B
CETH.

3.2

Tema 7. Beenenue B threat
hunting.

3.3

Tema 8. Texnomnorust
Threat Intelligence.

3.4

Tema 9. OcHOBBI
HOCTPOCHUS 3aLUIIEHHBIX
KOMITBIOTEPHBIX CETEH.

3.5

Tema 10. Pemtenns qisa
3aIUTHl KOMITBIOTEPHBIX
cereit

CoBeplIeHCTBOBAaHUE
MIPOAKTUBHOM 3aIlIUThI B
NC

4.1

Tema 11. [lepcriekTuBHBIE
TEXHOJIOTUH ITPOAKTUBHOMN
3aLUTHL.

4.2

Tema 12.
OpranuzanvoHHbIE MEPbI
POAKTHUBHOM 3allIUTHI.

Bec KM, %:

10

10

15

10

10

10

10

15

10
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