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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. I[IK-1 I'oToB oOecnieunBaTh 3aUUTy HHPOPMALIMHA B ABTOMATH3UPOBAHHBIX CHCTEMAaX B
IIPOLIECCE UX IKCIUTyaTalluu
[1K-1.1 AIMHUHUCTPHUPYET CHCTEMBI 3aIIUTHI HH()OPMAITUU aBTOMATH3UPOBAHHBIX CUCTEM

2. I1K-3 CniocobeH aTiMUHHCTPUPOBATH CPEACTBA 3AIIUTHI HHPOPMALUU B KOMITBIOTEPHBIX
CHCTEMaXx U CeTSIX
[1K-3.1 AAMHHUCTPUPYET MOJICUCTEMBI 3aIIUTHI HHPOPMAIIMU B ONEPAITMOHHBIX CUCTEMAX
[1K-3.3 AIMHHUCTPHUPYET CPEeACTBA 3aIUTHI HH(YOPMALIUH TPUKIIATHOTO U CUCTEMHOTO
POrPaMMHOTO O0CCTICUEHUS

N BKJIFOYACT:
AJIS TEKYIIEro KOHTPOJIA YCIIEBAEMOCTH

Dopma peanuzaruu: [Tucemennas pabota
1. KontponbHoe 3amanue 1; [Ipaktuueckoe 3ananue Ne 1; (KontponsHas pabota)
2. KontponbHoe 3aganue 2; [Ipaktuueckoe 3aganue Ne 2; (KonrponbsHas padorta)
3. Kontponbnoe 3ananue 3; [Ipaktuueckoe 3ananue Ne 3; (Konrponbhas paboTta)
4. Ipaktuyeckoe 3ananue Ne 4; [Ipaktudeckoe 3ananue Ne 5. (KontponbHas padorta)

BPC aucuunjanubl

5 ceMecTp
Beca KOHTpOIbHBIX MeponpusaTHil, %
Nunexc KM- | KM- | KM- | KM-
Paznen qucuumimHb KM: 1 5 3 4

Cpok KM: 4 8 12 15

BBenenue B ONCpallnOHHBIC CUCTCMBbI

Tema 1. Onpenenenue 1 OCHOBHbIE (PYHKIIMH ONEPALUMOHHBIX
cucreM. Knaccuduxanus onepaunoHHbix cucteM. Victopus +
pa3BUTHS ONEPAIIMOHHBIX CUCTEM

Tema 2. OCHOBHbBIE TOHATHUS ONEPALIMOHHBIX cucTeM. CTpyKTypa
ONEPaOHHONW CHCTEMBI

Tewma 3. @aitnossie cucteMbl. Daliiiel, kaTajgoru. Peanuszamnus

. . . +
daitnoBoii cucremsl. [Ipumeps! (aiinoBsix cucteM
BbruncnurensHble ceTu
Tema 4. Cetn. [IpoTokosbl 1 0cHOBBI paboThI B ceTu. CeTeBble +

ONncpanrnOHHbBIC CUCTCMBbI

OCHOBBI a/IMUHUCTPUPOBAHUS CEPBEPHBIX BEPCUN OTIEPAITMOHHBIX
cucreM ceMmeiricta Microsoft Windows




Tewma 5. OnepannonHbie cucTeMbl cemelicTBa Microsoft Windows +
Tema 6. AIMUHUCTPUPOBAHKE ONIEPAIMOHHBIX CHCTEM Ha IPUMEpe +
OC Microsoft Windows Server.
Tema 7. CeteBbie ciyx0b1 B OC Windows Server +
Tewma 8. Ciryx0a katanoroB Active Directory +
Tema 9. OcHOBHBIE TOHATHS 0€30MIACHOCTH ONEPALIIOHHBIX CUCTEM +
Y KOMITBIOTEPHBIX CETEH.

Bec KM: | 20 20 20 40

$O0611as yacte/[11s MPOMEXKYTOUHOM arTecTanuud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

L OL(EHOQHble cpedcmea onsa OUEHKU 3an/IAHUPOBAHHBIX pe3ylibmamoes oﬁyueﬂuﬂ no Oucuunﬂune, COOMHECECHHbIX C unduxamopamu

00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIIUH pe3ysbTaTel  00y4eHMsI IO
JUCIUILINHE
IK-1 IMK-1.1nk-1 YMeTs: [Ipaktuueckoe 3amanne Ne 4; [Ipaktuueckoe 3aganue Ne 5. (KontposnbHas
AIMUHUCTPUPYET CHUCTEMBI | IPUMEHSATH pabota)
3aIlUTHI uHpOpManuu | HHPOPMAITMOHHBIE
ABTOMATHU3UPOBAHHBIX TEXHOJIOTHH B CETH;
CUCTEM
I1K-3 ITK-3.1nk-3 3HaTh: KonTponbnoe 3ananue 2; [Ipaktuueckoe 3aganue Ne 2; (KontponpHas
AJIMUHHUCTpUPYET METO/bI YIPABJICHUS pabora)
MOJICUCTEMBI 3alUTHl | MApPIIPyTU3AIHEH KonTponbnoe 3ananue 3; [Ipaktuueckoe 3aganue Ne 3; (KontponpHas
uHpOpMaLUN B | ”HOPMALIMOHHBIX TIOTOKOB | paboTa)
OIIEpPAllMOHHBIX CUCTEMAX B JIOKQJIbHBIX CETSX,
OCHOBHBIE
UHPACTPYKTYPHBIE CETEBBIE
CITYyOBI U METO/IbI
yIpaBICHUSIMH UMH;
YMers:
UCIOJIb30BATh METO/IbI U
CpeJCTBAa MOHUTOPUHIA U
KOH(UTypUPOBaHUS CETEBBIX
CITyKO0 ¥ CHCTEM;
I1K-3 I1K-3.3mk-3 3HAaTh: KonTponbHoe 3ananue 1; Ilpaktnueckoe 3ananne Ne 1; (Kontponpnas
AJIMUHUCTPUPYET CpEACTBA | MOAEIHU U TOMOJIOTUN pabota)
3aIUTHI uHpOpMaLUU | HTHPOPMAITMOHHBIX CETEi; KonTtponsHoe 3ananue 2; [Ipaktuueckoe 3aganue Ne 2; (KontposibHas
MPUKIIAHOTO U CHCTEMHOTO | OCHOBBI O€30MTaCHOCTH pabora)
IIPOrPaMMHOT0 COBPEMEHHBIX [Ipaktruyeckoe 3ananue Ne 4; IIpaktuueckoe 3aganue Ne 5. (KonrponbHas
o0ecrnieyeHus MH(OPMALIMOHHBIX ceTel 1 | paboTa)




0a3oBasi dTaJOHHAs MOJIEIIb
MexnyHapoaHoit
OpraHM3aIfK CTaHIAPTOB
(monens OSI);

YMeTs:

MIPUMECHSTH CETCBBIC
MIPOrpaMMHBIC U
TEXHUYECKHE CPEICTBA
YIIPaBICHUS U
aIMUHUCTPUPOBAHMS
WH()OPMAITMOHHBIMHU CETSIMH;




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. KourpoasHoe 3ananne 1; [Ipaktudeckoe 3aganue Ne 1;

®opmbl peasuzanun. [TuceMennas padora

Tun KoHTpoIBHOr0 MeponpusaTus: KontponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 20

IIpouenypa npoBeaeHnsi KOHTPOJbLHOr0 MeponpusTus: [IpakTuyeckoe 3ausaTue

Kpartkoe conep:xanue 3a1anusi:
1. YuureiBas npuBeIEHHOE KOJUYECTBO XOCTOB U HAYaIbHYIO CETh, pa30UTh €€ Ha MOACETH IS
BBIJICJICHHS XOCTOB, UCIIOJIb3YysI MAKCUMaIBHO 3P (EKTUBHYIO MacKy. BeIauciuTh aapec cetu u
aZipec JOMeHa IMMPOKOBEIIATEIbHON PaCChUIKH.
W3navaneHas cetb: 192.168.0.0
KoanyectBo xocToB B KoHeuHbIX moacersx: 1000, 998, 543, 200, 135, 15, 1.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: MOJIETM U  TOIOJOTUHU 1. KakoBbI OCHOBHBIE ()YHKITUH CETEBOTO KOMMYyTaTopa?
MH(OPMAIIMOHHBIX CETEH;

OnucaHue MKAJbI OlleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evinoinenus 3Hanus: OueHKa "0TINYHO" BBICTaBISIETCS €CIIM 3aJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITIOJTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoaneHus snanua: OueHkKa "XopoIo" BbICTABIIAETCS ECIIN
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HANpPaBICHUE JUIsl pEICHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYIIECTBEHHO BHITIOJIHEHO

KM-2. KourpoJasHoe 3ananue 2; [Ipaktudeckoe 3aganue Ne 2;

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHOro Meponpusitusi: KontponsHas padora

Bec konTposbHoro meponpusitusi B BPC: 20

IIpoueaypa npoBeaeHHs KOHTPOJBLHOr0 MeponpusaTus: [Ipaktudyeckoe 3ansarue

KpaTkoe cogep:kanue 3a1aHus:
[Tpumep pacyera ceTu Ha 4 MOJCETH.
[Tycth ecth anpec cetu 192.168.1.0/24. Heo6xoaumo ceTh pa3faenuTh Ha 4 OJICETH.
B cootBerctBum ¢ Cisco-¢popmynoii 2n paccunTaeM CKOJIBKO HEOOOIMMO 3aHSITh OUT OT XOCTa:
22 = 4. Takum oOpa3om, peuKC MacKH CETH U3MEHsIeTCs Ha /26.
3anumieM azpeca 4 moJceTel, e «3aXBaueHHBI» OUT BbIIETECH >KUPHBIM LIPU(TOM:
1) 11000000.10101000.00000001.00000000;
2) 11000000.10101000.00000001.01000000;




3) 11000000.10101000.00000001.10000000;
4) 11000000.10101000.00000001.11000000.
Kak B mpenpiayiieM npumepe, BbIACICHA KUPHBIM IIPU(PTOM MOPLUS MOACETH, a 0e3

BBIACJICHUSA - ITIOPpOUA XOCTa:

1) 11000000.10101000.00000001.00000000 = 192.168.1.0/26;

2) 11000000.10101000.00000001.01000000 = 192.168.1.64/26;

3) 11000000.10101000.00000001.10000000 = 192.168.1.128/26

4) 11000000.10101000.00000001.11000000 = 192.168.1.192/26

Takum o06pa3om, ceTh pasjaeneHa Ha 4 nmojcetu. [Ipu 3ToM mopiust XocTa Ternepb COCTaBIseT 6
OuT, a, caeaoBaTeNbHO, 26 - 2 = 62 XOCTOB. BhinuineM cocTaBisomue aapeca s KaKI0i
IOJICETU B IBOMYHOM U JICCITUYHOM BHJIC:

11000000.10101000.00000001.00000000 = 192.168.1.0/26 (anpec ceTu nepBoOii MOACETH)
11000000.10101000.00000001.00111111 = 192.168.1.63/26 (mmpokoBemaTeILHbIN aapec

NEPBOM MOJICETH)

11000000.10101000.00000001.01000000 = 192.168.1.64/26 (anpec ceT BTOPOM MOIACETH)
11000000.10101000.00000001.01111111 = 192.168.1.127/26 (mpoKOBEIIATEIBHBIN aJpec

BTOPOM ITOJICETH )

11000000.10101000.00000001.10000000 = 192.168.1.128/26 (axpec ceTu TpeTheil MOACETH)
11000000.10101000.00000001.10111111 = 192.168.1.191/26 (mmpoxoBeaTSIbHBINA aIpec

TPETbEN MO/ICETH)

11000000.10101000.00000001.11000000 = 192.168.1.192/26 (ampec ceTn 4eTBEPTOI

MOJICETH)

11000000.10101000.00000001.11111111 = 192.168.1.255/26 (mupoKoBeIIaTeIIbHBIN aapec

4eTBEPTOI MOJCETH).

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HAaTh: METOABl  YIpaBJICHUSA
MapIIpyTHU3aLHuen

UHPOPMALIMOHHBIX  MOTOKOB B
JOKaJIbHBIX  CETSX, OCHOBHBIC
UHPPACTPYKTYpPHBIE CETEBbIE

CIIy’KObI U METO/bI YIpPaBIECHUSMU
VMU,

1.Ilepeuncnute OCHOBHBIE PEXHUMbI paOOThI
MapuipyTusaropa

3HaTh: OCHOBBI  0€30IacHOCTH
COBPEMEHHBIX HH(pOPMALMOHHBIX
ceteii u  0Oa3oBas  3TajOHHAas
MOJENb MexnyHapoaHou
OpraHu3ali CTaHIApTOB (MOJENb
OSl);

1.KakoBbl OCHOBHBIE (PYHKIIUN MapuIpyTusaropa’?

Onucanune MKAJbI OIICHUBAHUA:

Ouyenka: 5

Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku vtnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNe
BBHITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4

Huoicnuii nopoz evinonnenus sadanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evlnoanerus 3Hanus: OEeHKa "X0opoIIo" BEICTaBISETCS €CITN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4




Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. S0

Onucanue xapaxmepucmuxu evinoaneHus snanus: OueHka "y10BIEeTBOPUTENIBHO" BBICTABIIAETCS

€CJIM 3aJaHUEC IPEUMYIICCTBCHHO BBIIIOJITHEHO

KM-3. KourpoJsbHoe 3ananue 3; [Ipakruyeckoe 3aganue Ne 3;

®opmbl peanauzanuu: [luceMennas padora

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpoBbHOr0 Meponpustusi B BPC: 20

IIpouenypa npoBeaeHns KOHTPOJBLHOI0 MeponpuaTHsa: [IpakTuyeckoe 3ananue

KpaTlcoe CodcpiKaHUuE 3alaHUA:

3anava ynpaBiieHUs JOCTYIIOM SIBJISIETCS BECbMa Ba)KHOM MPOOIEMOH, peliath KOTOPYIO
NPUXOIUTCS aIMUHUCTpaTopy ceTh. [Ipu 3ToM HE0OX0IMMO TPETyCMOTPETh:

- OTpaHUYEHUE JOCTYIIa K CepPBEPY;

- 3aIpeT Ha JOCTYN K HEKOTOPBIM CETEBBIM peCypcaM U CEpBHUCaM, HAIPUMED 3alpeleHHbIM
WHTEpHET-caiiTaM;

- pa3rpaHu4eHUE [IpaB M0JIb30BaTENEH.

Jlannast 3a1aya perraeTcs HacCTPOHKOl cnuckoB ynpaiaenus gocrynom (ACL — Access
Control List) — Tabuii, KOTOpBIE OMPEACIIAIOT, KAKUE OTIepallii MOYKHO COBEPIIATh HAJ TEM
WM UHBIM CETE€BBIM KOMIIOHEHTOM.

B cymuoctn ACL — 310 MuHH-(aiipBoILIE], GUIbTpYIOUIHE TpadUK, HAPABIEHHBIN K XOCTY,
OT XOCTa, K TOJICETH WU OT MOJICETH.

ACL — monisbIil nHCTpYMEHT ynpasieHus Tpadgukom. C UX MOMOIIBI0 MOKHO 00€301MacuTh
CEeTh, OTPAaHUYUTH 00BEM TpaduKa, pa3rpaHUUHTh MOJIb30BaTeNeH Mo npaBaM. Hayio numb
YMETh UX MPABWIHHO MPUMEHSTD.

WTak, ciucKu yrpaBlieHUs JOCTYIIOM ObIBAIOT:

1. Crangaprasie (Standard ACLs), no3Bosisitomire GuiabTpoBaTh TpadUK TOIBKO IO aApecy
oTnpaBuTeNs (IpaBuiia CHHTaKCUCa), B KOTOPOM OTpaxéEH muiib [P-aapec ycrpoiicTsa, ¢
KOTOPOTO JIOJIKEH (PUIIBTPOBATHCS MOTOK JAaHHBIX.

router(conf)# access-list <1-99> <permit | deny | remark> source [source-wildcard]
IIpumep

router(conf)# access-list 10 permit 192.168.0.0 0.0.0.255

N3 npumepa BuaHO, uTo 11000i ACL nmeer cTporyio CTpykTypy. Y HEro ecTb HIeHTH(PUKATOP
(B nanHOM npumepe — 10), KoTopslil mo3BoJIsAET ocyecTBUTh NpuBsI3ky ACL k ycTpolicTBy;
IPaBUJIO, KOTOPOE OTIpeieiieT NeHCTBHS ¢ TpahuKOM (B JTaHHOM IpUMepe «permit -
pa3pennTb») U, COOCTBEHHO, aJpec OTHPABUTEIS, C KOTOPOTO OBLT OTHPABJICH MaKeT JaHHBIX.
Pabotaet 3T0 ciemyromum o6pazom: eciu Tpaduk npuén u3 cetu 192.168.0.0/24, To,
PYKOBOJICTBYSICh CIIUCKOM JIOCTyTa Mo, HomMepoM 10, OH mporyckaercs.

Ilpumeuanue: B CHHTaKCUCe cTaHAApTHBIX Access-lists ucnonabp3yercs oOpaTHas Macka —
wildcard tumna 0.0.0.255. Eit Oyaer cooTBeTcTBOBaTh IMpsiMasi Macka - 255.255.255.0.

Bcraer Bompoc: Uto aenath ¢ TpadhuKoM, KOTOPBIA HE TIONAAET MO 3TO MPABHIIO?

Jist aToro B koHIe mo6oro ACL cymiecTByeT «HessBHOe» (aHTII. «implicity) npaBuiio oropoca
BCETO OCTAJIBHOTO TpaduKa. ITO 03HAYAET, YTO JIFOOOW OTOK JTAHHBIX, TIONAIAI0IIHIA IO
JieiicTBUE CTIMCKa YIpaBiIeHHs JocTynoM ¢ HomepoM 10 u He ucxoaut u3 cet 192.168.0.0/24,
OyneT oTOpoIIeH.

Ortcrona BeITeKaeT apyroit Bonpoc: Kak onpenenuts nonazgaet v Tpaduk nox neiicrsue ACL?
J71s1 5TOro CUCKM yIpaBIIEHUs TOCTYIIOM IPUBA3BIBAIOTCA K HHTep(eiicam. [Iporncxoaut 310
IIPY IOMOIII KOMAaH/IbI CBSI3KU:

router(conf-if)# ip access-group <1-99> <in | out>



IIpumep
router(conf-if)# ip access-group 10 in

Kak BuHO U3 npumepa, HacTpolKa IPOUCXOIUT U3 peKUMa KOHGUrypaiuu narepgeiica
(conf-if) u ACL 6yner umeth umsi Access-group.

Kpome onpenenenust Toro, Ha KakoM IOPTY YCTPOMCTBA IPUMEHSIETCS CIIUCOK YIPABJICHUS
JOCTYIIOM, HEOOXOIMMO yKa3aTh HalpaBJIeHue, B KOTOPOM Tpaduk OyneT pumbTpoBathes (Ha
BXOJ] UJIM Ha BBIXOJ).

Jns crangaptabeix ACL mMeeT CMBICT CTaBUTh PEXKUM «HA BXO/», TaK Kak (GUIbTpanus
ocylecTBisieTcs, ucxons u3 IP-agpeca ornpasuresns.

[To6ounsm 3¢ dexrom sBisieTcs To, uro Takue ACL cTaBsATCS KaK MOXKHO OJIMXKE K IMTYHKTY
Ha3HAYEHUsl, YTOObI OXBATUTH BECh IOTOK Tpa(uKa U HE OT(GUIBTPOBBIBATH HYKHBIN TpaduK,
UAYIIUH 110 IPYTUM HalpaBJICHUSM Yepe3 TOT )K€ MapILIpyTU3aTop.

KoHTposibHbIe BONPOCHI/3aJaHUA:

YMeTh: HCIIOIB30BAaTh METOABI U 1. I'ne nyumie ctaBuTh ctannaptabiii ACL?
CpeacTBa MOHHUTOPHUHIA u
KOH(UTYpUPOBAHUS CETEBBIX
CITY’XO0 M CHCTEM;

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 70
Onucanue xapakmepucmuxu evinoinerus 3Hanus: O1neHKa "OTINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evlnoinerus 3Hanus: OLeHKa "X0opoIIo" BICTaBISETCS €CITN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABJICHHE [Tl PEIICHUS 3a/1a4

Oyenka: 3
Huosienuii nopoe sevinonnenus 3adanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinoanenus snanus: OueHka "yIoBIeTBOPUTENBHO" BBICTABIISETCS
€CIIU 3a/laHue NMPEUMYILECTBEHHO BHITIOJIHEHO

KM-4. IIpakTnuyeckoe 3axanne Ne 4; [Ipakrtuyeckoe 3axanmne Ne S.

®opmbl peanusanuu: [luceMenHas padora

Tun koHTpobHOrO MeponpusTus: KourponsHas pabora

Bec koHTpObHOrO Meponpusitusi B BPC: 40

IIpouenypa npoBeaeHnsi KOHTPOJILHOr0 MeponpusaTus: [IpakTuyeckoe 3aanue

Kparkoe conepxxanue 3aganus:
3anaya ynpaBieHUs JOCTYIIOM SIBIISIETCS BECbMa BayKHOM MPOOIeMOH, periaTh KOTOPYIO
NPUXOJUTCS aIMUHUCTpaTopy ceTh. [Ipu 3ToM HE0OX0MMO MPEeTyCMOTPETh:
- OTpaHUYEHUE JOCTYIa K CEpPBEPY;
- 3aIPeT Ha JIOCTYIl K HEKOTOPBIM CETEBBIM PECYpCaM U CEPBUCAM, HAIPUMEP 3aNpPEIICHHBIM
WHTEpHET-calTam;
- pasrpaHu4eHHe MpPaB MOJIb30BATEIEH.
JlanHas 3a1aua pemaercst HaCTpOMKoN cnuckoB ynpasjenus pocrynom (ACL — Access
Control List) — Tabuuii, KOTOpBIE OMPELIIAIOT, KAKUE ONIepaIlii MOKHO COBEPILATh HAJl TEM
WJIM UHBIM CET€BBIM KOMIIOHEHTOM.
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B cymnoct ACL — 310 MuHHU-(aiipBOILIBI, GUIbTpYIOLIHE TpadUK, HAPaBIEHHBIN K XOCTY,
OT XOCTa, K TOJICETH WU OT MOJICETH.

ACL — mouisbIil UHCTPYMEHT ynpasieHus Tpadpukom. C UX MOMOIIBI0 MOKHO 00€301MacuTh
CEeTh, OTPAaHUYUTH 00BeM TpaduKa, pa3rpaHUUHTh [10JIb30BaTeNeH no npasaM. Hayno numib
YMCTb UX NPABUJIBHO ITPUMCHSATD.

Wtak, cnucku ynpaBlieHUs JOCTYIIOM ObIBAIOT:

1. Craugapruasie (Standard ACLs), mo3Bossiromuye GuibTpoBaTh TpaduK TOIBKO 1O aApecy
oTnpaBuTes (IpaBuiia CMHTaKCUCa), B KOTOPOM oTpaxéEH nuiib [P-aapec ycrpoiicTsa, ¢
KOTOPOTO JTOJDKEH (PUIIBTPOBATHCS MOTOK JAHHBIX.

router(conf)# access-list <1-99> <permit | deny | remark> source [source-wildcard]
IIpumep

router(conf)# access-list 10 permit 192.168.0.0 0.0.0.255

W3 npumepa BusiHO, uTo 1100601 ACL UMEET CTpOryIo CTPYKTYpy. Y HEro €CTh HACHTH(PUKATOD
(B nanHOM npumepe — 10), koTopslii To3BoJIsAET ocymecTBUTh NpuBsI3ky ACL k ycTpolicTBy;
MIPaBHUIIO, KOTOPOE OIpeeNsieT JeHCTBUS ¢ TpaduKoOM (B JaHHOM MpUMepe «permit -
pa3peunTb») U, COOCTBEHHO, apec OTHPABUTEIIS, C KOTOPOTO ObLI OTHPABJICH MAKEeT JaHHBIX.
PaGoraet 310 cnegyromum odpazom: eciu Tpaduk npuimén uz cetu 192.168.0.0/24, to,
PYKOBOJICTBYSCH CIIHCKOM JIOCTyIa o HomepoMm 10, oH mporyckaercsi.

Ilpumeuanue: B CHHTaKCUCE CTaHIAPTHBIX Access-lists ucronp3yeTcst oOpaTHas Macka —
wildcard tuna 0.0.0.255. Eit Oyner cooTBeTcTBOBaTH MpsiMasi Macka - 255.255.255.0.

Bcraet Bonpoc: Uto aenath ¢ TpaguKoM, KOTOPBIM HE MOMAagaeT Mo 3TO MPaBUiIo?

Jlyist aToro B koHIte ro6oro ACL cymectByet «HesBHOS» (aHTII. «implicit») mpaBmiio oTopoca
BCEro OCTaJIbHOTO TpaduKka. ITO 03HAYAET, UTO JIF0OO0H MOTOK NaHHBIX, MONAAAIOIINUN 0T
JEHCTBHUE CIMCKA YIIPABICHUS JOCTYIIOM ¢ HoMepoM 10 u He ucxoaut u3 cetu 192.168.0.0/24,
Oyznet oTOpoIiIeH.

Ortcrona BeITeKaeT Apyroi Bompoc: Kak onpenenuts monamaer jau Tpaduk mox aeiicrsue ACL?
J171st 5TOTO CIIMCKM yIpaBIEHUS TOCTYIIOM MPUBS3bIBalOTCA K mHTepdeiicam. [Iponcxoaut »to
IIPH IIOMOIIT KOMAH/TbI CBSI3KH:

router(conf-if)# ip access-group <1-99> <in | out>

IIpumep

router(conf-if)# ip access-group 10 in

Kak BuHO U3 mpuMepa, HacTpoiKa MPOUCXOIUT U3 pekuMa KOH(pUrypanuu uarepgeiica
(conf-if) u ACL 6yner umeth umst Access-group.

Kpome onpenenenns Toro, Ha KaKOM IOPTY yCTPOMCTBA MPUMEHSETCS CIIUCOK YITPaBJICHUS
JIOCTYIIOM, HEOOXOMMO yKa3aTh HamlpaBieHUE, B KOTOpOM Tpaduk OyneT puibTpoBaThes (Ha
BXOJI WJIX Ha BBIXON).

Jnsa cranpaptHeix ACL iMeeT cMBICT CTaBUTh PEXXHUM «Ha BXO/», TaK KakK (GUIbTpanus
ocyuecTBiseTcs, ucxons u3 [P-anpeca ornpasurens.

[ToGounbIM 3(ppexTom sBnsercs To, uTo Takue ACL cTraBaTca Kak MOXKHO OJIMKe K TyHKTY
Ha3HAYEHUs, YTOObI OXBATUTH BECh MOTOK TpaduKa U He OTPUIBTPOBBIBATH HYKHBIN Tpaduk,
UAYIIMH 110 IPYTUM HalpaBiISHUSIM Yepe3 TOT K€ MapLIpyTH3aTop.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

MPOTPAMMHBIE U TEXHUYECKHUE
cpencTBa YIpaBJICHUS "

YMers: IIPUMEHSATD 1. KakoB cunTakcuc komanzs! Ping?
MH(OPMAaLlMOHHBIE TEXHOJIOTUH B

CeTH;

YMers: IIPUMEHSATH CETEBBIE 1.Kakue napamerpsl MokHO niepenasats B EACL
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aIMUHUCTPUPOBAHUS
UH(POPMALIMOHHBIMH CETSIMU;

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WIIH BBITIOJHEHO MPEHMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapaxmepucmuxu evlnonenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIu
OOJIBITMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHKa "yI0BIeTBOPUTEIHLHO" BHICTABIISETCS
€CITH 3aJIaHUE MMPSUMYIIIECTBEHHO BBITIOJHEHO
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COJIEP)KAHUE OLIEHOYHBIX CPEJICTB IPOMEXYTOYHOM ATTECTAIIUA

5 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

3K3AMEHAIIMOHHBII BUJIET Nel 33;’:655;’60[;%

HIY ani;?:ggjeuﬁBesonacnocmu U UHGOPMAYUOHHBIX 41O, Heecrui

M>BHU . Ilpomoxon HMK UDF
JuciMiuinHa — «AJMUHHCTPUPOBAHHE CUCTEM U CETEH» o
NHKeHepHO-IKOHOMUYEeCKUIl HHCTUTYT B

1. Yro Takoe ceTh? Pu3MUECKHE KOMIIOHEHTHI CETH.

2. Araku Ha KOMMyTaTOpbI. [IpUHIMIT TpOBEICHNUS aTaK U CIIOCOOBI 3aIIUTHI.

3. YuwnTeiBas NpUBEAEHHOE KOJIMYECTBO XOCTOB U HAYAIBHYIO CE€Th, pa30UTh €€ Ha IMOICETH IS
BBIJIETICHHS XOCTOB, UCIIONB3YSI MAKCUMaIbHO dPPEKTUBHYIO MacKy. BEIUHCITUTE agpec CeTH U ajipec
JIOMEHA IIUPOKOBEMIATETFHON PACCHUTKH.

W3navansHas cethb: 192.168.0.0

KommaectBo Xx0cTOB B KoHEeUHBIX IToaceTax: 1000, 998, 543, 200, 135, 15, 1.

IIpoueaypa npoBenenust
[TucemenHas ¢popma mo ouneTy

L. Ilepeuens Komnemenyuit/uHOUKaAMOpPoO8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbHANO8
0CGOCHUA OUCUUNIUHDL

1. Komnerenumnss/Muankarop: 11K-1.1nk-1 AIMUHHCTPUPYET CUCTEMBI 3allIUThl HH(OpMALIUN
ABTOMATHU3UPOBAHHBIX CUCTEM

Bonpocsl, 3aganus
1.9r1o Takoe ceTs?
2.®Pu3nyecKre U JIOTHYECKUE TOMOJIOTUN CETH
3.Mogens OSI. XapakTepucTtuka, 001acTh IPUMEHEHUS.
4. Konnuzuu tpaduka. OnucaHue, METO/Ibl 3aIUTHI
5.CteikoBOYHBIE ceTH. [ToHsATHE U 00J1aCTh TPUMEHEHHUS.
6.TpaOnuyTHHr B MapUIpyTH3aluu: IPUMEPHI IPOOJIEM U UX pellIeHue
7. Tpabmmytunr B Mapupytuzauuu. [Ipuanun pabots! npotokonos Ping u Traceroute.

MarepuaJbl 1Jisl IPOBEPKH OCTATOYHBIX 3HAHUI

1. Yo nenaer Imnamuueckuii NAT?
Bepwnsriit orBet: JInnamudeckuit NAT oToOpakaeT HaOOp YaCTHBIX aJ[peCOB Ha HEKOE
MHOKeCTBO myOonn4HbIX [P-agpecos. Eciu yucio okaabHBIX XOCTOB HE MPEBHIIIAET
YHCIIO UMEIOIIUXCS MMYOJINYHBIX a/IpeCcOB, KaXXA0MY JIOKAJIbHOMY ajjpecy Oyaer
rapaHTUPOBATHCS COOTBETCTBUE IMMYOIUYHOTO aapeca. B mpoTUBHOM ciydae, YUCIIO
XOCTOB, KOTOPBIE MOTYT OJTHOBPEMEHHO TOJIYYUTh JIOCTYIT BO BHEIIHHUE CETH, Oy1eT
OTPAaHUYEHO KOJMYECTBOM ITYOINYHBIX aJ[PECOB.

2./1nst yero HyxHa TexHojoruss PAT

13




Bepusriit otet: s perienus Takoi 3aaaun cymiectByet Texnonorust PAT (Port Address
Translation, Tpancsiius nopt-aapec). Muorna ee nHaspiBatoT NAT overload unmu NATPT.
Texnonorus PAT npuMmeHnrMa B citydae, €CJIM YUCJIO0 aKTUBHBIX YCTPOICTB MPEBbIIIAET
YUCJIO BBIJICJIICHHBIX aipecoB. [Ipu 3TOM aJis TOCTyIIa B MHTEPHET OYy/IeT UCIIOJIh30BaH
OJIMH aJipec + MOPT, KOTOPBIH JIsl KAXKIOTO XOCTA JOKAILHOW CeTH OYAeT OTINYAThCS.
[Tpumep: Ham Beinenennsriii [P - 11.0.0.2. Heo6xonumo, 94T00bI OAHOBPEMEHHO
HNuTtepuerom nosib30BaIUCh XOCTHI ¢ afapecamu: 192.168.0.11, 192.168.0.12, 192.168.0.13,
192.168.0.14. B aToM citydae KaXKIablii U3 HUX OyAET BBIXOAUTH B TJIOOAIBHYIO CETh, UMES
CJIEIYIOLIYIO IPUBS3KY aApec+miopT

2. Komnerenuust/Uugukarop: [1K-3.1nk-3 AIMUHHCTPUPYET MOACUCTEMBI 3aIIMTHl HH()OpMAITUN
B OINIEPALIMOHHBIX CHCTEMaX

Bomnpocel, 3axanus
1.Knaccudukamus cereit nepeaauu TaHHbIX. [IOHATHS «KOMMYTaTOp», «<KOMMYTAIUs», HX
o0I1as XapakTepucCTUKa.
2.Pa3BuTHe TEXHOIOTUI KOMMYTAIuU. Xa0bl, MOCTBI, KOMMYTaToOpbl. O0mIas XapakTepUCTHKA.
3.IIponecc kommyTaluu nakeToB BHyTpH ceTH. [llupokoBemarensHas paccouika 1 ARP-
3aIPOCHI.
4.Texuonorust DNS. Ilpunuun paGoTsl.
S.IMonstre mapuipytusanuu. [Iponecc MappyTu3anuy MakeToB

Marepuaibl 1151 NPOBEPKH OCTATOYHBIX 3HAHUH

1.Yro Takoe cnuckoB ynpaiaenus goctynom (ACL — Access Control List)
BepHbiii oTBet: criuckoB ympasienus goctynom (ACL — Access Control List) — ta6ui,
KOTOPBIE ONPEACIISAIOT, KAKHE ONepalii MOXKHO COBEPIIATh HAl TEM WJIM UHBIM CETEBBIM
KOMITOHEHTOM.

2.YT0 Takoe pacHIMpeHHbIEC CIIUCKH YIIPABIEHUS JOCTYIIOM?
Bepublit oTBeT: PacimmpenHble CIMCKH yIIpaBJIeHUs TOCTYTIOM — 3TO OoJiee THOKHA
WHCTPYMEHT yrpasieHus. Kpome aapeca oTmpaBuTens, OHH MOTYT COZEpPKaTh B ceOe
IIPOTOKOJ, TOPT MWIIK/U ajipec noiaydarens. COOTBETCTBEHHO, MX (YHKIIMOHAJ ropa3zio
Ooraue, a crucoK (GyHKIUN — HIUpE.

3. Komnerenuus/Muaukarop: 11K-3.3nk-3 AAMUHUCTPUPYET CpeACTBa 3aIUThHI HHPOPMALIUU
MPUKIIATHOTO U CUCTEMHOI'O TPOrPaMMHOT0 OOecTieueHus

Bomnpocel, 3axanus
1.CtpyxTypa xaapa 802.3. OOuiast xapakTeprucTuKa HanojJHeHus kaapa tuna Ethernet.
2.Iletnu koMMyTanuu. Y ClOBHsI BOSHUKHOBEHHUS U CIIOCOOBI OOPHOBI ¢ METISAMH.
3. lynnekcHas iepenada gaHHbIX. [ToHATHS TOMy- 1 IOJHOTO ayriekca. Oomas
XapaKTepUCTHKa, 0071aCTh MPUMEHEHUS.

Martepuaibl 1151 NPOBEPKH OCTATOYHBIX 3HAHUM

1.Yto Takoe Tabnuua mapmpyruzanuu (Routing Table)
Bepnpsiii otBet: Tabnuua mapurpyrusanuu (Routing Table) — aTo Habop 3anuceii,
COJIep KAl BAPUAHTHI JOCTHXKEHHS TOM MIM MHOM MOJACETH MPH ITOMOIIM U3BECTHOTO
MyTH.

2.Yto conepxuT B cebe Tabnuia MappyTH3auu
Bepnsriit orBeT: O0BIYHO, TA0IMIIA MAPIIPYTU3AIIMN COICPKUT B ceOe: ® 0003HAUCHNE
MIPOTOKOJIA, 10 KoTopoMy ObLT ostyueH MapuipyT (R, C, S); eceTs, 10 KOTOpOi U3BECTEH
myTh ¢ ykazanuem Macku (172.16.0.0/16); eaapec cneayromero xomna (yCTpOMCTBa, Yepes
KOTOpOE TOiIeT TpaduK JUIs JOCTHIKEHHSI YKa3aHHOW CeTH Ha3Ha4YeHus — Via
209.165.200.1); ® unrtepdeiic (puznueckuit NopT), 4epe3 KOTOPBIA OYIET OTIpaBIIeH
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tpaduk (Seriall/0); eagmunuctpaTuBHOe paccrosinue (Administrative distance, 1iena
MapmipyTa) u metpuka (120/1).

3.IlpeumyiecTBa CTaTHYECKON MapIIpyTU3aLUN
Bepwusiii otBet: [IpenMymiecTBa cTaTHYECKOM MapIIpyTH3allui: ® MUHUMAJIbHBIE 3aTPAThI
mporeccopa v MaMsTH; ® OTCYTCTBHE HArPY3KH Ha JIMHUIO CBSI3U Ha OOHOBIICHUS MEXKIY
MapIIpyTH3aTOPaMu; @ IeTAILHBIN KOHTPOJIb MapiIpyTusanun Tpapuka. Henocratku
CTaTUYECKOI MapIIpyTH3alUU: ® HACTPONKHN U3MEHSIOTCS TOJIBKO BPYUHYIO; ®HET
JIMHAMHYECKOH 0TKa30yCTOMUMBOCTH €CIIM KaKOH-TMO0 KaHaJ CBS3U MEPECTaHeT paboTaTh;
®HE NMPAKTHUYHO JJIs1 OOJIBIINX CETEH.

II. Onucanue wikanvl oueHuBanus

Ouyenxa: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 10
Onucanue xapakxmepucmuxu 8vlnoiHeHus 3Hanus: PaboTta BeIOJIHEHA B paMKaX "TIPOJIBHHYTOrO"
ypoBHs. OTBETHI JaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouyenka: 4
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu eblnoaineHus 3nanus: PaboTa BeinmojiHeHa B pamkax "0a3oBoro"
YPOBHS. BOJIBIIMHCTBO OTBETOB JJaHbI BEpHO. B uacTu MaTepuaiia ecth He3HAUUTEIbHBIC
HEJOCTaTKH

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu vinoineHus sHanus: Pabora BeIONIHEHA B paMKax "moporooro"”
ypoBHsi. OCHOBHAs 4aCcTh 3aJJaHUs BBITIOJIHEHA BEPHO. Ha BOTIPOCHI YTIIIYOJICHHOTO YPOBHS

1I1. IIpasuna évicmaenenus umo2o60i OUeHKU no Kypcy
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