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OHNEHOYHBIE MATEPHAJIBI PA3PABOTAUJI:

MoanucaHo 3NeKTPOHHON nognuckio $TEOY BO «HUY «M3IU»

Ceefenua o Bragensue L3N M3aKn

Bnageney EsTeeB bB.B.
HpeHOI[aBaTeJIL WaeHTuduraTop Rbb7ca24a-YevteevBV-e22a6fbb BB. EBTeeB
(1OIKHOCTB) (moxnuce) (pacuudpoBka
TTO/ITUCH)
COI'TIACOBAHO:
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
PyKOBOI[HTeHB w A (EPQ,LLEHMS-I [s] Brﬂuennue uan man
00pa3oBaTeIbHOI Tmperan Baporos O.P.
IIPOTPAMMBI Vaermndvatop R90d76356-BaronovOR-7bfafd7e O.P. baponoB
(IOJDKHOCTD, YUeHas CTEHCHb, YICHOE (mozucs) (pacuudpoBka
3BaHHE) TIO/ITUCH)
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
w CeepeHuna o snagensue U3MN M3K
3aBeHyIOH-IHH Bnageney HeBckui A.HO. A.IO. o
BBINYCKAIOIIEH Kadeapbl MaeArngrarop RAbc65573-NevskyAY-0b6e493d Hesckuit
(IOJDKHOCTD, YUeHas CTENeHb, YICHOe (mozrucs) (pacmudpoBka
3BaHHE) TIO/ITUCH)



OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-9 crioco6eH MpUMEHSITh CpeICTBA KpUNTOIPAPUIECKON M TEXHUUECKON 3aIIUThHI
uH(OpPMAaLIUK 7S peIIeHHs 3a/1a4 TPOo(pECCUOHATBHON AEATEIbHOCTH
NJI-1 HactpauBaeT nporpaMMHbIe U anmapaTHbIEe CPECTBA MOCTPOSHUS KOMIIBIOTEPHBIX
CeTel, CIOB3YIOIUX KPUITOrpaprUuECKyI0 3alUTy HH(OpMaIH

N BKJIFOYACT:
AJIS TEKYIEro KOHTPOJIA YCIIEBAEMOCTH

dopma peanuzanuu: 3anura 3a1aHus
1. 3amuTa nomarHero 3ananus «/lemmdpoanue kraccndeckux mudppoy (Jomamraee
3aJIaHHE)
2. 3amuTa pedepara (Pedepar)

Dopma peanuszauuu: [TucbmenHas padora
1. KonTponbhas padora Nel «CruMMeTpUUHbIE U aCUMMETPUYHBIE KPUIITOCUCTEMBI»
(KonTpoawpHas pabora)
2. Kontponbnas padora Ne2. «Kpunrorpadudeckne mpoTOKOIbI, XAI-(PyHKINU 1
aekTpoHHbIe ToAnuck» (KoHTposibHas paboTa)

BPC nucuuminHbl

5 ceMecTp
Beca KOHTpOJIBHBIX MEPONIPUATHI, %o
Paszpen nucnurnimmHbl ke KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpox KM: 4 8 12 15
OcHOBBI KpUNTOrpapuuecKoi 3amThl HHPOpMALUN
Mecto kpunrorpaduueckoii 3auTel HHOOPMAIUU B 00€CTICUCHUN + +
UH(POPMALIMOHHOM 6€30MTaCHOCTH
Tema 1. OcHOBHBIE OHATHUS KPUNTOrpahUUECKOM 3alIUThI + +
uHpopManuu
Tema 2. OcHOBBI KpUNTOrpadpuIecKuX METOI0B 3aIIUThI + +
uHpopManuu
CHUMMeTpHYHbIE U ACUMMETPUYHbIE KPUIITOCUCTEMBI, CPEJICTBA UX
pean3anuu
Tema 3. CummeTpuyHble 6J104HbIE U PHI + +
Tema 4. TloTounsie mudpsl + +




Tema 5. KoH1lenuusi KpUNTOCUCTEM C OTKPBITHIMU KIIFOYaMU U €€

peanu3anys Ha 6a3e MOIYISIpHON apu(METHKH U SIUTUIITHYECKUX + +

KPUBBIX

Tema 6. HopMaTuBHO-TIPaBOBBIE aKThl KPUNTOTPpahUIECKOM + +

3alIUThl HH(OpMALUU

Kpunrorpaduueckue mpoToKOIbl, X31I-(QYHKIIUH, HIEKTPOHHBIE

IIOJIIUCH CPEACTBA UX pealn3aluu

Tema 7. Kpunrorpadudeckue mpOTOKOJIBI + +

Tema 8. Xomi-QpyHKIMH U AIEKTPOHHBIC TIOITUCH + +
Bec KM: | 25 25 25 25

$O6m1as yacts//IJ1s1 MPOMEKYTOYHON aTTecTauud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunekc
KOMIIETEHIINHU

Nunukarop

3armIaHupOBaHHbIE
pe3yiabTaThl OOyYEHHsS IO
JUCHUTIIINHE

KOHTpOJ’IBHaﬂ TOYKa

OIIK-9

W/I-1omnk-9 HacrpauBaer
pOrpaMMHBIE u
arrnapaTHbIC cpencTBa
HOCTPOEHHSI KOMIIBIOTEPHBIX
ceren, HCIIOJIB3YIOIIUX
KPHUIITOTpapUIECKYIO

3aIUTy HHHOPMAIHH

3HaTh:

METOJIbI 00eCTICUCHHUS
KOH(PHUACHIIMAIBHOCTH,
LIEJIOCTHOCTH MH(pOpMAIINH,
MOJITMHHOCTH CTOPOH
HH(POPMAITHOHHOTO
B3aHUMOJICHCTBHUS,
HEBO3MOKHOCTH OTKa3a OT
aBTOPCTBA,
HEOTCJIC)KUBAEMOCTH
TIPUHITUTIBI TTOCTPOCHHUS
COBPEMEHHBIX
KPUIITOCUCTEM U
KPUINITOITPOTOKOJIOB
YMeTh:

MIPUMEHATHh METO/IbI
obecrnieueHUs
KOH(UIEHINATEHOCTH,
IIEJIOCTHOCTH,
MOATBEPKICHUS
MTOJITTMHHOCTH,
HEBO3MOKHOCTH OTKa3a OT
aBTOPCTBA,
HEOTCIIC)KUBAEMOCTHU
WCTIOJIH30BaTh MPUHITUTIBI

3amTa JoMamHero 3ananus «JlemmdpoBanne KI1acCHUecKuX mMuQpoB»
(TomamHee 3a1aHue)

KonTponbnas padora Nel «CuMMeTpUUHbIE U aCUMMETPUYHBIE
kpunrocucteMb» (KoHTposibHas paboTa)

Kontponsnas padora Ne2. «Kpunrorpadudeckne mpoTOKOIbI, X1~
GbyHKIUY ¥ 1eKTpoHHBIe oanucu» (KontponbHas padorta)

3ammurta pedepara (Pedepar)




MOCTPOSHHSI COBPEMEHHBIX
KPUITOCUCTEM U
KPUNTOIPOTOKOJIOB
(GbopMynMpoBaTh U pelaTh
3aJ1a4u TIOCTPOCHUS
3alUIIEHHbBIX
npodeccuoHaIbHO-
OPHEHTUPOBAHHbIX
aBTOMAaTH3UPOBAHHBIX
CHCTEM C UCIOJIb30BAHUEM
KpUNTOrpapUUeCcKux
METOJIOB




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus

KM-1. 3amura nomamnero 3aganus «JlemudpoBanue kjiaccuyeckux mugpos»

®opMbl peaau3anmnu: 3aiuTa 3a1aHus

Tun KOHTPOJIBLHOr0 MeponpusaTHs: JloMalHee 3a1anue

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBeleHUs] KOHTPOJHLHOI0 MePONPUATHS: 3allUTa JOMAIIHErO 3aJaHus
«/lemmdpoBanue kinaccuueckux mudpon». HeoOXxoaumMo HaANTH KiTr0Y ¥ paciiu@poBaTh TEKCT

Kpartkoe conep:xanue 3aganus:
Hatitu xirou 1 pactmmgpoBaTh TEKCT

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh: NOPUHLUIBI  TOCTPOCHUS 1. Knaccuueckue mmdpsl, mpuMepsbl.
COBPEMEHHBIX KPUNTOCHUCTEM U
KPUITOIIPOTOKOJIOB

OnucaHue MKAJbI OLleHUBAHUS:

Oyenka: 5
Huoicnuii nopoe sevinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuku blnoanenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJIHEHO B MOJIHOM 00BEME HJIM BBITIOITHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu ebinonneHus snanus: OueHka "Xopoo" BICTaBISETCS €CIIH
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHUE JUIsl pEIIeHUs 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanua: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CJIM 3aJJaHue MPEUMYIIECTBEHHO BHIIIOJHEHO

KM-2. KoutpoabHas padora Nel «CuMMeTpUYHbIEe 1 ACHMMeTPHYHbIE
KPHIITOCHCTEMbI»

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHoro Mmeponpusitusi: KonrponsHas padora

Bec konTposbHOro meponpusitusi B BPC: 25

IIpoueaypa mnpoBeeHHs] KOHTPOJBLHOro MeponpusaTusi: KoHTponbHas pabota mo Teme:
«CuMMeTpUYHbIE U aCUMMETPUYHBIE KpUIITOCHCTEMbI». HeoOxonuMo pemuTh 3afaHusi 1 BEPHO
OTBETUTH HA BOIIPOCHI KOHTPOJIBHOM paboThl. Bpems BbINOIHEHUS 2 aKaeMUYEeCKHX Jaca.

KpaTlcoe CoA€cpiKaHME 3aJaHuA:
Breinonnuts 3amanus

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3HaTh:  MeToAbl  obecrevyeHus 1.IIpuMepbl CHUMMETPUYHBIX U ACUMMETPHUYHBIX
KOH(UJIEHIIMATbHOCTH, KPUIITOCUCTEM.
LIEJIOCTHOCTHU uHpOopMaluy, 2. Ilocne ckonbkux payHaoB paboTsl AES kax bl 6ait
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HOJTMHHOCTH
UH(POPMALIMOHHOTO
B3aUMOJICHCTBHUS, HEBO3MOXKHOCTH
OTKaza OT aBTOPCTBA,
HEOTCIIC)KUBAEMOCTH

CTOPOH

TEKYILErO COCTOSIHUS 3aBUCUT OT BCeX OalT MCXOAHOTO
COCTOSIHUSI?

3.Hwxke npuBeneHo onucanue mudpa. MHOKeCTBa
OTKPBITBIX TEKCTOB X, IMNU(POBAHHBIX TEKCTOB Y H
xkirouei K 3agansl ciaexyromum oopazom: X = {x0, x1},
Y = {y0, y1, y2}, K= {kO, k1, k2}. 3ammdposanue
OTKPBITOTO TEKCTA X1 Ha KJTtoue Kj maer 3amm¢poBaHHBIN
TeKcT ym, rae m=(i+j) mod 3. Kmtoun s
3amupoBaHusl BHIOUPAIOTCS PABHOBEPOSTHO. SBisieTcs
J¥ TaHHBI dp coBepuieHHbIM? OTBET 000CHOBATD.

Ymets: hopMmynupoBaTh U peuiaTh
3a/1a4d TOCTPOEHUS 3aALUIICHHBIX
npodeccuoHaIbHO-
OPUEHTHUPOBAHHBIX
ABTOMATU3UPOBAHHBIX CHCTEM C
HCIIOJIb30BaHUEM
KpUnTOorpauuecKkux MeTo10B

1.I1pu ncnonp3oBanuu mudpa Iab-I"amans ¢
napamerpamu Moayis P =311, oOpa3yromuii MHOKECTBa
HEHYJIEBBIX BBIYETOB 10 MOJYN0 P o = 17, cekpeTHbIi
K04 a = 19, cinyvaifHo BbIOMpaemMoe 4nucio
(panmomuzarop) =41, HaiiTu 3amm$poOBaHHOE
coobmenue Y, mudpyemoro coobmierus X = 27.

2.Jlnst nBonyHO# nocinenoparenpuoct 111110111
HAWTH €€ TMHEWHYIO CIIOKHOCTbh U PETUCTP CIIBUTA CIIEBA
HarpaBo, Ha KOTOPOM OHa Peau3yeTcs, ¢ yKa3aHueM
HAYaJIbHOT'O 3aII0JHEHUS 3TOT0 PErHCTpa C/IBUra.

Onucanne MKAJbI OIICHUBAHUS:

Ouyenxa: 5

Huorcnuii nopoe evinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1neHKa "0TINYHO" BBICTABIISIETCS €CIIM 3aJaHIe
BBIIOJIHEHO B TIOJTHOM 00'bEME MJTH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opoIo" BICTaBISETCS €CITN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMpaBIEHUE JJIsl pEIICHUS 3a/1a4

Oyenka: 3

Huodienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapaxmepucmuxu evinoaneHus shanus: OueHka "y10BIeTBOPUTENILHO" BHICTABIIAETCS
€CJIN 3aJJaHU€E NIPEUMYILIECTBEHHO BBHITIOJIHEHO

KM-3. Kourpoabnas padora Ne2. « Kpunrorpapudeckne npoToKo/abl, Xom-(PyHKIHA U

IJICKTPOHHBIC MMOANTUCH)

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHOro Meponpusitusi: KontponsHas padora

Bec konTposbHOro meponpusitusi B BPC: 25

IIpoueaypa mnpoBeeHHs] KOHTPOJBLHOro MeponpusaTusi: KoHTponbHas pabota mo Teme:
«Kpunrorpapudeckue MNpOTOKONBI, X3MI-QYHKIUU M AJIEKTpOHHbIE moanucu». Heobxoaumo
pELINTh 33/1aHUsl U BEPHO OTBETHTHh Ha BONPOCHI KOHTPOJBHOH paboThl. Bpems BbImoigHeHUs 2

aKaICMHUYCCKHUX Yaca.

Kpartkoe cogep:xxanue 3aganus:
BreimosHUTE 3agaHNS

KoHTpoJibHbIC BONIPOCHI/3aJaHUA:

‘ YMeTh: HCHOIL30BaTh IMPUHIIUITBI ‘

1.Cornacuo npotokony Juddu - Xemmmana BeIpaboTaTh ]
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MOCTPOEHUS COBPEMEHHBIX CEKPETHBIN KJTI0Y U1 CBsi3M a00HEeHTOB A 1 B.
KPHUIITOCUCTEM 51 [Tapametpsr: Monyns P = 311, oOpa3yromuii MHOXKeCTBa
KPUOTOIIPOTOKOJIOB HEHYJIEBbIX BbIUETOB Mo Moaymo P a=17.

Onucanue MKAJbI OICHUBaAHUSA:

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MTOJIHOM 00'bEME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 60
Onucanue xapakmepucmuku btnoanenus 3uanus. OueHka "Xopomo" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABICHUE JUIsI PEIICHUS 32124

Oyenka: 3
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJ0oBIETBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

KM-4. 3amura pedepara

®opmbl peaju3anum: 3alIuTa 3aJaHU

Tun KoHTpOJIBLHOr0 Meponpusitusi: Pedepar

Bec konTposbHOro Mmeponpustusi B BPC: 25

IIpoueaypa npoBeaeHHusi KOHTPOJIBHOIO MeponpusiTus: BeimonHuth pedepar u3 nepedyns Tem
pedepaToB o kypey «Kpunrorpadudeckne METOIbI 3aIUTH HHYOPMAITUI» U 3aIIUTHTH TOTOBYIO
paboty

KpaTkoe cogep:kaHue 3a1aHus:
3ammra pedepara

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3HaTh:  METOABl  OoOecrmeueHus 1.OnextponHas noanuck. OTeueCTBEHHBINA CTAaHAAPT
KOH(PHUICHIIMAIBHOCTH, AJIEKTPOHHOU MOATUCH

LIEJIOCTHOCTHU uH(popMaIuy,

MOJIMHHOCTHU CTOpOH

UH(HOPMAIIMOHHOTO

B3aUMOJICHCTBUS, HEBO3MOKHOCTH

OTKa3a oT aBTOPCTBA,

HEOTCIIC)KUBAEMOCTH

3HaTh: TPUHLUIBI  TOCTPOCHUS 1.Kpunrorpadus u uadgopmanrontas 6€30macHOCTb
COBPEMEHHBIX KPUNTOCHCTEM U 2.brounbie mmdper. Ctanaapt mmdpoBaHUS TaHHBIX
KPUOTONPOTOKOJIOB KY3HEUNK

YMers: MIPUMEHSTH METO/IbI 1.Anroputmsl «obnerdyennoi» (lightweight)
obecrnieueHus KpunTorpaduu U UX MpeaHa3HaueHUE
KOH(PHUICHIINAITBHOCTH, 2.MareMaTHYeCKHEe MOJICITH HCTOYHHKOB OTKPBITHIX
LEJIOCTHOCTH, MOATBEPKICHUS coobmeHuit u mudpos

MOJUTMHHOCTH, HEBO3MOKHOCTH 3.'omomopdHoe mmdppoBanue HHGOPMAIIH B 00JIaCTH
OTKa3a oT aBTOPCTBA, €ro MpUMEHEHUs

HEOTCII)KUBAEMOCTH

Onucanune MKAJbI OIlCHUBAHUSA:




Oyenxa: 5
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 710
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CIIM 3aJaHue
BBITIOJTHEHO B MTOJIHOM 00bEME WJIH BBITIOJHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
OnucaHnue xapaxmepucmuxu evlnoneHus 3Hanus: OLeHKa "X0opouio" BEICTaBISETCS €CIU
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAINIPABIICHUE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonneHus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABISACTCS
€CITH 3aJIaHUE MPEUMYIIECTBEHHO BHITIOJHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
5 cemecTp
@opMa NPOMEKYTOUYHOM aTTecTalumM: JK3aMeH

IIpumep Onsiera

Vreepxaao:
HHAY «M3H» N 3as. kagdhedpoii
Hu3H 3K3AMEHATTHOHHBIH BHIET Ne 1 BHT

Kapenpa BHT

no gucunmmse: Kpummozpaguteckie
swemode saugumy wdapan -
HamnpasneHye noaroroeki J0.03.01 (mommics)
bopMa obyHeHHA: ovHaR

2021 roxm

. Illudps: 1 ux dopmansrbie MomemL

. KnaccudMKaLMA CPeACTe KPMNTOrPadMYECcKOH 3aLUNTEI MHG OpMaLLUK

. TIpoEepHTs AMEKTPOHHYIO MOAIMCH COOOM eHMA, X3 -CBePTKA KOTOPOT 0 paBHa 2,
HCTIOMB2Y A TPYIINY TOYEK UMM eckoit KprBoit Y =X +2X+6 (mod 7).
Tenepupyromas Touxa G=( 3, 5 ) nopaznka 11. Orxperreiit kmod noarmcn (4, 1), a2
cama mogrmce (2. 2).

[y

L

IIpoueaypa nposenenust

DK3aMeH IIPpOBOAUTCA B IMMChbMEHHOM (bopMe 1o OmJIeTaM COIrJIacHO IIporpaMme 3K3aMecHa

L. Ilepeuenv Komnemenyuit/uHOUKAMOPO8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbIANO8

0C60€HUA 0ucuunﬂunbt

1. Komnerenuust/Unaukarop: MJ1-lonk9 HactpanBaeT mporpamMMHbie U armapaTHbIe CpeJCTBa
MOCTPOCHUS KOMITBIOTEPHBIX CETEH, UCTIONB3YIOMIUX KPUNTOrpaduyecKyro 3aluTy HHPOpMaIHu

Bonpocsl, 3aganus
1.CuMMeTpuYHbIe, aCHMMETPUYHbIE U KOMOMHUPOBAHHBIE KPUIITOCUCTEMbI
2.Mopenu ¥ KpUTEPUH PacTiO3HABAHUSI OTKPBITHIX TEKCTOB
3.ITonsTue mmdpa, TpedoBanus K mudpam, popmaabHble MOAETH MUPPOB
4.Knaccupuxanus mmdpos
5. Teopernueckas 1 MpakTHYeCcKasi CTOMKOCTb IIH(PPOB
6.1Iudpsei 3amensl. [Ipumepst
7.21eMeHTBl KpUIITOaHaNIN3a NIM(POB 3aMEHbI
8.Iudps! nepecranoBku. [Ipumepst
9.21eMeHTBl KpUIITOAHANIN3a HIM(POB NEPECTAHOBKU
10.1In¢ppoBanre METOOM TaMMHUPOBAHUS U €T0 KPUIITOAHAIIN3
11.KpunToaHaluTHUECKUE aTakKu U UX KJIacCU(UKanus
12.baoynHble cucTeMbl U(PPOBaHUS, CTPYKTYPA UX MOCTPOEHUS
13.Pexxumbl paboThl OJOYHBIX HIM(POB U UX CPAaBHEHHE
14.Pexxum cuerenus 61okoB mudpa (CBC) na mpumepe DES
15.Pexum oOpatHoii csi3u 1o Beixoay (OFB) na nmpumepe DES
16.Pexxum cuerienust 61o0koB mudpa (CBC) Ha npumepe DES
17.2nemMeHThI KpUNTOAHAIN3a AITOPUTMOB OJIOUHOTO HIH(PPOBAHUS
18.Cranaapt mudposanus nanueix DES
19.CoBpeMeHHBII aMmepuKaHCKuil cranaapt mudposanus naHHbix AES
20.Poccuiickuii crangapt mudpoanus nanueix MAI'MA
21.I1oTounble cucTeMsl mUdppoBaHus. [[pUHIMIIBI UX TOCTPOEHUS
22.CuHXpOHHU3aUs TOTOYHBIX CUCTEM U (POBAHUS, TPUMEPHI
23.1Iudp cucremsl I'nppopaa, AS u RC4
24.JIuHenHbIe PEKYPPEHTHBIE TOCIEA0BATEILHOCTA U UX XapaKTEPUCTUKHU
25.MeTo/1bI TeHEepay U aHaJIN3a IICEeBOCTYYaifHbIX MoclieoBaTenbHoCTel Ha 6aze JIPC
26.Anroput™m bepnekemna — Meccu, npumep
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277.BapuaHThl YCI0XKHEHUS JINHENHBIX PEKYPPEHTHBIX MOCIIE10BATEILHOCTEN
28.051eMEeHTBI KpUIITOAHAIH3a TOTOYHBIX MTHU(POB

29.Cucremsl mmdpoBaHus ¢ OTKPHITEIME Kitodamu. Kpunrocucrema RSA
30.Cucremsl mudpoBaHus ¢ OTKPHITBIMU Kitouamu. Kpunrocucrema Db ["amans
31.Cucremsbl mudpoOBaHUS C OTKPHITHIMU KIIFOYaMHU M aTaKu Ha HUX
32.Ymupasnenue kaouamu. OTKpbeITOE pacnpenenenue kirouen Juddu-Xemmmana
33.0nexTponHas noanuch. AiaroputMsl RSA u Onb Namans

34.Poccuiickuii cTaHIapT 3JAEKTPOHHOM MOJMUCH

35.AMepuKaHCKHI cTaHapT 3JIEKTPOHHOMN MOJIUCH

36.Xsm-QyHKIMK, TpeOOBAHUS K HUM U X THITBI

37.0redecTBEHHBIN cTaHAAPT XAUI-(PYHKITHIA

38. AMepUKaHCKUN CTaHIApT XAII-PYHKITUN

39.Kpunrorpaduieckre NpoTOKOJBI U UX Kiaccudukanus. [Ipumeps
40.Poccuiickuii ctangapt mudpoanus nanabix KY3HEUNMK

41.0nucanue kpuntorpapuueckux cpeacTs 3amutsl nadpopmau B OC Windows
42.0Onucanue Kkpunrorpapuieckux CpecTB 3auuThl HHPopmamn B MSDN
43.CrannapThbl KpUOTOrpaprUecKoi 3auIuThl HH(OPMAITHA

44 Knaccudukanus cpeicTB KpunTorpadguyeckoit 3amutel nHGopManuu
45.0cHoBHble npuHLUIbI TocTpoerust CK3U1U

46.AnnapartHble, IporpaMMHbIE U amnmnapaTHo-nporpaMMmubie CK3U1

47 Kpunrorpaduyeckue cpeAcTBa CO3aHuUs 3aIUIIEHHBIX BUPTYAIbHBIX CETEH
48.CK3U s mepenavu TaHHBIX B JIOKAJIBHBIX CETSIX

49.CeteBble MPOTOKOIBI KPUNTOTPaPUUECKON 3aIIUTHI

50.I1lepconanpHbie KpunTorpaguueckue CpecTBa ayTeHTU(UKALIUN

Matepuabl 1J1sl IPOBEPKH OCTATOYHBIX 3HAHUM
1.Yto Takoe mudp?
OTBeTHI:

Bepnpriii otBeT: CemeiicTBO 00paTUMBIX OTOOpaKEHUI MHOKECTBA OTKPBITHIX TEKCTOB B
MHOECTBO IU(PPOBAHHBIX TEKCTOB, 33/1aBaeMbIX (pyHKIMEN mudpoBaHus.

2.Kaxoii mu¢p Ha3bIBaeTCS COBEPIICHHBIM?
OtBeTsI:

Bepusriit oter: ludp npu nucnonbp3oBaHuM KOTOPOTo MK(POBAHHBIN TEKCT HE JaeT
MPOTHBHHKY, HE 3HAIOMIETO CEKPETHOTO KITF04a, HUKaKoW MHPOPMAIIUU 00 OTKPHITOM
TEKCTE, T.€. YCIOBHOE pacIpeesieHue Ha MHO)KECTBE OTKPBITHIX TEKCTOB MPU 33JaHHOM
m(ppPOBAHHOM TEKCTE COBITAJAET C OE3YCIOBHBIM pacIpeieIcHUeM Ha MHOKECTBE
OTKPBITBIX TEKCTOB.

3.Kakoii pazmep ceancoBoro kitoua B DES?
OtBeThI:

Bepusliii otBet: 56 6ut
4.Kakoii pa3mep payHnoBbIX Kiatoued B DES?
OtBeThI:

Bepwnbiii otBeT: 48 OuT.

5.21eKTpOHHbIE MOITUCH
BepHblit 0TBeT: DIEKTPOHHAS TIOMKCH — 3TO 3aKOAMPOBaHHAs HHPOPMAIIHS O JIUIIE, KaK
(buU3NIECKOM, TaK ¥ FOPUANYECKOM, KOTOpasi HEOOXOMMa IS €r0 WACHTUDUKAIIMH TIPH
oJ1aue JIOKYMEHTOB B JIEKTPOHHOM Bujie. OHA TIO3BOJISIET 3aIlIUTUTh TOKYMEHT OT



pEIaKTHPOBAHUSI CTOPOHHUMHU JIMIIAMH, a TaK)Ke 00eCreunBaeT HEBO3MOXKHOCTh OTKa3a OT
(hakTa moanMCH.
6.B yem paszHuIa Mex Iy KpUNTOrpaduIecKUMH U CTEraHOTpaQUICCKUMHU METOAAMH 3aIIUTHI
uHpopmanun?
OtBeThI:

Bepusriii otBet: Creranorpaduyeckre METOAbI HaIIPaBIeHbl HA COKPHITHE (aKTa HATHYHS

oIpeJieIeHHOW HH(POPMALIMU B II€pe1aBaeMOM COOOIIEHUH , @ KpunTorpapudeckue

METOABI MPeoOpasyroT (mudpyroT) HHGOPMAIHUIO K BUY HE IIOHATHOMY TPETHHM JIHLIAM.
7.4t0 Takoe Kpunrorpaguaeckuii mpoToKon?

OTtBeThI:

Bepusriii otet: [IpoToKou, npeaHa3HaYeHHbIN 1J1s1 BBITOTHEHUS ()YHKIIUN
KPUNTOTrpapUUeCKOi CUCTEMBI, B IPOLIECCE BHIIIOIHEHUS KOTOPOr0 YYaCTHUKH
UCTOJIB3YIOT KPUNTOTpahUIECKHE aIrOPUTMBI.

8.B uem pasHuna Mex1y 6JIOYHBIMU U IOTOYHBIMU CUCTEMaMU IHppoBaHUs?
OTBeThI:

Bepusriii otBet: B 6510uHOM cricTemMe mU(ppOBaHUS OTKPHITHIA TEKCT Mepe]] uppoBaHHEM

pa3buBaeTcst Ha OJIOKH, COCTOSAIINE U3 HECKOJIbKUX 3HAKOB, T.€. HCXOJAHOE COOOIICHHE

oOpabatbiBaeTcst 0JJI0KaMH, a B TOTOYHOW KaXIbIi 3HAK COOOLIeHUS MU(PYETCS OTACIBHO.
9.Yto Takoe X3uI-QhyHKIMA U U X3I-3HaYeHHe?

OTtBeThI:

BepHnbplii otBeT: Xam-QyHKIMs 0TOOpakaeT BXOJHOE CIIOBO KOHEYHOU JUIMHBI B KOHEUHOM
asi(haBUTE B CIOBO, 33JJaHHOM, 0OBIYHO (PUKCUPOBAHHOM JUIMHBL. X3lI-3HaUCHHE - 3HAUCHHE
X2MI-(PYHKIIUH IS JAHHOTO apryMEeHTa.

10.Yto Takoe kpuntorpapuveckue cpeacrna?
OTBeThI:

BepHbrlii oTBeT: B mmpokoM cmbicie 3T0 cpeacTBa odecredeHusi HHPOopMaMOHHOM
0€30I1aCHOCTH, UCTIONIb3YIOIIHMe Kpunrorpadguyeckue GyHKIUU. B y3koM cMbIciie 3To
CPEICTBA, pEAIN30BAHHBIE B BUJI€ JOKYMEHTOB, MEXaHUUECKHX, DJIEKTPOMEXaHUUECKHUX,
EKTPOHHBIX TEXHUYECKHUX YCTPONCTB WM MTPOrPaMM, IIPEJHA3HAYCHHBIE JUIS
BBITIOJTHEHUS] PYHKIMH KpUNITOTpapruecKOl CUCTEMBI.

II. Onucanue wikanvt oueHuganus

Ouyenxa: 5
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapaxmepucmuku 6blnoaHeHus 3nanus: Pabora BBIOIHEHA B paMKax "TPOJABUHYTOTO'
ypoBHsL. OTBETHI JaHBI BEPHO, YETKO CPOPMYINPOBAHHBIE OCOOCHHOCTH MPAKTUYECKUX PEIICHHH

'

Ouenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku 6binoHeHus 3nanus: Pabora BbINOIHEHA B paMKax "0a30Boro"
yYPOBHS. BOJIBIIMHCTBO OTBETOB JJaHBI BEpHO. B uacTu MaTepuaiia ecTh He3HAUUTEIbHBIC
HETOCTATKU

Oyenxa: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu vinoineHus sHanus: PaboTta BeIOIHEHA B paMKax "moporoBoro”
ypoBHs. OCHOBHAS 4acTh 3a/IaHUS BBITIOJTHEHA BEPHO. HA BOMPOCH! YIIIYOJIEHHOTO YPOBHS
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1I1. Ilpasuna évicmaesnenusn umo2o80i OYeHKU no Kypcy

OH€HKa OIpeaAcsIETCA B COOTBCTCTBHU C ITonoxenuem o 6aHHBHO-peﬁTHHFOBOﬁ CHCTEME JIA

cryaneatoB  HUY «MDU» Ha OCHOBaHMM CEMECTPOBOM M 3a4yeTHOM / SK3aMEHAIMOHHOU
COCTaBIIAIOIIUX.
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