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(1OIKHOCTB) (moxnuce) (pacuudpoBka
TTO/ITUCH)
COI'JTIACOBAHO:
MognucaHo anekTpoHHoi nognuckio ®r60Y BO «HUY «M3aU»
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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. OIIK-1.3 cnocoGen obecrieunBaTh 3auTy HHPOpMaIUU Mpu padboTe ¢ 6a3aMu JaHHBIX, TIPH
nepeaaye 1mo KOMIbIOTEPHBIM CETSIM
NJI-1 PazpabaTbIiBaeT MOPsI0K MPUMEHEHHS TPOrPAMMHOTO 00ECTICUEHHUS C EITBI0
coOuroieHust TpeOOBaHUH 10 3aIuTe HHPOPMAIUN

2. OIIK-1.4 ciocoOeH o1leHuBaTh YPOBEHb 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH, B TOM
YHUCJIE B COOTBETCTBUHM C HOPMATUBHBIMU U KOPIIOPATUBHBIMU TPEOOBAHUSIMU
NJI-1 KortponupyeT KOppeKTHOCTh (DYHKIIMOHUPOBAHHUS POTPAMMHO-ANapPATHBIX CPEJICTB
3amUThl MHOOPMAIIUK B KOMIIBIOTEPHBIX CHUCTEMaX U CETSIX B COOTBETCTBUU C HOPMATHBHBIMU
U KOPIIOPATUBHBIMU TPEOOBaHUSIMU

" BKIIFOYACT.
JJIA TEKYIIEro KOHTPOJIA YCIIEBA€MOCTH:

Popma peanmsanuu: ITncemenHas pabora

. KorrponpHoe meponpusitue Ne 1 (KonTponpHas padota)
. Kontponbaoe meponpusitue Ne 2 (KontponsHas padota)
. KorrponpHoe meponpusitie Ne 3 (KonTtponpHas paboTa)
. Kontponsaoe meponpusrtue Ne 4 (KontposnbHas pabota)
. Konrponsnoe mepomnpusrue Ne 5 (KontponbHas pabota)
. Koutponbsaoe meponpusitie Ne 6 (KontponsHas padota)
. Konrponsnoe meponpusarue Ne 7 (KontpossHas pabota)
. Koutponbaoe meponpusitie Ne 8 (KontponsHas padota)

01N N KW~

BPC aucuuniavHbl

5 cemectp
Beca KOHTpOJIBHBIX MEepONIpUATHIL, %
Pasiest AHCIHILIHHEI Nupexc KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpox KM: 4 8 12 15
Brenenne
KonnenryanbHble OCHOBBI HH(OPMALIMOHHON O€301MaCHOCTH + +
OcHOBHbBIE IOHATHS TPOrPaMMHO-AIAapaTHON 3alUThl HHGopManuu | + +
Obecneuenne JOCTYITHOCTH HH(OpMAIK TPUMEHEHHEM CPE/ICTB
POrpaMMHO-aINapaTHON 3alUThI
Obecneuenue JOCTYITHOCTH HH(OpMaIK CpeCTBAMU + +
ONEpalOHHONW CHCTEMBI Y TPABJICHUE TPaBaMM JIOCTYIA K pecypcam




B ONIEPAIIMOHHBIX cHcTeMax cemeiictBa MS Windows. YuetHbie
3aIIMCH T10JIb30BATENICH U IPYIIL. Y IIPABJICHUE TOCTYIIOM U
riio0anbHbIMU TapameTpamMu. OCHOBHBIE CBEIEHUS 00 yUeTHBIX
3anucsx rpyni. OcHactka "JIokanpHbI€ 110JIb30BATENN U rpyHb!"

O6paboTka nHGOPMAIMK HA PAOOYUX CTAHIUAX M 0OCCIICUCHHE €€

+ +
JOCTYITHOCTH
ObecneueHne JOCTYITHOCTH MH(DOPMAIUK B JIOKAJIbHBIX CETAX + +
Obecneuenne HEIOCTHOCTH HH(POPMALIUHU C TOMOIIBIO
IPOTrPaMMHBIX U allapaTHBIX CPEJCTB
TepmuHosorus pezepBupoBanusi. OniepaTUBHOE U aBTOHOMHOE
pesepBupoBanue. Tunsl pezepBupoBanusi. Buasi RAID-maccuBos. + +
Hcxonnsie Tunsl RAID-maccuBoB. RAID-koHTpOIEpbl. OCHOBBI
pe3epBUPOBaHMs JaHHBIX. BapuaHThl pe3epBUPOBAHNUS JAHHBIX
ObecnieueHue LEIOCTHOCTH IIPU Nepeaade nH(POpMAaLUU IO CETAM + +
Bec KM: | 25 25 25 25
6 cemecTp
Beca KOHTpOIBHBIX MeponpusTHii, %o
Paszpen nucnurnimHbl Hnpexe KM- | KM- | KM- | KM-
KM: 1 2 3 4
Cpok KM: 4 8 12 15
Obecneuenne KOHPUACHIUATEHOCTH JIOCTYTA K MHPOPMALUU
CpeACTBaMU OIEPALMOHHBIX CUCTEM U MOJIb30BATEIBCKUX
IIPUIJIOKEHU N
Mexanu3mbl obecriedeHnss KOHPUIEHIIMAIbHOCTH JOCTYIa K + +
nH(OPMALIMU Ha YPOBHE ONEPAIMOHHBIX CUCTEM
Mexanu3mbl obecriedeHns: KOHPHUIEHIIMAIbHOCTH JOCTYIa K + +
nH(OpMalli Ha YPOBHE NPHUIIOKEHUN
[TporpamMHo-annapaTHbIE CpeICTBA KpUNTOrpadhUUeCKOM 3alUThI + +
uH(popMalun
Obecneuenne KOHGUASHIMATBEHOCTH HH(popMaru B [P-ceTsix + +
KommiekcHble cucTeMbl 3aIUThl HHPOpMALIUU
ObecneueHne aHTUBUPYCHOM 3alIUThl UH()OPMAIIMOHHBIX CUCTEM + +
[IpenorBpamenue yreuek nupopmanuu (DLP) u yuet pabouero + +
BPEMEHHU
CucreMbl 00HapY>KEHUS U MPEJOTBPAIICHUS BTOPKEHUIN + +
OcHOBBI Be0-0€301MacHOCTH
[{enu aTtaku Ha BeO-pecypchl MPETPUITHS + +
MeToabl 1 MHCTPYMEHTHI 3JI0yMBIIIUIEHHUKA JUIsl aTakKu Ha BeO- + +
pecypchl
Knaccudukanus ceTeBbIX aTak. + +
Bec KM: | 25 25 25 25

$06m1as acts/JIy1s1 MPOMEKYTOUHOMN aTTecTarund




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMIIETEHIHH pe3yabTaThl  OOydeHHs 10
JUCIUILINHE
OIIK-1.3 N-lonk-1.3 PaspabateiBaer | 3HaTh: KonTponsaoe meponpusitue Ne 1 (KontposabsHas pabora)
MOPSATIOK npumenenus | CrnocoObl 0OHapyKeHUs U KonTponsaoe meponpustue Ne 2 (KontponbsHas pabora)
MIPOrpaMMHOTO UICHTH(DUKAITIT Kontponbaoe meponpusitue Ne 5 (KonrposbHas padoTa)
oOecrieueHUss C  LEJbIO | HHIUICHTOB KonTponsaoe meponpustue Ne 6 (KontponbsHas padora)
coOuoieHus TpeOOBaHUH 1O | HHPOPMALTMOHHON
3amuTe HHPOpMAaIHH 0€30MacHOCTH B Ipoliecce
OKCILTyaTaIlH
aBTOMATHU3HPOBAHHOU
CHCTEMBI

Tunossle nporpaMMHbIe U
MpOrpaMMHO-aIapaTHbIE
CpeZACTBa pe3epBUPOBAHUS U
BOCCTAaHOBJICHHS
uHpopmanuu B
aBTOMATH3MPOBAHHBIX
cucremMax

Ymers:
AJMHUHUCTPUPOBATH
CUCTEMbI OOHApYKEHUS U
UICHTH(PUKAITIT
WHIHICHTOB
MH(POPMAIMOHHOM
0€30MacHOCTH B TIpoIiecce
9KCIUTyaTaIH
ABTOMAaTU3MPOBAHHON




CUCTEMBI
IIpoBOAUTH YCTaHOBKY U
HACTPOMKY IPOTPaMMHBIX U
IIPOrpaMMHO-AIIAPATHBIX
CPEICTBA PE3EPBUPOBAHUA U
BOCCTAHOBJICHUS
uHpopManuu B
aBTOMATU3MPOBAaHHBIX
CUCTEMAX

OIIK-1.4

UA-1lonk-14 KonTpomupyer
KOPPEKTHOCTb
(YHKIIMOHMPOBAHHS
POrpaMMHO-AMIaPATHBIX
CpenCTB 3aIIHUTHI
uHpOpMaLUN B
KOMITBIOTEPHBIX CHCTEMaxX H
CeTAX B COOTBETCTBHU C
HOPMaTHBHBIMHU "
KOPIOPATUBHBIMU
TpeOOBaHUSIMU

3HATh:

Oco0eHHoOCTH ITPOBEEHUS
paloT 1o ycTaHOBKe,
HAaCTpOWKe,
aJIMUHUCTPUPOBAHUIO,
00CITyKMUBaHUIO U TIPOBEPKE
paboToCrocoOHOCTH
IPOrpaMMHO-AINAPATHBIX U
TEXHUYECKUX CPEJICTB
3aluThl HH(OPMALIUY B
aBTOMaTH3UPOBAHHBIX
crcTemMax

CriocoOsI oCyIIeCTBICHUS
JTMAarHOCTUKH U
MOHUTOPHUHTA CUCTEM
3aIUTHI
aBTOMaTH3UPOBAHHBIX
CHCTEM

YMers:

[IpuMeHATH TUIIOBBIE
IIpOrpaMMHO-aINapaTHbIe
Cpe/CTBa 3aIIUTHI
uHpopmanuu B
ABTOMATH3MPOBAHHBIX

KonTpoasnoe meponpusitue Ne 3 (KonrponbsHas padora)
Kontponbaoe meponpustue Ne 4 (KontponbHas padoTta)
KonTponsaoe meponpustue Ne 7 (KontponbHas pabora)
Kontponbaoe meponpustue Ne 8 (KonrponbHas padoTta)




cucTteMax M 0a3ax JaHHBIX
BBITIOJTHATE OLICHKY
3aIUIICHHOCTH
nHpopManuu,
UICHTH(DUKAIIIO 1
JINKBHUIAIMIO HHIUEHTOB
MH(POPMAIIMOHHOH
0€30IMacCHOCTH B IpoIecce
IKCILTyaTaluu
ABTOMATHU3MPOBAHHBIX
CHUCTEM




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
S cemecTp

KM-1. Kontposabnoe meponpusitue Ne 1

®opmbl peanauzanuu: [luceMennas padora

Tun kouTposbHoro Mmeponpusitusi: KonrpospsHas padora

Bec koHTpObHOrO0 MeponpusTusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJIBLHOIO MeponpuaTHsA: [IMCEMEHHBIM OTBET Ha BOIPOCHI
KOHTPOJIBHOI'O MEPOIIPUATHUSA, BBIIOJIHAEMBIA Ha JIMCTaX YCTAHOBJIECHHOIO aJMHWHHUCTpALMEH

dbopmara

KpaTKOC CoA€cpiKaHMuE 3alaHUA:

JlaiiTe mucbMEHHBIM OTBET Ha 6 BOIIPOCOB.

OnvH U3 IByX BapuaHTOB KOHTPOJIBHOTO MEPOIIPHUATHS BEIOUPAETCS MO0 KPUTEPHIO:
HE4YETHBIE HOMepa 1o cnucky )kypHaina BACP - 1 BapuaHT, yéTHble HOMEpa - 2 BApUAHT.

KoHTpoJibHbIE BONIPOCHI/3aJaHUA:

3uarb: CriocoObl OOHapyXeHUs u 1. KonTtposnbHoe meponpusitie Ne 1 o AMCHUIIIMHE
UIeHTU(DUKAITIN VHIHUJICHTOB [IporpamMHoO-anmapaTHbie CpeICTBA 3AIMUTHI
nH(pOpMaIMOHHOW 0€301TaCHOCTH B nHpopmauu
rmporecce ?KcnnyaTaunn Ne | Bapuant 2 Bapuant
ABTOMAaTU3UPOBAHHOM CHUCTEMBI n/n

OCHOBHBIE IOHATHUSA U

onpezencHus B chepe [IporpamMmHo-

1 MH()OpPMALTMOHHOM armaparHas 3aIuTa
0e30macHOCTH. YTPO3bl MH(OPMALIH.
uHpopMaru. MeTo bt OCHOBHbIE TOHATHA
3aIIUThl HHPOPMALIUH

Uro oTHOCHTCA K
YTo OTHOCHUTCSA K OCHOBHBIM | OCHOBHBIM

2 arrapaTHbIM CpEaACTBaM IIporpaMMHBIM

3amuThl HpOopManuu? CpE/ICTBaM 3alIHUThI
nHbOpMaIuu?

KaxoBbI 0OCHOBHBIE KakoBbI ocHOBHBIE

MIPEUMYyLIECTBA HEIOCTAaTKH!

3 | mpuMeHeHHs NPOrpaMMHBIX | IPUMEHEHUS
CPEACTB 3alUThI IIPOTPaMMHBIX CPEICTB
uHpopMaluu? 3alUThl HHPOpMaIuu?
MexaHU3MBbI yIpaBIeHHs
JOCTYIIOM 1 Opraam3arus 5

XpaHEHHs TTapoJiei B

4 ay.TeHTH(bHKaHHH oc OC Microsoft

Windows. Ys3BumocTa .
Windows. baza SAM,
noctyna k OC MS
Windows €€ XapaKTepHCTHKA.
Opraam3anus
Mudpyromas daitnosas XpaHEHUs napoiei B

5 cuctema (EFS). OC Microsoft

Texuonorus mudposanus. | Windows, Linux u
MacOS.
YMers: AJIMAHHACTPUPOBATh 1.




CHUCTEMBI OoOHapyXeHUS " [IpoBecTu ananus IIpoBecTu ananus
uAcHTU(DUKAITIH WHLUICHTOB 6 yszumocteir OC Windows | ys3zBumocteit OC Ubuntu
I/IH(l)OpMaHI/IOHHOI?'I 6e3OHaCHOCTH B 10322021 roa 110 Oaze 3322021 rong 110 Oaze
nporecce SKCILTyaTaLUuH nanueix CVE mauueix CVE

aBTOMaTHSI/IPOBaHHOﬁ CHCTCEMBI

Onucanue MIKAJbI OICHUBAHUSA:

Ouenka: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku binonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJTHEHO B MTOJIHOM 00'bEME WIIH BBITIONHEHO MPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIH
OOJIBIIMHCTBO BOIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABICHHUE JUISI PEIICHUS 32,124

Oyenka: 3
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OueHKa "yJoBIeTBOPUTEIBHO" BBICTABIISAETCS
€CJIM 3aJJaHUE TIPEUMYIIIECTBEHHO BHITIOJIHEHO

KM-2. KonutpoJibHoe meponpusitTue Ne 5

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro Mmeponpustusi B BPC: 25

IIpouenypa mnpoBegeHMs KOHTPOJBLHOIO MeponmpusaTHsA: [IMCBMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEPOIPHUATHSA, BBIINOJIHAEMBIA Ha JIMCTaX YCTAHOBIECHHOIO aJMHWHHUCTpPALMEN
dopmara

Kpartkoe cogep:xanue 3aganus:
JlaliTe MMCEMEHHBIN OTBET HA 5 BOIIPOCOB.
OnuH U3 IByX BapUAHTOB KOHTPOJIBHOTO MEPOIIPHUSATHUSI BHIOMPAETCS 110 KPUTEPHIO:
He4YETHBIE HOMepa 1o cnucky *kypHana BACP - 1 BapuaHT, u€THbIe HOMEpaA - 2 BAPUAHT.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3Hath: CriocoObl OOHapyXeHUs U 1.
UIEeHTU(DUKAITIN § WHIIUJICHTOB Ne 1 Bapuant 2 Bapuant
UH(POPMALIMOHHOM 6€30MacHOCTH B n/n
nporecce SKCIUTyaTaluy Hats onpenernenue
ABTOMATH3UPOBAHHON CHCTEMbI PamxupoBatb MeTO/IBI U ARP spoofing'a.
HUHCTPYMEHTBI VKka3aTb HHCTPYMEHTBI,
1 37I0YMBIIIIICHHUKA, UCIIOJIb3YEeMBbIE JIJIsI
HaInpaBJIeHHbIC HAa CETEBYIO | peali3alliy aTaK THIa
UHPPACTPYKTYPY ARP spoofing.
HPEIIPUATHSL [peaoxuTh
MEXaHHM3MbI 3aIUThI
CdopmupoBaTh [IpenyioxuTh
PEKOMEH/IAIMH 0 KJTacCU(pUKAIIUIO
9 [PUMECHEHUIO CKAHEPOB TPOSTHCKUX TPOTPaMM
6e3omacHocTH 10 KaTeropuy BHUJIA
uH(bOpMaLUH [peCTaBIsIeMO
cneranuctamu red u blue | yrpossr




KOMaH[I. YKa3aTh
u3BecTHbIe BaM ckaHepsl
0e30MacHOCTH T10 TPEM
HaIpaBJICHUSIM PaOOTHI:

BPEIOHOCHBIX MPOTrpaMM

cethb, AC, BeO.
. aliTe XapaKTepUCTHK
Oxapakrepusyire A PaKTep Y
BapHaHTaM
OCHOBHEIE CITOCOOBI .
MPOTUBOJICHCTBYS U
MIPOHUKHOBCHHS

HapyIIeHUs pPabOTHI

AHTUBUPYCHBIX
Ha KoprnopatuBHbie AC

MPOTPaMMHBIX
TPEIPUSITUS

MPOJTYKTOB

B coorBeTcTBUM €
ypoBHsiMu Mojenu OSI

JlaifTe onpenenexHue
TYHHETUPOBAHMUSI, KaK
Bua ataku Ha AC

JaiTe XapaKTepUCTUKY HIPEINPHUITHS.

BapHUaHTaM PEAIN3yEeMbIX VYKaxuTe BapHaHTbI

Ha HHUX aTakax 3aIUTHI OT
TYHHEIHPOBAHMUS

YMers: A IMMHHUCTPHUPOBATH
CUCTEMBI oOHapyKeHUs u
uACHTU(DUKALIIH WHIAJICHTOB

nH(pOpMaIMOHHOW 0€301aCHOCTH B

nporecce

JKCIUTyaTaluu

aBTOMaTHSHPOBaHHOﬁ CHCTCMbI

Yka3aTh KaKUMH JaHHLIMH
37I0yMBIIUIEHHUK MOXKET
3aBJIaJIETh B CETH Ha KAXIIOM €€
YPOBHE B COOTBETCTBUH C
Mozensto OSI npu ycrensom
WCTIONB30BaHNH cHU(hepa

IIpuBectu npusHaku
Hanmuus cangdepa B
ceru. [IpuBectu
MIPUMEPBI OTKPBITOIO
I1O mud 3a1uTeI CETH
ot cHu(hepoB

OnucaHue MKaJbI OLleHUBAHUS

Oyenka: 5

Huorcnuii nopoe evinonnenus 3a0anus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTABISETCS €CIIH 3aJaHue

Oyenka: 4

BBIIIOJIHEHO B ITOJTHOM 00BbEME MJIH BEITIOJHEHO MpEUMYIICCTBECHHO BEPHO

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu evinoaneHus snanus: OueHKa "XopoIo" BBICTABIIAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPBITO. BBIOPAHO BEPHOE HAIIPABICHUE JJIS PEIICHUS 3a/1a4

Oyenka: 3

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax.: S0
Onucanue xapaxmepucmuxu 6vinoaneHus snanusa: OueHKa "y10BIETBOPUTEIBHO" BBICTABIIAETCS
€CIIU 3a/1aHU€E TPEUMYILECTBEHHO BBITIOJIHEHO

KM-3. KourpoJsabHoe meponpusitue Ne 3

®opmbl peanusanun: [lucemennas padbora

Tun kouTpoabHOro Meponpusitusi: KontponsHas padora
Bec konTposbHOro meponpusitusi B BPC: 25

Ilpoueaypa mnpoBeaeHHMS KOHTPOJBHOrO MeponpusATHsA: IIMCBEMEHHBI OTBET Ha BOIPOCHI
KOHTPOJIBHOTO MEPOIPHUATHUSA, BBIINOIHAEMBI Ha JMCTaX YCTAHOBIEHHOI'O aJMHHHMCTpPAlUEH

¢dopmara

Kpartkoe cogep:xxanue 3aganus:
JaiiTe nucbMeHHbBIN OTBET Ha 6 BOIIPOCOB.
OpauH U3 1ByX BapHaHTOB KOHTPOJIBHOI'O MEPOIPUSITHSI BBIOMPAETCS MO0 KPUTEPUIO:

10




He4y€THbIE HoMepa 1o cnucKy xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapUaHT.

KoHTposibHbIe BONPOCHI/3aJaHUA:

3HaTh: OCOOEHHOCTH MPOBEACHUS
paboT 1O YCTaHOBKE, HACTpPOMKeE,

1.KoutponsHoe Meponpusitue Ne 1 1o JucuuruimHe
[IporpammHo-anmnapaTHbie CpeICTBa 3AITUTHI

aJIMUHHUCTPUPOBAHUIO, nHdopManuu
O0CIyXMBAaHUIO U  IPOBEpKE Ne
Y POBCP 1 Bapuant 2 Bapuant
paboTOCIIOCOOHOCTH TTPOrPAMMHO- /1
Kakum obpazom
anmnapaTHbIX U TEXHUYECKHX a60Ta}0TpVPN om0 Kakum 06pa3oM paGoTaior
CPEACTB 3alUThl MHpOpMALMK B 1 p Point t VPN cetn 1o npoToKomy
ABTOMATM3MPOBAHHBIX CUCTEMAX TPOTOKOTy roint to Laver 2 Tunnelin
Yy g9
Point Tunneling Protocol Protocol (L2TP)?
(PPTP)? '
JIUIst KakuX menneu u .
Jis kKakuX 1enei u Kakum
KaKuM 00pa3zom
2 00pa3oM MPUMEHSIOTCS
HPHMEIIOTCA npotokon [Psec?
npotoxoner SSL M TLS? | P '
[lepeuncnure 6azoBbIC Onumure
paspeleHus, ($yHKUIMOHAIBHBIE
3 NpUMEHHUMBIC K paiilaM | BO3MOKHOCTH H LENTb
Y TIaIKaM Ha TOMax ¢ npuMeHeHus: Microsoft
¢aiinoBoii cucreMsl Management Console
NTFS (MMC)
s pemieHust Kakux
3a1a4 MOXET s perieHust Kakux
4 | TPMMEHATLCS OCHACTKA | 337121 MOXKET
"JlokanbHBIE MIPUMEHSATHCS OCHACTKA
MOJIB30BATENN U "I'pynnoBeie mOMUTHKA"?
rpynmnsl"?
Kakum oOpazom MoxeT
OBITH MPOU3BEIECHA
N [Nepeuncnure npreMsbl st
OTMEHa JeHCTBUS
5 00X0/1a TPYITIOBBIX
TPYIMOBBIX MOJIMTHK Ha :
nonutuk B Windows
JIOKaJIbHOM KOMTIBIOTEpE
B Windows?
YMers: BrimonnsaTe OLICHKY 1.
3aLUIIEHHOCTH uHbopMaIuy, [MponeMoHCTpUPOBATH
UICHTU(DUKAIIUI0O W JIMKBHIAINIO HacTpoiiky VPN-kaHnana ¢ [IponemoHcTpUpOBaTH
HUHIHIEHTOB MH(OPMAIMOHHOH 6 | HCHOMB30BAHNEM HacTpoiiky VPN-kanana ¢
GE30MaCHOCTH B nporecce BcTpoeHHBIX B OC UCII0JIB30BAaHUEM
SKCILTyaTaLHH Windows nporpamMMHBIX texHonoruu OpenVPN
pereHunit
aBTOMATU3UPOBAHHBIX CUCTEM
Onucanue MKaJIbl OLEHNBAHUS
Ouyenka: 5

Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku ebtnoanenus 3uanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNE
BBHITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodicnuii nopoe sevinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku evtnonanenus 3uanus.; OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [Tl PEIICHUS 3a/1a4

Oyenka: 3
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Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapakmepucmuku evtnonanenus 3nanus. OueHka "yJ10BIETBOPUTENBHO" BBICTABISETCS
€CJIM 3aJJaHuE TTPEUMYIIECTBEHHO BBITIOJIHEHO

KM-4. KontposabHoe meponipusitue Ne 7

®opmbl peasuzanun: [TuceMennas padora

Tun KoHTpoIBHOr0 MeponpusaTus: KontponsHas padora

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBegeHMs] KOHTPOJIHLHOr0 Meponpusitusa: [IucbMeHHBIH OTBET Ha BOMIPOCHI
KOHTPOJIBHOTO MEpPOIPUATHS, BBIIOJHAEMbI Ha JIMCTaX YCTAaHOBJIEHHOTO aJIMUHUCTpaluein

dbopmara

KpaTkoe conep:kanue 3a1aHusi:

JlaliTe MMCbMEHHBIN OTBET HA 5 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BBIOUPACTCS [0 KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy >xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapUaHT.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3narb: OCOOEHHOCTH MPOBEIEHUS
paboT MO YCTaHOBKE, HACTPOUKE,
aIMHUHUCTPUPOBAHHUIO,
OOCITy)XMBaHHIO U TIPOBEPKE
paboToCOCOOHOCTH MPOTPAMMHO-
ammapaTHbIX W TEXHHYECKUX
CPeACTB 3amuThl WHPOpPMALUU B
ABTOMATU3UPOBAHHBIX CHCTEMaX

1 Bapuant 2 BapuaHnt

Kakue mytu BHenpeHus | M3 kakux HCTOYHUKOB

BpenoHocHoro 10 B uHQOpMaIUH
AC Bawm u3BectHbI? CIEIMAJINCTHI T10
1 Kakune crioco0n1 obecrneyeHnIo

00pBOEI ¢
aHTUBHpYCHBIM [10
Bawm u3BectHbI?

0e301MMacHOCTH Y3HAIOT O
BHJIAX YS3BUMOCTEH NSt
BeO-TIPIIIOKEHU ?

[aliTe XapakTepuCTUKY
CETEeBBIM aTakaM Ha

[aliTe XapakTepuCTUKY
CETEeBBIM aTaKaM Ha

2
KaHAJIbHOM YPOBHeE (pusznveckom ypoBHe
monenu OSI monenn OSI
[Haiite xapaktepuctuky | JalTe XapakTepucTuky

3 CETEeBBIM aTakaM Ha CETEeBBIM aTaKaM Ha
ceTeBOM yYPOBHe TPAHCIOPTHOM yYPOBHeE
monenu OSI monenn OSI

Oxapakrepusyinre
[Tepeuncnure P PH3Y
HECKONLKO HaHbouee U3MEHEHUS B 0a3e JaHHBIX
. | OWASP TOP-10 3a

OTIaCHBIX yA3BUMOCTEM

4 MocjeHue 5 JIeT C TOUKU

BEO-TIPHIIOKECHUH B
COOTBETCTBHH C
OWASP TOP-10

3pEHHS TOSIBICHUS] HOBBIX
BHJIOB yTpO3 BeO-
MPUIIOKECHUSIM

YMers: BrimonnsaTe OLICHKY
3aIIMILEHHOCTH uHpOpMaIuy,
UACHTUDUKAIMIO U JIMKBUIAIMIO
WHIIUJICHTOB MH(POPMALIMOHHOM
0e3011acCHOCTH B pornecce
JKCILTyaTaluu
ABTOMAaTU3UPOBAHHBIX CUCTEM

1.5. B cooTBeTcTBUM ¢ M3BeCTHRIMU Bam Trmamu aTak Ha
CETEeBYI0 HH(PPACTPYKTYpY NPEANPUATHUS (TI0 YPOBHIM
moaenu OSI) chopMupoBaTh TUIIOBYIO TaOJIUILy MOAEIN
yrpo3 Ha ocHOBe npuiioxkenus 11 k "MeTouke olleHKH
yrpo3 6e3omacuoctu uapopmaruu" GCTIKa Poccun

ot 5 ¢espans 2021 r.

B pe3ynpratel BelnonaHeHus 3a1anus y Bac nomkHa
MOJIYYUTHCS TaOIUIA WM CTPYKTYPUPOBAHHBIN CITUCOK:
TaxTtuka - Texnuka (Bua ataku) - [IporpamMmmuas
peanuzanus (atakyromee [10)
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Onucanue MKAJbI OIICHUBAHUSA:

€CJIM 3aJaHNUC NPCUMYIICCTBCHHO BBIIIOJIHCHO

6 cemecTp

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku binoanenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHue
BBITIOJTHEHO B MOJIHOM 00'beME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku btnoanenus 3nanus. OueHka "Xoponio" BbICTaBISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABIICHHE JISI PEIICHUS 3a/1a9

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISETCS

KM-1. KontposabHoe meponpusitue Ne 2

®opmbl peaausanun: [lucemennas padbora
Tun kouTpoabHOro Meponpusitusi: KonrpossHas padora

Bec konTposbHOro meponpustusi B BPC: 25
IIpouenypa mnpoBegeHMsT KOHTPOJBHOIO MEPONPHATHA:
BBIIIOJIHSIEMBI Ha JIMCTax

KOHTPOJIBHOTO MEPOIIPHUSITHS,
dbopmara

KpaTKOC CoA€cpKaHMuE 3alaHUA:

JaiiTe nucbMeHHBIN OTBET Ha 6 BOIIPOCOB.

IIucbMeHHBI OTBET Ha BOMIPOCHI
YCTAHOBJICHHOT'O aIMUHUCTpALINEN

OpauH U3 1ByX BapHaHTOB KOHTPOJIBHOI'O MEPOIPUSITHSI BHIOMPAETCS IO KPUTEPUIO:
HEe4ETHbIE HoMepa 1o crucKy >kypHana BACP - 1 BapuaHT, uéTHbIe HOMEpa - 2 BapUaHT.

KoHTpoJibHbIE BONIpOChI/3aJaHUA:

3Hare: TunoBsle IporpaMMHBIE U
IporpaMMHO-aIllIapaTHbIE
CpPEICTBA  PpE3EpBUPOBAHMS U
BOCCTAHOBJIEHUs] HH(pOpManuu B
ABTOMATU3UPOBAHHBIX CUCTEMAaxX

1. KontponbHoe Meponpusitie Ne 1 mo qucuunianHe
[IporpamMmMHO-anmapaTHbie CpeICTBA 3AITUTHI

uH(popMalU
Ne
1 Bapuant 2 BapuanTt
/i
YcrpolictBa
Kpunrorpapuueckon
Hasnauenve u npuHIUIEBL 3:IIII/ITLI l;aiHHX
1 pa6otsl [TAK "Axkkopa- Kparkas '
NT" u "Axkopa-AM/I3".
P 2 xapakrepuctuka [ICK3U
"[lnmnka".
VYcTpoiicTBa BBOJa .
R A buomerpuueckuii
WJACHTU(PUKAIMOHHBIX
nocrtyt. O630p
2 MIPU3HAKOB,
OHOMETPUIECKIX
KjaccuuKams, KpaTkas .
TEXHOJIOTHH
XapaKTepUCTHKA
[HomHOCTHIO Ob6ecnieuenne
KOHTpPOJINPYEMBIE 0€301acHOCTH XpaHEeHHUs
KOMIIbIOTEpHBIE cucTeMbl. | AaHHbBIX B OC Microsoft
3 .
Atrecranus KC. Windows. TexHomnorus
[IporpammHas u TEHEBOTO KOMTHUPOBAHUS
anmapartHasi peajJu3anus JAHHBIX
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¢ynkuunit KC.

CyTb ¥ Ha3HAUCHUE
npotokona TCP/IP u
UDP/IP B xoHTEKCTE
3aIUTHI
KOH(HICHIIHATEHOM
nHpOpPMaLTUH

IIpumenenue
IIPOTOKOJIOB CEMENCTBA
TCP/IP B cdhepe
nHPOPMALUOHHON
6e3onacHoctu AC

B cootBeTcTBHM C
tpeboBanusiMu DCTIK
Poccum onpenenuthb
TpeOOBaHMSI 11O 3aITUTE
AC pekiaMHOro otaena
komnanuu OOO "Pora u
KommwiTa",
oOpabaThIBaroLIeH
NEPCOHAJIBHBIC JaHHBIC
rpaxgaH PO, B nemsax
pacchuTku HHGOpPMAIUHU O
CKHUJOYHBIX aKIUAX U
IHsX pacnponax. B AC
MTOTIEPEMEHHO MOTYT
paboTaTh CICIyIOIINe
COTPYTHUKH:
PYKOBOAHTEIH
pPEKJIaMHOTO OT/IeNa,
COTPYJIHHUK PEKJIAMHOTO
otTnena, a Takxke B AC
AMEIOT JOCTYII
CHUCTEMHBII
aJMUHHACTPATOP U

B cootBeTcTBHM €
tpeboBarmsMu DCTIK
Poccum onpenenuthb
TpeOOBaHUSI 11O 3aIUTE
AC pexxumHo-
CEKPETHOTO
MoJIpa3ieICHUS
kommanuu OO0
"Pomarika",
oOpabaTsIBaromeit
CEKpETHBIE JJaHHBIC
TPEThEN KaTeropuu, B
nessix (POpMUPOBAHUS
OTYETHOM
JOKYMEHTAIMHU TI0
pe3yabTatam aynuta b
Y IPOBEACHUS
aTTECTAIlMOHHBIX
ucneiTanuii. B AC
MTOTIEPEMEHHO MOTYT
paboTaTh CICIyIOIINe
COTPYIHUKH: BCE
COTPYIHHKH (OKOIIO 3
YEJIOBEK)
aTTEeCTallMOHHOTO
OT[IeNa, COTPYAHUK
otaena ayauta Ub,

PYKOBOAUTEND
COTPYAHUKE CITY>KOBI
aTTeCTAIlMOHHOTO
0e30macHOCTH.
OT/IeNa, Ha4YaJIbHUK
PEKHUMHO-CEKPETHOTO
noJpa3esicHus U
CUCTEMHBII
aJIMUHUCTPATOP.
Ywmere: 1IpoBoaUTE YCTaHOBKY U
HaCTPOUKY MPOTPAMMHBIX u [MponemoHCcTpHpPOBaTH
IIporpaMMHO-aMIapaTHBIX 0 Hactpoiiky [ICK31
0JICMOHCTPHPOBATH " " .
CpEICTBA  pE3EPBUPOBAHUS | POLCMOHCTPHP llumka", a IMEHHO:
HAaCTPOUKY CUCTEMBI ° LLIMdJ OBaHue
BOCCTaHOBJICHHsI HWH(OpManud B P

ABTOMATHU3UPOBAHHBIX CUCTEMAX

3amuthl oT HCJ] ¢
HCITOJIb30BaHUEM
Bo3mokHOCTEeH [TAK
"Axkkopa-NT", a umenHo:

*  G/IOKMPOBKY CbEMHbIX
HocuTenewn
nHbopmauuu;

e 6n0kuposky CD/DVD-
ANCKOB.

CO3JaHHOro
CTYAEHTOM Ha
pabouem cTtone
¢daina MS Word;

®  3/1eKTPOHHYIO
noAnucb
CO3JaHHOro
CTYAEHTOM Ha
pabouem cTone
¢daina MS Word.
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Onucanue MKAJbI OIICHUBAHUSA:

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapakmepucmuku btnonenus 3nanus.; OueHka "oTIMYHO" BBICTABIISIETCS €CIIU 3aJJaHUe
BBITIOJTHEHO B MOJIHOM 00'beME WJIH BBITIOHEHO MMPEUMYIIIECTBEHHO BEPHO

Ouenka: 4
Huodicnuii nopoe svinonnenus 3a0anus 6 npoyenmax: 60
Onucanue xapakmepucmuku ebtnoanenus 3uanus. OueHka "Xopomio" BbICTABISAETCS €CIIN
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BRIOPAHO BEPHOE HAMPABICHUE JUIsI PEIICHUS 3a/1a4

Ouenxa: 3
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku ebtnonenus 3uanus. OueHka "yJ10BICTBOPUTEIHHO" BBICTABISETCS
€CJIM 3aJJaHUE TPEUMYIIECTBEHHO BHITIOJIHEHO

KM-2. KonutpoJibHoe meponpusitue Ne 6

®opmbl peasuzanun: [TuceMennas padora

Tun koHTpOIBLHOr0 MeponpusaTus: KontponsHas pabora

Bec kouTposabHoro meponpusitusi B BPC: 25

IIpouenypa mnpoBegeHMsi KOHTPOJHLHOr0 Meponpusitusa: [IucbMEHHBIH OTBET Ha BOMIPOCHI
KOHTPOJIBHOI'O MEpPOIPUATHUSA, BBINOJIHAEMBbIA Ha JIMCTaX YCTAHOBJIEHHOIO aJMHHHUCTpALUEn

dbopmara

KpaTkoe conep:kanue 3a1aHusi:

JlaliTe MMCbMEHHBIN OTBET HA 5 BOIIPOCOB.
OpuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BEIOUPACTCS [0 KPUTEPHIO:
Heu€THbIe HoMepa 1o cnucKy >xypHana BACP - 1 BapuanT, uéTHble HOMEpa - 2 BapuaHT.

KoHTpoJibHBbIC BONIPOCHI/3aJaHHA:

3HaTth: TumoBbIe MpPOTpaMMHBIE U .
MpOrpaMMHO-aIlapaTHbIE Ne
porp P 1 Bapuant 2 BapuaHnt
CpeACTBa  pE3epPBHPOBAHUS U n/m
BOCCTaHOBJIEHHs] HWH(pOpManuu B Kareropuposanue Kareropuposanue
ABTOMATH3MPOBAHHBIX CHCTEMAX 1 DDoS-arak no cereBbiM | DD0S-atak no cxemam
IPOTOKOJIAM OCYIIIECTBICHUS
Knaccudukarus arak Ha
MIPUKIIAHOM YPOBHE Knaccudukanus atak Ha
5 monenu OSL nporokoisl TCP u UDP B
[MpuHIHIE! KOMMEPUYECKHX H
opraannzannu SQL- MIPOMBIIIEHHBIX CETAX
UHBEKIHA 1 XSS
Mopenp yrpo3 u Mopenp HapymuTens
OCHOBHBIE THIIbI aTaK HA | 0E30MaCHOCTH
3 0ecIpOBOJIHbIE CETH 0ecIpOBOJHBIX CeTei
crannaprta 802.11. crarmapra 802.11.
[pumepsr [10 mns [pumepsr [10 s
peann3alyu 3aIuThL. peaqu3alyu aTaku.
OYHKIMOHAIbHBIE
[Ipunumne! paboTe 1 YHICH
BO3MOKHOCTH DLP-
HasHasenue DLP- CHCTEM JUISl 3alIUThI
4 cucteMm B coctae SOC. .
KOH(HICHINATbHON
[Ipumeps! mporpaMMHBIX
. WHPOPMAIINH B
peLIeHHH.
KOPIIOPATHBHBIX CETSIX.
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[Ipumeps! mporpaMMHBIX
pelIeHui.

VYmMmerp: IIpoBOAUTH YCTaHOBKY U
HAaCTPOWKY  MpPOrpaMMHBIX U
IIPOrpaMMHO-aIapaTHbBIX
CpeicTBa  pE3EpBUPOBAHUS U
BOCCTaHOBJICHUs HH(poOpManuu B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX

Cdopmuposatb
nepeveHb MPUMEHSIEMBIX
5 | rexnuk araku Ha AC ¢
HCIIOJIb30BaHUEM
COIMANIbHOWM UHXKEHEPUU

IIpennioxurs
PEKOMEHAINH T10
MPUMEHEHHUIO TIPOTPaMMHO-
anmnapaTHbIX CPE/ICTB
3aIUTHI OT aTaK C
HCTIOTTb30BaHUEM
COIMAIIbHOW UHXKEHEPUU

Onucanne MKAJbI OIleHUBaAHUS:

Ouyenxa: 5

Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 10
Onucanue xapakmepucmuxu evlnoineHus 3Hanus: O1eHKa "0TINYHO" BBICTABIISIETCS €CJIM 3aJaHue
BBIIOJIHEHO B TIOJTHOM 00'bEME MJIH BBITIOJHEHO NMPEUMYIIECTBEHHO BEPHO

Ouyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "Xopoio" BEICTABISAETCS €CITU
OOJIBIITMHCTBO BOIIPOCOB PACKPBITO. BEIOPAHO BEPHOE HAIIPABIICHHE JJISl PEIICHUS 3a/1a4

Oyenka: 3

Hudienuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapakxmepucmuxu evinoanenus snanusa: OueHka "y10BIeTBOPUTENILHO" BHICTABIIAETCS
€CJIM 33JaHUE IPEUMYILIECTBEHHO BBIIIOJIHEHO

KM-3. KoutpoJsibHoe meponpusitue Ne 4

®opmbl peaausanun: [lucemennas padbora

Tun kouTpoabHoro Mmeponpusitusi: KonrponsHas padora
Bec konTpoabHoro meponpusitusi B BPC: 25
IIpoueaypa npoBeaeHHMs KOHTPOJIBHOrO MeponpuATHA: IIMCBEMEHHBI OTBET Ha BOIPOCHI

KOHTPOJIBHOTO MEPOIPHUSTHS,
dbopmara

Kparkoe conep:kanue 3a1aHus:

BBHITTOJIHSAEMBIM Ha JIMCTax

JaiiTe mucbMEeHHBIN OTBET Ha 6 BOIIPOCOB.
OnuH U3 IByX BapUaHTOB KOHTPOJIBHOI'O MEPOIIPUATHUS BEIOUPAETCS MO KPUTEPHIO:
Heu€THBIE HOMepa 110 criucKy xKypHaina BACP - 1 BapuaHT, 4€THBIE HOMEpa - 2 BapUaHT.

KoHTpoJibHBbIC BONIPOCHI/3aJaHHA:

YCTaHOBJICHHOT'O aﬂMHHHCTpaHHeﬁ

3Hath: CrnocoObl OCYIIECTBICHUS

1.KonTpoasHoe meponpusitue Ne 1 mo nucuurivye

JIUAarHOCTUKM M MOHUTOPHHIA [TIporpamMHoO-anmapaTHbie CPeICTBA 3AIIUTHI
CUCTEM 3alUTHI nHdopManuu
aBTOMAaTU3UPOBAHHBIX CUCTEM Ne
1 Bapuant 2 BapuaHTt
1/
[lonsiTre u TUIIBI Cucremsbl aHaM3a
pe3epBUPOBAHMS JJAHHBIX. | 3AIIUIICHHOCTH.
1 Onpenenenune RAID, [punumne! paboTel
ocHOBHBIE THITBI RAID- CHUCTEM aHaIu3a
MacCUBOB H UX 3aLUIIEHHOCTH.
XapaKTEPUCTUKH. [Ipumeps! peanuzanuu.
2 BuprtyanbHble yacTHbIE MexaHn3Mbl OJIOKHPOBKH
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cetu (VPN). [Ipotokonsl, | pabodeli cTaHuu HA
ucnoibdyemolie B VPN, arrnapaTHOM YPOBHE.
WX OCHOBHEIE JoBepeHHas 3arpyska.
XapaKTePUCTUKH. Otansl JOBepeHHON
IIpumepsl peaauzaiuu. 3arpy3KH.
MesxceTeBble SKpaHBbl.
Me:xceTeBble SKpaHbl.
Kpurepuu Bri6opa
THIbl MEKCETEBBIX
MEKCETEBBIX IKPAHOB.
3 9KpaHoB. Pa3paboTka
OcHOBHBIC TPEOOBAHMS
MIPaBHII JJI1 MEXKCETEBOTO
PETYIIATOPOB K
JKpaHa.
MEKCETEBBIM JKpaHaM.
3amura uHbGOpMAaIUU
OCHOBBHI yIpaBJIcHUS H bopwar
IIpH TIepeiave mo
ANEKTPOTIUTAHUEM
N BBIYHCIUTEILHBIM CETSIM.
4 pabouYnx CTaHIMHA U
3amuieHHbIe
cepsepos. Kpurepui MPOTOKOJIBI TIEpeiaun
BeIOOpa UBII. P P
JTAHHBIX.
Kontpomnb nenoctHocTi
TexHonorus
N uHpopmarur. OCHOBHEIE
5 0ecrpoBOIHOM Mepeaayn
meroasl. [Tpumepst
JaHHBIX, €€ 3alluTa
peanu3anmy.
Ymerb:  IlpuMeHSTH  THIIOBBIE 1.
[IpOorpaMMHO-anIapaTHeie Ha crenne xadenpsr Ha crenne xadenpst
CpeacTBa 3allUThI I/IH(I)OpMaHI/II/I B IIPOAEMOHCTPUPOBATH IMPOACMOHCTPUPOBATH
aBTOMATU3UPOBAHHBIX CHUCTEMAaX U pealln3annio peuz peaIn3alUI0 peUL
6333X JTAHHBIX 6 MacCcCHBa JaHHBIX 11O TUITY MacCCHBa JaHHBIX IO TUITY
RAID-5 nnsa RAID-0 gusa
MPeJIII0KEHHOTO MPeII0KEHHOTO
MpernoaaBareaeM MpernojaaBareaeM
JKECTKOTO IMCKA JKECTKOTO IMCKa
Onuncanue MKAJIbI OCHUBAHUS
Oyenka: 5

Huorcnuii nopoe svinonnenus 3adanus 6 npoyenmax: 10
Onucanue xapakmepucmuxu evlnoanenus 3Hanus: O1eHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BhEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4

Huoicnuti nopoe evinonnenus 3aoanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu ebinonneHus snanus: OueHka "Xopoo" BEICTaBISETCS €CIH
OOJIBIIMHCTBO BOIIPOCOB PACKPBITO. BBIOPAHO BEPHOE HAIIPABICHUE JJIS PEIICHUS 3a/1a4

Oyenka: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu evinoaneHus snanusa: OueHKa "y10BIETBOPUTEIBHO" BHICTABIIAETCS

€CJIM 3aJaHUEC IPEUMYIICCTBCHHO BBIITIOJIHEHO

KM-4. KonrpoJsbHoe meponpusitue Ne 8

®opmbl peaausanun: [lucpmennas pabora

Tun kouTpoabHOro Meponpusitusi: KontponsHas padora

Bec konTpoabHOro meponpusitus B bPC:
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Hpouenypa NpoBeACHUS KOHTPOJBLHOI0O MEPONPHATHA: IIuceMeHHBIM OTBET Ha BOIIPOCHI
KOHTPOJIBHOI'O MCPOIIPUATHA, BBIITOJIHSIEMBIM Ha JIHCTax YCTAaHOBJICHHOI'O aHMHHHCT”paHHefI

dopmara
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KpaTkoe conep:kanue 3a1aHus:

JlaliTe MMCbMEHHBIN OTBET Ha 5 BOIIPOCOB.
OnuH U3 IByX BApUAHTOB KOHTPOJIHHOT'O MEPOIPHUSITHS BRIOMPASTCS TI0 KPUTEPHUIO:
HEUYETHBIC HOMEpa 10 crucKy )kypHasia BACP - 1 BapuanT, 4yéTHble HOMEpa - 2 BapUAHT.

KOHTpOJILHLIe BOHpOCbI/SaL[aHI/Iﬂ:

3nath: CnocoObl OCYIIECTBICHUS
JMAarHOCTUKA M MOHHTOPHHTA
CHCTEM 3aIIUTHI
ABTOMATHU3UPOBAHHBIX CHCTEM

1.
Ne
1 Bapuanr 2 BapuaHnr
n/n
IIpuBeaute N
Kpatko packpoiite cyTb
KJ1acCU(UKAIHIO aTaK T10
ataku Tuma Spoofing Ha
1 KPUTEPHUIO
BeO-pecypcehl
MECTOTIOJIOKEHUS S
atakyromero u OU peatp
2 B uéwm 3axmrouaercs Uto Takoe MAC-
omacHocTh IP-spoofing? | Spoofing?
N Kaxk ocymectBisiercs
B uém cyTp ataku Ha MD M
3alUTa OT ataku Ha MO ¢
3 METOJIOM
HCIIOJIb30BaHHEM
TYHHEJIUPOBAHUS?
TYHHEIUPOBaHUsA?
Yem ICMP Redirect
Kakoga cyTb araku OTIIMYAETCS OT aTaKu C
4 KpOILIEYHBIMU HCIOJIb30BaHHEM
(hparmenTamu? JIO’)KHOTO COOOIIEHUS

DHCP?

VYMeTh: [IpuMeHsiTh  THUIIOBBIE
MPOrPAMMHO-AIIAPATHBIC

cpeiacTBa 3amuThl WHDOpMaAnuu B
aBTOMAaTU3UPOBAHHBIX CHUCTEMAaX M

0a3ax TaHHBIX

1.5. IlpakTuyeckoe 3a/laHue MOKET BBIIIOJIHSTD B
rpynnax no 2-3 4ejgoBeka.
Heo6xoaumo chopmupoBath 0TUET B popMare
npesenranu PowerPoint wiu PDF o Hmkecnenyronmm
noJ[3a7ayam:
1. JlaTh XapaKTepUCTUKY KOPIIOPATUBHBIM PEIICHUSM
3amuThl T DDoS-atak 1 UX OTIUYUAM OT CPE/ICTB
3alUThl epcoHanbHbIX AC
2. Onucarps Ha3HaYCHHUE U (PYHKIIMOHAJIbHBIE
BO3MOKHOCTH MPOTPAMMHBIX PEIICHUN 3aIIUTHI
ot DDo0S-arak
3. ChopmupoBath Ki1acCU(PUKAINIO TUTIOB allllapaTHOTO
o0opyoBaHus, UCIOIb3yeMoro B 6opsde ¢ DDoS-
aTakamu

Onucanue MIKAJbI OLlEeHUBAHUS

Ouyenka: 5
Huodicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapakmepucmuku vtnoanenus 3nanus; OueHka "oTIMYHO" BBICTABIISIETCS €CIIN 3aJJaHNe
BBITIOJTHEHO B MOJIHOM 00'beME WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku svtnonanenus 3uanus.; OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [T PEIICHUS 3a/1a4

Oyenka: 3
Huoichuii nopoe svinonnenus sadanus 6 npoyernmax. 50
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Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHKa "y10BIETBOPUTENIBHO" BHICTABIIAETCS
€CIIM 3aJJaHle MPEUMYIIECTBEHHO BBITOIHEHO
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COJIEP)KAHUE OLIEHOYHBIX CPEJICTB IPOMEXYTOYHOM ATTECTAIIUA

5 cemecTp
@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpumep Onsiera

Ymeeporcoaro:
9K3AMEHAIIMOHHBIN BUJIET Ne 1 3as. xap. BUT

HnY . »

MU Kadenpa beszonacnocmu u ungpopmayuonnoix mexnonoeuti | A.FO.Heeckuii
Hucuumnaa «[IporpaMMHO-ammapaTHeie CPEICTBA 3AIIUTHI Ilpomoxkon kagheopwi
UHPOPMALITI» No3

«18»0exabps 2019e.

1. Pam>KupoBaTh TUIIOBBIE METO/BI X MHCTPYMEHTHI 3JI0YMBIIIJICHHUKA, HAIIPAaBJIEHHbBIE HA CETEBYIO
UHPPACTPYKTYPY HPEATIPUATHUSL

2. CchopmMupoBaTh peKOMEHIAINH 10 TPUMEHEHUIO CKaHEPOB 0€30MacCHOCTH HH(OpMAaIn
cnenmanuctamu red u blue komann. Yka3aThs u3BecTHble Bam ckaHepsl 6€30MaCHOCTH 10 TPEM
HarpaBIeHUsAM paboTsl: ceTh, AC, BeO.

3. [IpogemMoHCTpUpY#TE NMEepexBaT TpaduKa JIOKATBHON CeTH CTeHIa Ka(eaphl C HCIIOJIb30BaHUE
nporpammel WireShark

IIpoueaypa nposenenus

VYeTHBIN 3a4€T € MPAKTUYECKOW MMCbMEHHOM YacThIO HA JINCTAX YCTAHOBJIICHHOI'O aJIMMHHUCTPALMEN
obOpasima

L. Ilepeuenv Komnemenyuit/uHOUKaAmMOpPo8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbHANO8
0CGOCHUA OUCUUNIUHDL

1. Komnerenmust/Muaukarop: MJI-lonk-1.3 PazpabaTsiBaeT mopsaok mpuMeHEHHUs! TPOTPaMMHOTO
o0ecrneveHus ¢ IeNbI0 co00IeHus TpeOOBaHMIA MO 3aInTe HHPOpMAITUU

Bonpocsl, 3aganus
1.OxapakTepusyiiTe OCHOBHBIE CIOCOOBI MPOHUKHOBEHUS BPEAOHOCHBIX MIPOTPaMM Ha
koprnopatuBHbie AC mpeanpusTus
2./laiiTe XxapaKTepUCTUKY BapuaHTaM MPOTUBOCHCTBHS U HapyIIECHHUS padOThl aHTUBUPYCHBIX
MPOTPaMMHBIX MTPOTYKTOB
3.B cooTBercTBHM € ypoBHsIMU Mojaenu OSI gaiiTe XapakTepUCTUKY BApUAHTAM PEATU3yEMBbIX
Ha HUX aTakax
4 JlaiiTe onpeneneHrne TYHHEIUPOBaHUsI, Kak Bua aTaku Ha AC npeanpustus. Y KaxuTe
BapUAHTHI 3aIUTHI OT TYHHEIUPOBAHUS
5.Kakue tpu xkareropuu DDoS-arak Bam nu3zBectHbI? KakoBbl MEXaHU3MBI 3aIIUTHI OT HUX?

Matepuanbl A/l IPOBEPKH OCTATOYHBIX 3HAHUM
1.Kakue Tunsr DDoS-artak B coorBeTcTBHM ¢ YpoBHsIMHU Mojaenn OSI Bam uzBecTHbI?

OTBeThI:
JI71s1 KOppEKTHOTO OTBETA Ha BOIIPOC PEKOMEHIYETCSl OOPaTUTHCS K CEIbMOM JICKIIUU 10
mucrurinHe «[IporpaMMHO-anmapaTHbIe CpEACTBA 3AIIUTH HHPOPMAITII)
Bepnsriit orBeT: HuzkoypoBHeBbIe aTaku: - ATaku Ha ceteBoM ypoBHe OSI mpencraBisioT
u3 cebs «3abuBanue» kanana. [Ipumepom mosxer 66T CMP-(hnyn — araka, koTopas



ucnonb3yer ICMP-coo0mienuns, KOTopble CHIKAIOT MPOITYCKHYIO CIIOCOOHOCTh aTaKyeMoil
CEeTH U MeperpyxaroT OpanaMaysp. X0CT HOCTOSTHHO «IMHTYETCS» HAPYIIUTEISIMH,
BBIHYX/Iasi €T0 OTBEYATh Ha ping-3ampockl. Korga ux mpuxoauT 3HaYUTEILHOE
KOJIMYECTBO, MIPOIYCKHOM CIIOCOOHOCTH CETH HE XBaTa€T U OTBETHI HA 3aIPOCHI MPUXOJIAT
CO 3HAUYUTENIbHOU 3a1epxkKoi. [ npegorBpaienus Takux DDoS-arak MoxxHO
oTKIH0YuTh 00padboTky ICMP-3anpocos nocpeactom Firewall ninu orpaHuanth ux
KOJIMYECTBO, MPOIMyCKaeMoe Ha cepBep. - ATaKi TPAHCIIOPTHOT'O YPOBHSI BBITJISIAT KaK
HapyuieHue GyHKITMOHUPOBaHUs U nepexBaT Tpaduka. Hanmpumep, SYN-daya nnm Smurf-
ataka (ataka ICMP-3anpocamu ¢ usmenénnbiMu aapecamu). [locnenctsust Takoit DDoS-
aTaky — MPEBbIIICHNE KOJIMYECTBA JOCTYTHBIX MOJKIOYSHHH U iepedou B paboTe
ceTeBOro obopynoBanus. BricokoypoBHEBbIE aTaki: - Ha ceaHCOBOM ypOBHE aTakam
nojiBepraercs cereBoe obopyaosanue. Mcnomab3ys ysa3BUMOCTH TPOrPaMMHOTO
obecnieuenus Telnet-cepBepa Ha CBUTYE, 3I0YMBIIICHHUKH MOTYT 3a0JIOKMPOBATh
BO3MOXXHOCTH YIIPABJICHUS CBUTYEM JUISl aIMUHUCTpaTopa. YToO n30exarh mogo0HbIX
BHJIOB aTaK, PEKOMEH/IYETCS IMOICPKUBATH MTPOLITUBKHA 000PYAOBaHHUS B aKTYAIbHOM
COCTOSIHMH. - BBICOKOYpOBHEBBIE aTaKW MPUKIIATHOTO YPOBHS OPUEHTHUPOBAHBI HA
CTHpaHUe TaMAITH WU HHPOpPMAIINH ¢ JUCKa, K<BOPOBCTBO» PECYPCOB Y cepBepa,
W3BJICYCHHE U UCIIONIBb30BaHuE NaHHbIX U3 b/. DTo MoeT mpuBecTH K TOTaIbHOM
HEXBATKE PECYPCOB JIJIsl BBIMIOJHEHUSI MPOCTEHIIMX ONEpaIvii Ha 000PYIOBAHHH.
Haub6onee s pexTuBHBIN criocod npeaynpekIeHus aTak — CBOEBPEMEHHbBII MOHUTOPUHT
COCTOSIHHSI CUCTEMBI U IIPOTPAMMHOTO 00€CTIeueHHUs.

2.Ilepeuncnute ocHOBHbIE THUIIBI SQL-UHBEKINNA, UCTIOIB3YEMbIX JUISl aTaKH Ha

KOPIIOPATHBHBIE CETU MIPEIITPHUSITHIA
OTtBeTsI:

J71s1 KOpPpEKTHOTO OTBETA Ha BOIIPOC PEKOMEHIYETCsl OOpaTUTHCS K OJUHHAIAIATOM JIEKIIHH 110

mucruminie «[IporpaMMHoO-anmapaTHbie CpeaCTBa 3alUThl HHGOPMAITUN
Bepuriit orBeT: CymiectByet 5 ocHOBHBIX THIIOB SQL mnbekumii: - Kinaccuueckas (In-
Band unm Union-based). Camas onacHasi ¥ peIKO BCTPEYAIOIIAsCs CETOAHS aTaka.
[To3BossieT cpa3y mosydarts JtoObie JaHHBIE U3 0a3bl. - Error-based. I1o3BossieT momydarsb
uHpopmanuio o 6asze, TabIUIAX U JAHHBIX HAa OCHOBE BhIBOAMMOro Tekcra omuoku CYB/I.
- Boolean-based. BmecTo mosmy4eHust BceX JIaHHBIX, aTAKYIOMIMNA MOXKET MOIITYYHO MX
nepedupaTh, OPUEHTHPYACH Ha MTPOCTOM OTBET THMA true/false. - Time-based. I[Toxoxa Ha
MPEABIYIIYIO aTaKy MPUHIIUIIOM TIepedopa, MAaHUTTYJIUPYsI BpeMEHEM OTKJIMKA 0asbl. -
Out-of-Band. Ouens peaxue u crienupuIeckre THITBI aTaK, OCHOBaHHBIC HA
WHJIMBUIYAIBHBIX OCOOEHHOCTSIX 0a3 JIaHHBIX.

3.Ilpennoxxute pekoMeHAAINH IO 3alIUTe TUIIOBOTO KOMMepUYecKoro Beb-caiita ot SQL-

HHBEKIIUN
OTBeTsI:

J71s1 KOppEKTHOTO OTBETA Ha BOMIPOC PEKOMEHIYETCSl OOPaTUTHCS K OJUHHAIIATON JIEKIIHH 110

mucrurnie «[IporpaMMHO-anmapaTHbie CpEICTBA 3aIUTH HHPOPMAITII)
Bepnsiit otBet: [ 3ammThl caiita oT SQL-uHbEKIINN peKoMeHayeTcs: - Micnonp3yiiTe
oenpie criucku - He ucnons3oBate Meton GET B popmax uaentuduxanmm -
O6pabateiBaiiTe mepeMeHHbIe - [[poBEpATH UCTOUYHUK TIOTYICHHSI TaHHBIX -
Ucnons3zosars PDO

4. KakoBbI 0COOCHHOCTH ()YHKIIMOHUPOBAHUS CHUCTEMBI TIPEIOTBPAIICHHS YTeueK HHPOPMAITNH

B pexxumMe MonuTopunra (DLP-cuctemsr), paboTaroleii B KOpIOpaTUBHOW CETH MPEAIPUATH?
OTBeTHI:

J1J1st KOpPEKTHOTO OTBETA HA BOMPOC PEKOMEHIYETCSI OOPATUTHCS K YETHIPHAAIATOMN JISKIIMH T10

nucturmuHe «[IporpaMMHO-amnmapaTHbIe CpEJCTBA 3aMUTH HHOOPMAITHI
Bepubsiii otBeT: DLP-cucTeMBI OTCIEKHUBAIOT: - UCXOIAIINA U BXOIAIINN web-Tpaduk; -
KOMMYHUKAIIUW COTPYAHUKOB TI0 Pa3JIMYHBIM KaHaJaM CBS3H, B COIIMAIBHBIX CETIX, HA
dbopymax u UHBIX pecypcax; - HHPOPMAIUIO, XPAHSIIIYIOCS Ha pab0YnX CTaHIUX,
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cepBepax, B 00JaYHBIX XpAaHMIUINAX; - (PaKThl 3arpy3KH (PaiiIoB HA ChEMHbIE HOCUTEIH; -
BHECEHUE U3MEHEHUI B TIOKYMEHTHI, OTIIPABKY WX Ha Me4YaTh U MPOYre COObITHS; -
pabodee Bpems ¥ IEHCTBUS COTPYTHUKOB: UCIOIB30BaHUE TIPOTPAMMHOTO 00ECIICUCHHS,
MHTEPHET-CEPBUCOB, MOMBITKU U3MeHeHus koHuryparuu [10, o6opyaoBanus u Tak
naee.

5.em TCP SYN Flood otimnuaercs ot Reflection SYN flooding?
OTBeTHI:

J171s1 KOPPEKTHOTO OTBETA HA BOIPOC PEKOMEHIYEeTCsl 0OpATUTHCS K TPUHAIATOMN JISKIIMHU T10

mucrumuinae «[IporpaMMHO-anmapaTHbIe CPECTBA 3aIIUTH HHPOPMAITII)
Bepnriit orBeT: Ha cepBepa B cetu nocbinarotcest SY N-makeTsl ¢ ucxoansim [P-agpecom
aTakyeMoi mamuHbl. CepBep WM MapLIpyTU3aTOP MOIYyYaeT 3TU nojaesibubie SYN-
nakeTsl ¥ mockutaeT SYN/ACK oTBeThl Ha aTakyemblil XocT. KoMmbroTep, OTIPaBIISIOIIHMA
SYN/ACK mnaker, oxxunaer Ha Hero ACK-0TBeT, a mpu ero OTCYTCTBUU MOCHUIAET eIIié
Heckosibko SYN/ACK nakeroB. SYN/ACK makeTsl MpoaoKaT aTakoBaTh 1EJIEBOM
CEpBEp aXKe MOCJe TOT0, KaK 3JI0YMBIIUIEHHUK IPEKpaTHII HallaIeHUE.

6.Kakue araku crieninanbHO CKOHCTPYUPOBAHHBIMU MakeTaMu Bam n3BecTHBI?
OTBeTHI:

J1J1s1 KOpPEKTHOTO OTBETA HA BOMPOC PEKOMEHIYETCSI 0OPATUTHCS K TPUHAIIATOMN JISKIIMH T10

mucrumuinae «[IporpaMMHO-anmapaTHbIe CPECTBA 3aIUTH HHPOPMAITHI
Bepnpsiii otBeT: Ping of death. [Tochiika Ha aTakyeMslil y3en pparMeHTHPOBaAaHHON
JaTarpaMMbl, pa3Mep KOTOPOil mociie COOPKH MPEBHIIIACT MAKCUMAIbHBIN pPa3pelieHHbIN
pa3mep natarpammsbl Land. [loceuika Ha atakyemsrit yzen SYN-cermenta TCP, y koToporo
IP-anpec u mopT oTIpaBUTENs coBNaaaroT ¢ noxydarenem Teardrop. Ilpuceimaercs
HECKOJIbKO (pparMeHToB ogHoro nakera. [Ipu coopke nakera BTOpoii (parMeHT
HAaKJIaJIbIBAETCS HA TIEPBBIM, M €T0 TaHHBIC 3aIMMCHIBAIOTCS TTOBEPX MPEABIYILIETO
dbparmenTa

2. Komnerennusi/Muguxkarop: UJ-lonk-1.4 KonTponupyer KOppeKTHOCTh PYHKIIMOHUPOBAHUS
IpOTrpaMMHO-aNNapaTHBIX CPEJCTB 3aLIUThl HH(OpPMAIIMK B KOMITBIOTEPHBIX CHCTEMaX U CETAX B
COOTBETCTBUU C HOPMATUBHBIMHU M KOPIOPATUBHBIMU TPEOOBaAHUSIMU

Bonpocel, 3aganus
1.ats onpenenenne ARP spoofing'a. Ykazate HHCTpYMEHTBI, HCIIONIb3YEMBbIE JIJIS1 pealu3aluu
atak Tuna ARP spoofing. [IpeyioxxuTe MeXxaHU3MBbI 3aILUTHI
2.11pennoxuTh KIacCU(PHUKALMIO TPOSHCKUX MPOrpamMM 10 KaTeropuH BHJ1a IPEICTaBIIEMON

yIpo3bl

II. Onucanue wkKanvl ouenueanus

Oyenka: 5
Huorcnuii nopoe svinonnenus 3adanus 6 npoyenmax. 10
Onucanue xapakxmepucmuxu 8vlnoHeHus 3Hanus: PaboTa BINONHEHA B paMKaX "MPOJABHHYTOrO"
ypoBHs. OTBETHI JIaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIC OCOOCHHOCTH MPAKTHYSCKUX PEIICHUAN

Ouyenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 60
Onucanue xapaxmepucmuxu vinoiHeHus sHanus: PaboTa BeIONHEHA B paMKax "6a3oBoro"
ypOBHs. BOJBIIMHCTBO OTBETOB JaHBI BEpHO. B yacTu MaTepuana ecTh He3HAUYUTEITbHbIE
HEJIOCTATKU

Oyenka: 3
Hudicnuii nopoe svinonnenus 3aoanus 6 npoyermax: 50
Onucanue xapakmepucmuku 6binoiHeHus 3nanus: Pabora BBINOIIHEHA B paMKax "ToporoBoro"”
ypoBHs. OCHOBHasI 4aCTh 33JJaHHS BHIMIOJIHEHA BEPHO. HAa BOMIPOCHI YIIIYOJICHHOTO YPOBHS
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1I1. Ilpasuna évicmaesnenusn umo2o80i OYeHKU no Kypcy

6 cemecTp

®opMa NPOMEKYTOUYHOM aTTecTalun: DK3aMeH

IIpumep Onnera

. Ymeepoicoaro:
3K3AMEHAIIUOHHBIU BUJIET Ne 1 3as. kagp. BUT

HRY . .

MOHU Kadenpa bezonacnocmu u ungopmayuonnvix mexunonoeui A.FO.Hegckuii
Huctunnuna «[IporpaMMHo-anmapaTHBIe CpeACTBa 3aIIUTHI Ipomoxon xagpedpwi
nHpOpMAITHI) Ne3

«18»0exabpa 2019e.

1. OCHOBHBIC MOHATHSI U ONpeecHus B cepe HHPOPMAIIMOHHOM 0€30MacCHOCTH. YTPO3bI
nHpopMaluu. MeTo bl 3alMThl HHQOpMaIuu.

2. buomeTpudeckuii qoctym. O630p OMOMETPHUECKUX TEXHOIOTHH.

3. Co3yaTh pe3epBHYIO KOMHMIO manku Mou JIOKyMeHTHI ¢ ncronb3oBanreM yTuautbl NTBackup.

IIpoueaypa npoBenenust
Y CTHBIN 3K3aMEeH C MPaKTUYECKOM YacThlO Ha cTeHaax Kadenpsl

L. Ilepeuenv Komnemenyuit/uHOUKAMOPO8 u KOHMPOAbHBIX 60NPOCOB NPOGEPKU PE3YTbIAN 08
0C80eHUA OUCUUNTUHDL

1. Komnerenmust/Unaukarop: MJI-1lonk-1.3 PazpabarsiBaet nopsaok NpuMEeHEHHUS TPOrPaMMHOTO
o0ecrneveHus ¢ IeNbI0 co0oIeHus TpeOOBaHMIA MO 3aIuTe HHPOpMAITUU

Bonpocsl, 3aganus
1.06ecneuenue 6e3onacHoctu XpaneHus 1anHbX B OC Microsoft Windows. TexHnonorus
TEHEBOTO KOTIMPOBAHUS JIAHHBIX.
2.IIporpamMMHO-anmapaTHbIe CPEACTBA KOHTPOIIS AOCTYMA. Y CTPOICTBa BBOIA
UACHTH()UKAITMOHHBIX TPU3HAKOB, KJIACCU(DUKAIINS, KpaTKask XapaKTePUCTHKA.

2. Komnerenuust/Muaukarop: M/1-1onk-1.4 KoHTponupyer KOppeKTHOCTh (PYHKIIMOHUPOBAHHUS
IIPOrpaMMHO-aINapaTHBIX CPEICTB 3alUThl HH(OPMAIlMU B KOMIIBIOTEPHBIX CUCTEMAX U CETSX B
COOTBETCTBUM C HOPMATUBHBIMU U KOPIIOPATUBHBIMU TPEOOBaHUAMU

Bonpocsl, 3aganus
1.Pe3epBupoBanue nanubix. Tunel pezepsupoBanus. RAID, onpenenenne. OCHOBHBIE THUIIBI
RAID- MaccuBOB 1 UX XapaKTEPUCTUKH.
2.ApxuBanys JaHHBIX. CTpaTernyu apXyuBaLuu.
3.Cucrembl aHam3a 3amuIIeHHOCTH. [IpHHITUITBI paOboTHl CHCTEM aHAIN3a 3alIUIIEHHOCTH.
4.BpINONHATH aBTOMAaTHYECKYIO TIOCTAHOBKY pecypcoB Ha KOHTpoib AM/I3 «Akkopa» ¢
IIOMOUIBIO MacTepa
5.MesxcereBble SKpaHbl. THUIIBI MEKCETEBBIX IKpaHOB. PazpaboTka mpaBuil UIsi MEXKCETEBOTO
JKpaHa.
6.Buptryanbusie uactable cetd (VPN). IIpoTtokonsl, ucnons3yemsie B VPN, UX OCHOBHbIE
XapaKTePUCTHUKHU.
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MarepuaJsl 1JI1 NIPOBEPKHU OCTATOYHBIX 3HAHUM
1.Kakue anmaparHbie yCTpOMCTBA BBOJA HACHTHU(UKAITMOHHBIX MPU3HAKOB B
aBTOMAaTU3UPOBAHHYIO cucTeMy Bam u3BecTHb1?
OTtBeTsI:
JIJ1st MpaBUIIBHOTO OTBETA HA BOMPOC HEOOXOIMMO KOPPEKTHO OMPEACITUTh BO3MOKHBIC
anmnapaTtHble UICHTH(PUKATOPBI, IPUMEHAEMbIE B CUCTEMaXx 3allluThl HH(OpMaLuu

Bepusriii otet: [1o ciocoOy cunThIBaHNUS UACHTU(PUKAIIMOHHBIX TPU3HAKOB BBIACISIOT: * C

PYYHBIM BBOJIOM; * KOHTaKTHbIE; * JUCTAHIIMOHHBIE (OECKOHTAKTHBIE); *
KOMOWHUpOBaHHbIE. Py4HOI BBOJ HIEHTH()PUKALMOHHBIX MPU3HAKOB ITPOU3BOIUTCS C
MIOMOILBIO HAXKaTHsl KJIABUILI, IOBOPOTOM IEPEKIItoYaTeIel Win APYrux MoA00HbBIX
a5ieMeHTOB. KOHTAaKTHOE CUMTHIBaHWE MICHTH(PUKAIIMOHHBIX PU3HAKOB I10IPa3yMeBaeT
HEIOCPECTBEHHBIH KOHTAKT UAECHTHU(PHUKATOPA U cUMTHIBaTeNs. YTeHne nHpopmanun
MPOUCXOJUT ITyTEM MPOBEICHHS UICHTU(UKATOPA Yepe3 CUNTHIBATEINb MIIM UX TPOCTHIM
IIPUKOCHOBEHHUEM.

2.KakoBbl ocHOBHBIE pyHKIMU IDS-crcrem?
OtBeTsl:

B otBeTe Ha Bompoc HEOOXOAUMO PACKPBITH OCHOBHBIE (hyHKIMH IDS-cuctem, mpuMeHsieMbIX B

chepe nabhopMaIMOHHOM 0€30ITaCHOCTH

Bepnpiii otBeT: K ocHOBHBIM (pyHKIIMAM cucteM IDS oTHOCSTCS: - BBISIBICHUE BTOPKEHUMN
U CETEBBIX aTakK; - 3alMCh BCEX COOBITHI; - OMCK YA3BUMOCTEH; - IPOrHO3UPOBAHHE aTaK;
- pacrio3HaBaHKWE UCTOYHUKA aTaKW: WHCAW]I MK B3JIOM; - HHpopMupoBanue ciyx0 b 06

MHIUJIEHTE B PealbHOM BPEMEHH; - (OpMUPOBaHNE OTYETOB.
3.PackpoiiTe cyTh ¥ Ha3HaYEHUE KPUNITOTPA(YUIECKUX CPENICTB 3AIUTHI HHPOpPMAITUT
OTtBeTsI:
J171s1 KOpPEKTHOI'O OTBETA HA BOIIPOC HEOOXOIMMO 0OpaTUTHCS K ONPEAEICHUIO TEPMUHA
“kpuntorpaduueckas 3ammra”’, npeniaraemoro ®Ch Poccun, kak OCHOBHOTO peryisiTopa
3TOM cepbl HHPOPMAITMOHHON 0€301acCHOCTH
Bepusliit otBet: CpenctBa kpunrtorpapuieckoil 3amuts! nHGopmarun (CK3U1) —
anmnapaTHble, IPOrpaMMHBIE U allapaTHO—TIPOrPAMMHBIE CPE/ICTBA, CUCTEMBI U
KOMIUIEKCBI, PEAIU3YIOIINE aITOPUTMBI KpUITOTpaduueckoro npeoOpa3oBaHus
nH(pOpMalLlMY U NpeJHa3HAYE€HHbIE ISl 3aIlIUThl UH(OpPMALIUK IIPU Nepeiade 10 KaHalaM
CBSI3U M (WJIN) JUTSL 3aLIUTHI UH(OPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIA IIPH €€
00palboTKe M XpaHEHHUHU.
4.Kaxosa niens npumenenuss DLP-cucrem B cepe nHpopmaiioHHO#H 0€30macHOCTH
XO03SHCTBYIOLIETrO CyOBheKTa?
OtBeTsI:
Jl1s BepHOTO OTBETa Ha BOIIPOC PEKOMEHAYETCs UCIO0Ib30BaTh MaTepUalIbl JIEKIIUHU 10
mucuuruinbe “TIporpamMmHO-anmapaTHble CpeAcTBa 3alUThl HHpOopMaun”
Bepwnsriit orBeT: OcHoBHOM 3anaueit DLP-cuctem, uto oueBuaHO, sBIseTCS
IpeJOTBpalleHHEe Niepeayl KOH(UACHIIMATIbHOW HHPOPMALIUH 32 MTPEIeIIbI
nHpopmanoHHOU cucteMbl. Takas nepenaya (yTeuka) MOKET ObITh HAMEPEHHOU MITH

HeHamepeHHo#. Hanbonee yacto DLP-cucTeMbl IpUMEHSIOTCS [T PEIICHUS CIIETYIOIINUX

HEOCHOBHBIX Ul ce0sl 33/1a4: - KOHTPOJIb UCIOIb30BaHMs pabo4yero BpeMeH! U pabounx
PECYpCOB COTPYIHUKAMH; - MOHUTOPHUHT OOIIEHUS COTPYAHUKOB C LIEJIbIO BBISIBICHUS
BHYTpeHHel 00pbObI, KOTOpasi MOKET HABPEUTh OPraHU3alluN; - KOHTPOJIb
IIPaBOMEPHOCTHU AEUCTBUN COTPYIHUKOB (IIPEOTBPALCHUE [T€YaTH MTOAJENbHbBIX
JIOKYMEHTOB H TIp.); - BBISIBIIEHUE COTPYJHUKOB, PACCHUIAIOIINX PE3IOME, IS
OIEPATUBHOTO MOUCKA CIELUAIHNCTOB HA OCBOOOIUBIIYIOCS TOJKHOCTb.
5.Kakne koMIOHEHTHI BXOAT B cocTaB SIEM-crucreM, IpUMEHSEMBIX B KOMMEPUYECKUX
KOPIOPaTUBHBIX CETAX?
OTBeTshl:
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Jl1s BepHOTO OTBETA Ha BOIIPOC PEKOMEHAYETCS MCI0Ib30BaTh MaTepUaJIbl JIEKIIUHU I10
nucturuHe “TIporpammHo-anmapaTHbIe CpeicTBa 3anuThl HHPopManuu”
Bepuriit orBet: Komnonentsl SIEM: - areHThI, ycTaHaBIMBAaEMbIE€ HA HHCIIEKTUPYEMYIO
MH(OPMALIMOHHYIO CUCTEMY (aKTyaJbHO ISl ONEPAIMOHHBIX CUCTEM (areHT IPEeCTaBIISIET
cO00i PEe3UCHTHYIO TPOrpaMMy (CEPBUC, IEMOH), KOTOPasl IOKATHHO COOUPACT KYPHAIIBI
COOBITUH U TI0O BO3MOXKHOCTH TIEPEAAET UX Ha CepBep) - KOJIIEKTOPHI Ha areHTax, KOTOpbIE,
10 CYTH, MPEJICTABIIAIOT COO0N MOAYH (OMOTUOTEKN) I TOHUMAHUS KOHKPETHOTO
KypHaJia COOBITUI WJIM CUCTEMBI - CEPBEPBI-KOIIEKTOPDI, MPEAHA3HAUEHHBIE JIS
IIPEIBAPUTENILHON aKKyMYJISLIUM COOBITUI OT MHOXECTBA UCTOUHUKOB - CEPBEP-
KOPPEJATOpP, OTBEUAIOIIUI 32 cOOp MHPOPMAIMH OT KOJUIEKTOPOB M areHTOB U 00pabOTKy
10 MIPABUJIAM U aJITOPUTMaM KOPPEJSALIUY - cepBep 0a3 JaHHBIX U XPaHUJIHIIA,
OTBEUAIOUIHI 32 XpaHEHHE KYPHAJIOB COOBITUIN
6.Kakue pekoMeHIamu 3KCepToB U3 chepbl HHPOPMALMOHHOMN 0€30MaCHOCTH T10 3aIUTE OT
DDoS Bam u3BectHbI?
OTBeTHI:
Jlns1 BepHOTO OTBETA HA BOIIPOC PEKOMEHIYETCSl UCIIOJIb30BAaTh MaTepUabl JEKIHUH 110
mucuururHe “TIporpaMMHO-anmapaTHbie CpeACcTBa 3alUThl HHpopMau”
Bepwbiii otBeT: 1) ckoHpUrypupoBaTh aHTH-CITY(UHT Ha MapuIpyTu3zaTopax u MO s
OJIOKMPOBKH MCXOISIIETO TpaduKa, €CIIU apec UICTOUHUKA HE SBISETCS BHYTPEHHUM
azipecoM ceTH; 2) cKoHPUrypupoBath aHTu-DoS Ha mapiipyTuzatopax u MO s
OrPaHMYCHUS YKCIIa OJTYOTKPBITHIX KAHAIOB U HEBO3MOXKHOCTH MEPErpy3KU CHCTEMBI; 3)
OrpaHu4YuTh 00beM HekpuTuueckoro Tpaduka B JIBC, nanpumep ICMP; 4) npumeHsaTh
IDS nuis ananu3a Tpaduka v BBISIBICHUS aHOMAJIMI B HEM; 5) IPUMEHSThH pe3EPBHBIC
MIOJIOCHI IPOITYCKAHUS UJIM PE3EPBHBIE CETEBBIX YCTPOMCTB B MMKOBBIN POCT HATPY3KH.
7.KakuM TONIOJIHUTEIILHBIMYU YIPO3aM B CPABHEHHUE C IIPOBOIHBIMU I1OIBEPIKEHBI
OecrpoBOIHBIC JTHHHUH MEePeIauu JaHHBIX ?
OTBeTHI:
Jl1s BEpHOTO OTBETA Ha BOIIPOC PEKOMEHYETCS MCII0Ib30BaTh MaTepUalIbl JIEKIIMHU 110
muciuminHe “TIporpamMmmHo-annapaTHble CpeicTBa 3aluThl HHGopManun”
Bepupiii otBeT: Hapyiienue ¢puzndeckoil 1e10CTHOCTU CETH CIyYaifHBIMU UITH
npenHaMepeHHbIMU ToMexami. [loacnymmBanue Tpaduka Ha GU3MUECKOM YPOBHE
IPUEMHHMKAMU B IIUPOKOM criekTpe curtana. HCBropxkeHue B ceThb 110 3aHECEHHBIMU B
Tabmuiy paspeméaasix MAC-anpecam.

II. Onucanue wikanvl oueHuganus

Ouenka: 5
Huodienuii nopoe svinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapaxmepucmuku 6bInoaHeHus 3Hanus: Paborta BHINOIHEHA B paMKax "TPOJABUHYTOTO'
ypoBHsL. OTBETHI JaHBI BEPHO, YETKO CPOPMYINPOBAHHBIE OCOOEHHOCTH MPAKTUYECKUX PEIICHHH

1

Ouyenka: 4
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyermax: 60
Onucanue xapakmepucmuku 6blnoHeHus 3nanus: Paborta BbINOIHEHA B paMKax "0a30Boro"
YPOBHS. BOJIBIIMHCTBO OTBETOB JIaHBI BEpHO. B yacTh MaTepuaia eCTh HE3HAUUTEIILHBIC
HETOCTATKH

Oyenxka: 3
Huorcnuii nopoe evinonnenus 3adanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu vinoineHus sHanus: Paborta BeIMOTHEHA B paMKax "MoporoBoro"”
ypoBHs. OCHOBHAs 4acTh 3a/IaHUS BBITIOJTHEHA BEPHO. HA BOMPOCHI YIITYOJICHHOTO YPOBHS
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1I1. Ilpasuna évicmaesnenusn umo2o80i OYeHKU no Kypcy

I[J'ISI OLICHKH HCIIOJIB3YETCA TOJBKO PE3YIbTATHI HpOMeX(YTOqHOﬁ aTTeCTaluu U 3K3aMcHa
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