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OBILIASA YACTD

OneHouHblE MaTepHallbl 10 AUCLUUIUIMHE TMpPEAHA3HAYEHbl MJI OLEHKU: JOCTHKEHUS
0o0yyarolMMUCS  3aIUVIAHUPOBAHHBIX  PE3YyJIbTATOB  OOyYeHUs 10 JAMCLUUIUIMHE, JTana
(dbopMHpOBaHUs 3aIUTAHUPOBAHHBIX KOMIIETEHIIMN M YPOBHS OCBOCHUS TUCIUILINHBI.

OrneHouHble MaTepuallbl MO JUCHUIUIMHE BKIIOYAIOT OLEHOYHBIE CPEICTBA I MPOBEACHUS
MEPONPUIATHH TEKYILIET0 KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTECTALUH.

dopmupyembie y 00y4aromerocsi KOMIETeHIINN:

1. I[TK-3 CiocoOGeH aAMUHUCTPUPOBATH CPECTBA 3aIIUTH HHGOPMAIIMH B KOMITBIOTEPHBIX
CUCTEMAX U CETAX
[1K-3.1 AAMHHUCTPHUPYET MOJICUCTEMBI 3alTUThI HHPOPMAIIMH B ONEPAIMOHHBIX CUCTEMAX
[1K-3.3 AAMUHUCTPUPYET CPEACTBA 3aLIUTHI HH(OPMAIIMY TPUKIAJHOTO U CHCTEMHOTO
MPOrpPaMMHOT0 OOecTieueHust

1 BKIIFOYACT:
JJIA TEKYIEro KOHTPOJIA YCIIEBA€MOCTH:

®Popma peanmsanuu: [Iposepka 3ananus
1. 3aganue 1; 3aganue 2 (OTyeT)
2. 3apanue 3; 3aganue 4 (OTyer)
3. 3amanue 5; 3aganue 6 (OTyeT)
4. 3ananue 7; 3aganue 8 (Ortuer)

BbPC nucuuninHbl

7 cemecTp
Beca KOHTpOIBHBIX MeponpusITHii, %o
Pazgen nucuuniauHbl Unnexe KM- | KM- | KM- | KM-

KM: 1 2 3 4
Cpok KM: 4 8 12 15

Paznen 1

Tewma 1. BBenenue B qucuumiuny. OCHOBHbIE TEPMUHBI U +

ONpeJIeIeHUS

Tema 2. HopmaTtuBHO-TIpaBOBbIE TPEOOBAHUS 10 AYAUTY +

nH(opmanmoHHoM O0e3omacHocTy. Bubl aynura

Paznen 2

Tema 3. DTansl IpoBeACHUS ay/IUTa U UCIIOJIb3YEMbIE TEXHOJIOT MU +

Tema 4. Ayaut uH(GOpPMAIIMOHHBIX TEXHOJIOTUHN C +

HCIIOJIb30BAaHUEM CKaHEPOB OE€30MaCHOCTH

Tema 5. Ayaut coObITHI Ha 00BEKTE UCCIIEIOBAHUS + +

Bec KM: 25 25 25 25

$O6m1as yacts//1s1 MPOMEKYTOUHOU aTTecTauud




COJAEPKAHUE OLNEHOYHBIX CPEJACTB TEKYHEI'O KOHTPOJISA

1. Oyenounvie cpeocmea 011 OUeHKU 3ANIAHUPOBAHHBIX PE3YIbIMAM 06 00yUeHUA NO OUCUUNTIUHE, COOMHECEHHBIX C UHOUKAMOpamu
00CMUIICCHUS KOMNEmeHY UL

Nunexc Nunukarop 3anjaHUpOBAHHBIE KonTposbHas Touka
KOMITETCHIIMHT pe3yiabTaThl OOyYEHHsS IO
JUCIUILINHE

I1K-3 IMK-3.1nk-3 3HaTh: 3ananue 1; 3apanue 2 (Otuer)
AJIMUHHCTpPUPYET JTaIlbl IPOBEICHUS ayIuTa 3ananue 3; 3amanue 4 (OT4er)
IMOJCUCTEMEI 3allUTHl | TEXHOJIOTHH, pUMeHsiemble | 3amanue 5; 3ananue 6 (OTuer)
uHpopmanuu B | IpY IIPOBEICHUU 3ananue 7; 3ananue 8 (OTuer)
OTIEPALIMOHHBIX CHCTEMAaX KOMITHIOTEPHOTO ay/IuTa

UCTOYHHUKH WHPOPMAIIHHU O
3alIUIIEHHOCTH KOMITBIOTEpa
1EJIU, TIPUHIIAITBI U METOJIBI
MIPOBEACHUS
KOMITBIOTEPHOTO ay/IuTa
HOPMAaTHUBHO-TIPABOBBIC
TpeOOBaHUS MO MPOBEIECHUIO
KOMITBIOTEPHOTO ay/uTa
YMeTs:

WCTIOJIH30BATh TEXHOJIOTHU
JUTSL OIICHKH 3alUIIEHHOCTH
00BEKTa UCCIIEIOBAHUS
coOpatb (H0OBITH)
nHdopmanuo 06
UCCIIelyeMOM 00beKTe
OTIpeCTUTh KOHPUTypaLIUIO
pabodero mecrta AJis
MIPOBEACHUS
KOMITBIOTEPHOTO ay/IuTa

I1K-3 ITK-3.3mx-3 3HAaTh: 3aganwue 3; 3amanue 4 (OTuer)




AJIMUHUCTPUPYET CpeAcTBa
3alIUTHI UHpOpMALUU
IPUKIAJHOTO U CUCTEMHOIO
IPOrPaMMHOTO
oOecrnieueHus

Ha3HA4YCHUE, PUHIIUIIBI
paboTHI U TEXHOJIOTHUS
aHajau3a COOBITHI B
HcCaeayeMoM 00BbEKTe
OCHOBHBIE TEXHOJIOTHH
TECTUPOBAHUS 00BEKTA
HCCICIOBAHUS

VYMeTs:

pa3BepTHIBATDH U
ucroins3osatbh UT mig
aHaJIM3a COOBITUI Ha
00BEKTEe UCCIEA0BAHUS
SIEM (ELK)

MPUMEHSTh CKaHEPbI
0€30I1aCHOCTH JIJIS OIICHKU
3aIIUIIEHHOCTH 00BbEKTa
HCCICIOBAHUS

3ananue 5; 3ananue 6 (OTuer)
3ananue 7; 3amanue § (OTuer)




1I. Cooepicanue ouenounvix cpeocme. lllkana u kpumepuu oyenusanus
KM-1. 3apanue 1; 3aganue 2

®opmbl peaausanuu: [IpoBepka 3amanus

Tun KOHTPoJILHOr0 Meponpusitusi: OT4er

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpoueaypa npoBeleHUsi KOHTPOJBLHOr0 Meponpusitusi: 3ananus 1,2 ainsd MHIUBUAYAIHHOTO
BBITIOJIHEHUS Y CIIOBUS TIPOBEICHUs YueOHas rpymma: 1 denoBek. lcmonb3yemble TEXHHUECKUE U
nporpamMubie cpeactBa:  Kommbrotep ¢ OC Linux, Windows. Bcrpoennoe mnporpammHoe
obecrnieueHue

Kpatkoe cogepxanue 3agaHus:
3aganue 1.1.
1). Onpenenuts TEKYILYIO0 KOHPUTYpaLKi0 000py0BaHUsI KOMIIbIOTepa (ucmoiib3yeMblit CPU,
KoaudecTBo saep, O3Y u 1.1.).
2). Onpenenutsb Tekymlyto Harpy3ky Ha OC.
3). Onpenenuth ycranoBieHHY0 OC U apXUTEKTYpYy.
4). OnpenenuTh Kakue MpOoIEecChl MOTPEOIIAIOT O0IbIIE BCETO pecypcoB. MOXKHO Jin
ONTUMHU3UPOBATh NOTPEOIEHNE CUCTEMHBIX PECYPCOB JaHHBIMU IpolrieccaMu?

3aganue 1.2.

1). Onpenenuts IP-anpec, macky, nutto3 u ucnoiszyembie DNS cepsepa.
2). Onpenenuts MAC-aapec ceTeBoi KapThl.

3). Onpenenuts BHemHu [P-anpec kommnbroTepa.

4). OnpenenuTh KOJTMYECTBO CETEBBIX aaNTePOB U UX MpeJHA3HAUYCHHUE.

3ananue 1.3.

1). Onpenenute MAC aapec 1uit03a o yMoJ4aHHIo.

2). Omnpenenuts coBnaaaeT au otBeT Bamero DNS cepsepa ¢ otBetom DNS cepepa 77.88.8.3.
3). OnpenenuTh JOCTYITHOCTSH y3ia 8.8.8.8 ¢ Baliero KoMmproTepa.

4). Onpenenuts MapuIpyT a0 y3ia 8.8.8.8.

5). OnpenenuTs Kakue MOPThl OTKPBITHI HAa BallleM KOMITBIOTEPHI U KAKMMH IIPOLIECCAMHU.
PesynbTar coxpanuTh B (haii.

3ananue 1.4.

1). OnpenenuTs UCTIONB3YETCS JTU AHTHBUPYCHOE TIPOTpaMMHOE 00eCIIeUeHHE.
2). OnpenenuTth UCHOIB3YETCS TU MEXKCETEBOM dKpaH.

3). Onpenenuts ypoBenb UAC (ms Windows).

3aganue 2.1.

1). O3HakoMuUThCS ¢ PyHKIMOHAIOM HpuioxkeHus [IlpocmoTp coObITHit

2). Co3nath npeycTaHOBICHHBIN GUIABTP A7 PUABTpALIMM OIIUOOK U MPEIYPEKACHUN 13
KypHaJila IPUI0KEHUHN U CHCTEMBI

3). Ilpoananu3upoBaTh OJTY4YEHHBIN pPE3yNbTar.

4). CoxpaHuTh NOJIYYEHHBIN pe3yibTaT B (paiin

3aganue 2.2.
1). Hactpouts aynut Windows Ha ycrenrHbie OMbITKYA BX0/Ia B CHCTEMY M Ha 0TKa3 BXOJa B
CUCTEMY.



2). Hactpoutb ayiuT Ha Ha3HAYEHUE NAPOJIsl JUIMHOM MEHEE 5 CUMBOJIOB.

3). Co3naTh npeycTaHOBIECHHBIE (PUIIBTPBI 1711 HACTPOEHHBIX COOBITHH ayuTa.

4). IIpoBepuTh pabOTOCIIOCOOHOCTH CO3/IaHHBIX IMOJUTHK ayauTa /i1 HACTPOUKHU aynuTa
UCIIOJIb30BaTh PEAAKTOP JIOKAIbHBIX IPYNNOBbIX NoAUTUK. WintR u BBectu gpedit.msc.

3amanue 2.3.

1). HactpouTb NMOJIMTUKU ayuTa HA MOMBITKY 10CTYIA K JUPEKTOPHH.

2). Co3nath 1BYX mosib3oBaresneil. OrpaHuduTh 1OCTYH K AUPEKTOPUU IJI BTOPOTO
noJsib3oBarens. [lepBomy 1aTh MakcuMasbHbIE IIPaBa.

3). IlpoBeputh pabOTOCIIOCOOHOCTH CO3/IAHHBIX MOMUTHK ayauTa. Co3aath
NPeIyCTaHOBJICHHBIA (DUIIBTP Uil HACTPOSHHBIX MOJUTUK ayauTa. COXpaHUTh pe3yabTaThl B

daiin.

3amanue 2.4.

1). HacTpouTh MOHUTOPHHT UCTIOIB30BAHUS ChbeMHBIX HocuTesen. [Ipu gukcammu Takoro
COOBITHSI ONIOBEIATh MOJIH30BATENS C TOMOIIIBIO OTIPABKHU €-mail nin 3amyckomM nporpamMmmsl
(ckpuIiTa) O TOM, 4TO MPOU3OLLIO COOBITHE.

2). MOXHO 7T HACTPOUTH OTCIC)KUBAHUE OTKPBITUS TIOPTOB MPUIIOKESHUSIMU UITH CITYKOaMH

Windows?

3). Kakue BO3MOKHOCTH ayiTa CYIIECTBYET sl OTCIICKMBAHMS MTOBEICHUS MTPHUI0KEHHIH,
ciryx6 B OC Windows? (TpoeMOHCTPHPOBATH)

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: UCTOYHUKH WH(POPMALHUU O
3AIIMIIEHHOCTH KOMIIBIOTEpA

1.Vxaxure HOpMaTUBHO-IIPAaBOBbIE TPEOOBAHUS 110
IIPOBE/ICHUIO KOMITBIOTEPHOTO ayIUTa.

2.Ha3oBure 1enu, IpUHLUIBI U METOJbI IPOBEACHUS
KOMIIBIOTEPHOI'O ayANTa.

3HaTh: 3Tanbl IMPOBCACHU ayIUTa

I.HCPC‘II/ICHI/ITG OTallbl IPOBCACHUSA ayaAnUTa.

VYMeTh: UCIOIB30BaTh TEXHOJIOTHU
IS OLIEHKH 3aIUIIEHHOCTH
00BEKTa UCCIIEIOBAHN

1.0npenenute KOH(MUTypalUIO pabodero MecTa JJis
MPOBEICHUSI KOMIIBIOTEPHOTO ayIHTa.

2.Pa3psacHuTe, kKak coopath (100bITH) HHPOPMAIIHIO 00
HCCIIeTyeMOM OOBEKTE.

OnucaHue MKaJbI OlleHUBAHUS

Oyenka: 5

Huorcnuii nopoe svinonnenus 3aoanus 6 npoyenmax.: 80
Onucanue xapakmepucmuxu evlnoinenus 3Hanus: OleHKa "0TINYHO" BBICTaBISETCS €CIIH 3aJaHue
BBITIOJIHEHO B MOJHOM 00BhEME HJIM BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO

Oyenka: 4

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu vinoneHus snanus: OueHkKa "Xopoo" BICTaBISIETCS €CIH
OO0JIBIIMHCTBO BOIIPOCOB PACKPHITO. BBIOPAHO BEPHOE HANpaBJICHHE JUIsl pEIIeHUs 3a/1a4

Oyenxka: 3

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 50
Onucanue xapaxmepucmuxu evinoneHus snanusa: OueHKa "y10BIETBOPUTEIBHO" BHICTABIIAETCS
€CJIM 3aJJaHle MPEUMYIIECTBEHHO BHITIOJIHEHO

KM-2. 3ananue 3; 3aganue 4

®opmbl peaausanun: [Iposepka 3aganus
Tun koHTpOABbHOrO MeponpusaTus: OTueT




Bec koHTpOBbHOrO0 MeponpustTusi B BPC: 25

IIpouenypa nmpoBegeHUusi KOHTPOJbLHOr0 Meponpusitusi: 3aganust 3, 4 Uil UHAWUBUYaJIbHOTO
BBITIOJTHEHMS Y CTIOBHSI TIPOBeIeHUsT YueOHas rpymma: | denoBek. Mcmonb3yembie TEXHHYECKUE U
nporpammubie cpenctBa:  Kommbiorep ¢ OC Linux, Windows. BcrpoenHoe mnporpammHoe
oOecnieueHue

Kparkoe conepxkanue 3aiaHus:
3ananue 3.1.
Heo6xoaumMo moaydnTh KOHTAaKTHYIO HH(GOPMAITUIO U aJpec PacioyIoKeHUs OCHOBHOTO oduca:
Pecypcesl nis uccnenoBanus:
https://www.booking.com/index.ru.html
https://www.facebook.com/
https://lenta.ru/
https://www.ozon.ru/
https://magnit.ru/
https://www.croc.ru/
https://mail.ru/
https://www.tadviser.ru/
https://www.lada.ru/
https://aliexpress.ru/

3ananue 3.2.

1). Beisicuuthb KTO T71aBa Komnanuu. Ero koHTakTHbIE naHHble. CTpaHUIIbl B COLUATBHBIX
CeTSX.

2). Onpenenuts CTPYKTYpPy OpraHU3alUu.

3). Ilpoeputs komnanuto no MHH. Besichuts pazmep yctaBHOro Kanuraia, yupeauresnei,
OCHOBHOM BUJI IESATENILHOCTH, yyacTHe B cyAeOHbIX Aenax. (https://kontur.ru/compass/spravka-
compass/606-bankrotstvo).

4). TIpoBeputh KommaHuto Ha 6aHkpotcTBO (https://kontur.ru/articles/401).

5). OueHuthb G1aroHaaeKHOCTh KOMITAaHUHU
(https://www.nalog.ru/rn72/news/tax_doc_news/5404050/).

3aganue 3.3.

1). Onpenenuts ucnoab3yemblii BeO-cepBep U Bepcuto. Bozmosknas OC.

2). Omnpenenuts ucnonbzyeMble [P-anpeca Beb-cepBepoM. B kakoii cTpaHe pacroiosxeH BeO-
ceprep?

3). Onpenenuts ucnonszyercs au CMS. Ecian ucnonb3yercs, TO Kakasl.

4). Kakue cTpaHullbl 3aMpemieHsbl 1t nHaekcanuu? Bo3mokHas npuymHa.

5). Ha koro 3aperucTpupoBaHo JOMEHHOE UMs? KOHTaKTHas WH(OpMalus BIaAebIia.

6). Ko siBisieTcst XOCTHHT IpoBaiiiepom?

3ananue 3.4.

1). CkonpKO CTpaHUI] MPOMHAEKCHPOBAHO B MOMCKOBOM cucteme Google?

2). OCHOBHOM UCTOYHHK Tpaduka?

3). 'eorpadust aynutopuu.

4). Kakue noanomeHsl 3apeructpupoBanbl? Bo3zMo)kHOe npeiHa3HaueHHE.

5). Pa3meriens! 11 B 0011eM JOCTyIE KOH(UICHIIUAIbHBIE JOKYMEHTHI?

6). Coneprxarbcs JIM B MHJEKCE TTOUCKOBBIX CUCTEM (paiiiibl ¢ maposem?

7). CaoenaTp BBIBOJ O LIENEBON ayIUTOPUH.

8). OnpenenuTs CIyKeOHbIE CTPAHUIIBI JIJIS YIIPABJICHHS KOHTEHTOM caiiTa (CTpaHHIla JOCTyma
k CYB/I, ctpanuiia Bxoja /Ui aIMUHUCTPUPOBAHUS U T.11.).



3amaumue 3.5.

1). [Ipoananu3upoBaTh MOTYyUYEHHYIO HH(DOPMAITHIO.
2). Onpenenutb Kakue ysa3BUMOCTH MOTYT MPUCYTCTBOBATh HA UCCIIEAYEMOM peCypcCe.

3aganue 4.1.

Jiist paboThI HEOOXOIUMO YCTAHOBUTH 2 BUPTYaIbHbIC MAIIIHHBI:
1) PC1 - mammmna ¢ OC Windows wiu Linux ¢ GUI u ycranosienssim [10 Zenmap

(https://nmap.org/zenmap/).

2) IPS - BupTyasipHas MamIiHa ¢ 2 CETEBBIMU aJIalTEPaMH U C YCTAHOBICHHOM CHCTEMOM
pfsense (https://www.pfsense.org/download/) uiu opnsense (https://opnsense.org/download/).

Samanue 4.2.

1). HeoOxoaumo ckoH(pUTypupoBaTh ceTeBble HHTEp(erchl Ha BUPTyasibHOM MamuHe ¢ [PS:
https://itarticle.ru/console-setup-pfsense-opnsense/ u Ha BupTyanbHo# Marmue PC1.

2). lns ynpoliueHusl HaCTPOMKHU CETEBOIo ajanrtepa Ha BUpTyanbHoOi MamnHbl PC1 MoxkHO
aktuBupoBatb DHCP-cepBep Ha BupTyansHoii MmamuHe IPS na LAN unrtepdeiice.

3). 115 HarmsIAHOCTH PEKOMEHIYETCSI UCIIONIb30BaTh aIpecalliio BHYTPEHHEN CeTH

10.10.x.x/24.

3amauue 4.3.

1). YcranoButh nmakeT Snort uimu Suricata st qo6asienus pyakiuonana IPS (cucrema -

YCTaHOBKa HaKCTOB).

Samauue 4.4.

1). Hactpouts npaBuia it oOHapykeHus ckanupoBanust nmap uit WAN unTepdeiica.
2). IIponsBecTy CKaHUPOBAHUE U IPOJIEMOHCTPUPOBATH PE3YIbTAThl OOHAPYKEHUS
CKaHMPOBAHMS CUCTEMOW NPENOTBPALLEHNS BTOPKEHUM.

3aganue 4.5.

1. HacTpouTb 610KMPOBKY TpaduKa B CNydae 06HaAPYKEHNA CKAHMPOBAHMUSA.

KoHTpoJibHBIC BONIPOCHI/3aJaHHA:

3HAaTh: HOPMaTUBHO-IIPaBOBBIE
TpeOOBaHUS 1O  TPOBEJEHUIO
KOMIIBIOTEPHOI0 ayInTa

1.OxapakTepr30BaTh HICTOUHUKU HH(DOPMAIIUHN O
3alMIIEHHOCTH KOMIIbIOTEpA.

3HaTh: Ha3Ha4Y€HUC, MPUHIUIIBI
paboTbl M TEXHOJIOTUS aHaJIn3a
cOOBITHI B HcCIelyeMOM 00beKTe

1.JlaTh XapakTepUCTUKY TEXHOJIOTHUSM, TPUMEHIEMbIE
IIpY NPOBEICHUN KOMIIBIOTEPHOI'O ayIUTa.

2.Ha3BaTh 1 0XapakTepu30BaTh OCHOBHBIC TEXHOJIOTHH
TECTHUPOBAHUS O0BHEKTA HCCIETOBAHUS.

YMers: ONPEJIEIUTh
KoH(pUTrypanuo pabodero Mecra
JUIE TIPOBEJICHUSI KOMITBIOTEPHOTO
ayauTa

1.Pa3baCHUTH MOPSOK U CIIOCOOBI UCTIOIB30BAHUS
TEXHOJIOTHH JTsl OIEHKH 3all[UIIEHHOCTH 00hEKTa
HCCIIeIOBaHUSI.

YMmers: coOpatb (OOBITH)
uHpopmanuo 00 uccIeayeMOM
o0BeKTe

l.OXElpaKTCpI/ISOBaTL IMPUMCHCHUC CKAHCPOB
0e30macHOCTH JJIs1 OICHKHU 3alllUIIICHHOCTHU 00BeKTa
HUCCICIOBAaHUA.

Onucanue MKaJbl OLICHUBAHUA:

Ouyenka: 5

Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax.: 80
Onucanue xapaxmepucmuxu ebinoneHus snanus: OueHka "oTIMYHO" BBICTABIISETCS €CIIU 3aJaHNe
BBITIOJTHEHO B MOJTHOM 00BEME HJIH BBITTOTHEHO MPEUMYIIIECTBEHHO BEPHO




Oyenxa: 4
Huoicnuii nopoe evinoanenus 3aoanus 6 npoyenmax. 710
OnucaHnue xapakmepucmuxu evlnoinenus 3Hanus: OLeHKa "X0opouio" BICTaBISETCS €CIu
OOJIBITMHCTBO BOIPOCOB PACKPHITO. BBIOPAHO BEPHOE HAINIPABIICHHE JIJISl PEIICHUS 3a/1a4

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapakmepucmuxu evinonnenus 3uanus: O1neHka "yI0BIeTBOPUTEIHLHO" BHICTABIISACTCS
€CITH 3aJIaHuE MPEUMYIIECTBEHHO BBITIOJTHEHO

KM-3. 3aganue 5; 3aganue 6

®opmbl peaausanun: [Iposepka 3aganus

Tun KOHTPOJIBLHOr0 Meponpusitusi: Otuer

Bec koHTpObHOrO MeponpusTusi B BPC: 25

IIpoueaypa npoBeaeHusi KOHTPOJIbHOIO MeponpusTus: 3ananus 5, 6 Il WHIMBHIYaJIbHOTO
BBITIOJIHEHUS Y CIIOBUS MPOBEJeHNU YueOHas rpymma: | dyenoBek. lcmonp3yemble TEXHUYECKHE U
nporpammubie cpeactBa:  Kommbiotep ¢ OC Linux, Windows. BcTpoenHoe mnporpaMmHoe
obecnieuenne Docker, docker-compose, Elasticsearch, Logstash, Kibana, Filebeat

Kpartkoe conep:xanue 3ajaHus:
3ananue 5.1.
Passepuyts ELK ¢ nomombsto docker-compose. [IpoBepuTh AOCTYIHOCTH BCEX CEPBHUCOB.

3aganue 5.2.

1) Ha BupTyanbHO# MainHe yctanoButh: filebeat

2) Janee HeoOxoaquMo HacTpouTh KoHpurypanuto filebeat.yml, s dero ykasars IP-aapec mist
Elasticsearch, B Ture ayrenTrduKaIiy yKa3pBaTh JIOTHH U [1APOJIh.

3) Ioce HaCTPOWKK OTIPABKH KypHAIOB coObiTHiT B Kibana B pexumMe peabHOr0 BpeMeHH
MO’KHO HaOI0AaTh COOBITHSL, KOTOpbIe MpuxoasT oT filebeat.

3agadue 5.3.

1) Jli1st BU3yanu3anuu >KypHajioB cOOBITUH MOXHO BbIOpaTh roToBbI Dashboard miu coznatsb
HOBBIN. Bp1OOp miu HacTpoiika Ha Bkiaake Dashboard.

2) Ilocne BbIOOpa COOTBETCTBYIONIEH BKIIAIKM BHIOpaTh mpeaycTaHoBieHHbI Dashboard:
[Filebeat System] Syslog dashboard ECS.

3) AK1leHTUpOBaTh BHUMaHKME Ha BO3MOKHBIX OIIMOKAX MPU HACTPOUKE U ONPEAETUTh BApHAHT
peleHws.

3aganue 6.1.

. CmonenupoBath aTaky Ha ssh-cepep.

1) Ucnonb3oBare yrumut Ncrack. Bmecto «ncrack» Bo3MOXKHO HCTIONIB30BATh JIOOBIE
MOA00HBIE YTUITUTHI.

2) YcranoButs yruut Ncrack Ha kommproTep, ¢ KOTOPOTO €CTh BO3MOYKHOCTH IIPOBECTH aTaKy
Ha IMOATOTOBIICHHBIN CTEH/I. 3aITyCK YTHIIMTHI TPOUCXOIUT U3 KOMaHIHOMW CTPOKH.

3) 3anycTUTh KOMaHIHYIO CTPOKY B HalKe YCTAaHOBKH YTHIIUTHI U BBIMOJIHSAEM CIIEIYIOIIYIO
KOMaH[y.

3) BoiiT B cucteMy MCIob3ysl MOJy4YeHHbIH JIOTHH 1 apoiib. [locne ycnenrHoro Bxoza B
CUCTEMY HEOOXOMMO MEPEUTH B PEKUM CyIieprnoib3oBaTels (root) u mpousBectu go0aBiIeHNE
HOBOTO I10JIb30BAaTENs B CUCTEMY.

3amaune 6.2.
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1) B Kibana HeoO6xoaumo co3nath wik BeiOpath rotoBbiii Dashboard ([Filebeat System] New

users and groups ECS) nnst ananu3a CHCTEMHBIX JKYpPHAJIOB COOBITHH.
2) Jlst onpesiesieHus MOMBITOK BXoaa SSH ucnonb3yercs npeaycranorienusiii Dashboard

([Filebeat System] SSH login attempts ECS). HecankuroHupoBaHHBIE MOIMBITKA BXOJa MOYKHO
JIOCTaTOYHO MPOCTO ONpeaesiuTh 1o nuarpamme SSHIogin attempts [Filebeat System] ECS, na

KOTOPOH BCE MOMBITKU pa3jiesieHbl Ha kareropun Accepted, Failed, Invalid, error.
3) Ilo quarpamme HEOOXOAUMO OTIPEACTUTH BpeMs Hadyalla 1 OKOHYAHHS aTaKH;
HECaHKI[MOHUPOBAHHBIC MOIBITKH BXOa OnpeaeauTs o quarpamme SSHlogin attempts

[Filebeat System] ECS, Ha KOTOpOI1 BCe MONBITKH pa3/ieiieHbl Ha kareropuu Accepted, Failed,

Invalid, error.

4) HeoOxoauMO 100aBUTH GHILTP 1O BpeMeHH s TeKyuiero Dashborad, mis atoro
HaxumaeM Ha Add filter n ykaspiBaem 3HaYeHUS JaThl U BPEMEHH.

5) Onpenenuth ycrenrHbie MOMBITKYA BX0/a, ISl 4eT0 BBECTH B CTPOKE TIOMCKA 3aMpocC:
system.auth.ssh.event :"Accepted".

6) ITo moJtro SOUrce.ip onpenenuTh ip-apec MalIHHbL, C KOTOPOH OBLIT IPOU3BE/ICH BXO/I.
7) 3MeHuTh 3ampoc MOUCKA Ha CIICTYHOIIHA:

source.ip : “ip_adpec_mawunbl_C_YCHEUHbIM_8X000M ™

8) B ciyuae, ecnu ¢ atoro ip-agpeca 6pu10 MHOTO 3anpocoB Failed u Invalid, nHeo6xoaumo
OTIPENIeNIUTh KaKue NEHCTBHS COBEPILIIT 3I0OYMBIIIIEHHHK ITOCIIE BXO/Ia B CUCTEMY.

3ananue 6.3.
1) Onpenenuts UM M0JIb30BATENS, 10 KOTOPBIM OB COBEPLIEH BXO/.
2) Kakue neficTBus ObUIM COBEPILIEHBI ITOCIIE BX0Ja B CUCTEMY.

KoHTpoJibHbIE BOIPOCHI/3a/1aHUA:

3HaTh: TEXHOJOTHH, IPUMEHSIEMbIE 1.OxapakTepn3oBaTh Ha3HAYEHUE aHAIN3a COOBITUH B

IIPU NIPOBEIEHUU KOMIIBIOTEPHOIO HCCIIelyeMOM OOBbEKTe.

ayaura 2.J1aTh XapaKTepUCTUKY aHAIHU3a COOBITUI B
UCCIeyeMOM OOBEKTE.

YMeTb:  NPUMEHATb  CKaHEpbI 1.Pa3zbsicauth ciocoOsl pa3BépThiBanust T 11 ananuza

0e30MacHOCTH JUTS OLICHKH coObITHi Ha 00bekTe uccaenoBanus SIEM (ELK)

3aIIUIIEHHOCTH 00BbeKTa

MCCIICJOBAHHUS

Onucanue MIKAJbI OLlEeHUBAHUS:

Ouyenka: 5
Huoicnuti nopoe evinonnenus sadanus 6 npoyenmax.: 80

Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTIUYHO" BBICTABIISETCS €CIIM 3aJaHue

BBIIIOJIHEHO B MOJIHOM 00BbEME HIIA BBIIOJIHEHO NpEeUMYyIICCTBEHHO BEPHO

Ouyenka: 4
Huodicnuii nopoe sévinonnenus 3aoanus 6 npoyernmax: 10
Onucanue xapakmepucmuku evtnonanenus 3uanus. OueHka "Xoponio" BbICTABISETCS €CIU
OOJIBIIMHCTBO BOIIPOCOB PACKPHITO. BEIOPAHO BEPHOE HAMPABJICHHE [Tl PEIICHUS 3a/1a4

Oyenka: 3
Huoichuii nopoe svinonnenus sadanus 6 npoyernmax. 50

Onucanue xapakxmepucmuxu evinoaneHus snanus: OueHka "y10BIeTBOPUTENIBHO" BHICTABIISAETCS

€CJIM 3aJaHNUC NPCUMYIICCTBCHHO BBIITIOJIHCHO

KM-4. 3apnanue 7; 3aganue 8

®opmbl peamzanuu: IIposepka 3aganus
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Tun KoHTPoJILHOr0 Meponpusitusi: OT4er

Bec konTpoabHoro meponpusitusi B BPC: 25

IIpoueaypa npoBeaeHusi KOHTPOJIbHOIO Meponpusitus: 3amanus 7, 8§ Uil MHIUBUAYAJIHHOTO
BBITIOJIHEHUS Y CIIOBUS TPOBEJCHUs Y4eOHas rpymma: | denoBek. lcrmonb3yemble TEXHUYECKHE U
nporpamMubie cpenctBa:  Kommbrotep ¢ OC Linux, Windows. BcrpoenHoe mporpammHoe
obecnieuenne Docker, docker-compose, Elasticsearch, Logstash, Kibana, Filebeat

Kparkoe cogepxxanue 3agaHus:
Samanue 7.1.
Jiist BeIOSTHEHHST pabOThI ¢ TOMOIIBIO BUPTYaIbHON MalIMHBI HEOOXOAUMO:
1) Tlomy4uTs y npenogaBaTessi BAPTYaIbHYIO MAalIMHY C HACTPOCHHBIMH CEPBHUCAMHU.
2) MWwmets Hactpoennsiii ELK.
3) Iomyunts HAOOP CKPUITOB JJIs BBIOJHEHUS aTaK.
4) Cxauartsb live-o0pa3 kali linux (https://www.kali.org/downloads/) u 3amyctuTsh ero Ha
BUPTYaJIbHO! MaIlIMHE.
5) HactpouTth NoAKIIOYEHUE NOJTYICHHOI BUpTyanbHOU MamuHbl K ELK.
ITpu BBIONIHEHNH PAOOTHI HA MOATOTOBIEHHOM CTE€HE HEOOX0AUMO:
1) TIloay4uTh yueTHBIC JaHHBIC IS OAKIFOUCHHS K CTCHIY
2) 3amycTuTh aTakH (3amycK aTak MOXET 3allyCKaThCsl MPEro/IaBaTesieM Hill B
ABTOMAaTUYECKOM PEXHUME 10 PaCIUCaHUIO)
Jlis oTHpaBKM U aHaJIKM3a JIOroB OYAYT UCIOIb30BaThCA:
1) Auditbeat - mo3BosisieT aHATM3UPOBATH JACUCTBHS TIOJIB30BATENCH U IIPOLIECCOB B CHCTEME.
(https://www.elastic.co/quide/en/beats/auditbeat/7.6/auditbeat-overview.html)
Jl1s HacTpOMKU MOJKIIFOUEHHS (TOJIBKO B CIIy4ae UCIIOJIb30BAHUS [TOATOTOBICHHON
BUPTYaJIbHON MaIlIMHBI) HEOOXOIMMO OTpenaKkTHpoBaTh (aitn /etc/auditbeat/auditbeat.yml u
yKa3arh napameTrpsl noakiatoueHus k ELK.

3ananue 7.2.

UCIIOJIB3Ysl BUPTYasibHYH0 MarnHy Ha kali linux Heo0xoqumMo mpou3BecTH aTaku Ha
BUPTYaJIbHYIO MAIINHY (B CITydae MCIOIb30BaHUSI CTEH/IA, ATAKyeT MPE01aBaTelIb WITH aTakK
HPOUCXOUT MO PACITUCAHHIO).

PexoMeHTyeMble STaIbI IPU BBITIOJHEHUH 33 JaHUSL:

a) OtkpeiTh paznen SIEM u/umu oTKpBITH MpeaycTaHoBiIeHHbIH Dashboard.

0) 3amyctuTh ckpunT i ataku: bash attackN.sh.

B) [Ipoananu3upoBaTh KaKue H3MEHEHHsI IPOUCXOMAT B CHCTEME MPH aTake.

r) Omucarh Mo KaKUM MPU3HAKaM MOXHO TIOHSITh, YTO MIPOMCXOIUT aTaka.

1) Beiopate/co3nate Dashboard ontumanbHblil 1711 onpeeneHus atak JaHHOTO THIIA.
e) OnpenenuTh Kakas aTaka ObL1a IPOU3BEICHA.

3aganue 7.3.

1) HeoOxomumo co3nath panroHainsHbIi Dashboard, koTopsiit Obl MO3BOJIHIT ONIPEAEIIATh
HAYaJI0 aTaKW, UMEJI BO3MOKHOCTh OITEPATHBHO TIEPEKITIOYaThCS JIJIs O0Jiee JeTallbHOTO
OTIpe/ieNIeHus TUIA aTaKH.

3ananue 8.1.

1). YcranoBuTh zabbix Ha BUPTyaJIbHYIO MalIUHY.

[Ipennaraercst ycranoBka zabbix ¢ moMorisio umnopra ovf oopasa B VirtualBox
https://cdn.zabbix.com/zabbix/appliances/stable/5.2/5.2.6/zabbix_appliance-5.2.6-ovf.tar.gz
2). Ha npyroit MammHe ycTaHOBHUTB areHT 3a00ukca. M 100aBUTh y3ei1 CeTH B CUCTEMY
MOHHTOPHHTA

https://www.zabbix.com/ru/download_agents

3). Yoenuthcs, 9TO JaHHBIC TPUXOIAT B 3a00UKC.
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https://www.kali.org/downloads/
https://www.elastic.co/guide/en/beats/auditbeat/7.6/auditbeat-overview.html

3amanue 8.2.

1). HacTpoutb aBTOMaTH4€CKyI0 HHBEHTAPU3ALIMIO y3JIa.

HasBanwue mporeccopa - wmi.get[root\cimv2,select name from Win32_Processor].
Apxutektypa OC - wmi.get[root\cimv2,select OSArchitecture from Win32_OperatingSystem].
Bepcus OC - wmi.get[root\cimv2,select version from Win32_OperatingSystem].

[Monnoe nazBanue OC - wmi.get[root\cimv2,select name from Win32_OperatingSystem].

2). Hactpoutsb oTnpaBky J0roB. PeKOMeH1yeTCsl HacTpanuBaTh OTIPABKY JIOTOB ¢ Linux
mamuHbl. Harmpumep, ¢ cepepa zabbix.

3). Hactpouts Tpurrep.

KoHTposibHbIe BONPOCHI/3aJaHUA:

3HaTh: 1ENH, TPUHIUIIEI 1 METO/IbI 1.OxapakTepr30BaTh MPUHIIMIIBI PAOOTHI aHAJIU3A
MIPOBEICHUS KOMITBIOTEPHOTO COOBITHIA B UCCIIETyEMOM OOBEKTE.

ayauTa

3HaTh: OCHOBHEIC  TEXHOJIOIUHU 1.JlaTh XapakTepUCTUKY TEXHOJOTUN aHAIN3a COOBITUH B
TECTUPOBAHUS 00BeKTa HCCIIETyeMOM OOBEKTE.

HCCIICAOBAHUS

YMeTh: pa3BepTHIBATH 5 1.Pa3bscHUTD CcITOCOOBI Pa3BEPTHIBAHUS UCIIOIH30BAHUS
ncroip3oBath HWT nang anammisa WUT nns ananu3a cOOBITHI HAa 00BEKTE UCCICAOBAHUS
COOBITHIA Ha 00BEKTE SIEM (ELK)

uccienoanust SIEM (ELK)

Onucanne MKAJbI OIIEHUBAHUS

Ouyenka: 5
Huoicnuii nopoe evinonnenus 3aoanus 6 npoyenmax. 80
Onucanue xapakmepucmuxu evlnoinerus 3Hanus: O1eHKa "OTINYHO" BBICTABIISETCS €CIIM 3aJaHue
BBITIOJTHEHO B MOJIHOM 00'beMe WIIH BBITIOTHEHO MPEUMYIIIECTBEHHO BEPHO

Ouyenka: 4
Huodienuii nopoe sévinonnenus 3aoanus 6 npoyermax: 10
Onucanue xapaxmepucmuxu evlnoinerus 3Hanus: OLeHKa "X0opoIIo" BEICTaBISETCS €CITN
OOJIBIIIMHCTBO BOIPOCOB PACKPBITO. BBIOPAHO BEPHOE HAIPABJICHUE JJIS pelIeHUs 3a/1a4

Oyenka: 3
Huodicnuii nopoe sévinonnenus 3adanus 6 npoyermax: 50
Onucanue xapakmepucmuxu ebinoanenus snanus: OueHka "yJIoBIeTBOPUTENBHO" BBICTABIISETCS
€CITU 3a/1aHue NMPEUMYILECTBEHHO BHITIOJIHEHO
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COJIEPKAHUE OIIEHOYHBIX CPEJICTB TIPOMEXKYTOUYHOM ATTECTAIIUA
7 cemecTp

@DopMa NPOMEeKYTOUHOM aTTecTalMM: 3a4ET C OLEHKOU

IIpouenypa npoBenenust

3aueT mpoBOIUTCS B YCTHOU popMe 1Mo OueTam coriiacHO MporpaMMe 3a4eTa

L Ilepeuenv Komnemenyuil/uHOUKAMOpPO8 u KOHMPOAbHBIX 60NPOCOB NPOBGEPKU PE3YTbHAN 08
0CBOCHUA OUCUUNTUHDL

1. Komnerenmusi/ Unaukarop: 11K-3.1nx-3 AAMUHUCTPHUPYET MOJCHCTEMBI 3alITUTHI HHPOPMAILITUH
B OIIEPALIMOHHBIX CHCTEMaX

Bonpocel, 3a1anns
1.ITonsitue KoMnproTepHbIi ayJUT U METOJIbI €0 POBEICHUS.
2.Mopaenu ayaura.
3.Otarbl NpoBeieHNsT KOMIIBIOTEPHOIO ayIUTa.
4 Kto npoBoaut aynut?
5.1enu, nporpaMmMa u 1iaH ayaura.
6.IIpuHuyns! ayaura.
7.Bunpl ayaura u GOpMBI €ro mpoBEICHHSL.
8.Meroabl TecTHpoBaHus penetrationtesting (PT).
9.3Tansl paboThl TEXHHYECKOTO IKCIEPTa M0 KOMIBIOTEPHOMY ayTUTY.
10.®opmanbHOE onKMcaHUE CUCTEMBI B MOJEIN XappucoHa-Py330-YnpmaHa.
11.Mopens nenoctaoctu Kiapka-Buicona. JlocTonHCTBa 1 HETOCTATKUA MOACIIH LIETOCTHOCTH
Knapka-Bunbcona.
12.Mopens 6e3omacaoctrt OC Windows. IToacucremer Windows, oOecnieunBaroniye
0€3011aCHOCTb.
13.Yto Takoe unentudukaropsl 0ezonacHoctu SID (Secureldentifier)?
14.ITpumepst SID G6e30macHOCTH.
15.Kak y3HaTh 3HaueHue SID KOHKpPETHOro NoJb30BaTeNs?
16.IToncuctemsl ayauta coobituit OC Windows
17.Yto coxpaHsieTcs B )KypHaJiax COOBITHII?
18.Cxema mudposanust EFS 8 OC Windows/
19.B xakoM HanpaBieHUH pa3BUBatOTCs coBpeMeHHble OC?
20.Kak obecrieunTsb JOBEpHE K PACCMOTPEHHBIM MexaHu3MaM Oe3onacHocti OC?
21.ITouemy HeNb3s CTPOUTH OTBETCTBEHHBIE MH(OPMALIMOHHBIE CUCTEMBI Ha 3apy0exHbIx OC?

MarepuaJsl 1JIs1 NIPOBEPKHU OCTATOYHBIX 3HAHUN

1.C kakoil 1eJpI0 TPOBOAUTCS YIIPABICHHE MPOU3BOIUTEIBHOCTHIO HH(OPMAIMOHHBIX

cucrem?
OtBerTsI:

a MPOTHO3UPOBAHUS MPOU3BOAUTEIBHOCTH 000PYIOBAHUS UCXO OyIyluX 1eneit 00paboTKu

uH(popMalun

b onTUMHU3aLUS TPOU3BOAUTEIHHOCTH HHPOPMALIMOHHBIX CHCTEM

¢ pa3paboTku TpeOOBaHUI K MPON3BOAUTEIHLHOCTH 000pyI0BaHuUs IO 00pabOTKH MH(pOpMaLIUU
BepHsliit oTBeT: ac

2.Yem He oOecnieunBaeTcs 6€30MaCHOCTh MPU UCHOIb30BAaHUU MOOMIIbHBIX ITpOrpaMm?
OtBeThI:

a JIOTMYECKHU M30JIMPOBAHHOM CPEOi;
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b GnoxupoBaHnueM J1F0OOr0 HECAHKIIMOHUPOBAHHOTO UCIIOIB30BaHUS MOOWIIBHOW TIPOTPaMMBI;
C He OJOKMpOBaHWEM TMTpHEMa MOOMIILHON TTPOTPaAMMBI,
d obecrieueHUEM YBEPEHHOCTH B OTCYTCTBUU MOOMIIHOM MPOTPaMMBI;
€ KOHTPOJIE PECYPCOB JIOCTYITHBIX MOOMIIBHOM IPOTPaMME;
f mpuMeHneHneM KpuUnTorpagpuyeckux Mep 1 CpeCTB KOHTPOJIS U YIPABICHUS IS
OJTHO3HAYHOH ayTeHTU(UKAITUH MOOMIIBHOM MTPOTPaMMBI.

Bepusrii otBer: cd

2. Komnerenuust/Mugukarop: [1K-3.3rk-3 AIMUHUCTPUPYET CPEACTBA 3alTUTHI HHPOPMAIIUH
MPUKJIIAHOTO U CUCTEMHOTO MPOrPaMMHOI0 00eCTICUeHUs

Bomnpocel, 3axanus
1.MeTobl ToTy4eHus MHOOPMAIIUU U3 OTKPBITBIX HCTOYHUKOB.
2.IIpennoxuth criocod BBISBICHUS BO3MOKHBIX HHCAUIEPOB MIPH NMPUEME COTPYAHUKOB 110
OTKPBITHIM BaKaHCHUSAM B OpraHU3aLUIo.
3.IIpennoxuthk cnocod HaubosIee MOJIHOro cOopa OTKPHITOM HH(OPMALIMK Ha YETOBEKa,
IIPETEHIYIOIIEr0 Ha BAKAHCHUIO.
4.C xakoii 1enpto Benercsi cOop OTKpbITOM nH(popManuu o0 o0beKTe ayauTa?
5.Kak oOHapyxuTh HH)OPMAIHIO 0 KOHQUTYPAITMOHHBIX (aiijlax B OTKPBITHIX Web-
MPUITIOKEHUSX ?
6.Kak ucrmonp3yroTcs COIMaIbHBIE CeTH I cOopa nH(pOpMAIHK O MPETCHICHTE HA BAKAHCHIO?
7.Aynut GU3HUECKOTO KOHTPOJIS JOCTYIA B TOMEIICHUSI.
8.Ayaut 0e30MacHOCTH HH(POPMAIMOHHBIX AKTUBOB OPraHU3AIINH.
9.AynuT OpraHu3aIliOHHOTO 00eCTIeYeHUSI.
10.AyauT cOOTBETCTBUSI HOPMATUBHOMY 00€ECIIEUEHHUIO.
11.Aynut 6e3onacHoctu IT-cTpyKTYypBHI.
12.ITpoBeacHME IKCIIPECC-TECTOB M0 OlleHKe A ekTruBHOCTH 3anuThl HHPopmaruu B VIC.
13.Anamn3 3ammmennocta no 'OCT P UCO/MDBK 27001.
14.AHanu3 BO3MOXHOCTEN PUMEHEHUS TEXHOJIOTUN COLIMATIbHOW HHKEHEPUH.
15.AHanu3 3¢ (peKTUBHOCTH 3aILUTHI OT BPEJOHOCHOTO KOJIa.
16.TexHonornn KOMObIOTEPHOTO ayauTa Ha ocHoBe SIEM.
17.0nenka 3K TUBHOCTH 3aIIUTHI BEO-TIPUITOKEHUH.
18.Ananu3 nonydyeHus nHGOpPMALIUK OT CETEBBIX CEPBHCOB.
19.01eHKa 3aMUIIEHHOCTH OECTIPOBOTHBIX CETEH.
20.AHann3 BO3MOKHOCTEN 00X0/1a CUCTEM O€30IIaCHOCTH.
21.TexHONOTUY BHITIOTHEHHS TECTUPOBAHHUS HA TIPOHUKHOBEHHE.

Matepuanbl 1J1sl IPOBEPKH 0CTATOYHBIX 3HAHUM
1.Pemenne kakux BOIPOCOB BKIIIOYAET Pe3epPBUPOBAHUE?
OTBeTHI:
a) He0OXOIUMO OTPENIEIUTh KOJTUYECTBO KOMUiA, (POPMBI UX XpaHEHHs] U OOHOBICHMUS;
b) mmdpoBanue Konuii;
C) TeCTUPOBAHHUE KOTIHIA;
d) obecnieuenre pU3MUECKON 3aIIHUTHI;
€) LIEHTPAJIM30BaHHOE XPaHEHUE;
f) 00beMm (T.e. TOJTHOE WITH BRIOOPOYHOE PE3EPBUPOBAHNE) U YACTOTA PE3EPBUPOBAHUS JTOJKHBI
oTpaxkaTb TpeOoBaHUs OU3HEca OpraHu3aIuy, TPeOOBaHUS K OE30MaCHOCTH 3aTparuBaeMoin
UHGOPMAIIUK U KPUTUIHOCTH WH(GOPMAITUH JIJIST HETPEPHIBHOM paObOThI OpraHU3aIuH;
€) ayJIUT pe3epBHBIX KOMUI
Bepwnsiii otet: abedf
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II. Onucanue wKanvl oueHUBAHUA

Ouenxa: 5
Huoicnuii nopoe svinonnenus 3aoanus 6 npoyenmax: 10
Onucanue xapaxmepucmuxu 6blnoineHus 3Hanus: PaboTa BeIMoHEHA B paMKax "MPOABUHYTOr0"
ypoBHs. OTBETHI TaHBI BEPHO, YETKO CPOPMYITUPOBAHHBIC OCOOCHHOCTH MPAKTUYECKUX PEIICHUN

Ouenka: 4
Huoicnuii nopoe evinonnenus sadanus 6 npoyenmax. 60
Onucanue xapaxmepucmuxu 8blnoiHeHus 3Hanus: PadboTa BeImojgHeHa B paMKax ""0a3o0Boro"
ypoBHs. BOJBIIMHCTBO OTBETOB J1aHbl BepHO. B yacTu Marepuana ecTb HE3HAYUTEIbHBIC
HEJ0CTaTKU

Oyenka: 3
Huoicnuii nopoe evinonenus 3aoanus 6 npoyenmax. 50
Onucanue xapaxmepucmuxu vinoineHus snanus: Pabora BeIOTHEHA B paMKax "moporoBoro”
ypoBHsi. OCHOBHAsl 4acThb 3a/laHus BBIMIOJIHEHA BEPHO. HA BOMPOCHI YIITyOJIEHHOTO YPOBHS

1I1. IIpaguna évicmasnenus umozo8o0i OyeHKu no Kypcy

Ouenka omnpenensercs IO COBOKYIHOCTH pE3YJIBTaTOB TEKYLIErOo KOHTPOJS YCIIEBAEMOCTH B
cooTtBeTcTBUU C [lonoxeHnem o 6auIbHO-pEUTUHTOBOM cucteMe ais ctyaeHToB HUY «MOU»
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